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CRYPTOGRAPHIC KEY-RECOVERY MECHANISM

Field of the Invention

The present invention is directed to cryptography and, more particularly, to a key
escrow and key recovery method for use with a cryptography system using static

(permanent) and dynamic (changing over time) cryptographic keys.

Background of the Invention

Cryptography has become essential to the acceptance of electronic commerce and
sensitive electronic communications over a network. For example, secure digital signatures
and verification methods provide high assurance that a party is who it represents itself to be
in order to prevent unauthorized users and eavesdropping. This assurance is vital to the
general acceptance of, for example, commerce over the Internet, the use of electronic
money, cellular communications, and remote computer login procedures. Typically, certain
well-known cryptographic methods are used to encrypt information in a manner that is very
difficult to decrypt without certain secret information, thus making these signatures and
verifications secure. One type of cryptographic method which is commonly used is public
key cryptography.

Eavesdropping in a network can be thwarted through the use of a message
encryption technique. A message encryption technique employs an encipherment function
which utilizes a number referred to as a session key to encipher data (i.e., message content).

 Only the pair of hosts in communication with each other have knowledge of the session key,
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so that only the proper hosts, as paired on a particular conversation, can encrypt and decrypt
digital signals. Two examples of encipherment functions are the National Bureau of
Standards Data Encryption Standard (DES) (see e.g., National Bureau of Standards, "Data
Encryption Standard", FIPS-PUB-45, 1977) and the more recent Fast Encipherment
Algorithm (FEAL)(see e.g., Shimizu and S. Miyaguchi, "FEAL-Fast Data Encipherment
Algorithm," Systems and Computers in Japan, Vol. 19, No. 7, 1988 and S. Miyaguchi, "The
FEAL Cipher Family", Proceedings of CRYPTO '90, Santa Barbara, Calif., Aug., 1990).
Another encipherment function is known as IDEA. One way to use an encipherment
function is the electronic codebook technique. In this technique a plain text message m is
encrypted to produce the cipher text message c using the encipherment function f by the
formula c=f(m,sk) where sk is a session key. The message c can only be decrypted with the
knowledge of the session key sk to obtain the plain text message m=f{c,sk).

Session key agreement between two communications hosts may be achieved using
public key cryptography. (See e.g., U.S. Patent Nos. 5,222,140, 5,299,263).

Before discussing public key cryptographic techniques, it is useful to provide some
background information. Most practical modern cryptography is based on two notorious
mathematical problems believed (but not proven) to be hard (i.e., not solvable in polynomial
time, on the average). The two problems are known as Factorization and Discrete-Log.
The Factorization problem is defined as follows:

Input: N, where N=pq where p and q are large prime numbers

Output: p and/or q.

The Discrete-Log problem is defined as follows:

Input: P,g y, where y=g* mod P, and P is a large prime number
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Output: X.
(The Discrete-Log problem can be similarly defined with a composite modulus
N=pq).
Based on the Factorization and Discrete-Log problems, some other problems have
5 been defined which correspond to the cracking problems of a cryptographic system.
One system of such a problem which has previously been exploited in cryptography
(see, e.g., H.C. Williams, "A Modification of RSA Public-Key Encryption", IEEE
Transactions on Information Theory, Vol. IT-26, No. Nov. 6, 1980) is the Modular Square
Root problem, which is defined as follows:
10 Input: N,y, where y=x* mod N, and N=pg, where p and q are large primes
Output: x.
Calculating square roots is easy if p and q are known but hard if p and q are not
known. When N is composed of two primes, there are in general four square roots mod N.
As used herein, z=v~ x mod N is defined to mean that x is the smallest integer whereby z*=x
15 mod N.
Another problem is known as the Composite Diffie-Heliman (CDH) problem, which
is defined as follows:
Input: N, g, g mod N, g mod N, where N=pq and p and q are large primes.
Output: g mod N.
20 It has been proven mathematically, that the Modular Square Root and Composite
Diffie-Hellman problems are equally difficult to solve as the above-mentioned factorization
problem (see, e.g., M.O. Rabin, "Digitalized Signatures and Public Key Functions as

Intractable as Factorization", MIT Laboratory for Computer Science, TR 212, Jan. 1979,
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Z. Shmuely, "Composite Diffie-Hellman Public Key Generating Schemes Are Hard To
Break", Computer Science Department of Technion, Israel, TR 356, Feb. 1985; and K.S.
McCurley, "A Key Distribution System Equivalent to Factoring:, Journal of Cryptology,
Vol. 1, No. 2, 1988, pp. 95-105).

In a typical public-key cryptographic system, each user i has a public key P; (e.g., 2
modulus N) and a secret key S, (e.g., the factors p and q). A message to user i is encrypted
using a public operation which makes use of the public key known to everybody (e.g.,
squaring a number mod N). However, this message is decrypted using a secret operation
(e.g., square root mod N) which makes use of the secret key (e.g., the factors p and q).

Public key cryptographic techniques may be used for authentication. Authentication
is a (theoretically) fool-proof technique for a party to verify that a party contacting it is the
party is asserts to be. For example, a confidential network may require that a party
authenticate itself before gaining access to the network.

Fig. 1A is a block diagram of a typical cryptography device 100 that may be utilized
in the present invention. The device 100 has a processor 102 including one or more CPUs
102, a main memory 104, a disk memory 106, an input/output device 108, and a network
interface 110. The devices 102-110 are connected to a bus 120 which transfers data, i.e.,
instructions and information between each of these devices 102-110.

Fig. 1B illustrates a network 150 over which cryptography devices 100 may
communicate and which may be utilized in the present invention. Two or more
cryptography devices 100, 100' may be connected to a communications network 152, such
as a wide area network; which may be the Internet, a telephone network, or leased lines; or

a local area network. Each device 100 may include a modem 154 or other network
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communication device to send encrypted messages over the communications network 152.
A cryptography device 100 may be a gateway to a sub-network 156. That is, the device 100
may be an interface between a wide area network 152 and a local area (sub) network 156.

An example of a public key cryptographic technique which may be performed by the
device 100 is the well known Diffie-Hellman key exchange protocol. The Diffie-Hellman
protocol conventionally provides a partially secure distribution system utilizing a symmetric
crypto-key between two nodes of a local area network (LAN) or wide area network
(WAN). In this protocol, both nodes compute their common crypto-key from their own
private key, as well as from the other node's public key. The nodes exchange their public
keys, but maintain (for security) their computed crypto-key.

For example, assume two nodes wish to communicate with each other via encrypted
packet information. Each has their own private and public key, and consequently each pair
of nodes will compute a different common secret crypto-key, which in turn will be used in
a symmetric algorithm (using, e.g., well-known DES or IDEA algorithms, discussed above).
Typically, the private key of each node is changed periodically. This will lead to two Diffie-
Hellman key exchanges in each period, since the nodes do not have to be synchronized.

Further, it is known to use two private and two public keys in each node, i.e., one
static key, which never changes, and one dynamic key, which is changed periodically (e.g.,
every 24 hours), in each private and public pair. One can use the static common crypto-key,
developed via a Difﬁe-Hc;,llman key exchange, to encrypt every consecutive dynamic key

exchange.
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Summary of the Invention

Described is a key escrow and key recovery method suitable for use with
cryptography devices, such as the NetFortress™ VPN family of products. These products
use four keys, static (permanent) private and public keys and dynamic (changes over time)
private and public keys. Briefly, each node shares a permanent session key with a key
recovery authority (KRA) and every pair of nodes share a permanent and a dynamic session
key with each other. When two nodes initiate communication, the nodes exchange dynamic
public keys (encrypted with a static common key shared by the two nodes), each node also
sends its dynamic private key encrypted with the session key it shares with the KRA.
Because neither node knows the other node’s session key with its KRA, it cannot decrypt
the dynamic private key. However, a third party having a court order may be able to obtain
the node/KRA session key for the two communicating nodes and thus obtain the dynamic
private key for each node, permitting it to decrypt messages encrypted with the nodes’
dynamic crypto key.

In particular, nodes I, I=1, N are communicating with each other encrypted. They
each have static private (S;) and public (P;) keys, which never change and dynamic private
(S,%) and public (P;*") keys, which are functions of time (t). A key recovery authority
(KRA) also has static private (Sgg,) and public (Pgr4) keys, which never change. The KRA
exchanges static public keys with each of the nodes, thus develops a static common key
(session key), Kypa;, With each of them using, for example, the Diffie-Hellman protocol.
The KRA maintains a list of the static public keys of all nodes. Thus, the (static) session key

with any of the nodes can be "recovered" at any time.
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When two nodes, say i and j, exchange their dynamic public keys (encrypted with
their static session key K*(t)), then each one attaches its dynamic secret key, encrypted with
the static session key between it and the KRA. A time stamp is also included. With the
knowledge of the session key, Kgg, ;; Which can be recovered from the KRA, the dynamic

5 private keys of each node, S*"(t), can be recovered (and P/*(t) calculated) from a
recording of any session. From S**(t) and P*"(t) one can calculate the dynamic session key
between the two nodes (K;;*"(t)). However, all other parties are still protected since their
dynamic public keys are exchanged encrypted. Note that all nodes are still protected, and
their session concealed, because their private keys are encrypted.

10
Brief Description of the Drawing

The present invention is described with reference to the following figures:

FIG 1A is a block diagram of a typical cryptography device;

FIG 1B illustrates a communications network over which cryptography devices may

15 communicate;

FIG 2 schematically illustrates a VPN that may be used in accordance with the
present invention; and

FIG 3 is a flowchart illustrating the steps taken to decrypt messages between two
nodes by a third party in accordance with the present invention.

20
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Detailed Description of the Invention

Preliminaries

The term "key recovery" is used herein as a generic term encompassing the various
key escrow, trusted third-party, exceptional access, data recovery and key recovery
encryption systems. All these key recovery systems share the following essential elements
relevant to this invention:

* A mechanism, external to the primary means of encryption and decryption,
by which a third party (such as a government law enforcement agency) can
obtain covert access to the plaintext of encrypted data.
the existence of a highly sensitive secret key (or collection of keys) which
must be secured for an extended period of time.

In a network similar to network 150 illustrated in FIG 1B, we may assume that
illustratively, devices 100 (A) and 100' (B) are each units from the NetFortress™ VPN
family of products (VPN-1, VPN-3 or Remote), available from Fortress Technologies,
Tampa, Florida, which products use Fortress Technologies’ SPS (Secret Packet Shield™)
core technology, such as described in U.S. patent number 5,757,924 to Friedman et al. and
owned by Fortress Technologies. The contents of this patent are fully incorporated herein
by reference. Of course, any cryptography devices may be used, as desired, which are
programmed to perform the inventive method described below.

FIG 2 schematically illustrates a VPN 100 (a network security device) that may be
used in accordance with the invention. The security device 10 comprises a first interface 0

which is connected to the client host 12. Specifically, the interface 0 is connected to a

network interface in the client host 12 via a cable or wire 13. The security device 10
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comprises a second interface 1 which is connected to a portion of a network 150, such as
the one described in FIG 1B. Illustratively, the interface 1 is connected to an Ethernet so
that the interfaces 0,1 are Ethernet interfaces such as SMC Elite Ultra Interfaces.

A CPU 14 is connected to the interfaces 0,1. The CPU is for example an Intel 486
DX 62-66. A static memory 16 (e.g. flash EEPROM) is connected to the CPU 14 and a
dynamic memory 18 (e.g. RAM) is connected to the CPU 14. An optional encryption
module 20 performs encryption and large number arithmetic operations. The encryption
unit may be implemented as a programmable logic array. Alternatively, the encryption
module may be omitted and its function may be carried out using a software program which
is executed by the CPU 14. The interface O is put in a promiscuous mode. In this mode,
the interface O passes all communications from the client host 12 that is sensed on the cable
13 to the CPU 14. The network connection is via the interface 1 which is set to the same
IP address as the client 12. The VPN 100 responds to the Address Resolution Protocol by
sending its own (rather than the client's) MAC address. This adds a level of security by
blocking attempts to bypass the device 10 using the Ethernet protocol.

The CPU 14 maintains two databases. One database is a static database stored in
the Flash ROM 16. This database contains permanent information about secured nodes in
the network, i.e., the node IP address, time entered into the database, the nodes permanent
public key.

A second databaée is a dynamic database. The dynamic database contains
information about secured and unsecured nodes, i.e., the node IP address, time last updated,
a flag indicating whether the node is secured (e.g., has its own network security device), a

flag indicating whether the node is in transition (i.e., in the middle of a key exchange), a
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pointer to a common secret key with that node. The transition flag has three possible
values, 0-not in transition, 1-pending reply from remote host, and 2-pending computation
of common key.

The software executed by the CPU 14 has three components: (1) operating system,
(2) networking system, (3) key computatioﬁ algorithms. The operating system and the
networking system are both part of a Unix like kennel. The key computation algorithm
reside in memory and are signaled into action by the networking system. The operating
system can be colorfully described as a lobotomized Linux system with all drives taken out
except the RAM, disk and Ethernet interfaces. The networking system is for
communication, key exchange, encryption, configuration, etc.

Public key cryptography can be used to negotiate securely a unique common secret
key between any two VPN units. Each unit has four keys associated with it: static
(remaining the same during the lifetime of the unit, and characteristic to that unit) private,
and public keys S,* and P,*, and dynamic (changing periodically) private, and public keys,
S, ¥"(t) and P, *(¢).

KRA is the Key Recovery Authority which stores the static public keys of all VPN
units under its jurisdiction: P{(t). Note that the KRA will typically not know the VPN units'
static private key, S;(t), nor will it know their dynamic keys. The KRA has static private
and public keys associated with it, Sgp,* and Pyg,™.

Common keys between two entities (two VPN units or one VPN unit and its KRA)
are always calculated by each party. These common keys are obtained by each node or

KRA performing functions on the other node’s or KRA’s public key. As a result, the

10
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common keys are never transmitted and consequently the common keys represent a shared
secret between the two entities.
rmal ration

Each VPN unit and a corresponding KRA negotiate a static common session key,
Kirai™, using, e.g., the Diffie-Hellman key exchange protocol (exchanging their static public
keys). After exchanging their public keys, a single common session key is calculated by both
sides from their own static private keys and the other party’s static public key. As
previously mentioned, the KRA also stores the static public key of all VPN units with which
it performed a Diffie-Hellman key exchange. Depending on the need, these public keys may
be released to third parties (such as government agencies), as desired.

In regard to exchanges between two VPNs (which each may be hardware, software
or a combination thereof), units A and B also illustratively use the Diffie-Hellman key
exchange protocol (exchanging their static public keys) to develop their static common
crypto key, K, 5" Note that this key will not be used to encrypt or decrypt messages but
instead will be used in the dynamic public key exchange.

Once the static common key is calculated, units A and B perform a second Diffie-
Hellman key exchange protocol. In the second exchange, each unit A and B with exchange
their respective dynamic public keys encrypted with the static common key, K, %(t),
previously calculated. Based on the received dynamic public keys encrypted with the other
units static common key, a dynamic common key K, 3" is calculated.

Note that during the second Diffie-Hellman exchange, when unit A sends its dynamic
public key to unit B (encrypted with the static common key shared by A and B), it attaches

its dynamic private key encrypted with its common session key shared with the KRA. A

11
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time stamp is also attached. Illustratively, the message transmitted by unit A to unit B
comprises:

E* s (D(PAY()) Exkra,a(Sa™ ),
From this message, unit B can decrypt unit A's dynanﬁc public key P A‘*’“(t). However, since
unit B does not know the static common key shared by KRA and unit A, unit B can not
decrypt unit A's dynamic private key. Unit B will also send unit A its dynamic private key
encrypted with the common key it shares with its KRA, along with a time stamp.

Listeni n ¥ rized” 3

To decrypt messages by a third party, the following steps are followed, which are
to be accompanied by the flowchart of FIG 3.

In step 50, the Authority which is, e.g., authorized by a Court Order, starts
recording the decrypted messages between units A and B. In step 55, the Authority
retrieves the static public key of unit A, P,¥, and the static private key of KRA, Syg,", from
KRA and from these it calculates the static common session key between KRA and unit A,
K'%graa

Next, in step 60, the Authority retrieves the second D-H exchange message from
A-B, Eggra ) (Sa*"(T)), and after decryption, it obtains the dynamic private key of unit A,
(S,%%(T)). The Authority then retrieves the second D-H exchange message from B-A,
Exxram (S5™(T)), and after decryption, it obtains dynamic private key of unit B ($,*™(T)),
in step 65. Then, in step 70, the Authority calculates the dynamic public key of unit B,

P,¥(T), from S,*(T).

12
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Lastly, the Authority calculates the dynamic common session key of units A and B,

K", 5(T), from S, (T) and P,*", in step 75 The dynamic common session key is the key

needed to decrypt the messages in question between units A and B.

nclusion
The inventive method of the present invention may be summarized by the following
steps below:

1. Nodes I, I=1, N are communicating with each other encrypted. They each have
static private (S,) and public (P,) keys, which never change and dynamic private
(S;*™) and public (P,*™) keys, which are functions of time (t).

2. The Key Recovery Authority (KRA) also has static private (Sgg,) and public (Pyg,)
keys, which never change. The KRA exchanges static public keys with each of the
nodes, thus develops a static common key (session key), Kgg, ;, with each of them
using, for example, the Diffie-Hellman protocol.

3. The KRA maintains a list of the static public keys of all nodes. Thus, the (static)
session key with any of the nodes can be "recovered" at any time.

4, When two nodes, say i and j, exchange their dynamic public keys (encrypted with
their static session key K*(t)), then each one attaches its dynamic secret key,
encrypted with the static session key between it and the KRA. A time stamp is also
included:

EK"; (1) (B™(0) E xany (SO, t

5. With the knowledge of the session key, Ky, ;, Which can be recovered from the

KRA (as described in steps 2 and 3), the dynamic private keys of each node, S(t),

can be recovered (and P,*"(t) calculated) from a recording of any session. From

13
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S"(t) and P,(t) one can calculate the dynamic session key between the two nodes
(K,;™(t)). However, all other parties are still protected since their dynamic public
keys are exchanged encrypted.
6. All nodes are still protected, and their session concealed, because their private keys
are encrypted.
The above described embodiments of the invention are intended to be illustrative
only. Numerous alternative embodiments may be devised by those skilled in the art without

departing from the spirit and scope of the following claims.

14
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What is claimed is:
1. A method of determining a dynamic common key for decrypting messages

transmitted between first and second nodes by a third party, comprising the steps of:

retrieving a static public key of the first node, P,*, and a static private key of a
corresponding key recovery authority (KRA) node, Sgz,", from said KRA node, wherein
said KRA node has a static public key of each of said first and second nodes stored therein;

determining a static common session key, K"z, 5, between said KRA and said first
nodes, based on said P,* and Sig,*,

retrieving a first exchange message, Exgga 4) (So™(T)), transmitted from said first
node to said second node;

determining a dynamic private key of said first node, (S,*%(T)), based on said
Exgra s (SA™(D));

retrieving a second exchange message, Exxgap) (S™™(T)), transmitted from said
second node to said first node;

determining a dynamic private key of said second node, (Sz™(T)), based on said
Exaram (Sp™(T));

determining a dynamic public key of said second node, P;®*(T), based on said
Sp™(T); and

determining said dynamic common key, K", 5(T), based on said S,**(T) and said
P, for decrypting messages transmitted between said first and second nodes by said third

party.

15
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2. The method of claim 1, wherein said first and second exchange messages include a

time stamp.

3. The method of claim 1, wherein said first and second nodes comprise respective

cryptography devices.

4. A method of decrypting a dynamic public key of a first node by a second node,
comprising the steps of:

retrieving a static public key, P,*, from said first node;

determining a static common key, K, 5", based on said P,

retrieving a dynamic public key, P,*", from said first node which is encrypted with
said K, 5"; and

retrieving a dynamic private key, S,*", from said first node which is encrypted with
a common session key between said first node and a key recovery authority (KRA) third
party node Kyg, 4;

wherein said S,*" encrypted with said Kgg, , is utilized for decrypting said dynamic

public key of said first node.

5. The method of claim 4, wherein said step of determining said static common key,

K, 5", is further based on a static private key of said second node.

6. The method of claim 5, wherein said S,*" encrypted with said Kgg, 5 further includes

a time stamp.
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7. The method of claim 4, wherein said first and second nodes comprise respective
cryptography devices.
8. A transmitted data message, transmitted from a first node to a second node, for

decrypting the first node’s dynamic public key, comprising:

a dynamic public key, P,*", from said first node which is encrypted with a static
common key between said first and second nodes, K, 5*; and

a dynamic private key, S,*", from said first node which is encrypted with a common
session key between said first node and a key recovery authority (KRA) third party node
Kyraa

wherein said S,*" encrypted with said Kgy, , is utilized for decrypting said dynamic

public key of said first node.

9. The message of claim 8, wherein said first node comprises a cryptography device and

said second node is a key recovery authority (KRA) third party node.

10.  The message of claim 8, wherein said first and second nodes comprise respective

cryptography devices.

11.  The message of claim 8 further comprising a time stamp.

17
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12. A Key Recovery Authority (KRA) device for calculating a dynamic common key
between a first and a second node for decrypting messages transmitted between said first
and second nodes, said KRA device comprising:
a memory for storing a respective static public key of each of said first and second
5 nodes; and
a processor for:
retrieving said static public key of the first node, P,*, with a static private
key of said KRA device,
determining a static common session key, Kz, o, between said KRA device
10 and said first node, based on said P,* and Sgg,*,
retrieving a first exchange message, Exra 4 (S™(T)), transmitted from said
first node to said second node,
determining a dynamic private key of said first node, (S,**(T)), based on said
Exazan (S4™(T)),
15 retrieving a second exchange message, Exxgap) (S™™(T)), transmitted from
said second node to said first node,
determining a dynamic private key of said second node, (S;®*(T)), based on
said Eggpap (S3™(T)),
determining a dynamic public key of said second node, P®*(T), based on
20 said S;®(T), and
determining said dynamic common key, K**, (), based on said S,*(T) and

said P, for decrypting messages transmitted between said first and second nodes by said

third party.
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13.  The KRA device of claim 12, wherein said first and second exchange messages

include a time stamp.

14. The KRA device of claim 12, wherein said first and second nodes comprise

5 respective cryptography devices.
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