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(57) ABSTRACT 

The invention provides Systems and methods for continuous 
back up of data Stored on a computer network. To this end 
the Systems of the invention include a Synchronization 
process that replicates Selected Source data files data Stored 
on the network and to create a corresponding Set of repli 
cated data files, called the target data files, that are Stored on 
a back up Server. This Synchronization proceSS builds a 
baseline data Structure of target data files. In parallel to this 
Synchronization process, the System includes a dynamic 
replication process that includes a plurality of agents, each 
of which monitors a portion of the Source data files to detect 
and capture, at the byte-level, changes to the Source data 
files. Each agent may record the changes to a respective 
journal file, and as the dynamic replication process detects 
that the journal files contain data, the journal files are 
transferred or copied to the back up Server So that the 
captured changes can be written to the appropriate ones of 
the target data files. 
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SYSTEMS AND METHODS FOR BACKING UP 
DATA FILES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a divisional of commonly 
assigned copending U.S. patent application Ser. No. 10/320, 
762, which was filed on Dec. 16, 2002, by Midgley et al. for 
Systems and Methods of Backing Up Data Files, which is a 
continuation of U.S. patent application Ser. No. 09/465,411, 
filed on Dec. 16, 1999, by Midgley et al. for Systems and 
Methods of Backing Up Data Files. Both applications are 
hereby incorporated by references. This application is 
related to U.S. Pat. Nos. 6,625,623, 6,779,003, 6,847,984, 
and 6,460,055, all of which where filed on Dec. 16, 1999, 
and entitled Systems and Methods for Backing up Data 
Files. This application is also related to U.S. Pat. No. 
6,704,755, which was filed on May 21, 2002. 

FIELD OF THE INVENTION 

0002 The invention relates to systems and methods for 
maintaining back up files for Servers on a computer network, 
and more Specifically, to Systems and method for continu 
ously backing up data files Stored on a computer network. 

BACKGROUND OF THE INVENTION 

0.003 Computer networks have been remarkably success 
ful at processing, communicating and storing of vast 
amounts of data. AS companies today become more accus 
tomed to Storing important company information on their 
data network, the value of these networks and the data they 
Store continues to grow. In fact, many companies now 
identify the data Stored on their computer network as their 
most valuable corporate asset. Accordingly, it is an impor 
tant function of a network administrator to, from time to 
time, backup to a long term Storage medium, the data on the 
corporate network. 
0004 Today most backup systems operate by having the 
network administrator identify a time of day during which 
little or no network activity occurs. During this time the 
network administrator turns the network over to a backup 
System and the data files Stored on the computer network are 
backed up, file by file, to a long term Storage medium, Such 
as a tape backup System. Typically the network administra 
tor will backup once a week, or even once a day, to ensure 
that the back up files are current. 
0005 Although such a backup process may work well to 
create a copy of the data Stored on the network, it is a time 
consuming and labor intensive process. Moreover, it is a 
cumberSome process that often is inappropriate in many 
environments. For example, as more and more computer 
networks begin to operate twenty-four hours a day Seven 
days week, it is continuously more difficult for the System 
administrator to identify a block of time during which the 
majority of network resources may be turned over to the 
backup procedure. Moreover, as computerized network SyS 
tems begin to Store more information as well as information 
that changes regularly during the course of the work day, the 
value of a backup System which only backups once a week 
or once a day is fairly reduced. In fact many companies now 
rely on the corporate network to Store almost all of its 
business information, and the loSS of even a portion of the 
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information Stored on the network during the course of a day 
may result in a Substantial cost for the company. Accord 
ingly, Systems which only backup periodically are of a 
reduced value to a company. 
0006 Moreover, although the current backup systems 
work well for putting data on to a long term Storage media 
System, they often Store data Sequentially on to media, like 
a magnetic tape, losing the file Structure of the data, and 
making it difficult to retrieve information without having to 
reinstall all the data previously Stored on the tape. Thus, if 
a portion of the data is lost, it is often difficult to restore just 
the data that was lost, and often the System administrator is 
forced to decide whether it is worth the cost of retrieving the 
lost portion of the data. 
0007 Accordingly, there is a need in the art for backup 
Systems that are leSS obtrusive, may continuously update the 
data Stored on a network, and make it more facile for a 
System administrator to retrieve data, or portions of data, 
Stored to a computer network. 

SUMMARY OF THE INVENTION 

0008. The systems and methods described herein provide 
for continuous back up of data Stored on a computer net 
work. To this end the systems of the invention include a 
Synchronization replication process that replicates Selected 
Source data files data Stored on the network to create a 
corresponding Set of replicated data files, called the target 
data files, that are stored on a back up server. This synchro 
nization replication process builds a baseline data structure 
of target data files. In parallel to this Synchronization pro 
ceSS, the System includes a dynamic replication process that 
includes a plurality of agents, each of which monitorS file 
acceSS operations for a Server on the network to detect and 
capture, at the byte-level, changes to the Source data files. 
Each agent may record the changes to a respective journal 
file, and as the dynamic replication process detects that the 
journal files contain data, the journal files are transferred or 
copied to the back up Server So that the captured changes can 
be written to the appropriate ones of the target data files. 
0009 More particularly, in one aspect the invention pro 
vides a System for creating backup files for data files Stored 
on a computer network. Such a System comprises a backup 
Server that has storage for a plurality of data files, a data 
Server having a Source data file and an agent operating on the 
data Server and capable of capturing changes to the Source 
data file as the Source data file is being modified and capable 
of recording detected changes within a journal file. The 
System can further comprise a Synchronization replication 
process for replicating the Source data file to create a target 
data file Stored on the backup Server, and a dynamic repli 
cation process that is responsive to data within the journal 
file for altering the target data file to mirror changes made to 
the Source data file. 

0010. In one embodiment the agent may comprise a 
process Such as a computer process that is capable of 
monitoring a file access operation that occurs on the data 
Server for determining whether the Source data file is open. 
To this end, the agent may comprise a file system filter (FSF) 
process that can detect file input and output calls to or 
through the operating System. Therefore the agent may 
monitor file access operations to record byte level modifi 
cations to the Source data file, and these byte level modifi 
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cations may be recorded within the journal file as modifi 
cations made to the Source data file. The agent may also 
include a time Stamp mechanism for providing a time Stamp 
to the journal file thereby indicating the time of recording the 
modifications to the source data file. Additionally, this file 
System filter can be utilized to allow the agent process to 
have unrestricted access to all files on the Source System, 
regardless of how the applications have tried to restrict 
access. This means even if the applications open the file in 
a share restricted manner, the file system filter will allow the 
agent process access to this file. 
0.011 The synchronization replication process may 
include an image capture mechanism that can process a file 
System or data Structure on the Server and create a file System 
image Signal that is representative of the State, or a State, of 
the file System at a particular time. For example, the image 
capture mechanism can include a directory processor that 
can process a directory Structure Such as a conventional 
UNIX file system or windows NT file system directory 
Structure, to create a directory image Signal which is repre 
Sentative of a State of the directory at the time of processing 
that directory Structure. In one embodiment the image gen 
erator operates by processing metadata associated with a 
data Structure or file Structure Such as the size of the data 
Structure, the size of directory, the name to the files and 
directory, the metadata associated with the last time the 
directory was edited, or when it was created, the number of 
files in the directory, and other Such metadata. A hashing 
process or cyclical redundancy check (CRC) process may be 
applied to the metadata to come up with an identifier that is 
uniquely, or Substantially uniquely, representative of the 
State of the processed file Structure at the time of the 
processing. A similar image generator proceSS may be 
employed for processing a file System on the Server to create 
a file System image Signal that is representative of a State of 
a file, directory, or the data within a file. In either case, the 
image Signal is representative of a State of the file Structure, 
Such as the directory, a group of files in a directory, a 
particular file, or even a particular portion of a file. 

0012. In one embodiment the dynamic replication pro 
ceSS may include a process for monitoring a journal file and 
in response to detecting that changes have been recorded 
within a journal file, delivering the journal file to the backup 
Server. The dynamic replication proceSS may also include a 
proceSS for amending the target data file as a function of the 
dynamic change Signal by writing the changes in the journal 
file to the target data file. 
0013 The dynamic replication process may also include 
a write order controller that is responsive to the time Stamp 
Signal for controlling the order in which recorded changes 
are written to the target data file. Accordingly, the Systems 
and methods described herein control the order in which 
changes are written to the target data files, thereby ensuring 
that in case of an interruption in Service, the target data file 
will have been amended to correspond to an actual version 
of the Source data file. 

0.014. Additionally, in one embodiment the systems 
described herein may include a policy manager for allowing 
a user to identify a set of Source data files to be monitored 
by the Synchronization mechanism and the dynamic repli 
cation mechanism. The policy manager may allow a user to 
Set up policies including the timing of Synchronization 

Sep. 1, 2005 

backups, the manner in which the dynamic replication 
mechanism operates, Such as in a continuous mode, or in a 
periodic mode. The policy manager may also allow the user 
to identify the manner in which updates are to occur, Such as 
by having the Synchronization mechanism employ a file 
level update proceSS wherein the rewriting of a target data 
file includes rewriting the current version of the correspond 
ing Source data file as the new version of the target data file, 
or alternatively, wherein the Synchronization mechanism 
would write recorded changes to a target data file to bring the 
target data file into agreement with the most recent version 
of the corresponding Source data file. 
0015 Accordingly, in another embodiment the invention 
provides a computer System for allowing a System admin 
istrator, user, or other operator to create backup files for data 
files Stored on the computer network. The System may 
comprise a backup Server having Storage for a plurality of 
data files and a data Server that has a plurality of data files 
organized into a file Structure, and an agent that operates on 
the data Server and that is capable of capturing changes to 
the data files as the data files are being modified and is also 
capable of recording detected changes within a journal file. 
This System can also have a console process that allows the 
user, System administrator, or another party to Select one or 
more of the plurality of data files for identifying the selected 
data files as Source data files which are to be backed up by 
the System. To this end, the System would also include a 
Synchronization replication process that would replicate 
each of the Source data files to create the respective target 
data file Stored on the back up Server, and would include a 
dynamic replication process that would be responsive to data 
stored within the journal file, and would employ that data for 
altering each of the target data files to mirror changes made 
to respective ones Source data files. Accordingly, Such a 
System allows a System administrator employing the console 
process to identify those data files on a computer network 
which were to be replicated for backup purposes. To this end 
the console process can include a file Selection process that 
allows the user to create a profile file representative of the 
Source data files that are Selected to be backed up. The 
console proceSS can also include a timing Selection process 
for allowing the user to control the timing of the dynamic 
replication process. The console proceSS can further include, 
in an alternative embodiment, a process for allowing the user 
to identify which files are to be included or excluded from 
the Synchronization process. 

0016. In a further embodiment, the system may also 
include a transactional process. The transactional process 
may allow a user Such as a System administrator to identify 
a set of Source data files that are to be grouped together. The 
transactional process can therefore control the Synchroniza 
tion replication proceSS Such that the Synchronization repli 
cation proceSS will back up the identified Set of Source data 
files as a Single transaction. In this way, the System admin 
istrator can identify a set of files which are to be backed up 
together, thereby providing transactional integrity for the 
backup process that is to encompass a plurality of different 
files. 

0017. In another aspect, the invention can be understood 
as a proceSS for creating backup files for a plurality of data 
files Stored on a Server on a computer network. The process 
may comprise Selecting at least one of the plurality of data 
files on the Server as a Source data file that is to be replicated 
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as a target data file on the backup Server. In a further action, 
the process may synchronize the Source data file on the 
Server with the target data file on the backup Server by 
replicating each of the Source data files as a target file on the 
backup Server, and for each Source data file the proceSS may 
monitor Server activity to identify associated file acceSS 
operations that occurs on the data Server and recording 
detected changes within in a journal file. In another action, 
the proceSS may write detected changes recorded in the 
journal file to respective ones of the target data file, for 
maintaining the target data files as replicated copies of the 
Source data files. In this process, Selecting the data files can 
include grouping two or more of the files together into a 
transactional Set and identifying for the transactional Set a 
transaction Status which is representative of the backup State 
of this group of data files. Further when Synchronizing the 
Source data files, an image Signal may be generated for a data 
Structure on the Server that is associated with the Source data 
files mounted therein, wherein the image Signal is represen 
tative of a State of the data Structure. The process for 
generating the image Signal may include applying a hash 
process, CRC process, or other Suitable process to metadata 
asSociated with the data Structure. The metadata may com 
prise the Size of the files and the directories, the size of the 
directory, the names of the directories, the names and files in 
the directories, the date and time information associated 
with the creation of the directory or source file in the 
directory or the time in which files were edited in the 
directory and the open or close Status within the directory. 
The Synchronizing mechanism may than build an image 
Signal for the data Structure that is representative of a portion 
of the directories maintained on the Server, and may compare 
the image Signal to a corresponding image Signal that is 
either Stored or created on the backup Server to detect a 
change in the State of the data Structure or in the State of a 
portion of the data Structure. This can happen at the directory 
level, the file level, the data block level, and the byte level. 
0.018. In parallel with the synchronization process, the 
dynamic replication process may proceed wherein as Source 
data files are modified, the changes are written into a journal 
file by an agent process operating on an associated Server, 
and the journal file entries are transmitted to the backup 
Server where the changes may be written to the correspond 
ing target data files. In writing the changes the System can 
identify safe points that are noted within the journal file or 
otherwise provided to the backup Server. The Safe point may 
be representative of a marker for indicating a Set of changes 
that may be written to the associated target file. A Safe point 
can be generated in response to detecting that a Source data 
file has been closed or has been inactive for a period of time, 
or for any other Suitable reason that indicates that a group of 
changes may be written to a target data file. Additionally, the 
Safe point Signal may be employed by the System for 
determining when to Store an amended target data file to a 
long term memory device Such as a tape System. 
0019. In another aspect the invention may be understood 
as Systems and methods for creating backup files for data 
files stored on the computer network that employ bandwidth 
management Systems for controlling the network bandwidth 
resources employed during a backup process. Specifically, 
the Systems and methods described herein could include 
Systems for creating backup files that have a backup Server 
for Storing copies of Source files Stored on a data Server on 
the computer network, a backup process for transmitting 
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Source files Stored on the data Server to the backup Server for 
creating a copy file on the backup Server, and a bandwidth 
control process for monitoring transmission of data by the 
backup proceSS for controlling the weight of delivery of data 
from the data Server to the backup Server, thereby controlling 
network bandwidth usage. The System may also include a 
data Server that has an agent operating on the data Server for 
capturing changes to a Stored Source file and for transmitting 
the captured changes to the backup Server at a rate that is 
controlled by the bandwidth control process. This system 
can provide a user interface that will allow the user to Select 
a network consumption limit that is representative of the 
users selected limit for the amount of network bandwidth to 
be allocated to the backup replication process and the agent 
process. To this end the user interface will allow the user to 
Specify the network consumption limit as a function of the 
percentage of network Speed or at the rate of delivery of data 
from the backup Server to the data Server, or by any other 
Suitable criteria. The bandwidth control proceSS may also 
include a bandwidth monitoring process for determining the 
bandwidth resources that are available on the network and 
may employ the determined bandwidth resources for deter 
mining network consumption limits. The bandwidth moni 
toring process may monitor SNMP trap to determine band 
width availability and other similar Signals that are available 
for determining the amount of bandwidth resources that the 
backup process may consume. 
0020. In an additional embodiment, the systems and 
methods described herein include a backup process that 
monitors other available network resources, Such as buffer 
resources, to determine the amount of buffer resources 
available on the network for the backup process. Further, as 
resources become dear the backup proceSS may determine 
that the current backup operation is to be aborted, and 
restarted once network resources become more available. 
Additionally, the backup proceSS may include a coalescence 
process which will consolidate the amount of data being 
transferred in journal files for reducing the demands on 
network resources. 

0021. In a further aspect, the systems and methods 
described herein can include backup Systems that include a 
long term Storage System for recording target data files to a 
Storage medium in response to the operation of the dynamic 
replication process, thereby Storing versions of the target file 
on the Storage medium. Additionally, in an optional envi 
ronment the Systems may include a catalog process that can 
record metadata that is representative of the locations of the 
versions of the target files on the Storage medium to thereby 
create an indeX for accessing these versions of the target file. 
The catalog proceSS may include a mechanism for Storing 
Security metadata that is associated with the different Ver 
Sions of the target data files and that is representative of the 
users access rights for the versions of the target data file. 
Such information may be employed by a Secure restore 
process for determining the access right of a party that is 
requesting to restore a version of a target data file, or to view 
a version of a target data file including the metadata Such as 
file name, file owner, and other information, before granting 
the requesting party access to the Stored version of the target 
data file. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. The foregoing and other objects and advantages of 
the invention will be appreciated more fully from the 
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following further description thereof, with reference to the 
accompanying drawings wherein: 
0023 FIG. 1 depicts one system according to the inven 
tion for providing a continuous backup System that repli 
cates Selected data files Stored on the computer network; 
0024 FIG. 2 depicts in more detail a replicated data 
structure achieved by the system depicted in FIG. 1; 
0025 FIG.3 depicts a profile file for use with the system 
depicted in FIG. 1; 
0.026 FIG. 4 depicts a data flow diagram that illustrates 
one proceSS for Synchronizing identified Source data files 
with target data files to create a baseline data Structure at the 
backup Server; 
0.027 FIG. 5 depicts one embodiment of an agent pro 
cess suitable for use with the system depicted in FIG. 1; 
0028 FIG. 6 depicts an agent such as an agent depicted 
in FIG. 5 creating a journal file of changes to a Source data 
file; and 

0029) 
File. 

FIG. 7 depicts pictorially one example of a Journal 

DETAILED DESCRIPTION OF THE 
ILLUSTRATED EMBODIMENTS 

0030 To provide an overall understanding of the inven 
tion, certain illustrative embodiments will now be described, 
including a System that allows for real-time, continuous 
back up of byte-level modifications to data Structures Stored 
on a computer network. However, it will be understood by 
one of ordinary skill in the art that the Systems and methods 
described herein can be adapted and modified for other 
Suitable applications, and that these additions and modifi 
cations can be made to the invention without departing from 
the Scope hereof. 
0031. The systems methods described herein include a 
replication backup System that runs, optionally in parallel, a 
Synchronization replication process and a dynamic replica 
tion process. The Synchronization replication process creates 
a baseline image that replicates on a back up Server, data 
structures that have been selected by the user to be backed 
up and the dynamic replication process monitors in real time 
file input/output calls associated with these data Structures, 
to thereby capture changes being made to these data Struc 
tures and making these same changes to the replicated image 
of these files on the backup Server, to maintain the replicated 
data Structure on the back up Server as a mirror image of the 
data on the computer network. 
0.032 FIG. 1 depicts a system 10 that includes a repli 
cation backup System that monitors byte level changes to 
data files stored on a computer network. Specifically, FIG. 
1 depicts a computer network System 10 that includes a 
backup Server 12, a long-term Storage System 14, a cache 
storage system 16, a plurality of servers 18, 20 and 22, a 
console 24, a network client 28, a plurality of agent pro 
cesses 30, a plurality of data storage devices 32, 34 and 38, 
a Synchronization replication proceSS 40, and a catalog 
process 42. The network system 10 depicted in FIG. 1 
comprises a conventional computer network System that 
includes clients and Servers, each interconnected by a net 
work System and each capable of exchanging information 
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over the network. In the particular embodiment shown, the 
network 10 includes a plurality of Separate Servers, each of 
which has its own data Storage device System. For the 
depicted embodiment, the exemplary Servers depicted are 
merely representative of the types of Servers that may be 
connected into a network Such as the network 10. In this 
embodiment the server 18 for example would store email 
data in a structured format within the data storage device 38 
and would provide users of the network access to the email 
data upon request of the user. Similarly, the server 20 and the 
document Server 22 each may maintain a data structure 
within its respective data Storage device and may provide 
read and write access to data within the data Storage devices 
to users of the network. Accordingly, it will be understood 
that each of the servers 18, 20 and 22 will be maintaining 
data Structures comprising a Series of data files that are 
constantly being opened, updated, added to, and deleted by 
the network users. 

0033) To guard against losing the data stored on the 
network 10, the network 10 includes a backup server 12, a 
cache memory 16, a long term data Storage device 14, and 
a plurality of agent processes 30, each agent process being 
located on one of the servers 18, 20 and 22 containing 
information that will be replicated by the backup data 
Storage System. FIG. 1 depicts each Server as having an 
associated Agent process 30, however it will be understood 
that other arrangements are Suitable, and each Server may 
have multiple Agents, including agents for portions of the 
Server file system, or redundant agents for the server files 
System as well as agents that monitor multiple Server file 
systems. As will be described in more detail hereinafter, the 
Synchronization replication process 40 operates in coopera 
tion with the agent processes 30 to create a replica of 
Selected files maintained within the databases 32,34 and 38. 
To this end, the Synchronization replication process 40 can 
create a replica image of Selected files Stored within data 
storage devices 32, 34 and 38, and the agent processes 30 
can monitor the activities of each of the servers 18, 20 and 
22 to detect when a user changes one of the imaged or 
replicated files. The agent proceSS 30 can create a record of 
the changes made to a particular file and Store that record 
within a journal file that keeps track of the different changes 
made by a user, or other entity, to a Source data file. Once the 
dynamic replication process recognizes that a journal file 
contains information, the dynamic replication proceSS can 
transfer the journal file to the backup server 12. The backup 
Server 12 can employ the journal file to modify the replicated 
version of the Source data file, otherwise known as the target 
data file, to thereby maintain parity between the Selected 
Source data files within the data Storage devices 32, 34 and 
38 and the replicated target files maintained by the backup 
server 12. 

0034 AS can be seen from FIG. 1, the systems and 
methods of the invention may be integrated into a conven 
tional computer network System that comprises conven 
tional network elements and nodes Such as client Stations, 
work Stations, printers, hubs, routers, and other conventional 
data network equipment. For example the depicted Servers 
18-22 may be conventional files servers of the type com 
monly employed with computer networks and can comprise 
a PC compatible work station running the windows NT, 
UNIX, or other operating System and having Sufficient 
random acceSS memory and persistent memory to operate 
efficiently as a server systems. Similarly, the client station 28 
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can be a conventional client WorkStation Such as a PC 
compatible computer System running the windows NT or 
UNIX operating System or any Suitable operating System. 
Additionally, the client Station 28 can comprise an alterna 
tive client System Such as a hand-held device, a Stand alone 
client System Such as a kiosks, or any other Suitable client 
device. In FIG. 1 the network 10 is depicted as a local area 
network, however it will be apparent to one of ordinary skill 
that the Systems and methods described herein can be 
employed with wide area network, a distributed network, 
including the Internet or any other Suitable network System. 
0035). Additionally, the data storage devices 32-38 may 
be understood as Stores of data, or data Structures that are 
maintained by the Servers, for use by the network users. It 
will be understood by those of skill in the art, that these data 
Storage device element may be conventional database SyS 
tems, as well as conventional file Systems, Such as the 
Windows NT file system, or the Unix File system, both of 
which have directories of data file that may be backed up by 
the Systems described herein. Moreover, the back up Systems 
described herein will operate with data Storage devices that 
store different formats of data and different types of files. For 
example, the data Storage devices may store data files, 
executable files, registry information, database Structures 
and other conventional data formats and data types. More 
over, FIG. 1 shows these stores of data as local to the server, 
however, it will be understood that Such data Stores may also 
be distributed acroSS a plurality of locations and devices. 
The data may be physically stored on any Suitable memory 
System including a cache memory System, a random acceSS 
data memory, or a persistent data memory, Such as a hard 
disk drive, RAID System, tape drive System, floppy diskette, 
or any other suitable system. The system depicted in FIG. 1 
depicts the data storage device devices 32, 34 and 38 as 
physically separate from the servers 18, 20 and 22, however, 
it will be understood by those of ordinary skill in the art that 
in other embodiments the data Storage device devices can be 
integrated into the System 18, 20 and 22, Such as an internal 
hard drive device. 

0.036 The depicted tape library 14 may be a conventional 
tape library System of the type commonly employed for 
backing up data on a computer network. In one particular 
embodiment, the tape library System 14 is a blank tape 
library system manufactured by the Quantum corp. of Mil 
pitas, Calif. However, it will be apparent to those of ordinary 
skill in the art that other tape library Systems may be 
employed without departing from the Scope of the invention. 
0037 Optionally, the tape library 14 may include a con 
troller that performs a tape expiration process to rotate 
selectively the use of tapes in the library and which is based 
on the loader capacity of the tape library 14. Specifically 
backup of data to the automated tape library 14, which can 
be a conventional juke box device that, can happen in a 
manner wherein after multiple or incremental System back 
ups, essentially all available tape Space is employed. Thus 
there is no more blank tape available for recording infor 
mation. Rather than have a human remove the tape, and 
automatically reuse the oldest tape, the Systems and methods 
described herein can operate the library to provide for 
continuous tape back up. In this practice, data Sent over the 
network 10 to the library 14 may employ a tape expiration 
technique wherein the tape holding or Storing the oldest data 
is employed by the System for Storing new data into the 
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library 14. The controller to implement this process may be 
a Software proceSS operating on the back up Server 12, that 
is capable of recording which tape in the library 14 has been 
employed for Storing data and at what time the data was 
Stored. The controller may store data onto each tape until the 
tape is full, or incapable of taking new data. Once this 
occurs, the controller may determine if any tapes in the 
library 14 are blank and available for storing data. If so the 
controller can Select the blank tape for receiving data. Other 
wise, the controller can compare the time information for 
each tape to identify the tape having the oldest data. That 
tape may then be Selected by the controller for Storing data. 
It is important to understand that although FIG. 1 depicts the 
System as having a single library 14, a plurality of tape 
libraries may also be employed. Accordingly, the expiration 
Strategy can be employed acroSS a plurality of tape libraries. 
Additionally, a plurality of different tape expiration Strate 
gies may be employed for a single tape Storage library Such 
as the tape storage library 14 depicted in FIG. 1. The tape 
expiration proceSS may be employed with other types of 
long term Storage Systems, including hard disk Systems, 
R/W cdrom, RAID systems, or any other suitable system. 
0038. The depicted backup server 12 may also be a 
conventional WorkStation System Such as a Sun Sparc work 
Station running a version of the UNIX operating System, or 
a PC compatible work Station running the windows operat 
ing System or any other Suitable platform. The backup Server 
12, as will be described in greater detail hereinafter, runs a 
Synchronization replication process 40 that creates a repli 
cated copy of Selected Source data files and maintains these 
replicated data files as target data files that can be stored in 
the attached memory 16, the tape library 14, or a combina 
tion of the attached memory 16 and the tape library 14. 
0039 FIG. 2 depicts pictorially, the replication of 
Selected Source data files from a Server, in this example the 
server 22, within the cache memory 16 of the backup server 
12. Specifically FIG. 2 depicts a data structure 52 that is 
stored within the data storage device 32. The data structure 
52 comprises a structure of directories, Subdirectories, and 
data files, each data file comprising bytes of data. The data 
structure 52 depicted in FIG. 2 is representative of a 
conventional data structure Such as the Windows NT files 
system data structure or a UNIX file system data structure. 
The individual files may be organized according to a file 
allocation table, inodes, or any other Suitable format. The 
data Stored within the data Structure 52 may comprise 
database records, application programs, basic documents 
Such as word processor documents and spreadsheets, NT 
registry data, maintaining the registry hives and structure, or 
any other suitable data. For the example of FIG. 2 the data 
Stored within the data Structure 52 generally comprises 
documents under the control of the document Server 22. 

0040 FIG. 2 also depicts that the cache storage device 16 
of the backup server 12 stores a data structure 54 that 
provides a replicated copy of the data Structure 52. AS 
depicted by FIG. 2 the replicated data structure 54 follows 
the Structure and organization of the data Structure 52 in that 
the data Structure 54 organizes data records within the data 
Structure as those data records are organized within the data 
structure 52. The replicated data structure 54 also provides 
directories, Subdirectories and data records. Thus it will be 
understood that the Systems and methods described herein 
employ replication technology to backup data on a computer 
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network, creating and maintaining an image of the backed 
up data from one System, the Source System, to another 
System, the backup or target System. FIG. 2 depicts the data 
Structure 54 as being maintained Solely within the cache 
memory 16. However it will be understood by those with 
ordinary skill that the backup Sever 12 can, from time to 
time, write all of or portions of the data structure 54 within 
the long term storage device 14, which FIG. 2 depicts as a 
tape storage library 14. FIG. 2 further depicts that tape 
Storage library 14 maintains a plurality of Versions of the 
replicated data structure 54. Each of the replicated versions, 
58a, 58b and 58c, are representative of versions of the 
replicated data structure 54 at different points in time. 
Accordingly the long term Storage device 14 may optionally 
maintain a plurality of different versions of the replicated 
data structure 54, or portions of the replicated structure 54 
including multiple versions of each target file or Subdirec 
tory. Thus each replicated file structure 58a, 58b or 58c may 
include multiple versions of each target file within that 
Structure, thus maintaining a complete history of the Ver 
Sions of the Source files, including versions generated during 
a Synchronization replication process, and all intermediate 
versions of files generated between Synchronization opera 
tions. 

0041 FIG. 2 further depicts that the backup server 12 
may include a catalog process that allows the backup Server 
to record metadata that is representative of the locations of 
the different versions of the target files being stored in either 
cache memory or on the long term Storage medium, Such as 
the tapes. The catalog proceSS 42 allows the backup System 
to create an indeX for accessing the different versions of the 
target files that are Stored by the System either on long-term 
Storage medium Such as the tape medium of library 14, 
within the cache memory 16 or across a combination of both 
the cache and long term Storage medium. The catalog 
proceSS 42 can be a conventional computer process operat 
ing on the backup Server 12 to collect information form the 
Synchronization and dynamic replication processes to create 
a database of the different versions of the target files being 
Stored. The database can include pointers to the location of 
the different versions of the target files on the tape, thereby 
providing more rapid access to the location on the tape that 
includes the information a user may want to restore. Option 
ally, the catalog process 42 can maintain within its database, 
which can be Stored within the cache memory 16, metadata 
that is representative of Security history information for the 
different versions of the target files. This security informa 
tion can include user access rights information which indi 
cates whether a particular user has had acceSS privileges to 
a particular version of a target file. This function can be 
provided by a Secure restore process that allows the backup 
Server 12 to determine the access rights of a party that is 
requesting to restore a version of a target data file and for 
comparing the access rights of that party with the acceSS 
rights that have been Stored in the catalog and which are 
asSociated with the version of the target file that the user is 
requesting to restore. By comparing the access rights of the 
party with the historical access rights for that file, the Secure 
restore process can prevent an unauthorized party from 
Viewing or restoring any of the versions of the backed-up 
target files. Thus for example, if a user requests a version of 
a data file backed-up as part of the back up proceSS which 
generated the replicated target files depicted by target files 
58c, the Secure restore proceSS can access the Security rights 
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for the desired file from the cache memory 16 and compare 
them to the access rights of the requesting user. If the 
requesting user fails to provide access rights that qualify that 
user for accessing that version of the target file, the Secure 
restore process can prevent the user from accessing any 
information including for example the long file name, 
author, or other metadata information about that file. This 
Security information may be recorded by the catalog process 
42 for each version of the target file stored by the system. 
Thus for the file structure 58c depicted in FIG. 2, each of the 
depicted files may actually be representative of Several 
versions of that file each of which have a been replicated and 
Stored. The catalog proceSS 42 may store Security informa 
tion for anyone, or all of, the versions of the target file 
associated with the file structure 58c. 

0042. As the system 10 creates a replicated image of the 
data Structure 52, including the directory Structure, the 
Subdirectory Structure, and other Such information, it will be 
apparent to those of ordinary skill in the art that Such a 
replicated data Structure facilitates the facile retrieval of 
selected portions of the data backed-up by the system 10, by 
being able to present to the user a file Structure organization 
of the backed-up data. 

0043 FIG. 2 further depicts that a profile file 50 is 
associated with the data structure 52 that is replicated by the 
system 10. The profile file 50 can be generated by the 
console system 24 depicted in FIG. 1, and includes infor 
mation that identifies the data maintained by the server 22 
that is to be backed-up by the system 10, as well as storing 
information as to how the backup proceSS is to operate. In 
one embodiment the profile file 50 is a conventional com 
puter file stored on the server 22. The profile file 50 is 
created by a user in a procedure where the user employs a 
graphical user interface to Select the data files or directories, 
Subdirectories or other data Structures that are to be repli 
cated by the system 10. 

0044 FIG. 3 depicts in greater detail one example of a 
profile file 50. Specifically, FIG. 3 depicts a profile file 50 
that includes a Source data file selection field 68, a select 
timing field 80 and a select overwrite mode field 82. Turning 
to the select data field 68, FIG. 3 depicts pictorially that the 
profile file 50 may store in the select data field information 
representative of the entire file structure of the server 22, 
including the different files, directories, Subdirectories and 
other file structures stored on the server 22. This file 
Structure information may be gathered by the console pro 
ceSS according to means known in the art, including teach 
ings set forth in David, Solomon, Inside Windows NT, 
Microsoft Press (1998). The console process may employ 
this file Structure information to present to a user a graphical 
image of the file Structure of Server 22, allowing the user to 
Select those directories, Subdirectories, and data files on the 
Server 22 that are to be Source data files and backed up. For 
example, the data Source Selection field 68 Stores informa 
tion and presents a data Structure 70 that includes a plurality 
of data files arranged in a directory and Subdirectory Struc 
ture. The user may draw a box around a set of data files to 
be selected for being backed up. The selected files are shown 
representationally in FIG. 3 by the box 74 that is placed 
around a portion of the data structure 70. Data files that are 
contained within the box. 74 are selected to be included 
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within the backup process of the system 10. Those files that 
fall outside of the box are not selected, or are excluded from 
being backed up. 

0.045. In a optional practice, the user can then go through 
and Select, Such as by clicking on a graphical representation 
of a file, Separate ones of the data files to change their status 
as being either included or excluded from the backup 
process. For the embodiment of FIG. 3, it can be seen that 
those data files that form the data structure 52 have been 
selected by the user to be backed up while the data files in 
the data structure 72, the darkened boxes, have not been 
selected to be backed up and will not be replicated on the 
back up Server 12. 

0046 FIG. 3 further depicts that the data selection field 
68 may include information on source data files that are to 
be maintained as transactional groups. To this end, the user 
may employ a transactional group process to group together 
Select ones of the data files within the data structure 52. In 
particular, FIG. 3 depicts a box 78, placed around two data 
files, to indicate that these files are to be maintained as a 
transactional group. Once So identified, the backup proceSS 
will coordinate changes to the associated target files with the 
two source data files within the box 78 to thereby update 
these data files in concert. Once the user has identified the 
Source data files and the transactional groups within the data 
Source file the selected information can be stored within the 
profile file 50 for use by the backup process. 

0047 Similarly, the console process can allow a user to 
Select the timing for the backup proceSS and can Store this 
information in a select timing for backup field 80 within the 
profile file 50. For example, the console process can allow 
the user to indicate how often a Synchronization replication 
proceSS is to be carried out to create a baseline Set of target 
data files. Additionally, the console process may allow a user 
to identify whether dynamic replication is to occur continu 
ously, or periodically, or according to another type of 
Schedule or according to a Set of parameters defined by the 
operation of the network, such as Network Bandwidth, 
Buffer Availability, or other network resource parameters. 
FIG. 3 further depicts that the profile file 50 may include a 
Select overwrite mode field 82 wherein the method for 
overwriting data may be Selected between a number of 
options. For example, the console process may allow the 
user to indicate during a Synchronization process, a target 
data file that is identified as being out of Synchronization 
with its corresponding Source data file is to be overwritten by 
a complete new copy of the Source data file. Alternatively, 
the user may Select that only the changes between the Source 
data file and the target data file be written to the target data 
file to bring the target data file into agreement with the 
corresponding Source data file. Other information can be 
entered into the profile file 50 for establishing policies, and 
procedures for performing the backup operations. These 
other parameters can include identifying the types of files 
that are to be backed up, default paths for the target data 
files, whether an anti-Virus Scan process is to be applied to 
each Source data file before backup, and other Such direc 
tions and instructions. 

0.048. Once the data source files have been identified by 
the user, the process backup System may employ the Syn 
chronization replication proceSS 40 to create a replicated 
image of the Selected data Source files at the back up Server 
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12. In one process, the backup System may first begin by 
creating copies of the data Source files and Storing them as 
replicated files on the back up Server 12. Thus, to Synchro 
nize the data on the Source and backup Systems, the backup 
System can begin by making a copy of each Source data file 
and Storing it as a target data file on the backup Server System 
and, optionally, writing the target data file to long term 
Storage, Such as to a tape Storage media. If a file is closed, 
the back up System may compare the Source files metadata 
and, may compare its contents. If the file is open, the backup 
System may compare the file contents. To Synchronize the 
Source data files and the target data files, the backup System 
replicates the changed data to the backup Storage device and 
writes the changed data to the Storage target. The change can 
be committed when that change is written to the Storage 
target. AS the copying of thousands of files may take time, 
the Source data files may change during the copying process. 
To address this, the dynamic replication proceSS will execute 
and capture file modifications to the Source files being 
Synchronized and journal them to the backup Server. Once 
the Synchronization replication process has finished proceSS 
ing an individual Source file or a transactional group of files, 
the dynamic execution process may play the captured 
changes to the target file(s). This ensures the target file(s) are 
updated in a transactionally Safe way, and keeps the target 
files as up to date as possible while Still keeping them 
transactionally Safe. 
0049 Another complication in this process is when files 
are moved, or renamed, from an area of the Source system 
which is not under protection to an area of the System that 
is under protection. AS the dynamic replication process will 
only capture the request to move or rename the file, the 
actual information for the file will not be seen by the 
dynamic replication process. To answer this complication, a 
request is made from the dynamic replication process to the 
Synchronization replication process to move the entire con 
tents of the moved, or renamed, file to the backup Server. In 
this way the protected files information, including meta 
data and file data, will be replicated to the backup Server 
even when only the move, or rename, request is captured. 
0050. The synchronization replication process 40 acts to 
coordinate the Storage targets to have the Storage targets 
accurately reflect the Source data file at the point in time of 
the Synchronization. During this phase, two types of repli 
cation processes may be running in parallel; a Synchroniza 
tion replication process and a dynamic replication process. 
Running these processes in parallel acts to have changes 
made to the files during the Synchronization replication 
process be captured and replicated on the appropriate data 
file, and thereby ensures transactional integrity for the files 
identified in the policy file 50. 
0051) To this end, the synchronization replication process 
40 will replicate to the backup system 12 all the changes that 
have occurred on the Source System since the last time a full 
Synchronization replication process was completed. For 
example, if a Source data file was deleted, the corresponding 
data file will be marked as deleted in the backup system. If 
a new Source data file has been created or newly identified 
as a Source data file, then it now qualifies for backup, and 
that file will be replicated to the backup server 12. The 
Synchronization replication may either replicate only the 
changed portions of a file or may replicate the entire changed 
file, either as the replication deems most efficient or as 
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directed by a policy parameter in the profile file 50. When 
replicating only changed portions, only those changed por 
tions of the file are written to a journal file on the server. The 
journal files act as temporary files created and employed by 
the backup System for the intermediate Storage of data 
changes. The journal files may then be transferred to the 
backup Server. On the backup Server 12 the changes are then 
written into the corresponding target data file So that the 
latest backup copy, or image data structure, matches with the 
current Source data files. When replicating a full file, the 
entire Source data file is copied to the backup System to 
overwrite the corresponding target data file on the backup 
System. 

0.052 To identify source data files that have been 
changed, the backup Server 12 employs a Synchronization 
replication process that Scans the Source data files to identify 
Source data files that have been altered or changed. FIG. 4 
depicts one embodiment of Such a proceSS for Scanning the 
data Source files to identify changed data Source files. 
0053 Specifically, the process 90 depicted by FIG. 4 
begins with a step 92 wherein the Synchronization replica 
tion proceSS for the Source data files is commenced by the 
backup system. The process 90 proceeds to step 94 wherein 
the Synchronization replication proceSS Selects a Set of 
directories that include source data files identified by the 
user. In the practice depicted by process 90, the process 90 
in step 94 selects thirty-two (32) directories for processing. 
The process 90 then proceeds to step 98 wherein meta data 
for the 32 directories is collected. In optional practices 
collecting meta data for the 32 directories encompasses 
Scanning these directories for the files which qualify based 
on the userS Specifications. Meta data for these files are then 
used to generate a CRC representing the State of that file. 
This meta data can include the directory names, the size of 
the directories, how many files are within the directories, 
time and date information for when the directories were 
created, edited, or otherwise changed, the number of bytes 
Stored within the directories, a timer date Stamp for the last 
time a file was changed within the directory, and the open 
state of the file. Other meta data can be collected by the 
process 90 for characterizing the state of the 32 directories. 
0054) After step 98 the process 90 proceeds to step 100 
wherein the meta data for the 32 directories is processed to 
generate an image Signal representative of a State of the 32 
directories. To process the metadata, the backup System may 
apply a hashing algorithm, a cyclical redundancy check 
algorithm, or any other Suitable process for generating an 
image Signal that may be representative of the State of the 32 
directories. 

0.055 Once the image signal is generated, the process 90 
may proceed to Step 102 wherein the backup System may 
employ the image Signal to check for agreement with a 
corresponding image Signal that may be generated from the 
corresponding 32 directories in the replicated data structure 
on the backup server 12. As shown in FIG. 4, in step 102 
agreement can be checked for; to the extent that agreement 
is reached, the process 102 may proceed to step 104 and 
Select another 32 directories for processing. Accordingly, the 
process 90 would proceedback to step 98 wherein meta data 
for another 32 directories would be collected, and processed 
in step 100 and checked again in step 102. This processing 
may continue until an image Signal is found which fails to 
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agree With a corresponding image Signal generated, or Stored 
with, the replicated data Structure maintained by the backup 
server 12. Upon this event, the process 90 proceeds to step 
108. In step 108, the process 90 can collect metadata for 
each of the 32 directories and generate an image Signal for 
each of these directories. In step 110, the process 90 will 
check for agreement between each of the image Signals and 
a corresponding image Signal generated from or Stored with 
the replicated data Structure on the backup Server 12. In this 
way, the process 90 may identify which of the 32 directories 
includes the altered data Source file. 

0056. Once the directory has been identified the process 
90 may proceed to step 112 wherein the process 90 collects 
meta data for each Source file in the identified directory and 
generates an image Signal for each of these Source files. In 
another practice, not shown in FIG. 4, the process may 
collect metadata for each Source file in the directories prior 
to collecting data for the directories in step 98. Other similar 
modifications and Sequences may be practiced without 
departing from the Scope of the invention. 
0057 Again in step 114 a similar process may be per 
formed wherein agreement is checked for with each image 
Signal of an associated Source data file against an image 
Signal generated from, or Stored in association with, a 
corresponding target data file. Upon checking for agreement, 
the process 90 may identify the altered source data file. Once 
the Source data file that has been altered is identified the 
process 90 may proceed to step 118 wherein the journal 
changes for the altered file may be transferred to the backup 
Server 12 for writing changes to the corresponding target 
data file and thereby bringing the target data file into 
Synchronization with the associated Source data file. In an 
alternative practice, the process 90 can overwrite the target 
data file with the contents of the Source data file for bringing 
the target data file into agreement with the Source data file. 
Other techniques for coordinating the Source data file and 
the target data file may be practiced with the Systems and 
methods described herein without departing from the Scope 
of the invention. 

0058. In parallel with the synchronization replication 
process, Such as the Synchronization replication process 90 
depicted in FIG. 4, the backup System may employ a 
dynamic replication process that operates to detect changes 
that take place during the Synchronization phase and repli 
cate those changes to the corresponding target data files on 
the backup Server 12. To this end the dynamic replication 
process may identify changes to the file System on the Server 
22 as they happen and replicate file and byte-level changes 
to the backup Server 12. In particular, as changes are written 
to the Source data files on the Server 22, the dynamic 
replication process would place a copy of these changes into 
a journal file. The journal file may then be transferred to the 
backup Server 12 and the changes recorded within the 
journal file may be written into the associated target data 
files in the replicated data Structure. Optionally the dynamic 
replication process may be run under a continuous Schedule 
of frequency, thereby continuously identifying changes to 
the Source data files and replicating those changes in the 
corresponding target data files. 

0059) To this end, as shown in FIG. 1 each server having 
Source data files that are to be replicated on the backup 
Server 12 may include an agent proceSS 30 that runs as a 
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proceSS on the Server and that monitors accesses to Source 
data files made through the operating System. In one 
embodiment, the agent process 30 is a file system filter 
(FSF). An FSF may be a driver layer that sits above a file 
system driver stack. This filter interface allows the backup 
system 10 to “hook” a file system and intercept input/output 
traveling between the operating System and the underlying 
drivers. The filter may pass the data unmodified, and redirect 
the data to the journal file as well as perform Some time 
Stamping operations and grouping operations that organize 
the captured data into a format Suitable for use by the backup 
System when processing the journal file. The design and 
development of such an FSF follows a principle well known 
in the art of computer Science, including those Set forth in 
Windows NT File System Internals. A Developer's Guide, 
Nagar Rajeev, O'Reilly & Associates (September, 1997), as 
well as from other Sources. 

0060. It will be apparent of those skilled in the art that the 
agent process may be in one embodiment a Windows NT 
service, and for purpose of clarity a Windows NT service 
embodiment of the agent proceSS will now be described. 
Such a Service is generally understood as a user-mode 
process that implements the Service controller Specification 
of the Windows NT operating system. The service controller 
is generally understood as the component of the System that 
controls Starting, pausing, Stopping, and continuing Services 
for a System. The Service controller typically also starts, 
stops (loads and unloads) device drivers and provides a 
common user interface and application programming inter 
face for Services and device drivers. 

0061. One such agent process 30 suitable for use with the 
system depicted in FIG. 1 is shown in FIG. 5. The depicted 
agent process may start automatically upon Server Startup, 
similar to a UNIX daemon process, or VMS detached 
proceSS. Optionally, the agent process 30 may be Started, 
paused or Stopped under the control of the back up Server 12, 
or under the control of another process, Such as the Syn 
chronization replication proceSS 40. 

0062 Specifically, FIG. 5 depicts in more detail a Win 
dows NT version of an agent process 30 according to the 
invention. Specifically, FIG. 5 depicts the agent proceSS as 
a file system filter 130 that is capable of intercepting an IRP 
generated by a use mode application through a user action, 
wherein the IRP would write data to the NT file system. The 
FSF 130 intercepts the request to write the data carried 
within the IRP 132. The FSF 130 than passes the request to 
the NT file system 134 to allow the data to be written to the 
device 138, which can be a hard disk drive. If the data is 
successfully written to the device 138, the device driver 
returns through the file system 134 and through the filter 130 
an IRP that indicates the write was Successful. The data for 
the IRP may than be copied by the FSF130 to a journal file 
which is monitoring the file for which the data write has 
occurred. Once the data has been written to the journal file 
or to multiple journal files responsible for monitoring Such 
write operations, the IRP is allowed to complete and the user 
application is notified that the write has been Successful. 
0.063 FIG. 6 depicts that the agent process 30 may 
respond to a user mode write operation by capturing the 
write operation, passing the write operation through to the 
file System, but creating a copy of the captured data Stream 
within the depicted journal file. The agent process 30 can 
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then Store the changes within the journal file in a process that 
time Stamps the recorded changes to provide delimitations 
which indicate the time of occurrence for certain changes to 
a particular Source data file. In this way the journal file may 
maintain a record of the Source data files that are being 
modified in the order in which these modifications take 
place. 
0064. The agent process 30 can detect that a journal file 
contains information and can transfer the journal file to the 
backup Server 12. There the backup Server 12 can employ 
the information stored within the journal file to play it 
through the operating System as if the user mode write 
occurred on the backup System. Optionally, the backup 
System may process the journal file to identify the time 
Stamp information and to ensure that changes and modifi 
cations made to a target data file occur in the write order 
Sequence of the corresponding Source data file. 
0065. Additionally, the backup process 40 running on the 
backup Server 12 may process the journal file to identify 
whether a file being modified is part of an identified trans 
actional group specified within the profile file 50. If such a 
transactional group data Source file is detected by the backup 
process 40, the backup process 40 may modify the transac 
tional Set of Source data files in a unitary operation. 
0.066 Turning now to FIG. 7 a more detailed view of a 
journal file 150 is presented. The journal file 150 presented 
in FIG. 7 includes a plurality of different records, 152a 
152e, each record being associated with a set of changes 
made to a particular source data file. As shown in FIG. 7, for 
each data file an entry can be made indicating the identity of 
the corresponding target data file for the respective Source 
data file, a time Stamp that provides time and date informa 
tion, and a field that includes a set of changes that were made 
by a user mode application to the underlying Source data file. 
The time Stamp information can include a plurality of time 
Stamps each of which can be associated with one or more of 
the changes recorded within the journal file record. 
0067. As changes are detected to source data files, the 
information is Stored within the journal file and the journal 
file is transmitted to the backup server 12 where it can be 
processed by a transaction processor. The transaction pro 
ceSSor can process the change information Stored within a 
record asSociated with a particular target data file. The 
transaction processor will process the change information to 
identify a set of transactions that may be applied to the target 
data file to achieve a transactionally Safe operation. In the 
embodiment being described herein, the processing of 
change information within a journal file 150 is carried out on 
the target System, thereby allowing the Source System to 
provide in real time changes being made to the Source data 
files. The target System processes these changes to create in 
real time replicated images of the different versions of 
corresponding Source files. This provides for real time 
tracking of modification of the Source data files. In making 
these changes, the transaction processor processes the 
changes made to a file to identify Safe points in the history 
of these transactions during which a file write, Such as to a 
tape medium, may be made. 
0068 More specifically, each of the data records 150a 
150e depicted in FIG. 7 includes information provided by 
the agent process 30 that allows the transaction processor on 
the target System to identify Safe points. For example the 
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agent process 30 may include a time Stamp process that will 
write into the journal file a time and date Signal that is 
representative of the time and date of a recorded change to 
the source data file. This allows the journal file to provide 
information representative of when changes occurred 
thereby allowing the transaction processor to determine the 
interval of time between Subsequent changes. Thus the 
transaction processor may have a timer process that allows 
it to write a safe point Signal into the journal file in response 
to an indication that a data Source file has been inactive for 
a predetermined period of time. The agent process can also 
include other information within the journal file Such as 
whether any write locks are indicated for the file being 
monitored, whether an operating System flush operation has 
been located, the open and closed Status of the Source data 
file, and other Such information. An alternative embodiment, 
the Status of a file or the operations of the operating System 
Such as, a flush operation, can be monitored by the backup 
System or another independent process. Additionally, in 
certain optional embodiments the agent process 30 includes 
a user Selection process that allows a use to write a Safe point 
Signal into a journal file in response to a use command to 
indicate a safe point marker within the journal file. This of 
course allows a user to create Safe points for directing or 
forcing the writing of data at the back up System. Addition 
ally, the agent process can be responsive to other computer 
processes that indicate a Safe point marker should be place 
within the journal file to force a write operation on the 
backup Server 12. 

0069. The transaction processor can process the change 
information within the journal file record to identify the safe 
points. The transaction processor may than apply the 
changes that are delimited by Safe points to the target Source 
file for performing a transactionally Safe write operation. 
Once the target file has been written to tape, the catalog 
proceSS 42 can indicate its location, its Security history 
information, and any other Suitable data that should be 
recorded. In an optional embodiment, it will be understood 
that the transaction processor may analyze Safe points and 
prioritize the identified transactions to Select transactions 
that occur acroSS multiple Safe points. In this way, the 
transaction processor can group together multiple transac 
tions, each of which are delimited by Safe points, and write 
the multiple transactions in a Single operation to the target 
data file. 

0070 Similarly, the transaction processor may consider 
the changes of multiple Source data files to make a deter 
mination of transactional Safety. For example, in one 
embodiment the policy manager places Safe points within a 
plurality of journal files, each journal file being associated a 
respective Source data file. The Safe point provide the 
transaction processor with information for coordinating the 
write operation for the changes to these plural Source data 
files. For example, the policy manager can provide Safe 
points within the journal files a plurality of Source data files 
that have been identified by the user to the consult process 
as being part of a single transactional group or Set. To this 
end the policy manager can place Safe points within the 
journal files that allow the transaction processor to identify 
that before writing any one of the files in the transactional 
Set, the changes for other members of the Set are to be 
determined and grouped together. In this way the transaction 
processor may coordinate the writing and Storage of multiple 
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related data files, to keep associated edits to these files 
within the same version of each of these files. 

0071. In a further embodiment, the system may include a 
restore process that will restore Selected target data files as 
a function of the time Stamp signal associated with that data 
file, to allow a user to employ time and date information for 
restoring data to the Source data files. Thus, the restore 
operation may employ date and time information to restore 
the version of a Source data file that existed at one point in 
time, or the version of a plurality of Source data files that 
existed at a specific point in time. This of course greatly 
facilitates the retrieval of data from the backup server 12 and 
allows a user to perform a time Slice operation to restore the 
versions of files that existed at a particular moment in time. 
Thus, the backup System will provide for transaction accu 
rate restoration processes. For example, if 3 files (A, B, C) 
are backed up at point 1 in time, and then B and C change 
at point 2 two, followed by A and C at point 3, I can select 
any point 1, 2, or 3 and get a collection of A, B, C that is 
transaction accurate (for example, restore point 2 in time 
selects B and C from point 2, and then A from point 1; A 
from point 3 is ignored since it is newer than point 2 in time). 
0072. It will be noted that in the embodiment described 
above the backup Server 12 is operating under the control of 
the Windows NT operating system and so is the data server. 
Accordingly, the journal files are capturing IRP packets that 
are in a format generally Suitable for being played both on 
the data server and the backup Server. However, it will be 
understood that in alternative embodiments the data Servers 
may be UNIX Systems or Systems running another type of 
operating System. Similarly, the backup Server may also be 
a Server running an operating System that is different from 
Windows NT and different from the operating system of the 
data Server. In this embodiment, the transaction processor 
would include an interpreter that could map operating Sys 
tem or curl mode operations captured in the journal files for 
the data Server to operating System calls or kernel operations 
for the operating System for the backup Server. Other 
enhancements and modifications of the Systems and methods 
described herein can be practiced with the invention without 
departing from the Scope hereof. 

0073 Turning again to FIG. 1, the systems and methods 
described herein may transfer data from thousands of files 
during a Synchronization operation. Such an operation may 
consume Substantial amounts of the available network 
resources, Such as network bandwidth and buffer capacity. In 
practice, the system 10 of FIG. 1 will use by default as much 
available network bandwidth as it needs to back up or restore 
data. However, in one optional embodiment, the System 12 
allows a user to Specify the maximum amount of network 
bandwidth that it may consume when backing up or restor 
ing data. For example, the user may choose to Set a network 
consumption limit in certain applications, Such as if the user 
is backing up data across a WAN, or the Internet or if 
bandwidth availability is limited during certain times. 

0074 To this end, the back up server 12 may provide a 
bandwidth control proceSS 44 that may be accessed through 
the console 24. In the depicted embodiment, the bandwidth 
control proceSS is shown as operating on the back up Server 
12, however it will be apparent to those of skill in the art that 
the bandwidth control process 44 may be located on the data 
servers 18, 20, 22, or on both the data servers 18, 20, 22 and 



US 2005/0193031 A1 

the back up Server 12. The user may employ this proceSS 44 
to Set a network consumption limit for each backup policy 
and restore operation. When Setting this option, the user may 
Select the bandwidth that is available between the Source and 
backup Systems, and Specify a consumption limit to be 
allocated to the Synchronization and/or dynamic replication 
processes. If multiple network links are available between 
the Systems, the user may specify the slowest link. Further, 
the bandwidth control proceSS 44 may include a proceSS for 
determining, either dynamically, or historically, the avail 
able network resources, including network bandwidth and 
buffer availability, for a given time. The determined 
resources may be provided by the user through the console 
proceSS 24, or automatically employed by the bandwidth 
control proceSS 44 for Selecting network consumption limits. 
The design and development of Such a proceSS for deter 
mining available network resources follows from principles 
well known in the art, including those set forth in U.S. Pat. 
No. 5,920,701, Scheduling data transmission, by Miller, C. 
Kenneth et al., the teachings of which are herein incorpo 
rated by reference. 

0075 Once the consumption limit is set, the bandwidth 
control process 44 may throttle the bandwidth usage of the 
agents 30, Synchronization replication proceSS 40 or any 
replication proceSS by limiting the amount of data to be 
placed on the network 10 per unit of time. To this end, the 
bandwidth control process 44 may calculate the bandwidth 
usage limit based on the maximum percentage of bandwidth 
the user Selected for the operation and the type of network 
Specified. Optionally, the user may vary the network band 
width consumption for a particular policy over the course of 
a week. Thus a user could choose to limit consumption 
during the working hours and allow unlimited consumption 
at other times. 

0.076 If multiple jobs are running concurrently between 
Systems, the bandwidth control proceSS 44 may use the 
greatest consumption value assigned to the jobs during the 
time they are running. AS jobs finish, the process 44 may 
automatically adjust its bandwidth usage to use the greatest 
value assigned to the jobs that are Still running. For example, 
assume the following jobs are running concurrently: 

EXAMPLE 1. 

0.077 

Job Network Consumption 

Job 1 50% 
Job 2 75% 
Job 3 30% 

0078 the process 44 may use the greatest consumption 
value of these active jobs, which is 75%. When Job 2 
completes, the process 44 throttles its bandwidth usage to 
50%, as both Job 1 and Job 3 are still running. 
0079) To control the bandwidth employed by the system 
10, in one practice the bandwidth control process 44, for 
each policy Set by the user, calculates a transmit window. A 
transmit window is be understood as the theoretical time to 
transmit the packet plus a delay time between each packet. 
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At runtime, the actual time (T1-TO) to transmit and the 
transmit window (P) may be used to determine the length of 
the delay as follows: 

0080 Get start time (TO) 
0081) Send data 

0082) Get stop time (T1) 
0083) 

0084. If the administrator chooses a network capacity that 
is less than the actual line capacity, the proceSS 44 may 
attempt to emulate the Selected network capacity. 

Delay (P-(T1-TO)) 

0085. This algorithm allows the process 44 to minimize, 
or Substantially minimize, network overhead costs by keep 
ing the packet Size Sufficiently large and increasing the time 
delay for the low percentage, low capacity cases. The 
process 44 distinguishes between 100% of network capacity 
and unlimited bandwidth. To determine the transmit win 
dow, the following calculations are employed: 
0086) Determine the packet size, in bytes, by a table 
lookup based upon network capacity. 

0087 
packet 

0088 Network Capacity>=10 kbits/sec or <100 
kbits/sec->2048 bytes/packet 

0089 Network Capacity >=100 kbits/sec or <1000 
kbits/sec->4096 bytes/packet 

0090 Network Capacity>=100 kbits/sec or <10000 
kbits/sec->8192 bytes/packet 

0091 Network Capacity>=10000 kbits/sec or 
<10000 kbits/sec->65536 bytes/packet 

0092 Network Capacity>=1000 kbits/sec->65536 
bytes/packet 

Network Capacity.<10 kbits/sec->1024 byte/ 

0093 Given the packet size, determine the theoretical 
time to transmit the packet at 100% capacity. First normalize 
the packet Size to kbits, and then calculate the time to 
transmit. 

Packet Size in kbits=Packet Size:8/1024 

Time to Transmit=Packet Size in kbits/Network 
Capacity in kbits/sec1000 ms 

0094. The time to transmit is represented in milliseconds. 
0095 Determine the effective rate, or the rate that we can 
optimally transmit the percentage of the network capacity 
requested over a given time period (60 seconds for speeds 
less than 100 mb, 10 seconds for speeds greater). First 
normalize the network capacity to bytes per minute. Then 
calculate the effective rate by taking a percentage of the 
normalized network capacity: 

Capacity in bytes/period=(network capacity*1024)/ 
8*period in seconds 

0096 where 1024 represents the number of bits in one 
kilobit, and 8 represents the number of bits in a byte. 

Effective Rate=(Capacity in bytes/period Percentage 
of utilization)/100 

0097. The effective rate is represented in bytes/period. 
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0.098 Determine the number of packets to send within the 
time period: 

Packets to Send=Effective Rate/Packet Size 

0099) 
0100 Calculate the time delay to fill in the gaps between 
buffer transmissions. 

If the result is 0, set Packets to Send to 1 

Time Delay (time period in ms-(Packets to Send Time 
to Transmit))/Packets to Send 

0101 The expression Packets to Send-Time to Transmit 
represents the total transmission time during the one minute 
time period. 
0102 Finally, calculate the transmit window by adding 
the theoretical time to transmit and the time delay. 

Transmit Window-Time to Transmit--Time Delay 

EXAMPLE 2 

0103) This example is provided for 10% of a 56 kbit line. 
The packet Size lookup will produce a packet Size of 2048 
bytes. The packet size in kbits is calculated as: 

2048 bytes*8 bits/byte/1024 bits/kbits=16 kbits 

0104. The time to transmit in milliseconds is calculated 
S. 

16 kbits/56 kbits/sec1000 ms=286 ms 

0105 The capacity in bytes/period (60 second period) is 
calculated as: 

((56 kbits/sec. 1024 bits/kbits)/8 bits/byte)*60 secs/ 
min 430080 bytes/min 

0106 The effective rate is calculated as: 
430080 bytes/min:10%=43008 bytes/min 

0107 The packets to send is calculated as: 
43008 bytes/min./2048 bytes=21 packets 

0108. The time to delay is calculated as: 
(60000 ms-(21 packets*286 ms)/21 packets=2571 ms 

0109 The transmit window is calculated as: 
286 ms+2571 ms=2857 ms 

0110 Thus, the process 44 calculates a packet size of 
2048 bytes and a potential time delay of 2571 ms between 
each packet. The transmit window is 2857 ms. 
0111 Note that at 1 GB speed, no matter what percentage 
of network capacity the user Selects the process 44 will not 
be able to approach that Speed with the maximum packet 
size. By modifying the algorithm to use larger packet sizes, 
the process 44 can begin to approach the effective rate; 
however, diminishing returns may arise. 
0112 Similarly, the systems and methods described 
herein may include processes for monitoring the availability 
of other network resources, Such as buffer availability acroSS 
the different nodes on a path through the network. Moreover, 
the bandwidth control process 44 may include a coalescence 
process that operates with the network bandwidth control 
proceSS 44, to reduce the amount of data to be sent to the 
target/backup System when the data appears to exceed the 
available network resources, Such as bandwidth. In this case, 
the data is Stored on the Source System in a buffer/journal and 
transmitted over the network at the available/requested 
Speed. Since the backup process is capturing changes in 
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real-time, it is possible for the same piece of information to 
be modified multiple times, and only the most recent version 
of the same data is required for backup. Rather than Saving 
all possible changes to the same data in the journal, and 
waiting for available network bandwidth to send all possible 
changes, the coalescence process can be used to merge all of 
the changes, and transmit only the most recent image of the 
data. This proceSS may be similar to what would happen on 
the target System when the changes are played; the target 
System would overwrite prior changes made with the more 
recent changes, resulting in a Single image of the most 
current data. The coalescence proceSS performs this before 
Sending the data to the target System by analyzing the 
journal/buffer, looking for changes to Same data regions, and 
eliminating the changes that are old and overwritten. The 
result is a Smaller amount of data that needs to be transmitted 
to the target System. 
0113 More specifically, the coalescence process may 
process the journal file 150 to examine its contents for 
duplicate data Segments, Such as data Segments as being the 
Same file, and covering the same byte range, like 
C:\DIR\MYFILE.DAT, bytes 30-65. When finding a dupli 
cate, the coalescence process would remove the older copy, 
and retain the newer version. In a further embodiment, the 
coalescence proceSS would build a map of all files and byte 
ranges that have been modified. By using this map, the 
coalescence code would be able to identify overlapping 
regions and retain only the best data. For example, for a file 
the following writes occur: 

0114 Time point A: A 12 byte write at offset 10 (10-22) 
0115 Time point B: A5 byte write at offset 8 (8-13) 
0.116) Time point C: A 10 byte write at offset 20 (20-30) 

0117 The three writes, taking up 37 bytes, could be 
converted into a single buffer of 22 bytes, by using the above 
map, and determining that a new image could be created 
from point B (bytes 8-13), point A (bytes 14-19), and point 
C (bytes 20-30). 
0118. It will be understood by those of skill in the art, that 
the Systems described herein are representative of the inven 
tion and not limiting in any way. Moreover, for purposes of 
clarity, from time to time the Systems and methods have 
been described as having “an element, or “a” step, but it 
will be understood, that as appropriate the term “a” and “an” 
will be understood to mean at least one. 

0119) The systems and methods described above may be 
realized as a Software components operating on a conven 
tional data processing system such as a UNIX, or Windows 
NT workstation. The processes may be implemented as a C 
language computer program, or a computer program Written 
in any high level language including C++, Fortran, Java or 
Basic. The development of Such processes follows from 
principle known to those of skill in the art, including those 
Set forth in, for example, Stephen G. Kochan, Programming 
in C, Hayden Publishing (1983). Moreover, although the 
figures graphically depict the agent processes 30, Synchro 
nization replication proceSS 40 and other processes as func 
tional block elements, it will be apparent to one of ordinary 
skill in the art that these elements can be realized as 
computer programs or portions of computer programs that 
are capable of running on the data processor platforms to 
thereby configure the data processors as a System according 
to the invention. 
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0120) Those skilled in the art will know or be able to 
ascertain using no more than routine experimentation, many 
equivalents to the embodiments and practices described 
herein. Accordingly, it will be understood that the invention 
is not to be limited to the embodiments disclosed herein, but 
is to be understood from the following claims, which are to 
be interpreted as broadly as allowed under the law. 

What is claimed is: 
1. A method for backing up at least one Source data file, 

the method comprising: 
Synchronizing the at least one Source data file and at least 

one back up file corresponding to the at least one Source 
data file; 

during Synchronization, dynamically detecting changes to 
the at least one Source data file; 

based on the dynamically detected changes, generating a 
first journal file corresponding to the at least one Source 
data file; and 

modifying the corresponding at least one back up file 
based on the corresponding first journal file. 

2. The method of claim 1, wherein Synchronizing the at 
least one Source data file and the at least one corresponding 
back up file comprises: 

for a newly created Source data file, incorporating the 
newly created Source data file in the at least one 
corresponding back up file. 

3. The method of claim 1, wherein synchronizing the at 
least one Source data file and the at least one corresponding 
back up file comprises: 

detecting changes to the at least one Source data file; 
based on the detected changes, generating a Second jour 

nal file corresponding to the at least one Source data 
file; 

modifying the corresponding at least one back up file 
based on the corresponding Second journal file. 

4. The method of claim 3, wherein detecting changes to 
the at least one Source data file comprises: 

comparing the at least one Source data file and the 
corresponding at least one back up file. 

5. The method of claim 3, wherein, based on the detected 
changes, generating the corresponding Second journal file 
comprises: 

including the detected changes in the corresponding Sec 
ond journal file. 

6. The method of claim 3, wherein, based on the detected 
changes, generating the corresponding Second journal file 
comprises: 

including the at least one Source data file in the corre 
sponding Second journal file. 

7. The method of claim 3, wherein modifying the at least 
one corresponding back up file based on the corresponding 
Second journal file comprises: 

including the corresponding Second journal file in the at 
least one corresponding back up file. 

8. The method of claim 3, wherein modifying the corre 
sponding at least one back up file based on the correspond 
ing Second journal file comprises: 
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replacing the corresponding at least one back up file with 
the corresponding Second journal file. 

9. A processor program for backing up at least one Source 
data file, the processor program being tangibly Stored on a 
processor-readable medium and comprising instructions 
operable to cause a processor to: 

Synchronize the at least one Source data file and at least 
one back up file corresponding to the at least one Source 
data file; 

during Synchronization, dynamically detect changes to the 
at least one Source data file; 

based on the dynamically detected changes, generate a 
first journal file corresponding to the at least one Source 
data file, and 

modify the corresponding at least one back up file based 
on the corresponding first journal file. 

10. A method for backing up at least one Source data file, 
the method comprising: 

providing at least one back up file corresponding to the at 
least one Source data file; 

during a Synchronization of the at least one Source data 
file and the at least one corresponding back up file, 
dynamically detecting changes to the at least one 
Source data file; 

based on the dynamically detected changes, generating a 
first journal file corresponding to the at least one Source 
data file, and 

after Synchronization, modifying the corresponding at 
least one back up file based on the corresponding first 
journal file. 

11. A processor program for backing up at least one Source 
data file, the processor program being tangibly Stored on a 
processor-readable medium and comprising instructions 
operable to cause a processor to: 

provide at least one back up file corresponding to the at 
least one Source data file; 

during a Synchronization of the at least one Source data 
file and the at least one corresponding back up file, 
dynamically detect changes to the at least one Source 
data file; 

based on the dynamically detected changes, generate a 
first journal file corresponding to the at least one Source 
data file, and 

after Synchronization, modify the corresponding at least 
one back up file based on the corresponding first 
journal file. 

12. A method for accessing at least one back up file 
corresponding to at least one Source data file included in a 
Source data file Structure, the method comprising: 

replicating the Source data file Structure to generate at 
least one back up data file Structure corresponding to 
the Source data file Structure; and, 

generating an indeX for accessing the at least one Source 
data file in the at least one corresponding back up data 
file Structure, the indeX including metadata representa 
tive of the access rights associated with the at least one 
Source data file in the Source data file Structure. 
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13. The method of claim 12, wherein the index includes 
metadata representative of the location of the at least one 
Source data file in the at least one corresponding back up 
data file structure. 

14. The method of claim 12, wherein the index includes 
at least one pointer to the location of the at least one Source 
data file in the at least one corresponding back up data file 
Structure. 

15. The method of claim 12, further comprising: 
in response to a request from a party to access the at least 

one Source data file in the at least one corresponding 
back up data file Structure, determining whether access 
may be granted based on the access rights associated 
with the at least one Source data file in the Source data 
file Structure. 

16. The method of claim 15, wherein determining whether 
access may be granted comprises: 

comparing the access rights associated with the at least 
one Source data file in the Source data file Structure with 
the access rights of the party. 
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17. The method of claim 16, further comprising: 
based on whether access rights are matched, providing 

access to the at least one Source data file in the at least 
one corresponding back up data file Structure to the 
party. 

18. A processor program for accessing at least one back up 
file corresponding to at least one Source data file included in 
a Source data file Structure, the processor program being 
tangibly Stored on a processor-readable medium and com 
prising instructions operable to cause a processor to: 

replicate the Source data file Structure to generate at least 
one back up data file Structure corresponding to the 
Source data file Structure; and, 

generate an indeX for accessing the at least one Source 
data file in the at least one corresponding back up data 
file Structure, the indeX including metadata representa 
tive of the access rights associated with the at least one 
Source data file in the Source data file Structure. 

k k k k k 


