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(57) Abstract: An example computing device provides secure Application Programming Interface (API) communication. The ex-
ample computing device may comprise an API communication engine to communicate with an application executing on a second
computing device. The API communication engine may communicate with the application by sending an API call to the second

device, the API call comprising a dynamic device access token and

first meter information, the first meter information related to first

usage of the application. The API communication engine may then receive, from the second computing device, an API response
comprising a dynamic first device access token and second meter information, the second meter information related to second usage
of the application. The API communication engine may determine whether the communication between the first device and the
second device is secure based on a comparison of the API call and the API response.
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SECURE API COMMUNICATION

BACKGROUND
00011 Devices communicate with  applications  using  Application

FProgramming Interfaces ("APIs"). An APl for an application may comprise a set

of AP calls that a device may use 1o inferact with the application. Each AP call

BriEF DESCRIPTION OF THE DRAWINGS
{00021  The following detailed description references the drawings, wherein:
{00031 FIG. 1 is a block diagram of an example device engaging in secure
APl communication;
D004 FIG. 2 is a block diagram of an example consumer device and
provider device engaging in secure AP communication;
[00057  FIG. 3A is a flow diagram of an example method for execution by an
example consumer device and provider device engaging in sscure AP
communication;
[000B]  FIG. 3B is a flow diagram of an example method for exscution by an
example consumer device and provider device engaging in secure AP
communication;
{0007} FIG. 4 is a flowchart of an example method for execution by an
example consumer device and provider device engaging in secure AP
communication;
{00081 FIG. 4A is a flowchart of an example method for execution by an
example consumer device and provider device engaging in secure AP
commurieation;
(00081  FIG. 5 is a block diagram of an example device engaging in secure

APl communication; and
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[0010]  FIG. 6 is a block diagram of an example device engaging in secure

AP communication.

DeTaiep DESCRIPTION

{00117  The following detalled description refers to the accompanying
drawings. Wherever possible, the same reference numbers arg used in the
drawings and the following description to refer to the same or similar parts. His
to be expressly undersiood, however, that the drawings are for the purpose of
iHustration and description only. While several examples are described in this
document, maodifications, adaptations, and cther implementations are possible.
Accordingly, the following detailed description does nof limit the disclosed
examples. Instead, the proper scope of the disclosed examples may be defined
by the appended claims.

[0012] Devices communicale with  applications  using  Application

Programming Inferfaces ("AFIg”). An APl for an application may comprise a set

of AP| calls that a device may use 1o interact with the application. Each AP call

[00131 A provider device may provide the application for access by a user via
a consumer device. As such APl communication may ocour befween the
provider device and the consumer device. A technical challenge may exist in
this AP communication, as the consumer device may have no knowledge of
whether a securilty breach occurs in the communication, and may be reliant on
the provider device o delect breaches and notify the user of the consumer
device. Further, the only authentication provided by a user of the consumer
device may comprise, for example, authentication via user name and password,
authentication tokens, and/or other similar discrele authentication methods.

(00141 BExamples disclosed herein provide technical sclutions to these
technical challenges. An example computing device provides securs

Application Programming Interface (AFH communication.  The example
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computing device may comprise an APL communication engine  that

communicales with an application executing on a second compuling device.
The APl communication engine may communicate with the application by
sending an AP call {o the second devics, the AP! call comprising a dynamic
device access ioken and first meter information, the first meter information
related to first usage of the application. The AP| communicalion engine may
then receive, from the second computing device, an API response comprising
a dynamic first device access ioken and second meler information, the
second meler information related 1o second usage of the application. The AP
communication engine may determineg whether the communication between
the first device and the second device is secure based on a comparison of the
APl call and the AP response.

[00151  The lerminclogy used herein is for the purpose of describing particular
embodiments only and is not intended 1o be limiting. As used herein, the

» &

singular forms “3,” “an,” and “the” are intended to include the plural forms as
well, unless the context clearly indicales otherwise. The term “plurality,” as used
hersin, is defined as two or more than two. The term “anocthear,” as used herein,
is defined as at least a second or more. The term “coupled,” as used herein, is
defined as connecled, whether directly without any intervening elements or
indirectly with at least one infervening elements, unless otherwise indicated.
Two elemenis can be coupled mechanically, elecirically, or communicatively
finked through a communication channel, pathway, network, or system. The
ferm “and/or” as used herein refers to and encompasses any and all possible
combinations of one or more of the associated listed tems. It will also be
understood that, although the terms first, second, third, efc. may be used herein
to describe various elements, these elements shouid not be limited by these
terms, as these terms are only used to distinguish one element from another
unless stated otherwise or the context indicates otherwise. As used herein, the
term "includes” means includes but not limited to, the term "including” means
including but not limiled to. The term "based on” means based at least in part
on.

00161 FIG. 1 is an example first computing device 100 that provides secure
AP communication. The first compuling device 100 may be any lype of

computing device providing a user interface through which a user can interact
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with a software application and communicate with a second computing device.

For exampile, first computing device 100 may include a laptop computing devics,
a desktop computing device, an all-in-one computing device, a tablet computing
device, a mobile phone, an slectronic book reader, a nelwork-enabled appliance
such as a “Smart” television, a server, and/or other elecironic device suitable for
processing user interactions with an application.

{00171 The various componenis {e.g., components 110 and 120) depicted in
FiG. 1 may be coupled io al least one other component via a network.
According to various implementations, the AP communication engine 120 and
the various components described herein may be implemented in hardware
and/or a combination of hardware and programming that configures hardware.
The term “engine’, as used herein, refers 0 a combination of hardware and
programming that performs a designated function.  The hardware of sach
enging, for example, may include one or both of a processor {e.g., processor
110} and a machine-readable storage medium, while the programming is
instructions or code slored on the machine-readable storage medium and
executable by the processor to perform the designated function. Furthermore,
in FIG. 1 and other Figures described herein, different numbers of components,
engines, or entities than depicied may be used.

[0018] APl communication engine 120 may facilitale secure communication
between the first device 100 and a second device. For example, the APRI
communication engine 120 may facilitale secure communication between the
first device 100 and an application executing on the second device. The API
communication  engine 120 wmay facilifate authenfication and  initial
communication between the first device 100 and the sscond device, and may
then provide for continued secure communication between the first device 100
and the second device. The AP communication engine 120 may provide for
sgcure communication by determining whether a security breach has occurred
at the first device 100 and/or at the second device.

[00191  The API communication engine 120 may comprise a sel of handlers
that may interrupt communication from the first device 100 o the second device.
The AP| communication engine 120 may use the set of handlers {o interrupt the
communication 10 insert an AP call andior an AP response into the

cormmunication, to delermine whether a securily breach exists based on
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communication between the first device 100 and the second device, andior

otherwise facilitate provision of securs communication between the first device
100 and the second device. As such, funclionality performed by the AP
communication enging 120 as described hersin may be performed responsive
to the set of handlers interrupting the communication belween the first device
and the second device,

{00201 AP communication enging 120 may facilitate authentication and initial
communication belween the first device 100 and the second device. For
example, the APl communication engine 120 may require an initial
authentication of a user using the first device 100 based on a usermame and
password, an authentication foken, biometric autheniication, any combination
thereof, and/or other authentication techniques.

[0021] Responsive 1o the initial authentication being verified, the API
communication enging 120 may send an initial AP call from the first device 100
to the second device. Each APl call {including an initial APl call and
subsequent AP calls) may comprise, Tor example, a first dynamic access token
related to the first device, metering information related to usage of the
application, a sscond dynamic access foken related {0 the second device, and a
security label indicating a securily status of the first device.

[0022] The initial AP call may comprise a first dynamic access ioken
generated by the first device 100, a securily label indicating that the
communication is new, and/or other information. The initial AP call may have
null or empty values for the metering information and the second dynamic
access foken. In some examples, the initial AP call may also comprise a user
authentication credential.  The AP communication engine 120 may store the
first dynamic access lcken for later verification of an incoming initial AP
response from the second devices.

[0023] The second device may authenticate the user {2.q., based on the user
authentication credential).

[0024] Responsive io the second device not authenticating the user {e.g.,
based on the user authentication credential not being authorized), the second
device may indicate that a breach has occumred. For example, the second
device may indicate that a breach has occurred by facilitating provision of an

alert {0 the user to notify the user of a security breach and/or force the user to
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perform authentication again. The alert may be provided o the user via a

communication method separate from the communication method between the
first device 100 and the second device {e.g., via email, text, and/or cther
separate communication method).  In some examples, the alert may be
provided o a separate device of the user. The alert may provide information
which may be needed for the authentication of the user. For example, the alert
may comprise a token, information, andior other data that may need to be
entered at the first device 100 and verified by the first device 100 and/or the
second device in order for the authentication to be validated. Responsive 1o the
authentication being validated, the APl communication engine 120 may again
facilitate the initial communications between the first device 100 and the second
device.

[00257 Responsive io authenticaiing the user, the second device may
respond to the initial AP call by saving the first dynamic access token received
in the initial AP call and by sending the first device an initial AP response.
Each AP response {including an initial APl response and subseaquent AP
response} may comprise, for example, a first dynamic access token related io
the first device, melering information related 1o usage of the application, a
second dynamic access token related to the seoond device, and a security label
indicaling a security status of the second device. The initial APl response may
comprise first metering information, a second dynamic accass foken, and a
security label. The initial AR response may comprise a null or emply value for
the first dynamic access token. The second device may store the second
dynamic access token for later verification of an incoming AP call from the first
device.

(00267 Responsive o recelving the inillal APL response, the AP
cormmunication engine 120 of the first device 100 may store the metering
information, the second dynamic access token, andior other information from
the initial APl responss.

{0027} Responsive 1o receiving the initial AP response and storing the
relevant information, the API communication engine 120 may engage in
continued communication with the second device. The AP! communication
engine 120 may generale a first AP call and send the first API call {o the second

device. As meniioned above, each AP call may comprise a plurality of fislds
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including, for example, a first dynamic access {oken related to the first device,

metering information related to usage of the application, a second dynamic
access foken reiated to the second device, and a securily label indicating a
security status of the first device.

[0028] An AP call used in communication after the iniial communication
between the first device 100 and the second device may comprise values for
each field of the AR call. The AP communication enging 120 may generate the
first dynamic access token for the ARl call. The AP communication engine 120
may generate the first dynamic access token using a random generator, based
on information associated with the first device 100, & combination thereof,
and/or by other token generation methods.

(00281 The APl communication engine 120 may determine metering
information related o usage of the application based on metering information
received from a previous AP! response {g.g., from the initial APl responss or the
immediately previously received API response).  The metering information of
the AP! call may comprise, for example, information related {o a tolal amount of
data communicated between the first device 100 and the second device, an
amount of data communicated during the immediately prior AP call and AP
response, a total amount of communications betwsen the first device 100 and
the second device, and/or any other measurement of he usage of the
application.  In some examples, the APl communication enging 120 may also
determine the metering information based on metering information stored from
one or more previously received AP| responses.

(00301  The API communication enging 120 may sslect the pravious second
dynamic access token from the immediately previously received API response
as the second dynarmic access {oken for the APl call

[0031] The APl communication engine 120 may determing a security label
for the AP call based on a determination of whether a security breach occurred
with the immediately previously received AP response. Examples of security

Bou

fabels include “new,” "'no breach,” “breach,”, and/or cother security labels that
indicate a security status of the first device 100,

00321  Responsive fo receiving the AP call from the first device 100, the
second device may determine whether a security breach occurred regarding the

received ARt call.  The second device may determine whether a security breach
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oocurred by comparing the second dynamic access token of the received AP

call with the second dynamic access foken generated for the previously sent AP
response from the second device. In some examples, the second device may
store a set of second dynamic access tokens generated for a set of previously
sent AP responses. The second device may delermine whether the securily
breach cccurred by comparing the second dynamic access token of the
received API call with the set of second dynamic access fokens. The set of
sgcond dynamic access lokens may comprise z predetermined number of
second dynamic access fokens, The predetermined number of second dynamic
access fokens may depend upon a latency of communication between the first
device 100 and the second device.

(00337 Responsive io the received second dynamic access ifoken not
matching the previously generated second dynamic access token {(or any of the
set of second dynamic access tokens), the second device may generats an alert
indicating that a security breach has occurred and/or may force authentication of
the user of the first device 100. The alert may be generated and used in a
manner the same as or similar to the alert generated responsive 1o failed
authentication at the first device. Authentication may be forced in a manner the
same as or similar {o that described above as well.

[00341 Responsive 10 the received second dynamic access token matching
the previously generated second dynamic access token {or any of the set of
second dynamic access tokens), the second device may determing whether the
metering information received in the APl call corresponds o melering
information of the second device {(e.g., melering information stored al the
second device, metering information included in the immediately previously sent
API response, melering information related o current usage of the application
executing on the second device, and/or some other measurement of usage of
the application). The received metering information may correspond o the
metering information of the second device based on calculations performed
based on the received metlering information and the metering information of the
second device. For example, the second device may determineg that the
metering information corresponds responsive 1o an addition of an amount of

usage of the application since the immediately previously sent AFPI response
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and the received melering information equal the current amount of usage of the

application.

(00351  Responsive o the received metering information not corresponding o
the metering information of the sscond devics, the second device may generate
an alert indicaling that a security breach has occcurred and/or may force
authentication of the user of the first device 100. Again, the alert may be
generated used in a manner the same as or similar 10 the alert generated
responsive o failed authentication at the first device and authentication may be
forced in a manner the same as or similar to that described above.

(00361  Responsive o the received metering information corresponding to the
metering information of the second device, the second device may determine
that no security breach has occurred.

[0037] Responsive fo determining that no securily breach has ocourred, the
sgcond device may then generale and send a first AP response 1o the first
device 100. The second device may also store the first dynamic access token
of the API call. As mentioned above, sach APl response may comprise, for
example, a first dynamic access foken related fo the first device, metering
information related o usage of the application, a second dynamic access token
related to the second device, and a securily label indicaling a securily status of
the first device.

[0038] An APl response used in communication after the initial
communication between the first device 100 and the second device may
comprise values for sach figld of the API response. The second device may
select the previous first dynamic access token from the immediaiely previously
received ARl call as the first dynamic access token for the APl response.

{00387 The second device may determine metlering information relaled o
usage of the application hased on melaring information recsived from a previous
APl response (e.g., from the initial APl response or the immediatsly previously
regcaived APl response), melering information stored at the sscond device,
and/for may cotherwise delermine melering information. The metering
information of the AR response may comprise, for exampls, information relaled
o a otal amount of data communicaled between the first device 100 and the
second device, an amount of data communicated during the immediately prior

APl call and AP response, a total amount of communications bebtween the first
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device 100 and the second device, and/or any other measurement of the usage

of the application.

(00401  The second device may generate the second dynamic access foken
for the APl response. The second device may generate the second dynamic
access foken using a random generator, based on information associated with
the second device, a combination thereof, and/or by other token generation
methods.

{0041} The second device may delermine a sescurity label for the AR
response based on a determination of whether a security breach ocourred with
the immediately previously received APl call. Examples of security iabels
include “new,” “no breach,” "breach,”, and/or other security labels that indicale a
security status of the second device.

[00421  The second device may send the generated APl response 1o the first
device 100. Responsive {0 receiving the generated APl response from the
second device, the AP communication engine 120 of the first device 100 may
determine whether a security breach occurred regarding the received AP
response.  The APl communication engine 120 may determine whether a
security breach occurred by comparing the first dynamic access token of the
received API response with the first dynamic access foken generated for the
previously sent AP call from the first device 100. In some exampies, the API
communication engine 120 may slore a set of first dynamic access fokens
generated for a set of previously sent APt calis. The AP communication engine
120 may determine whether the security breach cccurred by comparing the first
dynamic access token of the received AP call with the set of first dynamic
access tokens. The sst of first dynamic access tokens may comprise a
predetermined number of first dynamic access tokens. The predetermined
number of first dynamic access fokens may depend upon a latency of
communication between the first device 100 and the second device.

{00431  Responsive io the received first dynamic access token not matching
the previously generated first dynamic access foken {or any of the set of first
dynamic access tokens), the APl communication enging 120 may generate an
aler! indicating that a security breach has occured andior may force
authentication of the user of the first device 100. The alert may be generated

and used in a manner the same as or similar to the aleri generated responsive
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to failed authentication at the first device 100. Authentication may be forced ina
manner the same as or simifar (o that described above as well.
(00441  Responsive o the received first dynamic access token maiching the
previcusly generated first dynamic access token (or any of the set of first
dynamic access tokens), the APl communication engine 120 may determine
whether the melering information received in the AP response corresponds 1o
metering information of the first device 100 {e.g., metering information slored at
the first device 106, metering information included in the immediately previously
sent AP call, metering information related o current usage of the application
executing on the second device, and/or some other measurement of usage of
the application). The received metering information may cormespond fo the
metering information of the first device 100 based on calculations performed
based on the received metering information and the melering information of the
first device 100. For example, the API communication engine 120 may
determing that the mstering information corresponds responsive 1o an addition
of an amount of usage of the application since the immediately previously sent
AP call and the received metering information equal the current amount of
usage of the application.
(00457 Responsive to the received melering information not corresponding to
the melering information of the first device 100, the AP communication engine
120 may generate an alert indicating that a security breach has occurred andior
may force authentication of the user of the first device 100. Again, the alert may
be generated and used in a manner the same as or similar fo the alert
gengrated responsive fo failed authentication at the first device and
authentication may be forced in @ manner the same as or similar io that
described above as well.
[004617  Responsive o the received metering information corresponding to the
metering information of the first device 100, the AP communication engine 120
may determing that no security breach has occurred.
[0047]  The first device 100 and the second device may continue {0 engage in
secured AR communication in the manner described above,
(00481  In performing their respective functions, engine 120 may access daia
stored in a non-fransitory machine-readable storage medium of first device 100.

The non-transitory machine-readable storage medium of first device 100 may
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represent any memory accessible {o first device 100 that can be used o slore

and refrieve data. The non-transitory maching-readable storage medium of first
device 100 andfor other database may comprise random access memory
(RAM), read-only memory (ROM), electrically-erasable programmable read-only
memory {(EEPROM), cache memaory, floppy disks, hard disks, oplical disks,
tapes, solid slate drives, flash drives, poriable compact disks, and/or other
storage media for sloring computer-executable instructions and/or daia. In
some examples, the first device 100 may access non-transilory machine-
readable storage medium locally or remotely via a network.

(00491  The non-transifory machine-readable storage medium of first device
100 may include a database to organize and store data. The non-transitory
machine-readable storage medium of first device 100 may be, include, or
interface to, for example, a relational database. The database may reside in a
single or multiple physical device{s) and in a single or mulliple physical
Incation{s). The database may store a plurality of types of data and/or files and
associated data or file description, administrative information, or any other data.

(00501  In some examples, the non-fransitory machine-readable storage
medium of first device 100 may be any electronic, magnetic, optical, or cther
physical storage device that contains or stores execuiable instructions. In some
implementations, the non-transitory machine-readable storage medium of first
device 100 may be a non-lransitory storage medium, where the term “non-
fransitory” does not encompass transitory propagating signals.  The non-
transitory machine-readable slorage medium of first device 100 may be
implemented in a single device or distribuled across devices. Likewise,
processor 110 may represent any number of processors capable of executing
instructions sfored by the machine-readable slorage medium. The processor
110 may be integrated in a single device or distributed across devices. Further,
the machine-readable storage medium may be fully or pariially integrated in the
same device as the processor 116, or it may be separate but accessible to that
device and the processor 110.

(00511 In one example, the maching-readable storage medium may
comprise instructions that may be part of an insiallation package that when
installed can be executed by processor 110 o implement the functionality

described herein. For example, the machine-readable storage medium may be
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a poriable medium such as a floppy disk, G, DVD, or flash drive or a memory

maintained by a server from which the installation package can be downloaded
and instalied. In ancther example, the program instructions may be part of an
application or applications already installed.  Here, the maching-readable
storage medium may include a hard disk, optical disk, tapes, solid siate drives,
RAM, ROM, EEPROM, or the like.

{00521  The processor 110 may be at least one ceniral processing unit (CPU),
microprocessor, and/or other hardware device suilable for relieval and
execution of instructions stored in the machine-readable storage medium. The
processor 110 may feich, decode, and execule program instruclions. As an
alternative or in addition to refrieving and executing instructions, the processor
110 may include at least one electronic circuit comprising a number of electronic
compoenents for performing the functionality of at least one of instructions.

{00531 FIG. 2 is an example first computing device 100 and a second
computing device 200 that sach provide secure APl communication. In this
example, the first computing device 100 may comprise a consumer device that
accesses an application executing on second computing device 200, which may
act as a provider device. The first computing device 100 may be the same as or
similar {0 the first device 100 of FIG. 1. The second computing device 200 may
comprise an AP communication engine 220 that performs functionality the
same as or similar 1o the functionality performed by the second device described
in FIG. 1.

[00547  The first computing device 100 may communicate with second
computing device 200 over a nelwork 56. In some examples, the firsi
computing device 100 may be any type of computing device providing a user
interface through which a user can inleract with a scofiware application and
communicale with a second device. For example, first computing device 100
may include a laplop computing device, a deskiop computing device, an alk-in-
one computing device, a tablet compuiing device, a2 mobile phone, an electronic
book reader, a nelwork-enabled appliance such as a "Smartl” television, andfor
other electronic device suitable for processing user interactions with the second
device 200,

{00557 The second computing device 200 may similarly comprise a laptop

cormputing device, a deskiop computing device, an all-in-one compuiling device,
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a tablet computing device, a mobile phone, an electronic book reader, a

network-enabied appliance such as a "Smarl” lelevision, server, and/or cther
electronic device suitable for processing user interactions with the second
device 200. While second computing device 200 is depicted as a single
computing device, second computing device 200 may include any number of
integrated or distributed computing devices serving at least one software
application for consumptiion by first compuiing device 100.

[0056]  Similar to the components of first device 10C, the various components
{e.g., components 210 and 220) depicted in second device 200 of FIG. 2 may
be coupled {0 at least one other component via a network (e.g., network 50).
According to various implementations, the APl communication engine 220 and
the various components described herein may be implemenied in hardware
and/or a combination of hardware and programming that configures hardware.
As mentioned above, the term “engine”, as used herein, refers to a combination
of hardware and programming that performs a designated funclion.  The
hardware of each enging, for example, may include one or both of a processor
{e.g., processor 210) and a machine-readable siorage medium, while the
programming is instructions or code stored on the machine-readable storage
medium and executable by the processor to perform the designated funclion.
The processor 210 and the machine-readable storage medium of second device
200 may comprise components and functionalily the same as or similar to the
respeciive processar 110 and machine-readable storage of the respeciive
processor 110 and machine-readable storage medium of the first device 100.
(00571 APl communication engine 220 may facilitate secure communication
between the first device 100 and a second device. For sxample, the AP
communication engine 220 may fadililate secure communication between the
first device 100 and an application execuiing on the second device 200. The
APl communication engine 220 may Taciliiate authentication and initial
communication between the first device 100 and the second device 200, and
may then provide for continued secure communication between the first device
100 and the second device 200. The AP communication enging 220 may
provide for secure communication by determining whether a secuiity breach has

accurred at the first device 100 and/or at the second device.
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{0058 FIGS. 3A and 3B are flow diagrams of an example method for
execution by an example consumer device and provider device engaging in
secure AP communication.  Although execution of the methods described
below are with reference 1o system described in FIG. 2, other suitable devices
for execution of this method may be employed lo praclice the present
techniguas. The flow diagram described in FIG. 3A and other figures may be
implemented in the form of executable instructions stored on a machine-
readable siorage medium, such as the storage medium of the hypervisor, by
one or more components describad hersin, andfor in the form of eleclronic
circuitry,

(00581  The varicus processing blocks and/or data flows depicted in FIG. 3A
{and in the other drawing figures such as FIG. 4) are described in greater detail
herain. The described processing blocks may be accomplished using some or
all of the system components described in detail above and, in some
implementations, varicus processing blocks may be performed in different
sequences and various processing blocks may be omitled.  Additional
processing blocks may be performed along with some or all of the processing
blocks shown in the depicted flow diagrams. Some processing blocks may be
performed simullaneously.  Accordingly, the operations depicted in the flow
diagram as ilusirated (and described in greater detail below) are meant he an
example and, as such, should not be viewed as limiting.

{00807 In an operation 300, the first device may send a first API call 1o the
second device. For example, the first device 100 {(andlor the AP
commiunication enging 120, or other resource of the first device 100) may send
the first APl call. The first device may send the first API call in a manner similar
or the same as that described above in relation to the execution of the AP
communication engine 120, and/or other resource of the first device 100. The
first API cali may be depicted as the reguest of the first AP call in FIG. 3B, in
some examples, and as depicted in FIG. 3B, an initial communication may occur
between the firsi device and the second device prior o the first device sending a
first APt call to the second device.  The initial communication, as depicted in
FIG. 3B, may include initialization with a user name and password andfor cther

type of authentication from the user.
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{00817 In an operation 310, the second device may send a first AP

response to the first device. For example, the second device 100 (and/or the
APl communication engine 220, or other resource of the second device 100)
may send the first AP response. The second device may send the first AP
response in a manner similar or the same as that described above in relation to
the execution of the AP communication engine 220, and/or other resource of
the second device 100. The first APl response may be depiclted as the
rasponse of the first AP call in FIG. 3B,

[00627 In an operation 320, the first device may determing whether
communication between the first device and the second device is secure. For
example, the first device 100 {and/or the APl communication engine 120, or
other resource of the first device 100) may delermine whether communication
between the first device and the second device is secure. The first device may
whether communication belween the first device and the second device is
sgcure in a manner similar or the same as that described above in relation {o
the execution of the AP communication engine 120, and/or other resource of
the first device 100.

(00637  In an operation 330, the first device may send a second AP ¢call to
the second device. For example, the first device 100 {andor the AP
cormmunication engine 120, or other resource of the first device 100) may send
the second AP call. The first device may send the second API call in a manner
similar or the same as that described above in relafion o the execution of the
AR communication engine 120, and/or other resource of the first device 100.
The second APl call may be depicted as the request of the second API call in
FIG. 3B.

(00847 In an operalion 340, the second device may determine whether
communication between the first device and the second device is secure. For
example, the second device 200 {and/or the APl communication engine 220, or
other resource of the second device 200) may determineg whether
communication between the first device and the second device is secure. The
second device may whether communication between the first device and the
second device is secure in a manner similar or the same as that desciibed
above in relation to the execulion of APl communication engine 220, and/or

other resourcs of the second device 200.
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{00857 FIG. 4 is a flowchart of an example method for exscution by an
example consumer device and provider device engaging in secure AP
communication.
(00661 In an operation 400, the first device may send an APFI call to the
second device. For example, the first device 100 (and/or the AP
cormmunication engine 120, or other resource of the first device 100) may send
the first APl call. The first device may send the first AP call in a manner similar
or the same as that described above in relation to the execution of AP
communication engine 120, and/or other resource of the first device 100,
(00671 In an operation 410, the first device may receive, from the second
device, a first AP! response o the first device. For example, the first device
100 {and/or the AP communication engine 120, or other resource of the second
device 100) may recsive the APl response. The first device may receive the
APl response in a manner similar or the same as that described above in
relation to the execution of APl communication engine 220, and/or other
resource of the first device 100.
(00681 In an operation 420, the first device may delerming whether
communication between the first device and the second device is secure. For
example, the first device 100 (andior the APl communication engine 120, or
other resource of the first device 100) may determine whether communicalion
between the first device and the second device is secure. The first device may
whether communication between the first device and the second device is
secure in a manner similar or the same as thal described above in relation o
the execution of APl communication engine 120, and/or other resource of the
first device 100.
[0068] In some examples, the detaermination of whether communication
between the first device and the second device is secure may be performed in
various manners. FIG. 4A is a flowchart of an example method for execution by
an example consumer device and provider device engaging in secure API
communication.
{0070} in an operation 421, the first device may determine whether the first
dynamic device access token of the AP! call maiches the first dynamic access
token of the API response. For example, the first device 100 {and/or the AP

communication engine 120, or olher resource of the first device 100) may
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determine whether the first dynamic device access token of the AP call

matches the first dynamic access token of the APl response. The first device
may determine whether the first dynamic device access foken of the APl call
matches the first dynamic access token of the AP! response in a manner
similar or the same as that described above in relation to the execution of AP
communication enging 120, and/or other resource of the first device 100.

{00711  Responsive 1o the tokens not matching, in an operation 422, the first
device may indicale that a security breach has occurred. For example, the
first device (and/or the APl communication enging 120, or other resource of the
second device 100) may indicate that a breach has occurred by providing an
alert. The first device may indicate that a breach has occurred by providing an
alert in a manner similar or the same as that described above in relation to the
execution of AP communication engine 120, and/or olher resource of the first
device 100.

{00721  Responsive to the fokens not matching, in an operation 423, the first
device may require authentication of the user. For example, the first device
100 (and/or the AP communication engine 120, or other resource of the first
device 100} may require authentication. The first device may reguire
authentication in a manner similar or the same as that described above in
relation 1o the execution of AP communication engine 120, andfor other
rescurce of the first device 100,

{00731 Responsive 1o the tokens matching, In an operation 424, the first
device may determine whether the first meter information of the APl call
corresponds 1o the second meter information of the APl response. For
example, the first device 100 {and/or the APl communication engine 120, or
other resource of the first device 100} may determine whether the first meter
information corresponds 1o the second meter information. The first device may
determineg whether the first meter information corresponds to the second
meter information in @ manner similar or the same as that described above in
relation to the execulion of APl communication engine 120, andior other
resource of the first device 100.

(0074} Responsive o the first meter information not comresponding o the
second metler information, in an operation 425, the first device may indicate

that a security breach has ocourred. For example, the first device {(and/or the
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AR communication enging 120, or other resource of the second device 100)

may indicate that a breach has occurred by providing an alert. The first device
may indicate that a breach has occurred by providing an alert in a manner
similar or the same as that described above in relation to the exscution of AP
communication engine 120, and/or other resource of the first device 100.

[0075] Responsive o the first meter information not corresponding o the
sgcond meter information, in an operation 426, the first device may require
authentication of the user. For example, the first device 100 (and/or the AP
communication engine 120, or other resource of the first device 100) may
require authentication. The first device may require autheniication in a manner
similar or the same as that described above in relation to the exscution of AP
communication engine 120, and/or other resource of the first device 100.

[00761  Responsive o the first meter information corresponding to the second
meter information, in an operation 427, communication between the first device
and the second device may continue. For example, the first device 100 {(and/or
the AP communication engine 120, or other resource of the first device 100)
may continue communicating with the second device 200 (and/or the API
communication engine 220 or other resource of the second device 200}, The
first device may communicate with the second device in a manner similar or the
same as that described above in relalion to the execution of AP! communication
enging 120, APl communication engine 220, ancther resource of the first device
200 and/or other resource of the second device 200.

[00777  FIG. 5 is a block diagram of an example device engaging in secure
APl communication. In the example depicted in FIG. 5, first device 500 includes
a non-transitory machine-readable storage medium 520 and a processor 510.
(00787  Processor 510 may be one or more central processing units (CPUs),
microprocessors, and/or other hardware devices suitable Tor retrieval and
exacuiion of instructions stored in machineg-readable siorage medium 520,
{00781 Processor 510 may felch, decode, and execitte program instructions
521, andior other instruclions o provide secure AP communication, as
described below., As an alternative or in addition fo retrieving and executing
instructions, processor 510 may include ons or mwore slectronic circuils
comprising a number of electronic componentis for performing the functionalily of

one or more of program instructions 521, and/or other instruciions.
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{00807  In one example, the program instructions can be part of an
insiallation package that can be executed by processor 510 to implement the
functionaiity described herein. In this case, machine-readable storage
medium 520 may be a portable medium such as a CO, DVD, or flash drive or
a memory maintained by ancther backup storage device from which the
installation package can be downloaded and installed. In another example,
the program instructions may be part of an application or applications aiready
installed on backup storage device 560,
(00817  Machine-readable storage medium 520 may be any hardware storage
device for maintaining data accessible fo first device 500, For example,
machine-readable siorage medium 520 may include one or more hard disk
drives, solid siate drives, lape drives, andior any other storage devices. The
storage devices may be localed in first device 500 and/or in another device in
communication with first device 500. For example, machine-readable storage
medium 520 may be any electronic, magnetic, optical, or other physical storags
device that stores executable instructions. Thus, machine-readable storage
medium 520 may be, Tor example, Random Access Memory {(RAM), an
Electrically-Erasable  Frogrammable Read-Only Memory (EEPROM), a
storage drive, an optical disc, and the like. As detalled below, slorage medium
520 may maintain and/or store the data and information described herein.
{00821 Machine-readable storage medium 520 may also be encoded with
execuiable instructions for enabling execution of the funclionality described
hersin. For sxample, machine-readable storage medium 520 may store AP
communication instructions 521, andfor other instructions that may be used io
carry out the functionalily of the herein disclosed present techniques.
(008317 APl communication instructions 521, when executed by processor
510, may communicate with an application executing on a second device. For
example, APl communication insiructions 521 may comprise instructions 1o
send an API call to the second device, the AP call comprising a dynamic
device access token, first meler information related to first usage of the
application, and a second device dynamic access token. AP communication
instructions 521 may also comprise instructions o receive, from the second
computing device, an APl response comprising a dynamic first device access

token, second meler information related 1o second usage of the application,
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and a second dynamic access token. AP communication instructions 521 may
further comprise instructions 10 determine whether the communication between
the first device and the second device is secura based on a comparison of the
dynamic device access token of the AP call and the dynamic first device
access foken of the AP response. In some exampies, the functionality
performad by the AP communication instructions 521, when execuled by
processor 510, may be the same as or similar fo functionality performed by AR
communication engine 120 of first device 100.

[0084F  FIG. 6 is a block diagram of an example device engaging in secure
APl communication. In the example depicted in FiG. 8, second device 600
includes a non-transitory machine-readable storage medium 620 and a
processor 610, Processor 610, similar 10 processor 510, may be one or more
central processing units (CPUs), microprocessors, andfor other hardware
devices suitable for retrieval and execution of instructions stored in machine-
rgadable storags medium 6820. Machine-readable storage medium 620 may
comprise hardware, funclionality, and dala slored thereon that is the same as or
similar to machine-readable storage medium 820. Machine-readable storage
medium 620 may aiso be encoded with executable instructions for enabling
execution of the functionalily described herein. For example, machine-readable
storage medium 620 may slore APl communication instructions 621, and/or
other instructions that may be used o carry out the functionality of the herein
disclosed present technigues. Machine-readable storage medium 620 may also
store metering information 6822, Melering information 622 may comprise the
metering information stored at second device 200 as discussed above.,

(00851 APl communication instructions 621, when executed by processor
610, may communicate with a first device. For example, APl communication
instructions 621 may comprise instructions o send an API response 1o the first
device. APl communication instructions 621 may also comprise instructions to
receive, from the second computing device, an AP call. AP communication
instructions 621 may further comprise instructions o determine whether the
communication between the first device and the second device is secure
based on a comparison of the AP call and the APl response. In some

examples, the functionality performed by the APl communication instructions
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621, when executed by processor 610, may be the same as or similar {o
functionality performed by ARl communication engine 220 of first device 200.
(00861 The foregoing disclosure describes a number of examples for
providing secure APl communication. The disclosed examples may include
systems, devices, computerreadable storage media, and methods for providing
secure AP communication. For purposes of explanation, certain examples are
described with reference 0 the components illustrated in FIGS. 1-86. The
functionality of the lHlustrated components may overlap, however, and may be
present in a fewer or greater number of elements and components. Further, all
or part of the functionality of illusirated elements may co-exist or be dislributed
among several geographically dispersed locations. Further, the disclosed
examples may be implemented in various environments and are not limited o
the lliusirated sxamples.

[0087] Further, the ssguence of operations described in connection with
FIGS. 1-6 are examples and are not intended 1o be limiting. Additional or fewer
operations or combingtions of operations may be used or may vary without
departing from the scopes of the disclosed examples. Furthermorg,
implementations consistent with the disclosed examiples nesd not perform the
sequence of operations in any particular order. Thus, the present disclosure
merely sets forth possible examples of implementations, and many varigtions

and modifications may be made 1o the described examples.
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CLAIMS
We claim:
1. A first computing device o provide secure Application Programming

Interface (AP} communication, the first compuling device comprising:
an AP communication engine to communicate with an application
executing on a second computing device, wherein the AP communication
engine o communicate with the application that includes to:
send an AP call io the second device, the AP call comprising a
dynamic device access token and first meter information, the first meter
information related o first usage of the application;
receive, from the second computing device, an APl response
comprising a dynamic first device access token and second meter
information, the second meter information related to second usage of
the application; and
determine whether the communication belween the first device
and the second device is secure based on a comparison of the API cali

and the APl response.

2. The first computing device of claim 1, wherein the AP communication
enging {0 determine whether the communication is secure that includes to:
determine whether the dynamic device access token of the AP
call maiches the dynamic first device access token of the AP
response;
responsive to the dynamic device access token not matching the
dynamic first device access foken, indicate that a security breach has

ocourred.

3. The first computing device of claim 2, wherein the AP communication
engine further o determine whether the communication is secure that
includes to:

responsive {0 the dynamic device access token matching the dynamic
first device access token, determine whether the first meter information

corresponds to the second meter information;
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responsive o the first meter information not corresponding to the

second meter information, indicate that a security breach has ocourred.

4. The first computing device of claim 1, wherein the AP| communication
engine to:

generate a new dynamic device access token subsequent 1o receiving
the APl response;

generate a second ARI call by replacing the dynamic device access
token with the new dynamic device access ioken; and

send the second API cali to the second computing device.

5. The first computing device of claim 4, wherein the AP communication
engine o generate the new dynamic device access token using a random

generator,

8. The first computing device of claim 4, wherein the APl communication
engine 1o generate the second API call further includes o

determine updated first meter information; and

replace the first meler information with the delermined updated first

meter information.

7. A method that provides secure Application Frogramming interface (AP
communication between a first device and a second device, the method
comprising:

sending an AP call from the first device 1o the second device, the AP
cali comprising a dynamic device access foken and first meter information, the
first meter information related to first usage of an application execuling on the
second device;

receiving, by the first device and from the second computing device, an
APl responss, the AP response comprising a dynamic first device access
token, second meter information, and a dynamic second device access foken,

the sscond meter information relaled to second usage of the application; and
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determining, by the first device, whether the communication between
the first device and the second device is secure based on a comparison of the

API call and the AP response.

8. The method of claim 7, wherein determining whether the
communication is secure comprises:

determining, by the first device, whether the dynamic device access
token of the APl call matches the dynamic first device access foken of the AP
response;

responsive o the dynamic device access token not matching the
dynamic first device access token, indicating, by the first device, that a

security breach has ocourred.

9. The method of claim §, further comprising:

responsive to the dynamic device access token maiching the dynamic
first device access oken, determining, by the first device, whether the first
meter information corresponds o the second metar information;

responsive o the first meter information not corresponding o the
second meter information, indicating, by the first device, that a security breach

has occurred.

10.  The method of claim §, further comprising:

responsive 1o delermining that the securily breach has occurred,
performing authentication of a user of the first device, wherein performing
authentication comprises:

sending, to a user device separale from the first device, user
authentication information;

receiving, at the first device, authentication information from the user;

determining, by the first device, whether the received authentication
information matches the user authentication information;

enabling, by the first device, communication between the first device
and the second device responsive 1o the received authentication information

matching the user autheniication information.
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11, The method of claim 7, further comprising:

generaling, by the first device, a new dynamic device access loken
subsequent {0 receiving the AP response;

generating, by the first device, a second API call by replacing the
dynamic device access {oken with the new dynamic device access ioken,
wherein the second AP call comprises the new dynamic device access token,
updated first meter information, and the dynamic second device access token;
and

sending, by the first device, the second API call to the second

computing device.

12, The method of claim 11, further comprising:

receiving, by the second device, the second APl call;

determining, by the second devics, whether the dynamic second
device access token of the AF! call maiches the dynamic second device
access token of the APl response;

responsive o the dynamic second device access token of the second
AP call not matching the dynamic second device access token of the AP
response, indicating, by the second device, that a security breach has

occurred.

13.  The method of claim 12, further comprising:
responsive to the dynamic second device access token of the second
API call matching the dynamic second device access token of the AP
response, determining, by the second device, whether the updated first meter
information corresponds (o meter information stored at the second device;
responsive {o the updated first meter information not corresponding to
the stored meter information, indicating, by the second device, that a security

breach has occurred.

14, The method of claim 11,
wherein the AP! call comprises a first security label, the first security

tabel indicating a first security status of the first device, and
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wherein the APl response comprises a second security iabel, the

second security label indicatling a second security status of the second device.

15, A non-transitory machine-readable siorage medium comprising
instructions exscutable by a processor of a computing device to provide
secure Application Programming Interface (AP communication, the machine-
readable storage medium comprising instructions when executed by the
processor to:
communicate with an application executing on a second compuling
device,
wherein the instructions to communicate with the application compriss
instructions to:
send an AP call 1o the second device, the APl call comprising a
dynamic device access foken, first meter information related {o first
usage of the application, and a second device dynamic access foken;
receive, from the second computing device, an APl response
comprising a dynamic first device access token, second meler
information related (o sscond usage of the application, and a second
dynamic access {oken; and
determine whether the communication between the first device
and the second device is secure based on a comparison of the
dynamic device access token of the AFI call and the dynamic first

device access token of the API response.
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