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SYSTEMS AND METHODS FOR ASSESSING THE COMPLIANCE OF
A COMPUTER ACROSS A NETWORK

TECHNICAL FIELD

[0001] Disclosed embodiments herein relate generally to electronic device security,

and more particularly to systems and methods for remotely scanning a target device to

perform an assessment of the device security.

BACKGROUND

[0002] Computer networks offer users ease and efficiency in exchanging information.

Computer networks are typically comprised of integrated servers, routers, terminals and

other components, interoperating and sharing information. Such networks manage a

growing list of a variety of needs including transportation, commerce, energy

management, communications, and defense.

[0003] Unfortunately, the very interoperability and sophisticated integration of

technology that make computer networks such valuable assets also make them vulnerable

to attack, and make dependence on networks a potential liability. Numerous examples of

planned network attacks, such as viruses, worms, and spyware have shown how

interconnectivity can be used to spread harmful program code. In addition, public or

open network architectures, such as the Internet, permit hackers to have access to

information on many different computers. These malicious attackers attempt to gain

access to messages generated by a user's computer and to the resources of the user's

computer, as well as to use knowledge regarding the operations of the protocol stack and



operating systems of users' computers in an effort to gain access to their computers

without authorization. Such illicit activity presents a significant security risk to any

computer coupled to a network where a user for one computer may attempt to gain

unauthorized access to resources on another computer of the network. Furthermore,

organized groups have performed malicious and coordinated attacks against various large

online targets.

[0004] When assessing the security posture of an endpoint device such as a computer

terminal or workstation, scanning software is used to conduct tests for the existence of

software components containing object code vulnerable to malicious attacks. For such

security assessments, there are two methods for the runtime deployment of such scanning

software. The first method is when the scanning software is deployed using a server in a

client-server architecture. In this type of deployment, the scanning software conducts a

network-based assessment of the target system, without any software installed on the

endpoint computer device. Such a technique may be known as remote scanning. The

second method is when the scanning software is deployed on the local target system. In

this type of deployment, the entire scanning software is a "thick client" installed on the

local device that contains the scanning engine. Such a technique may be known as local

scanning.

[0005] There are advantages and disadvantages associated with both methods of

scanning. The primary advantage of remote scanning is that it does not require software

to be installed at the target local system. On the other hand, local scanning requires

dedicated IT resources for managing the deployment and updates of client software on



the endpoint devices. To this point in time, an additional limitation of remote scanning

has been that the use of standard assessment software has required that the server be

running the same operating system as the endpoint computer device. Otherwise, if the

server and local target computer are running different operating systems, custom non-

standard assessment software must be used to compensate for the incompatibility of the

two different operating systems. Accordingly, what is needed is a technique for remotely

assessing the security of a computer which allows standard assessment software written

for one operating system to execute on a computer different from the one being assessed,

without requiring any changes in the standard assessment software.

SUMMARY

[0006] Disclosed herein are methods and related systems for conducting a scan on a

target device across a computer network. In one embodiment, such a method may

comprise providing a scanner computer in communication with a communication

network, providing a target device in communication with the communication network,

and establishing a network connection between the scanner computer and the target

device across the communication network. Such an exemplary method may also

comprise loading a plurality of assessment rules into a memory location on the scanner

computer. Also, the method may include requesting data items from the target device via

function calls originating at a standard assessment library residing on the scanner

computer, receiving the data items from the target device at the scanner computer via the



communication network, and passing the data items to the standard assessment library.

Then such a method may include analyzing the data items according to the plurality of

assessment rules at the standard assessment library to assess a current posture of the

target device.

[0007] In another embodiment, a system for conducting a scan on a target device

across a computer network may be provided. In this exemplary embodiment, the system

may comprise a scanner computer in communication with a communication network,

wherein the scanner computer comprises a scanner engine, as well as a target device in

communication with the communication network. In such an embodiment, the scanner

engine could be configured to establish a network connection between the scanner

computer and the target device across the communication network, and load a plurality of

assessment rules into a memory location on the scanner computer. The scanner engine

may also be configured to request data items from the target device via function calls

originating at a standard assessment library residing on the scanner computer, receive the

data items from the target device at the scanner computer via the communication

network, and then pass the data items to the standard assessment library. The scanner

engine may then analyze the data items according to the plurality of assessment rules at

the standard assessment library to assess a current posture of the target device.

[0008] In a further embodiment, a method for conducting a scan on a target device

across a computer network may be provide, and may comprise providing a scanner

computer in communication with a communication network, wherein the scanner

computer implements a first operating system, and providing a target device in



communication with the communication network, wherein the target device implements a

second operating system. Such a method may also include establishing a network

connection between the scanner computer and the target device across the

communication network, as well as loading a plurality of assessment rules by a standard

assessment library into a memory location on the scanner computer, wherein the standard

assessment library is designed to operate on the second operating system. The method

may further include requesting data items from the target device via function calls

originating at the standard assessment library, and adapting the function calls to conform

with a network protocol supported by the target device, wherein adapting the function

calls is performed by an adaptation layer. Then this exemplary method may include

receiving the data items from the target device at the scanner computer via the

communication network, wherein receiving the data items is controlled by a network

transport layer, and then passing the data items to the standard assessment library. The

method may then provide for analyzing the data items in accordance with the plurality of

assessment rules at the standard assessment library to assess a current posture of the

target device.

[0009] In yet another embodiment, a system for conducting a scan on a target device

across a computer network may be provided, and may comprise a scanner computer in

communication with a communication network, wherein the scanner computer

implements a first operating system, and a target device in communication with the

communication network, wherein the target device implements a second operating

system. This embodiment of a system may then include a scanner engine residing on the



scanner computer, wherein the scanner engine comprises an assessment runtime

supervisor operable to establish a network connection between the scanner computer and

the target device across the communication network, and a standard assessment library

operable to load a plurality of assessment rules into a memory location on the scanner

computer, and further operable to execute function calls requesting data items from the

target device. The scanner engine may also include an adaptation layer operable to adapt

the function calls to conform with a network protocol supported by the target device, and

a network transport layer operable to receive the data items from the target device at the

scanner computer via the communication network. Still further, a system according to

this exemplary embodiment may have the assessment runtime supervisor further operable

to pass the received data items to the standard assessment library, and the standard

assessment library further operable to analyze the data items in accordance with the

plurality of assessment rules to assess a current posture of the target device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIGURE 1 illustrates a high level block diagram of one embodiment of a

system constructed in accordance with the disclosed principles;

[0011] FIGURE 2 illustrates a block diagram of one embodiment of the application

program in accordance with the disclosed principles; and

[0012] FIGURE 3 illustrates a process flow diagram of an exemplary assessment of a

target device conducted using the techniques of the disclosed principles.



DETAILED DESCRIPTION

[0013] The disclosed principles describe a system and method for assessing the

security posture of a target device, wherein the assessment is performed by a scanning

computer in communication with the target device via a communication network. By

employing a system or method in accordance with the disclosed principles, at least two

distinct advantages are achieved. Specifically, conducting a remote scan according to the

disclosed principles allows for the scanner computer to perform a remote scan of the

remote device without installing client software to the remote device. Conducting a

remote scan according to the disclosed principles reduces the need for internal IT

resources to manage the deployment and updates of client software on the target device.

A purely local scanner engine requires installation, activation and updating at the local

level, whereas the approach of the disclosed principles eliminates such a requirement as

well. Secondly, conducting a remote scan according to the disclosed principles allows

for the remote scan to be performed even if the scanner computer and remote device run

different operating systems. Further advantages of the disclosed principles will be

discussed in connection with Figures 1-3.

[0014] Figure 1 illustrates one embodiment of the current application. As shown in

Figure 1, scanner computer 100 is connected to target device 110 via a communication

network 120. The scanner computer 100 is where the scanning application program

resides. The target device 110 can be any endpoint device connected to a network such

as a computer or mobile communication device. The network 120 can be any network

connecting two devices, such as a Local Area Network (LAN), Wide Area Network



(WAN), or the Internet. One specific advantage of the disclosed principles is that the

scanner computer 100 and the target device 110 do not have to be utilizing the same

operating system to implement the scan and assessment provided in accordance with the

disclosed principles. While a single target device 110 is illustrated in Figure 1, the

disclosed principles and techniques are of course expandable to multiple remote target

devices 110.

[0015] Figure 2 illustrates exemplary components of the application program 200. In

preparation for the assessment, the application program 200 is compiled and linked.

More specifically, the application program 200 may be comprised of: the standard

assessment library 220, the API adaptation layer 240, the network transport layer 250 and

the assessment runtime supervisor 210. An advantageous component provided by

systems and methods implemented according to the disclosed principles is the design of

the API adaptation layer 240. More specifically, linker symbols typically required by the

standard assessment library 220 to access operating system functions are emulated by the

API adaptation layer 240. This allows the standard assessment library 220 to execute its

assessment code on an operating system different from the one it was designed to run on.

[0016] The assessment runtime supervisor 210 controls the overall assessment. In an

exemplary embodiment, the standard assessment library 220, in source code form, is

designed to be run on the same operating system running on the target device 110. A set

of assessment rules 230, which describe how the target computer or other device 110 is to

be assessed, is input into the standard assessment library 220. The API adaptation layer

240 provides the services requested by the standard assessment library 220. The network



transport layer 250 adapts the services provided by the API adaptation layer 240 to

comply with a network protocol supported by the target device 110.

[0017] In preferred embodiments, the application program 200 is installed on the

scanner computer 100, along with the assessment rules 230. The scanner computer 200 is

then connected to the target device 110 via a computer network 120, as shown in Figure

1. Of course, other configurations following the disclosed principles are also possible.

[0018] Assessment of the target device 110 is performed as shown in the flowchart of

Figure 3 . The application program 200 is started (step 300) on the scanner computer 100

and provided with the network address and login credentials of the target device 110.

The application program 200 grants control to the assessment runtime supervisor 210 to

set up the assessment environment and create a network connection to the target

connection (step 310).

[0019] Control is then granted (step 320) to the standard assessment library 220

which loads the assessment rules 230 into memory (step 330) and starts executing the

assessment of the target device 110. While doing so, it calls API functions (step 340) for

the operating system of the target device 110 that operate to obtain data items required

for the assessment. Those API function calls are emulated (step 350) by the API

adaptation layer 240, which implements those API functions by converting them into

function calls compatible with the network transport layer 250. The network transport

layer 250 then performs network transactions (step 360) using the network API provided

by the target computer 110.



[0020] The result of each network transaction is a data item which is passed back

(step 370) to the standard assessment library 220, which uses the received data to perform

the assessment (step 380). One benefit of this arrangement of layers is that the standard

assessment library 220, which was originally designed to run directly on the target

operating system and uses API calls of that system, can now be used for assessment on a

different operating system without having to modify the standard assessment library 220

or the associated assessment rules 230.

[0021] As demonstrated by the above exemplary process, by employing a system or

method in accordance with the disclosed principles, at least two distinct advantages are

achieved over conventional remote scanning techniques. Specifically, conducting a

remote scan according to the disclosed principles allows for the scanner computer to

perform a remote scan of the remote target device without installing client software to the

remote device. Therefore, conducting a remote scan according to the disclosed principles

reduces the need for internal IT resources to manage the deployment and updates of client

software on the target device. A purely local scanner engine requires installation,

activation and updating at the local level, whereas the approach of the disclosed

principles eliminates such a requirement.

[0022] Additionally, conducting a remote scan according to the disclosed principles

allows for the remote scan to be performed even if the scanner computer and remote

device run different operating systems. As described above, the function calls requesting

the specific data from the target device(s) are emulated such that they are compatible with

the operating system of the target device(s). Notably, this allows the scanner computer



and its related components to run on an operating system more advantageous for server-

based systems, while the target devices, which are typically client terminals, to run on

operating systems more beneficial for local terminals. Moreover, even multiple target

devices running operating systems different among each other may still be scanned and

assessed using systems and methods implemented in accordance with the disclosed

principles. Furthermore, the adaptation layer provides ability to optimize performance of

the assessment process by enabling the implementation that uses this method to cache

results of certain operations that produce static output, and provide cached results upon

subsequent executions of these operations. Examples of such operations are various name

lookups, enumerations of containers, various types of tree traversals (such as file system).

[0023] While various embodiments of the disclosed principles have been described

above, it should be understood that they have been presented by way of example only,

and not limitation. Thus, the breadth and scope of the invention(s) should not be limited

by any of the above-described exemplary embodiments, but should be defined only in

accordance with any claims and their equivalents issuing from this disclosure.

Furthermore, the above advantages and features are provided in described embodiments,

but shall not limit the application of such issued claims to processes and structures

accomplishing any or all of the above advantages.

[0024] Additionally, the section headings herein are provided for consistency with

the suggestions under 37 CF. R. 1.77 or otherwise to provide organizational cues. These

headings shall not limit or characterize the invention(s) set out in any claims that may

issue from this disclosure. Specifically and by way of example, although the headings



refer to a "Technical Field," such claims should not be limited by the language chosen

under this heading to describe the so-called technical field. Further, a description of a

technology in the "Background" is not to be construed as an admission that technology is

prior art to any invention(s) in this disclosure. Neither is the "Summary" to be considered

as a characterization of the invention(s) set forth in issued claims. Furthermore, any

reference in this disclosure to "invention" in the singular should not be used to argue that

there is only a single point of novelty in this disclosure. Multiple inventions may be set

forth according to the limitations of the multiple claims issuing from this disclosure, and

such claims accordingly define the invention(s), and their equivalents, that are protected

thereby. In all instances, the scope of such claims shall be considered on their own merits

in light of this disclosure, but should not be constrained by the headings set forth herein.



CLAIMS

What is claimed is:

1. A method for conducting a scan on a target device across a computer network, the

method comprising:

providing a scanner computer in communication with a communication network;

providing a target device in communication with the communication network;

establishing a network connection between the scanner computer and the target

device across the communication network;

loading a plurality of assessment rules into a memory location on the scanner

computer;

requesting data items from the target device via function calls originating at a

standard assessment library residing on the scanner computer;

receiving the data items from the target device at the scanner computer via the

communication network;

passing the data items to the standard assessment library; and

analyzing the data items according to the plurality of assessment rules at the

standard assessment library to assess a current posture of the target device.

2 . A method according to claim 1, further comprising providing an assessment runtime

supervisor operable to establish the network connection between the scanner computer

and the target device and set up an assessment environment between the scanner

computer and the target device.



3 . A method according to claim 1, wherein the function calls originated at the standard

assessment library are adapted to conform with a network protocol supported by the

target device.

4 . A method according to claim 1, wherein an operating system of the scanner computer

differs from an operating system of the target device.

5 . A method according to claim 1, wherein the data items comprise current operating

system information of the target device.

6 . A method according to claim 5, wherein the operating system information includes

system configuration information, system services information, or file system

information.

7 . A method according to claim 1, wherein assessing a current posture of the target

device comprises determining a current security vulnerability posture of the target device.

8. A method according to claim 1, wherein the standard assessment library operable on

the target device operating system.



9 . A system for conducting a scan on a target device across a computer network, the

system comprising:

a scanner computer in communication with a communication network, wherein

the scanner computer comprises a scanner engine;

a target device in communication with the communication network;

wherein the scanner engine is configured to:

establish a network connection between the scanner computer and the target

device across the communication network;

load a plurality of assessment rules into a memory location on the scanner

computer;

request data items from the target device via function calls originating at a

standard assessment library residing on the scanner computer;

receive the data items from the target device at the scanner computer via the

communication network;

pass the data items to the standard assessment library; and,

analyze the data items according to the plurality of assessment rules at the

standard assessment library to assess a current posture of the target device.

10. A system according to claim 9, further comprising an assessment runtime supervisor

operable to establish the network connection between the scanner computer and the target

device and to setup an assessment environment between the scanner computer and the

target device.



11. A system according to claim 9, wherein the function calls originated at the standard

assessment library are adapted to conform with a network protocol supported by the

target device.

12. A system according to claim 9, wherein an operating system of the scanner computer

differs from an operating system of the target device.

13. A system according to claim 9, wherein the data items comprise current operating

system information of the target device.

14. A system according to claim 13, wherein the operating system information includes

system configuration information, system services information, or file system

information.

15. A system according to claim 9, wherein assessing a current posture of the target

device comprises determining a current security vulnerability posture of the target device.

16. A system according to claim 9, wherein the standard assessment library is operable

on the target device operating system.



17. A system according to claim 9, wherein an assessment runtime supervisor controls

the operation of the scanner engine.

18. A method for conducting a scan on a target device across a computer network, the

method comprising:

providing a scanner computer in communication with a communication network,

wherein the scanner computer implements a first operating system;

providing a target device in communication with the communication network,

wherein the target device implements a second operating system;

establishing a network connection between the scanner computer and the target

device across the communication network;

loading a plurality of assessment rules by a standard assessment library into a

memory location on the scanner computer, wherein the standard assessment library is

designed to operate on the second operating system;

requesting data items from the target device via function calls originating at the

standard assessment library;

adapting the function calls to conform with a network protocol supported by the

target device, wherein adapting the function calls is performed by an adaptation layer;

receiving the data items from the target device at the scanner computer via the

communication network, wherein receiving the data items is controlled by a network

transport layer;

passing the data items to the standard assessment library; and,



analyzing the data items in accordance with the plurality of assessment rules at

the standard assessment library to assess a current posture of the target device.

19. A method according to claim 18, further comprising providing an assessment runtime

supervisor operable to establish the network connection between the scanner computer

and the target device and to setup an assessment environment between the scanner

computer and the target device.

20 A method according to claim 19, wherein the first operating system differs from the

second operating system.

2 1 A method according to claim 19, wherein the data items comprise current operating

system information of the target device.

22 A method according to claim 2 1 wherein the operating system information includes

system configuration information, system services information, or file system

information.

23. A method according to claim 19, wherein assessing a current posture of the target

device comprises determining a current security vulnerability posture of the target device.



24. A method according to claim 19, wherein adapting the function calls is performed by

an adaptation layer and wherein receiving the data items is controlled by a network

transport layer.

25. A system for conducting a scan on a target device across a computer network, the

system comprising:

a scanner computer in communication with a communication network, wherein

the scanner computer implements a first operating system;

a target device in communication with the communication network, wherein the

target device implements a second operating system; and

a scanner engine residing on the scanner computer, wherein the scanner engine

comprises:

an assessment runtime supervisor operable to establish a network

connection between the scanner computer and the target device across the

communication network,

a standard assessment library operable to load a plurality of assessment

rules into a memory location on the scanner computer, and further operable to

execute function calls requesting data items from the target device,

an adaptation layer operable to adapt the function calls to conform with a

network protocol supported by the target device,

a network transport layer operable to receive the data items from the target

device at the scanner computer via the communication network,



wherein the assessment runtime supervisor is further operable to pass the

received data items to the standard assessment library; and

wherein the standard assessment library is further operable to analyze the

data items in accordance with the plurality of assessment rules to assess a current

posture of the target device.

26. A system according to claim 25, wherein the standard assessment library is operable

on the second operating system.

27. A system according to claim 25, wherein the first operating system differs from the

second operating system.

28. A system according to claim 25, wherein the data items comprise current operating

system information of the target device.

29. A system according to claim 28, wherein the operating system information includes

system configuration information, system services information, or file system

information.

30. A method according to claim 25, wherein assessing a current posture of the target

device comprises determining a current security vulnerability posture of the target device.









INTERNATIONAL SEARCH REPORT International application No

PCT/US 09/61065

A CLASSIFICATION OF SUBJECT MATTER
IPC(8) - G06F 11/00 (2009.01 )
USPC - 714/38

According to International Patent Classification (IPC) or to both national classification and IPC

B FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC (8) - G06F 11/00 (2009 01)
USPC - 714/38

USPC - 714/38, 702/108, 181 , 713/150, 166 (See Keywords Below)

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
Pub WEST (USPT, PGPB, JPAB, EPAB), Google Scholar
Search Terms Used scan, assessment, vulnerability, target, remote, client, network, connection, communication, load, import, access,
retieve, assesment rule, request, gather, collect, retπev, data, information, client, remote, target, analysis, determine, estimate

C DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No

US 2001/0034847 A 1 (GAUL, JR), 25 October 2001 (25 10 2001), entire document, especially 1-30
Abstract, para [0034]-[0037], [0073]-[0074], [0088]-[0089

US 6,324,656 B 1 (GLEICHAUF et al ), 27 November 2001 (27 11 2001), entire document, 1-30
especially Abstract, col 2, In 6-21 , col 4, In 20-42, col 5, In 1-56, col 6, In 26 to col 7, In 54

US 2006/0191010 A 1 (BENJAMIN), 24 August 2006 (24 08 2006), entire document 1-30

I I Further documents are listed in the continuation of Box C | |

• Special categories of cited documents "T" later document published after the international filing date orpriority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand

to be of particular relevance the principle or theory underlying the invention

"E" earlier application or patent but published on orafter the international "X" document of particular relevance, the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance, the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

"P" document published pnor to the international filing date but later than "&" document member of the same patent family
the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

27 November 2009 (27 11 2009) 0 7 DEC 2009
Name and mailing address of the ISA/US Authorized officer

Mail Stop PCT, Attn ISA/US, Commissioner for Patents Lee W Young
P O Box 1450, Alexandπa, Virginia 22313-1450

PCT Helpdesk. 571-272-4300
Facsimile No 571-273-3201 PCT OSP S71 272 7774

Form PCT/ISA/210 (second sheet) (July 2009)


	front-page
	description
	claims
	drawings
	wo-search-report

