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Title: METHOD, SYSTEM, AND DEVICE FOR SECURING A DIGITAL STORAGE
DEVICE

Field of the invention

The present invention relates to a method, system and device for securing a digital
storage device. More particularly, but not exclusively, the present invention relates
to a method of lacking a digital storage device so that unauthorized data access to
that storage device is denied, a data system capable of denying unauthorized data
access to a digital storage device, and a digital storage device, comprising an
Advanced Technology Attachment (ATA) interface for providing data access to a
host processing unit.

Background of the invention

Digital storage devices are equipped with hardware interfaces for connection to
host computers. An interface for providing access to a storage device within a host
computer is the Advanced Technology Attachment (ATA). Known storage devices
inside host computers such as for example hard disk drives (HDD) and solid state
drives (SSD) are oftentimes equipped with ATA interfaces.

A commonly accepted standard in host-storage device communication is the
standard ATAJATAPI (Advanced Technology Attachment Packet Interface)
command set. The security feature set one of the features of the command set.
The security feature set includes a security set password command for restricting
access to user data stored on the digital storage dévice. With the security set
password command, the storage device may be locked or unlocked using a user
password.

When the security set password is enabled, the storage device is locked, i.e.
access to user data on the device is denied. The security set password is enabled
by using the security password. Only after a power-on reset the security set

SUBSTITUTE SHEET (RULE 26)
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password is enabled. Only until a security unlock command is completed without
error the storage device can be accessed again. The security unlock command
requires a correct user password. More information about this standard can for
example be found in the INCITS (International Committee for Information
Technology Standards) 452-2008 (D1699): AT Attachment 8 — ATA/ATAPI

Command Set standard documentation, which is publically available.

The security feature set allows a user or system to digitally lock a storage device
so that unauthorized persons and/or unauthorized systems cannot access the
storage device. When a storage device is disconnected from its original host
computer, and thereafter connected to another host computer, the security
password cannot be provided by the user or the other computer. The storage

device cannot be unlocked by the new host computer, and cannot be accessed.

A security feature set can be set by a computer provider, or by and end user. The
security feature set can for example be accessed through the BIOS. When a user
password has been lost, and the storage device has been locked, the storage

device provider may unlock the storage device using a master password, which is

generally not available to end users.

Another feature that allows for data in a storage device to be secured is encryption.
Encryption may be defined as the process of transforming data using an algorithm
(which may be called cipher) to make it unreadable to systems or users except
those systems or uses that possess special knowledge, usually referred to as a

key.

In some geographical regions certain encrypted data is not allowed. In some
regions, encrypted data or data encryption may for example only be allowed if it is
encrypted according to specific standards, for example local standards, and/or if
specific licenses or certifications are obtained before the storage device enters the
region. In some regions, it may not be allowed to encrypt data on a computer at all.

Foreign storage devices with encrypted data or data encryption capabilities may
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not comply with regional regulations and are therefore not allowed to be imported
into the region, or at least not without complying with the required standards and

obtaining the relevant licenses or certifications first.

However, geographical regions applying encryption restrictions oftentimes do allow
for the ATA security feature set to be applied in computers and storage devices. So
it may happen that for a certain region the ATA security functionality for storage
devices is allowed, while certain encrypted data or encryption functionalities on

storage devices are not allowed.

Brief description of the drawings

For the purpose of illustration, certain embodiments of the present invention will
now be described with reference to the accompanying diagrammatic drawings, in

which:
Fig. 1 shows a data system;

Fig. 2 shows a flow chart of a method of locking a digital storage device and

enabling or disabling encryption on that storage device.

Detailed description

In the following detailed description, reference is made to the accompanying
drawings. The embodiments in the description and drawings should be considered
illustrative and are not to be considered as limiting to the specific embodiment of
element described. Multiple embodiments may be derived from the following
description through modification, combination or variation of certain elements.
Furthermore, it may be understood that also embodiments or elements that may

not be specifically disclosed may be derived from the description and drawings.

In Fig. 1 a data system 1 is shown, which may comprise a host 2 and a digital
storage device 3. The latter may also be referred to as a storage device 3. The

host 2 may comprise a central processing unit (CPU) for processing data in the
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system 1, also referred to as host processing unit. The host 2 may comprise a host
connection interface 4 for data transfer to and from other devices that are
connected in and/or to the host 2. The host connection interface 4 may comprise
an interface that is arranged for connection to the storage device 3. The host 2 may
further comprise one or more of a Basic Input/Output System (BIOS), at least one
driver, at least one software application, Random Access Memory, Read Only
Memory, and any additional number of circuits, connectors and software

applications, and more.

The storage device 3 may for example comprise a hard disk drive, a solid state
drive or any other device for storing digital data. The storage device 3 may
comprise a storage device connection interface 5 arranged to transfer data to and
from the storage device 3, between the storage device 3 and the connected piece
of hardware. The storage device connection interface 5 may comprise an interface
that is arranged to connect to the host 2, to deliver data to, and receive data from,
the host 2. The storage device 3 may further comprise a data storage section 6. In
illustrative examples the data storage section 6 may be arranged to store at least
one, tens, hundreds or thousands of gigabytes of digital data. The storage device 3
may comprise a firmware section 7 that is preprogrammed to process and allocate

incoming data.

In certain embodiment, the data system 1 may comprise a computer, a personal
computer, a digital media player or the like. In an embodiment, the storage device
3 may be arranged inside the housing of the data system 1. In a further
embodiment, the storage device 3 may comprise stand alone devices and may be

arranged to be manually connected and/or disconnected from the host 2.

The host connection 4 and the storage device connection interface 5 may comprise
interconnecting interfaces corresponding to a certain standard. In an embodiment,
the interfaces 4, 5 may be arranged according to the Advanced Technology

Attachment (ATA), sometimes also known as Integrated (or Intelligent) Drive
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Electronics (IDE), interface standard. The ATA interface may include Serial ATA,
Parallel ATA, Fiber Channel ATA, or other similar techniques. The interfaces 4, 5
may for example also comprise a Serial Attached Small Computer System

Interface (SAS), or any other suitable storage device interface technology.

The host 2 may be configured to lock the storage device 3. The host 2 may
comprise a security software application 8 for locking the storage device 3. The
security software application 8 may be configured to restrict or deny access to user
data stored on the storage device 3. The security software application 8 may
comprise a security feature set functionality according to the ATA/ATAPI command
set (ATA8-ACS). More information about the command set can be found in, inter
alia, the INCITS (International Committee for Information Technology Standards)
452-2008 (D1699): AT Attachment 8 — ATA/ATAPI Command Set standard
documentation, which is publically available. The command set may comprise
instructions for the storage device firmware so as to configure certain storage
device settings. Instructions relating to locking and/or unlocking the storage device

3 may be included in the security feature set.

The security software application 8 may be configured to issue a security password
to the storage device 3 for locking the storage device 3, also referred to as the
security set password command in accordance with the ATA/ATAPI command set
standard. The storage device 3 may be locked so as to deny access to data on the
storage device 3 unless the correct password is used to unlock the storage device
3.

The security software application 8 may be arranged to instruct the storage device
firmware section 7 to lock the storage device 3, for example using the security
password of the ATA/ATAPI command set. The security software application 8 may
be a section of the system Basic Input/Output system (BIOS). The security
software application 8 may be included in host firmware. The security software

application may comprise a driver or software application that is configured to
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instruct the storage device firmware 7. Also other configurations of the security
software application 8 may be suitable to lock the storage device 3 with the security

password.

The storage device firmware section 7 may be configured so as to process security
instructions according to the ATA/JATAPI command set. For example, the storage
device firmware section 7 may be configured to store a "security password locked”
condition of the storage device 3 so that the data on the storage section 6 cannot

be accessed.

In other embodiments, other interface standards than the ATA/ATAP| command set
may be applied. In accordance, other security password instructions than the
security set password command may be applied for locking the storage device 3,
and the software security application 8 and the storage device firmware section 7

may also be configured accordingly.

The security software application 8 may be configured to set an encryption
condition of the storage device 3. The security software application may be
configured to set an encryption management condition of the storage device 3. In
an embodiment, encryption on the storage device 3 may be enabled, or encryption
on the storage device 3 may be disabled. Encryption enabled and encryption
disabled may be considered as different encryption conditions. The security
software application 8 may be configured to enable or disable encryption of data on
the storage device 3, in particular on the storage section 6 thereof. In this
description it may be understood that when encryption is enabled, data encryption
on the storage device 3 is facilitated, and that when encryption is disabled, data
encryption on the storage device 3 is not facilitated. The encryption enablement
function may comprise an encryption key management tool. For example, when
encryption on the storage device is enabled the data on the storage device may be

pre-encrypted.
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Prior to encryption being enabled, the data on the storage device is pre-encrypted
but is still freely accessible. The encryption keys may be provided to activate the
encryption. When these keys are applied the data may not be freely accessible

anymore.

When the security password is enabled a user may be prevented from accessing
the storage device 3 and the encryption keys stored thereon. When encryption is
disabled, a user may access the storage device 3 as well as the data stored
thereon. Furthermore, there may be no encryption of data or encryption key

management facilitated when encryption is disabled.

In a further embodiment, when the security password is disabled and encryption is
enabled, a user may access the storage device 3 but may not access the data
because it is encrypted. The user may access the data by applying the encryption

keys.

In again a further embodiment, when the security password is disabled and
encryption is enabled, a user may access the storage device 3 and may access the
data. The data may be pre-encrypted but is still freely accessible. Furthermore,

encryption keys may be provided so that the user may apply the encryption lock.

Encryption of data on the storage device 3 may be enabled or disabled via the
firmware section 7 of the storage device 3. The firmware section 7 may be
configured to process and store the encryption condition as instructed by the
security software application 8. The firmware section 7 may be set so that
encryption is enabled, or the firmware section 7 may be set so that encryption is
disabled.

The security software application 8 may be arranged to enable or disable
encryption on the storage device 3 by sending a data bundle that includes the
security set password command. The storage device 3 may be locked and

encryption may be enabled by sending a data bundle comprising the ATA/ATAPI
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standard security password and an instruction enabling encryption. The data
bundle may comprise a command structure and a data package, a part of which
may be used for specific ATA/ATAPI standard commands. The encryption
condition instructions may be included in certain sections of the command structure

and/or the data package that are not taken by the ATA/ATAPI commands.

For example, to indicate an encryption condition the storage device registers may
be re-set when issuing the security password command. The registers named
Feature, Sector count, LBA Low, LBA Mid, LBA high may be used to indicate that
the storage device 3 is enabling or disabling encryption. These registers may
remain unaffected by the security password command so that they are available for
setting an encryption allowance condition. Also lower bits 3:0 of the register named
Device may be available for setting an encryption condition. Encryption may be
enabled by setting at least one bit in any of these register sections to one.
Encryption may be disabled by setting at least one bit in any of these register

sections to zero.

Correspondingly, the storage device firmware 7 may be configured to process a
data bundle comprising both the security password and the encryption condition
instructions. The firmware 7 may be configured to store the encryption condition by
setting a bit in one of the register sections Feature, Sector count, LBA low, LBA
mid, LBA high, Device lower bits 3:0 to one or zero, respectively for enabling or

disabling encryption.

The security software application 8 may be configured to issue a data bundle
comprising the security password and the encryption condition. The data bundle
may comprise a command structure and a data package. As known from the
ATA/ATAPI standard the data package may comprise 512 bytes that is
communicated to the storage device together with the security password. The data
package may also be of different sizes, for example one kilobyte. The command

structure may comprise a 28 bit command containing the security password,
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although the bit size may be different and subject to changes, as may be
determined by the ATA/ATAPI standard. As the data package may be sent
together with the security password command, a part of the data package may be
available to set the encryption conditions. In an embodiment, the data package
may comprise at least one byte that is configured to set the encryption condition of
the storage device. Correspondingly, the storage device firmware 7 may be
configured to store the encryption condition based on that at least one byte. Also

multiple bytes may be used to set the encryption condition.

A method of securing a storage device 3 is shown in Fig. 2. After booting, the
security password may be enabled via the BIOS, or another software application
such as a driver, in step 100. By enabling the security password the host 2 may
lock the storage device 3, wherein the storage device 3 may be accessed at a next

boot by entering the security password.

Encryption may be enabled or disabled in step 110. The security software
application 8 may ask a user to set the encryption condition, or the user or system
may have to actively indicate the encryption condition. If in the latter case, the user
or system does not choose an encryption condition, the system may itself switch to
a default, which may either be an encryption enabling or disabling condition. The

encryption condition may be indicated via the BIOS or another software application.

In an embodiment, the encryption condition may be set when the security
password is enabled. For example, either the drive is locked and data encryption is
enabled, or the drive is locked and data encryption is disabled, or the drive is
unlocked. When a user or system opts for locking the storage device 3 in step 100,

encryption may be enabled (120) or disabled (130).

A user or system may enable encryption in one way, or a combination of ways. In
step 140, encryption may be enabled by setting at least one bit in one of the
registers of the storage device 3 named Features, Sector Count, LBA Low, LBA

Mid, LBA High or in bits 3:0 of Device to one. This may indicate to the storage
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device 3 that encryption is enabled. The encryption enabling instruction may be
included in the data bundle that includes the security password command. One or

multiple bits in one or more registers may be set to enable encryption.

As indicated by junction 150 encryption may be enabled by choosing or combining
different methods. In addition to or instead of setting a bit a registers as indicated
by step 140, a byte within the data package communicated to the device may be
used to indicate to the storage device firmware 7 that encryption is enabled, as
indicated by step 160. As explained above, the data package may be included in

the data bundle that includes the security password command.

At step 170, encryption is enabled, and the security password is enabled. At a next
boot, since the security password is enabled, the security password has to be
entered to access the storage device 3. Since encryption is enabled, data on the

storage device 3 may be pre-encrypted and/or encryption keys may be provided.

A user or system may opt for disabling encryption at step 130. A user or system
may disable encryption in one way, or a combination of ways. In step 180,
encryption may be disabled by setting at least one bit in one of the registers of the
storage device 3 named Features, Sector Count, LBA Low, LBA Mid, LBA High or
in bits 3.0 of Device to zero. This may indicate to the storage device 3 that
encryption is disabled. The encryption disabling instruction may be included in the
data bundle that includes the security password command. One or multiple bits in

one or more registers may be set to disable encryption.

As indicated by junction 190 encryption may be disabled by choosing or combining
different methods. In addition to or instead of setting a bit in a registers as indicated
by step 180, a byte within the data package communicated to the device may be
used to instruct to the storage device firmware 7 that encryption is disabled, as
indicated by step 200. The data package may be included in the data bundle that

includes the security password command.
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At step 210, encryption may be disabled, and the security password may be set.
Then, the system 1 may be rebooted, wherein the storage device 3 is locked. If a
correct security password is entered through the security software application 8 the
storage device 3 may be accessed. Since encryption is disabled, data on the

storage device 3 cannot be encrypted.

According to an aspect there may be provided a method of securing a digital
storage device 3. The method may include that a host 2 is connected to the
storage device 3. The method may also include that the host 2 digitally locks the
storage device 3 so that unauthorized data access to the storage device 3 may be
denied. The method may further include that the host 2 may set the encryption
conditions of the storage device 3 in a condition wherein encryption of data on the
storage device 3 is enabled, and/or in a condition wherein encryption of data on the
storage device is disabled, as shown in an exemplary embodiment in Fig. 2, for

example steps 170 and 210, respectively.

According to a second aspect there may be provided a data system 1 capable of
denying unauthorized access to a storage device 3. The system 1 may comprise a
host 2 and a digital storage device 3. The host 2 may be provided with a CPU, a
security software application 8 and a host connection interface 4. The storage
device 3 may be provided with a firmware section 7, a data storage section 6
and/or a storage device connection interface 5. The interfaces 4, 5 may be
arranged to be connected to each other to allow data transfer between the storage
device 3 and the host 2. The security software application 8 may be configured to
issue a security password to the storage device 3 for locking the storage device 3
and/or to set an encryption condition of the data storage section 6. The storage
device 3 may be configured to store an encryption condition of the storage device 3

so that encryption of the storage device 3 is enabled or disabled.

According to a third aspect there may be provided a digital storage device 3. The

digital storage device 3 may comprise a data storage section 6, a firmware section
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7, and/or an Advanced Technology Attachment (ATA) interface 5 for
communication with a host processing unit. The storage section 6, for example the
firmware section 7 thereof, may be configured to (i) process a data bundle
comprising a Set Security Password and encryption condition instructions, (ii)
digitally lock the storage device 3 through the Set Security Password instruction,
and /or (iii) store the encryption condition of the storage device 3 in one of (i) a
condition wherein encryption of data on the storage device is enabled (e.g. see
step 170), and/or (ii) a condition wherein encryption of data on the storage device

is disabled (e.g. see step 210), based on said encryption condition instructions.

The combined locking and encryption feature as explained above may be
advantageous for selectively enabling and disabling data encryption on storage
devices 3, depending on a particular geographical region to which they are to be
exported by the use of the ATA command set standard, which may already be
applied as a standard in most storage device inside a computer. For example, a
batch of storage devices that is intended to be transported to a geographical region
having no encryption restrictions may be locked while having encryption enabled.
This may allow for the option of importing locked storage devices 3 having
encrypted or easy encryptable data into those regions. On the other hand, a batch
of storage devices 3 that is intended to be transported to a geographical region that
does not allow encryption may have encryption disabled. This may allow relatively
easy import of those storage devices 3 into those restrictive regions. At the same
time, the storage device 3 may be locked so as to provide for another form of

security.

Hence, the storage devices 3 may be transported to substantially all geographical
regions, while being secured. With relatively low effort and/or costs the storage
devices 3 the encryption conditions may be set using the data bundle that includes
the ATA/ATAPI security feature set.
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The above description is not intended to be exhaustive or to limit the invention to
the embodiments disclosed. Other variations to the disclosed embodiments can be
understood and effected by those skilled in the art in practicing the claimed
invention, from a study of the drawings, the disclosure, and the appended claims.
In the claims, the word "comprising" does not exclude other elements or steps, and
the indefinite article "a" or "an" does not exclude a plurality, while a reference to a
certain number of elements does not exclude the possibility having more than that
number of elements. A single processor or other unit may fulfil the functions of
several items recited in the disclosure, and vice versa several items may fulfil the

function of one item.

The mere fact that certain measures are recited in mutually different dependent
claims does not indicate that a combination of these measured cannot be used to
advantage. Multiple alternatives, equivalents, variations and combinations may be
made without departing from the scope of the invention. Multiple alternatives,
equivalents, variations and combinations may be made without departing from the

scope of the invention.
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Claims
1. Method of securing a digital storage device, wherein

a host is connected to the storage device,

the host digitally locks the storage device so that unauthorized data access

to the storage device is denied,
the host sets the encryption conditions of the storage device in one of
a condition wherein encryption of data on the storage device is enabled, and
a condition wherein encryption of data on the storage device is disabled.

2. Method of setting encryption conditions according to claim 1, wherein only
after rebooting the host the storage device is locked and the encryption condition is

set.

3. Method of setting encryption conditions according to claim 1, wherein the

host issues a Set Security Password command to lock the storage device.

4. Method of setting encryption conditions according to claim 1, wherein host
firmware locks the storage device and sets the encryption conditions of the storage

device through an Advanced Technology Attachment (ATA) interface.

5. Method of setting encryption conditions according to claim 1, wherein the
host locks the storage device by issuing a Set Security Password command, and

enables encryption on the storage device by setting a bit within at least one of
a register named Feature,
a register named Sector Count,
a register named LBA Low,

a register named LBA Mid,
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a register named LBA high, and
lower bits 3.0 of a register named Device,
to one.

6. Method of setting encryption conditions according to claim 1, wherein
5 the host locks the storage device by issuing a Set Security Password command,

and disables encryption on the storage device by setting a bit within at least one of

a register named Feature,
a register named Sector Count,
a register named LBA Low,

10 a register named LBA Mid,
a register named LBA high, and
lower bits 3.0 of a register named Device,
to zero.

7. Method of setting encryption conditions according to claim 1, wherein the
15  host locks the storage device by issuing a data bundle comprising a Set Security
Password command, wherein the storage device is instructed by at least one byte

of the data bundle to set the encryption condition of the storage device.

8. Method of setting encryption conditions according to claim 7, wherein the

data bundle is at least approximately 512 bytes.

20 9. Method according to claim 1, wherein the host sends a data bundle to the

storage device for setting the security password and the encryption conditions, and

the data bundle comprises a command structure and a data package.
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10.  Method according to claim 1, wherein the storage device is locked and
encryption is enabled on at least one storage device that is set for transport to one

geographical region, and

the storage device is locked and encryption is disabled on at least one

storage device that is set for transport to another geographical region.

11.  Data system capable of denying unauthorized access to a storage device,

comprising
a host and a digital storage device, wherein

the host is provided with a CPU, a security software application and a host

connection interface,

the storage device is provided with a firmware section, a data storage

section and a storage device connection interface,

the interfaces are arranged to be connected to each other to allow data

transfer between the storage device and the host,

the security software application is configured to issue a security password
to the storage device for locking the storage device and to set an encryption

condition of the data storage section, and

the storage device is configured to store an encryption condition of the

storage device so that encryption of the storage device is enabled or disabled.

12.  Data system according to claim 11, wherein the host and the storage device

are in connection using an Advanced Technology Attachment (ATA) interface.

13.  Data system according to claim 11, wherein the storage device comprises a

hard drive and/or a solid state drive.
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14.  Data system according to claim 11, wherein the host comprises a Basic

Input/Output System (BIOS) comprising said security software application.

15.  Data system according to claim 11, wherein the storage device firmware
section comprises register sections named Feature, Sector Count, LBA Low, LBA
Mid, LBA high, and a register section consisting of lower bits 3:0 of a register

named Device, and

the firmware section is configured to store its encryption allowance condition

through at least one bit in the at least one of the register sections.

16.  Data system according to claim 15, wherein the firmware section is
configured so that encryption is enabled when said at least one bit is set to one,

and
when said at least one bit is set to zero encryption is disabled.

17.  Data system according to claim 11, wherein the security software application
is configured to issue a data package to the storage device, the data package
comprising at least one byte configured to set the encryption condition of the

storage device,

and the storage device firmware is configured to store the encryption

condition based on said at least one byte.
18.  Digital storage device, comprising
a data storage section,
a firmware section, and

an Advanced Technology Attachment (ATA) interface for providing data

access to a host processing unit, wherein

the firmware section is configured to
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process a data bundle comprising Set Security Password and encryption

condition instructions,

digitally lock the storage device through the Set Security Password

instruction, and
store the encryption condition of the storage device in one of
a condition wherein encryption of data on the storage device is enabled, and

a condition wherein encryption of data on the storage device is disabled

based on said encryption condition instructions.
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