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(57) Abstract: Provided is a computer-implemented method for authenticating a transaction. The method includes associating, in at
least one database, a plurality of voice identifiers with a plurality of users, each voice identifier of the plurality of voice identifiers
corresponding to a user having at least one account identifier, receiving audio data comprising a spoken voice identifier, determining
a detected voice identifier from the plurality of voice identifiers in the at least one database, the detected voice identifier matching
the spoken voice identitier, determining a user from the plurality of users based at least partially on the detected voice identifier,
in response to determining the user of the plurality of users, communicating a notification to a device associated with the user, the
notitication comprising transaction data associated with the transaction, and in response to receiving an authentication signal from the

device associated with the user, conducting the transaction.
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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
AUTHENTICATING A TRANSACTION

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0001] This invention relates generally to authenticating a transaction and, in non-
limiting embodiments, to a system, method, and computer program product for
authenticating a transaction using a voice identifier and/or other biometric inputs.

2. Technical Considerations

[0002] To conduct a transaction, such as a payment with a merchant or a
withdrawal from an automated teller machine (ATM), account holders must use a
physical payment card or an electronic payment method based on near-field
communication (NFC). These methods require physical contact with a payment card
or mobile device with a terminal and, in some examples, require PIN codes to be
entered. Each of these existing methods potentially exposes the user’s account
identifier and/or PIN. For example, when swiping a physical payment card, a skimmer
device may be used to steal sensitive account information. Further, entering a PIN
visually exposes this secret to others that may be watching from a distance.
[0003] Existing contactless payment methods require complicated and expensive
sensors which must be possessed by each account holder. These methods require
adoption of specialized hardware by all users and merchants that wish to conduct
contactless payments.
[0004] Accordingly, there is a need for a technically improved system and method
for authenticating a transaction that overcomes at least some of these problems.
SUMMARY OF THE INVENTION

[0005] Accordingly, it is an object of the present invention to provide a system,

method, and apparatus for authenticating a transaction that overcomes some or all of
the deficiencies of the prior art.

[0006] According to a non-limiting embodiment, provided is a computer-
implemented method for authenticating a transaction, comprising: associating, in at
least one database, a plurality of voice identifiers with a plurality of users, each voice
identifier of the plurality of voice identifiers corresponding to a user having at least one
account identifier; receiving, with at least one processor, audio data comprising a
spoken voice identifier; determining, with at least one processor, a detected voice

identifier from the plurality of voice identifiers in the at least one database, the detected
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voice identifier matching the spoken voice identifier; determining, with at least one
processor, a user from the plurality of users based at least partially on the detected
voice identifier; in response to determining the user of the plurality of users,
communicating, with at least one processor, a notification to a device associated with
the user, the notification comprising transaction data associated with the transaction;
and in response to receiving an authentication signal from the device associated with
the user, conducting a transaction using an account identifier associated with the user.
[0007] Innon-limiting embodiments of the method, the audio data further comprises
a spoken account identifier, the detected voice identifier is associated with a plurality
of account identifiers for the user, and the method further includes: determining, with
at least one processor, the account identifier used to conduct the transaction from the
plurality of account identifiers for the user based at least partially on the spoken
account identifier. In some non-limiting embodiments, the detected voice identifier is
associated with a plurality of account identifiers for the user, and the method further
includes: determining, with at least one processor, the account identifier used to
conduct the transaction from the plurality of account identifiers based on user input
received from the device associated with the user.

[0008] In non-limiting embodiments, determining the detected voice identifier
comprises comparing at least a portion of the audio data to the plurality of voice
identifiers or data derived from the plurality of voice identifiers. In non-limiting
embodiments, the notification prompts the user, through the device, to provide a
biometric input. In non-limiting embodiments, the authentication signal is generated
by the device associated with the user in response to authenticating the biometric
input. In non-limiting embodiments, the audio data is received by a merchant point-
of-sale system comprising a microphone, and wherein the detected voice identifier is
determined by a server remote from the merchant point-of-sale system. In non-limiting
embodiments, the audio data is received by the device associated with the user, the
device comprising a microphone. In non-limiting embodiments, the same processor
is used to determine the detected voice identifier, determine the user from the plurality
of users, and communicate the notification.

[0009] According to another non-limiting embodiment, provided is a computer
program product for authenticating a transaction using a plurality of voice identifiers
associated with a plurality of users, each voice identifier of the plurality of voice

identifiers corresponding to a user having at least one account identifier, comprising
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at least one non-transitory computer readable medium including program instructions
that, when executed by at least one processor of at least one computer, cause the at
least one computer to: (a) receive audio data comprising a spoken voice identifier; (b)
determine a detected voice identifier from the plurality of voice identifiers in the at least
one database, the detected voice identifier matching the spoken voice identifier; (c)
determine a user from the plurality of users based at least partially on the detected
voice identifier; (d) in response to determining the user of the plurality of users,
communicate a notification to a device associated with the user, the notification
comprising transaction data associated with the transaction; and (e) in response to
receiving an authentication signal from the device associated with the user, conduct a
transaction using an account identifier associated with the user.

[0010] In non-limiting embodiments of the computer program product, the audio
data further comprises a spoken account identifier, the detected voice identifier is
associated with a plurality of account identifiers for the user, and the program
instructions, when executed by the at least one processor, further cause the at least
one computer to: determine the account identifier used to conduct the transaction from
the plurality of account identifiers for the user based at least partially on the spoken
account identifier. In some non-limiting embodiments, the detected voice identifier is
associated with a plurality of account identifiers for the user, and the program
instructions, when executed by the at least one processor, further cause the at least
one computer to: determine the account identifier used to conduct the transaction from
the plurality of account identifiers based on user input received from the device
associated with the user.

[0011] In non-limiting embodiments of the computer program product, determining
the detected voice identifier comprises comparing at least a portion of the audio data
to the plurality of voice identifiers or data derived from the plurality of voice identifiers.
In non-limiting embodiments, the notification prompts the user, through the device, to
provide a biometric input. In non-limiting embodiments, the authentication signal is
generated by the device associated with the user in response to authenticating the
biometric input. In non-limiting embodiments, the audio data is received by a merchant
point-of-sale system comprising a microphone, and wherein the detected voice
identifier is determined by a server remote from the merchant point-of-sale system. In
non-limiting embodiments, the audio data is received by the device associated with

the user, the device comprising a microphone.
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[0012] In non-limiting embodiments of the computer program product, the at least
one non-transitory computer readable medium comprises a first medium and a second
medium, wherein the first medium includes program instructions which, when
executed by at least one processor of a merchant system, cause the merchant system
to perform at least step (a), and wherein the second medium includes program
instructions which, when executed by at least one processor of at least one remote
server, cause the at least one remote server to perform at least steps (b)-(e).

[0013] According to a further non-limiting embodiment, provided is a system for
authenticating a transaction comprising: at least one data storage device comprising
at least one database, the at least one database comprising a plurality of voice
identifiers associated with a plurality of users, each voice identifier of the plurality of
voice identifiers corresponding to a user having at least one account identifier; and at
least one server computer comprising at least one processor programmed or
configured to: receive audio data comprising a spoken voice identifier; determine a
detected voice identifier from the plurality of voice identifiers in the at least one
database, the detected voice identifier matching the spoken voice identifier; determine
a user from the plurality of users based at least partially on the detected voice identifier;
in response to determining the user of the plurality of users, communicate a notification
to a device associated with the user, the notification comprising transaction data
associated with the transaction; and in response to receiving an authentication signal
from the device associated with the user, conduct a transaction using an account
identifier associated with the user.

[0014] In non-limiting embodiments of the system, the audio data further comprises
a spoken account identifier, wherein the detected voice identifier is associated with a
plurality of account identifiers for the user, and wherein the at least one server
computer is further programmed or configured to determine the account identifier used
to conduct the transaction from the plurality of account identifiers for the user based
at least partially on the spoken account identifier.

[0015] Further preferred and non-limiting embodiments or aspects are set forth in
the following numbered clauses.

[0016] Clause 1: A computer-implemented method for authenticating a transaction,
comprising: associating, in at least one database, a plurality of voice identifiers with a
plurality of users, each voice identifier of the plurality of voice identifiers corresponding

to a user having at least one account identifier; receiving, with at least one processor,
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audio data comprising a spoken voice identifier; determining, with at least one
processor, a detected voice identifier from the plurality of voice identifiers in the at
least one database, the detected voice identifier matching the spoken voice identifier;
determining, with at least one processor, a user from the plurality of users based at
least partially on the detected voice identifier; in response to determining the user of
the plurality of users, communicating, with at least one processor, a notification to a
device associated with the user, the notification comprising transaction data
associated with the transaction; and in response to receiving an authentication signal
from the device associated with the user, conducting a transaction using an account
identifier associated with the user.

[0017] Clause 2: The computer-implemented method of clause 1, wherein the
audio data further comprises a spoken account identifier, and wherein the detected
voice identifier is associated with a plurality of account identifiers for the user, the
method further comprising: determining, with at least one processor, the account
identifier used to conduct the transaction from the plurality of account identifiers for the
user based at least partially on the spoken account identifier.

[0018] Clause 3: The computer-implemented method of any of clauses 1-2,
wherein the detected voice identifier is associated with a plurality of account identifiers
for the user, the method further comprising: determining, with at least one processor,
the account identifier used to conduct the transaction from the plurality of account
identifiers based on user input received from the device associated with the user.
[0019] Clause 4: The computer-implemented method of any of clauses 1-3,
wherein determining the detected voice identifier comprises comparing at least a
portion of the audio data to the plurality of voice identifiers or data derived from the
plurality of voice identifiers.

[0020] Clause 5: The computer-implemented method of any of clauses 1-4,
wherein the notification prompts the user, through the device, to provide a biometric
input.

[0021] Clause 6: The computer-implemented method of any of clauses 1-5,
wherein the authentication signal is generated by the device associated with the user
in response to authenticating the biometric input.

[0022] Clause 7: The computer-implemented method of any of clauses 1-6,

wherein the audio data is received by a merchant point-of-sale system comprising a
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microphone, and wherein the detected voice identifier is determined by a server
remote from the merchant point-of-sale system.

[0023] Clause 8: The computer-implemented method of any of clauses 1-7,
wherein the audio data is received by the device associated with the user, the device
comprising a microphone.

[0024] Clause 9: The computer-implemented method of any of clauses 1-8,
wherein the same processor is used to determine the detected voice identifier,
determine the user from the plurality of users, and communicate the notification.
[0025] Clause 10: A computer program product for authenticating a transaction
using a plurality of voice identifiers associated with a plurality of users, each voice
identifier of the plurality of voice identifiers corresponding to a user having at least one
account identifier, comprising at least one non-transitory computer readable medium
including program instructions that, when executed by at least one processor of at
least one computer, cause the at least one computer to: (a) receive audio data
comprising a spoken voice identifier; (b) determine a detected voice identifier from the
plurality of voice identifiers in the at least one database, the detected voice identifier
matching the spoken voice identifier; (c) determine a user from the plurality of users
based at least partially on the detected voice identifier; (d) in response to determining
the user of the plurality of users, communicate a notification to a device associated
with the user, the notification comprising transaction data associated with the
transaction; and (e) in response to receiving an authentication signal from the device
associated with the user, conduct a transaction using an account identifier associated
with the user.

[0026] Clause 11: The computer program product of clause 10, wherein the audio
data further comprises a spoken account identifier, wherein the detected voice
identifier is associated with a plurality of account identifiers for the user, and wherein
the program instructions, when executed by the at least one processor, further cause
the at least one computer to determine the account identifier used to conduct the
transaction from the plurality of account identifiers for the user based at least partially
on the spoken account identifier.

[0027] Clause 12: The computer program product of any of clauses 10-11, wherein
the detected voice identifier is associated with a plurality of account identifiers for the
user, and wherein the program instructions, when executed by the at least one

processor, further cause the at least one computer to determine the account identifier
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used to conduct the transaction from the plurality of account identifiers based on user
input received from the device associated with the user.

[0028] Clause 13: The computer program product of any of clauses 10-12, wherein
determining the detected voice identifier comprises comparing at least a portion of the
audio data to the plurality of voice identifiers or data derived from the plurality of voice
identifiers.

[0029] Clause 14: The computer program product of any of clauses 10-13, wherein
the notification prompts the user, through the device, to provide a biometric input.
[0030] Clause 15: The computer program product of any of clauses 10-14, wherein
the authentication signal is generated by the device associated with the user in
response to authenticating the biometric input.

[0031] Clause 16: The computer program product of any of clauses 10-15, wherein
the audio data is received by a merchant point-of-sale system comprising a
microphone, and wherein the detected voice identifier is determined by a server
remote from the merchant point-of-sale system.

[0032] Clause 17: The computer program product of any of clauses 10-16, wherein
the audio data is received by the device associated with the user, the device
comprising a microphone.

[0033] Clause 18: The computer program product of any of clauses 10-17, wherein
the at least one non-transitory computer readable medium comprises a first medium
and a second medium, wherein the first medium includes program instructions which,
when executed by at least one processor of a merchant system, cause the merchant
system to perform at least step (a), and wherein the second medium includes program
instructions which, when executed by at least one processor of at least one remote
server, cause the at least one remote server to perform at least steps (b)-(e).

[0034] Clause 19: A system for authenticating a transaction comprising: at least
one data storage device comprising at least one database, the at least one database
comprising a plurality of voice identifiers associated with a plurality of users, each voice
identifier of the plurality of voice identifiers corresponding to a user having at least one
account identifier; and at least one server computer comprising at least one processor
programmed or configured to: receive audio data comprising a spoken voice identifier;
determine a detected voice identifier from the plurality of voice identifiers in the at least
one database, the detected voice identifier matching the spoken voice identifier;

determine a user from the plurality of users based at least partially on the detected
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voice identifier; in response to determining the user of the plurality of users,
communicate a notification to a device associated with the user, the notification
comprising transaction data associated with the transaction; and in response to
receiving an authentication signal from the device associated with the user, conduct a
transaction using an account identifier associated with the user.

[0035] Clause 20: The system of clause 19, wherein the audio data further
comprises a spoken account identifier, wherein the detected voice identifier is
associated with a plurality of account identifiers for the user, and wherein the at least
one server computer is further programmed or configured to determine the account
identifier used to conduct the transaction from the plurality of account identifiers for the
user based at least partially on the spoken account identifier.

[0036] These and other features and characteristics of the present invention, as
well as the methods of operation and functions of the related elements of structures
and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference to the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
It is to be expressly understood, however, that the drawings are for the purpose of
illustration and description only and are not intended as a definition of the limits of the

invention. As used in the specification and the claims, the singular form of “a,” “an,
and “the” include plural referents unless the context clearly dictates otherwise.
BRIEF DESCRIPTION OF THE DRAWINGS

[0037] Additional advantages and details of the invention are explained in greater

detail below with reference to the exemplary embodiments that are illustrated in the
accompanying schematic figures, in which:

[0038] FIG. 1 is a schematic diagram of a system for authenticating a transaction
using a voice identifier according to a non-limiting embodiment;

[0039] FIG. 2is a schematic diagram of a system for authenticating a transaction
using a voice identifier according to another non-limiting embodiment;

[0040] FIG. 3is a sequence diagram of a method for authenticating a transaction
according to a non-limiting embodiment;

[0041] FIG. 4is a sequence diagram of a method for provisioning a token according

to a non-limiting embodiment; and
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[0042] FIG. 5 is a flow diagram of a method for authenticating a transaction
according to a non-limiting embodiment.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0043] For purposes of the description hereinafter, the terms “end,” “upper,”

“lower,” “right,” “left,” “vertical,” “horizontal,” “top,” “bottom,” “lateral,” “longitudinal,” and
derivatives thereof shall relate to the invention as it is oriented in the drawing figures.
However, it is to be understood that the invention may assume various alternative
variations and step sequences, except where expressly specified to the contrary. It is
also to be understood that the specific devices and processes illustrated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the invention. Hence, specific dimensions and other
physical characteristics related to the embodiments or aspects disclosed herein are
not to be considered as limiting.

[0044] As used herein, the terms “communication” and “communicate” refer to the
receipt or transfer of one or more signals, messages, commands, or other type of data.
For one unit (e.g., any device, system, or component thereof) to be in communication
with another unit means that the one unit is able to directly or indirectly receive data
from and/or transmit data to the other unit. This may refer to a direct or indirect
connection that is wired and/or wireless in nature. Additionally, two units may be in
communication with each other even though the data transmitted may be modified,
processed, relayed, and/or routed between the first and second unit. For example, a
first unit may be in communication with a second unit even though the first unit
passively receives data and does not actively transmit data to the second unit. As
another example, a first unit may be in communication with a second unit if an
intermediary unit processes data from one unit and transmits processed data to the
second unit. It will be appreciated that numerous other arrangements are possible.
[0045] Non-limiting embodiments of the present invention are directed to a system,
method, and apparatus for authenticating a transaction that allows for improved
security and convenience. In non-limiting embodiments, users may conduct
transactions with a merchant without using a physical payment card or other portable
financial device by using a spoken voice identifier that corresponds to that user. The
user may be associated with one or more accounts, and a spoken account identifier
may be used to identify a particular account of a plurality of accounts for that user.

Upon identifying the user and/or an account identifier corresponding to the user, the
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system prompts the user for verification before completing the transaction. The user
may be prompted for verification through a separate communication channel, such as
through a mobile device associated with the user. Non-limiting embodiments include
an enhanced merchant point of sale (POS) system that allows for receipt of a spoken
voice identifier by inclusion of a microphone. Further, non-limiting embodiments
provide a technologically improved architecture by safeguarding account information
and other sensitive data.

[0046] As used herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
transaction service provider and an issuer institution. The terms “transaction service
provider” and “transaction service provider system” may also refer to one or more
computer systems operated by or on behalf of a transaction service provider, such as
a transaction processing server executing one or more software applications. A
transaction processing server may include one or more processors and, in some non-
limiting embodiments, may be operated by or on behalf of a transaction service
provider.

[0047] Asused herein, the term “issuer institution” may refer to one or more entities,
such as a bank, that provide accounts to customers for conducting payment
transactions, such as initiating credit and/or debit payments. For example, an issuer
institution may provide an account identifier, such as a personal account number
(PAN), to a customer that uniquely identifies one or more accounts associated with
that customer. The account identifier may be embodied on a physical financial
instrument, such as a payment card, and/or may be electronic and used for electronic

payments. The terms “issuer institution,” “issuer bank,” and “issuer system” may also
refer to one or more computer systems operated by or on behalf of an issuer institution,
such as a server computer executing one or more software applications. For example,
an issuer system may include one or more authorization servers for authorizing a
payment transaction.

[0048] As used herein, the term “acquirer institution” may refer to an entity licensed
by the transaction service provider and approved by the transaction service provider
to originate transactions using a portable financial device of the transaction service
provider. The transactions may include original credit transactions (OCTs) and

account funding transactions (AFTs). The acquirer institution may be authorized by
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the transaction service provider to originate transactions using a portable financial
device of the transaction service provider. The acquirer institution may contract with
a payment gateway to enable the facilitators to sponsor merchants. An acquirer
institution may be a financial institution, such as a bank. The terms “acquirer

institution,” “acquirer bank,” and “acquirer system” may also refer to one or more
computer systems operated by or on behalf of an acquirer institution, such as a server
computer executing one or more software applications.

[0049] As used herein, the term “account identifier” may include one or more PANs,
tokens, or other identifiers associated with a customer account. The term “token” may
refer to an identifier that is used as a substitute or replacement identifier for an original
account identifier, such as a PAN. Account identifiers may be alphanumeric or any
combination of characters and/or symbols. Tokens may be associated with a PAN or
other original account identifier in one or more databases such that they can be used
to conduct a transaction without directly using the original account identifier. In some
examples, an original account identifier, such as a PAN, may be associated with a
plurality of tokens for different individuals or purposes. An issuer institution may be
associated with a bank identification number (BIN) or other unique identifier that
uniquely identifies it among other issuer institutions.

[0050] As used herein, the term “merchant” may refer to an individual or entity that
provides goods and/or services, or access to goods and/or services, to customers
based on a transaction, such as a payment transaction. The term “merchant” or
“merchant system” may also refer to one or more computer systems operated by or
on behalf of a merchant, such as a server computer executing one or more software
applications. A “point-of-sale (POS) system,” as used herein, may refer to one or more
computers and/or peripheral devices used by a merchant to engage in payment
transactions with customers, including one or more card readers, near-field
communication (NFC) receivers, RFID receivers, and/or other contactless
transceivers or receivers, contact-based receivers, payment terminals, computers,
servers, input devices, and/or other like devices that can be used to initiate a payment
transaction.

[0051] As used herein, the term “mobile device” may refer to one or more portable
electronic devices configured to communicate with one or more networks. As an
example, a mobile device may include a cellular phone (e.g., a smartphone or standard

cellular phone), a portable computer (e.g., a tablet computer, a laptop computer, etc.),
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a wearable device (e.g., a watch, pair of glasses, lens, clothing, and/or the like), a
personal digital assistant (PDA), and/or other like devices. The term “client device,”
as used herein, refers to any electronic device that is configured to communicate with
one or more servers or remote devices and/or systems. A client device may include
a mobile device, a network-enabled appliance {(e.g., a network-enabled television,
refrigerator, thermostat, and/or the like), a computer, a POS system, and/or any other
device or system capable of communicating with a network.

[0052] As used herein, the terms “electronic wallet” and “electronic wallet
application” refer to one or more electronic devices and/or software applications
configured to initiate and/or conduct payment transactions. For example, an electronic
wallet may include a mobile device executing an electronic wallet application, and may
further include server-side software and/or databases for maintaining and providing
transaction data to the mobile device. An “electronic wallet provider” may include an
entity that provides and/or maintains an electronic wallet for a customer, such as
Google Wallet™, Android Pay™, Apple Pay®, Samsung Pay®, and/or other like
electronic payment systems. In some non-limiting examples, an issuer bank may be
an electronic wallet provider.

[0053] As used herein, the term “portable financial device” may refer to a payment
card (e.g., a credit or debit card), a gift card, a smartcard, smart media, a payroll card,
a healthcare card, a wrist band, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, a mobile device executing an electronic wallet application, a personal
digital assistant (PDA), a security card, an access card, a wireless terminal, and/or a
transponder, as examples. The portable financial device may include a volatile or a
non-volatile memory to store information, such as an account identifier or a name of
the account holder.

[0054] As used herein, the term “biometric input” may refer to any type of biometric
provided by a user such as, but not limited to, one or more of the following: a
fingerprint, a retinal image, an iris image, a facial image, a hand geometry image, a
verbal statement or response, a physiologic indicator, a DNA sample, a signature,
and/or the like. The term “biometric input device,” as used herein, may refer to one or
more devices and/or systems for receiving and/or providing a biometric input. As an

example, a biometric input device may include one or more of the following: a
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fingerprint scanner, a retina and/or iris scanner, a camera, a microphone, a sensor, a
touchscreen, and/or the like.

[0055] As used herein, the term "server" may refer to or include one or more
processors or computers, storage devices, or similar computer arrangements that are
operated by or facilitate communication and processing for multiple parties in a
network environment, such as the internet, although it will be appreciated that
communication may be facilitated over one or more public or private network
environments and that various other arrangements are possible. Further, multiple
computers, e.g., servers, or other computerized devices, e.g., point-of-sale devices,
directly or indirectly communicating in the network environment may constitute a
"system," such as a merchant's point-of-sale system. Reference to “a server” or “a
processor,” as used herein, may refer to a previously-recited server and/or processor
that is recited as performing a previous step or function, a different server and/or
processor, and/or a combination of servers and/or processors. For example, as used
in the specification and the claims, a first server and/or a first processor that is recited
as performing a first step or function may refer to the same or different server and/or
a processor recited as performing a second step or function.

[0056] Referring now to FIG. 1, a system 1000 for authenticating a transaction
based on a voice identifier is shown according to a non-limiting embodiment. A user
100 possesses a mobile device 102 and seeks to conduct a transaction with a
merchant system 106. The merchant system 106 is in communication with a
microphone 104 and a transaction processing server 110. In the system 1000 shown
in FIG. 1, the merchant system 106 is in communication with the transaction
processing server 110 via an acquirer system 108. The transaction processing server
110 is also in communication with an issuer system 112 and an authentication
database 114. It will be appreciated that various other arrangements are possible.
For example, the merchant system 106 may communicate directly with the transaction
processing server 110. As another example, the merchant system 106 may
communicate with the transaction processing server 110 via a payment gateway or
other system.

[0057] With continued reference to FIG. 1, the mobile device 102 is in
communication with the transaction processing server 110 via a network environment
101. The mobile device 102 may include one or more software applications such as,

for example, an electronic wallet application. The network environment may include,
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for example, the Internet and/or a private network. Moreover, the merchant system
106, the acquirer system 108, the transaction processing server 110, and/or the issuer
system 112 may communicate via the network environment 101 or one or more other
networks. In non-limiting embodiments, the merchant system 106, acquirer system
108, transaction processing server 110, and issuer system 112 communicate via
secure, private networks.

[0058]  Still referring to FIG. 1, the microphone 104 may be local to the merchant
system 106. For example, the microphone may be integrated with and/or connected
to the merchant system 106. An improved merchant POS system may include the
microphone 104 and one or more software applications for processing input received
through the microphone 104. In examples in which the merchant POS system is a
mobile POS system, such as one that utilizes a multipurpose mobile device with a card
scanner, the microphone 104 may be built into the mobile device. In further non-
limiting embodiments, the microphone 104 may be external to the merchant system
106. For example, the microphone may be integrated with the mobile device 102 or
otherwise in communication with the mobile device 102. In such examples, the mobile
device 102 may communicate audio data received by the microphone 104 directly with
the merchant system 106 or, additionally or alternatively, may communicate the audio
data to an electronic wallet system (not shown in FIG. 1), the transaction processing
server 110, the issuer system 112, and/or any other system or device.

[0059] As used herein, the term “audio data” refers to any digital representation of
audio or data that is derived from such digital representation of audio including, for
example, waveforms, digital files, hash values, and/or the like. For example, audio
data may include raw audio data output by a microphone and/or audio data processed
according to one or more algorithms or otherwise derived from raw audio data.
Examples of processed audio data include a waveform pattern, plaintext derived with
a natural language processing algorithm, a compressed audio file, and/or the like. The
term “audio data” may also refer to a spoken voice identifier or spoken account
identifier represented by audio data. The terms “spoken voice identifier” and “spoken
account identifier,” as used herein, refer to one or more words, phrases, numbers,
and/or utterances that can be represented with audio data. A “spoken voice identifier”
is a word, phrase, number, and/or utterance that uniquely identifiers a user. A “spoken
account identifier” is a word, phrase, number, and/or utterance that uniquely identifies

an account corresponding to a user.
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[0060] With continued reference to FIG. 1, the authentication database 114 may
include one or more data structures storing authentication data and/or account data
for the user 100 and a plurality of other users. The term “authentication data,” as used
herein, refers to any data that may be used to authenticate a user or device and may
include, for example, identifiers that uniquely identify users and/or devices, audio data
associated with each user and/or device, user credentials such as passwords, PINs,
biometrics, and/or the like. The term “account data,” as used herein, refers to any data
concerning one or more accounts for one or more users. Account data may include,
for example, one or more account identifiers, user identifiers, transaction histories,
balances, credit limits, issuer institution identifiers, and/or the like. Account data may
be stored in the authentication database 114 and/or in a separate account database.
In some non-limiting examples, the authentication database 114 may be a subset of
data within a larger account database. Various other arrangements are possible.
[0061]  Sitill referring to FIG. 1, a user 100 speaks a spoken voice identifier that is
received by the microphone 104 as audio data representing the spoken voice identifier
or at least a portion thereof, which communicates the audio data to the merchant
system 106. The audio data may then be communicated from the merchant system
106 to the transaction processing server 110, where it is processed and analyzed. It
will be appreciated, however, that the audio data may be received and/or analyzed by
the mobile device 102, merchant system 106, issuer system 112, or any other
computing device. A user 100, in some examples, may also speak a spoken account
identifier that is received by the microphone 104 as audio data, and the microphone
104 communicates that audio data to the merchant system 106 or other computing
device for analysis. The spoken account identifier may be a portion of the spoken
voice identifier, may be a specific spoken voice identifier of a plurality of spoken voice
identifiers for the user 100, or may be a separate word, phrase, or number that is
separate from the spoken voice identifier. Further, it will be appreciated that the
spoken voice identifier may be a spoken account identifier such that the spoken
account identifier is used to identify the user 100 by first identifying an account
corresponding to the user 100.

[0062] The audio data representing the spoken voice identifier may be analyzed in
any number of ways to match the spoken voice identifier to a stored voice identifier in
the authentication database 114. The stored voice identifier may be a spoken voice

identifier that was previously received from the user 100 during a registration process.
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The stored voice identifier may be represented by any type of audio data such that it
can be compared to a received spoken voice identifier, or audio data derived from a
received spoken voice identifier, to determine if it matches. As an example, the audio
data representing the spoken voice identifier may be analyzed by processing the audio
data with a natural language processing algorithm to determine the words and/or
syllables being spoken. In such an example, the stored voice identifier may be in the
form of one or more words (such as a name) that can be compared to the words and/or
syllables determined from the spoken voice identifier. As another example, the audio
data representing the spoken voice identifier may be analyzed by processing the audio
data to generate a pattern that may be compared to other patterns in the authentication
database 114. A pattern may be generated based on the waveforms of the audio
data representing the spoken voice identifier, including but not limited to frequencies
and/or amplitudes of such waveforms. In other non-limiting examples, at least a
portion of the audio data representing the spoken voice identifier may be processed
to generate a unique signature. A unique sighature may be generated, for example,
by processing audio data with a hash algorithm. It will be appreciated that other
variations are possible.

[0063] In some non-limiting embodiments, analyzing the audio data representing
the spoken voice identifier may include authenticating the user 100 based on one or
more speech recognition techniques. For example, one or more patterns or signatures
may be generated based on the cadence, tempo, pitch, frequency, amplitude, and/or
other properties of the audio data that can be used by one or more speech recognition
algorithms to determine if the user 100 is authentic.

[0064] In non-limiting embodiments in which audio data representing a spoken
account identifier is also received by the microphone 104, the audio data may be
analyzed in any number of ways to match the spoken account identifier to an account
identifier, or data derived from an account identifier, stored in the authentication
database 114. The audio data representing the spoken account identifier may be
processed in a way similar to the audio data representing the spoken voice identifier
described above to match the spoken account identifier to an account identifier, or
data derived from the spoken account identifier, stored in the authentication database
114 or a separate account database. Inthis manner, the transaction processing server
110 or some other computing device may identify the user 100 and a specific account

of that user 100 by analyzing the audio data representing the spoken voice identifier
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and/or spoken account identifier received by the microphone 104. It will be
appreciated that a spoken account identifier may also be used to authenticate the user
100 through one or more speech recognition algorithms.

[0065]  Still referring to FIG. 1, in non-limiting embodiments, after the transaction
processing server 110 or some other computing device determines the identity of the
user 100 and/or the identity of a specific account of the user 100, the transaction
processing server 110 may communicate a verification message to the mobile device
102 via the network environment 101. To communicate the verification message, the
transaction processing server 110 may query the authentication database 114 or some
other database for a network address or other identifier associated with the user 100
to enable delivery of the verification message. In non-limiting embodiments, the
verification message may cause the mobile device 102 to prompt the user for
verification of the transaction. The prompt may be displayed via a push notification,
through an electronic wallet application, by text message, by email, by an automated
phone call, and/or in any other like manner. The verification message may include
transaction data, such as a transaction value, merchant identifier, account identifier to
be used in the transaction, and/or the like. The mobile device 102, in response to
receiving a verification from the user 100, may transmit a response message to the
transaction processing server 110 to complete the transaction. The mobile device 102
and/or transaction processing server 110 may communicate a message to the
merchant system 106 to confirm the verification.

[0066] In non-limiting embodiments, the verification message may cause the
mobile device 102 to prompt the user for an additional input, such as a biometric input,
to verify the user’s 100 identity. For example, the user 100 may be prompted by the
mobile device 102 to provide a fingerprint via a fingerprint reader integrated into the
mobile device 102. The biometric input may then be used to verify the user’'s 100
identity before completing the transaction. It will be appreciated that, in addition or
alternative to a biometric input, a user 100 may be prompted to input credentials, such
as a user name, password, and/or PIN, to verify the transaction. In some non-limiting
embodiments, the user 100 may respond to the verification message through a second
mobile device, such as a wearable device. For example, the user 100 may be
authenticated based on a biometric input provided to a second mobile device, such as
but not limited to smart glasses that perform a retina and/or iris scan, a smart watch

that measures a heart rate or other physiologic signals, and/or the like. In such
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examples, the mobile device 102 may be in communication with the second mobile
device such that, after the mobile device 102 receives the verification message, the
mobile device 102 causes the second mobile device to prompt the user to provide a
biometric input. The mobile device 102 may communicate with the second mobile
device via Bluetooth®, as an example. In other examples, the user 100 may provide
a biometric input to the second mobile device without being prompted by the second
mobile device. In some examples, the second mobile device may receive a verification
message directly from the transaction processing server 110 or some other computing
device. Moreover, the user 100 may additionally or alternatively be prompted through
the merchant system 106 to provide an additional input to the merchant system 106,
such as inputting a PIN into a keypad or placing a fingerprint on a fingerprint reader in
communication with the merchant system 106. It will be appreciated that various
arrangements are possible.

[0067] In non-limiting embodiments in which a spoken account identifier is not
received and the user 100 is associated with a plurality of accounts, the verification
message may also prompt the user 100 through the mobile device 102 to select an
account from the plurality of accounts for the transaction. As an example, a user 100
may be prompted with a list of payment cards or account identifiers to choose from.
The response message communicated from the mobile device 102 to convey the
user’s 100 verification of the transaction may additionally include an account identifier,
such as a token, to identify the account to use.

[0068] Referring now to FIG. 2, a system 1002 for authenticating a transaction
based on a voice identifier is shown according to a non-limiting embodiment. In the
example shown in FIG. 2, the issuer system 112 hosts the authentication database
114 and is in communication with the mobile device 102. In such an example, the
issuer system 112 may analyze the audio data representing the spoken voice identifier
and/or spoken account identifier received by the microphone 104. The issuer system
112 may also communicate a verification message to the mobile device 102 as
described above. FIG. 2 also shows an arrangement in which the merchant system
106 is in communication with the transaction processing server 110 without passing
through the acquirer system 108. As explained above, the merchant system 106 may
also be in communication with the transaction processing server 110 via a payment

gateway. Various other arrangements are possible.
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[0069] In non-limiting embodiments, and with reference to FIGS. 1 and 2, an
electronic wallet server (not shown) may host the authentication database 114,
analyze the audio data representing the spoken voice identifier and/or spoken account
identifier, and/or communicate a verification message to the mobile device 102 in
addition to or instead of the transaction processing server 110 or the issuer system
112. The electronic wallet server may also be, in some non-limiting embodiments,
part of the issuer system 112 and/or the transaction processing server 110. In such
examples, the mobile device 102 may include an electronic wallet application that
communicates with the electronic wallet server via the network environment 101. The
electronic wallet application may also prompt the user 100 for verification through the
mobile device 102.

[0070] With continued reference to FIGS. 1 and 2, in non-limiting embodiments a
user 100 may register one or more spoken voice identifiers and/or spoken account
identifiers with the authentication database 114 through a mobile application on the
mobile device 102, through a website or application of the transaction processing
server 110, issuer system 112, and/or electronic wallet server, at a physical location
(e.g., a bank, a kiosk, etc.), over a telephone call {(e.g., using an Interactive Voice
Response (IVR) system), and/or in any other like manner. The registration process
may include a series of prompts for the user 100 to input information, such as typing
account information, speaking into a microphone, providing biometric inputs, and/or
the like. The registration process may be self-guided or, in other examples, may be
directed by an individual at a physical location or over a telephone call or online
communication.

[0071] In non-limiting embodiments, the transaction processing server 110 or
another computing device registers one or more voice identifiers and/or account
identifiers during tokenization of an account identifier. In such examples, a PAN or
other account identifier may be converted to a token for use in electronic payments.
The token is stored in an account database (and/or in the authentication database
114) such that it corresponds to a user 100 and a PAN or other account identifier for
that user 100. In this manner, the token is mapped to the PAN or other account
identifier when conducting a transaction using the token. One or more voice identifiers
and/or account identifiers may be associated with and correspond to the token in the
database. In examples in which one or more voice identifiers and/or account identifiers

are collected during a registration process for an account by an issuer system 112,
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and where the transaction processing server 110 hosts the authentication database
114, the issuer system 112 may communicate this data to the transaction processing
server 110 for storage in an account database and/or the authentication database 114.
[0072] In non-limiting embodiments, and referring to FIGS. 1 and 2, instead of the
user 100 providing a spoken voice identifier to a microphone 104 as part of conducting
a transaction, the user 100 may alternatively provide some other biometric input to a
biometric input device in communication with the merchant system 106, mobile device
102, and/or transaction processing server 110. For example, a user 100 may
approach the merchant system 106, which may be a merchant POS system having a
fingerprint reader, to initiate a transaction for goods or services. The user 100 places
his or her finger on the fingerprint reader which communicates this biometric input, or
data derived from the biometric input, to the merchant system 106 and/or transaction
processing server 110. The biometric input, or data derived therefrom, may then be
analyzed in any number of ways to match it to an account identifier, or data derived
from an account identifier, stored in the authentication database 114. The user may
then verify the transaction through the mobile device 102 as described herein. It will
be appreciated that other variations are possible.

[0073] Referring now to FIG. 3, a sequence diagram is shown for a method of
authenticating a transaction based on a voice identifier according to a non-limiting
embodiment. It will be appreciated that the sequence and steps shown in FIG. 3 are
for example only and that various other sequences and steps may be used. At a first
step s1, a user 100 provides audio data to the merchant system 106 via a microphone.
The audio data may include a spoken voice identifier and/or a spoken account
identifier. As described here, however, it will be appreciated that the audio data may
be received by any other computing device. At step s2, the merchant system 106
communicates the audio data, either as received or after being processed, to the
transaction processing server 110. This audio data may be packaged with or separate
from ftransaction data associated with an underlying transaction and may be
communicated through an acquirer system or payment gateway (not shown in FIG. 3).
[0074] With continued reference to FIG. 3, at step s3, the transaction processing
server queries a database, such as an authentication database and/or account
database, to identify the user 100 and/or a specific account of the user 100 based
upon the audio data. As explained herein, the audio data may be processed and

analyzed in various ways to match it to the user 100 and/or a specific account. At step

20



WO 2019/022698 PCT/US2017/043461

s4, the transaction processing server 110 may communicate with the issuer system
112 to obtain any necessary account data for the user 100 and/or to verify the
transaction with the issuer system 112. At step s5, the transaction processing server
110 generates and communicates a verification message to the mobile device 102 of
the user 100. The verification message may include transaction data and, at step s6,
causes the mobile device 102 to prompt the user 100 to verify the transaction. The
user 100 may then provide input to verify the transaction at step s7. In some
examples, the user 100 may provide one or more biometric inputs for authentication.
At step s8, in response to receiving verification from the user 100, the mobile device
102 communicates a response message received from the user 100 to the transaction
processing server 110. At step s9, the transaction processing server 110 settles the
transaction between the issuer system 112 and an acquirer system 108. At step s10,
the transaction processing server 110 communicates a transaction confirmation
message to the merchant system 106 so that the transaction can be finalized by the
merchant.

[0075] Referring now to FIG. 4, a sequence diagram is shown for a method of
provisioning a token and registering one or more spoken voice or account identifiers
according to a non-limiting embodiment. It will be appreciated that the sequence and
steps shown in FIG. 4 are for example only and that various other sequences and
steps may be used. At step s1, a mobile device 102 or software application executing
on the mobile device 102 or another computing device communicates a provision
request to an issuer system 112. At step s2, the issuer system 112 may determine if
one or more spoken voice or account identifiers were provided. At steps s3 and s4,
the issuer system 112 communicates the provision request to a token service 404 via
a gateway 402. The token service 404 may be hosted by a transaction service
provider and, in some examples, may be part of the transaction processing server 110.
At step s5, the token service 404 validates the provision request and, at step s6,
communicates a request to the transaction processing server 110 to create a token
and a limited use key (LUK) for making a payment. At step s7, the transaction
processing server 110 creates the token and LUK. At step s8, the transaction
processing server 110 communicates a notification message to the token service 404
to confirm that the token and LUK were created. The token service 404, at step s9,
then stores the token and LUK in a database such that these values correspond to the

audio data provided by the user 100. At steps s10, s11, and s12, an encrypted token
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is communicated to the mobile device 102 to be used for payments. As an example,
the encrypted token may be used by an electronic wallet application to initiate
transactions with merchants.

[0076] Referring now to FIG. 5, a flow diagram is shown for a method of
authenticating a transaction based on a voice identifier according to a non-limiting
embodiment. To initiate or as part of a transaction at a merchant, at step 502, audio
data representing a spoken voice identifier is received from a user. The spoken voice
identifier may be, for example, a name, number, phrase, account identifier, password,
and/or the like. At step 504, the audio data is analyzed to identify the user and/or a
specific account. For example, audio data representing the spoken voice identifier
may be compared to and matched with stored audio data. At step 506, it is determined
whether the user is authorized to conduct the transaction. Determining whether the
user is authorized may include authenticating the user based on a speech recognition
algorithm or receipt of a password. Determining whether the user is authorized may
also include determining whether the user has the credit and/or funds to proceed with
this transaction, determining whether the user has permission for conducting
transactions based on voice identifiers, and/or the like.

[0077] With continued reference to FIG. 5, if the user is not authorized for the
transaction at step 506, the method may end. If the user is authorized for the
transaction at step 506, the method proceeds to step 508 and a verification message
is generated and communicated to a mobile device associated with the user. The
verification message may cause the mobile device to prompt the user for input, such
as a verification of the transaction, a biometric input, a password, a PIN, and/or the
like. At step 510, it is determined whether the user verified the transaction. It may
also be determined at step 510 if the user is authorized for the transaction based on
authenticating the user, in addition or alternative to the authorization in step 506. If it
is determined that the user did not verify the transaction at step 510, the method may
end after a predetermined time interval elapses. The method may also end at step
510 if the user rejects the transaction or, in embodiments in which the user is
authenticated, the user is determined not to be authentic. If it is determined that the
user did verify the transaction at step 510 and/or if the user is authenticated, the
method may proceed to step 512 in which the transaction is completed.

[0078] Although the invention has been described in detail for the purpose of

illustration based on what is currently considered to be the most practical and preferred
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embodiments, it is to be understood that such detail is solely for that purpose and that
the invention is not limited to the disclosed embodiments, but, on the contrary, is
intended to cover modifications and equivalent arrangements that are within the spirit
and scope of the appended claims. For example, it is to be understood that the present
invention contemplates that, to the extent possible, one or more features of any

embodiment can be combined with one or more features of any other embodiment.
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THE INVENTION CLAIMED IS

1. A computer-implemented method for authenticating a transaction,
comprising:

associating, in at least one database, a plurality of voice identifiers with
a plurality of users, each voice identifier of the plurality of voice identifiers
corresponding to a user having at least one account identifier;

receiving, with at least one processor, audio data comprising a spoken
voice identifier;

determining, with at least one processor, a detected voice identifier from
the plurality of voice identifiers in the at least one database, the detected voice
identifier matching the spoken voice identifier;

determining, with at least one processor, a user from the plurality of
users based at least partially on the detected voice identifier;

in response to determining the user of the plurality of users,
communicating, with at least one processor, a notification to a device associated with
the user, the notification comprising transaction data associated with the transaction;
and

in response to receiving an authentication signal from the device
associated with the user, conducting a transaction using an account identifier

associated with the user.

2. The computer-implemented method of claim 1, wherein the audio
data further comprises a spoken account identifier, and wherein the detected voice
identifier is associated with a plurality of account identifiers for the user, the method
further comprising: determining, with at least one processor, the account identifier
used to conduct the transaction from the plurality of account identifiers for the user

based at least partially on the spoken account identifier.

3. The computer-implemented method of claim 1, wherein the
detected voice identifier is associated with a plurality of account identifiers for the user,
the method further comprising: determining, with at least one processor, the account
identifier used to conduct the transaction from the plurality of account identifiers based

on user input received from the device associated with the user.
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4, The computer-implemented method of claim 1, wherein
determining the detected voice identifier comprises comparing at least a portion of the
audio data to the plurality of voice identifiers or data derived from the plurality of voice

identifiers.

5. The computer-implemented method of claim 1, wherein the

notification prompts the user, through the device, to provide a biometric input.

6. The computer-implemented method of claim 5, wherein the
authentication signal is generated by the device associated with the user in response

to authenticating the biometric input.

7. The computer-implemented method of claim 1, wherein the audio
data is received by a merchant point-of-sale system comprising a microphone, and
wherein the detected voice identifier is determined by a server remote from the

merchant point-of-sale system.

8. The computer-implemented method of claim 1, wherein the audio
data is received by the device associated with the user, the device comprising a

microphone.

9. The computer-implemented method of claim 1, wherein the same
processor is used to determine the detected voice identifier, determine the user from

the plurality of users, and communicate the notification.

10. A computer program product for authenticating a transaction
using a plurality of voice identifiers associated with a plurality of users, each voice
identifier of the plurality of voice identifiers corresponding to a user having at least one
account identifier, comprising at least one non-transitory computer readable medium
including program instructions that, when executed by at least one processor of at
least one computer, cause the at least one computer to:

(@) receive audio data comprising a spoken voice identifier;
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(o) determine a detected voice identifier from the plurality of voice
identifiers in the at least one database, the detected voice identifier matching the
spoken voice identifier;

(c) determine a user from the plurality of users based at least partially
on the detected voice identifier;

(d) in response to determining the user of the plurality of users,
communicate a notification to a device associated with the user, the notification
comprising transaction data associated with the transaction; and

(e) in response to receiving an authentication signal from the device
associated with the user, conduct a transaction using an account identifier associated

with the user.

11.  The computer program product of claim 10, wherein the audio
data further comprises a spoken account identifier, wherein the detected voice
identifier is associated with a plurality of account identifiers for the user, and wherein
the program instructions, when executed by the at least one processor, further cause
the at least one computer to determine the account identifier used to conduct the
transaction from the plurality of account identifiers for the user based at least partially

on the spoken account identifier.

12.  The computer program product of claim 10, wherein the detected
voice identifier is associated with a plurality of account identifiers for the user, and
wherein the program instructions, when executed by the at least one processor, further
cause the at least one computer to determine the account identifier used to conduct
the transaction from the plurality of account identifiers based on user input received

from the device associated with the user.
13.  The computer program product of claim 10, wherein determining
the detected voice identifier comprises comparing at least a portion of the audio data

to the plurality of voice identifiers or data derived from the plurality of voice identifiers.

14. The computer program product of claim 10, wherein the

notification prompts the user, through the device, to provide a biometric input.

26



WO 2019/022698 PCT/US2017/043461

15. The computer program product of claim 14, wherein the
authentication signal is generated by the device associated with the user in response

to authenticating the biometric input.

16.  The computer program product of claim 10, wherein the audio
data is received by a merchant point-of-sale system comprising a microphone, and
wherein the detected voice identifier is determined by a server remote from the

merchant point-of-sale system.

17.  The computer program product of claim 10, wherein the audio
data is received by the device associated with the user, the device comprising a

microphone.

18.  The computer program product of claim 10, wherein the at least
one non-transitory computer readable medium comprises a first medium and a second
medium, wherein the first medium includes program instructions which, when
executed by at least one processor of a merchant system, cause the merchant system
to perform at least step (a), and wherein the second medium includes program
instructions which, when executed by at least one processor of at least one remote

server, cause the at least one remote server to perform at least steps (b)-(e).

19. A system for authenticating a transaction comprising:
at least one data storage device comprising at least one database, the
at least one database comprising a plurality of voice identifiers associated with a
plurality of users, each voice identifier of the plurality of voice identifiers corresponding
to a user having at least one account identifier; and
at least one server computer comprising at least one processor
programmed or configured to:
receive audio data comprising a spoken voice identifier;
determine a detected voice identifier from the plurality of voice
identifiers in the at least one database, the detected voice identifier matching the
spoken voice identifier;
determine a user from the plurality of users based at least partially

on the detected voice identifier;
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in response to determining the user of the plurality of users,
communicate a notification to a device associated with the user, the notification
comprising transaction data associated with the transaction; and

in response to receiving an authentication signal from the device
associated with the user, conduct a transaction using an account identifier associated

with the user.

20.  The system of claim 19, wherein the audio data further comprises
a spoken account identifier, wherein the detected voice identifier is associated with a
plurality of account identifiers for the user, and wherein the at least one server
computer is further programmed or configured to determine the account identifier used
to conduct the transaction from the plurality of account identifiers for the user based

at least partially on the spoken account identifier.
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