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(57) ABSTRACT 

A system for managing the device operation rules that 
govern a device's operation, includes a profiling server 
configured to receive data from one or more data sources and 
a processor to aggregate and analyze the received data to 
dynamically generate profiles for distribution to a plurality 
of devices. The devices, which are in communication with 
the profiling server, being responsive to profiles generated 
by the profiling server to create, update, or modify the said 
operation rules and communicate with the profiling server 
the performance of the said profiles, the said rules, and/or the 
said device. The system allows the device operation rules to 
be dynamically updated in accordance with changing net 
work conditions, and also can provide analytics information 
to third parties. 
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SYSTEM FOR REGULATING WIRELESS 
DEVICE OPERATIONS IN WIRELESS 

NETWORKS 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of application 
Ser. No. 14/348,208 filed on Mar. 28, 2014 and is related to 
U.S. provisional application No. 61/541,625, filed Sep. 30. 
2011, and US provisional application no. 61/652,314 filed 
May 28, 2012, the contents of which are herein incorporated 
by reference. 

FIELD OF THE INVENTION 

0002 This embodiment relates generally to the field of 
policy control in automated systems, and in particular to an 
advanced policy control plane for managing the activities 
and functional operations of policy driven devices, and more 
particularly to a system for regulating wireless device opera 
tions in wireless networks. 

BACKGROUND OF THE INVENTION 

0003 Wireless service providers are experiencing an 
exponential growth in wireless data usage. This has left 
wireless service providers with the sizable task of coping 
with unprecedented levels of infrastructure strain while 
simultaneously facing an ever-increasing gap between data 
usage and generated revenue. This ongoing congestion con 
cern has been exacerbated by the growing use of devices 
(such as Smartphones, data heavy applications, and USB 
dongles), which ultimately impact customer quality of Ser 
vice. As a result, service providers are now turning to new 
and innovative solutions for maintaining client service qual 
ity while minimizing incurred costs. 
0004 One such wireless service provider solution 
involves bypassing congested and expensive cellular net 
works by connecting to and streaming data over the growing 
number of non-cellular access points, such as WiMAX and 
WLAN. This process of transferring cellular network con 
nections and data flows to other networks to reduce con 
gestion is known as data offload. Ultimately, this requires a 
connection manager on a device, governed by offloading 
policy, to facilitate the transfer of data traffic and network 
connections between cellular and non-cellular networks. 
0005. Many data offload and policy enforcement pro 
cesses rely heavily on knowing the device's location. It is 
one of the most common measures for determining whether 
or not a particular policy should be enforced. However, 
existing methods for determining device location have some 
inherent issues. GPS radios used in devices drain batteries 
quickly and GPS locations are often inaccurate, especially in 
dense urban areas. Finding device location based on a 
triangulation process with nearby cellular towers or Wi-Fi 
access point signals are likewise often inaccurate. 
0006 Inaccuracies in device location are problematic for 
data offloading Solutions that attempt to make very precise 
decisions about when and how wireless devices should 
transition over to Wi-Fi networks. Hence, this embodiment 
proposes a novel method of servicing this need without 
needing to geographically locate the wireless device. 
Instead, the embodiment describes data offloading processes 
that leverages a notion of location relative to the wireless 
environment. 
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0007. In general, the term connection management is 
used to denote the decision process undertaken within each 
wireless device to determine which of the available physical 
wireless networks or network access points it will connect to 
for its network services at any given point in time, as well 
as the Subsequent connection enforcement processes. Cur 
rently, connection management is performed either 

0008 direct user control. 
0009 connection decisions enacted by a user installed 
connection management application acting under the 
direction of user instantiated connection policies. 

0.010 in conjunction with a network-level offload con 
troller that downloads (or pushes) connection policies 
to the wireless devices installed connection manage 
ment application. Offload controllers are usually situ 
ated within a service provider's core network and 
govern the timing, content, and delivery of wireless 
service provider policies. For example to mitigate 
network overload events or manage other network 
quality of service issues, i.e., as when 3G/4G carriers 
offload subscribers to available IEEE 802.1 ix access 
points to manage network loads within the 3G/4G 
network. 

0011 A policy is a set of rules or a course/principle of 
action to guide or govern decisions, functionality, or opera 
tion of a device. 
0012 Systems designed to manage the network connec 
tions of wireless devices operate based on connection poli 
cies. These outline the actions to be taken when certain 
conditions are met. Many of these systems make use of a 
policy type that sets a prioritized list of networks for 
connections. This lets service providers ensure that their 
access points are always preferred by their clients. It also 
allows them to set preferred roaming partners. For wireless 
devices users, it provides a mechanism for prioritizing the 
use of known home or work access points. 
0013 As an example, a network prioritization policy may 

list the following: 
0.014) 1. User's self defined access points. 
0.015 2. Home service provider's owned access points. 
0016 3. 1st preferred roaming partner 
0.017. 4. 2nd preferred roaming partner 

0018 Offloading policy must be appropriately enforced 
by connection managers to ensure that data offload does not 
interrupt the device's user experience, and that their 
expected quality of service is provided on the new access 
network. State-of-the-art in offloading presupposes rela 
tively static policies that are structured to manage issues 
within the context of a specific communications network, 
where the access points to which wireless devices connect to 
comprise one aspect of this network. 
0019. The current state-of-the-art does not comprise the 
development of advanced offloading profiles based on: 

0020 a composite of information collected from a 
multiplicity of networks and network access points. 

0021 a composite of information available from 3rd 
party sources (i.e., non-network and non-wireless 
device based information Sourced). 

0022 a composite of information available from a 
multiplicity of wireless devices, whether or not they are 
receiving wireless network services. 

0023 the use of these information sources to assess, 
guide, or otherwise inform the creation, modification, 
or restructuring of offload decision polices. 
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0024. To date, offload controllers have been limited in 
Scope and have not fully leveraged the improvements to 
policy enforcement processes that are achievable through 
the dynamic analysis of operations data from all related 
devices and systems. The enhancement of policy enforce 
ment through data aggregation and analysis is a core area of 
focus of the embodiment. Specifically, the area of intercon 
nected wireless networks, has been under-explored due to 
the technical complexity and required advanced understand 
ing of how inter-device and server/cloud collaboration can 
be leveraged to achieve measurable offload controller 
improvements through an analytic feedback loop. This feed 
back loop could be used, for example, to aggregate offload 
controller data that may then be processed and returned to 
the offload controller in the form of profiles, which are 
useful in Subsequent policy enforcement decisions. It is clear 
that offload controllers have not begun to realize their full 
potential. 
0025 Most prior art depicts offload controllers having 
client-side implementations with no server collaboration, 
inter-device data exchange, or interaction with a policy 
managing interface, such as a policy-managing server. Some 
offload controllers use advanced processes and methods to 
determine how and when policies are best enforced, but 
these policies do not change dynamically with network, 
device, or user conditions. 
0026. For endpoint wireless devices making a connection 
to a network, the notion of monitoring, collecting and 
reporting connection data and/or attributes for use in ana 
lyzing user behavior and device connectivity efficiencies 
may be considered. However, the data collected is not used 
to modify, inform, or generate offload controller policy. 
0027 Prior art/publications generally view profiles as 
being ostensibly static client-based descriptions set by users, 
service providers or OEMs. Some prior art discusses 
dynamic profile generation; however these publications 
have failed to explore how dynamic profiles may be gener 
ated in Such a way that they may add value to the algorithmic 
processes being performed by offload controllers and policy 
managers. Instead they simply describe collecting data. 
There is no discussion of then distributing the resulting 
analytics to provide system improvements to the data col 
lection source entities. 

0028 ANDSF, HotSpot 2.0, GAS, ANOP, IEEE 802.11u, 
IEEE 802.11 V, pre-loaded Connection Managers and sys 
tems without direct connection manager to policy server 
communication all Support policies for setting a prioritized 
list of networks or access points to connect to. However to 
date prioritization policies are almost exclusively being used 
to select a prioritized list of access networks. Most com 
monly, connection managers are also only provided with one 
or two prioritization levels. One is reserved for the wireless 
device users owned or trusted access points. The other is for 
the set of access points owned by the wireless devices 
wireless service provider. If neither of those options is 
available, the connection manager must rely on direct user 
input to select appropriate network connections. Despite 
this, standards like ANDSF and IEEE 802.11v currently 
support over 250 unique priority levels of access networks 
or access points that can be enforced through connection 
policy. 
0029. In systems where the policy server communicates 
directly with access points instead of connection managers, 
network prioritization policies are used to restrict access to 
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certain access points in order to force a device onto other 
access points within the same network. This is largely done 
for load balancing purposes within a single network. Net 
work prioritization policies in this area are not being used to 
improve data offloading processes, where data offload gen 
erally refers to having wireless devices switch between 
GSM and small cell networks to alleviate congestion events. 
0030 Service providers currently rely on network ana 
lytics for everything from engineering operations planning 
to designing targeted marketing campaigns. It is important to 
note that current network analytics mainly rely on network 
side measures for analysis; they do not capture information 
from the wireless device itself, and hence they produce 
network-side measures. These network-side measures are 
not always reflective of what is actually being experienced 
by the device. For this reason, performance readings mea 
sured directly on the device are more reflective of what the 
user is actually experiencing than readings taken anywhere 
else. Many issues give rise to the differences between 
network-side and device-side readings, one of which is 
wireless signal interference. It is also important to note that 
current network analytics are not designed specifically for 
the needs of offloading solutions or the users of offloading 
Solutions. 
0031 Existing offload solution control interfaces for ser 
Vice providers, or dashboards, are quite basic. They allow 
the service provider to select the policies they would like to 
push to devices when certain location and network conges 
tion conditions are met. They do not possess any network 
assessment, policy/offloading solution assessment, or 
informed policy design functions. Hence, these Dashboard 
interfaces are not overly functional or advanced. 
0032. Cellular wireless communication networks 
include, but are not limited to. Such protocols as: Code 
Division Multiple Access (CDMA) cellular radiotelephone 
communication systems, Global System for Mobile Com 
munications (GSM) cellular radiotelephone systems, North 
American Digital Cellular (NADC) cellular radiotelephone 
systems, Time Division Multiple Access (TDMA) systems, 
Extended-TDMA (E-TDMA) cellular radiotelephone sys 
tems, third generation (3G) systems like Wide-band CDMA 
(WCDMA), and CDMA-2000. 
0033. In addition, wireless communication devices may 
also include multiple transceivers that use different commu 
nication protocols. Furthermore, the transceiver may use 
other protocols such as: wireless local area network 
(WLAN), wide area network (WAN), or local area network 
(LAN) protocols such as the Industrial Electrical and Elec 
tronics Engineers (IEEE) 802.11, 802.16 and 802.18 stan 
dards, Bluetooth and infrared. 
0034. The scope of the present embodiment is not limited 
by the types, the number of, or the frequency of the 
communication protocols that may be used on a wireless 
communication device. 
0035. It will be understood that the embodiment is also 
applicable to other types of policy-driven devices or 
machine-to-machine systems. 

SUMMARY OF THE INVENTION 

0036. According to the present invention there is pro 
vided a system for regulating wireless device operation in 
wireless networks, comprising: one or more profiling servers 
configured to receive data from one more data sources and 
comprising one or more processors configured to aggregate 



US 2016/0353314 A1 

and analyze the received data to dynamically generate 
profiles for distribution by the profiling server(s) to a plu 
rality of wireless devices; and wherein the wireless device 
operation(s) are responsive to said profiles; and; wherein 
said wireless device(s) are configured to communicate data 
relating to said wireless device operations back to the 
profiling server(s). 
0037. In one embodiment the profiling clients are in 
communication with the profiling server. As used herein 
“wireless device operation” refers to the manner in which 
the device establishes a wireless link with an external entity, 
Such as a wireless access point or cellular network, for 
example. 
0038 Embodiments of the invention make use of a novel 
way in which advanced profiles may be dynamically gen 
erated and used for the purpose of enhancing overall device 
performance. In this case, performance enhancements are 
achieved by a process of informing, modifying, assessing, or 
generating device policies using advanced profiles. In the 
context of this application, the term modify is chosen to refer 
to policy manipulation, providing information to policy 
generating processes, managing policies, generating poli 
cies, or any such process or mechanism that affects policy. 
These specific processes may be performed by a device, or 
an advanced profiling client working in conjunction with 
either the managing server depending on the embodiment. 
0039. An advanced profile is defined as possibly consist 
ing of, but not limited to, aggregate, Summarized, statisti 
cally analyzed, or otherwise processed data as well as 
detailed descriptions of many of the most important policy 
enforcement and policy generation logic inputs. 
0040. As a simple example related to connection man 
agers, an access point profile may be generated by the 
analytic process of aggregating and averaging the latency 
and throughput levels being experienced by all participating 
devices and network probes currently connected to that 
network. 
0041. This embodiment dynamically generates profiles at 
the server and network level using the composite set of 
information amalgamated from a plurality of participating 
components on a plurality of participating networks, as well 
as additional information that cannot be provided by the set 
of devices, device controllers, access points, policy manag 
ers, service provider databases, or third party data sources. 
0042. This embodiment’s dynamic profile generation fur 
ther provides unique ways in which policies may be selec 
tively used and applied. By performing analytical compari 
sons of profiles at the network level, users' policies may be 
differentiated and custom designed for users to be most 
appropriate for their particular profile or circumstance. For 
clarity, this is the process of comparing profiles in order to 
dynamically develop differentiated device policies that are 
selectively applied to users. As an example, consider a 
wireless service provider who would like to use connection 
managers to offload only the top 20% of data users. This 
requires centrally amalgamating all user data usage profiles, 
and then comparing them to determine who belongs to the 
top 20% of data users. Once this set is identified, this 
information may be tied to that sets advanced user profiles 
and service providers may take advantage of policies that 
only indicate that only this set should begin to offload data. 
0043. This embodiment views profiles as being entities 
that dynamically evolve as more data is collected; therefore 
they are not static. This embodiment further generates 
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profiles using a server across networks, as opposed to the 
device level, so as to incorporate a richer, composite set of 
external information that is not usually available at the 
device level due to the large data set that would need to be 
transmitted. Therefore, client only advanced profile genera 
tion is untenable. 
0044 Connection managers and offload solutions require 
more advanced control interfaces, or dashboards, than what 
is currently available. Offload control dashboards currently 
lack the ability to let users understand the effects of their 
policies or design improved policies. This embodiment 
achieves this advancement by merging customized network 
analytic systems for offload with the control dashboards of 
offload solutions. The result is an integrated analytics and 
control dashboard that achieves new capabilities and ben 
efits: 

0.045 1. Service providers are aware of the advantages 
of using device-view measures in network analysis. 
These measures are often more reflective of user expe 
rience than readings taken at the network level. How 
ever, device-view measures are difficult to obtain. 
Extracting them requires having wireless service pro 
vider controlled software installed on wireless devices. 
Connection managers, which are wireless service pro 
vider controlled software systems, then provide an 
opportunity to collect this higher quality device-view 
information. 

0046 2. Service providers and offload solution man 
agers wireless service providers are hesitant to imple 
ment data offloading Solutions because wireless service 
providers lack the network visibility to know how their 
policies and enforced network Switches affect custom 
ers. For this reason it is useful for connection managers 
and offload solutions to be integrated into network 
analysis systems so that analytics can be performed on 
how data offloading policies have performed and how 
they are being used by connection managers. 

0047 3. Service providers must design appropriate 
offloading policies for their offloading solutions. This is 
a difficult task without the appropriate information to 
guide this design process. This then is even more 
reason to integrate network analytics with data offload 
ing solutions. While designing policies, service provid 
ers can review an assessment of how their networks 
would be expected to perform if that specific policy 
was implemented. As well as providing an interface for 
“what if analysis of newly designed policies, the 
system would also provide Suggested new policies that 
are likely to most efficiently achieve the wireless ser 
vice provider's desired results. 

0048 Hence, embodiments of the invention go beyond 
the joint capabilities of normal network analytics systems 
and offloading solution dashboards. The embodiments are 
capable of depicting a more accurate view of networks, 
providing an interface for informed policy assessment, and 
providing an interface for information policy design. A 
dashboard interface provides an interactive tool to those 
implementing this embodiment that further improves con 
trol, policy generation/distribution, and achieved operational 
results. The dashboard accomplishes this by accepting and 
dynamically incorporating advanced system inputs from the 
managing entity. These advanced inputs, provided via the 
dashboard, allow for the simple customization and improve 
ment of policy-driven systems. The advanced inputs may be, 
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for example, the desired results of policy enforcement, the 
importance weightings of various policy enforcement fac 
tors or even system performance thresholds. This is uniquely 
different than explicitly setting profiles via a dashboard. The 
dashboard and associated components may use these inputs 
to design profile sets Such that policies are capable of most 
effectively producing the desired customized results and 
operational behaviors. For clarity—as per the above con 
nection manager example—if an advanced input is received 
via the dashboard to offload only the top 20% of bandwidth 
consumers, only those devices will have the associated 
advanced profile required to enforce this particular offload 
policy. With respect to this trait, user profiles have not been 
explicitly set by service providers. This is a dynamically 
changing set of users only identified through an analytic and 
comparative process. A human interactive dashboard is but 
one example of an interface that may be provided to the 
embodiment. Other examples of dashboards would be vari 
ous forms of interfaces, some of which may communicate 
with services as opposed to human users. 
0049. It is envisaged that the profiling clients in accor 
dance with the embodiments of the invention—may be 
associated or bundled with offload controllers or connection 
managers in wireless networks. 
0050 Aspects of the invention are only discussed by way 
of example relative to data offload solutions; however the 
concepts may be more broadly applied. 
0051. The invention may be used to modify offloading 
policies in order to improve the efficiency with which 
offloading solutions meet the desired performance results of 
wireless service providers. The existing structure of priori 
tization policies can be leveraged to perform new high value 
processes in the realms of load balancing and data offload. 
Although currently being used to prioritize specific networks 
they can, with modification, be used to prioritize the selec 
tion of the best access points within these networks. In this 
way, users are most likely to receive the highest quality of 
service (QoS) available from their set of connection options. 
0052. As an example, consider the following network 
prioritization policy: 

0053 1. User's self defined access points. 
0054 2. Home service provider's owned access points. 
0055 3. 1st preferred roaming partner 
0056 4. 2nd preferred roaming partner 

0057 This may be modified and expanded into the fol 
lowing network/access point prioritization policy: 

0.058 1. Level 1 access points from the user's set of 
defined access points. 

0059 N. Level N access points from the user's set of 
defined access points. 

0060 N+1. Home service provider's level 1 access 
points. 

0061 
points. 

0062 2N-2. 1st preferred roaming partner's level 1 
access points. 

0063 3N+2. 1st preferred roaming partner's level N 
access points. 

0064. Where Level 1 represents the highest-grade access 
points for quality of service and N represents the Nth highest 
grade. In the previous example, network selection prefer 
ences, which are often set by complex business agreements 
by wireless service providers, are never violated and yet the 
resulting QoS for users is improved. However, in some cases 

2N+1. Home service provider's level N access 
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it may be appropriate to modify the order of selected 
networks to further improve the resulting QoS for users. 
0065. The embodiment processes data from any subset of 
wireless devices, access points, network management sys 
tems, third party data sources, and crowd sourcing applica 
tions to modify network prioritization policies to include the 
prioritization of access points within networks. This will 
result in improved QoS for wireless device users and overall 
improved results obtained through data offload solutions. 
These modified lists are compatible with all methods of data 
offload and load balancing including, but not limited to: 
ANDSF, HotSpot2.0, GAS, ANQP, IEEE 802.11u, IEEE 
802.11V, or Wi-Fi Certified PasspointTM, pre-loaded connec 
tion managers and systems without a direct connection 
manager and policy server communication. In the case of 
systems with direct connection manager and policy com 
munication, lower priority access points would be made 
unavailable to wireless devices to force them onto the 
highest priority access points. 
0066 IEEE 802.11 will need to support data offloading 
processes by providing devices—before they connect—with 
a sense of what quality of service they would receive by 
connecting to a particular access point or network. This may 
take the form of a broadcasted message or a QoS estimate 
response to a wireless device wireless environment scan. 
This embodiment will refer to both these scenarios as 
broadcasts. 

0067 Broadcasts, which indicate connection QoS. may 
take the form of direct measures (throughput, latency, jitter, 
packet loss, etc.); an encoding or class for these direct 
measures; or a new class value that combines several QoS 
metrics (throughput, latency, jitter, packet loss etc.) into one 
class value that indicates an aggregate notion of QoS. 
0068 Hence, analytic processes will be required to deter 
mine how to best combine several measures into one class 
value that is representative of QoS. Further, analytic pro 
cesses will be required to determine a system for mapping 
how downlink IP traffic classes can be best translated into 
over-the-air 802.11 traffic estimations. This mapping is 
likely to be service provider specific and may need to be 
transferred to the device for use. This mapping will allow 
devices to interpret the broadcasts and estimate what their 
likely IP traffic quality would be after a connection is 
established. 

0069. Offload controllers and connection managers use 
methods to generate, deploy and selectively enforce offload 
ing policy. The embodiment covers the dynamic generation 
of advanced profiles of the input entities. The advanced 
profiles, as they are dynamically created and updated, would 
then be made available to the policy generation, policy 
deployment, and connection enforcement methods so as to 
autonomously improve network performance. This profile 
generation process is most appropriately performed by a 
server, computing cluster, or cloud infrastructure that amal 
gamates all available information from devices, connection 
managers, offload controllers, access points, service pro 
vider databases, and external entities so as to dynamically 
generate useful and detailed profiles to be fed back for use 
in the policy methods. 
(0070 Modification of device controller policy refers to 
policy manipulation, providing information to policy gen 
erating processes, managing policies, generating policies, or 
any Such process or mechanism that affects policy. This 
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embodiment intends to assess, guide, or otherwise inform 
the creation, modification, or restructuring of device polices. 
0071. In another aspect, the invention provides a method 
for regulating wireless device operations in wireless net 
works comprising a plurality of wireless devices whose 
operation is responsive to policies, a plurality of profiling 
clients on said devices whose operation is responsive pro 
files, one or more profiling servers in communication with 
said devices which generates profiles, and one or more 
policy managers in communication with said devices which 
contains a store of policies, the method comprising: the 
profiling servers accepting data from more than one data 
Source; the profiling servers analyzing the accepted data to 
generate profiles; the profiling servers communicating pro 
files to devices and profiling clients; policy managers com 
municating policies to devices and profiling clients; profil 
ing clients creating and/or modifying policies by as 
governed by the profiles: using said policies to govern 
wireless device operation; and communicating the perfor 
mance of the profiles, policies, and device operation as data 
to the profiling servers, whereby the data communication 
processes are likewise governed by said profiles a method 
for modifying device controller policy in a network com 
prising a plurality of communicating devices whose opera 
tion is controlled by a device controller policy, the method 
comprising: accepting data from at least one data source: 
generating profiles by analyzing the accepted data, using the 
profiles to update the device controller policy by sending 
data to the communicating devices, and communicating the 
performance of the profiles, the device controller policy 
and/or the device. 
0072. In a further aspect the invention provides a profil 
ing server for distributing profiles to profiling clients to 
govern the operation of devices and/or device controllers 
within a system containing multiple devices, comprising: an 
input for receiving a set of data from multiple data sources; 
one or more processors configured to aggregate and analyze 
the data to dynamically generate a set of profiles; and one or 
more profiling managers for distributing the set of profiles to 
remote profiling clients. 
0073. In yet an other aspect the invention provides a 
profiling client for updating polices which govern wireless 
devices operations on a wireless device operable within a 
system, comprising: an interface for receiving updated pro 
files from a profiling server which are generated dynami 
cally from multiple sources, within and/or external to the 
system; and an application programming interface “API for 
creating and/or modifying polices; and wherein the profiling 
client is configured to communicate performance of the 
profiles, polices, and/or wireless device to a profiling server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.074 The invention will now be described in more detail, 
by way of example only, with reference to the accompanying 
drawings, in which: 
0075 FIG. 1 is a high-level block diagram of one 
embodiment of a system for managing device controller 
policy. 
0076 FIG. 2 illustrates the various communication paths 
through APIs in the system. 
0077 FIG. 3 shows the data paths through the system. 
0078 FIG. 4 illustrates an embodiment of the inner 
components of the advanced profiling server and the 
advanced profiling dashboard. 
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007.9 FIG. 5 illustrates an embodiment of the inner 
components of an advanced profiling client and the interface 
to a policy manager, device, device controller, and device 
operating system, and how logs are generated and sent to the 
advanced profiling server. 
0080 FIG. 6 illustrates an embodiment of the inner 
components of an advanced profiling client and the interface 
to a policy manager, device, device controller, and device 
operating system, and how profiles and policies are used. 
0081 FIG. 7 illustrates one embodiment of the advanced 
profiling dashboard and dashboard user interface. The illus 
tration shows how users can query the system to produce 
network, policy and offload solution assessments shown 
over the user interface. The illustration also shows how user 
input into dashboard may be passed to the advanced profil 
ing client to either implement new policies or modify 
existing device policies. 
I0082 FIG. 8 illustrates one example embodiment of a 
device controller method. 
I0083 FIG.9 depicts two scenarios of a wireless device's 
location within a building with two Wi-Fi access points. 
008.4 FIG. 10 shows the wireless device's connection 
matrix for which access point to connect to. 
I0085 FIG. 11 describes how to define QoS classes that 
reflect an aggregation of the measures that affect QoS. 
classify traffic as belonging to one Such QoS class, and 
produce mappings that will allow devices to translate these 
broadcasted classes into connection quality estimations. 
I0086 FIG. 12 describes how to define congestion classes 
that reflect an aggregation of the measures that affect con 
gestion, classify traffic as belonging to one such congestion 
class, and produce mappings that will allow devices to 
translate these broadcasted classes into connection quality 
estimations. 
I0087 FIG. 13 shows mapping congestion class values 
into connection QoS estimations. 
I0088 FIG. 14 depicts the simplest embodiment of the 
invention being used. 
I0089 FIGS. 15 through 20 show examples of dashboard 
user interfaces. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

0090 FIG. 1 is a high-level block diagram of one 
embodiment of a system for managing device policies and 
depicts an advanced profiling server 110 connected to the 
LAN/WAN/RAN 100 (Local Area Network, Wide Area 
Network, Radio Access Network) and in communication 
with at least one advanced profiling client 120, that can 
reside on a device 140, an access point 160 or a policy 
manager 130, which can be a laptop, offload controller, 
device managing server, device controlling server, mobile 
phone, dongle, and additional forms of either mobile or 
stationary devices or machines. Wi-Fi access points 160 
make up the WAN and cell towers make up the RAN. Third 
party data sources 150 are accessible and may be connected 
via the LAN/WAN 10 or the advanced profiling server 110 
could directly connect to third party data sources 150. Here 
a third party data source 150 refers to any additional source 
of information that may aid in the building and generation of 
more detailed profiles for the purpose of enhancing the 
performance of the device 140. The advanced profiling 
server 110 has a data receiver 112 to receive data from the 
advanced profiling client 120, the device 140, third party 
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data sources 150, policy manager 130 and/or advanced 
profiling dashboard 115. The advanced profiling server 110 
also contains aggregate and analyze software 113 to aggre 
gate and analyze said data to generate advanced profiles 114 
and a data sender 111 to distribute the advanced profiles 114 
to an advanced profiling client 120, device 140, dashboard 
115, access point 160, or policy manager 130. 
0091. The policy manager 130 is a current state-of-the-art 
system that manages policies 115 and pushes them to the 
device 140 or the advanced profiling client 120. The device 
140, advanced profiling client 120, or policy manager 130 
uses the advanced profiles 114 to modify the policies 115. 
The policies 115 include data offloading policies. 
0092. The device 140 communicates data back to the 
advanced profiling server 110 by way of appropriate com 
munication interfaces established between at least one of: 
the advanced profiling client 120; direct to the advanced 
profiling server 110; or through third party data sources 150. 
Furthermore, the advanced profiling server 110 may also 
transmit the advanced profiles 114 back to the third party 
data sources 150. 
0093. The advanced profiling dashboard 115 is the user 
interface of the advanced profiling server 110 and advanced 
profiling client 120. Users can provide further inputs, such 
as setting additional policies, setting profile thresholds, and 
setting profile weightings to fine tune the advanced policy 
server 110 to fulfill the needs and/or demands of the device 
140 or service provider. Furthermore, the advanced profiling 
dashboard 115 provides a means of extracting human 
readable profiles and analytics from the advanced profiling 
server 110. In the preferred embodiment, the advanced 
profiling dashboard 115 communicates through an Applica 
tion Programming Interface (API) so that it can interface 
with services as well as human users. 
0094 FIG. 2 depicts one embodiment for informing or 
modifying policies 115. In a complete system the advanced 
profiling server 110 is in communication with third party 
data sources 150, a plurality of advanced profiling clients 
120 implemented alongside or within a plurality of devices 
140, advanced profiling dashboards 115, policy manager 
servers 130, and access points 160. As technology pro 
gresses, some of these components could be positioned as a 
cloud based implementation. 
0095. The advanced profiling server 110 is the compo 
nent primarily responsible for building advanced profiles 
114 of device and network characteristics by amalgamating 
and analyzing data from, for example, a plurality of 
advanced profiling clients 120, advanced profiling dash 
boards 115, devices 140, policy manager servers 130, and 
third party data sources 150. These components capture data 
related to—but not limited to users, location, devices, 
applications, operational behavior, access points, and net 
work data. 
0096. This data is consumed by the advanced profiling 
server 110 to build profiles of for example users, loca 
tions, devices, applications, and access points/networks, as 
well as the interconnection relationship profiles. The 
advanced profiling server 110 is used as a data collection and 
analysis point. It receives reported data and uses the result 
ing analytics to improve the information available in the 
form of advanced profiles 114. In the absence of an 
advanced profiling client 120, the information will be 
directly distributed to policy manager servers 130 and/or 
devices 140. Alternatively, the said advanced profiles 114 
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may be provided to wireless service providers, original 
equipment manufacturers, or any other third party entity (as 
permitted by jurisdictional laws) to improve systems, pro 
cesses, or business intelligence in any way. 
0097. These profiles 114 may consist of but are not 
limited to—aggregate, Summarized, statistically analyzed, 
or otherwise processed data, as well as detailed descriptions. 
Further, the profiles 114 are dynamically evolving and 
describe some of the most important variables used in the 
policy enforcement logic of devices 140. 
0098. In the preferred embodiment, the advanced profil 
ing server 110 communicates through respective application 
programming interfaces (API 1 200, API 2 201, API 3 202) 
to the advanced profiling clients 120, advanced profiling 
dashboards 115, and the third party data sources 150. 
(0099. The advanced profiling client 120, in the preferred 
embodiment, is the component primarily responsible for 
collecting the necessary data from the device 140, policy 
manager 130, and access points 160. Advanced profiling 
clients 120 may further be used to inform, create and/or 
modify policy, and are primarily driven by the utilization of 
profiles 114 that are partially generated from the data that 
they report to the advanced profiling server 110. In the 
preferred embodiment, a plurality of advanced profiling 
clients 120 are implemented alongside a multiplicity of 
devices 140 and/or policy managers 130. These advanced 
profiling clients 120 communicate, through different respec 
tive APIs (API 1 200, API 4 204, API 5205), with the 
advanced profiling server 110, a plurality of devices 140, 
and/or policy manager servers 130. 
0100. The device 140 has a component the device con 
troller 220 which is primarily responsible for consuming 
advanced profiles 114 (from the advanced profiling client 
120 or the advanced profiling server 110) and policies 115 
(from the policy manager 130 or the advanced profiling 
client 120) to enforce desired functionality of the device 
operating system 230. In some implementations, the policies 
consumed by the device controller 220 have been modified 
by the advanced profiling client 120. Mechanisms and 
methods within the device controller 220 supply the neces 
sary functionality to deliver control over the operation of a 
device 140. The device operating system 230 is a software 
package that manages the device hardware resources and 
provides the services necessary to execute application soft 
ware on the device. The device controller 220 communicates 
through respective APIs (API 4203, API 6205, API 7, 206) 
to the advanced profiling client 120, the policy manager 130, 
and the device operating system 230 in order to execute 
commands as enforced by policy. 
0101 The policy manager 130, in the preferred embodi 
ment, is the component primarily responsible for storing, 
distributing, and managing device policies 115. A policy is 
a set of rules or a course/principle of action to guide or 
govern decisions, functionality, or operation of a device. The 
policy manager 120 may collaborate with advanced profiles 
114 from the advanced profiling server 110, the advanced 
profiling client 120, and third party data sources 150, to 
appropriately generate and deliver policies to devices 140. 
0102 FIG. 3 shows the system operating in five distinct, 
interrelated steps: 
1. Advanced profiling clients 120 collect appropriate data 
from devices 140 and policies 115 (from policy managers 
130) to be stored in logs 300. The said logs 300 contain data 
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related to—but not limited to users, location, devices, 
applications, operational behavior, access points, and net 
work data. 
2. The data logs are transferred to the advanced profiling 
server 110 and combined with a composite set of informa 
tion across devices 140, policy managers 130, managing 
interfaces, networks, wireless service provider databases, 
and third party data sources 150. A set of advanced profiles 
114 and the interconnecting relationship profiles are then 
built by proprietary analytics and/or statistical process from 
the said composite set of information. 
3. Users, or some form of system managing entity 302, may 
interact with the advanced profiling dashboard 115 to set 
various parameters in the dashboard database 303 that 
further refine advanced profiles 114. This process provides 
the users or managing entities 302 with an opportunity to 
include contextual information to the advanced profiles 114 
that ultimately provides increased functionality during the 
policy enforcement process. 
4. Advanced profiles 114 are sent to advanced profiling 
client 120, if available, in order to appropriately inform or 
modify policy. Alternatively, advanced profiles 114 may be 
directly distributed to device controllers 220, policy man 
agers 130, or third party data sources 150. Device controllers 
220 and policy managers 130 then may incorporate any 
received profile and/or policy information of relevance to 
govern the policy generation, distribution, and enforcement 
processes on the device 140. 
5. The device 140 may communicate data back to the 
advanced profiling server 110 by way of appropriate com 
munication interfaces established between at least one of the 
following: via the advanced profiling client 120; direct to the 
advanced profiling server 110; or through third party data 
Sources 150. 

6. Modified policies and advanced profiles are sent from the 
advanced profiling client 120 to the device controller 220. 
0103. The embodiment described can denote the devel 
opment of the processes, algorithms, and mechanisms 
required to develop advanced offloading profiles to Support 
improved offload decision processes where these advanced 
offloading profiles comprises the extension of the state-of 
the-art in offloading to comprise 1-5 above. In this case, the 
device 140 is a wireless communication device—such as a 
mobile Smartphone, laptop or dongle. The device controller 
220 functions as the connection manager to enforce data 
offload. An offload controller in the wireless service provid 
er's network provides the role of the policy manager 130. 
Advanced profiles 114, supplied by the advanced profiling 
server 110, may be used to modify connection priorities and 
the behavior of connection managers (device controller 220) 
in order to improve all Subsequent connection decisions. 
Alternatively, these advanced profiles 114 may simply pro 
vide a source of additional information to connection man 
agers (device controller 220) and offload controllers (policy 
manager 130) that may be referenced when appropriate. In 
this embodiment, the loop between the advanced profiling 
server 110, the advanced profiling client 120, the advanced 
profiling dashboard 210, the offload controller (policy man 
ager 130), the connection manger (device controller 220), 
and the device operating system 230 ensure that connection 
decisions are continuously improving. The connection man 
ager (device controller 220) consumes policy information 
from an offload controller (policy manager 130) and, when 
appropriate, will cooperate with an advanced profiling client 
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120 to implement a seamless transition of data flow onto an 
alternative wireless communication network dependent on 
the advanced profiles 114 generated by the advanced pro 
filing server 110. Depending on the supported wireless 
communication device hardware, networks available for 
offload may include, but are not limited to, various grades of 
cellular wireless communication networks, WiMAX, 
WLAN, femtocell and picocell access networks. It is impor 
tant that all offloaded data flows maintain or improve user 
quality of service and provide an uninterrupted experience 
while accomplishing service provider user management 
goals. The connection manager (device controller 220) will 
make all connection decisions through a collaborative pro 
cess among the device 140, advanced profiling client 120, 
the advanced profiling server 110, and the offload controller 
(policy manager 130). 
0104 FIG. 4 depicts one embodiment of the inner com 
ponents of the advanced profiling server 110, and in par 
ticular the Aggregate and Analyze Software 113. This 
includes: an example set of data 400, 401, 402, 403, 404, 
405; a profiling engine 420; advanced profiles 406, 407, 408, 
409, 410, 411; a relationship/environmental profile engine 
440; and a profiling manager 460. One example application 
and embodiment of an advanced profiling server 110 is the 
implementation of a mobile connection manger system to 
enforce data offload policies. 
0105 Raw data collected and stored in data logs 300 by 
the advanced policy client 120 is received in the data 
receiver 112 of the advanced profiling server 110 through the 
logs API 1200. The data logs 300 contain data related to, but 
not limited to users 404, location 401, devices 403, appli 
cations 402, connection process 405, and access points 400. 
In this embodiment, the raw data 400, 401, 402, 403, 404, 
405 is processed by the profiling engine 420 into a plurality 
of advanced profiles 406, 407, 408, 409, 410, 411. The 
profiling engine 420 builds a collection of Summarized, 
aggregate, analytic and statistical processed data as well as 
detailed descriptions to produce the advanced profiles 406, 
407, 408,409, 410, 411. 
0106. These advanced profiles 406, 407, 408, 409, 410, 
411 include, for example, users 410, locations 407, devices 
409, applications 408, connections 411, and access points 
406. Mechanisms used by the profile engine 420 to construct 
the advanced profiles 406, 407, 408, 409, 410, 411 may 
include, but is not limited to, data mining algorithms and 
methods. 

0107 Additional inputs from third party data sources 150 
into the profiling engine 420 may add additional measures to 
provide further information in developing the advanced 
profiles 406, 407, 408, 409, 410, 411. A third party data 
source 150 refers to any additional source of information 
that may aid in the building and generation of more detailed 
profiles for the purpose of enhancing the performance of 
device controllers 220. These additional third part data 
sources 150 may include, but are not limited to, access 
network measures, policy manager 130 policies, network 
topologies, OEM policies, system topologies, or other third 
party sources. The third party data sources 150 are commu 
nicated to the profiling engine 420 through the third party 
input API 3 202. 
0108. The advanced profiles 406, 407,408,409, 410,411 
are Supplied to the relationship and environmental profile 
engine 440. The relationship and environmental profile 
engine 440 contains, in this embodiment, mechanisms to 
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establish a connection and correlation between the advanced 
profiles 406, 407,408,409, 410,411. Mechanisms used may 
comprise of, but are not limited to, data mining algorithms 
or methods to assemble these interconnections amongst the 
advanced profiles 406, 407, 408, 409, 410, 411. The rela 
tionship, environmental correlations produced by the rela 
tionship, and environmental profile engine 440 are stored— 
along with the advanced profiles 406, 407, 408,409, 410, 
411—in the profiles database 114. An example of a rela 
tionship profile may be: devices tend to exhibit behavior A 
when interacting with system B but only when near loca 
tions similar to C. This relationship profile is formulated 
from the correlation of three separate independent profiles. 
0109. In addition, the relationship and environmental 
profile engine 440 provides analytics and aggregate data 412 
to the Advanced Profiling Dashboard 115 through the dash 
board API 2 201. The advanced profiling dashboard 115 is 
the user interface for the system and may alternatively be 
implemented via a cloud based structure or any other form 
of user interface. The advanced profiling dashboard 115 
includes a dashboard user interface (see FIGS. 8 through 13) 
and a dashboard database 303. The advanced profiling 
dashboard 115 receives advanced profiles 406, 407, 408, 
409, 410, 411 from the relationship and environmental 
profile engine 440 through the dashboard API 2 201 to the 
advanced profiling server 110. The dashboard user interface 
communicates the analytics to users and, in turn, user inputs 
and interactions 413 are communicated to the profiling 
manager 460 through the dashboard API 2.201. User inputs 
can include, but are not limited to, performance thresholds 
and profile weightings to fine tune the needs and/or demands 
of the device wireless service providers. The advanced 
profiling dashboard 115 is unique in that users may set 
thresholds, weightings, and desired policy enforcement 
results. The said inputs are then used by the profiling 
manager 460 to create customized policies that are selec 
tively distributed to device controllers 220 based on the 
comparative profiles to most effectively meet performance 
objectives. The dashboard database 303 stores user prefer 
ences and the like that are received from the user inputs. 
0110. In the preferred embodiment, the profiling manager 
460 extracts user inputs and interactions 413 from advanced 
profiling dashboard 115 and integrates these inputs with the 
output from the relationship and environmental profile 
engine 440 and the profiles database 114. The profiling 
manager 460 then uses this composite set of information and 
instructions to direct and manage the distribution of the 
advanced profiles 406, 407, 408, 409, 410, 411 using the 
data sender 111 to advanced profiling clients 120 through the 
profiles API 1 200. In the absence of an advanced profiling 
client 120, this information may alternatively be directly 
distributed to device controllers 220, device operating sys 
tems 230, and policy managers 130, as well as third party 
data sources 150. 

0111 FIG. 5 depicts one embodiment of the inner com 
ponents of an advanced profiling client 120, policy manager 
130, and a device 140 necessary for creating logs 300. The 
advanced profiling client 120 is the component primarily 
responsible for collecting the necessary data from the device 
140 and policy manager 130. The advanced profiling client 
120 includes a profiling server interface 123 using API 1200 
to pass the logs 300 to the advanced profiling server 110, a 
policy manager interface 520 which uses API 5204 to 
retrieve policies 501 from the policy manager 130, and 
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profiling data collection 540 which takes policies 501 from 
the policy manager 130 and device control and functionality 
logs 502 from device 140 and creates logs 300 which are 
passed to the advanced profiling server 110. 
0112 The profiling data collection 540 component is the 
component primarily responsible for collecting and gather 
ing the necessary information to produce advanced and 
appropriate control of the functionality of the device 140 and 
the device operating system 230. The profiling data collec 
tion 540 component collects policies 501 from, but not 
limited to, the policy manager 130. The policy manager 
interface 520 receives policies 501 from the policy manager 
130 and provides them to profiling data collection 540. 
Policies 501 collected by the profiling data collection 540 
component are stored in data logs 300 before being trans 
mitted to the advanced profiling server 110. The profiling 
data collection 540 component may itself actively seek and 
acquire information, and/or various components may 
actively provide it with information. Policies 501 collected 
by the profiling data collection 540 component and stored in 
the data logs 300 include, although are not limited to: 
network access points 590, location 591, device information 
593, application information 592, time stamp 595, service 
594, and tiers 596. 
0113. The device controller 220 may provide a means by 
which device control and functionality logs 502 can be 
supplied to the profiling data collection 540 component. The 
device software applications 560 may provide a means by 
which application performance, control, and functionality 
logs 502 can be supplied to the profiling data collection 540 
component. The profiling data collection 540 component 
interacts with the device operating system 230 to collect logs 
502 regarding the activities of the device 140, the local 
conditions, and the like. Data collected by the profiling data 
collection 540 component and stored in the data logs 300 
includes, although is not limited to: device operation; appli 
cation operation; user behavior and control policies; and 
observed network and connection errors. The logs 300 are 
communicated to the advanced profiling server 110 through 
the logs API 1 200 to assist in the generation of advanced 
profiles 114. 
0114. The policy manager 130 is the component primar 
ily responsible for storing, generating, distributing and man 
aging device policies. The policy manager 130, in the 
preferred embodiment, includes a profiling client interface 
580, a subscriber database 585, a policy database 500, and 
a plurality of policies (590, 591, 592, 593,594, 595, 596). 
The profiling client interface 580 is the link between the 
policy manager 130 and the policy manager interface 520 
through the policy manager API 5204. The subscriber 
database 585 contains the data related to user, device, or the 
like. The policy database 500 contains the data related to 
policies providing the rules for operating the device 140 in 
a particular manner. The policies 500 include, but are not 
limited to, access point lists 590, locations 591, applications 
592, subscribers 585, time 595, tiers 596, service levels 594, 
devices 593, and the like. Policy managers 130 are poten 
tially covered under prior art. 
0115 FIG. 6 depicts one embodiment of the inner com 
ponents of an advanced profiling client 120, policy manager 
130, and a device 140. The advanced profiling client 120 is 
the component primarily responsible for collecting the nec 
essary data from the device 140, policy manager 130, and 
device controller 220. The advanced profiling client 120 
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includes a profiling server interface 123, a policy manager 
interface 520, a device interface 510, modified policies 602, 
and a profiles database 630. The advanced profiling client 
120 is the primary interface between the advanced profiling 
server 110 and the policy manager 130, device controller 
220, and device operating system 230. Advanced profiling 
clients 120 may further inform and/or modify policy and are 
primarily driven by the appropriate utilization of advanced 
profiles 114 that are partially generated from the logs 300 
that are reported to the advanced profiling server 110. 
0116 Advanced profiles 114 are transmitted from the 
profiling manager 460 within the advanced profiling server 
110 to the profiling server interface 123 through the API 1 
200. Advanced profiles 114 relevant to that specific device 
are stored in the profiles database 630. Advanced profiles 
114 stored in the profile database 630 may be called depend 
ing on the localized conditions of the device 140 and the 
functionality of the device operating system 230. 
0117 The profiling server interface 123 communicates 
and distributes advanced profiles 114 to but not limited 
to—the device controller 220, policy manager 130, and 
device software applications 560. The advanced profiles 114 
issued to the device controller 220 from the profiling server 
interface 123 control the functionality of the device 140 and 
the device operating system 230. Similarly, the advanced 
profiles 114 issued to the device software applications 560 
from the profiling server interface 123 control the function 
ality of the device software applications 560. The profiling 
server interface 123 distributes advanced profiles 114 
through a policy manager interface 520, to the profiling 
client interface 580 to assess, guide, or otherwise inform the 
creation, modification, or restructuring of policies 501, and 
then to the policy manager 130. The policy manager inter 
face 520 communicates to the policy manager 130 through 
the policy manager API 5204. 
0118. The policy manager interface 520 receives policies 
501 from the policy manager 130, then either leaves policies 
in their original state or modifies them using information 
found in the advanced profiles 114. The set of original 
policies 501, the set of modified policies 602, or some 
combination thereof is then passed to the Device 140 
directly through the device interface 510, or indirectly 
through the Policy Manager 130. Modified policies 602 are 
modified for the purpose of improving Device Controller 
220 and Device 140 performance. 
0119 The device controller 220 is the component pri 
marily responsible for consuming advanced profiles 114 
from the advanced profiling client 120, modified policies 
602, and policies 501 from the policy manager 130 to 
enforce desired functionality of the device operating system 
230. Mechanisms and methods within the device controller 
220 supply the necessary functionality to deliver control 
over the operation of a device 140. Device controllers 220 
themselves are potentially covered under prior art however 
our embodiment is a separate entity. 
0120. This embodiment of a device 140 includes a device 
controller 220, and the device operating system 230. 
Examples of devices 140 may include, but not limited to, 
laptops, mobile phones, dongles, and additional forms of 
either mobile or stationary devices or machines and the like 
which may or may not have wireless connections. The 
device 140 is the system in which a particular set of 
functions or operations are to be controlled using a set of 
rules, comprised of although not limited to, policies, pro 
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files, and user inputs. Externally Supplied policies may be in 
the form of a command message, which in this case is a 
policy that is not conditionally enforced. Alternatively, the 
device 140 may simply send command messages to various 
interconnected systems. The types, the number, the appli 
cations, the functionality, the operation, or the hardware 
resources of the device 140 do not limit the scope of this 
embodiment. The device 140 may comprise of, but is not 
limited to, a device operating system 230, hardware 
resources 570, and software applications 560. The device 
operating system 230 is a software package that manages the 
device hardware resources and provides the services neces 
sary to execute application Software on the device. Devices 
140 and the device operating systems 230 are known to 
persons skilled in the art. 
I0121. In summary, the device controller 220 is the only 
piece that enforces policies to perform device actions. The 
advanced profiling server 110 is the only piece that generates 
advanced profiles 114. Advanced profiles 114 are generally 
passed to the advanced profiling client 120. The advanced 
profiling client 120 can exist attached to the policy manager 
130, the device 140 (wireless device, access point, or other), 
or the advanced profiling server 110, or can be stand alone. 
The advanced profiling client 120 can use the advanced 
profiles 114 to modify policies 501 directly, or it can pass 
advanced profiles 114 to the policy manager 130 or device 
140 components and allow them to modify the policies 501. 
For the advanced profiling client 120 to modify policies 501, 
the policy manager 130 or policy store on the device 140 
would need to pass policies 501 to the advanced profiling 
client 120. The modified policies 502 would then be passed 
to the device controller 220 for use. If the advanced profiling 
client 120 is not modifying policies 501 directly, and is 
instead supplying advanced profiles 114 to the policy man 
ager 130 or device 140, then it will be their responsibility to 
pass any modified policies 502 to the device controller 220. 
0.122 One example application and embodiment of a 
device component 140 is the implementation of a mobile 
connection manger system to enforce data offload policies. 
The advanced profiling client 120 may be used to either 
provide additional information to assess, guide, or otherwise 
inform the creation, modification, or restructuring of device 
offload polices and/or the connection logic algorithm used 
by the connection manager (device controller 220) to offload 
mobile data to alternative access networks. 

I0123. Additionally, the advanced profiling client 120 is 
used to report data logs 300 to the advanced profiling server 
110. The advanced profiling client 120 in return receives the 
set of advanced profiles 114 that are used as the discussed 
inputs into the connection logic method. In the connection 
manager system application, a loop between the advanced 
profiling client 120 on the device 140 and the advanced 
profiling server 110 will provide for the ongoing improve 
ment of policies and user experience. Data collected by the 
profiling data collection 540 component and reported to the 
advanced profiling server 110 through data logs 300 
includes, although is not limited to, the following: the 
observed access point basic service set identification 
(BSSID); the service set identifier (SSID) of the network 
connected to the access point; the received signal strength 
indication (RSSI) of the access point; the network through 
put; the network latency; the access point authentication; the 
access point key management; the access point encryption 
schemes; the frequency of the channel over which the client 
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is communicating with the access point; location; device 
information; application information; application data flow 
to the various access point; user data patterns; time stamps; 
and the like. 
0124. The mobile connection manager system applica 

tion, in the preferred embodiment, utilizes a connection 
manager as the device controller 220. The connection man 
ger (device controller 220) is a software package that may be 
held on the device 140 that is used to enforce access point 
connections and provide authentication credentials when 
applicable. The majority of these systems are static and do 
not communicate with a network server. 

0.125. The embodiment demonstrates an advanced imple 
mentation of the connection manager system. In this 
embodiment, the connection manger (device controller 220) 
may receive its list of prioritized access points for offloading 
data from the offload controller (policy manager 120), 
and/or, alternatively, the advanced profiling client 120. The 
mechanisms for scanning, connecting, and authenticating to 
alternative access points may be performed by the connec 
tion manger (device controller 220) on the device 140. 
Scanning may alternatively be performed by the advanced 
profiling client 120 to retrieve available local device data. 
0126 The offload controller (policy manager 120) is a 
server Software package that often ties into the service 
provider's subscription database to provide the advanced 
profiling client 120 or connection manager (device control 
ler 220) with a prioritized list of access points via a trans 
mission protocol. This prioritized list of access points is 
initiated by the wireless service provider to suit their cellular 
network and business requirements. The offload controller 
(policy manager 120) provides wireless service providers 
with the offload policy control they require to manage the 
explosion in data growth. In the mobile connection manager 
system application of the preferred embodiment, the 
advanced profiling client 120 may have a variety of imple 
mentations depending on the degree of integration with the 
connection manger (device controller 220) on the device 
140. Six possible implementations are disclosed, although 
this does not present an exhaustive list of possible imple 
mentations of the advanced profiling client 120. 
0127. The first is a full integration of the profiling client 
120 and the device controller 220, and is a collaborative data 
collection. In this implementation, the advanced profiling 
client 120 uses a method, informed by the advanced profil 
ing server 110 and the offload controller (policy manager 
130), to enforce improved connection decisions by modify 
ing the information received by the connection manger 
(device controller 220). Further, the advanced profiling 
client 120 is capable of recording and reporting all data 
retrieved by the connection manger (device controller 220) 
via user inputs, scans, message transmissions, and the like. 
0128. In a non-collaborative data collection implementa 

tion, the advanced profiling client 120 uses a method, 
informed by the advanced profiling server 110 and the 
offload controller (policy manager 130), to enforce 
improved connection decisions by modifying the informa 
tion received by the connection manger (device controller 
220). However, the advanced profiling client 120 is not 
capable of recording and reporting data retrieved by the 
connection manger (device controller 220), and thus the 
advanced profiling client 120 must itself retrieve all reported 
data via user inputs, scans, recorded message transmissions, 
and the like. 
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I0129. The third is a semi-integrated collaborative data 
collection implementation. The advanced profiling client 
120 is semi-integrated with a connection manger (device 
controller 220). The advanced profiling client 120 simply 
provides the connection manger (device controller 220) with 
an improved set of information that the connection manger 
(device controller 220) may then choose to use in its 
management processes. Further, the advanced profiling cli 
ent 120 is capable of recording and reporting all data 
retrieved by the connection manger (device controller 220) 
via user inputs, scans, message transmissions, and the like. 
The advanced profiling client 120 acts as a simple API (API 
1 200) to the advanced profiling server 110 to allow the 
connection manger (device controller 220) to communicate 
in order to send and/or receive information, data, profiles, 
and the like. 

0.130. In a semi-integrated non-collaborative data collec 
tion implementation, the advanced profiling client 120 sim 
ply provides the connection manger (device controller 220) 
with an improved set of information that the connection 
manger (device controller 220) may then use in its manage 
ment processes. However, the advanced profiling client 120 
is not capable of recording and reporting data retrieved by 
the connection manger (device controller 220), and thus the 
advanced profiling client 120 must retrieve all reported data 
via user inputs, scans, recorded message transmissions, and 
the like. 
I0131. In a fifth implementation, there is no integration 
with the device controller 220 and there is an advanced 
profiling client present. The advanced profiling client 120 
simply acts as a data reporting tool to the advanced profiling 
server 110. Information is not fed back to the advanced 
profiling client 120 to provide improved data for the con 
nection manger (device controller 220). 
0.132. In the sixth implementation, there is no integration 
and no advanced profiling client 120. The Advanced Profil 
ing Server 110 is acting as a stand-alone system. Systems, 
Such as a connection manger (device controller 220), may 
simply choose to send data to the advanced profiling server 
110 based on Some pre-arranged agreement. 
0.133 FIG. 7 depicts the advanced profiling dashboard 
115 in more detail. The user and profile input manager 710 
accepts advanced profiles 114 from the advanced profiling 
server 110, and displays visualizations of these profiles 114, 
and the relationships between them, over the profile inter 
faces 700, 701, 702, 703,704, 705, 706, 707. The advanced 
profiles 114, and any relationships generated by the profile 
interfaces 700, 701, 702, 703, 704, 705, 706, 707 are then 
stored in the dashboard database 303 using the database 
manager 730. The database manager 730 is designed to store 
this information in its most condensed form. It is also used 
to query the dashboard database 303 to construct any 
profiles or relationships requested by the user. The user and 
profile input manager 710 is also used to accept any user 302 
inputs through the user interface. These user inputs may be 
information or assessment requests handled by the database 
manager 730. Alternatively, these user inputs may provide 
new information Such as new policies, access networks 
metrics, or desired system performance results. The user 
input and policy modification interface 720 processes any 
newly acquired information from the user 302 and performs 
the appropriate actions. If the user has inputted information 
that affects profile interfaces 700, 701, 702, 703,704, 705, 
706, 707 then the user input and policy modification inter 
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face 720 would interact with the advanced profiling server 
110 to adjust these profiles. If the user has inputted new 
polices, new policy modifications, or new desired system 
performance results, the user input and policy modification 
interface 720 would communicate through the advanced 
profiling server 110 with the advanced profiling client 120 
and profiling server interface 123 to instruct on how to 
modify or update polices to meet the system user's needs. 
0134 Examples will be given from the perspective of 
offloading solutions. This type of network analytics is dif 
ferent than other forms because offload solution network 
analytics place an emphasis on providing useful information 
to offloading Solutions and the users of offloading solutions. 
Further, the data used for this specific type of network 
analysis would typically come from the offloading Solution 
itself. This may be device-view data supplied by connection 
managers (device controllers 220) or advanced profiling 
clients 120. It may also leverage information supplied by 
policy managers 130 which may be working in conjunction 
with offload solution protocols such as those in ANDSF, 
HotSpot 2.0, GAS, ANQP, IEEE 802.11u, IEEE 802.11v, 
other IEEE 802.11 standards, pre-loaded connection man 
agers, or systems without a direct connection manager to 
policy server communication. 
0135. As an example, consider a connection manager 
(device controller 220) or advanced profiling client 120 
which measures user experienced quality of service on a 
particular network. This information may be combined with 
any network-viewed quality of service measures captured by 
the policy manager 130, working with a data offload solu 
tion, or measures received from third party data sources 150. 
The advanced profiling server 110 would then generate 
access point profiles 406 to be displayed over the access 
point profile interface 700. The system user 302 can then 
assess the quality of the access point 160 from the perspec 
tive of the offloading solution. Displayed information may 
include how the user experiences the access point when 
offloaded to it, how the user's presence on that access point 
affects overall network performance and capacity, or how 
the access point should best be used, upgraded, or main 
tained for offloading purposes. This information set and its 
purpose is much different than standard network analytics. 
0136 Embodiments address the need of wireless service 
providers to have more visibility over the effects of offload 
ing Solutions and specific policies. Hence the advanced 
profiling dashboard 115 displays analytics which assess 
offloading solutions and offloading policies 590,591, 592. 
593, 594, 595, 596 from the policy manager 130 and 
modified policies 740, 741, 742, 743, 744, 745, 746, 747 
from the advanced profiling client 120. Devices 140, third 
party data sources 150 and policy managers 130, and/or 
advanced profiling clients 120 record device performance 
results relative to the policies 590,591, 592, 593, 594, 595, 
596 and 740, 741, 742, 743, 744, 745, 746, 747 being 
enforced. This allows the advanced profiling server 110 to 
build advanced profiles 406, 407, 408, 409, 410, 411 that 
assess the performance of these specific policies. The policy 
assessments are then displayed to the user over the advanced 
profiling dashboard 115 user interface. 
0.137 As an example, consider a set of connection man 
agers (device controllers 220) that are using a policy stating 
that they should connect to access network X after 5 pm if 
possible. The intention of this policy is to alleviate conges 
tion on the home network of those devices that is consis 
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tently getting bogged down at 5 pm. It may happen then that 
so many devices connect to access network X at 5 pm that 
access network X becomes more congested than the wireless 
service provider's home network. In this case, the devices 
that have been switched onto this alternative network will 
receive a worse network connection than they otherwise 
would have. In this scenario, which is likely to upset users, 
the performance results of access network X and the policy 
being used would be reported to the advanced profiling 
server 110. Access point profiles 406 would then be gener 
ated and displayed to the wireless service provider over the 
advanced profiling dashboard 115 user interface depicting 
this policy issue. The wireless service provider can then see 
that their policy is not working well, and in response input 
policy changes to rectify the problem. As an example, the 
newly modified access point policy 740 may dictate that 
only 50% of available users should connect to access 
network X at Spm. 
0.138 Embodiments address wireless service providers 
need for more network information while designing appro 
priate offloading policies 590,591, 592. 593,594,595,596. 
Currently, network analytics are not tied into offloading 
Solutions which makes it impossible to perform appropriate 
“what if analysis on policies that wireless service providers 
are considering deploying. The embodiment allows for a 
“what if analysis and makes suggestions to the wireless 
service provider as to how they should design their offload 
ing policies. This aspect of the embodiment is a policy 
design and testing interface. 
0.139. As an example, consider a wireless service pro 
vider who is trying to offload more of their network's data 
flow at 5 pm to alleviate congestion. There may be dozens 
of access networks that they could choose to move users to 
as a first priority. Setting this policy is an important decision 
for wireless service providers since all devices that are 
trying to offload their data will look for this network first. 
Hence, it is likely that many users will use the first priority 
network. Despite the importance of appropriately setting this 
policy, the wireless service provider has no way of knowing 
which alternative network is the best choice. Using the 
enclosed embodiment, the wireless service provider could 
assess access point profiles 406 and connection profiles 411 
relative to the available network options, over the advanced 
profiling dashboard 115. The user input and policy modifi 
cation interface 720 can then be used to perform a “what if 
analysis and Suggest to the user which alternative network is 
likely the best choice as a top priority roaming option. This 
particular network option may be chosen, for example, 
because it has been delivering the best quality of service to 
users, has the most capacity to accept more data, or because 
other policies that use of this particular network are per 
forming well. 
0140 FIG. 8 depicts one example embodiment of a 
device controller 220 for appropriately enforcing policy. The 
device controller method 800 considers, although is not 
limited to, policies 501, advanced profiles 114, local condi 
tions 810, and the like. The example embodiment of a device 
controller 220 utilizes an advanced process to determine 
preferable functionality and operation of a device 140. This 
method takes advantage of advanced profiles 114 from the 
advanced profiling server 110, policies 501 from the policy 
manager 130, and localized, real-time conditions observed 
by the device 140. Included in the set of advanced profiles 
114 are the local conditions 810 of every other device 
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controller 220 relevant to this device controller method 800. 
Local conditions 810 observed by the user equipment that 
are considered in the method include, but are not limited to, 
the location 811 of the device 140, the movement 812 of the 
device 140, the time of day 813, applications 814 operating 
on the device 140, user behavior patterns 815, user quality 
of service requirements 816, and the like. 
0141. The following are examples of how the advanced 
profiling server 110 uses information to create advanced 
profiles 114 and how the system uses them to perform 
specific tasks. In all cases, once the data is collected and 
reported to the advanced profiling server 110, analytic and 
statistical processes performed on the data logs 300 allows 
the development of advanced sets of profiles to be used by 
the advanced profiling client 120 and distributed to policy 
managers 130, device operating systems 230, and device 
controllers 220 to assess, guide, or otherwise inform the 
creation, modification, or restructuring of device polices. At 
any time, local offline profiles may also be stored by the 
advanced profiling client 120 in the profiles database 630. 
0142. In the first example, the advanced profiling server 
110 performs the generation of dynamic user profiles 410. 
User and operational behaviors 815 may be extracted by the 
advanced profiling client 120 for reporting via data logs 300 
to the advanced profiling server 110. Alternatively, this same 
information may be extracted from processes performed by 
the device controller 220 for reporting to the advanced 
profiling server 110. Additional information related to these 
profiles may be received from, but are not limited to, policy 
manager servers 130 managing the device controller 220, 
third party data sources 150, and user inputs 302. 
0143. One specific application of how user profiles 410 
may be used in a unique and useful way in the implemen 
tation of a mobile connection manger system to enforce data 
offload policies based on the 60/10 Rule is outlined below. 
The 60/10 Rule is that the top 10% of mobile data users 
account for 60% of global data usage (Cisco 2010). 
0144. Given that inferior connection decisions are an 
inevitable consequence of using a connection manger (de 
vice controller 220), the risk of inferior connection decisions 
is of key concern to wireless service providers. This risk may 
be mitigated by using user profiles 410, which dynamically 
identify the largest bandwidth consumers. By amalgamat 
ing, comparing, and profiling user data usage 815 in semi 
real-time, connection mangers (device controller 220) may 
take advantage of the power law distribution of bandwidth 
consumption. In this way, users may be prioritized for 
offload based on their current impact on the network and less 
users total are required for offloading to achieve desired 
results. Additionally, the top X % of bandwidth consumers 
that are selected as prioritized offload candidates may be set 
by wireless service providers or dynamically driven by semi 
real-time network congestion conditions. 
0145 For simplicity, consider two users experiencing 
network congestion: one is a heavy bandwidth consumer, the 
other is not. Without dynamically profiling these particular 
users, both will become offload candidates and therefore 
they are both at risk of connecting to an inferior network. If 
however these users are profiled, only the heavy bandwidth 
consumer will be initially offloaded. This reduction in con 
sumption itself may be sufficient to allow the small band 
width consumer to begin experiencing their required 
improvement to quality of service. In the event that focused 
offloading of the heavy bandwidth users cannot rectify 

Dec. 1, 2016 

network congestion and performance, all users will become 
offload candidates. For example, if poor quality of service is 
being created by malfunctioning or damaged cellular infra 
structure then offloading a Subset of the users may not solve 
the problem, and all candidates will need to be offloaded to 
rectify the poor service quality. 
0146 A second example is the generation of dynamic, 
location profiles 407, performed by the advanced profiling 
server 110. The device controller 220 may benefit from 
location profiles 407 created from data including, but not 
limited to, location, location specific device controller 220 
performance measures, signal strengths, network topologies, 
network characteristics, the quality of decisions made by 
device controller 220, and the general wireless/network 
environment. This data may be extracted by the advanced 
profiling client 120 for reporting to the advanced profiling 
server 110 via logs 300. Alternatively, the advanced profiling 
server 110 may receive this same information extracted 
from, for example, a device controller 220, third party data 
sources 150, and user inputs 302. Additional location and 
topology information may be extracted from databases held 
by, for example, wireless service providers or other map 
databases at the discretion of the wireless service provider. 
0147 One specific example of how location profiles 407 
may be used in a unique and useful way in the implemen 
tation of a mobile connection manger system to enforce data 
offload policies is outlined below. 
0.148. The repeated establishing and breaking of network 
connections that occurs if an appropriate connection cannot 
be maintained for a reasonable amount of time is called 
network ping-pong. This often occurs as a result of devices 
moving in and out of range of adequate signal strengths. The 
system improves connection decisions over time by System 
atically characterizing locations based on the quality of 
connection decisions made by connection manager (device 
controller 220) while in these areas. Consider an office 
building with many Wi-Fi hotspots. Due to the nature of 
these locations, clients are often in range of the access points 
160 for long enough to avoid experiencing network ping 
pong. Over time, connection managers (device controllers 
220) are likely to report a tendency for connection decisions 
to Wi-Fi access points in this area to be of high quality. This 
location would then be labeled as appropriate for data 
offloading to improve the information available to advanced 
profiling client 120, connection manager (device controller 
220), offload controller (policy manager 130), and/or the 
advanced profiling server 110. Connections with an equal or 
greater quality of service in comparison to alternative 
offload access points that are maintained for a period of time 
are labeled as high quality or high value connections. 
0.149 Now consider an urban location that has histori 
cally produced unpredictable wireless signal strengths. In 
this Zone, wireless signal strengths are sensitive to move 
ment, user location, and wireless device orientation. Net 
work ping-pong in urban locations is common because 
connection decisions tended to be of low quality. As a result, 
this area would be labeled as being an inappropriate region 
for data offloading. 
0150. The third example is the generation of dynamic 
access point profiles 406 performed by the advanced pro 
filing server 110. Location, historical average performance, 
historical average throughput measures, historical average 
latency measures, estimated range, and general characteris 
tics are all extracted and reported to the advanced profiling 
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server 110 via data logs 300. All of the data is then labeled 
relative to the device 140 taking the reading, access point 
technology, network details, time of day, usage behaviors, 
subscription profile and location, and the like to provide 
context. This information may be extracted by the advanced 
profiling client 120 for reporting to the advanced profiling 
server 110. Alternatively, the advanced profiling server 110 
may receive this same information from device controllers 
220. Wireless service providers, users, and third party data 
sources 150 at the discretion of the wireless service provider 
may provide additional network information. 
0151. Access point profiles 406 are utilized to classify the 
plurality of access points detected by the advanced profiling 
clients 120, device operating systems 230, and/or device 
controllers 220. Access point profiles 406 are constructed 
from an aggregate of data. This data comprises of, but is not 
limited to: 

0152 access point basic service set identification 
(BSSID). 

(O153 service set identifier (SSID) of the network con 
nected to the access point. 

0154 received signal strength indication (RSSI) of the 
access point. 

0155 network throughput. 
0156 network latency. 
O157 authentication, key management, and encryption 
Schemes Supported by the access point. 

0158 frequency of the channel over which the client is 
communicating with the access point. 

0159 location of the access point. 
0160 One specific example of how access point profiles 
406 may be used in a unique and useful way in the 
implementation of a mobile connection manger system to 
enforce data offload policies is outlined below. 
0161. A successful connection, in the preferred embodi 
ment, is one that is maintained for a reasonable amount of 
time with equal or better quality of service in comparison to 
alternative offload access points. A failed connection is one 
that does not meet one of the said conditions. 
0162 The logging of past Successes/failures with respect 
to connection attempts is an essential component for char 
acterizing specific access points provided that the context of 
the Success/failure is also recorded. By analyzing the Suc 
cess/failures of connection attempts with respect to time of 
day, running applications, mobility, location, device, or 
other available measures, a comprehensive profile of the 
access point 160 can be constructed. For example, if con 
nections generally fail while throughput intensive applica 
tions are running, the system can extrapolate that the access 
point 160 and, in particular, the access network at that 
particular time cannot handle heavy throughput. If connec 
tions generally fail during a specific time of day, it can 
extrapolate that during this time of day, congestion is 
particularly high on the said access network. For example if 
connections generally fail when Android devices attempt to 
connect to the access network, the said devices may not be 
compatible with the access point. 
0163 The analysis and Statistical processing of past Suc 
cessful and failed connections with respect to the associated 
context and characteristics of the device at that particular 
time provides one piece of the overall access point profiles 
406, which may be used to improve connection decisions. 
The analytics are also of key interest to wireless service 
providers and network managers seeking to optimize the 
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access networks. Currently some connection managers (de 
Vice controllers 220) provide the logging of Successful and 
failed connections as an offline capability with minimal or 
no context provided. Using an advanced profiling server 
110, connection managers (device controllers 220) are able 
to share this information with other devices and networks to 
improve overall performance through the advanced profiling 
client 120. 
0164. In the fourth example, device controllers 220 often 
operate on systems with running applications 560 that must 
be managed by the device controller 220 to ensure effective 
operation. The generation of dynamic application profiles 
408 is performed by the advanced profiling server 110. 
Technical/device requirements, network requirements, nor 
mal user behaviors, and the like are extracted and recorded 
in data logs 300 while the application 560 is in use by the 
device 140. This information may be extracted by the 
advanced profiling client 120 for reporting to the advanced 
profiling server 110. Alternatively, the advanced profiling 
server 110 may receive the said information from device 
controllers 220, third party data sources 150, user inputs 
302, wireless service provider database, or application 
developers at their discretion. 
0.165. One specific example of how application profiles 
408 may be used in a unique and useful way in the 
implementation of a mobile connection manger system to 
enforce data offload policies is outlined below. 
0166 The majority of current connection manager (de 
vice controller 220) policies related to application offloading 
simply direct data traffic over specific access technologies 
and protocols. An example may be a policy to send YouTube 
data over Wi-Fi whenever possible. This policy does not 
incorporate an important aspect of network performance and 
the more specific requirements to effectively run applica 
tions on wireless devices 140. 
0.167 Applications 560 have different priorities in terms 
of for example, network latency and network throughput 
requirements to provide a positive user experience (other 
examples are jitter and packet loss). By characterizing 
applications 560 based on these requirements, applications 
560 may be offloaded to the access networks that most 
accurately meet the said requirements of a positive user 
experience. Currently Supported application policies are 
expanded upon, in combination with access point profiles to 
provide an improvement to user experience during offload 
eVentS. 

0168 With the co-operation of application developers, 
application profiles 408 may be taken further. Applications 
560 may be profiled based on what dynamic graphical 
resolution reductions may be performed in response to 
experiencing slow network speeds to maintain a certain level 
of user experience. 
0169. In the fifth example, the generation of dynamic 
device profiles 409 is performed by the advanced profiling 
server 110. Technical specifications, technical capabilities, 
performance measures, Supported networks, Supported 
access technologies, manufacturer, model number, operating 
system details, installed applications, performance mea 
Sures, and the like are extracted and recorded in data logs 
300. This information may be extracted by the advanced 
profiling client 120 for reporting to the advanced profiling 
server 110. Alternatively, the advanced profiling server 110 
may receive the said information from device controllers 
220, third party data sources 150, user inputs 302, wireless 
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service provider database, and the like. One specific 
example of how device profiles 409 may be used in a unique 
and useful way in the implementation of a mobile connec 
tion manger system to enforce data offload policies is 
outlined below. 

0170 Wireless service providers have incentive to use 
device profiles 409 to better understand the implications that 
various devices have on the wireless networks. These 
detailed profiles allow wireless service providers to compare 
the network consumption rates associated with each device. 
They also allow wireless service providers to better under 
stand which devices are receiving the best service and are 
most compatible with the network infrastructure. This infor 
mation may be used by wireless service providers to moti 
vate device deployment strategies aimed at convincing con 
Sumers to use the specific devices preferred by the wireless 
service provider. 
0171 In the sixth example, effective load balancing 
requires semi real-time performance measurements of all 
networks available for sharing the load as well as detailed 
user, location, device, and/or application profiles. By under 
standing the state of available networks, certain networks 
may be prioritized for congestion reduction and others for 
congestion on-loading. An understanding of users is 
required to predict behaviors and mobility vectors as to not 
offload users to networks with which the user will experi 
ence a short lived connection or connection to an inferior 
network. An understanding of location provides an under 
standing of which areas within the space undergoing load 
balancing should be prioritized for offload. Furthermore, an 
understanding of devices 140 and the applications 560 
running on the device operating system 230 ensures that the 
process of load balancing connects users to the most appro 
priate network for maintaining expected user experience. 
Load balancing dynamically and in response to semi real 
time conditions requires advanced relationship profiles 
amongst all of the interconnected factors that participate in 
the load balancing. Executing a load balancing strategy that 
simply searches for the best fit with respect to any one of 
these factors by itself is a flawed model. Therefore, rela 
tionships profiles must be built and contributed to policy 
enforcement logic to allow the trade-offs between all factors 
to be considered, in order to provide the best overall user 
experience while adequately distributing the load. 
0172. The load balancing approach is unique in that it 
leverages collaboration between a policy manager 130, a 
dynamic advanced profiling server 110, and all available 
devices 140. The network offload controller (policy manager 
130) provides long-standing policies, which govern the list 
of prioritized access points provided to connection managers 
(device controllers 220) and the advanced profiling client 
120. Then, semi real-time network state, user behavior, 
location, device, running application, and the like are pro 
vided by the plurality of devices 140. The accumulation of 
this information from the said collection of sources may then 
be used by the system to most appropriately offload devices 
140 in order to balance the load across the network. 

0173 Prior art in connection management largely con 
siders load balancing to be a non-real-time process. In this 
model, the offload controller (policy manager 120) may 
make occasional modifications to the list of prioritized 
networks in order to avoid having all users attempt to 
connect to the same access network as a first priority. 
However, this policy is static. After the policy is delivered 
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to the device 140, the policy is strictly enforced until 
encountering an update event. Its enforcement is not subject 
to the states of dynamic variables. Static policies are inef 
fective at providing a means of load balancing in semi 
real-time. 
0.174 Specific examples referring to FIGS. 1 to 8 are now 
given. The advanced profiling client 120 may or may not be 
integrated directly into the device 140. If it is not, then the 
device 140, device controller 220, or an application 560 
must perform quality of service tests. If the advanced 
profiling client 120 is integrated into the device 140, then the 
advanced profiling client 120 may provide these functions. 
The method of delivery and use of policies is case dependant 
and may include the methods defined by ANDSF, HotSpot2. 
0, GAS, ANQP, IEEE 802.11u, IEEE 802.11v as well as 
other IEEE 802.11 standards, pre-loaded connection man 
agers, or systems where there is no direct communication 
between policy manager 130 and connection manager (de 
vice controller 220). 
0.175. The first example of access point measurements is 
given. Devices 140, which may be wireless devices or 
network access points, routinely perform latency, through 
put, and other connection tests to evaluate the standard of 
connection quality. Information shown in the list below, 
which includes but is not limited to the access point data 
400, is passed to the advanced profiling server 110, where it 
is processed in combination with any third party data 
sources 150 to form access point profiles 406. The advanced 
profiling client 120 then uses the access point profiles 406 to 
modify access point priority list policies 590 from the policy 
manager 130 in Such a way that improves their performance 
as part of a data offload solution. These modified policies 
602 are then passed to the device 140, by either the advanced 
profiling client 120 or policy manager 130, for use. Access 
points showing Superior performance are moved up in the 
prioritized list. Likewise, access points showing inferior 
performance are moved down. It this way, devices 140 using 
policies modified by the policy manager interface 520 will 
establish connections that deliver an improved quality of 
service to device users. Modified access point lists are 
passed to devices 140, by either the advanced profiling client 
120 or policy manager 130, for use. 

Useful Data Includes: 

(0176 1. Time 
0.177 2. Location 
0.178 3. Connection Throughput 
(0179 4. Connection Latency 
0180 5. Running Applications 
0181 6. The Reporting Wireless Device. Access Point 
or Network Probe Details (SDK, Device Model, OS 
Version, Unique Identifier, etc.) 

0182 7. Depending on Access Point being assessed, 
one of: 
0183) 
RSSI) 

(0.184 GSM Access Point Details (C-ID, LAC, GSM 
Signal Strength) 

Wi-Fi Access Point Details (SSID, BSSID, 

0185. WiMAX Access Point Details 
0186. Etc. . . . 

0187. The second example is for fault tracking and analy 
sis. Devices 140, which may be wireless devices or network 
access points, routinely track and log past Successful and 
unsuccessful connection attempts or errors. This information 
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is passed to the advanced profiling server 110 where it is 
processed in combination with any third party data sources 
150 to form connection profiles 411. The advanced profiling 
client 120 then uses the connection profiles 411 to modify 
network prioritization policies from the policy manager 130 
in Such a way that improves their performance as part of a 
data offload solution. These modified policies 602 are then 
passed to the device 140, by either the advanced profiling 
client 120 or policy manager 130, for use. Access points 160 
showing Superior performance with fewer errors are moved 
up in the prioritized list. Likewise, access points showing 
inferior performance with more errors are moved down. In 
this way, devices 140 using these modified policies 590 will 
attempt to establish connections known to provide improved 
reliability to device users. More connection attempts would 
be successful in this case. Modified access point lists 740 are 
passed to devices 140, by either the advanced profiling client 
120 or policy manager 130, for use. 

Useful Data Includes: 

0188 1. Time 
(0189 2. Location 
0.190 3. Connection Throughput 
0191 4. Connection Latency 
0.192 5. Connection Attempt Results 
0193 6. Duration of Established Connections 
(0194 7. The Reporting Wireless Device, Access Point 
or Network Probe Details (SDK, Device Model, OS 
Version, Unique Identifier, etc.) 

0.195. In a third example of location based offload evalu 
ation, devices 140 routinely track and log past Successful 
and unsuccessful connection attempts, errors, and connec 
tion durations. This information is passed to the advanced 
profiling server 110 where it is processed in combination 
with any third party data sources 150 form location profiles 
407. The advanced profiling client 120 then uses the location 
profiles 407 to modify policies 591 from the policy manager 
130 in such a way that improves their performance as part 
of a data offload solution. These modified policies 741 are 
then passed to the device 140, by either the advanced 
profiling client 120 or policy manager 130, for use. Access 
points in regions known to provide more reliable service are 
moved up in the prioritized list. Likewise, access points in 
regions that know to be less reliable (with more disconnec 
tions and shorter connection durations) are moved down. It 
this way, devices 140 using these modified policies 602 will 
attempt to establish connections in regions known to provide 
improved reliability to device users. More connection 
attempts total would be successful in this case. 

Useful Data Includes: 

0.196 1. Time 
0.197 2. Location 
0198 3. Connection Throughput 
(0199 4. Connection Latency 
0200 5. Connection Attempt Results 
0201 6. Duration of Established Connections 
0202 7. Running Applications 
(0203 8. The Reporting Wireless Device, Access Point 
or Network Probe Details (SDK, Device Model, OS 
Version, Unique Identifier, etc.) 

0204 9. Details of Local Access Points 
0205 Wi-Fi Access Point Details (SSID, BSSID, 
RSSI) 
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(0206 GSM Access Point Details (C-ID, LAC, GSM 
Signal Strength) 

0207. WiMAX Access Point Details 
0208 Etc. . . . 

0209. In a fourth example of application based offload 
evaluation, devices 140 routinely track the performance of 
applications and application specific network requirements 
for a positive user experience. This information, which 
includes but is not limited to the data shown in the list below, 
is passed to the Advanced Profiling Server 110 where it is 
processed in combination with any third party data sources 
150 to form application profiles 408. The advanced profiling 
client 120 then uses the application profiles 408 to modify 
access point list policies 590 from the policy manager 130 
in Such a way that improves their performance as part of a 
data offload solution. These modified policies 740 are then 
passed to the Device 140, by either the advanced profiling 
client 120 or policy manager 130, for use. When a device is 
looking for a network to use, access points 160 that are most 
appropriate for the running application 560 on device 140 
are moved up in the prioritized list. Likewise, access points 
160 known to provide worse service to the running appli 
cation 560 are moved down the list. In some cases, the 
re-prioritization of access points will be based on what 
applications 560 the device normally uses and not what 
application 560 the device is using at the given point in time. 
In this way, devices 140 using these modified policies 740 
will attempt to establish connections known to provide 
improved service quality for those applications normally 
used by the device user. Modified access point policy lists 
740 are passed to devices 140, by either the advanced 
profiling client 120 or policy manager 130, for use. In some 
embodiments, multiple prioritized lists will be sent to 
devices, device controllers, or advanced profiling clients. 
Each prioritized list will be relevant to certain types of 
applications. When a device wants to connect to an access 
point, the chosen list to use will depend on currently running 
applications. 

Useful Data Includes: 

0210 1. Time 
0211 2. Location 
0212. 3. Connection Throughput 
0213 4. Connection Latency 
0214) 5. Connection Attempt Results 
0215 6. Duration of Established Connections 
0216 7. Running Applications 
0217 8. Application Data Usage Rates 
0218 9. Application Network Requirements 
0219 10. The Reporting Wireless Device. Access 
Point or Network Probe Details (SDK, Device Model, 
OS Version, Unique Identifier, etc.) 

0220. In a fifth example, user specific offloading policy, 
devices 140 routinely track user specific information, 
including their behavioural trends and individual network 
requirements for a positive user experience. This informa 
tion is passed to the advanced profiling server 110 where it 
is processed in combination with any third party data 
sources 150 and user subscription information 585 to form 
user profiles 410. The advanced profiling client 120 then 
uses the user profiles 410 to customize policies from the 
policy manager 130 for specific users in Such a way that 
improves their experienced service quality when offloaded. 
Further, users in this example may purchase Subscription 
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packages that would influence the policies that they receive. 
These modified policies 602 are passed to the device 140, by 
either the advanced profiling client 120 or policy manager 
130, for use. As an example, consider a user who has 
purchased a premium data offload package. In this case, the 
advanced profiling client 120 may be used to modify the 
access point list policy 590 of that specific user in such a way 
that provides them with improved service quality over 
non-premium users. Highest quality access points 160 
would be ranked high in the priority lists of premium users. 
Whereas these access points may be low in the list or 
excluded from the network priority list policies of non 
premium users. Another example may simply be ranking 
user preferred or user owned access points higher on that 
user's specific network priority policy list. 

Useful Data Includes: 

0221 1. Time 
0222 2. Connection Throughput 
0223. 3. Connection Latency 
0224. 4. Running or Installed Applications 
0225. 5. Application Data Usage Rates 
0226 6. Application Network Requirements 
0227 7. User Unique Identifier (MAC Address, IMSI, 
etc.) 

0228 8. The Reporting Wireless Device. Access Point 
or Network Probe Details (SDK, Device Model, OS 
Version, Unique Identifier, etc.) 

0229. In the sixth example, user suggestions for improv 
ing performance, access point list policies 590 or modified 
access point list policies 740 may be delivered to devices 
140 or connection managers (device controllers 220), by 
either the advanced profiling client 120 or policy manager 
130, for use. Access point list policies 590/740 may then be 
visually displayed to users either in a list or on a map so that 
users may see where they are relative to highest quality 
access points. In this way, users know where to go to get 
better quality of service. These lists may be displayed over 
the advanced profiling client 120 if it is present on the 
device, otherwise they may be displayed by a connection 
manager (device controller 220) or a third party application 
560, 

Useful Data Includes: 

0230. 1. Time 
0231 2. Location 
0232 3. Connection Throughput 
0233 4. Connection Latency 
0234 5. Running or Installed Applications 
0235 6. Application Network Requirements 
0236 7. The Reporting Wireless Device, Access Point 
or Network Probe Details (SDK, Device Model, OS 
Version, Unique Identifier, etc.) 

0237 8. Details of Local Access Points 
0238 Wi-Fi Access Point Details (Location, Load, 
SSID, BSSID, RSSI, etc.) 

0239 GSM Access Point Details (Location, Load, 
C-ID, LAC, GSM Signal Strength, etc.) 

0240 WiMAX Access Point Details (Location, 
Load, etc.) 

0241. Etc. . . . 
0242. In the final example, load balancing and load 
management, devices 140 provide wireless service providers 
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with a sense of load, quality of service, and congestion 
across their networks. Wireless service providers, depending 
on the case, may use processes outside the Scope of this 
embodiment to understand their networks, otherwise they 
may leverage access point profiles 406 and connection 
profiles 411 provided by this embodiment. The advanced 
profiling client 120 can then use network load, quality of 
service, and congestion information to modify policies 501 
from the policy manager 130 to perform load balancing and 
load management. For example, if an access point is over 
loaded with network traffic, it will be moved down the 
modified access point policy list Policy 740. Hence, that 
access point will receive fewer new connections to Support. 
Likewise relatively unloaded access points may be moved 
up the list. In this way, network connection priority policies 
may be modified to perform load balancing and load man 
agement. 

Useful Data Includes: 

0243 1. Time 
0244 2. Location 
0245 3. Connection Attempt Results 
0246 4. Duration of Established Connections 
0247 5. Connection Throughput 
0248 6. Connection Latency 
0249 7. Running or Installed Applications 
0250) 8. Application Network Requirements 
0251 9. Application Data Usage Rates 
0252) 10. Unique User Identifier (MAC Address, 
IMSI, etc.) 

0253) 11. The Reporting Wireless Device. Access 
Point or Network Probe Details (SDK, Device Model, 
OS Version, Unique Identifier, etc.) 

0254 12. Details of Usable Access Points 
(0255 Wi-Fi Access Point Details (Location, Load, 
SSID, BSSID, RSSI, etc.) 

0256 GSM Access Point Details (Location, Load, 
C-ID, LAC, GSM Signal Strength, etc.) 

(0257 WiMAX Access Point Details (Location, 
Load, etc.) 

0258 Etc. . . . 
(0259 FIG.9 depicts two scenarios of mobile device 902 
location within a building 905 with two Wi-Fi access points 
900,901. If the mobile device 902 attempted to determine its 
location using GPS, cellular triangulation, or Wi-Fi triangu 
lation, it is possible and common that both Scenario A903 
and B 904 would return the same location value for the 
mobile device 902, despite the fact that the location is quite 
different. Alternatively, the location determined from these 
approaches may be too far off from actual location to be 
useful for offloading and policy enforcement processes. 
0260. In both Scenario A903 and B 904, Access Point A 
900 provides excellent service at the front of the building 
and terrible service at the back. Likewise, Access Point B 
901 provides excellent service at the back of the building 
and terrible service at the front. Hence determining location 
of the user, which we have determined is problematic, is 
crucial for determining which access point to connect to. 
This embodiment proposes an approach that does not require 
the user's absolute geographic location; instead, it requires 
relative wireless location. 
0261. In Scenario A903, let Signal Strength A906=AA 
0262. In Scenario A903, let Signal Strength B907=AB 
0263. In Scenario B904, let Signal Strength A908–BA 
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0264. In Scenario B904, let Signal Strength B909–BB 
0265. If: 

0266 Scenario A 903 occurs, the mobile device 902 
connects to Access Point A900, and experiences good 
quality of service. 

0267 Scenario A occurs, the mobile device 902 con 
nects to Access Point B 901, and experiences poor 
quality of service. 

0268 Scenario B occurs, the mobile device 902 con 
nects to Access Point B901, and experiences good 
quality of service. 

0269. Scenario B occurs, the mobile device 902 con 
nects to Access Point A 900, and experiences Poor 
quality of service. 

0270. Then, once these results are processed by the 
analytic systems of this invention, the connection matrix 
1000 of mobile device 902—depicting which access point 
900, 901 to connect to would then be as shown in FIG. 10. 
This matrix system can be extended to include any number 
of access points 900,901 and mobile devices 902. Hence, all 
mobile devices 902 help to build upon a connection matrix 
1000, or series of connection matrices, so that they may all 
leverage the experiences of the other mobile devices 902. 
When a mobile device 902 scans its environment, it receives 
back a series of access point identifiers (BSSID, SSID, etc.) 
and the Signal Strength (RSSI, etc.) from those access points 
900, 901. The access points 900, 901 and their associated 
signal strengths 906,907,908,909 are then compared to the 
connection matrices 1000. If there is a match within X % 
accuracy, then the policy action 1001 to connect or not to 
connect to a particular access point 900, 901 will be eligible 
for use. Hence, this approach never requires determining 
geographic location; instead, it utilizes a relative location to 
the wireless environment. This same system may be 
extended to incorporate any number of other variables 
including time of day 1003, application being used 1002, the 
specific user's profile 1004, etc. In essence, all variables for 
effective offloading could be applied using this system. As 
well, all profile types described could be built using this 
method. In addition, the X % match requirement, to perform 
the policy action 1001, would apply to the full set of policy 
conditions 1005. This system and approach may be extended 
to systems that determine when targeted marketing mes 
sages and other location based services should be pushed to 
mobile devices. 
0271 FIG. 11 describes how to: 
(0272 a) Define QoS classes 1106, 1107, 1108, 1109 

that reflect an aggregation of the measures that affect 
QoS. 

0273 b) Classify traffic as belonging to one such QoS 
class depending on an aggregation of the measures 
1105 that define the quality of that traffic. 

0274 c) Produce mappings 1300 that will allow 
devices to translate these broadcasted classes into con 
nection quality estimations 1302, 1303. This will allow 
a device to estimate the quality of a particular connec 
tion before connecting. 

0275 Referring to FIG. 11, multiple QoS measures are 
collected from Wi-Fi access points. 
0276. These may include, but are not limited to: through 
put, latency, jitter, and packet loss. For classification pur 
poses, initial weights and averages may be selected. For 
simplicity, this example will only consider measure types 
1100 of throughput and latency. This process describes one 

17 
Dec. 1, 2016 

process for classification that would be covered by this 
embodiment. Hence, this example is not intended to limit the 
Scope of the embodiment to this particular process or the use 
of only two variables. 
0277 Now consider a connection quality report that 
indicates that a user received a measured value 1103 of 1000 
Kbps and 50 ms latency. Assume that this one report does 
not affect the averages. The final value 1105 is calculated as 
shown. This is just one class value; one could be calculated 
for each QoS report. Depending on how many classes 1106, 
1107, 1108, 1109 are required, ranges will be established for 
classification. FIG. 11 shows 4 classes as an example 
classification scheme for an access points quality. 
0278 However, through an analytic iterative process, if 

it's determined that users’ connections to class 1 1106 access 
points are often having a worse experience than classes 2, 3 
or 4 (1107, 1108, 1109), then it can be determined that the 
weightings 1101 used to determine the classifications must 
be refined. Otherwise, the classification system may need to 
be made specific to the application currently being used on 
the wireless device. These scenarios would be directly 
addressed by the analytic processes of this embodiment. 
0279 Service providers require mappings to interpret 
these broadcasted class values 1106, 1107, 1108, 1109. It 
may be that for their particular users, devices, applications, 
etc. that they have unique network requirements. Hence, 
they may benefit from an analytic process which generates 
a mapping, or a set of mappings, which works best for their 
USCS. 

0280 For example, the value of 13.8 which was calcu 
lated above, may on an average basis, be interpreted by 
devices as meaning that connections will provide 13.8% 
better throughput than average, and 13.8% better latency 
than average. However, this is not likely to be the case. The 
wireless service provider may determine that this value is 
too high or too low compared to the experience that their 
customers are receiving. Likewise, the wireless service 
provider may determine that the classification system is 
using weightings 1101 that they do not agree with, in which 
case they will need to map how to translate these values into 
a QoS estimate that is useful for their users, devices, 
applications, etc. 
0281 Consider an access point that broadcasts a class 
value of 20, as an example, to wireless devices. Now, if a 
wireless service provider determines that their users only 
experience roughly 10% better than normal performance on 
this access point instead of 20%, they would apply a 
mapping of minus 10. Subtracting 10 from the Class Value 
will be the first mapping. 
0282. Now, say a wireless service provider looks closer 
and determines that their users are receiving 10% worse 
latency than average and 20% better throughput than aver 
age. A further mapping for this access point may be deter 
mined using weighted values. 

X." (Measure Weightx Measure % from AVG) 
Walue = 3Ilie XN (Measure Weight) 

1O = (10X v) Latency + (20Xy)Throughput 
X -- y 

Now, since were looking for relative values, let x=l 
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-continued 
1O = (10X 1) Latency + (20Xy)Throughput 

1 +y 

y = 2 

0283. Using a weight of 1 for latency, and a weight of 2 
for throughput will be the second mapping. 
0284 Please note that the process of substituting x=1 into 
the equation to determine the relative weight values only 
works because we are considering two variables (i.e. 
throughput and latency). If more than two variables are 
being considered, more sets of known QoS readings and 
their associated class values must be considered together in 
order to solve the system of equations and determine the 
weight values. 
0285 Hence, after the two mappings the service provid 
er's combined mapping through an ongoing iterative pro 
cess—has become: 

Measure % from AVG) = 
(Value - Mapping)XX" (Measure Weight) - 

X." (Measure Weightx Measure % from A1 
(Measure Weight) 

Equation #1 
( % from average 

% from average 

(Value - Mapping) x(x + y) - 

latency estimate XX 

throughput estimate y 

(Value - 10) X (1 + 2)- 
( % from average 

x 1 
latency estimate 

2 

(Value - Mapping)x (x + y) - Equation #2 
% from average 

X % from average ( throughput E.) y 
latency estimate X 

(Value - 10) X (1 + 2)- 
( % from average 

x2 
throughput estimate 

1 

0286 Now if a device is trying to determine whether or 
not it should connect to an access point of a particular 
broadcasted class value, this system of equations may be 
Solved to determine an estimate of the throughput and 
latency that would be received over that connection. This 
mapping has therefore given the device a better sense of 
whether or not the connection would be appropriate. 
0287 Please note that this is merely an example of the 
analytics processes covered by this embodiment for deter 
mining appropriate QoS profiles. QoS classification 
schemes, and service provider QoS mappings. In general, 
analytic processes that leverage information from multiple 
data sources or devices to perform an ongoing iterative 
refinement process to solve for these items is covered by the 
embodiment. 
0288 FIG. 12 describes how to: 
(0289 a) Define congestion classes 1206, 1207, 1208, 
1209 that reflect an aggregation of the measures 1200 
that affect congestion. 
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0290 b) Classify traffic as belonging to one such 
congestion class 1206, 1207, 1208, 1209 depending on 
an aggregation of the measures 1205 that define the 
congestion of that traffic. 

0291 c) Produce mappings that will allow devices to 
translate these broadcasted classes 1206, 1207, 1208, 
1209 into connection quality estimations. This will 
allow a device to estimate the quality of a particular 
connection before connecting. 

0292 We have previously discussed supporting this need 
by broadcasting QoS classes; however, it is equally possible 
to Support the need for pre-connection estimations by broad 
casting classes 1206, 1207, 1208, 1209 of access point and 
access network congestion. 
0293. In this application, QoS broadcasts differ from 
congestion broadcasts in how they are expressed and inter 
preted. QoS is usually defined in terms of network measures 
Such as throughput, latency, etc. Congestion, on the other 
hand, is expressed in term of how much traffic is running 
through the access point or what percent of the total access 
point or network's capacity is being used. 
0294 Hence, analytic processes will be required to deter 
mine how to best combine several congestions measures 
1200 into one class value 1205 which is representative of 
total congestion. Further, analytic processes will be required 
to determine a system for mapping how downlink IP traffic 
congestion classes can be best translated into over-the-air 
IEEE 802.11 traffic QoS estimations. This mapping is likely 
to be wireless service provider specific and may need to be 
transferred to the device for use. This mapping will allow 
devices to interpret the congestion broadcasts and estimate 
what their likely IP traffic quality would be after a connec 
tion is established. 

0295 Multiple congestion measures 1200 are collected 
from Wi-Fi access points and network management systems. 
These may include but are not limited to percent of total 
rated bandwidth being used, how close latency is to a limit 
of what is acceptable, how many users are connected, etc. 
This process describes one process for congestion classifi 
cation that would be covered by this embodiment. Hence, 
this two variable example is not intended to limit the scope 
of the embodiment to this particular process or the use of 
only two variables. 
0296 Now consider a congestion report that indicates 
that the network is 9/10 the way to reaching limit X and 8/10 
the way to reaching limit Y. Depending on how many 
congestion classes are required, ranges will be established 
for classification. FIG. 12 shows 4 classes 1206, 1207, 1208, 
1209 as an example classification scheme for an access 
points congestion. 
0297. However, through an analytic iterative process, if 

it's determined that users’ connections to class 1 1206 
access points are often having a worse experience than 
classes 2, 3 or 4, (1207, 1208, 1209) then it can be deter 
mined that the weightings 1201 used to determine the 
classifications must be refined. These scenarios would be 
directly addressed by the analytic processes of this embodi 
ment. 

0298 Wireless service providers require mappings to 
interpret these broadcasted congestion class 1206, 1207, 
1208, 1209 values and translate them into connection QoS 
estimations. It may be that for their particular users, devices, 
applications, etc. that they have unique network require 
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ments. Hence, they may benefit from an analytic process 
which generates a mapping, or a set of mappings, which 
works best for their users. 

0299 FIG. 13 shows mapping congestion class 1206, 
1207, 1208, 1209 values into connection QoS estimations 
which may require considering the access point or access 
network's details, the wireless device and its radio type, the 
device's proximity to the access point, the users intended 
action to be carried out of the network, etc. 
0300. The example just considers expected connection 
throughput 1302 and latency 1303 and shows an example 
mapping 1300. If an access point which broadcasts a par 
ticular congestion class value 1205 provides QoS measures 
after connection which arent consistent with this mapping 
1300, then the service providers mapping scheme would be 
refined to reflect this. That mapping change may, as an 
example, reflect the mapping processes presented for QoS 
mappings previously. 
0301 If a device is trying to determine whether or not it 
should connect to an access point of a particular broadcasted 
congestion class value 1205, the mapping may be used to 
determine an estimate of the throughput 1302 and latency 
1303 that would be received over that connection. This 
mapping has therefore given the device a better sense of 
whether or not the connection would be appropriate. 
0302 FIG. 14 depicts the simplest embodiment of the 
invention being used to improve device network connection 
decisions by Supplying modified access point priority lists. 
The Device 140 performs network quality of service mea 
surements and reports these logs 300 to the Policy Manager 
130. The Policy Manager then stores these logs 300 in a 
database. Afterwards, the Advanced Profiling Server 110 
pulls these logs 300 and generates Advanced Profiles 114 
that are then passed to the Advanced Profiling Client 120. 
The Advanced Profiling Client 120 then generates access 
point priority lists and stores them in the Modified Policies 
Database 602. 

0303. If the Device 140 would like to determine which 
access point it should connect to, it passes either its location 
or the BSSIDs, SSIDs, and RSSIs of the nearby access 
points to the Policy Manager 130. The Policy Manager 130 
then asks the Advanced Profiling Client 120 to prioritize 
these access points and send back the resulting list. The 
Advanced Profiling Client 120 does this by querying for the 
appropriate Modified Policy 602 from the database. Once 
this list is passed back to the Policy Manager 130, the Policy 
Manager 130 distributes it to the Device 140 for use. 
0304. In this embodiment, it is possible that the Policy 
Manager 130, Advanced Profiling Server 110, and Advanced 
Profiling Client 120 will be implemented on the same server. 
Likewise, it possible for the Logs 300 and Modified Policies 
602 to be held in the same database. Further, this aggregate 
database could be held on the same server as the Policy 
Manager 130, Advanced Profiling Server 110, and Advanced 
Profiling Client 120. In some cases, this embodiment will be 
used to exclusively manage access point priority policies. 
0305 FIG. 15 shows a possible dashboard 115 user 
interface for quality of service. Quality of service, as mea 
sured by handsets, is often quite different than when mea 
Sured at the access point or network layer. This is often a 
result of wireless interference and packet loss. User actions 
that fail because packets do not reach the access point are 
difficult to identify at the network layer. 
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(0306 FIG. 16 shows a possible dashboard 115 user 
interface for access points. The advanced profiling client 120 
routinely performs latency and throughput tests of connected 
access points to evaluate the standard of connection quality. 
This information is then shared between connection man 
agers so that they may incorporate expected access point 
characteristics into their connection logic. 
(0307 FIG. 17 shows a possible dashboard 115 user 
interface for data usage. The dashboard 115 allows service 
providers to easily view and investigate how their customers 
are using data and consuming bandwidth. This allows them 
to identify the customers who are most appropriate for 
offloading. It also allows service providers to design more 
effective upsell campaigns. 
(0308 FIG. 18 shows a possible dashboard 115 user 
interface for showing active user devices. 
(0309 FIG. 19 shows a possible dashboard 115 user 
interface for showing the advanced details of a particular 
USC. 

0310 FIG. 20 shows a possible dashboard 115 user 
interface for showing how users connect. 
0311 All the servers mentioned may be viewed as being 
implemented in a cloud infrastructure. As well, the definition 
of device controllers includes, but is not limited to, systems 
that control the entity holding the device controller itself or 
alternatively entities that send control messages to various 
interconnected devices. 

0312 Although the discussion of the embodiment has 
been exemplified in the context of wireless networks, it will 
be understood that the embodiment can be applied to other 
fields where dynamic policy management brings benefits. 
For example, one such field is the management of electricity 
grids, where load management is critical. Moreover, in the 
manufacturing industry or the home more and more devices 
have intelligent controllers (for example, under the control 
of devices such as Smart phones) and therefore dynamic 
policy control in accordance with the embodiment can be 
used to change policy in accordance with user habits and 
external variables, such as electricity tariffs. 
0313. It should be appreciated by those skilled in the art 
that any block diagrams herein represent conceptual views 
of illustrative circuitry embodying the principles of the 
embodiment. For example, a processor may be provided 
through the use of dedicated hardware as well as hardware 
capable of executing software in association with appropri 
ate software. When provided by a processor, the functions 
may be provided by a single dedicated processor, by a single 
shared processor, or by a plurality of individual processors, 
some of which may be shared. Moreover, explicit use of the 
term “processor should not be construed to refer exclu 
sively to hardware capable of executing software, and may 
implicitly include, without limitation, digital signal proces 
sor (DSP) hardware, network processor, application specific 
integrated circuit (ASIC), field programmable gate array 
(FPGA), read only memory (ROM) for storing software, 
random access memory (RAM), and non-volatile storage. 
Other hardware, conventional and/or custom, may also be 
included. The term circuit is used herein to encompass 
functional blocks that may in practice be implemented in 
software. 
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The embodiments of the invention in which an exclusive 
property or privilege is claimed are defined as follows: 

1. An analytic system for improving or modifying device 
controller policies used by network access control and/or 
utilization solutions, comprising: 

a server configured to receive data from one or more data 
Sources; and 

a processor to aggregate and analyze the received data 
from profiling clients resident on wireless devices, 
access points, or network management systems to 
create and/or modify policies used to implement net 
work access control and/or utilization solutions. 

2. A system as claimed in claim 1, wherein the wireless 
device controller policies include a network and access point 
priority list. 

3. A system as claimed in claim 2, which is configured to 
perform load balancing based on the device controller 
policies being created and/or modified. 
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4. A system as claimed in claim 1, wherein the system is 
configured to process the received data into reports that 
assess the performance of the network access control and/or 
utilization solutions and its network access control and/or 
utilization operation rules or policies. 

5. A system as claimed in claim 1, further comprising a 
dashboard capable of creating and/or modifying existing 
network access control and/or utilization operation rules to 
meet the requirements of the system user. 

6. A system as claimed in claim 1, wherein the profiles 
include quality of service ratings for access points to broad 
cast that they can offer and instructions as to how mobile 
handsets should appropriately interpret quality of service 
ratings being broadcasted by access points. 

7. A system as claimed in claim 1, wherein the profiling 
servers send quality of service measures or ratings for access 
points to third party servers communicating with the access 
points. 


