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CONSISTENT HASHING

RELATED APPLICATION INFORMATION
{0001] This application claims priority to U.S. Provisional Patent Application Serial

Number 62/262,964, filed on December 4, 2015, incorporated herein by reference in its

entirety.
BACKGROUND

Technical Freld
{0002] The present invention relates to hash functions and, more particalarly, to

consistent hash functions,

Description of the Related Art
[0003]  Consider the problem of accessing a distributed number of nodes, called
worker, by using a value, called task 1D, through an entity, called load balancer (which
may iiclude multiple handlers), to perform a task related o the task 1D,
[0004]  An example of this case is where the workers are multiple cache machines with
different data cached on them and a client would query a particular text and the cache
machine would return a data related to the query. Here, the task is responding to the
query and the task 1D 1s the query or more precisely the gquery text. This is an exemplary
QUETY-TESPONISE SCENATIO,
00051 Another example is when pasicular procedure needs 1o be performed by the
workers and the result is responded by the worker. For example, consider checking

different cryprographic kevs on different machines 1o break an encryption. In this case,
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the tasks IDs are different cryptographic keys which based on them the task is routed to
different workers in the pool by the load balancer. A third example is where the task 1s
not performed in single query and nstead a session is established between the chient and
the worker and subsequent quertes with the same task 1D would be handled by the same
warker.

{0006]  While the main idea of load balancing across pool of weorkers is pritsary,
consistency of mapping the task with the same task 1D to the same worker (if it exists and
the pool of user is stationary and not changing) is wsually a secondary requirement for
many sceparios. We note that among the three examples mentioned above, the second
example does not require the consistency, while the first and third example would reqguire
consistency s a secondary condition. The main reason s that there would be a set of data
for each query or session that is kept by a particular worker.

{00071 Thus, there 13 a need for consistent hashing.

SUMMARY

[0008]  According to an aspect of the present invention, a computer-implemented
method is provided for distributing tasks between a phurality of processes in a computer
petwork, The method includes distributing, by a load balancer in the computer network,
tasks between the plurality of processes. The method further includes maintaining, by the
foad balancer, a registry for each of the tasks. For a given task, the registry indicates
which of the plurality of processes o which the given task is distributed based on a hash
fumction. The method also includes forming, by the load balancer, a respective set of

registries for each of the plurality of processes, based on g set of thresholds, The method
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additionally includes redefining, by the load balancer, the set of thresholds when one of
the plurality of processes ceases or g new process, added to the plurality of processes,
CONWIENCLS.

{0009]  According {o another aspect of the present invention, a computer implemented
method is provided for distributing tasks between a plupality of processes in a computer
network. The method includes distributing, by a load balancer in the computer network,
tasks between the plorality of processes. The method further includes generating, by the
load balancer, a slotted hash function for which sets of inputs corresponding to two
different ovtput values, defined as slots, are equal. The sets of inputs melude task
identifiers for the tasks. The method also includes forming, by the load balancer, a table
that indicates the correspondence between the slots and the plorality of processes, based
on values derived using the slotted hash fanction.

{00107 According to vet another aspect of the present invention, a systent 13 provided
for distributing tasks between a plurality of processes in a computer network, The system
includes a load balancer. The load balancer is configured to distribute tasks between the
plorality of processes. The load balancer is further configured to maintain a registry for
cach of the tasks. For a given task, the registry indicates which of the plarality of
processes to which the given task is distributed based on a hash function. The load
balancer 1s also configured to form a respective set of registries for each of the plurality
of processes, based on a set of thresholds. The load balancer is additionally configured to
redefine the set of thresholds when one of the plurality of processes ceases or a new

process, added to the plurality of processes, commences.
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{0011] These and other features and advantages will become apparent from the
following detailed description of llustrative embodiments thergof, which s to be read in

connection with the gccompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

{0013} The disclosure will provide details in the following description of preferred
embodiments with reference to the following figures wherein:

{00131  FIG. I shows an exemplary processing system to which the present invention
may be apphied, in accordance with an embodiment of the present invention;

[0014]  FIG. 2 shows an exemplary environment to which the present invention can be
apphied, 1w accordance with an embodireent of the present invention;

{00131 FIG. 3 shows another exemplary method for distributing tasks between a set of
processes i a computer network, in accordance with an embeodiment of the present
invention;

{0016}  FIG. 4 shows another exemplary method for distnibuting tasks between a set of
Processes in a computer network, in accordance with an embodiment of the present
invention;

{00171 FIG. 3 shows an exemplary structure of a hash function by using R rounds, in
accordance with an embodiment of the present invention; and

{0018}  FIG. 6 shows an exemplary method for processing input bits by the hash

function structure of FIG. 5, i accordance with an embeodiment of the present invention,
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

{00191 The present wrveation 18 directed o cousistent hashing.

(00201 Inan embodunent, the present invention addresses the problem of consistent
hashing by providing a deterministic approach for hashing. Ordmarnily, consistent
hashing 15 achieved by considering the span of the hash values (the cutput of the hash
functions) and partitioning it where each partition will be directed to only one worker by
the load balancer. This means that there is 4 one-to-one correspondence between the
partitions and the set of workers. The hash valaes are usually referved to as HASH and
the span of the hash values as a hash ring mdicating that there is ap ordering on the output
of the hash function. Considering the hash ring, the pastitions may be denoted by several
pieces of the ring by ndicating the start and end of each pisce of the nng. One possible
way is to consider multiple thresholds where the HASH values between every two
thresholds indicate a piece of the hash ring. Multiples of such hash ring pieces may
correspond o a worker.

{00211  Alternatively, in an embodiment, it is presumed that the workers IDs are
appoinied to each threshold (from among a set of thresholds) and each piece after or
before {moving clock-wise) a threshold belong to the corresponding workers whose 1D is
assigned to this threshold,

[0022]  Sull alternatively, i another embodiment, 1t is presumed that each threshold
belongs to a particular worker {by assigning the worker 1D to it} and the HASH values
are mapped based on their distance to all thresholds, In other words, the midpoint
between each threshold marks the point that, before that belongs to the node before, and

after that belongs to the node after, Nonetheless, there nught be a hash value
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corresponding to the mid-point, in which case it should be assigned to the node after or
before to avord eonfusion,

[00U23]  For the sake of illusiration, we consider two possible scenarios as follows.
{0024}  In the first possible scenario, the number of hash values in the hash ring 13 large
enough so that we do not want to keep a table for every hash value. In this case, we
abstract the problem by assuming that the values in the hash ring belong 1o the interval
{0,1) of real values. Ablmost all the results derived for this abstract model hold through
{of course within the quantization approximation) if the hash size 15 large enough (e.g.,
but not limited to, 32 bits).

j0025]  Inthe sccond possible scenario, the nomber of hash valoes are small (e.g., but
not Himited o, 10 bits). Tt this scenario, we consider the case that 4 table of sige 27410 =
1024 may be kept to address each hash value to a particular worker.

{00261  The second possible scenario removes the difficulty of the problem completely
to the extent that all defined figures of merit for the consistent hashing problem are
satisfied optimally.

[0027]  Although consistent hashing has been conventionally implemented using
stochastic functions, the present invention utilize a detetministic approach. A
determunistic approach does not suffer in terms of any of the figures of merit, and also s
simultancousty saperior 1o all aspects of consistent hashing in terms of 4 different Hgores
of merit {namely balance, toad, spread, and migration). This includes showing that
among the random functions, the uniforns random function performs the best and then

showing that there is a deterministic approach that beats the uniform random appreach in

all aspects. The presented deternumistic approach can be used 10 find the optimal solotion
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to the problem. However, it i3 noted that in practice the first order optimization s almost
as good as the optimal problem since the ingrovement achieved throygh the second order
optinuzation and above are asvaptotically neghgible. Also, more desirable properties of
the deterministic approach are presenied, e.g., the fact that the thresholds can be derived
in & determinustic way and keeping all the thresholds {as it is reguired by the conventional
stochastic approach) may not be necessary.

{0028] Finally, we notice that the process of picking a hash function and partitoming
the range of its output values may be considered as defining a new hash fonction where
for the same set of inputs it generates different outputs, one for each of the buckets or
workers. Using this interpretation, a family of hash functions is generated based on a
single hash function and possible partitioning of the hash ving. In a determnistic
approach, this process generates a deternmnistic set of hash functions where each hash
function corresponds to a particular number of workers,

{0029] Definitions of terms and variables nsed herem will now be provided.

{0030}  The delinttion of a ranged hash fanction can have the following figures of merit
for consistent hashing as set forth below. The set of ttems or task 1Ds are denoted by £
and the set of buckets or workers are denoted by B. A view is defined as a subsat of
workers & and it is useally denoted by V. A ranged bash function s defined as 2 2% x
I~ B that assigns 8 worker to any task 1D under a given view,

[0031]  Load: The load of a worker is the number of task 1Ds that are associated {o that
worker under a certain view.

[0032]  Spread: Given a set of views Vi, Va, ..., Vi, the spread for a particular task 1D

is defined as the number of workers that this task ID can be assigned to them under

|
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different views. The term “spread”, without indicating the worker, denotes the maximum
number of spread for all workers.

[0033]  Monotonicity: A ranged hash function is called monotone, i by adding a new
worker to a given view, a task 1D thai belonged to a given worker either belongs to the
same worker or the new werker under the new view, but is not assigned to any of the
other old {existing} workers.

{0034] Balance: A ranged hash Runction is called balanced 1t the load 15 (almost) equal
for all the workers. We define the variance ¢ of the load for all workers to be a figure of
the merit to quantify the balance. The lower the variance, the better the balance. Since
the variance decays proportional to the square of number of workers, we use the quantity
oS A2, where X is the mean of the load. We note that this quality measure for the balance
where K is the number of workess.

{0035] Migration: If the view changes from Vi o Va, then the swm of sbsolute amount
of modifications in terms of the nuwmber of task IDs for each worker is called the
migration. We note that for a monotone ranged hash fonction, the migration s simply
equivalent to the load of the new worker, However, if the hash function is not monotone,
then the calculation of the nigration 1s more involved. For example, while the load tora
worker might have not changed, the corresponding task IDs for that user might have
changed, which has to be accounted for in calculating the migration.

[0036]  FIG. 1 shows an exemplary processing system 100 to which the invention
principles may be applied, in accordance with an embodiment of the present invention.

The processing system 100 tncludes at least one processor {CPUY 104 operatively

{3
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coupled to other components via a system bus 182, A cache 106, 1 Read Only Memory
{ROM) 108, g Random Access Memery (RAM) 110, an inputioutput (1/0) adapter 120, 8
sound adapter 130, a network adapter 140, a user interface adapter 150, and a display
adapter 160, are operatively coupled to the system bus 102,

JO0371 A first storage device 122 and 2 second storage device 124 are operatively
coupled to system bus 102 by the VO adapter 120, The storage devices 122 and 124 can
be any of a disk storage device {e.g., a magnetic or optical disk storage device), a solid
state magnetic device, and so forth. The storage devices 122 and 124 can be the same
type of storage device or different types of storage devices.

[0038] A speaker 132 15 operatively coupled o system bus 102 by the sound adapter
130, A transceiver 142 is operatively coupled to svstem bus 102 by network adapter 140.
A display device 162 is operatively coupled to system bus 102 by display adapter 160
[O039] A first user mput device 132, a second user mput device 154, and a third user
input device 156 are operatively coupled to system bus 102 by user interface adapter 150.
The user input devices 152, 154, and 156 can be any of a keyboard, a mouse, a keypad,
an image capiure device, a motion sensing device, a microphone, a device incorporating
the functionadity of at least two of the preceding devices, and so forth. Of course, other
types of mput devices can also be used, while maintaining the spirit of the present
invention. The user input devices 152, 154, and 156 can be the same type of user input
device or different types of vser input devices. The user input devices 152, 154, and 156
are used to input and output mnformation to and from system 100,

{00401  Of course, the processing system 100 may also include other elements (not

shown}, as readily contemplated by one of skill in the ari, as well as omit certain
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elements. For example, various other input devices and/or output devices can be
mchaded i processing system 100, depending upen the particular implementation of the
same, as readily understood by one of ordinary skall in the art. For example, various
types of wireless andior wired 1nput and/or output devices can be used. Moreover,
additional processors, controllers, memories, and so forth, in various configurations can
also be utilized as readily appreciated by one of ordinary skill in the art. These and other
variations of the processing system 100 are readily contemplated by one of ordinary skill
in the art given the teachings of the present mvention provided herein.

{0041] Moreover, it is to be appreciated that environment 200 described below with
respect to FIG. 2 is an envirotment for implementing respective embodiments of the
present invention, Part or all of processing systent 100 may be nuplemented in one or
more of the elementy of environmeant 200,

{00421 Further, it 13 to be appreciated that processing system 100 may parform at least
part of the methods described herein including, for example, at least part of method 300
of FIG. 3 and/or at least part of method 400 of FIG. 4 and/or at least part of method 600
of F1G. 6. Sumilarly, part or all of system 200 may be used to perform at least part of
ntethod 300 of FIG. 3 andvor at least part of the method 400 of FIG. 4 and/or at least part
of the method 600 of FIG. &

[0043]  FIG. 2 shows an exemplary enviromment 200 to which the present invention can
be applied, in accordance with an embodiment of the present invention. The environment
200 15 representative of a computer network 10 which the present invention can be
applied. The elements shown relative to FIG. 2 are set forth for the sake of ilustration.

However, it 1s to be appreciated that the present mvention can be applied to other network

1Q
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configurations as readily contemplated by one of ordinary skill i the art given the
teachings of the present invention provided herein, while maimtaining the spinit of the
present mvention,

{0044} The environment 200 at feast wclndes a set of computer processing systems
210, The computer processing svstems 2 1 can be any type of computer processing
systemn including, but not himited 10, servers, desktops, laptops, tablets, smart phones,
media playback devices, and so forth. For the sake of illostration, the computer
processing systems 210 inclade server 210A, server 2108, and server 210C.

{0045] In an embodiment, the present invention uses various approaches to distribute
tasks amongst a plurality of computer precesses 277 running on the computer processing
systemns 210, The distribution and execution of the tasks 1s implemented using hash
functions as described hersin. The hash functions are used to implement load balancing
between the contputer processes performing the tasks. Moreover, the hash functions are
used 0 maintain a requirement that maps tasks with a same task identifier (ID) to a same
waorker.

[0046]  In the embodiment shown in FIG. 2, the elemenis thereo! are Interconnected by
a network(s) 201, However, in other embodiments, other types of connections can also
be used. Additionally, one or more elements in FIG. 2 may be implemented by a vartety
of devices, which mclude but are not himited to, Digital Signal Processing (DSP) circuits,
programmable processors, Application Specific Integrated Circuits (ASICs), Field
Programmable Gate Arrays (FPGAs), Complex Programmable Logic Devices (CPLIS),

and so forth. These and other variations of the elements of environment 200 are readily

H
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deternined by one of ordinary skill in the art, given the teachings of the present mvention
provided heretn, while maintaning the spivit of the present invention.

(00471 FIG. 3 shows an exemplary method 300 for distributing tasks between a set of
processes in a computer netwaork, in accordance with an embodiment of the present
myvention.

[O048]  Arstep 310, distuibute, by ¢ load balancer in the computer network, tasks
between the set of processes,

100491 Aistep 320, maintain, by the load balancer, a registry for each of the tasks,
wherein for a given task, the registry indicates which of the processes to which the given
task is distributed based on a hash function.

[OUS0]  Atlstep 330, form, by the load balancer, a respective set of regisiries tor each of
the processes, based on a set of thresholds.

[O0S1]  Atstep 340, redefine, by the load balancer, the set of thresholds when one of
the processes ceases or a new process, added to the set of processes, commenges.

{00521  Atstep 350, perform, using a set of workers in the computer network, the tasks
in accordance with the set of registries.

{00331  FIG. 4 shows another exemplary method 400 for distributing tasks between a
set of processes in & computer network, in accordance with an embodiment of the present
invention.

{0054]  Atstep 410, distribute, by a load balancer in the computer network, tasks

between the sef of processes,
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[0055]  Arstep 420, generate a slotted hash function for which sets of inputs
corresponding to twe ditferent output values, defined as slots, are equal, the sets of inputs
comprising task dentifiers for the tasks.

[0056] At step 430, form a table that indicates correspondence bebween the slots and
the processes, based on values derived using the slotted hash function.

{00571 At step 440, perform, using a set of workers in the computer network, the tasks
inn accordance with the table.

[0038] A description will sow be given regarding perfect hashing, i accordance with
an embodiment of the present invention.

j0059]  Let us first consider a few vanations of the problem. First, we constder the
scenario reforred 1o as perfect hashing, In this scenario, the range or span of the hash
function iz divided mio several partitions. Consider a hash ring where based on the
number of workers, the hash rmmg is divided into equal size partitions and each partition
belongs to one worker. Let us allow multiple pieces of the ning (using multiple
thresholds for example) define each partition. We would bike 1o be able to scale owt
{increase the number of workers) or scale in {decrease the nwvber of workers) and still
nwaintain the balance (equal size partition}.

{00601 Case 1 under the concept of perfect hashing will now be described, in
accordance with an embodiment of the present invention,

{00611 Case @ Thresholds assigned to a worker cannot be reassigned to another

worker, but a new threshold may be introduced, or an old threshold may be removed.
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may be removed. We would like to seale out and scale in the workers arbitrarily with any
order, e.g., scale out by adding A, then B, then €, and then scale in by removing B,
[0062] It turns out that a solution for this case requires a lot of thresholds that grows
higher than an exponential rate based on the number of workers. Forexample, only 13
workers would need more than 2732 thresholds. The solution is as follows.

f0063] Lot us consider a fixed setof workers {Ay, ..., As}. Consider a set Permn_all
that includes alf possible permutations of n-1 workers, There are nways to pick n-]
workers and each selection has a (n-1}! pernmstation, hence the total number of such
permutations is o, It is always possible to construct a string of size n! such that when the
string is placed on a ring, all permutations in the s¢t Perm_all appear only once in'this
wrapped string, This wrapped string 15 called g universal eycle. We note that the auber
of times that any item appears in a universal cycle s equal to exactly {n-1}1 Also, in
general, any permutation of size k less than n appears exactly (n-k)! timses.  This property
means that if we place n! thresholds equally spaced in a ring and denote each threshold
with a corresponding position in the universal cycle, all the workers would have equal
size partitions. Also, by removing any of the workers and all its corresponding thresholds
{but not moving any other threshold from its position}, the size of the partitions for all the
rernatning workers would still be equal. This property leads to the following sohution,
[0064] Given the (maximum) size of the set of workers, say n, we hnd a universal
cycle of size n! which incorporates all possible n-1 permutations at its different positions
only once. Then we consider n! threshold levels that are equally spaced in the hash ring.
Putting the universal cycle on the hash ring, every n! positions in the universal cycle will

be mapped to a threshold in the hash ring. Now, constroct nosets, each including (n-1)!

)
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thresholds that belong to the same element in the universal cvele. These sets ave called
the basis. To do scale out, we can select any set from the basis and actually place the
corresponding threshold on the bash sing and assign the new worker to them. To perform
scale in by removing any particudar worker, we will remove all the thresholds that belong
{0 the same worker from the hash ring.

[0065]  Case 2 undder the concept of perfect hashing will now be desoribed, in
accordance with an embodiment of the present imvention,

[0066] Case I Thresholds assigned to a worker cannot be reassigned to another
worker, but a new threshold may be introduced, or an old threshold may be removed.
When scalitg out, only new thresholds may be added, and during scale i only thresholds
may be removed. We would ke to scale out and scale in the workers arbitrarily but the
order of scaling in 18 not arbitravy. This means that when scaling in, the algorithm may
choose only one or provide only a few options for the workers that can be removed.
{0067} While the solution for the first case needed an exhaustive number of thresholds,
adding an extra constraimnt that the scale in process may not be totally arbitrary
tremendously reduces the requurement for the number of thresholds. It can be shown that
only 1+ain-1§2 thresholds would suffice to perform a scale out and scale i solution up
to 1 workers.

[0068] The process of scale oot 1s as follows. The first worker needs only one
threshold (or actually none}. The second worker can simply divide the bash circle into
two equal parts by adding one threshold. The third worker now can take 173 of sach of
the arcs assigned to the fixst two workers and everybody now has & total arc size of 2/3.

This process may be continned by adding 8 k-1 threshold for the k® worker and taking

o
)
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1k of each arc that belongs to each worker which leaves every worker with a total are
size of k. It is not hard to see that it is always possible to add only a single threshold
and take away Ik of the total arc for each of the previous k-1 workers. The reason is that
any worker added previously has at most k-1 pieces, therefore at least oue of the pleces
has to be larger than Uk of the total arc that belony to this worker. The seale in process is
performed by removing the last set of theeshold for the last worker that has been added.
{00691  We note that the solotion for the second case has another advantage with
respect to the solution for the first case. In the second case, 1t 18 not required to know the
maximum number of the workers a priort when the algorithm is designed and it can be
dynamically changed on the fly gs long as the system is capable of assigning and
managing Padn-1)12 thresholds, However, for the first case, the aniversal eyeles canmot
be designed 1o be cascaded, t.e., one incorporates another one of smaller size by picking
equal distance elements from the bigger cycle. Therefore, if 1s not possible to design a
system that can scale gracefully by increasing the number of workers.

{00701 Case 3 under the concept of perfect hashing will now be described, in
accordance with an embodiment of the present invention.

{00711  Case 111 In both cases where scaling out oy scaling in, new thresholds mav be
added and old thresholds may be removed. This may possibly allow reassignment of an
old threshold to a new worker by removing a threshold and adding 8 new threshold i its
place for another worker. We would tike to scale out and scale in the workers arbitranly
but the order of scaling i 1s not arbitrary. This means that when scaling in, the algorithm

may choose only one or provide only a few options for the workers that can be removed.
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{00721 The extra flexsbility of removing and adding while scaling out allows further
reducing the required number of thresholds. The total nuwmber of treshold posttions that
the systent may add when they are not actually placed on the hash circle or remove them
when they are already placed on the hash circle is given by the summation of values from
{n/2] to n, where {x] denotes the floor of x that is the largest integer not greater than x.
I n=2k is even this 1s equal to 3k{k-1)2 + 1 and tf n =2k-+1 15 odd this s equal to 3k({k-
112+2. Of course, it 15 always possible to share one of the thresholds irrespective of the
value of the k. Meoreover, if k counts, then j thresholds for § can also be used to equally
divide the cirele wto K partttions as well, Therefore it 15 encugh to sum ap the values
between [n/2] to n since none of them can count the other one and any number smaller
than those would count at least one of the numbers in this range.

[0073]  For all the three cases discussed above, that there is spectfic number of
thresholds that can provide a solution for each case. It can be shown that for either of the
cases discussed above, the number of thresholds cannot be any lower if one 1s to mamtain
the conditions of that specific case.

{0074}  The first two cases generate a hashing strategy that 15 monotone because none
of the old thresholds are removed and by adding a new threshold only part of the arc that
belongs 1o an existing worker will be assigned 10 a new waorker. However, there would
be no movement of a hash value between the exasting workers.

(60751 A further description will now be given of the deterministic approach of the
present invention for imperfect consistent hashing.

[0076] Previously, it was described that to achieve perfect hashing, one requires to

have many thresholds (at least in the order of Q™). In particolar, if the number of

-
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threshold per worker is n, then we can have perfect hashing at least up ton workers. Ina
more practical setting, if the nuber of thresholds remams small, e.g., Oln)d, it is not
possible to have perfect hashing, A deterministic approach is betier than a stochastic
approach in designing the thresholds.

[GG771 1o an embodiment, the present invention uses 2 determunistic approach in
designing the thresholds. Let us cousider the case where ondy one threshold is assigned
to a worker. First, we ask the following question: If the thresholds for some workers are
already determined using some policy (stochastic, deterministic or combination of both)
and a new worker is going to be added, what would be the optimal solution? In other
words, we are looking for the locally optinal solution for adding 8 threshold for g new
worker given that the thresholds for the all workers are known, Obviously the answer to
this question depends on what figure of meritis of interest. Since we are adding only one
new threshold and not moving or reassigning (renaming) the existing threshold. The
monotonicity would be preserved irrespective of where we place the threshold.
Minimization of the migration also means that we should try to move as little of the task
ID¥s as possible and the answer could be one or even zero. This generates a huge
inbalance. Therefore, as a first and foremest figure of merit, consider the minimization
of the maximum load or equivalemly the minimization of imbalance. Considering 6%,
this value 1s minimized if we consider the largest distance between the thresholds and
ntroduce a new threshold to divide this into half. In other words, we find the largest k
and divide # into half 1o generate the new Ik and ket It turns out that a simple policy
which always tries to find the threshold based on the locally optimal solution has a

varmance that is bounded above by the following:

o
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1
o= Var{l) = Y

{00781  Hence the maximum value of ¢%/2% Is less than 1/8 that is an order of magnitude
better than the stochastic approach,

{0079]  The migration factor for the mentioned deterministic approach is exactly half of
the size of the largest length 1y, .., Ix. Therefore the migration in the step K would be
exactly as follows:

1

where {x} denotes the ceiling of x that is the smallest integer not greater than x. The
above value is in fact always less than /K and tt would be equal to UK only if K is an
integer power of 2. Therefore, in terims of the migration, this simple deterministic
sirategy 15 superior.

[0080]  The deterministic approach has a benefit 1 termy of the spread as well. Since
the thresholding scheme is deterministic, it is known how they appear and m fact any
given task 112 or item cannot belong to more than {log, K| workers. This means that the
spread is at most [log, K1

[0081]  Moreover the deterministic approach has a benefit that there 13 no need to
memorize the position of the threshold and only the number of workers K is needed to
know them all,

{00821 A description of problem formulation will now be given, in accordance with an
embodiment of the present invention.

[0083]  The problem is to find a deterministic thresholding scheme which nunimizes

the maximum imbalance factor ™47 over all possible number of thresholds ¥ where
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adding a new worker (scaling-out} or temoving an existing worker (sealing in} can
happen in any order. Let us first consider the case where only one threshold is allowed
per worker and only oue threshold s added or removed at a time.

[00R4] I turns out that the answer to the above problem 13 exhaustively hard to search
since for any finite horizon K| there are mfmitely many possibilities for adding or
removing workers. Also, the decision on a particular threshold at each step not anly
affects the current value of the imbalance factor, but the combination of positions of all
prior thresholds affects the possibility of selecting a proper threshold as a new one. In the
following, a suboptimal solation is provided that is quite effective in a practical setting
and the properties of the proposed solution imply that the optimal solation would be very
close to this suboptimal solution. First we note the following:

{a}  {3iven aset of thresholds, the locally optimal solution for introducing a new
threshold is to divide the maximum distance between two consecutive thresheolds out of
the set of existing thresholds into half

{by  Given a set of threshold, the locally optimal solution for removing an existing
threshold i3 to find the one for which the multiplication of the size of the two partitions
betore and after this threshold are the minunum.

[0083]  Now consider a simplified problem as follows. Let us adjust the strategy to
perform the locally optimal solution for all the thresholds except the first two thresholds
{in fact the first threshold can be always placed at 0). It turns out that the solution o this
prablem can be easily found since the value of the imbalance function o™/A* shows a
cvehic behavior where the peak of the first cvcle is usually the highest. The numerical

vatues of the thresholds are approsimately at O and 4334 or equivalently at © and 5666,
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Generalizing the same idea, the same question can be asked if except the fustk
thresholds all other thresholds are found based on locally optimal solution and we are to
find the optimal value of the first k thresholds. Tnvestigating the optimal selution through
aumerical evaluation reveals that beyvond K=2 and K=3 for which the value of iivbalance
function is arownd 0.894 and 0.626, respectively, the maprovement is very asymptotic and
it bounds below around 0.4, Hence, tn practice the solution for K=2 and K=3 are most
commonty used. The solution for K=2 is having the thresholds at 0 and then at (0,
0.4334). The solution for K=3 is having the thresholds at O, then at {¢, 0.42) and finally
at (0, 0.42, 0.7265).

{0080} It ix always possible to increase the number of thresholds per worker., This will
tacititate achieving balance and better migration due to possibility of having muoliiple
segments per partition. Another benefit of having multiple thresholds is the possibility of
diversifying the migration between several workers. This in turn generates a ground for
having a backup of each worker to be distributed between several workers where it is
important {0 maintain a backup-worker for each task 1D. By increasing the number of
thresholds per worker, the imbalance factor would be reduced as a result of achieving
nwore uniform distribution i the size of the partitions that belong 1o different workers.
The imbalance factor could potentially reduce by an extra factor of O{U/T®), where T is
the munber of thresholds per worker. This extra factor depends on the thresholding
policy. For botl vniformily random thresholding, and the proposed deterministic
thresholding the same extra benefit O{(1/T%) is achieved. Nonetheless, a weaker
thresholding policy might not benefit from the full potential of nultiple thresholding per

worker if it is not carefully designed.
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[0087] A description will now be given of an optimization problem that is easy solved
numercally, i sccordance with an embodiment of the present invention,

[O088]  The optimal solution and a suboptimal selution are prosented. The suboptimal
solution exhibity a very simple formulation and vet performs very close 10 the optimal
solution.

[O089]  Let L denote the length of the partition for the ¥ worker when there are n
workers scheduled on the hash circle. We presome that the circomference of the hash

circle 1 wnity. The imbalance factor can be written 1 terms of lin's as follows:

fmb(n) = o%/3% = E[If, ] - 8%1,,] = nZE, e

{00907 The optimization problem can be formulated as follows:

min max  hub{k)
B R
0
"S.. t.z zi‘“-”‘ = 1
e

{0091} By nomencally solving the optimization problem, it would become evident that
the solution is very well behavad. First, the solution turns out to be selecting the largest
partition and dividing it into two partitions. Let us call the ratio of the smaller to the
arger new partitions as Wk} when the total number of new partitions s k. These ratios
tor all values of n determine the optimal thresholding strategy. Second, as the number of
workers o increases, the solution of n{k) for smaller value of k becomes stable. The
optimal value of n(k) for k=2 1o 30. For example (2} =07095, n (3} = 08171 n{d}=
0.8662, and so forth.

{0092] We note that the optumal value of n{k) s very close to the following function:

22
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()= 1 !
v = T

{00931 In fact, for the values of k greater than 4, the difference between n{k) and y (k)
is less than 0.0001.

{00941 For the optimal thresholding, the first threshold is at 0.4094, and the second

obtained by considering only a few first thresholds to be varniable but fixing the sivategy
to be dividing the largest threshold tnto halfl 13 1s interesting to see that in tact the global
optirnal strategy exhibits the fact that always the largest partition 15 divided mto two
partitions. However, the ratio of the division is not ¥4 for any number of workers,
Nonetheless, this ratio teads 1o be 12 since both the functions n(k) and ¥ (&) tend to
approach one which means that the ratio of the two new partitions tends o approach 1,
i.e., the largest partition s divided into 2. Also, it reveals that the locally optimal
solution would tend to approach the globally optimial strategy for the large n.

{00951 A description will now be given regarding stotted consistent hashing, in
accordance with an embodiment of the present invention,

{00961 A case was described herein where the numbers of HASH values are such that
it allows maintaining a full table for the assignment of every HASH value to a worker.
This requires a table of the size of the number of HASH values where each entry requires
a number of bits equal 1o the logarithm of the number of workers 1n base 2.

(00971 This situation may very well be generated if we pre-partition all the ontputs of
the hash function info equal stze slots where the index of these slots denotes the output of

a composite hash function. We call this situation slotted hashing.

3
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[0098]  In the case of slotted hashing, achieving 3 consistent hashing demonstrates 8
very different behavior. First of all, up to the quantization hmit, it is always possible to
achieve perfect hashing itrespective of the munber of workers since we can directly map
or remap each slot {o any worker. Secondly, under the condition of perfect hashing, the
required migration has a lower bound which is exactly achieved niy moving or
remapping a corresponding number of slots from a set of old workers to a new worker,
Monotonicity is also easy to achieve. Therefore, in the case of slotted hashing, the
original problem of consistent hashing becomes less dominant. However, there are
several new properties that a slotted consistent hashing can satisfy. The most dominant
property ts that there could be two very different (primary) hash functions that after
heconunng slotted hash function g one-2-one correspondence between the output slots of
the sloited hash function may be defined. This allows the possibility of having two
different sets of task {Ds be mapped 1o the same slots and hence the corresponding task
IDs would always be handled by the same worker. For example, consider three sets of
task IDs called IMSI, TEID and GUTI where each client has one of each kind. While
there might be an mberent or inherited connections between two task s, for example
berween TEID and GUTE, there might be no simple connection {beside from having a
look up table for all possibilities) berween IMST and the other two. A possible scenario is
where IMST for each client is a preassigned random-looking value, while GUTI and
TEID might be assigned by each worker i a distributed manner when the first contact
between the client and the worker is made. Furthermore, the total number of possible
GUTIL, TEID and IMSI might be quite different, or equivalently, the bit length associated

to each one might be different.
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{0099} The notion of a slotted biash function allows for geverating 8 connection
between these 1Ds which 18 10 the granularity of one slet. This means that cach slot has
an {almost) equal number of task 1Ds 1 each category but the number of task IDs w
different categoriey that belong to the same slot might be potentially different.

[O0108] Using a slotted hash fwnction, it is always possible to use hashing to divect the
tasks identified by IMST 1o a worker and the worker will assign a task 1D of type GUTL or
TEID for which the corresponding hash value belongs to the same slot. Even though this
process is performed m distributed manser by the worker that is currently handbing this
slot, the assignment of a new GLUTT and TEID using a slotted bash function ensures that
future references with the task [Ds of each of the three types, 1., IMSL GUTI, and
TEID, would be assigned o the same slot irrespective of which worker i corrently
handling this slot.

[00101]  Another benefit of slotted hashing is the ease of implementation especially the
nigration. The migration of a set of task 1Ds from one weorker o another worker has t©
be performed such that there are no pending jobs or incomplete jobs for the tasks that
belong to this set. Hence, it 1s desirable to perform the migration process in smaller
chunks, for example, in the gramularity of slots or fraction of slots. Hence, the system can
use a set of comumands such as Pat {or write), Activate, Release, Backup in order to (1)
write the states of all task 1Ds within a slot to a new workers regisiry, {2} activate an
existing stot i a registry and know that it has been assigned as the primary worker for the
task 1Ds in this slot, (3) release or purge an existing slot in the registry and {4) know that

it has been assigned a backup worker for this slot, respectively.

)
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{00102] A description will now be given regarding the design of slotted hash functions,
i aecordance with an embodiment of the present invention.

[O0103] A slotted hash funciion s g hunction that maps a set S to a set {3 where the
output ftems in Q are called slots and the manber of different Joput values that map io a
stot 1s {almost) equal for all possible slots. In the case that the munber of items in the
input set S is not dividable by the nuweber of slots, then an equal number of Htems per slot
1s not possible. Hence, the term “almost equal™ means that the number of tems i any
two different slots differ by at most one.

{00104] It is usually of practical interest for a slotted hash function to have some of the
properties of randomization. For example, given any number of input and corresponding
output pairs of the fuuction, the output of the next input that s different from all known
ones cannot be derived. A slotted hash function with a key iy a slotied hash function for
almost every Key i the key range and furthermore given the function 1s known and some
input and their corresponding output pairs are also known, the complexity of finding the
key is of almost the same order of exhaustive search over the entire key space.

[60105] For example, a randomization function may have a binary input number of size
B-bits as an input and geanerates a C-bits binary output where U< B, Other properties of

slotted hash functions are as follows

- The function s casy to compute;
- The reverse function is also easy to compute if the key is known;
- The key should be hard to guess for an adversary which could mean that the

function is highly nonlinear; and
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- All the inputs that correspond to an output slot should look uniformly random,
that is, they should bave uniform distiibution over the input range.

[00106] Another desired property is that for a given sequence of input stream that 13
drawn from a uniformly random input, the output slot should be uniformly random. The
same property should hold with probatulity | when the input streams are generated from
a determinustic function (rather than an instance of a pseudo-inverse of the hash funchion).
This includes the case that the input streams are made of fixing a munber of bits and
sefecting only a portion of the 1oput bit stream to take all possible values, like a counter.
{00107] The complexity of finding the key should be of the order of 2 evaluation of the
slotted hash function even if the function and its algorithm are completely known and an
adversary has access o nuitiple patrs of mput and cutputs, Here, the key is a binary
aumber of size K bits and is usunally equal to the length of the tnput, ie B

[O0108] A possible design of a slotted hash function 15 to first use a randonszation
function or a good cryptographic encryption function to randomize the input string and
then select a portion of the output bits that is equal to the required size of the hash value.
However, a randomuization function i useally more complex than 18 required since i has
to provide a ope~-to-one fimetion. A direct design of a slotted hash function usually
provides a more etficient and faster algorithin. A possible design is described hereinafier,
[00109] A description will now be given regarding a design based on substitotion-
perangtation, in accordance with an embodiment of the present invention.

[001107 One approach o design a slotted hash function is to use multiple rounds of the
same algorithm with different inputs that are sequentially fed into each round. The wnpuwt

at sy round, say r, is derived from the original input and key as well as the output of the

3
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previous rounds. FIG. § shows an exemplary structure 500 of a hash function by vsimg R
roynds, m accordance with an embodiment of the present invention. FIG. 6 shows an
exeruplary method 600 for processing 1oput bits by the hash function stracture 500 of
FIG. §, in accordance with an embodiment of the present invention,

[T Ateach round R, the input bits 571 are processed m the followmng three steps:
[00112] Atstep 610, perform a Bitxor operation, where the mput sequence 571 1s
XORed with the key 501 in order to introduce confusion mto the input sequence,

[O0113] At step 620, perform a substitution operation, where multiple bits are bound
together as a binary number to form an address to a look up table and find a
corresponding value at that address to replace the current value, This step binds the
confusion introduced 1 the previous step batween muliiple bits.

{00114] At step 630, perform a permuiation operation, where the order of the bifs is
changed and the whole B-bits of the previous step are permuted. Thiy step diffuses the
confusion generated in the previous step by dispersing the bits into several different
blocks.

[00115] The action of step 630 is important since in the next round the confusion froma
single block diffuses into several blocks. For example, if only one bit in the input
sequence changes, the corresponding outpuis after round 1 cannot be ditferent in more
than the size of the substitution box that is the logarithm of the number of entries i the
substituiion table in base 2.

[001161 A slotted hash function that uses a key 301 may or may nof use a kev expansion
algorithm 609 where the kev {e.g., key 501A for round 1, key 501B for round 2, and key

SOIR for round R} for each round s detived from the original key 301 but they are

)
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different in general. Round 1 may use key 501 as provided or may use key SO01A that has
been expanded relative o input key 501, That is, key 301 may be the same as key S01A
for round 1.

{00117] The output of each round is called the state of the rownd. The substitation may
use an equal size or a smaller size gutput bit strmg than the mput bit string. By usinga
senalier ontput bit string, the size of the state string reduces or remains the same soch that
after the last round the output bit stream is of length C derived from the input bit stream
that was of length B. We note that to preserve the property of having a uniform number
of mputs i each slot, one has to use the same substitution box for all partitions of the
stringgs 1y @ given round. This means that the size of the input string has to be dividable
by the size of the input siting of the substitution box for this round. Therefore, starting
from Bi=8B, one can only select a (31 that counts B as the sive of the input bit string for
the substitution box which generates W1 bits. Hence the size of the state after round 1
becomes Ba = BaWi/'(h. Similarly, after round k, the size of the input becomes Bu =
ByWi/Qw. This means that not every reduction is possible. For example, if the size of the
imnput bits is 16 and we want to change it 1o 15, the size of the substitution box has to be
2% meaning that the input size has to be 16, However, there might be different ways to
change an input size of 64 bits to 10 bits. One possible way 15 Bi=04, B:=48, B#=36,
Ba=30, Bs=25, Be=15, Br=10. The length of the reduction can also be moredless than 6
rounds if 1t 18 requured.

[O01I81 A description will now be given of a round function, in accordance with an

embodiment of the present invention.
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{00119] Inan embodunent, a sample operation can be used as a round operation. A
round hash function that nses a key may or mav not use & key expansion glgorithin where
the key for each round is denived from the original key but they are different 1 general, A
simple implementation may vse the same key 0 each round and still exhibits very good
randomness with small member of rounds (about 3 as for 24 or 32 bit input size). Also the
permutation and substitution boxes may depend on the round, however, a simple
implementation of slotted hash function uses a the round funchion without changing
substitution or permutation at each step and has quite good performance in terms of
randomness of the output.

00120] Embodinents described herem may be entirely hardware, entirely software or
including both hardware and sofiware clements. Tn a preforred embodinent, the present
wvention is implemented in software, which includes bat is not limited to fiomware,
resident software, microcode, etc.

{00121] Embodiments may include a computer program product gecessible froma
computer-usable or computer-readable medium providing program code for use by or in
connection with a computer or any instruction execution system. A computer-usable or
conyniter readable medium may include any apparatus that stores, commuicates,
propagates, or transports the program for use by or in connection with the instruction
execution system, apparatus, or device. The medium can be magnetic, optical, electronic,
electromagnetic, infrared, or seniconductor system {or apparatus or device) or a
propagation mediwn. The medinom may include a computer-readable storage medium

such as a semiconductor or sohid state memorv, magnetic tape, a removable computer
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diskette, a random access memory (RAMY, a read-only memory (ROM), a rigid magnetic
disk and an optical disk, ete.

{00122} Each computer program may be tangibly stored in a machine-readable storage
media or device {e.¢., program memory or magnetic disk) readable by a general or
special parpose programmable computer, for configuring and controlling operation of a
computer when the storage media or device is read by the computer to perform the
procedures described herein. The tnventive system may also be considered 1o be
embodied m a computer-readable storage medium, configured with a computer program,
where the storage medium so configured causes a computer to operate in a specific and
predefined manner to perform the functions described herem,

[O0123] A data processing system suttable for storing andfor executing program code
may include at least one processor coupled directly or indirsctly to memory elements
through a system bus. The memory elements can include local memory emploved during
actual execution of the program code, bulk storage, and cache memories which provide
temporary storage of at least some program code to reduce the number of times code 13
retrieved from bulk storage doring execution.  Inputioutput or 1O devices {including but
aot limited to keyboards, displays, pointing devices, atc.} may be coupled to the system
either directly or through itervening O controllers,

[00124] Network adapters may alse be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote printers
or storage devices through intervening private or public networks. Modems, cable
modem and Ethernet cards are just a few of the currently available types of network

adapters,
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{00125] The foregoing 13 to be understood as being m every respect Husirative and
exemplary, but not restrictive, and the scope of the invention disclosed herem 15 not 1o be
determined from the Detatled Description, but rather from the claims as interpreted
according to the full breadth permitted by the patent laws. 1t 13 to be undersiood that the
embodiments shown and described herein are only iHustrative of the principles of the
present mvention and that those skilled in the art may implement various modifications
without departing from the scope and spirtt of the invention. Those skilled in the art could
implement various other feature combinations without departing from the scope and spirit
of the invention. Having thus described aspects of the invention, with the detatls and
particulanty required by the patent laws, what is clatmied and desired protected by Letters

Patent is set forth in the appended claims.
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WHAT IS CLAIMED 1S

1. A coraputer-implemented method for distributing tasks between a plurality
of processes in a computer network, the methed comprising:

distributing, by a load balancer in the computer network, tasks between the
plurality of processes;

maintaining, by the load balancer, a registry for each of the tasks, wherein for g
given task, the registry indicates which of the plurality of processes to which the given
task is distributed based on a hash function;

forming, by the load balancer, a respective set of registries for vach of the
plurality of processes, based on a set of thresholds; and

redefining, by the load balancer, the set of thresholds when one of the plurality of

PLOCESSEs ceases of a new process, added to the plurality of processes, conmences.

2. The computer-implemented method of claim 1, wherein the thresholds are

deterministically defined.

3. The computer-iniplerented methoed of claim 1, wherein to add the new
process to the plorality of processes, a new threshold 1s defined which equally splits a
largest span between any two consecutive ones of the thresholds into two halves and

assigns one of the halves to the new process.
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4, The computer-implemented method of claim 1, wherem to remove a
process from the plurality of processes, the set of thresholds is redefined such that a given
threshold is removed from the set for which a product of a size of adjacent spans between
the given threshold and other thresholds w the set is minimum compared to products of

sizes of other adjacent spans.

5. The computer-implemented method of claim 4, wherein the other
thresholds in the set with respect to the given threshold comprise a threshold immediately

precedmg the given threshold and inymediately following the given threshold.

&, The computer-implemented method of clatmy 4, wherein the adjacent spans
between the given thveshold and the other thresholds in the set comprise a first adjacent

span and a second adjacent span, the first adjacent span being from a partition
corresponding to the given threshold to an inmmediately preceding partition of a
partitioned hash ring, and the second adjacent span being from the partition
corresponding to the given threshold to an immediately following partition of the

partitioned hash ring.

7. The computer~implemented method of claim 1, wherein the set of
thresholds corresponds to a hash ring, and the method further comprises:
partittoning the hash ring into partitions of equal size, each of the partitions

belonging to a respective one of the plurality of workers; and
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allocating different ones of the thresholds in the set to different onex of the

partitions of the hash ring.

8. The computer-implemented method of claim 1, further comprising
performimg, using a plurality of workers in the computer network, the tasks in accordance

with the set of registries.

9. The computer-implemented method of claim 1, wherein the hash function

is a slotted consistent hash function.

10, A non-transtory article of manufaciure tangibly embodying g computer

readable program which when executed causes a computer to perform the steps of claim

11, A computer-implemented method for distributing tasks between g plurality
of processes in a computer network, the method comprising:

distributing, by a load balancer in the computer network, tasks between the
plurality of processes;

generating, by the load balancer, a slotted hash function for winch sets of inputs
correspondmg fo two different cutput values, defined as slots, are equal, the sets of inputs

comprising task identifiers for the tasks; and

i
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forming, by the load balancer, 3 table that mdicates the correspondence between
the slots and the plurality of processes, based on values derived using the slotted hash

functon.

12, The computer-implemented method of clamm 11, wherein the slotted hash
function is generated by applyving plurality of rounds of a substitution-permutation

operation on a task registry in order to generate a slot number for each of the slots.

13, The computer-implemented method of claim 12, wherein the substitution-
permutation operation compiises using different ones of the sets of inputs and different
Kevs at cach of multiple rounds of the substitution-permutation operation, wheremn the
subsequent ones of the set of inpuds and subsequent ones of the keys are all respectively
derived from an initial one of the sets of inputs and an initial one of the kevs

corresponding to a first one of the multiple rounds.
14, The computer-implemented method of claim 12, wherein the substitation-
peraritation operation comprises applying an exclusive-OR operation, followed by a

substirution operation, and followed by a permutation operation, to the sets of inputs.

!

.-'Js

The computer-implemented method of claim 14, whersdn, in a substitution

operation, a pumber of inputs is different than a number of cutputs.

36
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16, The computes-implemented method of claim 11, wherein a total number
of input values in the sets of nputs and a total number of the slots are not equal, and
whergin a number of wems i any two different ones of the slots ditfer by at most one

Hem

17, The computer-implemented method of clatm 11, further comprising
writing states of all of the task identifiers within each respective one of the slots into a

respective worker registry.

18, The computer-implemented method of claim 11, further comprising:

randomizing the sets of inputs using a Rmction selected from the group consisting
of & randosmization function and a cryptographic fanction; and

selecting a portion of the putput of the randomization function or cryptographic
function as an mput to the slotted hash function.

19, A non-ransitory article of nranufactore tangibly embodying a computer
readable progran which when executed causes a computer to perform the steps of claim

it

20, Acsystem for distributing tasks between a plurality of processes v a
computer petwork, the systent comprising:
a load balancer configured to:

distribute tasks between the plurality of processes;

(PN
<3
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maintam a registry for each of the tasks, wherem for a given task, the
registry indicates which of the plurality of processes to which the given task is
distributed based on a hash function]

form a respective sat of registries for each of the plurality of processes,
based on a set of thresholds; and

redefine the set of thresholds when one of the plurality of processes veases

or a new process, added to the plurality of processes, commences.

(25
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300
~

Distribute, by a load balancer in the computer network, tasks

between the set of processes. 310

v

Maintain, by the load balancer, a registry for each of the tasks,
wherein for a given task, the registry indicates which of the 320
processes to which the given task is distributed based on a

hash function

!

Form, by the load balancer, a respective set of registries for

each of the processes, based on a set of thresholds. 330

!

Redefine, by the load balancer, the set of thresholds when one
of the processes ceases or a new process, added to the set of | 340
processes, commences.

v

Perform, using a set of workers in the computer network, the

tasks in accordance with the set of registries. 350

End

FIG. 3
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400
s

Distribute, by a load balancer in the computer network, tasks

between the set of processes. 410

v

Generate a slotted hash function for which sets of inputs
corresponding to two different output values, defined as slots, 420
are equal, the sets of inputs comprising task identifiers for the

tasks.

!

Form a table that indicates correspondence between the slots
and the processes, based on values derived using the slotted | 430
hash function.

v

Perform, using a set of workers in the computer network, the 440
tasks in accordance with the table.

End

FIG. 4
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600
s

Perform a Bitxor operation, where the input sequence 571 is
XORed with the key 501 in order to introduce confusion into
the input sequence.

v

Perform a substitution operation, where multiple bits are bound
together as a binary number to form an address to a look up
table and find a corresponding value at that address to replace
the current value.

v

Perform a permutation operation, where the order of the bits is
changed and the whole B-bits of the previous step are
permuted.

End

FIG. 6

610

620

630



INTERNATIONAL SEARCH REPORT International application No.
PCT/US2016/063929

A. CLASSIFICATION OF SUBJECT MATTER
GOGF 9/50(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOG6F 9/50; GO6F 15/173; HO4L 29/08; HO4L 12/42; GOGF 9/46

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KIPO internal) & Keywords: consistent, hash function, hash ring, load balancer, tasks, registry, set of thresholds,
table

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2013-0263151 A1 (JIN LI et al.) 03 October 2013 1-20
See paragraphs [0007]-[0068]; claims 1-2; and figures 1-2.

A US 2015-0019680 A1 (RED HAT, INC.) 15 January 2015 1-20
See paragraphs [0014]-[0039]; and figures 1-6.

A US 2009-0172139 A1 (KAI CHIU WONG et al.) 02 July 2009 1-20
See paragraphs [0018]-[0063]; and figures 1-9.

A US 2014-0310418 A1 (AMAZON TECHNOLOGIES, INC.) 16 October 2014 1-20
See paragraphs [0128]-[0169]; and figures 11A-11D.

A US 2012-0300676 A1 (ANNIKKI WELIN et al.) 29 November 2012 1-20
See paragraphs [0051]-[0074]; and figures 2-9.

. . . . N .
|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referting to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
14 March 2017 (14.03.2017) 14 March 2017 (14.03.2017)
Name and mailing address of the [SA/KR Authorized officer

International Application Division
Korean Intellectual Property Office CHIN, Sang Bum
189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

Facsimile No. +82-42-481-8578 Telephone No. +82-42-481-8398

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT

International application No.

Information on patent family members PCT/US2016/063929

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2013-0263151 Al 03/10/2013 None

US 2015-0019680 Al 15/01/2015 US 9210219 B2 08/12/2015

US 2009-0172139 Al 02/07/2009 CN 101960427 A 26/01/2011
CN 101960427 B 18/06/2014
EP 2245535 Al 03/11/2010
JP 06033805 B2 30/11/2016
JP 2011-510367 A 31/03/2011
JP 2014-142945 A 07/08/2014
US 2010-0146122 Al 10/06/2010
US 8032637 B2 04/10/2011
US 8244846 B2 14/08/2012
WO 2009-086378 Al 09/07/2009

US 2014-0310418 Al 16/10/2014 AU 2014-253953 Al 12/11/2015
AU 2014-253953 B2 29/09/2016
CA 2909621 Al 23/10/2014
CN 105308929 A 03/02/2016
EP 2987304 Al 24/02/2016
EP 2987304 A4 23/11/2016
JP 2016-518081 A 20/06/2016
KR 10-2015-0140819 A 16/12/2015
SG 11201508556 A 27/11/2015
WO 2014-172500 Al 23/10/2014

US 2012-0300676 Al 29/11/2012 CN 101589581 A 25/11/2009
CN 101589581 B 07/05/2014
CN 103546372 A 29/01/2014
EP 2087667 Al 12/08/2009
EP 2087667 A4 04/03/2015
US 2010-0061385 Al 11/03/2010
US 8233489 B2 31/07/2012
US 8913525 B2 16/12/2014
WO 2008-066481 Al 05/06/2008

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - claims
	Page 40 - claims
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - wo-search-report
	Page 48 - wo-search-report

