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METHOD AND APPARATUS FOR ESTABLISHING
AN END-TO-END MULTIPATH CONNECTION USING
A MULTI-CONNECTION TRANSPORT PROTOCOL

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. Provisional
Application No. 61/439,245 filed February 3, 2011, the contents of which are

hereby incorporated by reference herein.

FIELD OF INVENTION

[0002] This application 1s related to communication protocols.
BACKGROUND
[0003] In computer networking, a transport layer may provide end-to-

end communication services for applications within a layered architecture of
network components and protocols. The transport layer may also provide
convenient services, such as connection-oriented data stream support, flow
control and multiplexing. Well-known transport protocols include the
transmission control protocol (T'CP), the user datagram protocol (UDP) and
the stream control transmission protocol (SCTP).

[0004] Multi-interface devices may be capable of simultaneously using
multiple transport paths for a single application connection. A multipath TCP
(MPTCP) protocol may allow this by connecting multiple TCP sessions
simultaneously. Each TCP session may then be referred to as an MPTCP sub-
flow. It has been proposed that each sub-flow of an MPTCP session may
behave as a fully valid independent TCP flow in order to retain the congestion
control associated with a TCP, (widely viewed as a key contributor to the
relative stability of Internet protocol (IP)-based communication over the
Internet). However, an MPTCP may be configured to send different data on
different sub-flows, although duplicate transmissions are desired over such
sub-flows, (e.g., due to quality of service (QoS) needs). Thus, sending a single

positive acknowledgement (ACK) may not be sufficient for all sub-links
-
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because, with a fully preserved TCP operation, each TCP link may expect its
own ACK.

SUMMARY

[0005] A method 1s described for establishing an end-to-end multipath
connection between two peers using of a multi-connection transport protocol
(MCTP) architecture. An MCTP connection 1s created of multiple transport
sub-flows based on the TCP, UDP or any other transport layer protocol. The
MCTP architecture may include a packet scheduler, a queue configured to
store a plurality of packets received from the packet scheduler in a particular
sequence, a sub-flow manager configured to distribute the packets among a
plurality of sub-flows, wherein at least two of the sub-flows are synchronized,
and a synchronized congestion controller (SCC) configured to control
congestion of the synchronized sub-flows. A first transmission control protocol
(TCP) positive acknowledgement (ACK) may be generated when a first TCP
packet 1s received over one of the synchronized sub-flows. Duplicate TCP
packets received after the first TCP packet 1s received may be discarded.
ACKs received after the first ACK may be discarded if they correspond to a
TCP packet that was already acknowledged.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] A more detailed understanding may be had from the following
description, given by way of example in conjunction with the accompanying
drawings wherein:
[0007] Figure 1A shows an example communications system in which
one or more described embodiments may be implemented,;
[0008] Figure 1B shows an example wireless transmit/receive unit
(WTRU) that may be used within the communications system shown in Figure
1A;
[0009] Figure 2 shows an example of a multipoint transmission control

protocol (MPTCP) stack interfacing with an application via a socket interface;
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[0010] Figure 3 shows an example of internal architecture of a multi-
connection transport protocol (MCTP) and its interaction with other functions

in a device through various application programming interfaces (APIs);

[0011] Figure 4 shows a MCTP architecture with different sub-flow
types; and
[0012] Figures 5A and 5B illustrate MCTP packet redirection.

DETAILED DESCRIPTION

[0013] Figure 1A shows an example communications system 100 in
which one or more described embodiments may be implemented. The
communications system 100 may be a multiple access system that provides
content, such as voice, data, video, messaging, broadcast, and the like, to
multiple wireless users. The communications system 100 may enable multiple
wireless users to access such content through the sharing of system resources,
including wireless bandwidth. For example, the communications systems 100
may employ one or more channel access methods, such as code division
multiple access (CDMA), time division multiple access (TDMA), frequency
division multiple access (FDMA), orthogonal FDMA (OFDMA), single-carrier
FDMA (SC-FDMA), and the like.

[0014] As shown in Figure 1A, the communications system 100 may
include wired or wireless subscriber communication units 102a, 102b, 102c,
102d, a radio access network (RAN) 104, a core network (CN) 106, a public
switched telephone network (PSTN) 108, the Internet 110, and other networks
112, though 1t will be appreciated that the described embodiments
contemplate any number of subscriber communication units, base stations,
networks, and/or network elements. Each of the subscriber communication
units 102a, 102b, 102¢c, 102d may be any type of device configured to operate
and/or communicate in a wired or wireless environment. By way of example,
the subscriber communication units 102a, 102b, 102¢, 102d may be configured
to transmit and/or receive wired or wireless signals and may include user

equipment (UE), a mobile station, a fixed or mobile subscriber unit, a pager, a
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cellular telephone, a personal digital assistant (PDA), a smartphone, a laptop,
a notebook, a personal computer, a tablet computer, a wireless sensor,
consumer electronics, and the like.

[0015] The communications system 100 may also include a base station
114a and a base station 114b. Each of the base stations 114a, 114b may be
any type of device configured to interface with at least one of the subscriber
communication units 102a, 102b, 102c, 102d to facilitate access to one or more
communication networks, such as the CN 106, the Internet 110, and/or the
other networks 112. By way of example, the base stations 114a, 114b may be
a base transceiver station (BTS), a Node-B, an evolved Node-B (eNB), a Home
Node-B (HNB), a Home eNB (HeNB), a site controller, an access point (AP), a
wireless router, and the like. While the base stations 114a, 114b are each
depicted as a single element, 1t will be appreciated that the base stations 114a,
114b may include any number of interconnected base stations and/or network
elements.

[0016] The base station 114a may be part of the RAN 104, which may
also include other base stations and/or network elements (not shown), such as
a base station controller (BSC), a radio network controller (RNC), relay nodes,
and the like. The base station 114a and/or the base station 114b may be
configured to transmit and/or receive wireless signals within a particular
geographic region, which may be referred to as a cell (not shown). The cell
may further be divided into cell sectors. For example, the cell associated with
the base station 114a may be divided into three sectors. Thus, in one
embodiment, the base station 114a may include three transceivers, 1.e., one for
each sector of the cell. In another embodiment, the base station 114a may
employ multiple-input multiple-output (MIMO) technology and, therefore,
may utilize multiple transceivers for each sector of the cell.

[0017] The base station 114b in Figure 1A may be a wireless router,
HNB, HeNB, or AP, for example, and may utilize any suitable RAT for
facilitating wireless connectivity in a localized area, such as a place of

business, a home, a vehicle, a campus, and the like. In one embodiment, the
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base station 114b and the subscriber communication units 102¢, 102d may
implement a radio technology such as IEEE 802.11 to establish a wireless
local area network (WLAN). In another embodiment, the base station 114b
and the subscriber communication units 102c, 102d may implement a radio
technology such as IEEE 802.15 to establish a wireless personal area network
(WPAN). In yet another embodiment, the base station 114b and the
subscriber communication units 102¢, 102d may utilize a cellular-based RAT,
(e.g., WCDMA, CDMA2000, GSM, LTE, LTE-A, and the like), to establish a
picocell or femtocell. As shown in Figure 1A, the base station 114b may have
a direct connection to the Internet 110. Thus, the base station 114b may not
be required to access the Internet 110 via the CN 106.

[0018] The RAN 104 may be in communication with the CN 106, which
may be any type of network configured to provide voice, data, applications,
and/or voice over Internet protocol (VoIP) services to one or more of the
subscriber communication units 102a, 102b, 102c, 102d. For example, the CN
106 may provide call control, billing services, mobile location-based services,
pre-paid calling, Internet connectivity, video distribution, and the like, and/or
perform high-level security functions, such as user authentication. Although
not shown in Figure 1A, it will be appreciated that the RAN 104 and/or the
CN 106 may be in direct or indirect communication with other RANs that
employ the same RAT as the RAN 104 or a different RAT. For example, in
addition to being connected to the RAN 104, which may be utilizing an E-
UTRA radio technology, the CN 106 may also be in communication with
another RAN (not shown) employing a GSM radio technology.

[0019] The CN 106 may also serve as a gateway for the subscriber
communication units 102a, 102b, 102c, 102d to access the PSTN 108, the
Internet 110, and/or other networks 112. The PSTN 108 may include circuit-
switched telephone networks that provide plain old telephone service (POTS).
The Internet 110 may include a global system of interconnected computer
networks and devices that use common communication protocols, such as the

transmission control protocol (TCP), user datagram protocol (UDP) and the
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Internet protocol (IP) in the TCP/IP suite. The networks 112 may include
wired or wireless communications networks owned and/or operated by other
service providers. For example, the networks 112 may include another CN
connected to one or more RANs, which may employ the same RAT as the RAN
104 or a different RAT.

[0020] Some or all of the subscriber communication units 102a, 102b,
102¢, 102d in the communications system 100 may include multi-mode
capabilities, 1.e., the subscriber communication unmits 102a, 102b, 102c, 102d
may include multiple transceivers for communicating with different wired or
wireless networks over different wired or wireless links. For example, the
subscriber communication unit 102c shown in Figure 1A may be configured to
communicate with the base station 114a, which may employ a cellular-based
radio technology, and with the base station 114b, which may employ an IEEE
802 radio technology. Alternatively, one or more of the subscriber
communication units 102 may be a laptop having a wired Ethernet connection
plus a broadband wireless connection to provide multiple sub-flows,

[0021] Figure 1B shows an example subscriber communication unit 102
that may be used within the communications system 100 shown in Figure 1A.
As shown in Figure 1B, the subscriber communication unit 102 may include a
processor 118, a transceiver 120, a wired or wireless interface 122, a
speaker/microphone 124, a keypad 126, a display/touchpad 128, a non-
removable memory 130, a removable memory 132, a power source 134, a
global positioning system (GPS) chipset 136, and peripherals 138. It will be
appreciated that the subscriber communication unit 102 may include any sub-
combination of the foregoing elements while remaining consistent with an
embodiment.

[0022] The processor 118 may be a general purpose processor, a special
purpose processor, a conventional processor, a digital signal processor (DSP), a
mICroprocessor, one or more microprocessors 1n association with a DSP core, a
controller, a microcontroller, an application specific integrated circuit (ASIC),

a field programmable gate array (FPGA) circuit, an integrated circuit (IC), a
-6-
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state machine, and the like. The processor 118 may perform signal coding,
data processing, power control, input/output processing, and/or any other
functionality that enables the subscriber communication unit 102 to operate in
a wired or wireless environment. The processor 118 may be coupled to the
transceiver 120, which may be coupled to the interface 122. While Figure 1B
depicts the processor 118 and the transceiver 120 as separate components, the
processor 118 and the transceiver 120 may be integrated together in an
electronic package or chip.

[0023] The interface 122 may be configured to transmit signals to, or
receive signals from, a base station (e.g., the base station 114a) over an air
interface 116. For example, in one embodiment, the interface 122 may be an
antenna configured to transmit and/or receive RF signals. In another
embodiment, the interface 122 may be an emitter/detector configured to
transmit and/or receive IR, UV, or visible light signals, for example. In yet
another embodiment, the interface 122 may be configured to transmit and
receive both RF and light signals. The interface 122 may be configured to
transmit and/or receive any combination of wired or wireless signals.

[0024] The processor 118 of the subscriber communication unit 102 may
be coupled to, and may receive user input data from, the speaker/microphone
124, the keypad 126, and/or the display/touchpad 128 (e.g., a liquid crystal
display (LCD) display unit or organic light-emitting diode (OLED) display
unit). The processor 118 may also output user data to the speaker/microphone
124, the keypad 126, and/or the display/touchpad 128. In addition, the
processor 118 may access information from, and store data in, any type of
suitable memory, such as the non-removable memory 130 and/or the
removable memory 132. The non-removable memory 130 may include
random-access memory (RAM), read-only memory (ROM), a hard disk, or any
other type of memory storage device. The removable memory 132 may include
a subscriber 1dentity module (SIM) card, a memory stick, a secure digital (SD)
memory card, and the like. In other embodiments, the processor 118 may

access information from, and store data in, memory that is not physically
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located on the subscriber communication unit 102, such as on a server or a
home computer (not shown).

[0025] The processor 118 may further be coupled to other peripherals
138, which may include one or more software and/or hardware modules that
provide additional features, functionality and/or wired or wireless
connectivity. For example, the peripherals 138 may include an accelerometer,
an e-compass, a satellite transceiver, a digital camera (for photographs or
video), a universal serial bus (USB) port, a vibration device, a television
transceiver, a hands free headset, a Bluetooth® module, a frequency
modulated (FM) radio unit, a digital music player, a media player, a video
game player module, an Internet browser, and the like.

[0026] Figure 2 shows an example of a multipoint transmission control
protocol (MPTCP) stack 205 interfacing with an application 210 via a socket
interface 215. As defined in MPTCP architecture, two levels of sequence
numbering (SN) including an MPTCP packet SN and a TCP SN are used,
allowing the MPTCP to perform “connection-level segmentation and
reassembly” in addition to the segmentation and reassembly provided by each
TCP sub-flow. A mapping may be provided to a receiver so that it may
correctly re-assemble the connection-level segments. Additionally, MPTCP
provides two layers of acknowledgement, (overall MPTCP as well as for each
TCP flow). Finally, in addition to the congestion control utilized by each TCP
sub-flow, a global congestion control algorithm may be used for the overall
MPTCP connection. Thus, the MPTCP may be seen as a new protocol stack
layer (205) which resides on top of multiple TCP instances (220) bound to an
IP layer interface (225), which may be a “logical” construct whenever layer 4
(TCP or UPD) and IP are jointly implemented.

[0027] A multi-connection transport protocol (MCTP) 1s described herein
that allows for an end-to-end multipath connection between two peers. Unlike
MPTCP sub-flows, MCTP sub-flows may be capable of being either TCP or
UDP connections and may be optimized to better interact with the MCTP. An
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MCTP scheduler may be provided for optimizing the use of connection sub-
flows.

[0028] MCTP functions may include MCTP connection management,
(1.e., MCTP peer-to-peer negotiation, connection initiation by opening a first
sub-flow, sub-flows addition and deletion to the MCTP session and MCTP
connection termination, address management), and MCTP data management,
(l.e., sending data received from the application to the MCTP peer and
reception of data received through the sub-flows and transmission up to the
application).

[0029] The purpose of an MCTP 1s to improve usage of multiple
available sub-flows. Therefore, an optimized MCTP data scheduler may be
required to optimize the use of the bandwidth of the various sub-flows and
provide the best strategy for data transmission and reception. The MCTP
may optimize packets scheduling received from an application over the
different sub-flows. A scheduling policy may take into account the bandwidth
availability, the round trip time (RTT), the favorite link, and the like.
Further, when MCTP operates over a single source and destination interface,
1t may be 1dentical to TCP, (i.e., provides backwards compatibility to TCP).
[0030] Figure 3 shows an example of internal architecture of an MCTP
300 and its interaction with other functions in a device through various
application programming interfaces (APIs). The MTCP 300 may include a
packet scheduler 305, (1.e., a packet scheduling function), and a sub-flow
manager 310, (i.e., a sub-flow management function). The MTCP 300 may be
incorporated into a wired or wireless subscriber communication unit, a base
station, a computer or any other type of communication device, network entity
or node. The MCTP 300 may interact with an application 315 that is either
MCTP-aware or non-MCTP-aware via an extended MCTP API 320. An
MCTP-aware application may use socket API plus an MCTP API extension,
while a non-MCTP-aware may use a Legacy socket API.

[0031] The MCTP 300 may also interact with a QoS agent via a QoS API
330, through which application QoS requirements may be sent directly by the

-9-
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application 315 to the MCTP 300 at initial connection. During the connection,
the QoS agent 325 may provide dynamic and application-specific QoS
information to the MCTP 300 so that the MCTP 300 may optimize its
scheduling and/or sub-flow management. The MCTP 300 may interact with
IP-layer functionality via an API 340. The MCTP 300 may also interact with a
connection manager (CM) 350 via a CM API 355. The CM 350 may provide
some policy configuration parameters, such as preferred IP address, policies
provided by the operator, quality of the link, and the like.

[0032] The packet scheduler 305 and the selection of MCTP sub-flows
3601, 3609, ..., 360N are described herein. The MCTP-aware application 315
may pass data to the MCTP 300 and provide additional information about the
expected QoS for the data sent if it has a higher priority, such as control data
versus user data, if a data splitting partition 1s implemented, (i.e., the
application splits the data based on the relative importance or other criteria
related to the corresponding traffic stream). This additional information may
be provided by, for example, adding a new API to the socket API. The packet
scheduler 305 may also receive QoS information input from the CM 350, to
learn the throughput, latency, and reliability per connection available. This
QoS information may allow the packet scheduler 305 to compare the different
connections available and to pick the most appropriate based on the expected
QoS.

[0033] For example, in case one connection has the highest throughput,
and if the application’s requested QoS 1s focused on throughput, it may be
uniquely chosen as a single sub-flow MCTP connection, with no need of an
additional sub-flow. On the other hand, if minimizing the latency is the
overriding goal, then sending over all connections may be the best alternative,
(and waiting for the first ACK). If one connection is clearly the best, the delta
may be minimal and that connection may be chosen.

[0034] Figure 4 shows an MCTP architecture with different sub-flow
types. An MCTP overlay layer 405 may maintain its own data queue and an

MTCP scheduler 415 may distribute data 420 to sub-flows according to
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established rules. Three sub-flows are shown. On the left is a single
independent sub-flow 425, with a fully functional TCP 430, with its own
congestion control algorithm. On the right, two synchronized sub-flows 430
are shown. Each of these employs its own L4 underlay protocol 435 fed by a
common MCTP synchronized congestion controller (MCTP-SCC) 440. The
MCTP-SCC 440 and each L4 underlay protocol 435 may transmit the same
data over both sub-flows at the same time, (although the same may not be
true for reception).

[0035] In one configuration, the MCTP-SCC 440 may be configured to
operate as closely to a TCP as possible. In this case, the .4 underlay protocol
435 may be a pass-through layer, (i.e., it does nothing). The MCTP-SCC 440
may operate using TCP congestion control, acknowledgement algorithms, and
the like, and may utilize a TCP header, (i.e., no new headers are required),
TCP sequencing, and the like. However, as TCP 1s currently not defined to
operate over multiple streams, certain changes need to be made.

[0036] The same TCP packet may be sent over two sub-flows 430. In
particular, the TCP header may be the same in both cases. Because of this,
sequence numbers are naturally synchronized over both sub-flows 430. An
ACK may be generated whenever a TCP packet 1s received over any one of the
sub-flows 430. Any duplicate packets that are received after the reception of
the first TCP packet may be discarded. Similarly, an ACK may be included in
the TCP response sent on all sub-flows. After the first ACK 1s received, the
rest are discarded, (because TCP ACKs are part of a data packet, this occurs
naturally when the duplicate packet itself 1s discarded). TCP flow control may
be utilized.

[0037] Features of this configuration may include each sub-flow
operating as a completely valid independent TCP flow, except that some
packets may be acknowledged without an ACK coming through on that flow.
An ACK may be sent on each sub-flow. However, it may be discarded if the

corresponding packet is already acknowledged.
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[0038] Further, a flow-control window size may be set based on an ACK
which 1s used to acknowledge the data. Flow-control window sizes in
duplicate (discarded) ACKs may be ignored. A synchronization connection
establishment mechanism and the TCP header per packet may not need to
change and new headers may not be required.

[0039] However, MCTP connection setup messaging may need to include
additional information indicating that a particular TCP sub-flow may be setup
as a set of synchronized sub-flows. This may provide additional signaling to
the MCTP.

[0040] The MCTP setup signaling may indicate that certain sub-flows
may be setup as synchronized UDP connections.

[0041] Congestion control for MCTP-SCC 1s also described herein. A
potential problem with MCTP-SCC 1s the potential to continue sending
packets, (new data or retransmissions), over interfaces and into networks that
are congested, thus negatively impacting the congestion. A TCP may handle
this problem through its congestion control algorithm. However, with MCTP-
SCC signaling, this may be dominated by the least congested link or links.
Because these links may tend to increase the rate of outgoing traffic over all
synchronized interfaces, congestion on congested interfaces may increase.
[0042] In the case where an MCTP-SCC 1s defined using TCP, there
may be a constraint in what may be performed while still making each sub-
flow appear to be TCP-like, including in its congestion control behavior.
Instead of simply discarding “late ACKs”, these may be used for congestion
control as would normally be performed by TCP. Consequently, only the first
received ACK may be used to schedule re-transmission and maintain re-
transmission buffers across all sub-flows. However, in computing the RTT
value for a particular sub-flow, the ACK for that particular sub-flow may be
used.

[0043] To keep data synchronized across all re-transmissions, the
following process may be used. First, the least congested sub-flow may be

determined, (e.g., the sub-flow having the smallest BXRTT value, where fis a
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parameter of TCP flow control, each TCP sub-flow having its own [} and RTT).
Whenever the time since the last transmission exceeds a transmission
threshold on the least congested sub-flow, a retransmission i1s made on that
sub-flow. The exact same data may be transmitted on all other sub-links for
which the time since the last transmission exceeds a transmission threshold
associated with that particular sublink, (i.e., the BXRTT of that particular sub-
flow). This process may preserve the congestion control properties of TCP over
each sub-link, while keeping all sub-links perfectly synchronized.

[0044] An alternative implementation of MCTP-SCC may be to use a
UDP underlay as described herein. Usage of the UDP as an L4 underlay
protocol may allow any number of flow control and acknowledgement
mechanisms to be employed by an MCTP-SCC, without the restriction of being
compatible with TCP flow control. Thus, while this approach may add
additional overhead (UDP) headers, it may offer more flexibility in the design
of the MCTP.

[0045] In the case of MCTP-SCC using a UDP underlay protocol, there
may be more freedom of operation and several methods to address the
congestion problem are described herein. In one approach, a terminal may
monitor incoming traffic on an MCTP-SCC. Because the terminal may
presume that its peer terminal sends traffic on all links, a long-term averaged
packet arrival rate may be similar across all links. If one of the links 1s
observed as lacking in packet arrivals, this may indicate congestion. Such
congestion may be communicated to the peer terminal via a control message
(measurement communication). One way to do so would be to augment the
ACK to indicate which source IP addresses are being acknowledged so that,
for each ACK, the transmitter knows which outgoing interfaces provided the
better performance.

[0046] In another approach, (which may work under an assumption that
congestion 1s symmetric), a receiver chooses to not transmit over the interface
where 1t consistently received very little data, or to not transmit to an IP

address from which it receives very little data. The latter approach, (to select
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to not transmit from or to some IP addresses), may suffer from a collapse 1ssue
whereby, once a source-destination IP address pair is unused by both peers,
there 1s no way to detect that the particular sub-flow is no longer congested.
Thus, a softer variant of this approach may work better whereby a sender
monitors traffic arriving at an interface (the sender’s own IP address) and
from an interface (destination IP address). A solution where the complete pair
(own IP address, destination IP address) is a sub-flow i1s considered. The
terminal may maintain a list of all possible sub-flows and, for each sub-flow, it
assigns a quality value.

[0047] Every packet may be transmitted over a sub-flow with the best
quality value. For sub-flows with lower quality values, packets may be
transmitted with a likelihood that is dependent on the ratio of the quality of
that sub-flow and the best sub-flow. That 1s, if q* 1s the best sub-flow quality
and q 1s the quality of a given sub-flow, then the likelihood of a sub-flow being
transmitted depends on some function f(q/q*), where f() 1s a monotonically,
(but not strictly monotonically), increasing function on the interval [0,1] and
f(1) = 1, (needed to ensure that the best sub-flow always gets used) and f(0) >0.
[0048] Moreover, the value f(q/q*) may determine a deterministic ratio
that a sub-flow 1s used to transmit a packet. For example, for f = 0.2, every 2
out of 5 packets may be sent. Alternatively, the value f(q/q*) may determine
the probability that a sub-flow may be used to transmit a packet.

[0049] The quality, q, of a sub-flow may be updated as follows.
Whenever a packet 1s received on a given sub-flow first, its quality, q, may go
up and the quality of every other sub-flow may be reduced. The value by
which the quality goes up or down may be dependent on history. For example,
the value by which sub-flow quality goes up may depend on the number of
consecutive packets received first on that sub-flow. The value by which sub-
flow quality goes down may depend on the number of consecutive packet
receptions where the given sub-flow was not a winner. The value by which
sub-flow quality goes down may depend on how long it takes for a particular

packet to arrive after it has been received over another sub-flow, (and the
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packet may be discarded). Since some packets may be lost, an upper limit
may be needed.

[0050] Finally, a sub-flow may be defined by the pair of IP addresses
(own/peer). However, this definition may be reduced to only one’s own IP
address (to/from any peer IP address), or any peer IP address (to/from any
one’s own IP address). The operational definition may be the same, although
different parameters may have to be chosen to make the system work well.
[0051] MCTP ACK strategy 1s described herein. An acknowledgement
mechanism may be implemented at an MCTP session level, at a sub-flow level,
(e.g., TCP already supports its own ACK mechanism), or a combined way to
1mprove robustness or to prevent misleading behavior by middle-boxes such as
firewalls, NATs (native address translators), and the like. Specifically, some
middle-boxes may pro-actively ACK sub-flows packets, without ensuring that
the data reached the receiver. This 1s a particular problem for MCTP (and
MPTCP), as such a “fake” ACK on one sub-flow may potentially impact
operation on other sub-flows.

[0052] In a situation where MCTP packets are duplicated over 2 sub-
flows, to increase, for instance, rehability, as soon as the packet 1is
acknowledged i1n a first link, it may be discarded in the transmission (Tx)
buffer of the second link, even if it was not acknowledged by the sub-flow
acknowledgement mechanism. Thus, just as in the case of synchronized links,
packets may be removed from all MCTP sub-links without an explicit ACK
being received on that link. In the same manner, the sequence number
expected to be received in the next incoming packet may be shared between all
MCTP sub-links, (thus avoiding any retransmission requests based on missing
sequence numbers). For example, if packets with sequence numbers 1, 2 and
6 are received, normal TCP processing may drop the packet with sequence
number 6 and may request retransmission starting from 3).

[0053] Packet redirection in the case of sub-flows closing i1s described
herein. Assuming that MCTP has its own sequence numbering, it may send

the packet over different sub-flows based on each sub-flow’s performance
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capabilities. When a sub-flow closes, some MCTP packets may still remain in
its buffer. The MCTP acknowledgement mechanism may eventually realize
that some unacknowledged packets may have to be resent.

[0054] To optimize this process, the closing sub-flow may report back to
an MCTP scheduler which packets have not been sent, so that the MCTP
scheduler may move those packets back in other active sub-flows. For
example, Figures 5A and 5B illustrate MCTP packet redirection. In Figure
5A, packets 1-7 stored in a queue 505 are processed by an MCTP scheduler
510 such that packets 1, 3, 4 and 6 are placed in a first queue 515 and sent
over a first sub-flow 520, and packets 2, 5 and 7 are placed in a second queue
525 and sent over a second sub-flow 530. As shown in Figure 5B, if sub-flow
530 1s closed, the packets 2, 5 and 7 may be inserted in the queue 515 with the
correct sequence to be sent over the first sub-flow 520, thus preserving the
integrity of the batch ACK process of TCP. Alternatively, packets may be
dropped from the closed sub-flow and, eventually, the retransmission may
recover. Further, packets may be added to the top of the queue, rather than
inserting them in order.

[0055] Embodiments

1. A method of establishing an end-to-end multipath connection
between two peers using a multi-connection transport protocol (MCTP)
architecture, the method comprising:

storing a plurality of packets received from a packet scheduler in a
queue 1n a particular sequence; and

distributing the packets among a plurality of sub-flows, wherein at least
two of the sub-flows are synchronized.

2. The method of embodiment 1 further comprising:

controlling congestion of the synchronized sub-flows.

3. The method as in any one of embodiments 1-2 wherein the MCTP
optimizes the scheduling of packets received from an application over different

sub-flows.
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4. The method as in any one of embodiments 1-3 wherein each of
the synchronized sub-flows employs a layer 4 (I.4) underlay protocol.

5. The method as in any one of embodiments 1-4 further
comprising:

sending transmission control protocol (TCP) packets having the same
header over each of the synchronized sub-flows to provide naturally
synchronized sequence numbers.

6. The method of embodiment 5 further comprising:

generating a first TCP positive acknowledgement (ACK) when a first
TCP packet 1s received over one of the synchronized sub-flows;

discarding duplicate TCP packets received after the first TCP packet 1s
received; and

discarding ACKs received after the first ACK if it corresponds to a TCP
packet that was already acknowledged.

7. The method as in any one of embodiments 1-6 wherein each of
the synchronized sub-flows employs a user datagram protocol (UDP) underlay.

8. The method as in any one of embodiments 1-7 further
comprising:

determining that a transmission threshold has been reached for a
specific sub-flow; and

retransmitting data on the specific sub-flow.

9. The method as in any one of embodiments 1-8 wherein each
packet 1s sent over a selected one of the sub-flows based on the performance of
the selected sub-flow.

10. The method of embodiment 9 wherein when a sub-flow closes,
packets stored 1n a queue associated with the closed sub-flow are inserted into
a queue associated with a queue associated with another one of the sub-flows
1n a correct sequential order.

11. The method as in any one of embodiments 1-10 wherein each

packet 1s transmitted over a sub-flow that has a best quality value.
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12. A multi-connection transport protocol (MCTP) architecture

comprising:

a packet scheduler;

a queue configured to store a plurality of packets received from the
packet scheduler 1n a particular sequence; and

a sub-flow manager configured to distribute the packets among a
plurality of sub-flows, wherein at least two of the sub-flows are synchronized.

13. The MCTP architecture of embodiment 12 further comprising:

a synchronized congestion controller (SCC) configured to control
congestion of the synchronized sub-flows.

14. The MCTP architecture as in any one of embodiments 12-13
wherein the MCTP architecture is used to establish an end-to-end multipath
connection between two peers and optimize the scheduling of packets received
from an application over different sub-flows.

15. The MCTP architecture as in any one of embodiments 12-14
wherein each of the synchronized sub-flows employs a layer 4 (LL4) underlay
protocol.

16. The MCTP architecture as in any one of embodiments 12-15
wherein transmission control protocol (T'CP) packets having the same header
are sent over each of the synchronized sub-flows to provide naturally
synchronized sequence numbers.

17. The MCTP architecture of embodiment 16 wherein a first TCP
positive acknowledgement (ACK) 1s generated when a first TCP packet 1s
received over one of the synchronized sub-flows, duplicate TCP packets
received after the first TCP packet 1s received are discarded, and ACKs
received after the first ACK are discarded if they correspond to a TCP packet
that was already acknowledged.

18. The MCTP architecture as in any one of embodiments 12-17
wherein each of the synchronized sub-flows employs a user datagram protocol

(UDP) underlay.
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19. The MCTP architecture as in any one of embodiments 12-18
wherein if it 1s determined that a transmission threshold has been reached for
a specific sub-flow, data 1s retransmitted on the specific sub-flow.

20. The MCTP architecture as in any one of embodiments 12-19
wherein each packet is sent over a selected one of the sub-flows based on the
performance of the selected sub-flow.

21. The MCTP architecture of embodiment 20 wherein when a sub-
flow closes, packets stored in a queue associated with the closed sub-flow are
mserted into a queue associated with a queue associated with another one of
the sub-flows in a correct sequential order.

22. The MCTP architecture as in any one of embodiments 12-21
wherein each packet is transmitted over a sub-flow that has a best quality
value.

[0056] Although features and elements are described above in particular
combinations, one of ordinary skill in the art will appreciate that each feature
or element may be used alone or in combination with any of the other features
and elements. In addition, the embodiments described herein may be
implemented in a computer program, software, or firmware incorporated in a
computer-readable medium for execution by a computer or processor.
Examples of computer-readable media include electronic signals, (transmitted
over wired or wireless connections), and computer-readable storage media.
Examples of computer-readable storage media include, but are not limited to,
a read only memory (ROM), a random access memory (RAM), a register, a
cache memory, a semiconductor memory device, a magnetic media, (e.g., an
internal hard disc or a removable disc), a magneto-optical media, and an
optical media such as a compact disc (CD) or a digital versatile disc (DVD). A
processor 1n association with software may be used to implement a radio
frequency transceiver for use in a WTRU, UE, terminal, base station, Node-B,

eNB, HNB, HeNB, AP, RNC, wireless router or any host computer.

* * *
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CLAIMS

What 1s claimed 1s:

1. A method of establishing an end-to-end multipath connection
between two peers using a multi-connection transport protocol (MCTP)
architecture, the method comprising:

storing a plurality of packets received from a packet scheduler in a
queue 1n a particular sequence;

distributing the packets among a plurality of sub-flows, wherein at least
two of the sub-flows are synchronized; and

controlling congestion of the synchronized sub-flows.

2. The method of claim 1 wherein the MCTP optimizes the

scheduling of packets received from an application over different sub-flows.

3. The method of claim 1 wherein each of the synchronized sub-

flows employs a layer 4 (LL.4) underlay protocol.

4, The method of claim 1 further comprising:
sending transmission control protocol (TCP) packets having the same
header over each of the synchronized sub-flows to provide naturally

synchronized sequence numbers.

5. The method of claim 4 further comprising:

generating a first TCP positive acknowledgement (ACK) when a first
TCP packet 1s received over one of the synchronized sub-flows;

discarding duplicate TCP packets received after the first TCP packet 1s
received; and

discarding ACKs received after the first ACK if it corresponds to a TCP
packet that was already acknowledged.
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6. The method of claim 1 wherein each of the synchronized sub-

flows employs a user datagram protocol (UDP) underlay.

7. The method of claim 1 further comprising:
determining that a transmission threshold has been reached for a
specific sub-flow; and

retransmitting data on the specific sub-flow.

8. The method of claim 1 wherein each packet 1s sent over a selected

one of the sub-flows based on the performance of the selected sub-flow.

9. The method of claim 8 wherein when a sub-flow closes, packets
stored in a queue associated with the closed sub-flow are inserted into a queue
associated with a queue associated with another one of the sub-flows in a

correct sequential order.

10. The method of claim 1 wherein each packet 1s transmitted over a

sub-flow that has a best quality value.

11. A multi-connection transport protocol (MCTP) architecture

comprising:

a packet scheduler;

a queue configured to store a plurality of packets received from the
packet scheduler in a particular sequence;

a sub-flow manager configured to distribute the packets among a
plurality of sub-flows, wherein at least two of the sub-flows are synchronized;
and

a synchronized congestion controller (SCC) configured to control

congestion of the synchronized sub-flows.
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12. The MCTP architecture of claim 11 wherein the MCTP
architecture 1s used to establish an end-to-end multipath connection between
two peers and optimize the scheduling of packets received from an application

over different sub-flows.

13. The MCTP architecture of claim 11 wherein each of the

synchronized sub-flows employs a layer 4 (L4) underlay protocol.

14. The MCTP architecture of claim 11 wherein transmission control
protocol (T'CP) packets having the same header are sent over each of the

synchronized sub-flows to provide naturally synchronized sequence numbers.

15. The MCTP architecture of claim 14 wherein a first TCP positive
acknowledgement (ACK) 1s generated when a first TCP packet is received over
one of the synchronized sub-flows, duplicate TCP packets received after the
first TCP packet 1s received are discarded, and ACKs received after the first
ACK are discarded if they correspond to a TCP packet that was already

acknowledged.

16. The MCTP architecture of claim 11 wherein each of the

synchronized sub-flows employs a user datagram protocol (UDP) underlay.

17. The MCTP architecture of claim 11 wherein if it 1s determined
that a transmission threshold has been reached for a specific sub-flow, data 1s

retransmitted on the specific sub-flow.
18. The MCTP architecture of claim 11 wherein each packet 1s sent

over a selected one of the sub-flows based on the performance of the selected

sub-flow.
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19. The MCTP architecture of claim 18 wherein when a sub-flow
closes, packets stored in a queue associated with the closed sub-flow are
mserted into a queue associated with a queue associated with another one of

the sub-flows 1n a correct sequential order.

20. The MCTP architecture of claim 11 wherein each packet 1s

transmitted over a sub-flow that has a best quality value.
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