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(57) Abstract: Generally speaking, pursuant to various embodiments, sys-
tems, apparatuses, and methods are provided herein useful to controlling
utility usage for a group of facilities. In some embodiments, a system com-
prises a plurality of devices located at a first facility, wherein the first facility
is part of the group of facilities, and wherein each of the plurality of devices
is configured to consume a utility, monitor its utility usage, and record, in a
blockchain, an indication of its utility usage, wherein the blockchain ledger
includes indications of utility usage for other facilities, and a control circuit
configured to access the blockchain ledger, determine that the first facility
has used more of the utility than an amount allotted, determine that a second
facility has used less of the utility than an amount allotted, and negotiate,
with the second facility, for allotment of a portion of the amount allotted to
the second facility.
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SYSTEMS AND METHODS FOR UTILITY USAGE NEGOTIATION BETWEEN
FACILITIES

Cross-Reference to Related Application
{0001} This application claims the benefit of U.S. Provisional Application Number 62/659 855,

filed April 19, 2018, which 1s incorporated by reference in its entirety herein.

Technical Field

{0002} This invention relates generally to monitoring utility usage and, more specifically, to

controlling utility usage of a facility in a group of facilities.

Backeround

[8003] Unlity usage can contribute significantly to operating costs of homes and businesses.
Many homeowners and business owners budget for utility costs on a weekly, monthly, yearly,
etc. basis. For example, a business may allocate a certain dollar amount or utifity usage amount
to each facility, a group of facilities, etc. Typically, this allocation is based on historical and/or
predicted usage. Additionally, these allocations are typically specific to an entity {e.g., a facility,
eroup of facilities, etc.}. For example, Distribution Center A may be budgeted X kWh of
electricity for a month and Warehouse A may be budgeted Y kWh of electricity for the month.
Because allocations are made based on predictions and the allocations are specific to entities,
there exists little flexibility to accommodate usage that varies from the allocation. Consequently,

a need exists for improved systems, methods, and apparatuses for controlling utility usage.

Brief Description of the Drawines

10004} Disclosed herein are embodiments of systems, apparatuses and methods pertaining to
controlling utility usage for a group of facilities. This description includes drawings, wherein:
{0005] FIG. 1 depicts a system for controlling utility usage of a facility including a first facility
102, a blockchain fedger 108, and other facilities 110;

{0006} FIG. 2 15 a block diagram of a system for controlling utility usage of a facility, according
to some embodiments;

{0007} FIG. 3 15 a flow chart depicting example operations for controlling utility usage of a

facility, according to some embodiments;
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{0008} FIG. 4 depicts an illustration of blocks, according to some embodiments;

{08609] FI1G. 5 depicts an illustration of transactions, according to some embodiments;

[0610] FIG 6 depicts a flow diagram, according to some embodiments;

{0611} FIG. 7 depicts a process diagram, according to some embodiments;

[0612] FIG. B depicts an dlustration of a delivery record, according to some embodiments; and
{8613] FIG. 9 depicts a system diagram configured, according to some embodiments.

{0614] Elements m the figures are lustrated for simplicity and clarity and have not necessanly
been drawn to scale. For example, the dimensions and/or relative positioning of some of the
elements 10 the figures may be exaggerated relative to other elements to help to mmprove
understanding of various embodiments of the present invention. Also, common but well-
understood elements that are useful or necessary 1n a commercially feasible embodiment are
often not depicted 1n order to facilitate a less obstructed view of these various embodiments of
the present invention. Certain actions and/or steps may be described or depicted in a particular
order of occurrence while those skilled in the art will understand that such specificity with
respect to sequence is not actually required. The terms and expressions used herein have the
ordinary technical meaning as is accorded to such terms and expressions by persons skilled in the
technical field as set forth above except where different specific meanings have otherwise been

set forth herein.

Detailed Description

{0015} Generally speaking, pursuant to various embodiments, systems, apparatuses, and methods
are provided herein useful to controlling utility usage for a group of facilities. In some
embodiments, a system comprises a plurality of devices located at a first facility, wherein the
first facility 1s part of the group of facilities, wherein gach of the plurality of devices is connected
to a network, and wherein each of the plurality of devices is configured to consume a utility,
wherein the utility is one or more of electricity, gas, water, and internet connectivity, monitor its
utility usage, and record, in a blockchain ledger via the network, an indication of its utility usage,
wherein the blockchain ledger includes indications of utility usage for other facilities in the

group of facilities, and a control circuit associated with the first facility, wherein the control
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circuit 1s configured to access the blockchain ledger, determine, based on the blockchain ledger,
that the first facility has used more of the utility than an amount allotted to the first facility,
determine, based on the blockchain ledger, that a second facility has used lfess of the utility than
an amount allotted to the second facility, and negotiate, with the second facility, for alotment of

a portion of the amount allotted to the second facility to the first facility.

{8016] As previously discussed, many businesses and homeowners attempt to budget for utility
costs. Often, these budgets are based on historical data and/or future predictions. Froma
business perspective, businesses often attempt to create budgets that factor in multiple facilities
{¢.g., some or all business factlities in geographic area). The budget attempts to allocate utility
usage to each of the facilities so that the sum of the utility usage for all of the facilities included
in the calculation does not exceed the allocation. For example, a business may include three
facilities 1n a group of facilities (7.e., Facilityy, Facilitys, and Facility;) and budget N kWh for
electricity for the group of facilities for a month. Based on historical electricity usage for each of
the facilities, the business may allocate X kWh to Facihity:y, Y kWh to Facility, and Z kWh 1o
Facility;, where X + Y+ Z=N{or X + ¥ + Z <N}. Embodiments of the systems, methods, and
apparatuses described herein seek to track utility usage of factlities, such as Facility:, Facilitys,
and Facilitys, in a convenient decentralized manner. In some embodiments, this tracking can be
performed in real time. Additionally, embodiments of the systems, methods, and apparatuses
described herein seek to conveniently and easily allow for negotiation of allocation between the
facilities during a time period for which the utility is budgeted. By tracking the utility usage and
allowing for negotiation between facilities in a group of facilities, the systems, methods, and
apparatuses described herein may be useful to controlling utility usage of a facility and/or a

eroup of facilities.

{0017} In some embodiments, devices within a facility include internet-of-things (IoT)
capabilities (e.g., the devices are able to connect to, and communicate over, a network, such as
the Internet or an intranet). In such embodiments, the devices can record their utility usage in
accessible storage, such as a blockchain ledger. The systern can access the blockchain ledger to
determine utility usage for the facilities. If a first one of the facilities 15 above the amount
allocated and a second one of the facilities 15 below the amount allocated, the system can

perform a negotiation between the first and second facility. For example, the system could
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reallocate a portion of the second facility’s usage to the first facihity. With respect to the
example above, if Facility; has already used its allotted X kWh and Facility; has not vet used its
allotted Y kWh and there are three days remaining in the month, the system can allocate a
portion of Facilityy’s Y kWh to Facility: with the goal being that the total utility usage will

remain at or below N kWh. The discussion of FIG. 1 provides and overview of such a system.

{6018] FIG. 1 depicts a system for controlling utility usage of a facility including a first facility
102, a blockchain ledger 108, and other facilities 110. The example operations depicted in FIG.
1 include operations between the first facility 102 and the other facilities 110, FIG. 1 depicts
operations at stages A — 1. The stages are examples and are not necessarily discrete occurrences
over time {e.g., the operations of different stages may overlap). Additionally, FIG 1isan

overview of example operations.

{0019] Atstage A, one or more utilities are consumed by devices 106 located in (7.¢., associated
with) the first facility 102, The devices 106 can be any type of device that consumes a utility,
such as light fixtures, generators, furnaces, appliances, water heaters, computers, networking
equipment, robots, vehicles, etc. The utility can be any type of service provided to the first
facility, such as electricity, gas, water, fuel, resources, internet connectivity, etc. Each of the
devices 106 can consume a single utility or multiple utilities. For example, a computer may
consume both electricity and internet connectivity. Additionally, the first facility 102 is part of a
group of facilities. For example, the group of facilities may include the first facility 102 and the
other facilities 110. The facilities that comprise the group of facilities can be owned or operated

by a single entity or multiple entities.

[B020] Atstage B, the devices 106 morutor their utility usage. That 1s, as the devices 106
operate and consume a utihity, each device monitors its consumption. Some of the devices 106
may be capable of monttoring their utility usage without any special equipment. For example, a
“smart” device may have a metering mechanism built in. Others of the devices 106 may be
required to be retrofitted with a meterig mechanism. Still other devices may communicate with
external sensors coupled with the device. The external sensor may track utility usage and
communicate that usage mformation to the device or a separate device, such as directly to the
control circuit 104 or other device that can track and/or update the blockchamn ledger.

Alternatively, or additionally, the sensor may be configured to communicatively couple with the
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network and itself update the blockchain ledger corresponding to the utility usage by the

device(s) with which the external sensor is associated.

{0021} Atstage C, the devices 106 record their utihity usage (7.¢e., the devices 106 record
mdications of their utility usage}. The devices 106 record indications of their utility usage to an
accessible storage location. For example, the storage location can be accessible by the other
facilities 110. In some embodiments, the devices 106 record indications of their utility usage toc a
blockchain ledger 108, The blockchain ledger 108 provides for decentralized storage of the
utihity usage data. Due the decentralized manner of the utility usage data, any device with access
to the blockchain ledger 108 can access the utility usage data. Consequently, the facilities do not
need to communicate directly with one another to obtain this data. Additional information

regarding blockchain ledgers is provided in the discussion of FIGS. 4 -9,

{0022] Atstages D —F, devices located in (7.¢., associated with) the other facilities 110 consume
utilities, monitor utility usage, and record utility usage in the blockchain ledger 108. These
operations are similar to those described with respect to stages A — C above. By aggregating
utility usage data in the blockchain ledger 108, any device with access to the blockchain ledger
108 can access the utility usage data for devices across a number of facilities. In some
embodiments, the devices in each facility that 1s associated with the group of facilities perform

these operations.

{0023} Atstage G, a control circuit 104 accesses the blockchain ledger 108, In some
embodiments, the control circuit 104 is located at the fust faciluity 102 (i.e., the control circutt
104 15 associated with the first facility). In other emboduments, the control circuit 104 can be
associated with multiple facilities (e.g., the first facility 102 and some or all of the other facilities
110}, In either case, the control circuit 104 can access utility usage data stored n the blockchain

ledger 108 by accessing the blockchain ledger 108

[0024] Atstage H, the control circuit 104 determines that the utility usage for the first facility
102 15 too high. That 1s, the control circuit 104 determines, based on the indications of the utility
usage in the blockchain ledger 108, that the devices 106 1n the first facility have consumed a
greater amount of a utility than allotted to the first facihity 102 or has exceed one or more allotted

thresholds. In some embodiments, the facilities are allotted a certain amount of a utility. For
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example, the {irst facility 102 may be allotted 506 kWh of eleciricity. For example, a furnace,
possibly in conjunction with other devices, associated with the first facility 102 may have used
more natural gas than allotted to the first facility 102, or the vehicles associated with the first
facility 102 may have used more fuel than allotted to the first facility 102, In some
embodiments, the control circuit 104 makes this determination by referencing a database. The
database can include the allocations for different utilities for the first facility 102 and, in some
embodiments, the allocations for different utilities for the other factlities 110, Additionally, in
some embodiments, the database can include allotments for one or more of the devices 106, In
some embodiments, this database, or data similar to what would be included in this database, can
be stored in the blockchain ledger 108 for the decentralized and easy access by multiple if not all

of the associated facilities.

{0025] Atstage [, the control circuit 104 determines that a second facility (7.e., one of the other
facilities 110} has used less of a utility than was allotted to the second facility. That s, the
control circuit 104 deternunes, based on indications of utility usage in the blockchain ledger 108,
that the devices in the second facility have consumed a lesser amount of a utility than allotted to
the second facility. Following the example provided above, a furnace, possibly in conjunction
with other devices, associated with the first facility 102 may have used less natural gas than
allotted to the second facility, or the vehicles associated with the second facility may have used

more fuel than allotted to the second facility.

[0026] Atstage J, the control circuit 104 negotiates with the second facility. For example, the
control circuit 104 can negotiate with a control circuit associated with the second facility. The
negotiation between the control circuit 104 and the second facility 1s for realiocation of a portion
of the utility allocated to the second facility. That is, because the second utility has used less of a
utiity than allotted to the second facility and the first facility 102 has used more of a utility than
allocated to the first facility 102, the control circuit negotiates with the second facility i an
attempt to increase the first facitity’s allocation of the utility to, at least partially, cover the first
facility’s excess usage of the utility. In some embodiments, this negotiation can occur
proactively. For example, the control circuit 104 can begin a negotiation before the utihity usage
for the first facility 102 1s above the allocation. That 13, that the “first facility 102 has used more

of the uiility than an amount allotted to the first facility 1027 can occur before the utility usage of

-6 -
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the first facility 102 1s above the allocation. For example, if the control circuit 104 determines
that based on the historical ntility usage for the time period {e.g., a day, week, month, vear, etc.)
that 1t is predicted that the utility usage of the first facility will be above the allotment, the
control circuit 104 can determine that the otility usage for the first facility 102 1s too high. In
some embodiments, the prediction can be based on past usage, estimated increased volume {e.g.,
m conjunction with an even near one of the facilities), weather forecasts, etc. In such
embodiments, the control circuit 104 can begin the negotiation process at this point (7.e., before
the utility usage for the first facility 102 has exceeded the aliotment). Additionally, in some
embodiments, the control circuit 104 can negotiate with multiple ones of the other facilities 110.
For example, the control circuit 104 can negotiate with the second facility, as well as a third
facility, for electricity. Further, in some embodiments, the control circuit 104 can negotiate with
a single (or multiple) facilities for multiple uiilities. For example, the control circuit 104 can
negotiate with the second facility for electricity, the third facility for electricity and internet
connectivity, and a fourth facility for water and gas. In any event, the negotiations performed by
the control circuit can include payments {(i.e., payment for a portion of another facilities utiity
allotment), trades {e.g., the first facility 102 can trade its surplus electricity for the second
facilities surplus gas), or no value at all (7.e., the negotiation 1s done without the exchange of

value but 1s recorded).

{0027} While the discussion of FIG. 1 provides an overview of a system for controlling utility

usage for a facility, the discussion of FIG. 2 provides additional details regarding such a system.

[0028] FIG. 2 1s a block diagram of a system for controlling utility usage of a facility, according
to some embodiments. The system includes a first facility 202, a network 216, and other
facilities 218, The first facility 202 can be any type of business or residential facility, suchas a
distribution center, an office, a store, a warehouse, a data center, a server farm, a filling station, a
home, an apartment, etc. The first facility 202 includes a number of device 204, Each of the
devices 204 15 associated with the first facility 202 {i.e., the devices 204 are “located at” the first
facility 202). The devices 204 can be any suitable device that consumes a utility. FIG. 2 depicts
a light fixture 206, a computer 208, a refiigerator 210, a vehicle 212, and a robot 214 as
examples of the devices 204 that are associated with the first facility 202, Each of the devices

204 consumes one or more utilities. For example, the light fixture 206 may consume electricity,

~d



WO 2019/204093 PCT/US2019/026730

the computer 208 may consume electricity and internet connectivity, the refrigerator 210 may
consume electricity and water, the vehicle 212 may consume fuel, electricity, and/or mternet
connectivity, and the robot 214 may consume electricity, water, resources {e.g., steel, aluminum,

plastic, etc. ), gas, and/or internet connectivity.

{0028} Like the first facility 202, the other facilities can include any tvpe of business or
residential facilities. The other facilities 218 can include any number of facilities, as indicated
by a second facility 220 and an N facility 224 depicted in FIG. 2. Each of the other facilities
218 include devices. As depicted in FIG. 2, the second facility 220 includes second facility
devices 222 and the N™ facility 224 includes N™ facility devices 226. The other facilities 218
can be remote and/or local to the first facility 202. That 1s, the other facilities 218 can be in the

same geographic region and/or different geographic regions than the first facility 202

{0030] As the devices 204, second facility devices 222, and N® facility devices 226 consume the
utilities, the devices 204, second facility devices 222, and N facility devices 226 record
mdications of their utility usage. For example, the devices 204, second facility devices 222, and
N® facility devices 226 can record the indications of their utility usage in a blockchain ledger. In
some ermnbodiments, the devices 204, second facility devices 222, and N™ facility devices 226
record the indications of utility usage in the blockchain ledger via the network 216, The network
216 can be of any suitable type (e.g., the network 216 can be the Internet and/or local networks
connected to the Tnternet). As the devices 204, second facility devices 222, and N facility
devices 226 record indications of utility usage to the blockchain ledger, a control circuit monitors
the utility usage. The control circutt can be associated with a single facility (e.g., the first facility
202} or be associated with a number of facilities. The control circuit montors the utility usage

via the blockcham ledger.

{0031] Based on the monittoring of the utility usage, the control circuit can perform negotiations
between the facilities. For example, if the second facility 220 has used more gas than allotted to
the second facility 220 and the first facility 202 has used less gas than allotted to the first facility
202, the control circuit can perform a negotiation between the second facility 220 and the first
facility 202 to reallocate a portion of the first facility’s 202 gas allocation to the second facility
220, In some embodiments, this negotiation can include the exchange of value. For example,

the second facility 220 can purchase the portion of the first facility’s 202 gas allocation for a set



WO 2019/204093 PCT/US2019/026730

amount per unit. Alternatively, the price {i.e., the set mount per unit} can also be negotiated.
Additionally, or alternatively, the negotiation can involve a trade for example, of uiility
allocations. The parameters involved in the negotiation can nchude any suitable aspects, such as
predicted utility usage for either or both of the first facility 202 and the second facility 220,
whether the first facility 202 has exceeded the allotment and/or how soon the first facility 202
will exceed the allotment, whether the second facility 220 s predicted to exceed its allotment,

etc.

{0032] While the discussion of FIGS. 1 — 2 provide mformation about a system for controlling
utility usage for a facility, the discussion of FIG. 3 describes example operations of such a

system.

{0033} FIG. 3 15 a flow chart depicting example operations for controlling utility usage of a

facility, according to some embodiments. The flow begins at block 302.

{0034} At block 302, utilities are consumed. For example, devices associated with facilities
consume the utilities. The devices can be any type of device that consumes one or more utilities.
For example, the devices can be appliances, machines, computers, vehicles, etc. The devices are
located in facilities (i e, associated with facilities). For example, a facility could include a
number of devices such as cars or trucks, computers, light fixtures, furnaces, etc. The flow

continues at block 304,

{0035} At block 304, utility usage is monitored. For example, the devices can monitor their
utility usage. In some embodiments, the devices are capable of monitoring their utility usage
without modification. For example, a vehicle may come equipped with a metering mechanism
capable of monitoring fuel consumption. Additionally, or alternatively, some of the devices may
need to be equipped with a metering mechanism to monttor their utility usage. For example, a
dishwasher may need to be equipped with special hardware and/or software to monitor its
electrical and water usage. The flow continues at block 306.

[0036] At block 306, indications of utility usage are recorded. For example, the devices can
record indications of their utility usage. Preferably, the devices record indications of thewr utility
usage in an accessible location (e.g., cloud storage). In some embodiments, the devices record

indications of thewr utility usage in a blockchain ledger so as to create a secure and substantially

-0
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immutable record. Additionally, the blockchain ledger provides a decentralized processing and
storage of the usage information, which further provides redundancy and allows access to the
blockchain ledger by numerous different control circuits and other systems. The flow continues

at block 308,

{0037} At block 308, the blockchain ledger 1s accessed. For example, a control circuit can
access the blockchain ledger. The control circuit accesses the blockchain ledger to view the
indications of the utility usage. The control circuit can be specific to a facility, or common to a
number of facilities. In either case, by accessing the blockchain ledger, the control circuit can
view utility usage of all devices and/or facilities that report usage to the blockchain ledger. The

flow continues at block 310.

{0038} Atblock 310, 1t 1s determined that a first facility has used more of a utality than allotted to
the first facility. For example, the control circuit can deternine that the first facility has used
more of the utility than allotted to the first facility. That is, based on the control circuit accessing
the blockchain ledger, the control circuit can determine that the first facility has used more of the
utility than allotted to the first utility. The allotment can be based on historical and/or predictive

planning. The flow continues at block 312

{0039} Atblock 312, 1t 1s determined that a second facility has used less of the utility than
allotted to the second facility. For example, the control circust can determine that the second
facility has used less of the utility than allotted to the second facility. That 1s, based on the
control circuit accessing the blockchain ledger, the control circuit can determine that the second
facility has used less of the utility than allotted to the second utility. The flow continues at block

314.

[0040] At block 314, allotment of a portion of the amount allocated of the utility to the second
facility to the first faciity is negotiated. For example, the control circuit can negotiate with the
second facility for a portion of the amount of the utility allotted to the second facility be allotted
to the first facility. This negotiation can be performed in an attempt to control the utility usage

of the first facility and/or the group of facilities.

{8041} Whule the discussion of FIGS. 1 — 3 describes a system for controlling utility usage of a

facility, descriptions of some embodiments of blockchain technology are provided with reference

-10 -
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to FI(3. 4 — 9 herein. In some embodiments described above, blockchain technology may be
utilized to record utifity usage by devices of facilities. One or more of the servers and devices
described herein may comprise a node 1n a distributed blockchain system storing a copy of the
blockchain record (7.e., a blockchain ledger}. Updates to the blockchain may comprise addition
of blocks containing indications of utility usage and one or more nodes on the system may be

configured to incorporate one or more updates into blocks to add to the distributed database.

{0042} Distributed database and shared ledger database generally refer to methods of peer-to-
peer record keeping and authentication in which records are kept at multiple nodes in the peer-to-
peer network instead of kept at a trusted party. A blockchain may generally refer to a distributed
database that maintains a growing list of records in which each block contains a hash of some or
all previous records in the chain to secure the record from tampering and unauthorized revision.
A hash generally refers to a derivation of original data. In some embodiments, the hash in a
block of a blockchain may comprise a cryptographic hash that is difficult to reverse and/or a hash
table. Blocks in a blockchamn may further be secured by a system involving one or more of a
distributed timestamp server, cryptography, public/private key authentication and encryption,
proof standard (e.g. proof-of-work, proof-of-stake, prootf-of-space), and/or other security,
consensus, and incentive features. In some embodiments, a block in a blockchain may comprise
one or more of a data hash of the previous block, a timestamp, a cryptographic nonce, a proof

standard, and a data descriptor to support the security and/or incentive features of the system.

{0043] In some embodiments, a blockchain system comprises a distributed timestamp server
comprising a plurality of nodes configured to generate computational proof of record integrity
and the chronological order of its use for content, trade, and/or as a currency of exchange
through a peer-to-peer network. In some embodiments, when a blockchan 1s updated, a node in
the distributed timestamp server system takes a hash of a block of items to be timestamped and
broadcasts the hash to other nodes on the peer-to-peer network. The timestamp n the block
serves to prove that the data existed at the time in order to get into the hash. In some
embodiments, each block mcludes the previous timestamp in its hash, forming a chain, with each
additional block reinforcing the ones before 1t. In some embodiments, the network of timestamp
server nodes performs the following steps to add a block to a chain: 1) new activities are

broadcasted to all nodes, 2} each node collects new activities into a block, 3) each node works on

-11 -
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finding a difficult proof-of-work for its block, 4} when a node finds a proof-of-work, it
broadcasts the block to all nodes, 5) nodes accept the block only if activities are authorized, and
6} nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash. In some embodiments, nodes
may be configured to consider the longest chain to be the correct one and work on extending it.
A digital currency implemented on a blockchain system is described by Satoshi Nakamoto in
“Bitcoin: A Peer-to-Peer Electronic Cash System” (http://bitcoin org/bitcoin pdf), the entirety of

which is incorporated herein by reference.

{0044} Now referring to FIG. 4, an illustration of a blockchain according to some embodiments
is shown. In some embodiments, a blockchain comprises a hash cham or a hash tree in which
each block added in the chain contains a hash of the previous block In FIG. 4, block 0 200200
represents a genesis block of the chain. Block 1 410 contains a hash of block 0 400, block 2 420
contains a hash of block 1 410, block 3 430 contains a hash of block 2 420, and so forth.
Continuing down the chain, block N 490 contains a hash of block N-1. In some embodiments,
the hash may comprise the header of each block. Once a chain 1s formed, modifying or
tampering with a block n the chain would cause detectable disparities between the blocks. For
example, 1f block 1 1s modified after being formed, block 1 would no longer match the hash of
block 1 in block 2. If the hash of block 1 in block 2 1s also modified in an attempt to cover up the
change 11 block 1, block 2 would not then match with the hash of block 2 in block 3. In some
embodiments, a proof standard (e.g. proof-of-work, proof-of-stake, proof-of-space, etc.) may be
required by the system when a block is formed to increase the cost of generating or changing a
block that could be authenticated by the consensus rules of the distributed system, making the
tampering of records stored in a blockchain computationally costly and essentially impractical.
In some embodiments, a blockchain may comprise a hash chain stored on multiple nodes as a
distributed database and/or a shared ledger, such that modifications to any one copy of the chain
would be detectable when the system attempts to achieve consensus prior to adding a new block
to the chain. In some embodiments, a block may generally contain any type of data and record.
In some embodiments, each block may comprise a plurality of transaction and/or activity

records.
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10045} In some embodiments, blocks may contain rules and data for authorizing different types
of actions and/or parties who can take action. In some embodiments, transaction and block
forming rules may be part of the software algorithm on each node. When a new block 1s being
formed, any node on the system can use the prior records in the blockchain to verify whether the
requested action is authorized. For example, a block may contain a public key of an owner of an
asset that allows the owner to show possession and/or transfer the asset using a private key.
Nodes may verify that the owner is in possession of the asset and/or i1s authorized to transfer the
asset based on prior transaction records when a block containing the transaction s being formed
and/or verified. In some embodiments, rules themselves may be stored in the blockchain such
that the rules are also resistant to tampering once created and hashed into a block. In some
embodiments, the blockchain system may further include incentive features for nodes that
provide resources to form blocks for the chain. For example, in the Bitcoin system, “miners’ are
nodes that compete to provide proof-of-work to form a new block, and the first successful miner

of a new block earns Bitcom currency n return.

{0046] Now referring to FIG. 5, an illustration of blockchain-based transactions according to
some embodiments 15 shown. In some embodiments, the blockchain tllustrated in FIG. 5
comprises a hash cham protected by private/public key encryption. Transaction A 510 represents
a transaction recorded 1o a block of a blockchain showing that owner 1 (recipient) obtained an
asset from owner O (sender). Transaction A 510 contains owner’s 1 public key and owner 0’s
signature for the transaction and a hash of a previous block. When owner 1 transfers the asset to
owner 2, a block containing transaction B 520 1s formed. The record of transaction B 520
comprises the public key of owner 2 (recipient}, a hash of the previous block, and owner 17s
signature for the transaction that 1s signed with the owner 17s private key 525 and verified using
owner 1’s public key m transaction A 510. When owner 2 transfers the asset to owner 3, a block
containing transaction C 530 1s formed. The record of transaction C 530 comprises the public
key of owner 3 (recipient), a hash of the previous block, and owner 2°s signature for the
transaction that 13 signed by owner 2’s private key 535 and verified using owner 2’s public key
from transaction B 520. In some embodiments, when each transaction record is created, the
system may check previous transaction records and the current owner’s private and pubbic key

signature to determine whether the transaction 1s vahid. In some embodiments, transactions are
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being broadcasted in the peer-to-peer network and each node on the system may verify that the
transaction 1s vahid prior to adding the block containing the transaction to their copy of the
blockchain. In some embodiments, nodes in the system may look for the longest chain in the
system to determune the most up-to-date transaction record to prevent the current owner from
double spending the asset. The transactions it FIG. § are shown as an example only. In some
embodiments, a blockchain record and/or the software algorithm may comprise any type of rules
that regulate who and how the chain may be extended. In some embodiments, the rules ina
blockchain may comprise clauses of a smart contract that 1s enforced by the peer-to-peer

network.

{0047] Now referring to FIG. 6, a flow diagram according to some embodiments 1s shown. In
some embodiments, the steps shown in FIG. 6 may be performed by a processor-based device,
such as a computer system, a server, a distributed server, a timestamp server, a blockchain node,
and the like. In some embodiments, the steps in FIG. 6 may be performed by one or more of the

nodes in a system using blockchain for record keeping.

{0048] In step 601, a node receives a new activity. The new activity may comprise an update to
the record being kept in the form of a blockchain. In some embodiments, for blockchain
supported digital or physical asset record keeping, the new activity may comprise a asset
transaction. In some embodiments, the new activity may be broadcasted to a plurality of nodes
on the network prior to step 601. In step 602, the node works to form a block to update the
blockchain. In some embodiments, a block may comprise a plurality of activities or updates and
a hash of one or more previous block in the blockchain. In some embodiments, the system may
comprise consensus rules for individual transactions and/or blocks and the node may work to
form a block that conforms to the consensus rules of the system. In some embodiments, the
consensus rules may be specified in the software program running on the node. For example, a
node may be requuired to provide a proof standard {e.g. proof of work, proof of stake, etc.} which
requires the node to solve a difficult mathematical problem for form a nonce in order to forma
block. In some embodiments, the node may be configured to verify that the activity 15 authorized
prior to working to form the block. In some embodiments, whether the activity 1s authorized may

be determined based on records in the earlier blocks of the blockchain itself

- 14 -



WO 2019/204093 PCT/US2019/026730

{0049} After step 602, if the node successfully forms a block in step 605 prior to receiving a
block from another node, the node broadcasts the block to other nodes over the network in step
606. In some embodiments, 1n a system with incentive features, the first node to form a block
may be permitied to add incentive payment to itself in the newly formed block. In step 620, the
node then adds the block to its copy of the blockchaimn. In the event that the node receives a block
formed by another node n step 603 prior to being able to form the block, the node works to
verify that the activity recorded in the received block is authorized in step 604, In some
embodiments, the node may further check the new block against system consensus rules for
blocks and activities to verify whether the block is properly formed. If the new block 1s not
authorized, the node may reject the block update and return to step 602 to continue to work to
form the block. If the new block 1s verified by the node, the node may express its approval by
adding the received block to its copy of the blockchain in step 620. After a block 1s added, the
node then returns to step 601 to form the next block using the newly extended blockchain for the

hash i the new block.

{0030} In some embodiments, in the event one or more blocks having the same block number is
received after step 620, the node may venty the later arriving blocks and temporanly store these
blocks if they pass vertfication. When a subsequent block 1s received from another node, the
node may then use the subsequent block to determine which of the plurality of received blocks 13
the correct/consensus block for the blockchamn system on the distributed database and update its
copy of the blockchain accordingly. In some embodiments, if a node goes offline for a time
period, the node may retrieve the longest chain 1o the distributed system, verify each new block
added smce it has been offling, and update 1ts local copy of the blockchain prior to proceeding to

step 601,

[8051] Now referring to FIG. 7, a process diagram a blockchain update according to some
mplementations in shown. In step 701, party A mutiates the transfer of a digitized item to party
B. In some embodiments, the digitized item may comprise a digital currency, a digital asset, a
document, rights to a physical asset, etc. In some embodiments, Party A may prove that he has
possession of the digitized 1tem by signing the transaction with a private key that may be verified
with a public key 1n the previous transaction of the digitized stem. In step 702, the exchange

mitiated in step 701 13 represented as a block. In some embodiments, the transaction may be
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compared with transaction records in the longest chain in the distributed system to verity part
A’s ownership. In some embodiments, a plurality of nodes in the network may compete to form
the block containing the transaction record. In some embodiments, nodes may be required to
satisfy proof-of-work by solving a difficult mathematical problem to form the block. In some
embodiments, other methods of proof such as proof-of-stake, proof-of-space, etc. may be used in
the system. In some embodiments, the node that s first to form the block may earn a reward for
the task as incentive. For example, in the Bitcoin system, the first node to provide prove of work
to for block the may earn a Bitcoin. In some embodiments, a block may comprise one or more
transactions between different parties that are broadcasted to the nodes. In step 703, the block is
broadcasted to parties in the network. In step 704, nodes in the network approve the exchange by
examining the block that contains the exchange. In some embodiments, the nodes may check the
solution provided as proof-of-work to approve the block. In some embodiments, the nodes may
check the transaction against the transaction record in the longest blockchain in the system to
verify that the transaction 1s valid {(e.g. party A 1s 10 possession of the asset he/she s seeks to
transfer). In some embodiments, a block may be approved with consensus of the nodes in the
network. After a block 1s approved, the new block 706 representing the exchange is added to the
existing chain 705 comprising blocks that chronologically precede the new block 706. The new
block 706 may contamn the transaction(s) and a hash of one or roore blocks n the existing chain
705 In some embodiments, each node may then update their copy of the blockchain with the
new block and continue to work on extending the chain with additional transactions. In step 707,
when the chain s updated with the new block, the digitized tem 13 moved from party A to party

B

{80652] Now referring to FIG. 8, a diagram of a blockchain according to some embodiments in
shown. FIG. 8 comprises an example of an implementation of a blockchain system for delivery
service record keeping. The delivery record 800 comprises digital currency information, address
mformation, transaction information, and a public key associated with one or more of a sender, a
courier, and a buyver. In some embodiments, nodes associated the sender, the counier, and the
buyer may each store a copy of the delivery record 810, 820, and 830 respectively. In some
embodiments, the dehivery record 800 comprises a public key that allows the sender, the courier,

and/or the buyer to view and/or update the dehivery record 800 using their private keys 815, 825,
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and the 835 respectively. For example, when a package is transferred from a sender to the
courter, the sender may use the sender’s private key 815 to authorize the transfer of a digital
asset representing the physical asset from the sender to the courier and update the delivery record
with the new transaction. In some embodiments, the transfer from the seller to the courier may
require signatures from both the sender and the courter using their respective private keys. The
new transaction may be broadcasted and verified by the sender, the courier, the buyer, and/or
other nodes on the system before being added to the distributed delivery record blockchain.
When the package 1s transferred from the courier to the buyer, the courier may use the courier’s
private key 825 to authorize the transfer of the digital asset representing the physical asset from
the courier to the buyer and update the delivery record with the new transaction. In some
embodiments, the transfer from the courier to the buyer may require signatures from both the
courter and the buyer using their respective private keys. The new transaction may be
broadcasted and verified by the sender, the courier, the buver, and/or other nodes on the system

before being added to the distributed delivery record blockchain.

{0053] With the scheme shown in FIG. 8, the delivery record may be updated by one or more of
the sender, courier, and the buver to form a record of the transaction without a trusted third party
while preventing unauthorized modifications to the record. In some embodiments, the blockchain
based transactions may further function to include transfers of digital currency with the
completion of the transfer of physical asset. With the distributed database and peer-to-peer
verification of a blockchain system, the sender, the courter, and the buyer can each have
confidence in the authenticity and accuracy of the delivery record stored in the form of a

blockchamn.

[0034] Now referring to FIG. 9, a system according to some embodiments is shown, A
distributed blockchain system comprises a plurality of nodes 910 communicating over a network
920. In some embodiments, the nodes 910 may be comprise a distributed blockchain server
and/or a distributed timestamp server. In some embodiments, one or more nodes 910 may
comprise or be similar to a “nuner” device on the Bitcoin network. Each node 910 1n the system

comprises a network nterface 911, a control circuit 912, and a memory 913.

{B035] The control circuit 912 may comprise a processor, a nucroprocessor, and the like and

may be configured to execute computer readable 1nstructions stored on a computer readable
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storage memory 913. The computer readable storage memory may comprise volatile and/or non-
volatile memory and have stored upon it a set of computer readable instructions which, when
executed by the control circuit 912, causes the node 910 update the blockchain 914 stored in the
memory 913 based on communications with other nodes 910 over the network 920. In some
embodiments, the control circuit 912 may further be configured to extend the blockchain 914 by
processing updates to form new blocks for the blockchain 914, Generally, each node may store a
version of the blockchain 914, and together, may form a distributed database. In some
embodiments, each node 910 may be configured to perform one or more steps described with

reference to FIGS. 8 — 9 herein.

{0056] The network interface 911 may comprise one or more network devices configured to
allow the control circuit to recetve and transnut information via the network 920, In some
embodiments, the network interface 911 may comprise one or more of a network adapter, a
modem, a router, a data port, a transceiver, and the like. The network 920 may comprise a
communication network configured to allow one or more nodes 910 to exchange data. In some
embodiments, the network 920 may comprise one or more of the Internet, a local area network, a
private network, a virtual private network, a home network, a wired network, a wireless network,
and the like. In some embodiments, the system does not include a central server and/or a trusted

third party system. Each node in the system may enter and leave the network at any time.

{0037} With the system and processes shown in, once a block is formed, the block cannot be
changed without redoing the work to satisty census rules thereby securing the block from
tampering. A malicious attacker would need to provide proof standard for each block subsequent
to the one he/she seeks to modify, race all other nodes, and overtake the majority of the system to

affect change to an earlier record in the blockchamn.

{6058] In some embodiments, blockchain may be used to support a payment system based on
cryptographic proof instead of trust, allowing any two willing parties to transact directly with
each other without the need for a trusted third party. Bitcoin 1s an example of a blockchain
backed currency. A blockchain system uses a peer-to-peer distributed timestamp server to
generate computational proof of the chronological order of transactions. Generally, a blockchamn
system 1s secure as long as honest nodes collectively control more processing power than any

cooperating group of attacker nodes. With a blockchain, the transaction records are
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computationally impractical to reverse. As such, sellers are protected from fraud and buyers are

protected by the routine escrow mechanism.

{0059} In some embodiments, a blockchain may use to secure digital documents such as digital
cash, inteliectual property, private financial data, chain of title to one or more rights, real
property, digital wallet, digital representation of rights including, for example, a license to
mtellectual property, digital representation of a contractual relationship, medical records,
security clearance rights, background check information, passwords, access control information
for physical and/or virtual space, and combinations of one of more of the foregoing that allows
online interactions directly between two parties without going through an intermediary. Witha
blockchain, a trusted third party is not required to prevent fraud. In some embodiments, a
blockchain may include peer-to-peer network timestamped records of actions such as accessing
documents, changing documents, copying documents, saving documents, moving documents, or
other activities through which the digital content is used for its content, as an item for trade, or as
an item for remuneration by hashing them into an ongoing chain of hash-based proof-of-work to
form a record that cannot be changed in accord with that timestamp without redoing the proof-

of-work,

{0060} In some embodiments, in the peer-to-peer network, the longest chain proves the sequence
of events witnessed, proves that it came from the largest pool of processing power, and that the
integrity of the document has been mamtained. In some embodiments, the network for
supporting blockchain based record keeping requires minimal structure. In some embodiments,
messages for updating the record are broadcast on a best-effort basis. Nodes can leave and rejoin
the network at will and may be configured to accept the longest proof-of-work chain as proof of

what happened while they were away.

{0061] In some embodiments, a blockchain based system allows content use, content exchange,
and the use of content for remuneration based on cryptographic proof instead of trust, allowing
any two willing parties to employ the content without the need to trust each other and without the
need for a trusted third party. Tn some embodiments, a blockchain may be used to ensure thata
digital document was not altered afier a given timestamp, that alterations made can be followed
to a traceable point of origin, that only people with authorized keys can access the document, that

the document stself 1s the original and cannot be duplicated, that where duplication 1s allowed
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and the integrity of the copy is maintained along with the original, that the document creator was
authorized to create the document, and/or that the document holder was authorized to transfer,

alter, or otherwise act on the document.

{0662] As used herein, in some embodiments, the term blockchain may refer to one or more of a
hash chain, a hash tree, a distributed database, and a distributed ledger. In some embodiments,
blockchain may further refer to systems that uses one or more of crypiography, private/public
key encryption, proof standard, distributed timestamp server, and inventive schemes to regulate
how new blocks may be added to the chain. In some embodiments, blockchain may refer to the
technology that underlies the Bitcoin system, a “sidechain” that uses the Bitcoin system for
authentication and/or vertfication, or an alternative blockchain (“altchain™) that 1s based on

bitcoin concept and/or code but are generally independent of the Bitcoin system.

{0063 Descriptions of embodiments of blockchain technology are provided herein as
dlustrations and examples only. The concepts of the blockchain system may be variously

modified and adapted for different applications.

{0064] In some embodiments, a system comprises a plurality of devices located at a first facility,
wherein the first facility 1s part of the group of facilities, wherein each of the plurality of devices
1s connected to a network, and wherein each of the plurality of devices 15 configured to consume
a uttlity, wherein the utility 1s one or more of electricity, gas, water, and internet connectivity,
monitor its utility usage, and record, in a blockchain ledger via the network, an mdication of its
utility usage, wherein the blockchain ledger includes indications of utility usage for other
facilities 10 the group of facilities, and a control circutt associated with the first facility, wherein
the control circuit 1s configured to access the blockchain ledger, determine, based on the
blockchain ledger, that the first facility has used more of the utility than an amount allotted to the
first facility, determine, based on the blockchain ledger, that a second facility has used less of the
utility than an amount allotted to the second facility, and negotiate, with the second facility, for

allotment of a portion of the amount allotted to the second facility to the first facility.

[0063] In some embodiments, an apparatus and a corresponding method performed by the
apparatus comprises consuming, by a plurality of devices, a utility, wherein the utility is one or

more of electricity, gas, water, and internet connectivity, wherein the plurality of devices 1s
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located at a first facility, wherein the first facility 1s part of the group of facilities, and wherein
each of the plurality of devices is connected to a network, monitoring, by the plurality of devices,
utility usage of each of the plurality of devices, recording, by each of the plurality of devices na
blockchain ledger via the network, an indication of the utility usage of each of the plurality of
devices, wherein the blockchain ledger includes indications of utility usage for other facilities in
the group of facilities, accessing, by a control circuit, the blockchain ledger, determining, based
on the blockchain ledger, that the first facility has used more of the utility than an amount
allotted to the first facility, determining, based on the blockchain ledger, that a second facility
has used less of the utility than an amount allotted to the second facility, and negotiating, by the
control circuit with the second facility, for allotment of a portion of the amount allotted to the

second facility for the first facility.

{0066] Those skalled 1n the art will recognize that a wide variety of other modifications,
alterations, and combinations can also be made with respect to the above described embodiments
without departing from the scope of the invention, and that such modifications, alterations, and

combinations are to be viewed as being within the ambit of the inventive concept.
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CLAIMS

What is claimed is:

1. A system for controlling utility usage for a group of facilities, the system comprising:

a plurahity of devices located at a first facility, wherein the first facility is part of the
group of facilities, wherem each of the plurality of devices is connected to a
network, and wherein each of the plurality of devices 1s configured to:

consume a utility, wherein the utility 1s one or more of electricity, gas,
water, fuel, resources, and internet connectivity;

monitor its utility usage; and

record, 1n a blockchain ledger via the network, an indication of its utility
usage, wherein the blockchain ledger includes indications of utility
usage for other facilities in the group of facilities; and

a control circuit associated with the first facility, wherein control circuit is

configured to:

access the blockchain ledger;

determine, based on the blockcham ledger, that the first facility has used
more of the utility than an amount allotted to the first facility;

determine, based on the blockchain ledger, that a second facility has used
less of the utility than an amount allotted to the second facility; and

negotiate, with the second facility, for allotment of a portion of the amount

allotted to the second facility for the first facility.

2. The system of claim 1, wherein the plurality of devices inclades mternet-of-things (IoT)
devices.
3. The system of claim 2, wherein the IoT devices include one or more of a memory,

transceiver, and processor.
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4. The system of claim 1, wherein the group of facilities includes one or more of retail

facilities, warehouses, distribution centers, office facilities, and manufacturing facilities.

5. The system of claim 1, wherein the first facility and second facility are in different

geographic regions.

6. The system of claim 1, wherein the first facility and the second facility are in a same

geographic region.

7. The system of claim 1, wherein the plurality of devices mncludes one or more of light
fixtures, generators, furnaces, appliances, water heaters, computers, networking equipment,

robots, and vehicles.

8. The system of claim 1, wherein the negotiation performed by the control circuit includes
payment.
9. The system of claim 1, wherein the negotiation performed by the control circuit includes

an exchange of a second utility for the portion of the amount allotied to the second facility.

10, A method for controlling utility usage for a group of facilities, the method comprising:

consuming, by a plurality of devices, a atility, wheren the utility 1s one or more of
electricity, gas, water, fuel, resources, and internet connectivity, wherein the
plurality of devices 18 focated at a first facility, wherein the first facthity 1s part of
the group of facilities, and wheremn each of the plurality of devices is connected to
a network;

monitoring, by the plurality of devices, utility usage of each of the plurality of devices;

recording, by each of the plurality of devices in a blockchain tedger via the network, an
indication of the utility usage of each of the plurality of devices, wherein the
bilockchain ledger includes indications of utility usage for other facilities in the

group of facilities;
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accessing, by a control circuit, the blockchain ledger,

determining, based on the blockcham ledger, that the first facility has used more of the
utility than an amount allotted to the first facility;

determining, based on the blockcham ledger, that a second facility has used less of the
utility than amount atlotted to the second facility; and

negotiating, by the control circuit with the second facility, for allotment of a portion of

the amount allotted to the second facility for the first facility.

11 The method of claim 10, wherein the plurality of devices includes internet-of-things (IoT)
devices.
12. The method of claim 11, wherein the IoT devices include one or more of a memory,

transceiver, and processor,

13 The method of claim 10, wherein the group of facilities includes one or more of retail

facilities, warehouses, distribution centers, office facilities, and manufacturing facilities.

14, The method of claim 10, wherein the first facility and the second facility are in different

geographic regions.

15 The method of claim 10, wherein the first facility and the second facility are in a same

geographic region.
16. The method of claim 10, whereimn the plurality of devices includes one or more of light
fixtures, generators, furnaces, apphiances, water heaters, computers, networking equipment,

robots, and vehicles.

17. The method of claim 10, wherein the negotiating includes payment.
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18. The method of claim 10, wherein the negotiating includes an exchange of a second utility

for the portion of the amount allotted to the second facility.
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