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(57) ABSTRACT

An information processing apparatus includes a reading unit
that reads, from a memory area of an IC chip, identification
information of a service including at least any one of a wire
communication service via an external wire communication
or a wireless communication service via an external wireless
communication, which use the memory area of the IC chip.
The information processing apparatus also includes an
acquisition unit that acquires service information to allow a
user to use a service from an external server by transmitting
the identification information of the service which the read-
ing unit has read to the external server, and includes a

(30) Foreign Application Priority Data display unit that displays to allow the user to use the service
based on the service information which the acquisition unit
Aug. 11, 2009 (JP) oo P2009-186791 has acquired.
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FIG.4
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INFORMATION PROCESSING APPARATTUS,
PROGRAM, AND INFORMATION
PROCESSING SYSTEM

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
application Ser. No. 12/849,524, filed Aug. 3, 2010, and
claims priority to Japanese Patent Application JP 2009-
186791 filed on Aug. 11, 2009, the entire contents of which
is hereby incorporated by reference.

BACKGROUND

[0002] The present disclosure relates to an information
processing apparatus, a program, and an information pro-
cessing system.

[0003] In recent years, information processing appara-
tuses, such as cellular phones, etc., with tamper-resistant IC
chips installed therein have become popular. It is very
convenient that a user can perform data communication only
by passing such the information processing apparatus over a
reader/writer. By applying this information processing appa-
ratus to electronic money systems, for example, the user can
complete a payment immediately after just passing the
information processing apparatus over the reader/writer at
shops, etc.

[0004] Further, when using the above electronic money
system, the user may start an application installed onto the
information processing apparatus so as to confirm a usage
history, a balance, etc., on a display screen. Thus, various
applications can be installed onto the information processing
apparatus.

[0005] Various technologies regarding the above-men-
tioned information processing apparatuses with IC chips
have been developed. JP-A-2008-282157 discloses a tech-
nology which is capable of recovering consistency of areas
of each of IC chips that have two areas relating mutually
after moving data between the IC chips.

SUMMARY

[0006] An information processing apparatus such as a
cellular phone with an IC chip needs to enable a user to view
services registered in the information processing apparatus
by displaying services that uses a memory area of the IC
chip.

[0007] An information processing apparatus such as a
cellular phone with a conventional IC chip has been dis-
playing services based on information of applications that
use a memory area of an IC chip.

[0008] However, forms of services registered in an infor-
mation processing apparatus is being diversified, for
example, a service that uses a memory area of an IC chip
accessed via an external wire communication, such as com-
munication via Web browser, a service that uses the memory
area of the IC chip accessed by an external wireless com-
munication, such as non-contact communication from a
reader/writer, or the like. Such services do not use applica-
tions. Therefore, there has been a problem in a conventional
way of displaying services in which among services using
the memory area of the IC chip, services not using appli-
cations cannot be displayed.

[0009] In light of the foregoing, it is desirable to provide
an information processing apparatus, a program, and an
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information processing system, which are capable of
enabling a user to view all services including services that
use a memory area of an IC chip but do not use an
application.

[0010] According to an embodiment, there is provided an
information processing apparatus including a reading unit
that reads, from a memory area of an IC chip, identification
information of a service including at least any one of a wire
communication service via an external wire communication
or a wireless communication service via an external wireless
communication, which use the memory area of the IC chip,
an acquisition unit that acquires service information to
enable a user to use a service from an external server by
transmitting the identification information of the service
which the reading unit has read to the external server, and a
display unit that displays to enable the user to use the service
based on the service information which the acquisition unit
has acquired.

[0011] According to such a configuration, the user can
view a display of all the services that use the memory area
of the IC chip, but not use an application.

[0012] The service may include services that use applica-
tions internally installed.

[0013] The information processing apparatus may further
include a storage unit that stores the service information
which the acquisition unit has acquired. The acquisition unit
may acquire service information of a new version by trans-
mitting version information included in the service infor-
mation as well as the identification information of the
service which the reading unit has read, to the external
server, if the service information is stored in the storage unit.
The display unit may display to enable the user to use the
service based on the service information of the new version
if the acquisition unit acquires the service information of the
new version, and may display to enable the user to use the
service based on the service information stored in the
storage unit if the acquisition unit does not acquire the
service information of the new version.

[0014] The service may include a main service which
owns the memory area of the IC chip, and a related service
that uses the memory area owned by the main service. The
reading unit may specify the related service that relates to
the main service, based on information for specifying the
related service which the acquisition unit has acquired or
which the reading unit has acquired from the storage unit.
[0015] The storage unit may store the service information
of the new version in place of the service information of an
old version when the acquisition unit acquires the service
information of the new version.

[0016] The display unit may display to enable the user to
use the service based on the service information stored in the
storage unit if the acquisition unit cannot acquire the service
information from the external server when the service infor-
mation is stored in the storage unit.

[0017] In an embodiment, the service may include the
main service which owns the memory area of the IC chip,
and the related service that uses the memory area owned by
the main service. The reading unit may read identification
information of the main service that uses the memory area
of'the IC chip. The acquisition unit may acquire main service
information for enabling the user to use the main service and
the information for specifying the related service from the
external server by transmitting the identification information
of the main service which the reading unit has read to the
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external server. The reading unit may read the identification
information of the related service based on the information
for specifying the related service. The acquisition unit may
acquire related service information for enabling the user to
use the related service from the external server by transmit-
ting the identification information of the related service
which the reading unit has read to the external server. The
display unit may display to enable the user to use the main
service and the related service based on the main service
information and the related service information which the
acquisition unit has acquired.

[0018] In an embodiment, the information processing
apparatus may further include a storage unit which stores the
main service information that the acquisition unit has
acquired, and the related service information, and the infor-
mation for specifying the related service. The reading unit
may read the identification information of the related service
based on the information for specifying the related service
stored in the storage unit, if the acquisition unit cannot
acquire the information for specifying the related service
from the external server when the information for specifying
the related service is stored in the storage unit. The display
unit may display to enable the user to use the main service
and the related service based on the main service informa-
tion and the related service information which are stored in
the storage unit, if the acquisition unit cannot acquire neither
the main service information nor the related service infor-
mation from the external server when the main service
information and the related service information are stored in
the storage unit.

[0019] The information for specifying the related service
may include information for specifying the service based on
data in the memory area of the IC chip, information for
specifying the service based on the applications installed in
the information processing apparatus, or information for
specifying the service based on an usage history or a
bookmark of a web browser.

[0020] According to another embodiment, there is pro-
vided a program that causes a computer to function as a
reading unit that reads, from a memory area of an IC chip,
identification information of a service including at least any
one of a wire communication service via an external wire
communication or a wireless communication service via an
external wireless communication, which use the memory
area of the IC chip, an acquisition unit that acquires service
information to enable a user to use a service from an external
server by transmitting the identification information of the
service which the reading unit has read to the external server,
and a display unit that displays to enable the user to use the
service based on the service information which the acqui-
sition unit has acquired.

[0021] Using such a program, the user can view the
display of all the services that use the memory area of the IC
chip but do not use an application.

[0022] According to another embodiment, there is pro-
vided an information processing apparatus including an
information processing apparatus, and an external server
that is capable of communicating with the information
processing apparatus. The information processing apparatus
include a reading unit that reads, from a memory area of an
IC chip, identification information of a service including at
least any one of a wire communication service via an
external wire communication or a wireless communication
service via an external wireless communication, which use
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the memory area of the IC chip, an acquisition unit that
acquires service information to enable a user to use a service
from an external server by transmitting the identification
information of the service which the reading unit has read to
the external server, and a display unit that displays to enable
the user to use the service based on the service information
which the acquisition unit has acquired.

[0023] Using such a system, the user can view the display
of all the services that use the memory area of the IC chip
but do not use an application.

[0024] According to the embodiments described above, a
user can view a display of all services including a service
that use a memory area of an IC chip but does not use an
application.

[0025] Additional features and advantages are described
herein, and will be apparent from the following Detailed
Description and the figures.

BRIEF DESCRIPTION OF THE FIGURES

[0026] FIG. 1 is an illustration for illustrating a method of
displaying services registered in a conventional information
processing apparatus;

[0027] FIG. 2 is an illustration for illustrating a form of
services registered in a cellular phone that is an example of
an information processing system;

[0028] FIG. 3 is an illustration for illustrating a schematic
configuration of an information processing system accord-
ing to an embodiment;

[0029] FIG. 4 is a block diagram for illustrating a hard-
ware configuration of a cellular phone according to the
embodiment;

[0030] FIG. 5 is a block diagram for illustrating a func-
tional configuration of the cellular phone according to the
embodiment;

[0031] FIG. 6 is a sequence diagram showing a prelimi-
nary processing of displaying services, executed by the
information processing apparatus according to the embodi-
ment;

[0032] FIG. 7 is a sequence diagram showing a processing
of displaying services according to the embodiment;
[0033] FIG. 8 is a flow chart showing a processing of
related service identification executed in step S208 in FIG.
7.

[0034] FIG. 9 is a sequence diagram showing a processing
of displaying other services according to the embodiment;
[0035] FIG. 10 is an illustration for illustrating a detail on
the processing of displaying services in FIG. 7;

[0036] FIG. 11 is an illustration for illustrating a detail on
the processing of displaying the other services in FIG. 9;
[0037] FIG. 12 is an illustration for illustrating a configu-
ration of the service information;

[0038] FIG. 13 is an illustration for illustrating a configu-
ration of information for specifying the related services.

DETAILED DESCRIPTION

[0039] Hereinafter, embodiments will be described in
detail with reference to the appended drawings. Note that, in
this specification and the appended drawings, structural
elements that have substantially the same function and
structure are denoted with the same reference numerals, and
repeated explanation of these structural elements is omitted.
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[0040] The explanation is given in the following order:
[0041] 1. A conventional method of displaying services
[0042] 2. A configuration of an information processing
system

[0043] 3. A hardware configuration of a cellular phone
[0044] 4. A functional configuration of the cellular phone
[0045] 5. A preliminary processing of displaying services
[0046] 6. A processing of displaying services

[0047] 7. A processing of displaying other services
[0048] [A Conventional Method of Displaying Services|
[0049] Before explaining an information processing sys-

tem according to embodiments, first, an explanation will be
given on a method of displaying registered services in a
conventional information processing apparatus. FIG. 1 is an
illustration for illustrating the method of displaying regis-
tered services in a conventional information processing
apparatus.

[0050] InFIG. 1, a cellular phone 10 as an example of the
conventional information processing apparatus includes an
IC chip 20 and an application manager 30. The IC chip 20
includes a storage device (not shown), and a service regis-
tered in the cellular phone 10, such as an electronic money
service, for example, uses an area A or an area B as a
memory area of the storage device. Further, the IC chip 20
is an IC chip compatible to a plurality of applications.
[0051] The application manager 30 performs a manage-
ment or the like of an application A40, an application B42,
an application C44 and an application D46, which are
installed on the cellular phone 10. In the application A40, the
application B42, the application C44 and the application
D46 there is described information on whether to use a
memory area of the IC chip 20 and information on an
address of the memory area to be used.

[0052] The application A40 is an application used by an
electronic money service, for example, and owns the area A
of'the IC chip 20. The application B42 is an application used
by other services, and owns the area B of the IC chip 20. The
application C44 is an application used by the other services,
and is an application which does not own the memory area
of the IC chip 20 but uses the area B of the IC chip 20. The
application D46 is an application used by services which do
not use the memory area of the IC chip 20.

[0053] Since the application A40 and the application B42
owns the memory area of the IC chip 20, they can generate
and delete the memory area, and read/write and refer to data
or the like in the memory area. Since the application C44
does not own the memory area of the IC chip 20, they cannot
generate or delete the memory areas, but can read/write and
refer to data or the like in the memory area.

[0054] In the cellular phone 10 as the conventional infor-
mation processing apparatus, by passing an application
information describing that the application manager 30 uses
the memory area of the IC chip 20, to an application (not
shown) for displaying services, the application for display-
ing services displays services registered in the cellular phone
10 based on the passed information on the application. The
application manager 30 has a function to restrict deletion of
the application A40 that owns the area A, when the area A
exists in the IC chip 20.

[0055] A form of services registered in a cellular phone as
an information processing apparatus are becoming more
diversified. FIG. 2 is an illustration for illustrating the form
of services registered in the cellular phone as the informa-
tion processing apparatus.
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[0056] In FIG. 2, a cellular phone 100 as the information
processing apparatus includes a Web browser or the like 110,
an IC chip 120 and an application manager 130. The
application manager 130 performs a manager or the like of
an application A140, an application B142 and an application
C144 which are installed on the cellular phone 100. The
application A140 is an application used by the electronic
money service, for example, and owns the area A of the IC
chip 120. The application B142 is an application used by
other services, and owns the area B of the IC chip 120. The
application C144 is an application used by the other ser-
vices, and is an application which does not own the memory
area of the IC chip 120 but uses the area B of the IC chip
120.

[0057] In the cellular phone 100, there are registered
services that use the memory area of the IC chip 120 which
is used through the Web browser or the like 110 that accesses
a service providing servers 600 and 602 capable of com-
municating with the cellular phone 100 via a communication
network 710. This service is an example of a wire commu-
nication service of the present embodiment. The service
providing server 600 is a service providing server that does
not own the memory area of the IC chip 120 and that uses
the area A of the IC chip 120. The service providing server
602 is a service providing server that owns an area C of an
IC chip 120.

[0058] In the cellular phone 100, there are registered
services which use the memory area of the IC chip 120, and
which are available via non-contact communication with an
information processing apparatus 510 having a reader/writer
500 capable of communicating in a non-contact manner with
the cellular phone 100. Further, in the cellular phone 100,
there are registered services which use the memory area of
the IC chip 120, and which are available via non-contact
communication with an information processing apparatus
512 having a reader/writer 502 capable of communicating in
a non-contact manner with the cellular phone 100. In the
present embodiment, the information processing appara-
tuses 510 and 512 are, for example, a PC (Personal Com-
puter), a POS (Point of sale) terminal, an automatic payment
machine or an automatic vending machine. This service is an
example of a wireless communication service of the present
invention. The information processing apparatus 510 is an
information processing apparatus which does not own the
memory area of the IC chip 120, but uses the area C of the
IC chip 120. The information processing apparatus 512 is an
information processing apparatus that owns an area D of the
IC chip 120.

[0059] As described above, in the cellular phone 10 as the
conventional information processing apparatus, an applica-
tion (not shown) for displaying services displayed services
registered in the cellular phone 10. Specifically, services
registered in the cellular phone 10 were displayed based on
the information passed from the application manager 30, the
information which describes the memory area of the IC chip
20 will be used. However, services through the web browser
or the like 110 accessed from the service providing servers
600 and 602, and services by a non-contact communication
from the information processing apparatuses 510 and 512,
shown in FIG. 2, do not use applications. Because of this,
there has been a problem that services that do not use
applications cannot be displayed in the conventional method
of displaying services.
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[0060] Then a later-described information processing sys-
tem 1000 according to the present embodiment performs a
later-described preliminary processing for displaying ser-
vices and a processing of displaying services. This enables
displaying all services including those which use the
memory area of the IC chip 120 and do not use applications.
Hereinafter, a main service means a service that uses an
application which owns the memory area of the IC chip 120,
or a service provided by a service providing server or an
information processing apparatus, which own the memory
area of the IC chip 120. Further, a related service means a
service which does not own the memory area of the IC chip
120 and uses the application that uses the memory area of
the IC chip 120, or services which are provided by the
service providing server or an information processing appa-
ratus which does not own the memory of the IC chip but uses
the memory area of the IC chip 120.

[0061] [A Configuration of an Information Processing
System]
[0062] Next, an explanation will be given on the informa-

tion processing system according to the present embodi-
ment. FIG. 3 is an illustration for illustrating a schematic
configuration of the information processing system accord-
ing to the present embodiment.

[0063] In FIG. 3, the information processing system 1000
is mainly configured from the cellular phone 100 and a
service information distribution server 200. The information
processing system 1000 is an example of an information
processing system. The cellular phone 100 is an information
processing apparatus. The service information distribution
server 200 is an example of an external server. The cellular
phone 100 and the service information distribution server
200 are configured to be capable of communicating with
each other via a communication network 700.

[0064] The cellular phone 100 includes the IC chip 120
described later. The IC chip 120 includes a later-described
storage device 184. A service registered in the cellular phone
100, such as an electronic money service, for example, uses
a memory area of the storage device 184. In the service
information distribution server 200, service information
shown in FIG. 12 as later-described distribution information
and information for specifying related services shown in
FIG. 13 are registered in the preliminary processing for
displaying services shown in FIG. 6 described later. The
cellular phone 100 and the service information distribution
server 200 perform a later-described processing of display-
ing services in FIG. 7.

[0065] The information processing system 1000 includes a
service information providing server 300, and a client appli-
cation public server 400. The cellular phone 100, the service
information distribution server 200, the service information
providing server 300, and the client application public server
400 are configured to be capable of communicating via the
communication network 700. The service information dis-
tribution server 200, the service information providing
server 300, and the client application public server 400
perform a later-described preliminary processing for dis-
playing services shown in FIG. 6.

[0066] The information processing system 1000 includes
the information processing apparatus 510 having the reader/
writer 500, a service providing server 600, and information
processing apparatuses 610 and 612. In the present embodi-
ment, the information processing apparatuses 610 and 612
are, for example, personal computers. The cellular phone
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100 and the reader/writer 500 can communicate each other
in non-contact manner. The cellular phone 100 and the
service providing server 600 are configured to be able to
communicate via a communication network 710. The ser-
vice providing server 600, and the information processing
apparatuses 610 and 612 are configured to be able to
communicate via a communication network 720. The infor-
mation processing apparatus 510 is an information process-
ing apparatus for providing services that use the memory
area of the IC chip 120, and that are available via non-
contact communication. The service providing server 600 is
a service providing server for providing services that use the
memory area of the IC chip 120, and that are available via
the communication network 710. The information process-
ing apparatus 610 and 612 are information processing appa-
ratuses which own the service providing server 600.
[0067] [A Hardware Configuration of a Cellular Phone]
[0068] Next, a hardware configuration of the cellular
phone 100 according to the present embodiment will be
explained. FIG. 4 is a block diagram for illustrating a
hardware configuration of the cellular phone 100 according
to the present embodiment.

[0069] In FIG. 4, the cellular phone 100 includes a CPU
(Central Processing Unit) 150, an antenna 152, an informing
device 154, an input device 168, a storage device 176, a
ROM 178, a RAM 180, a network communication device
182, and the IC chip 120. The cellular phone 100 further
includes, other than shown in FIG. 4, a bus, a bridge, an
interface, or the like.

[0070] The CPU 150 functions as an arithmetic processing
unit or a control unit, for example, and controls an entire or
a part of the operation of each component based on each of
programs recorded on the storage device 176, the ROM 178,
the RAM 180, or a removal recording medium (not shown).
[0071] The ROM 178 stores, for example, a program to be
loaded on the CPU 150 or data or the like used in an
arithmetic operation. The RAM 180 temporarily or perpetu-
ally stores, for example, a program to be loaded on the CPU
150 or various parameters or the like arbitrarily changed in
execution of the program.

[0072] The storage device 176 is a device to store various
data. The storage device 176 is configured from, for
example, a magnetic storage device such as a hard disk drive
(HDD; Hard Disk Drive), a semiconductor storage device,
an optical storage device, or a magneto-optical storage
device. In the present embodiment, the storage device 176
has a later-described database 140.

[0073] The antenna 152 is configured to be able to be both
expanded and contracted, for example, so that it is housed in
a part of housing of the cellular phone 100 and is pulled out
from the part of housing. The antenna 152 transmits/receives
radio waves by wireless, for example, for functions such as
phone calls and e-mails.

[0074] The informing device 154 is mainly configured
from a display device 156, a speaker 162, a vibrator 164, and
an emission device 166. The display device 156 is config-
ured, for example, from a main display screen 158 and a sub
display screen 160. The main display screen 158 and the sub
display screen 160 are display devices, for example, such as
a LCD (Liquid Crystal Display), an ELD (Electro-Lumines-
cence Display), or the like. The main display 158 displays
for notifying incoming emails or incoming calls, for
example. Note that the main display screen 158 displays
services registered in the cellular phone 100 as described
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later. The sub display screen 160 displays for notifying
incoming emails or incoming calls, for example, when the
cellular phone 100, in a flip style that is openable and
closable, is closed.

[0075] The speaker 162 outputs an audio signal received
by the antenna 152. The speaker 162 also outputs an audio
signal for notifying incoming emails or incoming calls, for
example. The vibrator 164 notifies the incoming emails or
incoming calls by vibrating the cellular phone 100. The
emission device 166 notifies the incoming emails or incom-
ing calls by lighting up a lamp or the like.

[0076] The input device 168 is configured from mainly a
microphone 170 and an input key 172. The microphone 170
is mainly a device for inputting an audio signal. The
microphone 170 is used, for example, for calling. The input
key 172 is a numerical keypad, a power key, a call key, or
the like. The input key 172 is used, for example, for
inputting a telephone number of the other party and creating
emails. The input device 168 may be a remote control
means, which is a remote control, which is capable of
transmitting a control signal using infrared rays or other
radio waves. The input device 168 is configured from an
input control circuit or the like, which is for transmitting
information input using the above operational means to the
CPU 150 as an input signal.

[0077] The network communication device 182 is a com-
munication device for connecting to the network, for
example, such as a communication card for a wired or
wireless local area network (LAN) or wireless USB
(WUSB). The network communication device 182 is a
modem or the like for various communications. Further, a
communication network connected to the network commu-
nication device 182 is configured mainly by a network
which is connected wirelessly. For example, the communi-
cation network may be the Internet, infrared communication,
visible light communication, broadcasting or the like.
[0078] The IC chip 120 is mainly configured from a CPU
(not shown), a ROM (not shown), a RAM (not shown), the
storage device 184 and a non-contact communication device
186. The CPU (not shown) functions as an arithmetic
processing unit or a control unit, for example based on each
of programs recorded on the ROM (not shown), the RAM
(not shown), or the storage device 184. In the present
embodiment, the cellular phone 100 is a cellular phone
which is capable of non-contact communication, and the
CPU (not shown) mainly controls an entire or a part of the
operation of the non-contact communication device 186.
The ROM (not shown) stores, for example, a program to be
loaded on the CUP (not shown) or data or the like used in
an arithmetic operation. The RAM (not shown) temporarily
or perpetually stores, for example, a program to be loaded on
the CPU (not shown) or various parameters or the like
arbitrarily changed in execution of the program.

[0079] [A Functional Configuration of the Cellular Phone]
[0080] Next, a functional configuration of the cellular
phone will be explained. FIG. 5 is a block diagram for
illustrating a functional configuration of the cellular phone
according to the present embodiment.

[0081] InFIG. 5, the cellular phone 100 includes a reading
unit 190, an acquisition unit 192, a display unit 194 and a
storage unit 196.

[0082] The reading unit 190 reads, from the memory area
of'the IC chip 120, identification information of a service via
the communication network 710 from the service providing
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server 600 and a service registered in the cellular phone 100
including a service via non-contact communication from the
information processing apparatus 510, for example, which
use a memory area of the IC chip 120. The acquisition unit
192 acquires the service information for enabling a user to
use services shown in FIG. 12 from the service information
distribution server 200 by transmitting the identification
information of the service which the reading unit 190 has
read to the service information distribution server 200. The
display unit 194 displays to enable the user to use the
services based on the service information acquired by the
acquisition unit 192. The storage unit 196 stores the service
information acquired by the acquisition unit 192.

[0083] When the storage unit 196 stores service informa-
tion, the acquisition unit 192 acquires the service informa-
tion of a new version by transmitting, to the service infor-
mation distribution server 200, version information included
in the service information in addition to the identification
information of the service which the reading unit 190 has
read. The display unit 194 displays to enable the user to use
the services based on the service information of the new
version when the acquisition unit 192 acquires the service
information of the new version, and displays to enable the
user to use the service based on the service information
stored in the storage unit 196 when the acquisition unit 192
does not acquire the service information of the new version.
[0084] When the acquisition unit 192 acquires the service
information of the new version, the storage unit 196 stores
the service information of the new version in place of the
service information of an old version.

[0085] The display unit 194 displays to enable the user to
use the service based on the service information stored in the
storage unit 196 if the acquisition unit 192 cannot acquire
the service information from the service information distri-
bution server 200 when the storage unit 196 stores the
service information.

[0086] The reading unit 190 reads identification informa-
tion of a main service which uses the memory area of the IC
chip 120. The acquisition unit 192 acquires main service
information for enabling the user to use the main service and
information for specifying related services, from the service
information distribution server 200, by transmitting the
identification information of the main service which the
reading unit 190 has read, to the service information distri-
bution server 200. The reading unit 190 reads the identifi-
cation information of the related services based on the
information for specifying the related services. The acqui-
sition unit 192 acquires the related service information for
enabling the user to use the related services from the service
information distribution server 200, by transmitting the
identification information of the related services which the
reading unit 190 has read to the service information distri-
bution server 200. The display unit 194 displays to enable
the user to use the main service and the related services
based on the main service information and the related
service information which the acquisition unit 192 has
acquired.

[0087] The storage unit 196 stores the main service infor-
mation, the related service information, and the information
for specifying the related services, which the acquisition unit
192 acquired. The reading unit 190 reads identification
information of the related services based on the information
for specitying the related services stored in the storage unit
196 if the acquisition unit 192 cannot acquire the informa-
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tion for specifying the related services from the service
information distribution server 200 when the information for
specifying the related services is stored in the storage unit
196. The display unit 194 displays to enable the user to use
the main service and the related services based on the main
service information and the related service information
which are stored in the storage unit 196 if the acquisition
unit 192 cannot acquire neither the main service information
nor the related service information from the service infor-
mation distribution server 200 when the main service infor-
mation and the related service information are stored in the
storage unit 196.

[0088] [A Preliminary Processing of Displaying Services]
[0089] Hereinafter, a preliminary processing of displaying
services performed by the information processing system
1000 according to the present embodiment will be
explained. FIG. 6 is a sequence diagram showing a prelimi-
nary processing of displaying services, executed by the
information processing apparatus according to the present
embodiment.

[0090] InFIG. 6, the service information providing server
300 creates a key pair for digital signature (step S101). Then,
the service information providing server 300 registers a
secret key of the created key pair to the service information
distribution server 200 (step S102). The service providing
server 300 provides a public key of the created key pair to
the client application public server 400 (step S103). The
service information providing server 300 registers service
information as the distribution information shown FIG. 12
and the information for specifying related services shown in
FIG. 13 to the service information distribution server 200
(step S104). Note that the information processing appara-
tuses 510, 610 and 612 register the service information as
the distribution information shown FIG. 12 and the infor-
mation for specifying related services shown in FIG. 13 to
the service information providing server 300 in advance.
[0091] The client application public server 400 embeds the
provided public key into a client application (step S105).
Note that the client application is an application for per-
forming a later-describe processing of displaying services in
FIG. 7 and FIG. 9. The client application public server 400
opens the client application in which the public key is
embedded (step S106). Thus, the client application can be
installed into the cellular phone 100.

[0092] Note that in the present embodiment, the service
information providing server 300 and of the service infor-
mation providing server 200 can be replaced with a server
which includes functions of the service information provid-
ing server 300 and of the service information providing
server 200.

[0093] FIG. 12 is an illustration for illustrating a configu-
ration of the service information. In FIG. 12, service infor-
mation is configured from ID information, version informa-
tion, service name information, service icon information,
service company name information, service company URL
information, cooperative application information, and ser-
vice unique screen information. As for the service informa-
tion in FIG. 12, not only common items in all the service
companies but also unique items for each of the service
companies, such as the service name information, the ser-
vice company name information or the like, can be defined.
[0094] FIG. 13 is an illustration for illustrating a configu-
ration of information for specitying the related services. In
FIG. 13, information for specifying the related services is
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configured from the ID information, the version information,
and identification object/identification condition informa-
tion.

[0095]

[0096] Hereinafter, a processing of displaying services
that the information processing system 1000 according to
the present embodiment performs will be explained. This
processing is a processing which is performed by the client
application installed into the cellular phone 100. FIG. 7 is a
sequence diagram showing a processing of displaying ser-
vices according to the present embodiment. The processing
of displaying services in FIG. 7 is a processing performed
when the cellular phone 100 and the service information
distribution server 200 are both online, and can communi-
cate. Note that FIG. 10 is an illustration for illustrating a
detail on the processing of displaying services in FIG. 7.

[0097] In FIG. 7, at first, the cellular phone 100 reads
information for specifying the main service (hereinafter,
referred to as “the main service identification information™)
that obtains a memory area, such as a segment information
of the memory area, for example, from the memory area of
the storage device 184 of the IC chip 120 (step S201).

[0098] Next, the cellular phone 100 reads the version
information of the main service information and of the
information for specifying related services from the database
140 when the database 140 stores the main service infor-
mation and the information for specifying related services
(step S202).

[0099] Next, the cellular phone 100 transmits the main
service identification information which has been read in
step 201 to the service information distribution server 200
(step S203). Note that in step S203, when the database 140
stores the main service information and the information for
specifying related services, the cellular phone 100 transmits
the version information of the main service information and
of the information for specifying related services, which has
been read in step 202, to the service information distribution
server 200 as well as the main service identification infor-
mation.

[0100] Next, the service information distribution server
200 reads the service information of the main service shown
in FIG. 12 from a service information database 210 based on
the main service identification information that has been
read in s201. When the service information distribution
server 200 receives the version information of the main
service information, the service information distribution
server 200 reads the service information of the main service
of the new version from the service information database
210. The service information distribution server 200 reads
the information for specifying the related services shown in
FIG. 13 from a related services specifying information
database 220. When the service information distribution
server 200 receives the version information of the informa-
tion for specifying related services, the service information
distribution server 200 reads the information for specifying
related services of the new version from the related services
specifying information database 220 (step S204).

[0101] Next, the service information distribution server
200 assigns a digital signature to the distribution information
using the secret key which is registered in a signature key
(secret key) repository 230 after being registered in step
S102 of the preliminary processing of displaying services in
FIG. 6 (steps S205).

[A Processing of Displaying Services|
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[0102] Next, the service information distribution server
200 transmits the distribution information assigned with the
digital signature to the cellular phone 100 (step S206).
[0103] If the main service information of the new version
and the information for specifying related services are not
transmitted from the service information distribution server
200 when the cellular phone 100 transmits the version
information of the information for specifying the main
service information and the related services to the service
information distribution server 200 in step s203, the cellular
phone 100 reads the information for specifying the main
service information and the related services from the data-
base 140 (step S207). When any information of the version
newer than the main service information or the information
for specifying related services which are stored in the
database 140 is not stored in the service information distri-
bution server 200, communication traffic with the service
information distribution server 200 can be decreased since
the cellular phone 100 does not receive neither the main
service information nor the information for specifying
related services from the service information distribution
server 200.

[0104] Next, the cellular phone 100 performs a later-
described processing of related service identification (step
S208), and reads information for identifying related services
that uses the memory area (hereinafter, referred to as “the
identification information of the related services™).

[0105] Next, the cellular phone 100 transmits the identi-
fication information of the related services which has been
read in step S208 to the service information distribution
server 200 (step S209). Note that in step S209, when the
service information related to the database 140, the cellular
phone 100 transmits the version information of the related
service information transmits to the service information
distribution server 200 in addition to the identification
information of the related services.

[0106] Next, the service information distribution server
200 reads the service information of the related services
shown in FIG. 12 to a service information database 210
based on the identification information of the related ser-
vices that has been received. When the service information
distribution server 200 receives the version information of
the related service information, the service information
distribution server 200 reads the service information of the
related services of the new version from a service informa-
tion database 210 (step S210).

[0107] Next, the service information distribution server
200 assigns a digital signature to the distribution information
using the secret key which is registered in the signature key
(secret key) repository 230 after being registered in step
S102 of the preliminary processing of service display in
FIG. 6 (step S211).

[0108] Next, the service information distribution server
200 transmits the distribution information assigned with the
digital signature to the cellular phone 100 (step S212).
[0109] If the related service information of the new ver-
sion are not transmitted from the service information distri-
bution server 200 when the cellular phone 100 transmits the
version information of the related service information to the
service information distribution server 200 in step S209, the
cellular phone 100 reads the related service information
from the database 140 (step S213).

[0110] Next, the cellular phone 100 deletes the unneeded
data stored in the database 140 (step S214).
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[0111] Next, the cellular phone 100 registers/updates the
distribution information received in the steps S206 and S212
to the database 140 (step S215).

[0112] Next, the cellular phone 100 displays services
registered in the cellular phone 100 based on the main
service information among the distribution information
received in step S206, and the related service information
among the distribution information received in step S212
(step S216), and ends this processing.

[0113] Following to the processing of displaying services
in FIG. 7, the cellular phone 100 transmits the identification
information of the main service which has been read from
the memory area of the storage device 184 of the IC chip to
the service information distribution server 200, and receives
the main service information and the information for speci-
fying related services from the service information distribu-
tion server 200. Further, the cellular phone 100 reads the
identification information of the related services based on
the information for specifying related services that has been
received, transmits the identification information of the
related services that has been read to the service information
distribution server 200, and receives the related service
information from the service information distribution server
200. Then based on the received main service information
and the received related service information, the cellular
phone 100 displays services registered in the cellular phone
100, that is the cellular phone 100 displays all the services
including services which uses the memory area of the IC
chip but does not use applications. Thus users can view all
the services registered in the cellular phone 100.

[0114] FIG. 8 is a flow chart showing a processing of
related service identification executed in step S208 in FIG.
7.

[0115] In FIG. 8, the cellular phone 100 determines an
object to be identified for specifying the related services
based on the information for specifying related services
among the distribution information which has been received
in step S206 (step S301).

[0116] As the result of the determination in steps S301, if
the object to be identified is data in the IC chip 120, the
cellular phone 100 reads the data on the specific place of IC
chip (step S302). Then, the cellular phone 100 specifies
related services based on the data that has been read (step
S303), and proceeds to a later-described processing of step
S308. In step S303, if the data on the specific place of the IC
chip 120 is X, it is assumed that a service A exists as a related
service, or is registered in the cellular phone 100.

[0117] As the result of the determination in step S301, if
the object to be identified is an existence as an application,
the cellular phone 100 confirms the existence of a specific
application in the application manager 130 (steps S304). The
cellular phone 100 specifies related services based on the
confirmation result of the existence of the specific applica-
tion (steps S305), and proceeds to a later-described process-
ing of step S308. In step S305, regarding to a name of the
specific application, for example, if the application exists, it
is assumed that the service A exists as an related service, or
is registered in the cellular phone 100.

[0118] As the result of the determination in step S301, if
the object to be identified is a usage history, bookmark or the
like of the web browser 110, the cellular phone 100 searches
the usage history, bookmark or the like of the web browser
110 (step S306). Then the cellular phone 100 specifies
related services based on the result of the search for the
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usage history, bookmark or the like of the web browser 110,
and proceeds a later-described processing in step S308. In
steps S307, regarding to the usage history of the web
browser 110, for example, if there is a book with a bookmark
of page “a”, it is assumed that a service A exists as a related
service, or is registered in the cellular phone 100. In step
S307, regarding to the usage history of the web browser 110,
for example, if there is the usage history within last seven
days, it is assumed that a service A exists as a related service,
or is registered in the cellular phone 100.

[0119] In the following step S308, based on the informa-
tion for specifying related services among the distribution
information which has been received in step S206, the
cellular phone 100 determines whether or not all the related
services are specified. If all the services are not specified (No
in steps S308), the cellular phone 100 returns to the pro-
cessing of step S301. If all the services are specified (YES
in step S308), the cellular phone 100 ends this processing.
[0120] [A Processing of Displaying Other Services]|

[0121] Hereinafter, a processing of displaying other ser-
vices that the information processing system 1000 according
to the present embodiment performs will be explained. This
processing is a processing which is performed by the client
application installed into the cellular phone 100. FIG. 9 is a
sequence diagram showing a processing of displaying other
services according to the present embodiment. The process-
ing of displaying other services in FIG. 9 is a processing
performed when the cellular phone 100 and the service
information distribution server 200 are both offline, and
cannot communicate. Note that FIG. 11 is an illustration for
illustrating a detail on the processing of displaying other
services in FIG. 9.

[0122] In FIG. 9, at first, the cellular phone 100 reads
identification information of the main service, such as a
segment information of the memory area, for example, from
the memory area of the storage device 184 of the IC chip 120
(step S401).

[0123] Next, the cellular phone 100 reads the main service
information and the information for specifying related ser-
vices from the database 140, based on the identification
information of the main service which has been read in step
S401 (steps S402). Note that the cellular phone 100 verifies
a digital signature assigned to the main service information
and the information for specifying related services in step
S402. Thus, defacing of the information stored in the data-
base 140 can be detected.

[0124] Next, the cellular phone 100 performs a processing
same as the processing of related service identification
which is performed in step S208 of the processing of
displaying services in FIG. 7 (step S403), and reads the
identification information of the related services that uses
the memory area.

[0125] Next, the cellular phone 100 reads the related
service information from the database 140 based on the
identification information of the related services which has
been read in step S403 (step S404). Note that a digital
signature assigned to the related service information is
verified in step S404.

[0126] Next, the cellular phone 100 deletes the unneeded
data stored in the database 140 (step S405).

[0127] Next, the cellular phone 100 displays services
registered in the cellular phone 100 based on the main
service information which has been read in step S402 and
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the related service information which has been read in step
S404 (step S406), and ends this processing.

[0128] Following to the processing of displaying services
in FIG. 9, the cellular phone 100 reads the main service
information and the information for specifying related ser-
vices from the database 140 based on the identification
information of the main service which has been read from
the memory area of the storage device 184 of the IC chip
120. Then based on the main service information and the
related service information which are read, the cellular
phone 100 displays services registered in the cellular phone
100. Thus even in the case when the cellular phone 100 and
the service information distribution server 200 are both
offline, an advantageous effect same as the one in the
processing of displaying services in FIG. 7 can be expected.

[0129] Note that the above embodiment can also be real-
ized when the IC chip 120 is removed from the cellular
phone 100 and is mounted to other different cellular phone
100.

[0130] The effects of the present embodiment can be also
achieved in a case where a storage medium storing program
codes for software, that is to achieve the functions of each
of the foregoing embodiments, are provided to the system or
the device, and where a computer (or a CPU, MPU, etc.,) of
the system or the device reads and executes the program
codes stored in the storage medium.

[0131] In this case, the program codes read out of the
storage medium are by itself to achieve the functions of each
of the foregoing embodiment, and the program codes and the
storage medium storing the program codes are to constitute
the present embodiment.

[0132] The storage medium for providing the program
codes is, for example, an optical disk, a magnetic tape, a
non-volatile memory card or a ROM, such as a floppy
(registered trademark) disk, a hard disk, a magnet-optical
disk, CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-RAM,
DVD-RW or DVD+RW. The program codes may also be
downloaded via network.

[0133] Further, the functions of each foregoing embodi-
ment can be realized not only by executing the program
codes read out by the computer, but also in a case where an
OS (operating system) or the like running onto a computer
performs all or a part of the actual processing based on the
instructions of the program codes.

[0134] Further, the functions of each foregoing embodi-
ment can also be realized in a case where the program codes
read out of the storage medium is written onto a memory
included in a function enhancement board inserted into a
computer or a memory included in a function enhancement
unit connected to a computer, then based on the instructions
of the program cords, a CPU or the like included in the
function enhancement board and the function enhancement
unit performs all or a part of the enhancement functions.

[0135] It should be understood that various changes and
modifications to the presently preferred embodiments
described herein will be apparent to those skilled in the art.
Such changes and modifications can be made without
departing from the spirit and scope of the present subject
matter and without diminishing its intended advantages. It is
therefore intended that such changes and modifications be
covered by the appended claims.



US 2017/0024709 Al

The invention is claimed as follows:

1. A communication device comprising;

an IC chip configured to store information corresponding

to a plurality of electronic money services;

an application manager unit configured to manage the

plurality of electronic money services based on pro-
cessing a main service identification and a related
service identification; and

a display unit configured to display a list of the plurality

of electronic money services based on the processing.

2. The communication device according to claim 1,
wherein a first application used by a first electronic money
service owns a first area of the IC chip.

3. The communication device according to claim 2,
wherein a second application used a service other than the
first electronic money service owns a second area of the IC
chip.

4. The communication device according to claim 3,
wherein the list includes at least one electronic money
service that does not use an application.

5. A method comprising:

storing information corresponding to a plurality of elec-

tronic money services on an IC chip in a communica-
tion device;
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managing the plurality of electronic money services based
on processing a main service identification and a
related service identification; and

displaying a list of the plurality of electronic money

services based on the processing.

6. The method according to claim 5, further comprising
transmitting the main service identification to a service
information distribution server.

7. The method according to claim 6, further comprising
transmitting the related service identification to the service
information distribution server.

8. The method according to claim 7, further comprising
receiving distribution information from the service informa-
tion distribution server.

9. The method according to claim 8, wherein a first
application used by a first electronic money service owns a
first area of the IC chip.

10. The method according to claim 9, wherein a second
application used a service other than the first electronic
money service owns a second area of the IC chip.

11. The method according to claim 10, wherein the list
includes at least one electronic money service that does not
use an application



