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(57)  Provided is a method, performed by a system
that comprises a security monitoring system installation
at premises protected by the installation, the security
monitoring system having a disarmed mode and at least
one armed mode, method comprising:

i) detecting the occurrence of an event at the premises
while the security monitoring system is in the disarmed
mode;

SECURITY MONITORING SYSTEMS AND METHODS

i) transmitting a notification in respect of the event to a
user device, the notification including event data; and

iii) only in response to receiving a user reaction to the
notification indicating a desire/wish to raise an alert in
respect of the event with a monitoring station remote from
the premises, notifying the monitoring station and provid-
ing the monitoring station with access to the event data.
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Description
Technical field

[0001] The present invention relates to security mon-
itoring systems and methods.

Background

[0002] Security installations that are orinclude security
monitoring systems for monitoring premises, often re-
ferred to as alarm systems, typically provide a means for
detecting the presence and/or actions of people at the
premises and reacting to detected events. Commonly
such systems include sensors to detect the opening and
closing of doors and windows to provide a secure peri-
meter to the premises, creating one or more protected
interior spaces, movement detectors to monitor spaces
(both within and outside buildings) for signs of move-
ment, microphones to detect sounds such as breaking
glass, and image sensors to capture still or moving
images of monitored zones, and optionally smoke and/or
fire detectors. Such systems may be self-contained, with
alarm indicators such as sirens and flashing lights that
may be activated in the event of an alarm condition being
detected. Such installations typically include a control
unit (which may also be termed a central unit), generally
mains powered, thatis coupled to the sensors, detectors,
cameras, etc. ("nodes"), and which processes received
notifications and determines a response. The central unit
may be linked to the various nodes by wires, but increas-
ingly is instead linked wirelessly, rather than by wires,
since this facilitates installation and may also provide
some safeguards against sensors/detectors effectively
being disabled by disconnecting them from the central
unit. Similarly, for ease of installation and to improve
security, the nodes of such systems typically include
an autonomous power source, such as a battery power
supply, rather than being mains powered.

[0003] As an alternative to self-contained systems, a
security monitoring system may include an installation at
a premises, domestic or commercial, that is linked to a
remote Central Monitoring Station (CMS) or Alarm Re-
ceiving Centre (ARC) (the terms are interchangeable)
where, typically, human operators manage the re-
sponses required by different alarm and notification
types. In such centrally monitored systems the central
unit at the premises installation typically processes no-
tifications received from the nodes in the installation and
notifies the Central Monitoring Station of only some of
these, depending upon the settings of the system and the
nature of the detected events. In such a configuration, the
central unit at the installation is effectively acting as a
gateway between the nodes and the Central Monitoring
Station. Again, in such installations the central unit may
be linked by wires, or wirelessly, to the various nodes of
the installation, and these nodes will typically be battery
rather than mains powered.
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[0004] In such centrally monitored systems, the per-
sonnel of the CMS may raise an alarm with the police or
other emergency services (such as a Fire Brigade, or a
medical service) in the event that an alarm notification is
received from the monitored premises. But frequently
penalties (e.g. significant fines) are applied if a provider
of a managed alarm service raises with the emergency
service an alarm (or more than a certain number of
alarms within a predetermined period) where the
alarm(s) turn out to be false alarms. Under certain cir-
cumstances a service provider may even be prohibited
from reporting alarm events at all. Consequently, service
providers try to ensure that alarm events are only notified
to the emergency services once they have been con-
firmed in some way - for example by performing a visual
check of feeds from cameras installed at the premises, or
by listening to sounds (e.g. sounds characteristic of a
burglar ransacking premises following the triggering of a
door or window sensor, the sounds of an argument,
altercation or fight, after the triggering of an SOS or
personal alarm sender, etc.), or by contacting someone
associated with the premises, e.g. the owner, to confirm
whether or not an alarm has been triggered accidentally -
as is often the case.

[0005] Such security monitoring systems contribute to
the safety and wellbeing of occupants of the protected
premises, as well as safeguarding articles within the
protected perimeter - which may of course not simply
be limited to a house or dwelling but may also extend to
the grounds of the house, protected by a boundary fence
and gate, for example.

[0006] Generally, a centrally monitored security mon-
itoring system only reports alarm events if the system is
armed - with the possible exceptions of fire and smoke
detection, SOS alerts or the triggering of a personal alarm
of the type worn or carried by the elderly or infirm. But the
applicants have realised that there may be occasions in
which it may be beneficial to be able report an event to the
central monitoring station even though the security mon-
itoring system is disarmed. For example, the security
monitoring system may be disarmed when children are
home alone but a potential threat may be recognised in
the presence of a person in the garden of the premises
(although the same threat may also be recognised when
the security monitoring system is in an "armed at home"
mode). Equally, the security monitoring system may be
disarmed to allow a cleaner to perform cleaning duties
within the protected premises but part of the premises
may be "out of bounds", for example a home office, and
thus detection of the presence of someone within the
home office may be cause for alarm (again, the same
threat may also be recognised when the security mon-
itoring systemis in an "armed at home" mode). There are
of course many other potential scenarios where detection
of a person, or of some other event, may indicate the
existence of a threat or cause for alarm even though the
security monitoring system is disarmed. But of course the
same events may be entirely innocent and non-threaten-
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ing - it all depends upon their context.

[0007] Embodiments of the present invention seek to
provide enhanced security monitoring systems, and cor-
responding applications, methods and other implemen-
tations that improve the ability of security monitoring
systems for handling potential alarm events that are
detected preferably while a premises security monitoring
systemis in a disarmed mode or optionally in an armed at
home mode, as well as providing corresponding new
functionality and methods.

Summary

[0008] According to a first aspect there is provided a
method, performed by a system that comprises a security
monitoring system installation at premises protected by
the installation and optionally a system back end remote
from the premises, the method comprising:

i) detecting the occurrence of an event at the pre-
mises;

ii) transmitting a notification in respect of the event to
a user device, the notification including event data;
iii) in response to receiving a user reaction to the
notification indicating a desire/wish to raise an alert
in respect of the event with a monitoring station
remote from the premises, notifying the monitoring
station and providing the monitoring station with
access to the event data.

[0009] Asnoted above, the detecting the occurrence of
an event and the transmission of a notification in respect
of the event may occur while the security monitoring
system is in its disarmed mode.

[0010] The method of the first aspect may further com-
prise the step of reporting, prior to step ii), the occurrence
of the event to a system back end remote from the
premises, wherein the system back end performs either
of steps ii) or iii).

[0011] In the method of the first aspect the step of
transmitting a notification in respect of the event to a user
device is performed by the security monitoring installa-
tion, wherein the security monitoring installation performs
either of steps ii) or iii),

optionally wherein the installation comprises a controller,
and the step of transmitting a notification in respect of the
event to a user device is performed by the controller, and
wherein the controller performs either of steps ii) or iii).
[0012] In any variant of the first aspect, the notification
in respect of the event may include at least one of:

animage related to the event, and optionally wherein
the image is a still image; and/or

a link giving access to a video capture related to the
event.

[0013] In any variant of the first aspect, the event may
be at least one selected from:
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sensor based detection of motion;

sensor based detection of presence.

triggering of a window sensor, optionally a contact
switch, magnetic sensor, or a shock sensor; trigger-
ing of a door sensor, optionally a contact switch,
magnetic sensor, or a shock sensor;

[0014] In any variant of the first aspect, whether the
notification of step ii) is transmitted or not may depend
upon at least one condition selected from:

the time of day, day of the week, date, nature of the event,
or some combination thereof.

[0015] Inany variant of the first aspect, the notification
may further include context information, the context in-
formation distinct from the event data and complement-
ing the event data, optionally wherein the context infor-
mationincludes one or more selected from: the arm state;
occupation state of the premises; camera identity; status
of other detectors at the premises.

[0016] According to a second aspect there is provided
a method, performed by a system that comprises a
security monitoring installation at premises protected
by the installation and optionally a system back end
remote from the premises, the security monitoring instal-
lation having a plurality of arm states and being config-
ured to report to a monitoring station remote from the
premises, the method comprising:

i) capturing the occurrence of an event at the pre-
mises;

i) transmitting a notification in respect of the event to
a user device, the notification including event data
and optionally context information; and

iii) only in response to receiving a user reaction to the
notification indicating a desire to raise an alert in
respect of the event with the monitoring station,
notifying the monitoring station and providing the
monitoring station with access to the event data
and optionally the context information.

[0017] According to a third aspect, there is provided a
system that comprises a security monitoring installation
at premises protected by the installation and a system
back end remote from the premises, the security mon-
itoring installation having a disarmed mode and at least
one armed mode the security monitoring installation
having a controller and a plurality of sensors configured
to transmit event notifications to the controller, the con-
troller being configured when the system is in an armed
mode to report alarm events to a monitoring station
remote from the premises, the controller having at least
one operating mode in whichitis configured to respond to
receiving certain event notifications, optionally while the
installation is in the disarmed mode, by transmitting an
alert, in respect of the notification of an event, to the
system back end remote from the premises,

the system back end being configured to:
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i) transmit a notification in respect of the event to a
user device, the transmitted notification including
event data and optionally context information;

ii) raise an alert in respect of the event with a mon-
itoring station remote from the premises only in
response to receiving from a user at the device a
user reaction to the transmitted notification indicating
a desire to raise an alert in respect of the event; and,
iii) if an alert is raised with the monitoring station in
respect of the event to provide the monitoring station
with access to the event data and optionally context
information.

[0018] According to afourth aspect, thereis provided a
security monitoring installation at premises protected by
the installation, the installation having a disarmed mode
and at least one armed mode, the installation comprising
a controller and a plurality of sensors configured to
transmit event notifications to the controller, the controller
having at least one operating mode in which it is config-
ured to respond to certain event notifications, optionally
while the installation is in the disarmed mode, by:

i) transmitting a notification in respect of the event to
a user device, the transmitted notification including
event data and optionally context information;

ii) in response to receiving a user reaction to the
transmitted notification indicating that the event is a
false alarm or that the user does not wish toreportthe
event to the monitoring station, determining not to
notify the monitoring station of an alarm event in
respect of the event;

iii) in response to receiving a user reaction to the
transmitted notification indicating a desire to raise an
alert in respect of the event with the monitoring
station, notifying the monitoring station of an alarm
event and providing the monitoring station with ac-
cess to the event data and optionally the context
information; and

iv) in response to not receiving within a predeter-
mined time period a user reaction to the transmitted
notification, not notifying the monitoring station of an
alarm event (in respect of the event).

[0019] In a system according to the third aspect or an
installation according to the fourth aspect, the context
information may be distinct from the event data and
complementing the event data, the context information
may include one or more selected from: the arm state;
occupation state of the premises; camera identity; status
of other detectors at the premises.

[0020] In a system according to the third aspect or an
installation according to the fourth aspect, the transmitted
notification in respect of the event may include at least
one of:

animage related to the event, and optionally wherein
the image is a still image; and/or

]
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a link giving access to a video capture related to the
event.

[0021] In a system according to the third aspect or an
installation according to the fourth aspect,, the event may
be at least one selected from:

sensor based detection of motion;

sensor based detection of presence;

triggering of a window sensor, optionally a contact
switch, magnetic sensor, or a shock sensor;
triggering of a door sensor, optionally a contact
switch, magnetic sensor, or a shock sensor.

[0022] In a system according to the third aspect or an
installation according to the fourth aspect, whether the
notification of i) is transmitted or not may depend upon at
least one condition selected from: the time of day, day of
the week, date, nature of the event, or some combination
thereof.

Brief description of Figures

[0023] Embodiments of the invention will now be de-
scribed, by way of example only, with reference to the
accompanying Figures, in which:

Figure 1is a schematic view of the front of a premises
100 protected by a security monitoring installation
according to an aspect of the present invention;
Figure 2 is a schematic plan view of the premises of
Figure 1illustrating elements of the installation and a
system of which it forms part;

Figure 3A illustrates schematically, at a high level, a
method according to an aspect of the invention;
Figure 3B illustrates schematically, at a high level,
another method according to an aspect of the inven-
tion;

Figure 4 is a flow chart illustrating a method accord-
ing to an aspect of the invention;

Figure 5 illustrates schematically, at a high level,
another method according to an aspect of the inven-
tion;

Figure 6 is a flow chart illustrating a method accord-
ing to an aspect of the invention;

Figure 7 illustrates schematically, at a high level,
another method according to an aspect of the inven-
tion; and

Figure 8 is a flow chart illustrating a method accord-
ing to an aspect of the invention.

Specific description

[0024] Figure 1 shows a view of the front of a premises
100 protected by a security monitoring system according
to an aspect of the present invention. The premises, here
is in the form of a house, surrounded by a garden defined
in part by a border fence 101 to the rear and sides of the
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property. The house has at least one exterior door, here
front door, 102. The door gives access to a protected
interior space. The security monitoring system secures at
least part of a perimeter to the premises 100, and the door
constitutes an exterior closure 102 in the secure peri-
meter giving access to a protected interior space 201 of
the premises. A lock 104 on the exterior door is optionally
electrically controlled so that it can be locked and un-
locked remotely.

[0025] To the side of the door, on the facade of the
house, is a first video camera in the form of a video
doorbell 106 which looks out from the facade of the
premises so that anyone approaching the door along
the path 108 can be seen, and in particular when a visitor
stands at the door their face should clearly be visible. The
video doorbell includes an actuator, e.g. a push button,
for a visitor to indicate their presence at the closure. The
video doorbell also includes an audio interface to enable
bidirectional audio communication with a visitor at the
closure 102.

[0026] The video doorbell preferably includes an infra-
red light source to illuminate whatever or whoever is in
front of the video doorbell. Optionally, as shown, the
facade of the house also carries an external keypad, or
access node, 110 by means of which a user can disarm
the security monitoring system, and unlock the lock 104 if
fitted, by entering an access code or by presenting a
security tag, dongle, or suitably coded mobile device - for
example using NFC. Also shown is an optional second
video camera 112 which is coupled to a presence and/or
movement detector 114. The detector may optionally be a
thermal detector, for example a PIR sensor. The second
video camera 112 may be arranged to capture video of
the front of the house and the private area, e.g. the
garden, in front of the house and to signal events to a
controller of the security monitoring system. As with the
doorbell camera, the second video camera is preferably
provided with an audio interface 116 to enable bidirec-
tional audio communication with anyone observed by the
second video camera. Although the first video camera is
illustrated in the form of a video doorbell, the first video
camera may additionally or alternatively have the fea-
tures described above for the second video camera,
whether or not plural video cameras are used. A further
video camera may also be provided to the rear and or side
of the house to capture video of the side and/or rear of the
house and the private area, e.g. the garden, to the side or
rear of the house and to signal events to a controller of the
security monitoring system. As with the second video
camera the further video camera is preferably provided
with an audio interface 116 to enable bidirectional audio
communication with anyone observed by the further
video camera.

[0027] The security monitoring system may provide the
following arm state options:

i) armed away, in which alarm events include peri-
meter breaches (including optionally shock sensing
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in addition to door/window opening), internal pre-
sence/movement (plus fire/smoke/SOS as neces-
sary)

ii) armed at home, in which perimeter breaches are
detected (plus fire/smoke/SOS as necessary)

iii) disarmed - only fire/smoke/SOS

But an option for modes ii) and iii) is escalation following
user notification in respect of any detected event, as will
be explained later.

[0028] Figure 2 is a schematic part plan view of a
premises 100 protected by security monitoring system
according to an aspect of the invention, together with
other elements of the system, corresponding generally to
the premises of figure 1. The front door 102, with the
optional electrically controlled lock 104, leads into an
entrance hall 200 that is part of the protected interior
space of the premises which also includes a study or
home office 201. Each of the windows 202, and external
doors (including rear door 204) is fitted with a sensor 206
(e.g. contact switch) to detect when the door is opened.
Each of the sensors 206 preferably includes a radio
transceiver to report events to a controller , or central
unit, 208 of the security monitoring system. If one of the
sensors 206 is triggered a signal is sent to the central unit
208 which in turn may (typically depending upon that arm
state of the security monitoring system) signal an alarm
event to a remote central monitoring station 210. The
central unit 208 is preferably connected to the remote
central monitoring station 210 via the Internet 211, via a
wired or a wireless connection, or both.

[0029] The security monitoring installation at the pre-
mises is also coupled to a system back end 230 (typically
comprising one or more servers with associated memory,
programs and data storage) which may be functionally
separate from the central monitoring station 210 or they
may form part of a common back end function 240 -
although of course whether or not the back end function
and the central monitoring station form a common back
end function, their hardware may be co-located or lo-
cated at different geographical sites, and the human
operators may be co-located with the relevant system
hardware or access it through terminals that are them-
selves remote from the relevant hardware. The central
monitoring station 210 is able to call upon the emergency
services (e.g. police, fire brigade, medical) 250.

[0030] Also coupled (optionally wirelessly) to the cen-
tral unit 208 are the video doorbell 106, the electrically
controlled lock 104 (if present), and also if present the
second video camera 112 and the rear video camera 212,
and its/their associated presence and/or movement de-
tectors 114 (although the latter may be integral with the
relevant video camera 112/212) and the audio interface
116. A control panel 227 may also be provided, for ex-
ample within the protected space of the premises, for the
arming and disarming of the security monitoring system.
These items, and the sensors 206, are preferably
coupled to the central unit 208 using transceivers oper-
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ating in the industrial scientific and medical (ISM) band-
widths, for example a sub-gigahertz bandwidth such as
868 MHz, and the communications are encrypted pre-
ferably using shared secretkeys. The security monitoring
system may also include other sensors within the pro-
tected interior space, such as an interior video camera
214 and associated movement detector 216 (which again
may be integral with the camera 214), and each of the
interior doors 218 may also be provided with a sensor 206
to detect the opening/closing of the door. One or more fire
and/or smoke detector nodes 252 may also be provided
within the protected premises. Also shown in figure 2 are
a user device 220 (such as a smartphone), preferably
loaded with an appropriate app - as will be described
later, and a public land mobile network (PLMN) 222 by
means of which the central monitoring station 210, and
the central unit 208, may communicate with the user
device 220.

[0031] The study 201, like the rest of the rooms in the
protected premises, may include a stand-alone motion
sensor, such as a PIR, 216’ to detect presence or motion
within the room. The motion sensor may be a "smart"
motion sensor such as one that uses artificial intelligence
to help distinguish between the presence of an animal,
such as a pet dog or pet cat, and a human. Such sensors
can distinguish reliably between movement of a pet
animal and movement of a human who crawls along
the floor, for example, and can readily distinguish be-
tween a standing or crouching human and a pet animal.
As such, such smart motion/presence sensors can con-
tribute significantly to a reduction in the incidence of false
alarms. The study 201 may also include a camera, op-
tionally a video camera, 214’ which may include or be
associated with a smart motion/presence sensing detec-
tor.

[0032] In some embodiments, rather than using a mo-
tion/presence detector to trigger a camera of the installa-
tion, one or more cameras of the installation may be
configured to capture images continuously or quasi con-
tinuously, the captured images then being shared with an
image analysis system or arrangement that detects the
existence of motion by analysing differences between
images taken at different times. The image analysis
system or arrangement being arranged to provide a
"motion detected" signal, for example to a controller of
the installation, so that the detection of motion can be
used as a trigger for further action. Examples of such an
approach are described further with reference to figures 7
and 8.

[0033] Invarious embodiments operation of the secur-
ity monitoring system may be controlled by one or more
of: the controller 208, the control panel 227, the remote
monitoring station 210, and a security monitoring app
installed on the user device 220. For example, the remote
monitoring station 210, may receive one or more signals
from any of the first camera and/or video doorbell 106, the
second camera 112/212, the keypad 110, the sensors
206,252 . The remote monitoring station 210 may trans-

10

15

20

25

30

35

40

45

50

55

mit commands for controlling any one or more of: the arm
state of the alarm system (e.g. armed or unarmed);
commanding a tripped alarm state to be signalled by
the alarm system (e.g. by triggering one or more sirens
to generate alarm noise); commanding a lock state of the
door lock 104 (e.g. locked or unlocked), commanding
operation of one or more functions of the video doorbell
106, commanding operation of one or more cameras to
transmit images to the remote monitoring unit. Commu-
nication with the remote monitoring station 210 may pass
through the controller 208, as described above. In other
embodiments without the remote monitoring station 210,
or should communication with the remote monitoring
station 210 be interrupted, operation of the alarm system
may be controlled by the controller 208. In yet other
embodiments, the controller 208 may be omitted, and
the individual peripheral devices may communicate di-
rectly with the remote monitoring station 210 and/or
system back end 230/240.

[0034] The security monitoring system app is installed
on a user device 220, here shown as a smartphone,
although of course it could be almost any kind of electro-
nic device, such as a laptop or desktop computer, a tablet
such as an iPad, a smart watch, or even a television
[0035] In other embodiments the security monitoring
installation may be configured without a central unit 208,
the various nodes/sensors/cameras of the installation
instead working on an edge computing basis, either each
communicating directly with the remote monitoring sta-
tion 210, system back end 230, or common back end
function 240 (or at least having the inbuilt capability to do
this), or one or more of the nodes/sensors/cameras/con-
trol panels acting as a gateway for the other nodes/sen-
sors/cameras/control panels. Optionally at least the no-
des/sensors/cameras/control panels that act(s) as the
gateway may be powered from a mains power source
(with battery back-up). The nodes/sensors/cameras/-
control panels may form a self-organising system.
[0036] The security monitoring system may further
comprise an audio interface to enable audio communica-
tion with a visitor at the closure 102, or at or within sight of
any of the image capture devices (e.g. cameras or video
cameras) of the installation, the controller 208 being
configured to enable the remote monitoring centre 210
to use the audio interface to speak to the visitor (who may
be a potential intruder). Likewise, the control panel 227
may include an audio interface to enable audio commu-
nication with the central monitoring station and optionally
the user device (for example via the system back end
230/240).

[0037] Now imagine a situation in which a working
parent has children of school age who get home some
hours before the parent, or any other guardian or respon-
sible adult, is able to get back to the protected premises of
figures 1 and 2. Upon returning home the children disarm
the security monitoring system, for example by present-
ing a security tag or dongle to an access node 110
adjacent an entrance door of the premises. Because
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the children are free to roam anywhere in the house, once
a child has returned home - so that the home is no longer
unoccupied, the security monitoring system is typically
set to a disarmed state. Alternatively, the security mon-
itoring system may be set instead to an armed at home
state in which the periphery is secured so that later
arrivals either need to disarm the system before opening
an external access door, or the new arrival or one of the
earlier arrivals needs to take appropriate action to avoid
triggering an alarm event when an external access door
has been opened - such as entering a code or presenting
a security token to an internal control panel 227.

[0038] The children’s parent(s) may be sufficiently con-
cerned about the children’s safety and wellbeing while
they are home alone (i.e. without a responsible adult) that
the parent(s) want to be alerted in the event that, for
example, a human presence (or what could be a human
presence) is detected in the vicinity of the home - for
example in the back garden. Human presence may be
detected by a motion sensor, especially by a smart mo-
tion sensor - either freestanding or associated with (e.g.
part of) an image capture device such as a camera or
video camera. Human presence may additionally or al-
ternatively be sensed based on analysis of one or more
images captured by a camera or video camera, for ex-
ample using image analysis within or external of the
image capture device.

[0039] In such a case the security monitoring system
may be configured (e.g. programmed) to cause notifica-
tions to be sentto the parent(s) e.g. to one ormore WTRU
device associated with the parent(s) in the event that one
or more sensors/nodes/cameras detects possible hu-
man presence within the monitored area. Such notifica-
tions preferably contain information that provides a con-
text of the event - for example that the house is occupied
only by vulnerable people (one or more children, or
another vulnerable person/people) or predominantly vul-
nerable people - something which may be determined by
capturing identities of the person/people disarming the
installation using tag/device identity or PIN identity (i.e.
by using individual PINs for different authorised users).
[0040] The installation may allow one or more particu-
lar individuals to indicate that a responsible adult is now
present, for example by entering a particular code or
presenting a particular tag/dongle or mobile device, or
choosing a different setting at a control panel for the
installation, so that the sending of notifications in this
way can be turned off when no longer appropriate.
[0041] Such a configuration may be applied by the
security monitoring installation both in a fully disarmed
state and in an armed at home state (i.e. a state in which
entrances (primarily doors and windows) to the premises
are monitored to detect door and window opening events,
shocks received by windows/doors (indicative of an at-
tempt to break in)). It may be the case that notifications
may be sent in response to the detection of events that
would not be considered to be alarm events in an armed
(e.g. armed away) mode. For example, in an armed away
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mode the mere presence of a person in the back garden
of the premises does not necessarily constitute a threat
sufficiently serious to justify involvement of emergency
services - for example it may be a neighbour looking for a
lost pet or a lost ball or toy. An alarm event may only be
determined to exist based on outputs of a combination of
sensors - such as, in addition to an image capture device
or motion sensor sensing potential human presence, a
door/window sensor sensing vibration or shock if the
detected person tries to open or attack a door or window,
or a microphone capturing sounds indicative of a poten-
tial break-in (e.g. the sound of breaking glass).

[0042] Buta parentor guardian may have understand-
able fears for the safety of children or other vulnerable
people who are at home - and these fears may manifest
themselves in wanting to react quickly to potential threats
before they develop into actual threats: in other words, a
parent may want an intruder in the garden scared off or
taken away before they actively attempt to break into or
otherwise enter the protected space housing the children
or other vulnerable people. This may make it interesting
to notify someone such as the owner/occupier of the
premises (e.g. a parent/guardian) of the existence of a
potential threat so that that person may raise an alert in
the event that the perceived threat is determined to be
significant - while avoiding burdening the central mon-
itoring station with alerts in respect of potential threats
that are assessed as harmless.

[0043] Ifauser(e.g.parentorguardian)receiving such
a notification is alarmed by the notification - for example if
the notification includes an image capture which shows
the presence of a person in the garden of the premises,
and the person is either unknown or is known but their
presence potentially represents a threat to the child/-
children in the home, the user may be given an opportu-
nity to escalate the event to the remote monitoring station
210, system back end 230, or common back end function
240. By also making the relevant event data and context
information available to the remote monitoring station
210, system back end 230, or common back end function
240, personnel responsible for remote monitoring can
make a determination of the best way to handle the
incident. In this way, a parent’s concerns based on a
notified event can be acted upon even though the event
would not otherwise have given rise to an alert to the
remote monitoring personnel.

[0044] It must be realised that this approach is not
restricted to the scenario set out previously. There are
numerous other situations where a similar approach of a
notifying a user of the detection of an event, when the
installation is disarmed or in an armed at home mode, to
give the user an opportunity to flag the event to monitor-
ing personnel on the basis that the user found the content
of the notification sufficiently alarming to warrant inter-
vention. For example, protected premises may contain a
room or other place from which the owner wants to
exclude others - or at least to exclude unauthorised
visitors - for example a home office or an art gallery or
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collection space with valuable or prized exhibits. The
owner may employ a cleaner or other support staff who
are free towander over the protected premises apart from
such no-go areas. Giving the support staff freedom to
move into and through the bulk of the protected premises
will typically mean needing to set the security monitoring
installation to a disarmed or armed at home mode. But if
one of the support staff enters (or possibly even ap-
proaches) a no-go area, the user wants to be notified
so that for example the event can be handed over to the
monitoring service. Under some circumstances it might
be possible to treat one or more no-go areas as special
security zones and to configure the security monitoring
installation to provide an armed protection mode for such
no-go areas while the rest of the installation is disarmed
or only in an armed at home mode - but this would be
inappropriate if certain household members, and possi-
bly others, are likely to enter one or more of the no-go
areas innocently and without any kind of threat. For
example, school children may need to enter the home
office to access the home’s printer or other office equip-
ment, or the art gallery or collection room may be where
children like to hang out after school. Hence there may be
value in providing the above-described user-notification
option, so that a user can raise an alert when appropriate
without the risk of false alarms being raised as threats/a-
larms with the monitoring service.

[0045] This method in various guises will now be ex-
plained further with reference to the remaining figures.
[0046] Figure 3A illustrates schematically, at a high
level, a method according to an aspect of the invention.
Here we assume that the premises installation 200,
which may correspond to the installation described with
reference to Figures 1 and 2, is in a disarmed or armed at
home state, for example following the return of young
schoolchildren from school. At 300 an event is detected
by a sensor or node of the installation, for example a
motion sensor associated with a camera, such as camera
212, overlooking the back garden is triggered.

[0047] Iftheinstallation includes a central unit, such as
central unit 208, the triggered sensor will send an event
alert message to the central unit, and the central unit will
then process the alert message at 302. The event alert
message/report preferably includes parameters of the
event, the sensor’s identity and if relevant the nature of
the event detected. For example camera 212 may be
arranged to capture an image (e.g. a stillimage or a brief
video clip) upon its associated (possibly internal) motion
sensor being triggered, and then to send an event alert,
optionally including the captured image, to the central
unit. Based on the prevailing system settings the central
unit determines that despite the arm state of the installa-
tion being disarmed, or merely armed athome, a useris to
be notified of the event. Based on this determination, the
central unit then reports to the back end system 230/240
the occurrence of an event at the premises 100.

[0048] If the installation is configured without a central
unit, a processor of the triggered sensor will at step 302
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process the event data to determine how it should be
handled. Based on the prevailing system settings the
processor may determine that despite the arm state of
the installation being disarmed, or merely armed at
home, a user is to be notified of the event. Based on this
determination, at step 304 the sensor’s processor then
reports to the back end system 230/240 the occurrence of
an event at the premises 100, for example usinga PLMN.
The eventalert message/report preferably includes para-
meters of the event, the sensor’s identity and if relevant
the nature of the event detected. Again, if the sensor is a
camera, such as camera 212, it may be arranged to
capture an image upon its associated (possibly internal)
motion sensor being triggered, and then to send an event
alert, optionally including the captured image, to the back
end system 230/240.

[0049] At step 305 the back end system 230/240 pro-
cesses the alert, determining the nature of the alert and
identifying the installation from which the report was
received, and based upon this identification determining
relevant user contact details (such as SIP address, mo-
bile device number, etc.) to be used for any user contact.
[0050] Atstep 306 the back end system 230/240 trans-
mits parameters of the event to a user device 220, for
example in the form of a push notification. The para-
meters transmitted at this stage may be the same as
those received from the installation 200, forexampleifthe
received parameters comprise an image file or video clip
the image file or video clip (optionally including both
sound and visual components) is forwarded to the user
device. Optionally, received image/video content may be
labelled or tagged to identify the precise source of the
image/video capture. Additional or alternative para-
meters may be transmitted to the user device, for exam-
ple a textual or graphical message may be composed to
inform the user of the type of sensor (e.g. door or window
sensor, shock sensor, smoke detector, fire detector, mo-
tion detector) and/or its location (e.g. door or window
name, room name or other location descriptor), and the
nature of the eventdetected (e.g. tamper detected, door/-
window opened, door/window shock sensed, smoke de-
tected, fire detected, sound detected, etc.). A graphical
display format may be used to facilitate comprehension
both of the location of the event (e.g. by including an
outline map to indicate the location of the detected event
with respect to an outline or plan of the protected pre-
mises, and/or by labelling the display with a name of the
location) and the nature (motion detection, person detec-
tion, door/window sensor (+ type) triggered) and/or se-
verity of the event.

[0051] Atstep 308 the parameters received at the user
device are displayed on a display of the device 220. The
user device 220 will typically host an app for the security
monitoring system, to enable the user to view commu-
nications from the system back end 230/240, images/vi-
deo from cameras at the installation (e.g. from a doorbell
camera of the installation) and also optionally to enable a
userto speakto someone atthe video doorbell, or at other
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nodes of the installation.

[0052] The parameters are preferably sent in a push
notification that will display on lock-screen or atleast give
rise to auseralert on the device to prompt the userto view
the notification. The notification may be an action notifi-
cation that includes, for example, an action button or that
permits a user to respond by clicking or "pushing” on the
notification as a way to enter a response. Where the
received parameters include a video clip or image, the
user may be able to indicate a part of the image - e.g. a
person or a person’s face, by "drawing" (i.e. annotating)
on the display using a finger, finger nail, or stylus, for
example, to enable the user to identity a person (or some
other thing) - e.g. to indicate someone whose presence is
unauthorised or otherwise problematic, so that personnel
at the central monitoring station can take appropriate
action. Alternatively, the notification may include an icon
or button for the user to indicate that there is no cause for
alarm (e.g., an "all OK" button).

[0053] Optionally, the app may be configured to com-
municate with the system backend 230/240 to inform the
backend that the notification has been displayed. If the
user is not concerned by the displayed event and its
details they may choose to provide no response. In which
case no response is sent to the system back end, and
hence there is no escalation of the event to the remote
monitoring station. The notification may include an option
for the user to respond to indicate the absence of any
perceived threat/risk, in which case, at step 312 the user
response is transmitted to the system backend 230/240.
Again there is no escalation of the event to the remote
monitoring station.

[0054] Conversely, if the user’s response at 310 indi-
cates that the useris concerned/threatened or worried by
the reported event, at step 314 the system back end
notifies the remote monitoring centre 210 - signifying
the user’s concern. The remote monitoring centre 210
is also provided with access to the parameters of the
event, together with any annotations or other input re-
ceived from the user. The parameters may be transmitted
to the remote monitoring centre 210 by the system back
end 230, or they may be made available in some other
way - for example by being shared within the back end
system 240, or a link provided to the remote monitoring
centre 201 by means of which the parameters (such as
any image capture or video content) may be downloaded
or otherwise accessed by the remote monitoring centre
210.

[0055] The personnel in the remote monitoring centre
210 upon receiving notification of the event are made
aware that a user was alarmed by the details of the event,
based on the event context (e.g. the fact that the event
occurred when children were home alone, and possibly
the time of day) and the event data made available to the
user (for example any image capture, video capture,
audio, etc.). The monitoring personnel are also able to
review the event details and are further able to commu-
nicate with the monitoring installation, for example to
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request 316 access to further images or video from the
relevant camera and also from any other cameras of the
installation, and also to acquire audio from any micro-
phones of the installation - all either via a central unit of
the installation or directly with the relevant nodes if the
installation does not include a central unit. Any requested
captures or streams are provided by the installation to the
remote monitoring centre 210 at step 318.

[0056] In this way, personnel in the remote monitoring
centre 210 may for example be able to communicate
orally with any intruder in the garden, for example by an
audio interface in camera 212, hopefully to persuade
them to leave the grounds of the premises, or the per-
sonnel may assess the situation and may report the
incident to the emergency services or private security
personnel if theirinvolvementis required. Meanwhile, the
personnel may liaise with the user via the user device,
and optionally with those within the protected premises -
for example via an audio interface in a control panel 227
of the installation.

[0057] Figure 3B corresponds generally to Figure 3A
butillustrates a method in which the premises installation
200 is able to send notifications directly to the user device
220 rather than only via the system back end as in Figure
3A. Here we assume the same scenario as for Figure 3A.
That is we assume that the premises installation 200,
which may correspond to the installation described with
reference to Figures 1 and 2, is in a disarmed or armed at
home state, for example following the return of young
schoolchildren from school. At 320 an event is detected
by a sensor or node of the installation, for example a
motion sensor associated with a camera, such as camera
212, overlooking the back garden is triggered.

[0058] Ifthe installation includes a central unit, such as
central unit 208, the triggered sensor will send an event
alert message to the central unit, and the central unit will
then process the alert message at 322. The event alert
message/report preferably includes parameters of the
event, the sensor’s identity and if relevant the nature of
the event detected. For example camera 212 may be
arranged to capture an image (e.g. a stillimage or a brief
video clip) upon its associated (possibly internal) motion
sensor being triggered, and then to send an event alert,
optionally including the captured image, to the central
unit. Based on the prevailing system settings the central
unit determines that despite the arm state of the installa-
tion being disarmed, or merely armed athome, auseristo
be notified of the event. Based on this determination, the
central unit prepares a notification to report the event and
its context to a user device whose contact details (e.g.
SIP address or mobile phone number) may be stored in
the central unit. Using these contact details the central
unit pushes a notification to the user device at step 324.
[0059] If the installation is configured without a central
unit, a processor of the triggered sensor will at step 322
process the event data to determine how it should be
handled. Based on the prevailing system settings the
processor may determine that despite the arm state of
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the installation being disarmed, or merely armed at
home, a user is to be notified of the event. Based on this
determination, at step 324 the sensor’s processor then
prepares a notification to reports the event and its context
to a user device whose details may be stored in the
relevant sensor, for example using a PLMN. The event
alert notification preferably includes parameters of the
event, the sensor’s identity and if relevant the nature of
the event detected. Again, if the sensor is a camera, such
as camera 212, it may be arranged to capture an image
upon its associated (possibly internal) motion sensor
being triggered, and then to send an notification, option-
ally including the captured image, to the relevant user
device 220.

[0060] The display of the notification on the display of
the user device, at step 326, and the following steps 328
to 336 correspond generally to steps 310 to 318 of Figure
3A and the above description of these applies equally in
respect of Figure 3B.

[0061] Figure 4 illustrates schematically a method 400
according to an aspect of the invention in which an event
at the premises 100 is captured as an image capture or
video.

[0062] At step 402 a security monitoring installation at
premises is in a disarmed state or in an armed at home
state, and an event occurs at the protected premises
leading to animage capture, forexample as the resultofa
motion detector of or associated with a camera having
been triggered. The camera may, for example, be a
camera such as camera 212 having a view of the back
garden of the protected premises. Triggering of the mo-
tion sensor results in activation of the associated camera
and an image capture of the event either as one or more
still images or in the form of a video sequence.

[0063] At step 404 the camera transmits the captured
image to the system backend, preferably together with
status information for the security monitoring installation
such as arm state, occupant details or occupancy status
(eitherin detail, e.g. with names of those determined to be
present, or in terms of the presence of a least one
"vulnerable" individual (e.g. a child or elderly or infirm
person_ and the absence of a carer or responsible adult
(e.g. possibly determined by the fact that no such person
has touched in or entered the appropriate passcode or
PIN)), and such other information as may be helpful in
terms of giving a user context for the detected event. For
example these data may be transmitted from the trig-
gered node (e.g. camera) over a Wi-Fi link to a Wi-Fi
router of the premises and thence via the Internet to
backend 230/240.

[0064] Even if the camera is a video camera it may
initially just provide a stillimage capture. Alternatively the
camera may stream the video so that the back end
receives a continuous or quasi-continuous video stream,
or the camera may transmit a subset of the available
video, in the form of one or more still images or video
clips. The capture may also include an audio channel
which is also transmitted to the system backend 230/240.
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The transmission(s) to the system backend 230/240
includes an identifier of some kind so that the backend
knows from which security monitoring installation (and
hence which premises) the event capture is being re-
ceived. The system backend includes a database that
maps installations/premises with a useridentity. For each
user identity the system backend preferably also stores
contact details, including for example a SIP address,
device phone number, other contact numbers and email
addresses for each user identity, optionally in the same
database that maps installations/premises with a user
identity. On receiving an event capture from a premises
installation, the system back end determines contact
details for a user device to be contacted in case of alarm
events. Using the relevant contact details, the system
backend pushes a notification to the relevant device at
step 406. The pushed notification includes the event
capture (e.g. theimage capture) and/or alink to any video
stream, preferably together with an identifier or indication
of the source of the event capture - e.g. a name assigned
to the camera such as "Back Garden Camera", optionally
also with an indication of the time and date of the event
capture.

[0065] Following delivery of the push notification to the
user device, the user interacts with the user device to
access the notification, causing the event capture (e.g.
image capture) to be displayed on a display of the user
device at step 408. This may involve the user clicking on
(or otherwise selecting) a link to a remote site from which
the video may be downloaded or streamed. The userthen
views the image capture (image or video clip or stream)
on the user device to determine whether or not the
notified event raises any cause for concern. If the event
doesn’tgiverise to any concerns, the user may clickonan
icon, button or the like to indicate that no issues arise - the
icon or button optionally being labelled with a designation
signifying that no issues arise - e.g. "all OK", "no con-
cerns”, "no problem", and/or colour coded (e.g. colour
coded green for safe), causing an appropriate indication
tobe captured at step410. Optionally, a user may indicate
alack of concern, and hence nointerestin the event being
escalated to the remote monitoring centre, by failing to
provide an active response - in which case the detected
event will not be reported to the monitoring station as an
alarm event (and in general my not be reported to the
monitoring station at all, but may be logged as a "negative
event"-i.e. one inresponse to which the user did not raise
an alert) . If this mode of providing an indication of
indifference is supported the app in the user device is
preferably configured to signal to the system backend the
fact of the event capture having been displayed. The
system backend may then set a timer at the expiry of
which, if no active response has been received, it can be
assumed that the user has no interest in escalating the
event to the ARC. This method of indicating user indif-
ference may be used selectively, for example only for
eventsthatare perceived to be unlikely to be threatening -
and that may be based on time of day, location of the
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relevant video camera, and whether other nodes of the
installation have also been triggered.

[0066] Conversely, if the event capture is a cause for
alarm, the user may take an action to indicate that they
wish the event to be flagged to the remote monitoring
station 210. Such an action may be to interact with anicon
or button colour coded red, or labelled with a designation
signifying that there is a problem or that the event noti-
fication causes the user alarm - e.g. "Escalate to ARC",
"action required", "I don't like this", etc.. Additionally or
alternatively, the user may be able to indicate concern by
pressing on the display on which the event capture is
being displayed. Also, as previously mentioned, the user
may have the option to draw on the image capture (either
in the form of a still or in the form of a video sequence) to
draw around a feature of the displayed image or to add a
label or tag, to indicate a person or some other feature of
the displayed image (video) whose presence givesrise to
concern - e.g. to indicate a stranger or a known person
whose presence is unwelcome. The drawing, tagging, or
labelling may be captured in the form of a layer or overlay
whose details may be transmitted to the system backend
for sharing, by onward transmission or otherwise, with the
remote monitoring centre 210.

[0067] Atstep412the system backend determines the
user reaction, optionally by receiving an indication of the
perception of athreat or by receiving anindication that the
event gives the user no cause for concern. As already
noted, a user may also indicate that an event is not a
cause for concern by not providing any overt response,
with the system backend determining no cause for con-
cern if no response is received from the user within a
predetermined period.

[0068] Ifitis determined thatareported event does not
give the user any cause for concern, the system back end
ends the process at step 414 and does not escalate the
event to the remote monitoring centre.

[0069] Conversely, if it is determined that the user is
concerned, alarmed, or threatened by the reported event,
the system back end at step 416 shares the event details
and context (e.g. installation status/occupation status,
etc) and raises an alert with the remote monitoring centre.
The sharing of event details may involve the system
backend transmitting the event capture (e.g. image cap-
ture or video capture) to the remote monitoring centre,
particularly if the system backend 230 and the remote
monitoring centre 210 are not integrated, but as an
alternative the backend may simply share a link with
the remote monitoring centre 210. If the system backend
230 and the remote monitoring centre 210 are integrated,
the system may be so arranged that the remote monitor-
ing centre 210 is able to access any image (e.g. video)
capture for which it receives a relevant identifier - so that
the system backend, by raising an escalation event
(which will typically include a unique identifier and/or
an identifier for the premises installation together with
a timestamp) with the remote monitoring centre 210 also
makes available the corresponding event parameters
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(e.g. video capture or video stream) and context.
[0070] At step 418 the remote monitoring centre 210
reviews the event, based on the knowledge that the user
is concerned by what they saw in the event capture (e.g.
image capture or video), and makes any necessary
escalation to emergency services, or calls in private
security personnel as required. The remote monitoring
centre 210 preferably has the ability to command the
central unit 208 of the installation to activate other cam-
eras, microphones, speakers, etc., so that its personnel
can obtain a fuller picture of the situation at the protected
premises - enabling them to make better informed deci-
sions about escalating an event to the emergency ser-
vices. In this way the incidence of an event being esca-
lated to the emergency services as the result of a false
alarm is likely to be reduced.

[0071] Figure 5 illustrates schematically, at a high le-
vel, another method 500 according to an aspect of the
invention. In this case we consider the role of a security
monitoring installation controller, such as the device 208
shown in Figure 2. When we considered the method
illustrated in Figure 3, the security monitoring installation
was treated as an entity without further consideration of
interaction between elements of the installation. The
nodes of the security monitoring installation may be
configured as loT terminals which communicate with
each other and with the system backend, the installation
being configured without a local control unit such as 208.
But we will now consider a method performed in a system
in which the installation does include alocal control unitto
which the installation nodes report, and which in turn
reports to the system backend and the central monitoring
station (ifthese are separate). As before, the system back
end 230 and the alarm receiving centre (central monitor-
ing station 210) may be separate entities, or they may
each form part of an integrated whole 240 within which
event data and parameters received by the system back
end 240 may be made available to the central monitoring
station 210 without the need for an explicit transmission
step.

[0072] At step 502 a node of the security monitoring
installation is triggered. This may happen irrespective of
the arm state of the installation. Generally the nodes of a
security monitoring installation thatincludes a central unit
such as 208 are unaware of the arm state of the installa-
tion. The node may for example be a video camera with
an associated motion sensor (e.g. an internal or external
PIR or radar sensor) such as camera 112, 212, 214, a
door or window contact sensor such as 206, a shock
sensor mounted on a window or door, a fire or smoke
sensor 252, a keypad 110 or control panel 227, a move-
ment detector 216, a video doorbell 106, a microphone,
or some other device.

[0073] At step 504 the triggered node sends an alert
message to the local control unit 208 over a wired or
wireless interface. At step 506 the control unit 208 pro-
cesses the received alert (the event details) based on the
identity of the node reporting the event, the nature of the
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reported event (e.g. the magnitude of a shock reported by
a shock sensor, the type and details of an interaction with
a disarm node or control panel, etc.) stored rules that
dictate the circumstances under which alerts are to be
shared with a user device for "pre-alarm consideration"
and which not, and optionally the time (hour, date, day)
and the arm state of the installation (the same or similar
factors may of course be taken into account by the
system back end when performing the methods of Fig-
ures 3 and 4).

[0074] At step 508 the control unit 208 transmits event
parameters to the system back end 230/240. In the case
that the event has given rise to an image capture, the
event parameters include the image capture and control
unit 208 may start to stream video from the relevant
camera (if it is a video camera) to the system backend
230/240. If the event has not given rise to a image
capture, the event parameters may include the identity
of the node that has been triggered, the nature and
optionally magnitude of the event detected, optionally
the arm state of the alarm, and such other details (such as
occupancy status) as may be appropriate.

[0075] At step 509 the system backend 230/240 pro-
cesses the information received from the control unit of
the installation. The transmission to the system backend
230/240 includes an identifier of some kind so that the
backend knows from which security monitoring installa-
tion (and hence which premises) the event capture is
being received. The system backend includes a data-
base that maps installations/premises with a user iden-
tity. For each user identity the system backend also
stores contact details, including for example SIP ad-
dresses, device phone numbers, other contact numbers
and email addresses for each user identity, optionally in
the same database that maps installations/premises with
a user identity. On receiving an event capture from a
premises installation, the system back end determines
contact details for a user device to be contacted in case of
alarm events. Using the relevant contact details, the
system backend pushes a notification to the relevant
device at step 510. The pushed notification includes
the event parameters. If the event capture includes an
image capture, the notification may include the captured
image, avideocliporalink to the video stream, preferably
togetherwith an identifier or indication of the source of the
video capture - e.g. a name assigned to the camera such
as "Back Garden Camera", optionally also with an indica-
tion of the time and date of the capture, together with
relevant context information (such as arm state and
occupancy status).

[0076] Following delivery of the push notification to the
user device 220, the user interacts with the user device to
access the notification, causing the video capture to be
displayed on a display of the user device at step 512. This
may involve the user clicking on (or otherwise selecting) a
link to a remote site from which a video may be down-
loaded or streamed. The user then views the event
capture (image, video clip or stream) on the user device
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to determine whether or not the event capture raises any
cause for concern. Ifthe event capture doesn’tgiverise to
any concerns, the user may click on an icon, button or the
like to indicate that no issues arise - the icon or button
optionally being labelled with a designation signifying that
no issues arise - e.g. "all OK", "no concerns", "no pro-
blem", and/or colour coded (e.g. colour coded green for
safe), causing an appropriate indication to be captured at
step 514. Optionally, a user may indicate a lack of con-
cern, and hence no interest in the event being escalated
to the remote monitoring centre, by failing to provide an
active response. If this mode of providing an indication of
indifference is supported the app in the user device is
preferably configured to signal to the system backend the
fact of the event parameters having been displayed. The
system backend may then set a timer at the expiry of
which, if no active response has been received, it can be
assumed that the user has no interest in escalating the
event to the ARC.

[0077] Conversely, ifthe event parameters are a cause
foralarm, the user may take an action to indicate that they
wish the event to be flagged to the remote monitoring
station 210, with the result that the user device transmits
a user response message at step 516. Such an action
may be to interact with an icon or button colour coded red,
or labelled with a designation signifying that there is a
problem or that the video causes the user alarm - e.g.
"Escalate to ARC", "action required", "I don't like this",
etc.. Additionally or alternatively, the user may be able to
indicate concern by pressing on the display on which the
event capture is being displayed. Also, as previously
mentioned, the user may have the option to draw on
any image or video (e.g. a frame of the video - generally
on an image capture) to draw around a feature of the
displayed image or to add a label or tag, to indicate a
person or some other feature of the displayed image
(video) whose presence gives rise to concern - e.g. to
indicate a stranger or a known person whose presence is
unwelcome. The drawing, tagging, or labelling may be
captured in the form of a layer or overlay whose details
may be transmitted to the system backend at step 516 for
sharing, by onward transmission or otherwise, with the
remote monitoring centre 210.

[0078] Atstep 518 the system backend determines the
user reaction, optionally by receiving an indication of the
perception of a threat or by receiving an indication that the
event gives the user no cause for concern. As already
noted, a user may also indicate that an event is not a
cause for concern by not providing any overt response,
with the system backend determining no cause for con-
cern if no response is received from the user within a
predetermined period.

[0079] Ifitis determined that a reported event does not
give the user any cause for concern, the system back end
ends the process and does not escalate the event to the
remote monitoring centre 210.

[0080] Conversely, if it is determined that the user is
concerned, alarmed, or threatened by the reported event,
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the system back end at step 520 shares the event details
and context and raises an alert with the remote monitor-
ing centre. The sharing of event details may involve the
system backend transmitting an image or video capture
to the remote monitoring centre, particularly if the system
backend 230 and the remote monitoring centre 210 are
not integrated, but as an alternative the backend may
simply share a link with the remote monitoring centre 210.
If the system backend 230 and the remote monitoring
centre 210 are integrated, the system may be so ar-
ranged that the remote monitoring centre 210 is able to
access any image/video capture for which it receives a
relevantidentifier - so that the system backend, by raising
an escalation event (which will typically include a unique
identifier and/or an identifier for the premises installation
together with a timestamp) with the remote monitoring
centre 210 also makes available the corresponding event
parameters (e.g. image/video capture or video stream).
[0081] At step 522 the remote monitoring centre 210
reviews the event, based on the knowledge that the user
is concerned by what they saw in the event capture in
association with the parameters provided for the cap-
tured event, and makes any necessary escalation to
emergency services, or calls in private security personnel
asrequired. The remote monitoring centre 210 preferably
has the ability to command the central unit 208 of the
installation to activate other cameras, microphones,
speakers, etc., so that its personnel can obtain a fuller
picture of the situation at the protected premises - en-
abling them to make better informed decisions about
escalating an event to the emergency services. In this
way it is possible to escalate to the monitoring station an
event occurring while the installation is disarmed orin an
armed at home mode while minimising the incidence of
events being escalated to the emergency services as the
result of a false alarm.

[0082] Figure 6 is a flow chart corresponding generally
to Figure 5, illustrating a method 600 according to an
aspectof the invention performed by a systemincluding a
security monitoring installation that includes a central
unit, such as element 208 of Figure 2. In this example
itis assumed that a camera, such as any one of cameras
112, 212, 214, is triggered by some kind of motion de-
tector/sensor (e.g. PIR or radar sensor) that is either
integral with the camera, or external to the camera but
operatively associated with the camera.

[0083] At602 an eventis detected by a motion sensor
of or associated with a camera such as camera 214’ of
Figure 2. Here we assume that the security monitoring
installation is in a mode other than a fully armed mode, for
example a disarmed mode or an armed at home mode.
Furthermore we here assume the presence of domestic
staff, such as a cleaner, who is allowed to enter and move
through much of the interior space of the protected pre-
mises, and possibly also the grounds of the premised, but
that there is at least one zone, room or area that is out of
bounds and which they are not permitted to enter. Here
we will use the example of the study or office 201 of Figure
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2, but the out of bounds area could be any kind of room,
space or zone. Further we will assume that the motion
sensor that has been triggered is one associated with the
camera 214’ in the out of bounds study 201. The cleaner
has, against his instructions, entered the study 201.
[0084] Triggering of the motion sensor activates the
camera 214’ which captures animage of the interior of the
study 201. At 604 the image capture is transmitted by the
camera 214’ to the central unit 208, for example over Wi-
Fiof using a narrow bandwidth channel such as a channel
of an ISM radio band. The camera may continue to
capture images/video after being triggered until com-
manded to stop (by the central unit, for example), or
may continue to capture images for a predetermined time
after movement was last detected.

[0085] At step 606 the central unit 208 processes the
reported event details based on the state of the installa-
tion and any stored rules. Here we assume that the stored
rules dictate that the triggering of a motion sensor in the
study 201, when the installation is in a disarmed or armed
at home mode, be reported to a (specified) user. Con-
versely, in an armed away mode triggering of a motion
sensor in the study 201 results in an alarm event being
reported to the system backend 230/240 or to the remote
monitoring station 210.

[0086] At step 608 the central unit 208 transmits the
event details, including the image capture, and context
data to a (or the) relevant user device. This transmission
may be direct, for example using a 4G/5G transmitter (or
transceiver) in the central unit to transmit a message by a
suitable PLMN to the user device using address details
stored by or accessible by the central unit. Alternatively,
the transmission may be via a system backend as de-
scribed generally with reference to Figure 5.

[0087] At step 610 the user device 220 displays the
image capture on the display of the device, preferably
together with at least some of the supplied context (arm
status, when the arm status was changed, by whom (if
known from dongle/device ID or from the passcode’s
allocation if available).

[0088] Atstep 612 the user device 220 receives a user
input, for example in the form of a touch input on a touch
sensitive display of the device, in response to the dis-
played image capture e.g. a force touch input to signify
the user’s desire to escalate the event to the remote
monitoring station. The notification received at the user
device may include one or more "action elements" pro-
viding the user with predefined actions that can be in-
voked by interacting with the relevant action element. For
example, the action elements may be icons or "buttons"
with which the user may interact (by touching, force
touching/pressing, or otherwise selecting) to select the
relevant element to produce a corresponding action or to
indicate a reaction. The reaction may be one signifying
thatthe useris unconcerned by the reported event, orone
requesting that the event be escalated to (passed to) the
remote monitoring station, or some other action such as
connecting the user device to an audio interface at the
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installation - for example an audio interface of the camera
214, so that the user can speak to the cleaner while the
cleaneris in the study, or via another audio interface if the
cleaner has already left the study. So, for example, if the
cleaner is new, the user can remind the cleaner that he is
not supposed to clean the study. Conversely, the cleaner
may be able to explain that they entered to study to
retrieve the family cat that was mewing to be let out.
[0089] The action elements may also permit staged
responses - such as an initial response in which the user
can start a dialogue with the cleaner and then a follow up
action in the event that the cleaner does not leave the
study when asked, or is seen performing actions sug-
gestive of theft or snooping - in which case the user may
have the option to raise a high level alert with the remote
monitoring station.

[0090] Atstep 614 the system backend determines the
user reaction based on any response received from the
user device, or based on a lack of overt response, which
indicates or is suggestive of indifference or a lack of
perceived threat. If the user provides an active response
indicating that no threat is perceived, or if user indiffer-
ence can be inferred, forexample by the lack of any timely
active response, the system back end halts the process
at 616 without reporting the event to the monitoring
station.

[0091] Conversely, if the user provides an active re-
sponse indicating that threat is perceived, the system
backend at 618 shares the event capture (including the
image capture and optionally any video), and raises an
alert, based on the user’s input, with the remote monitor-
ing service, also providing any relevant context informa-
tion. The personnel of the remote monitoring service are
preferably able to instruct the control unit of the installa-
tion to connect the monitoring station to the camera 214,
any audio interface, and optionally any other camera of
the installation so that the personnel are able to see and
hear what is happening at the protected premises, and
also to have a dialogue with the cleaner and anyone else
at the premises in an attempt either to de-escalate the
situation or to get the cleaner to leave the study. Failing
which the monitoring service may involve the police or
other security personnel.

[0092] Figures 7 and 8 correspond generally with fig-
ures 5 and 6 but in this was with off-site motion detection
based onimage analysis. Here we assume thata camera
such as study camera 214’ or back garden camera 212 is
arranged to capture 704 images on a continuous or quasi
continuous ( e.g. a capture every few seconds) basis. The
captured images are then passed 706 to an image (e.g.
video) analysis system 702 for the detection of move-
ment based on differences between images. The image
analysis system 702 may be internal to the camera (214’
or 212), internal to the control unit 208, or provided by a
hardware arrangement that is remote from the installa-
tion - optionally part of the system backend 230 or 240, or
provided by some other entity. In Figure 7 we assume that
the image analysis system 702 is located somewhere
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intermediate the camera and the system backend - for
example either provided by the installation controller 208,
or provided by an off-premises function somewhere.
[0093] At step 708 the image analysis system 702
determines, based on differences between captured
images, that there is movement at the premises. If the
image analysis system is provided by an entity remote
from the premises it will typically be arranged to provide
the result of its analysis to the installation control unit 208
or to the relevant requesting node if the installation in-
cludes no intermediate control unit. If the image analysis
system 702 is provided by the control unit, or if the control
unit receives an output from the image analysis system
702 to the effect that movement has been detected, the
control unit taking account of any stored rules for event
handling, based on arm state of the installation, time of
day, day of week etc. and any other status data as
necessary, provides details of the detected event - for
example including an image capture or video clip, etc.
together with event parameters, in the form of a notifica-
tion for a relevant user device. As described previously,
the central unit may use an internal transceiver to trans-
mit the notification to the user device, e.g. overa4G or 5G
PLMN, or it may send the relevant information to the
system backend 230/240 for the backend to handle the
provision of a notification to the user device. Figure 7
assumes thatlatter approach butit will be understood that
the directapproach may be used in other embodiments of
the invention.

[0094] Thus, at step 710 a message is sent to the
system backend 230/240, optionally from a control unit
208 of the installation. The message includes one or
more relevant image captures and/or one or more video
clips or a link to an image capture or video clip(s).
[0095] At step 712 the system backend processes the
received message to determine how the message istobe
handled, and in particular if it should be sent to a user
device 220, and if so to which one, or direct to the
monitoring station 210. Again the system backend is able
to determine based on the received message the identity
of the installation and also contact details for the relevant
user device 220. The various approaches mentioned
previously apply equally here. Based on this determina-
tion, the system back end may send a push notification to
the user device 220, the notification including one or more
of the image capture, the video capture or a link thereto.
[0096] Theremainderofthe stepsillustratedin Figure 7
correspond to those of the comparable earlier figures.
[0097] Figure 8is aflow chartillustrating a method 800
in which the detection of motion based on analysis of
repeated images of a scene is a trigger for action. The
method may be performed by a security monitoring in-
stallation in a domestic setting, such as at a home as
illustrated in Figures 1 and 2, or in a commercial setting
such as a retail outlet (e.g. a restaurant or shop) or at
some other kind of business, such as at an office. The
security monitoring installation may be in an arm state
otherthan fullyarmed-e.g. disarmed or "armed athome".
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The camera may be surveying an out of bounds area, or
may be surveying an open access area for detection of a
potential threat under certain circumstances (forexample
in a commercial setting the installation may be used to
alert to the arrival of potential customers or potential
villains while the commercial enterprise is short-staffed,
e.g. before or after the main operating hours).

[0098] Atstep 802 acamera ofthe installation captures
at least two images of a scene at the installation. The
camera may only be able to capture stillimages, or it may
be configured to capture video with a frame rate high
enough to generate a watchable video sequence. For
example, the camera may be any one of the cameras
shown in Figures 1 or 2. The camera may be a stills
camera configured to capture still images periodically -
for example every 10 to 20 seconds, or a few times each
minute. Conversely, the camera may be a video camera
configured to capture video with a frame rate of between
several times a second and, forexample, 20 to 24 frames
per second.

[0099] Atstep 804 images captured by the camera are
analysed in an attempt to detect movement of image
elements between an earlier image and a later image.
The analysis may be based on consecutive image cap-
tures or may be based on non-adjacent images from a
sequence of image captures. The image analysis may be
performed on the camera that captures the images but
may alternatively be performed by a processor remote
from the camera, the camera images having been trans-
mitted or otherwise sent directly or indirectly to the pro-
cessor. For example, the camera may be configured to
send image captures to a controller of the installation, e.g.
controller 208, for processing on the controller or to a
controller or other gateway for onward transmission by
the controller/gateway (directly or indirectly) to another
entity that will perform the image analysis. Thus, the
image analysis may be performed by a system backend,
such as 230 or 240, remote from the installation.
[0100] Atstep 806 the processor performing the image
analysis detects movement based on differences be-
tween image captures made at different instants in time.
The processor may be programmed to react to any
detected movement, or it may be programmed to ignore
some categories of movement or only to respond to
certain categories of movement or to respond only if
certain feature types (e.g. humans and/or vehicles) are
present. Commercially available image analysis systems
based on A.l, e.g. software packages, may be used to
perform the image analysis.

[0101] Basedonthe detection of movement (according
to the rules being applied by the processor or system
performing the image analysis) a report is generated for
notification of the detected motion to a user device.
Depending upon the location of the entity performing
the image analysis the report may be in the form of the
notification for the user device, or the report may be
provided, directly or indirectly, to another entity (e.g.
the installation controller or the system backend) for
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the preparation and despatch of the notification. The
report and notification, if different, each both preferably
include at least the later of the compared images, and
preferably the object of interest whose movement has
been detected is marked, annotated, or highlighted in
some way so that the basis of the motion detection will be
clear from the natification. The notification may include
two or more of the images from which motion was de-
termined, or only one image (suitably annotated or
marked) may be included. If the image analysis was
performed on a video sequence, that video sequence
or a relevant clip from that sequence may be included in
the notification. The notification is transmitted to the user
device, e.g. device 220, at step 808, based on the identity
of the installation and e.g. a database linking the installa-
tion to a relevant user device identifier. The notification
preferably also includes context data (for example arm
state, occupancy, camera identity, other node sensing
data, etc.) regarding the installation at the time of the
relevant image captures.

[0102] At step 810 the notification is displayed on a
display of the user device in such a way as to provide the
user with a clear indication of the basis for movement
detection. The notification may include textual informa-
tion (e.g. labelling) and/or audio description to aid the
user’s understanding of the nature of the reported event -
e.g. "person spotted in the back garden”. The natification
may also include one or more "action elements" e.g.
buttons or icons with which the user may interact to
provide a response.

[0103] Atstep 812 the user may provide a reaction - for
example, if the notification is a cause for alarm, the user
may interact with an actionable element such as a button
or icon, or perform a deep touch, to indicate a desire to
escalate the event to the remote monitoring centre. Con-
versely, the reaction from the user may indicate that no
threat is perceived - either based on an action taken by
the user ( interacting with a "not a threat" or "all OK"
button, for example) or based on the lack of a request
(within a predetermined period after notification) to es-
calate.

[0104] Atstep 814 the userreaction is determined ata
processing entity, such as the system backend 230/240
or the installation controller 208, based either on an overt
response received from the user device or based on the
lack of an overt response.

[0105] Based upon the determined response the pro-
cessing entity either, based on a determination of no
threat, discounts the event at 816, or based upon a
determination of a perceived threat escalates 818 the
event to the remote monitoring centre 210. Escalating to
the remote monitoring centre includes making the rele-
vantimage capture(s) available to the remote monitoring
centre and also providing any relevant information from
the user’s reaction (in particular that the user perceives
the existence of a threat).

[0106] At step 820 the personnel of the remote mon-
itoring centre review the relevant captures and the con-
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textual information, and if necessary instruct the installa-
tion to make available video feeds, provide a bidirectional
audio channel, etc., so that the personnel are better able
to determine the nature of any incident. If necessary,
based on the captures, contextual information, and later
gathered information, the personnel may decide to in-
volve security personnel or the police, of others.

[0107] The processor/system used to determine mo-
tion based on image analysis, and/or the processor/sys-
tem that decides whether or not to notify a user device
based on any detected movement, may use user feed-
back (e.g. escalations, "all OK" responses, and passive
"responses") in a machine learning approach to improv-
ing system performance.

Claims

1. A method, performed by a system that comprises a
security monitoring system installation at premises
protected by the installation, the security monitoring
system having a disarmed mode and at least one
armed mode, method comprising:

i) detecting the occurrence of an event at the
premises while the security monitoring systemis
in the disarmed mode;

ii) transmitting a notification in respect of the
event to a user device, the notification including
event data; and

iii) only in response to receiving a user reaction
to the notification indicating a desire/wish to
raise an alert in respect of the event with a
monitoring station remote from the premises,
notifying the monitoring station and providing
the monitoring station with access to the event
data.

2. A method as claimed in claim 1, further comprising
the step of reporting, prior to step ii), the occurrence
of the event to a system back end remote from the
premises, wherein the system back end performs
either of steps ii) or iii).

3. A method as claimed in claim 1, wherein the step of
transmitting a notification in respect of the eventto a
user device is performed by the security monitoring
installation, wherein the security monitoring installa-
tion performs either of steps ii) or iii),
optionally wherein the installation comprises a con-
troller, and the step of transmitting a notification in
respect of the event to a user device is performed by
the controller, and wherein the controller performs
either of steps ii) or iii).

4. A method as claimed in any one of the preceding
claims, wherein the notification in respect of the
event includes at least one of:
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an image related to the event, and optionally
wherein the image is a still image; and/or

a link giving access to a video capture related to
the event.

5. A method as claimed in any one of the preceding
claims, wherein the event is at least one selected
from:

sensor based detection of motion;

sensor based detection of presence.

triggering of a window sensor, optionally a con-
tact switch, magnetic sensor, or a shock sensor;
triggering of a door sensor, optionally a contact
switch, magnetic sensor, or a shock sensor;

6. A method as claimed in any one of the preceding
claims, wherein whether the notification of step ii) is
transmitted or not depends upon at least one con-
dition selected from: the time of day, day of the week,
date, nature of the event, or some combination there-
of.

7. A method as claimed in any one of the preceding
claims, wherein the natification further includes con-
text information, the context information distinct from
the event data and complementing the event data,
optionally wherein the context information includes
one or more selected from: the arm state; occupation
state of the premises; camera identity; status of other
detectors at the premises.

8. A system that comprises a security monitoring in-
stallation at premises protected by the installation
and a system back end remote from the premises,
the security monitoring installation having a dis-
armed mode and at least one armed mode, the
security monitoring installation comprising a control-
ler and a plurality of sensors configured to transmit
event notifications to the controller, the controller
being configured when the system is in an armed
mode to report alarm events to a monitoring station
remote from the premises, the controller having at
least one operating mode in which it is configured to
respond to receiving certain event notifications while
the installation is in the disarmed mode by transmit-
ting an alert, in respect of the notification of an event,
to the system back end remote from the premises,
the system back end being configured to:

i) transmit a notification in respect of the event to
auserdevice, the transmitted notification includ-
ing event data and optionally context informa-
tion;

ii) raise an alert in respect of the event with a
monitoring station remote from the premises
only in response to receiving from a user at
the device a user reaction to the transmitted
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notification indicating a desire to raise an alertin
respect of the event; and,

iii) if an alert is raised with the monitoring station
in respect of the event to provide the monitoring
station with access to the event data and option-
ally context information.

A security monitoring installation at premises pro-
tected by the installation, the installation having a
disarmed mode and at least one armed mode, the
security monitoring installation comprising a control-
ler and a plurality of sensors configured to transmit
event notifications to the controller, the controller
having at least one operating mode in which it is
configured to respond to certain event notifications
while the installation is in the disarmed mode by:

i) transmitting a notification in respect of the
notification of an event to a user device, the
transmitted notification including event data
and optionally context information;

ii) in response to receiving a user reaction to the
transmitted notification indicating that the event
is a false alarm or that the user does not wish to
report the event to the monitoring station, de-
termining not to notify the monitoring station of
an alarm event in respect of the event;

iii) in response to receiving a user reaction to the
transmitted notification indicating a desire to
raise an alert in respect of the event with the
monitoring station, notifying the monitoring sta-
tion of an alarm event and providing the mon-
itoring station with access to the event data and
optionally the context information; and

iv) in response to not receiving within a prede-
termined time period a user reaction to the
transmitted notification, not notifying the mon-
itoring station of an alarm event (in respect of the
event).

10. A system as claimed in claim 8 or an installation as

1.

claimed in claim 9, wherein the contextinformation is
distinct from the event data and complementing the
event data, the context information including one or
more selected from: the arm state; occupation state
of the premises; camera identity; status of other
detectors at the premises.

A system or installation as claimed in any one of
claims 8 to 10, wherein the transmitted notification in
respect of the event includes at least one of:

an image related to the event, and optionally
wherein the image is a still image; and/or

a link giving access to a video capture related to
the event.

12. A system or installation as claimed in any one of
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claims 8 to 11, wherein the event is at least one
selected from:

sensor based detection of motion;

sensor based detection of presence;

triggering of a window sensor, optionally a con-
tact switch, magnetic sensor, or a shock sensor;
triggering of a door sensor, optionally a contact
switch, magnetic sensor, or a shock sensor.

13. A system or installation as claimed in any one of

claims 8to 12, wherein whether the notification of i) is
transmitted or not depends upon at least one con-
dition selected from: the time of day, day of the week,
date, nature of the event, or some combination there-
of.
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