03/038675 Al

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
8 May 2003 (08.05.2003)

PCT

(10) International Publication Number

WO 03/038675 Al

(51) International Patent Classification’: GO6F 17/30

(21) International Application Number: PCT/US02/31729
(22) International Filing Date: 4 October 2002 (04.10.2002)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:

10/016,673 30 October 2001 (30.10.2001) US
10/016,674 30 October 2001 (30.10.2001)  US
10/084,824 26 February 2002 (26.02.2002) US

(71) Applicant: GOLDMAN, SACHS & CO. [US/US]; 85

Broad Street, New York, NY 10004 (US).

(72) Inventors: DWECK, Jay, S.; 14 Patriots Farm Place,
Armonk, NY 10504 (US). ELCI, Reha; Apt. 22A, 418
East 59th Street, New York, NY 10022 (US). FINNERTY,
Warren, P.; 830 Belvidere Avenue, Plainfield, NJ 07060

(Us).

(74) Agent: BUCKLEY, Patrick, J.; Buckley, Maschoff, Tal-
walkar & Allison LLC, Five Elm Street, New Canaan, CT
06840 (US).

(81) Designated States (national): AE, AG, AL, AM, AT, AU,

AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,

CZ, DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM,

HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK,

LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX,

MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL,

T, ™, TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,

KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),

Buropean patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE, SK,

TR), OAPI patent (BE, BJ, CE CG, CL, CM, GA, GN, GQ,

GW, ML, MR, NE, SN, TD, TG).

Published:
with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: SYSTEMS AND METHODS FOR FACILITATING ACCESS TO DOCUMENTS VIA AN ENTITLEMENT RULE

100

\

PAYMENT
SERVICE
50

CONTENT
PUBLISHER

10

[
- —

CONTENT
CONTROLLER

00

CONTENT
PUBLISHER
10

T

i

I

I

1 DOCUMENT
H STORAGE

I DEVICE

[ 40
I

|

I

|

COMMUNICATION

NETWORK
30

READERS

(57) Abstract: Systems and methods are provided to facilitate access to documents via one or more entitlement rules. According to
one embodiment, a document tag associated with a document is determined. For example, a content controller (900) may determine
a document tag based on information received from a content publisher (10). A content selection tag associated with a content reader
(20) is also determined. It is then arranged for the content reader to receive information associated with the document based on the
document tag, the content selection tag, and one or more entitlement rules.
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SYSTEMS AND METHODS FOR FACILITATING
ACCESS TO DOCUMENTS VIA AN ENTITLEMENT
RULE

CROSS REFERENCE TO RELATED APPLICATIONS

The present invention is a continuation-in-part of U.S. Patent Application No.
10/016,674 entitled “Systems and Methods for Facilitating Access to Documents via
Associated Tags” filed October 30, 2001 and U.S. Patent Application No. 10/016,673
entitled “Systems and Methods for Facilitating Access to Documents via a Set of
Content Selection Tags” filed October 30, 2001. The entire contents of these

applications are incorporated herein by reference.

FIELD

The present invention relates to systems and methods for facilitating access to
documents. In particular, the present invention relates to systems and methods for

facilitating access to documents via one or more entitlement rules.

BACKGROUND

A content provider can store information that will be made available to content
readers. For example, a financial company might store hundreds of thousands of
documents (e.g., investment reports, stock charts, and market predictions) that will be

made available to customers via a Web site.

The content provider may also want to provide a content reader with
information that Will‘lik‘ely be of interest to that particular content reader. For
example, one content reader may be interested in accessing documents associated
with one industry while another content reader is interested in accessing documents

associated with another industry.

To facilitate a content reader’s ability to access information that will likely be

of interest, it is known that a content provider can categorize information. For
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example, a content provider can associate a document with one or more “key” words.
Similarly, a content provider can categorize information such that documents
associated with one category (e.g., an “Automotive Industry” category) are associated
with one branch of a directory structure while documents associated with another
category (e.g., an “Airline Industry” category) are associated with another branch. In
this way, a content reader can navigate through the directory structure and locate

information that will likely be of interest.

There are a number of disadvantages, however, with these approaches. For
example, a content reader may not be able to efficiently provide key words to the
content provider (e.g., he or she might mistakenly request information associated with
“US Corporations” as opposed to “US Comi)anies”) and/or be unable to effectively
navigate through a directory structure to locate information that will likely be of
interest (e.g., he or she may not realize that Daimler-Chrysler is associated with a
“German Companies” directory as opposed to a “US Companies” directory). This
may be particularly difficult when the information is associated with investment
research due to the large number of potential types of investments, the frequency at
which fhis kind of information changes (e.g., daily, weekly, or occasionally), and the

importance of providing such information to customers in a timely manner.

In addition, a content reader’s interests may not be easily categorized by
simple key words and/or directory structures. For example, a content reader may only
be interested in information about MICROSOFT® if the information was generated
by éparticular investment advisor. Similarly, a single content reader may be
interested in a number of different types of information (e.g., associated with his or

her different investments).

Moreover, a content provider may not want make all information available to
every content reader. That is, the content provider may want to restrict particular
content readers to a subset of the information that might be otherwise available. For
example, a content reader might provide payment to the content provider in order to
access additional information. Similarly, important customers may be given enhanced

access to information, or content readers in a particular geographic region may be
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allowed to access information different from what is available to content readers in

other regions.

Such an attempt to limit the information that can be accessed some content
readers may be inefficient. Consider a content reader who asks to receive ten articles
associated with a particular investment. In this case, the content provider may search
through a large amount of information and generate a list of ten articles associated
with that investment. After further reviewing these articles, however, the content
provider determines that the content reader does not have access to seven of those
articles. As a result, the content provider needs to resume searching for additional
articles. Such an approach may be time consuming and resource-intensive for the
content provider, especially when a large number of articles, é:ontent readers, and/or

requests are involved.

SUMMARY

To alleviate problems inherent in the prior art, the present invention introduces
systems and methods for facilitating access to documents via one or more entitlement

rules.

According to one embodiment, a document tag associated with a document is
determined. A content selection tag associated with a-content reader is also
determined, and it is arranged for the content reader to receive information associated
with the document based on the document tag, the content selection tag, and at least

one entitlement rule.

According to another embodiment, a document tag associated with an
investment research document is determined. A content selection tag associated with
a content reader is also determined. An entitlement tag is then determined associated
with the investment research document, the document tag, the content reader, and/or a
content reader tag. The investment research document may then be transmitted to the
content reader (e. g, via a communication network) in accordance with the entitlement

tag.
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In still another embodiment, a document is received from a content publisher.
A document tag and an entitlement rule associated with the document are then

determined.

One embodiment of the present invention comprises: means for determining a
document tag associated with a document; means for determining a content selection
tag associated with a content reader; and means for arranging for the content reader to
receive information associated with the document based on the document tag, the

content selection tag, and at least one entitlement rule.

Another embodiment comprises: means for determining a document tag
associated with an investment research document; means for determining a content
selection tag associated with a content reader; means for determining an entitlement
tag associated with the investment research document, the document tag, the content
reader, and/or a content reader tag; and means for transmitting the investment
research document to the content reader via a communication network in accordance

with the entitlement tag.

Still another embodiment comprises: means for receiving a document from a
content publisher; means for determining a document tag associated with the
document; and means for determining an entitlement rule associated with the

document.

With these and other advantages and features of the invention that will become
hereinafter apparent, the invention may be more clearly understood by reference to
the following detailed description of the invention, the appended claims, and the

drawings attached herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram overview of a content management system

according to an embodiment of the present invention.

FIG. 2 illustrates tag domains according to some embodiments of the present

invention.

FIG. 3 illustrates an example of tag domains and a set of document tags

according to one embodiment of the present invention.

FIG. 4 illustrates a content publisher display that may be used to define a set

of document tags in accordance with some embodiments of the present invention.

FIG. 5 illustrates an example of tag domains and a set of content reader tags

according to one embodiment of the present invention.

FIG. 6 illustrates a content reader display that may be used to define a set of

content selection tags in accordance with some embodiments of the present invention.

FIG. 7 is a flow chart of a method according to some embodiments of the

present invention.

FIG. 8 illustrates an example of a tag domain and a set of entitlement rule tags

according to one embodiment of the present invention.

FIG. 9 is a block diagram of a content controller according to one embodiment

of the present invention.

FIG. 10 is a tabular representation of a portion of a document database

according to one embodiment of the present invention.

FIG. 11 is a tabular representation of a portion of a content reader database

according to one embodiment of the present invention.

FIG. 12 is a tabular representation of a portion of an entitlement rule database

according to one embodiment of the present invention.

FIG. 13 is a tabular representation of a portion of an output database according

to one embodiment of the present invention.
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FIG. 14 is a flow chart of a computer-implemented method of facilitating
access to investment research documents according to some embodiments of the

present invention.

FIG. 15 is a flow chart of a method of determining an entitlement tag

according to some embodiments of the present invention.

DETAILED DESCRIPTION

Embodiments of the present invention are directed to systems and methods for
facilitating access to “documents.” As used herein, the term “document” may refer to
any content that can be provided to a content reader via a communication network. A
document may include, for example, text information, image information (e.g.,
photographic and video images); audio information, and/or executable information
(e.g., a Java program). Note that a document’s content could be manually or
automatically created. For example, a document may be written by an author or
generated by software program. In addition, a document’s content could be
associated with any type of information, including financial information (e.g.,
financial news and information about financial events), investment information,

and/or market information.

Moreover, the phrase “content publisher” as used herein may be any person or
device that generates or supplies documents. A content publisher may be associated
with, for example, an author who Writes a market summary or an automated process
that generates investment charts. Similarly, the phrase “content reader” as used herein
may be any person or device that receives documents. A content reader may be
associated with, for example, a customer who accesses documents via an Internet
portal. Note that a content “reader” may receive documents including any type of
information described herein (e.g., a content reader may listen to audio information,

view image information, and/or execute a Java program).

Content Management System Overview
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FIG. 1 is a block diagram of a content management system 100 according to
one embodiment of the present invention. The content management system 100
includes a content controller 900 in communication with a number of content
publishers 10 and content readers 20. As used herein, devices (e.g., the content
controller 900 and the content readers 20) may exchange information, for example,
via a communication network 30, such as a Local Area Network (LAN), a
Metropolitan Area Network (MAN), a Wide Area Network (WAN), a proprietary
network, a Public Switched Telephone Network (PSTN), a Wireless Application
Protocol (WAP) network, a Bluetooth network, a wireless LAN network (e.g., in
accordance with an 802.11 standard), and/or an Internet Protocol (IP) network such as
the Internet, an intranet, or an extranet. Note that the content controller 900 and the
content publishers 10 can also communicate via one or more such communication

networks.

Although a single content controller 900 is shown in FIG. 1, any number of
content controllers 900 may be included in the content management system 100.
Similarly, any number of content publishers 10, content readers 20, or any other
device described herein may be included in the content management system 100

according to embodiments of the present invention.

The content controller 900, the content publishers 10, and the content readers
20 may be associated with any devices capable of performing the various functions
described herein. The content controller 900 may comprise, for example, a Web
server. A content reader 20 may be associated with, for example: a Personal
Computer (PC), a portable computing device such as a Personal Digital Assistant
(PDA), a wired or wireless telephone, or any other appropriate storage and/or
communication device. A content publisher 10 may be associated with, for example,

a Web server or a PC.

The content management system 100 may also include a document storage
device 40, such as a local, remote, or distributed database system adapted to store a

large number of documents.

According to an embodiment of the present invention, the content controller

900 receives documents from a number of different content publishers 10. For



10

15

20

25

WO 03/038675 PCT/US02/31729

example, a content creator (e.g., an author or an automated process) may transmit
documents to the content controller 900 via a content publisher 10. The content
controller 900 also transmits documents to content readers 20 (e.g., in response to a
customer’s request or a pre-defined customer preference). According to some
embodiments, a content reader 20 instead receives a document directly from a content
publisher 10 and/or the document storage device 40 (e.g., after receiving a relevant
document identifier or link from the content controller 900). In either case, a
document may be transmitted to a content reader 20, for example, via a Web site or an

electronic mail message.

The content management system 100 may also include a payment service 50
(e.g., a credit card payment service) ’Fhat can be used to arrange for a content reader 20
to provide payment in exchange for docum'ents or in exchange for having his or her
access to documents facilitated via the content management system 100. For
example, a content reader 20 interested in having access to enhanced information may
provide a monthly subscription payment via a payment identifier such as a credit card,

debit card, or bank account number or digital payment protocol information.

Note that some of devices illustrated in FIG. 1 may actually be incorporated in
a single device. For example, the content controller 900 may also act as a content

publisher 10 and/or a document storage device 40.

Tag Domains

According to some embodiments of the present invention, documents
available via the content management system 100 and/or content readers 20 are
associated with one or more tags. As used herein, the term “tag” refers to any
information, such as an identifier, that may be used to categorize information

associated with the content management system 100.

According to one embodiment, a tag is associated with a tag “domain,” such
as a single-rooted, hierarchical data structure. FIG. 2 illustrates two tag domains 210,

220 according to some embodiments of the present invention. Although only a small
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number of tags are shown, any number of tags and/or tag domains may be defined by

the content controller 900.

As can be seen, the first tag domain 210 includes three levels. The first level
includes a single tag (i.e., tag “T0”) that has four descendent tags (i.e., child tags) in
the second level: T1(1), T1(2), T1(3), and T1(4). Moreover, some of those second
level tags have children in the third level. For example, tag T1(1) has two child tags
in the third level: T2(1) and T2(2). Note that a tag may have more than one
antecedent tag (e.g., parent tags). For example, tag T2(2) has both tag T1(1) and tag
T1(2) as parent tags. In addition, a tag may not have any child tags. For example, tag
T1(4) in the second level does not have any child tag in the third level.

As another example, the second tag domain 220 is “flat.”” That is, the entire

domain consists of a single parent tag (i.e., tag “T0”) and a number of child tags.

Although generic information is shown in FIG. 2, an actual tag or tag domain
may be related to, for example: a document, a content reader 20, and/or a rule

indicating sets of documents that may be accessed by sets of content readers 20.

Document Tags

FIG. 3 illustrates an example of tag domains 310, 320 and a set of document
tags according to one embodiment of the present invention. In particular, the first tag
domain 310 relates to US companies and the second tag domain relates to geographic
regions that are associated with a document, respectively. For example, as indicated
by boxes, the document illustrated in FIG. 3 is related to “software” and
“MICROSOFT® CORP.” Moreover, the document is associated with the “United
States” and “North West” regions. In effect, the documents tags and tag domains 310,

320 are a way of grouping like content together.

As another example, documents tags may be related to a document creator or
publisher. Similarly, a document tag may be associated with a date on which a
document’s content was created or a content type. For example, a document tag may

indicate whether a document was automatically generated or manually written by an



10

15

20

25

30

WO 03/038675 PCT/US02/31729

author. A document tag might instead indicate whether a document includes image

information or whether a document is appropriate for hand-held content readers 20.

A document tag may also indicate the nature of a document’s content. For
example, a tag may.indicate that a document is‘related toa par;cicular sector (e.g., the
technology sector), an industry (e.g., the German automotive industry), a research
type, an issuer, an investment product, a security instrument, a third-party rating (e.g.,
a Moody’s Investors Service rating), a research analyst, a strategist, an event type
(e.g., an investor conference call), a subject, an investment style (e.g., value-based

investing), a market cap, a content type, an information value, and/or a currency.

A document tag may also reflect other information about a document. For
example, a document tag may indicate a change frequency (e.g., how often the
document is normally updated), a business owner, a technology owner, a data source
(e.g., a database identifier), and/or a change process (e.g., indicating that any change

must be approved by an appropriate business owner). -

The content controller 900 may assign a document tag to a document after
receiving the document from a content publisher 10 along with an indication of an
appropriate document tag. That is, the content publisher 10 (or a tag assignor
associated with the content publisher 10) may determine the appropriate document
tags (e.g., by selecting one or more tag descriptions via a graphical user interface). In
this case, the content controller 900 can simply assign document tags to the document

based on indications received from the content publisher 10.

FIG. 4 illustrates a content publisher display 400 that may be used to define a
set of document tags in accordance with some embodiments of the present invention.
In this case, a content publisher 10 uses the graphical user interface to check one or
more document tags that are applicable to a document. In particular, the display 400
includes two fag selection areas 416, 420 - each being associated with a particular tag
domain (i.e., a “US Companies” tag domain and a “Region” tag domain,
respectively). According to this embodiment, the tag selection areas 410, 420 are
used to indicate the content of a particular document. For example, selecting the
“MICROSOFT® CORP.” tag in the “US Companies” tag domain (i.e., as indicated

by an “X” in FIG. 4) indicates that the document is somehow related to that company.

10
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According to one embodiment, the selection of a particular tag does not
automatically alter o‘ther tag selections (e.g., parent tags, sibling tags, and child tags).
In such a case, selection of the “United States” tag would not automatically select the
“North West” tag (nor would selection of the “North West” tag automatically select
the “United States” tag). According to another embodiment, the selection of a
particular tag does automatically alter other tag selections. For example, selecting an
“Asia” tag may automatically select a set of child tags (e.g., including a “China” tag).
Note that the altered tag selection might be associated with a different tag domain.
For example, selectio.n/of the “SUN MICROSYSTEMS®” tag in the “US
Companies” tag domain could automatically result in selection of the “United States”
tag in the “Region” tag domain. The display 400 also includes a save icon 430 that
can be used to transmit the set of selected document tags from the content publisher

10 to the content controller 900.

According to another embodiment, the content controller 900 does not receive
an indication of an appropriate document tag from the content publisher 10. In this
case, the content :controller 900 may determine one or more document tags. For
example, a tag assignor associated with the content controller 900 may review the
document to determine appropriate document tags. According to another
embodiment, an automated process is used to automatically determine document tags

(e.g., based on a key word analysis of the document’s content).

According to one embodiment, a document tag can be associated with a
document in different ways. For example, a document tag may be designated as a
“primary” tag (e.g., indicating that the tag is an important subject of the document) or

a “secondary” tag (e.g., indicating that tag is only somewhat related to the document).

Note that a plurality of document tags can be assigned to a single document,
and these tags may belong to one or more tag domains. For example, a single
document tag from an author tag domain (e.g,, 8 “Rick Sherlund” tag) and three
document tags from an industry tag domain (e.g., “Technology,” “Software,” and

“Operating Systems” tags) could be assigned to a single document.

Content Reader and Selection Tags

11
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In addition to document tags, the content management system 100 may use
content reader tags to facilitate access to documents. FIG. 5 illustrates an example of
tag domains and a set of content reader tags according to one embodiment of the
present invention. In particular, the first tag domain 510 represents a reader category
(e.g., indicating that the content reader is a “customer” or an “employee”) and the
second tag domain 520 represents a region (e.g., indicating that the content reader 20
is located in the “United States” or “Asia”). In effect, the content reader tags are and
tag domains 510, 520 are a way of grouping like content readers 20 together.
According to one embodiment, content reader tags are created by the content
controller 900 (e.g., based on information provided by a content reader 20 when

registering to use the content management system 100).

According to another embodiment, content reader tags are created by a content
reader 20 (e.g., when the content reader 20 searches for particular documents of
interest). For example, FIG. 6 illustrates a content reader display 600 that may be
used to define a set of content selection tags. In particular, the display 600 includes
two tag selection areas 610, 620 - each being associated with a particular tag domain
(i.e., a“US Companies” tag domain and an “Authors” tag domain, respectively).
According to this embodiment, the tag selection areas 610, 620 are used to indicate
the types of documents that are of interest to a content reader 20. For example,
selecting the “SATURN®” tag in the “Automotive” tag domain (i.e., as indicated by
an “X” in FIG. 6) indicates that documents associated with SATURN® are of interest

to the content reader 20.

According to one embodiment, the selection of a particular tag does not
automatically alter other tag selections (e.g., parent tags, sibling tags, and child tags).
In such a case, selection of the “Automotive” tag would not automatically select the
“FORD®” tag (nor would selection of the “FORD®” tag automatically select the
“Automotive” tag). According to another embodiment, the selection of a particular
tag will automatically alter other tag selections. For example, selecting a “North
America” tag may automatically select a set of child tags (e.g., including a “Canada”
tag). Note that the altered tag selection might be associated with a different tag

domain. For example, selection of the “Rick Sherlund” tag in the “Authors” tag

12
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domain could automatically result in selection of the “MICROSOFT®” tag in the “US

Companies” tag domain.

The display 600 also includes a tag domain selection area 630 that can be used
to add or remove tag selection areas from the display 600 (e.g., selecting “add” for the
“Region” tag domain would result in a third tag selection area being added to the

display 600).

According to one embodiment, pre-determined rules are used to define
relationships between content selection tags. For example, tags within a domain may
automatically be associated with a Boolean “OR” while tags from different domains
may be associated with a Boolean “AND.” In this case, the selections illustrated in

FIG. 6 would be interpreted as follows:
(“Software” OR “MICROSOFT®” OR “SATURN®”) AND “Rick Sherlund”

According to another embodiment, these types of rules are instead be defined by a
content reader 20. Note that relationships other than Boolean operations may be
associated with the content selection tags (e.g., “if no document having Tag A is
found, then display the three most recent documents that have Tag B without baving

Tag C”).

According to some embodiments, a set of content selection tags is stored in
association with the content reader 20. The set may be stored, for example, at the
content controller 900 and/or at the content reader 20 (e.g., via a browser program
“cookie” file). Referring again to FIG. 6, the display 600 includes a storage frame
640 that can be used to store a set of content reader selections (e.g., by providing a tag
set name and activating a “save” icon 645). In this way, the set of content selection
tags can later be used to select document for the content reader 20. In addition, the
content reader 20 can access the set of content selection tags to modify the
information and/or completely delete the content selection tag set. Moreover, a single
content reader 20 may be associated with a number of different sets of content

selection tags (e.g., each saved with a unique tag set name).

13
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Entitlement Tags and Rules

FIG. 7 is a flow chart of a method that may be performed by the content
controller 900 according to some embodiments of the present invention. The flow
charts described herein do not imply a fixed order to the steps, and embodiments of

the present invention may be practiced in any order that is practicable.

At 702, a document tag associated with a documept is determined. For
example, the content controller 900 may determine the document tag (e.g., a primary
or secondary document tag) based on information retrieved from a database or
information received from a content publisher 10 via a graphical user interface (e.g.,

as described with respect to FIG. 4).

At 704, a contenf selection tag associated with a content reader 20 is
determined. For example, the content controller 900 may determine the content
selection tag based on information retrieved from a database (e.g., a content reader’s
pre-stored preferences) or information received from a content reader 20 via a
graphical user interface (e.g., as described with respect to FIG. 6). According to
another embodiment, a content reader tag associated with the content reader 20 is

determined instead of, or in addition to, the-content selection tag.

At 706, it is arranged for the content reader 20 to receive information
associated with the document based on the document tag, the content selection tag (or
content reader tag), and at least one “entitlement rule.” As used herein, the phrase
“entitlement rule” refers to any information that can be used to define or otherwise

indicate documents that may be accessed by particular content readers 20.

According to one embodiment, an entitlement rule includes: (i) an entitlement
subject, (ii) an entitlement resource, and (iii) an entitlement action. The entitlement
subject may be associated with a group of content readers 20. For example, the
entitlement subject may be defined via one or more content reader tags (e.g., all

content readers having a reader category of “institution”).

The entitlement resource may be associated with at least one document. For

example, the entitlement resource may be defined via one or more document tags

14
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(e.g., all documents having a region of “Asia” or “Japan”) or particular document

identifiers.

The entitlement action may, for example, indicate that a content reader 20
should be able to receive an indication of a document, receive a document, modify a
document, and/or delete a document. By way of example, an entitlement rule might
state that all content readers 20 who are brokers located in the United States (i.e., the
entitlement subject) are allowed to view (i.e., the entitlement action) all investor

conference call transcript (i.e., the entitlement resource).

Such an entitlement rule may be determined by the content controller 900, for
example, based on information received from a content publisher 10. For example, a
content publisher 10 may indicate which content readers 20 should be allowed to
access a document. The content controller 900 may also determine the appropriate
entitlement rule based on one or more pre-defined relationships. For example, the
content controller 900 may automatically assign a particular entitlement rule to a
document generated by a particular author. According to another embodiment, the
content controller 900 analyzes a document’s content to determine an appropriate
entitlement rule. According to still another embodiment, an administrator associated
with the content controller 900 defines entitlement rules to be used in the content

management system 100.

Note that an entitlement rule may be inclusive (e.g., these types of content
readers are allowed to access this document) or exclusive (e.g., these types of content
readers are not allowed to access this document). Also note that more than one
entitlement rule may be associated with a single document. In this case, some
entitlement rules may be dominant (e.g., these types of content readers can access this
document no matter what other entitlement rules indicate) while others are submissive
(e.g., these types of content readers can to access this document unless another

entitlement rule indicates otherwise).

According to some embodiments of the present invention, entitlement rules
are associated with one or more entitlement tags and/or tag domains. For example,
FIG. 8 illustrates an example of a tag domain 800 and a set of entitlement rule tag

identifiers according to one embodiment of the present invention. As with document
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and content reader tags, an entitlement tag domain 800 may comprise a single-rooted,

hierarchical data structure, including multi-level domain structures.

An entitlement tag and/or an entitlement rule may be associated with, for
example, a content reader category. For example, an “institutional” content reader 20
might be allowed to access documents that other content readers 20 cannot.
Similarly, an entitlement tag and/or an entiﬂement rulé could be associated with a

content reader region or a document category.

Referring again to FIG. 7, the content controller 900 arranges at 706 for the
content reader 20 to receive information associated with the document. For example,
the content controller 900 may transmit an indication of the document (e.g., a
document identifier, title, or abstract) to the content reader 20. According to another
embodiment, the content controller 900 transmits the document itself to the content

reader 20.

Content Controller

FIG. 9 illustrates a content controller 900 that is.descriptive of the device
shown, for example, in FIG. 1 according to an embodiment of the present invention.
The content controller 900 comprises a processor 910, such as one or more INTEL®
Pentium® processors, coupled to a communication device 920 configured to
communicate via a communication network 30 (not shown in FIG. 9). The
communication device 920 may be used to communicate, for example, with one or
more content publishers 10, content readers 20, document storage devices 40, and/or
payment services 50. According to one embodiment, the communication device 920

is also used to communicate with other content controllers 900.

The processor 910 is also in communication with an input device 940. The
input device 940 may comprise, for example, a keyboafd, a mouse or other pointing
device, and/or a microphone. Such an input device 940 may be used, for example, to

enter information about a entitlement rule and/or an entitlement tag.

The processor 910 is also in communication with a storage device 930. The

storage device 930 may comprise any appropriate information storage device,
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including combinations of magnetic storage devices (e.g., magnetic tape and hard disk
drives), optical storage devices, and/or semiconductor memory devices such as

Random Access Memory (RAM) devices and Read Only Memory (ROM) devices.

The storage device 930 stores a program 915 for controlling the processor 910.
The prdcessor 910 f)erforms instructions of the program 915, and thereby operates in
accordance with the present invention. For example, the processor 910 may
determine a document tag associated with a document and a content selection tag
associated with a content reader. The processor 910 may then arrange for the content
reader to receive information associated with the document based on the document

tag, the content selection tag, and at least one entitlement rule.

According to another embodiment, the processor 910 receives a document
from a content publisher 10 and determines a document tag associated with the
document. The processor 910 then determines an entitlement rule associated with the

document.

As used herein, information may be “received” by or “transmitted” to, for
example: (i) the content controller 900 from a content publisher 10 or a content reader
20; or (ii) a software application or module within the content controller 900 from

another software application, module, or any other source.

As shown in FIG. 9, the storage device 930 also stores: a document database
1000 (described with respect to FIG. 10); a content reader database 1100 (described
with respect to FIG. 11); an entitlement rule database 1200 (described with respect to.
FIG. 12); and an output database 1300 (described with respect to FIG. 13). Examples
of databases that may be used in connection with the content management system 100
will now be described in detail with respect to FIGS. 10 through 13. The illustrations
and accompanying descriptions of the databases presented herein are exemplary, and
any number of other database arrangements could be employed besides those

suggested by the figures.

Document Database
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Referring to FIG. 10, a table represents the document database 1000 that may
be stored at the content controller 900 according to an embodiment of the present
invention. The table includes entries identifying documents that may be accessed via
the content management system 100. The table also defines fields 1002, 1004, 1006,
1008 for each of the entries. The fields specify: a document identifier 1002, a
description 1004, primary tags 1006, and secondary tags 1008. The information in the
document database 1000 may be created and updated based on information received

from content publishers 10.

The document identifier 1002 may be, for example, an alphanumeric code
associated with a document that can be accessed via the content management system
100. The description 1004 may describe the contents of the document. According to
one embodiment, the description 1004 includes text, graphical, and/or audio
information that may be transmitted to a content reader 20 (e.g., to describe the
content of the document to the content reader 20). According to another embodiment,
the document itself (or a pointer to the document) is also stored in the document

database 1000.

The primary tags 1006 and the secondary tags 1008 reflect the document tags
that are currently assigned to the document. According to one embodiment, only a
single set of docuﬁent tags are stored for each document (e.g., there is no distinction
between “primary” and “secondary” tags). According to énother embodiment, each
document tag is associated with a “weight.” For example, a weight from 1 through 10
may be assigned to each document tag (instead of only categorizing document tags as

primary or secondary).

Content Reader Database

Referring to FIG. 11, a table represents the content reader database 1100 that
may be stored at the content controller 900 according to an embodiment of the present
invention. The table includes entries identifying content readers 20 who can access
documents via the content management system 100. The table also defines fields

1102, 1104, 1106 for each of the entries. The fields specify: a content reader
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identifier 1102, a name 1104, and reader tags 1106. The information in the document
database 1000 may be created and updated based on information received from

content readers 20.

The content reader identifier 1102 may be, for example, an alphanumeric code
associated with a content reader 20 who can access documents via the content
management system 100. The content reader identifier 1102 may be generated by the
content controller 900 or by the content reader 20 (e.g., when the content reader 20
provides a user name and password during a registration pfocess). The name 1104
indicates the name of the content reader 20.- Note that the content reader 20 may be,

for example, an individual or an entity (e.g., an “ABC Pension Fund Manager”).

The reader tags 1106 indicate information about the content reader 20 via one
or more content reader tag domains (e.g., as described with respect to FIG. 5). For
example, as illustrated by the third entry in FIG. 11, Robert Smith has a reader
category tag of “employee.”

The content reader database 1100 may also store a set of content selection tags
that can be used to retrieve one or more documents that are likely to be of interest to
each content reader 20. Such information may also include a relationship between

content selection tags (e.g., Boolean relationships).

Entitlement Rule Database

Referring to FIG. 12, a table represents the entitlement rule database 1200 that
may be stored at the content controller 900 according to an embodiment of the present
invention. The table includes entries identifying rules that indicate content readers 20
who will (or will not) be allowed to access particular documents (or types of
documents) via the content management system 100. The table also defines fields
1202, 1204, 1206, 1208 for each of the entries. The fields specify: an entitlement rule
identifier 1202, a subject 1204, an action 1206, and a resource 1208. The information
in the document database 1000 may be created and updated, for example, based on
information received from an administrator associated with the content management

system 100.
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The entitlement rule identifier 1202 may be, for example, an alphanumeric
code associated with a rule that indicates content readers 20 who will (or will not) be
allowed to access particular documents (or types of documents) via the content

management system 100.

The subject 1204 may indicate, for example, a group of content readers 20.
For example, the subj ect 1204 may be based on one or more reader tags 1106 stored
in the content reader database 1100 (e.g., all readers having a reader category tag of
“institution”).

The action 1206 may indicate, for example, that all content readers 20
identified by the subject 1204 are allowed to receive an indication of a document,

receive the document itself, modify a document, and/or delete a document.

The resource may indicate, for example, at least one document. For example,
the entitlement resource may be based on document identifier 1002, primary tags
1006, or secondary tags 1008 stored in the document database 1000 (e.g., all
documents having a region tag of “Asia” as a primary tag 1006 or a secondary tag
1008).

Oﬁtput Database

Referring to FIG. 13, a table represents the output database 1300 that may be
stored at the content controller 900 according to an embodiment of the present
invention. The table includes entries identifying documents that have been provided
to content readers 20 via the content management system 100. The table also defines
fields 1302, 1304, 1306, 1308 for each of the entries. The fields specify: an output
identifier 1302, a content reader identifier 1304, an entitlement rule identifier 1306,
and an output 1308. The information in the document database 1000 may be created
and updated, for exarnple, as content readers 20 access documents via the content

management system 100.

The output identifier 1302 may be, for example, an alphanumeric code
associated with a request to access documents received from a content reader 20. The

content reader identifier 1304 identifies the content reader 20 who submitted the
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request (and who will receive the output in response to that request) and may be based
on, or associated with, the content reader identifier 1102 stored in the content reader

database 1100.

The entitlement rule identifier 1306 indicates one or more entitlement rules
associated with the request and may be based on, or associated with, the entitlement

rule identifier 1202 stored in the entitlement rule database 1200.

The output 1308 may indicate, for example, one or more documents that have
been provided to the content reader 20 in response to his or her request. The output
1308 may be based on, or associated with, the document identifiers 1002 stored in the

document database 1000.

Consider, for example, the first entry in the output database 1300. In this case,
a request was received from content reader identifier “CR1002” (i.e., the ABC
Pension Fund manager as indicated by the content reader database 1100). Because
that content reader has a reader category tag of “institution” (i.e., as indicated by the
associated reader tags 1106) two entitlement rules are satisfied (i.e., “ER1001” and
“ER1002”) and, as a result, two documents are output (i.e., “D1001” and “D1002”) in

response to the request.

Now consider the second entry in the output database 1300, which is
associated with a request from content reader identifier “CR1001” (i.e., Alice Greene
as indicated by the content reader database 1100). In this case, because Alice Greene
has a reader category tag of “customer” (i.e., as indicated by the associated reader tags
1106) only one of the entitlement rules is satisfied (i.e.,“ER1002”) and, as a result, a

single document is output (i.e., “D1002”) in response to the request.

Content Management System Methods

FIG. 14 is a flow chart of a computer-implemented method of facilitating
access to investment research documents according to some embodiments of the
present invention. The method may be performed, for example, by the content

controller 900.
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At 1402, a document tag associated with an investment research document is
determined. For example, the content controller 900 may receive a document tag
associated with a single-rooted, hierarchical data structure from the author (e.g., via a
content publisher 10). The document tag miay then be stored as a primary tag 1006 or
a secondary tag 1008 in the document database 1000.

At 1404, a content selection tag associated with a content reader 20 is a
determined. For example, the content controller 900 may receive a content selection
tag associated with a single-rooted, hierarchical data structure from a content reader

(e.g., via a display such as the one described with respect to FIG. 6).

At 1406, an entitlement tag associated with the investment research document,
the document tag, the content reader, and/or a content reader tag is determined. For
example, the content controller 900 may retrieve one or more entitlement tags or rules
from the entitlement database 1200 based on the applicable resource 1208 and/or
subject 1204. Note that such an entitlement tag or rule may not need to be disclosed

to content readers 20.

At 1408, the investment research document is transmitted to the content reader
20 via a communication network 30 in accordance with the entitlement tag. For
example, an entitlement engine in the content controller 900 may use the action 1206
stored in the entitlement rule database 1200 to determine if an investment research
document may be accessed by a content reader 20. Note that such a process might
select appropriate documents for a content reader 20 by solving for the intersection of
multiple tag domains (e.g., document tag domains, content reader tag domains, and/or
entitlement tag domains). After the investment research document is transmitted to

the content reader 20, the output database 1300 is updated as appropriate.

FIG. 15 is a flow chart of a method of determining an entitlement tag
according to some embodiments of the present invention. At 1502, a document is
received from a content publisher 10. For example, the content controller 900 may
receive the document, or an indication of the docurhent, from the content publisher
10. A document tag associated with the document may also be determined (e.g., via a

display such as the one described with respect to FIG. 4).
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At 1504, an entitlement rule associated with the document is determined. For
example, the content controller 900 may reeeive an indication of the entitlement rule
from the content publisher 10. According to another embodiment, the content
controller 900 instead automatically determines the entitlement rule based on the
content publisher 10, a document tag associated with the document, and/or a content
of the document. In either case, the entitlement rule database 1200 may then be

updated as appropriate.

Document Retrieval Method

As described here, a document may be associated with a set of document tags
(e.g., one or more tags assigned by a content publisher 10). Moreover, a content
reader 20 may be associated with a set of content selection tags. The set of content
selection tags may comprise, for example, one or more tags selected by the content
reader 20 or assigned to a category of content readers 20 (e.g., a set of content
selection tags might indicate that all brokers should receive a monthly investment
summary). In addition, a document and/or a content reader 20 may be associated with

a set of entitlement tags.

According to some embodiments of the present invention, the content
management system 100 facilitates access to such documents using bit vectors and/or
hash tables. For example, for each document tag a list may be maintained indicating
cach set of content selection tags that references the document tag. Similarly, for each
set of content selection tags a list may be maintained indicated each document tag

included in the set.

When a new document is received by the content controller 900, the
appropriate set of document tags are determined (e.g., the appropriate set of document
tags may be réceived from the content publisher 10). For each of the document tags
in the set, the content controller 900 mayite;rate through all of the sets of content
selection tags referencing that tag. When a list of potential sets of content selection
tags is established (i.e., including every set of content selection tags that might be

satisfied by the new document), each set can be evaluated to determine if the new
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document satisfies all of the content selection tags in the set. According to another
embodiment, a bit vector can be maintained (e.g., as wide as the number of content
selector tag sets) to avoid having to evaluate a tag set more than once. Evaluation of
entitlement tags may be handled in a similar manner. Such an approach may allow
access to documents via the content management system 100 to be facilitated in an

efficient and scalable way.

Additional Embodiments

The following illustrates various additional embodiments of the present
invention. These do not constitute a definition of all possible embodiments, and those
skilled in the art will understand that the present invention is applicable to many other
embodiments. Further, although the following embodiments are briefly described for
clarity, those skilled in the art will understand how to make any changes, if necessary,
to the above-described apparatus and methods to accommodate these and other

embodiments and applications.

Although many of the embodiments described herein are associated with
documents that contain financial information, the present invention can also be used
with respect to other types of information. For example, entitlement rules, tags, or tag
domains may be associated with general news documents, entertainment information,

and/or products that can be purchased by customers (e.g., advertisements).

Moreover, although many embodiments include a content controller 900 that
retrieves and transmits documents, according to other embodiments these functions
are instead performed by other devices (e.g., content publishers 10 and/or content
readers 20 via a peer-to-peer protocol). According to another embodiment, the
content controller 900 is associated with a third-party service (e.g., a service that

organizes information for a number of different content providers).

Note that the relationships between documents and tag domains could be
maintained in any number of ways. For example, one or more entitlement rules could

be stored in a document database (i.e., instead of storing entitlement rules having an
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entitlement resource). Also note that entitlement tags may associated with existing

information protocols, such as Extensible Markup Language (XML) protocols.

In still another embodiment, the content controller 900 receives a new
entitlement rule, or an adjustment to a pre-existing entitlement rule. In this case, the -
content controller 900 may need to examine a number of existing documents and/or
content readers 20 to determine the applicability of the new or adjusted rule.
Similarly, the content controller 900 may receive information about a new content
reader 20 (or an adjustment to information associated with a pre-existing content
reader 20). In this case, the content controller 900 may need to examine a number of

existing entitlement rules.

The present invention has been described in terms of several embodiments
solely for the purpose of illustration. Persons skilled in the art will recognize from
this description that the invention is not limited to the embodiments described, but
may be practiced with modifications and alterations limited only by the spirit and

scope of the appended claims.
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WHAT IS CLAIMED IS:

1. A method of facilitating access to documents, comprising:
determining a document tag associated with a document;
determining a content selection tag associated with a content reader; and

5 arfanging for the content reader to receive information associated with the
document based on the document tag, the content selection tag, and at least one

entitlement rule.

2. The method of claim 1, wherein an entitlement rule includes:

10 an entitlement subject associated with a group of content readers.

3. The method of claim 1, wherein an entitlement rule includes:

an entitlement resource associated with at.least one document.

15 4. The method of claim 1, wherein an entitlement rule includes:
an entitlement subject associated with a group of content readers;
an entitlement resource associated with at least one document; and

an entitlement action associated with the entitlement subject and the

entitlement resource.
20
5. The method of claim 4, wherein the entitlement action enables a content
reader to perform at least one of the following actions: (i) receive an indication of a
. document, (ii) receive a document, (iii) modify a document, and (iv) delete a
document.
25

6. The method of claim 1, further comprising:
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determining the entitlement rule.

7. The method of claim 6, wherein said determining is based on information

received from a content publisher.

8. The method of claim 1, wherein an entitlement rule is associated with at

least one entitlement tag.

9. The method of claim 8, wherein an entitlement tag is associated with at

least one entitlement tag domain.

10. The method of claim 9, wherein the entitlement tag domain comprises a

single-rooted, hierarchical data structure.

11. The method of claim 9, wherein the entitlement tag domain comprises
multi-level domain,-and at least one domain level comprises a plurality of entitlement

tags.

12. The method of claim 8, wherein the entitlement tag is associated with at
least one of: (i) a content reader category, (ii) a content reader region, and (iii) a

document category.

13. The method of claim 1, wherein said arranging comprises transmitting an

indication of the document to the content reader.

14. The method of claim 1, wherein said arranging comprises transmitting the

document to the content reader.
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15. The method of claim 1, wherein the document tag is determined by

retrieving information from a database.

16. The method of claim 1, wherein the documents tag is determined by

receiving information from a content publisher via a graphical user interface.

17. The method of claim 1, wherein the document tag comprises at least one

of: (i) a primary tag, and (ii) a secondary tag.

18. The method of claim 1, wherein the content selection tag is determined by

retrieving information from a database.

19. The method of claim 1, wherein content selection tag is determined by

receiving information from the content reader via a graphical user interface.

20. The method of claim 1, wherein said arranging is further based on a

content reader tag.

21. The method of claim 1, wherein the document comprises content to be

provided to a content reader device via a communication network.

22. The method of claim 21, wherein the communication network comprises
at least one of: (i) the Internet, (ii) an intranét, (iii) a public network, (iv) a public
switched telephone network, (v) a proprietary network, (vi) a wireless network, and

(vii) a local area network.

23. The method of claim 21, wherein the document comprises at least one of:

(i) text content, (ii) image content, (iii) audio content, and (iv) executable content.
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24. The method of claim 21, wherein the content comprises at least one of: (i)
financial information, (ii) financial news, (iii) information about financial events, (iv)

investment information, and (v) market information.

25. The method of claim 1, further comprising:

transmitting the document to the content reader.

26. The method of claim 25, wherein said transmitting is performed via at
10  least one of: (i) a content controller, (ii) a content publisher, (iii) a content reader, (@iv)
a personal computer, (v) a server, (vi) a portable computing device, (vii) a wireless

telephone, (viii) a Web site, and (ix) an electronic mail message.

27. A computer-implemented method of facilitating access to investment

15 research documents, comprising:
determining a document tag associated with an investment research document;
determining a content selection tag associated with a content reader;

determining an entitlement tag associated with at least one of the investment

research document, the document tag, the content reader, and a content reader tag; and

20 transmitting the investment research document to the content reader via a

communication network in accordance with the entitlement tag.

28. An apparatus, comprising:
a processor; and

25 a storage device in communication with said processor and storing instructions

adapted to be executed by said processor to:

determine a document tag associated with a document,
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determine a content selection tag associated with a content reader, and

arrange for the content reader to receive information associated with
the document based on the document tag, the content selection tag, and at least

one entitlement rule.

29. The apparatus of claim 28, wherein said storage device further stores at
least one of: (i) a document database, (ii) a content reader database, (iii) an

entitlement rule database, and (iv) an output database.

10 30. The apparatus of claim 28, further comprising:

a communication device coupled to said processor and adapted to
communicate with at least one of: (i) a content publishing device, (ii) a document

storage device, (iii) a content controller, (iv) a content reader device, and (v) a

payment device.
15

31. A medium storing instructions adapted to be executed by a processor to

perform a method of facilitating access to documents, said method comprising:
determining a document tag associated with a document;
determining a content selection tag associated with a content reader; and

20 arranging for the content reader to receive information associated with the
document based on the document tag, the content selection tag, and at least one

entitlement rule.

32. A method of facilitating access to documents, comprising:
25 receiving a document from a content publisher;
determining a document tag associated with the document; and

determining an entitlement rule associated with the document.
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33. The method of claim 32, wherein said determining comprises:

receiving from the content publisher an indication of the entitlement rule.

34. The method of claim 32, wherein said determining comprises:

5 automatically determining the entitlement rule based on at least one of: (i) the
content publisher, (ii) a document tag associated with the document, and (iii) a

content of the document.

35. A method of facilitating access to documents, comprising:
10 determining a document tag associated with a document;
determining a content reader tag associated with a content reader; and

arranging for the content reader to receive information associated with the
document based on the document tag, the content reader tag, and at least one

entitlement rule.

15
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