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DATABASE BACKUP SYSTEM ENSURING 
CONSISTENCY BETWEEN PRIMARY AND 
MIRRORED BACKUPDATABASE COPIES 

DESPTE BACKUP INTERRUPTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation-in-part of Ser. No. 
08/948,529 filed Oct. 9, 1997 now abandoned. 

This application is related to U.S. Application No. 08/424, 
930, entitled “Consistent Command Control of Multiple 
Dual Copy Volumes”, filed Apr. 19, 1995, in the names of J. 
L. Iskiyan et al. The entirety of the '930 application is hereby 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to data backup Systems. 
More particularly, the invention concerns a database man 
agement System that ensures consistency between primary 
and mirrored backup copies of a database, despite the 
occurrence of a Suspending condition that interrupts the 
normal process of backing up the primary database. 

2. Description of the Related Art 
Database management systems (“DBMSs”) not only store 

large amounts of data, but they also facilitate the efficient 
access, modification, and restoration of this data. Data is 
typically Stored using Several different types of media, in 
order to provide efficient and cost effective data Storage. 
Each type of media has certain features appropriate for the 
Storage of certain types of data. 
One type of data Storage is electronic memory, usually 

dynamic or static random access memory (“DRAM” or 
“SRAM”). Electronic memories take the form of semicon 
ductor integrated circuits Storing millions of bytes of data. 
Access to Such data occurs in a manner of nanoSeconds. The 
electronic memory provides the fastest access to data Since 
access is entirely electronic. 
A Second level of data Storage usually involves direct 

access storage devices (“DASDs"). DASD storage usually 
involves magnetic and/or optical disks, which Store bits of 
data as micrometer-sized magnetically or optically altered 
spots on a disk Surface representing the binary “ones' and 
“Zeros” that make up those bits of data. Magnetic DASD 
Storage utilizes one or more disks coated with a remnant 
material. The disks are rotatably mounted within a protected 
environment. Each disk is divided into many concentric 
tracks, with the data being Stored Serially bit by bit, along 
each track. An access mechanism known as a head disk 
assembly (“HDA), typically includes one or more read/ 
write heads, and is provided in each DASD for moving 
acroSS the tracks to transfer the data to and from the Surface 
of the disks as the disks rotate past the read/write heads. 
DASDS can Store gigabytes of data with access to Such data 
typically being measured in milliseconds. Access to data 
Storage in DASD is slower than electronic memory, Since the 
disk and HDA must be physically positioned to access a 
desired data Storage location. 

Another type of data Storage is a data Storage library. In 
comparison to electronic memory and DASD Storage, acceSS 
to desired data in a library is not as fast Since a robot is 
needed to Select and load a data Storage medium containing 
the desired data. Data Storage libraries, however, provide 
Significantly reduced cost for very large Storage capabilities, 
Such as terabytes of data Storage. Data Storage libraries often 

15 

25 

35 

40 

45 

50 

55 

60 

65 

2 
utilize tape media, for Safe keeping of data Stored on other 
media Such as DASD or electronic memory. Access to data 
Stored in today's libraries is usually measured in Seconds. 

Having a backup data copy is mandatory for many 
business that cannot tolerate data loSS. Some examples 
include Stockbrokers, businesses with internationally acces 
Sible data, telephone companies, and the like. Simply having 
the backup data available is Sometimes not enough, though. 
It is also important to be able to quickly recover lost data. In 
this respect, the “dual copy’ operation provides a significant 
improvement in Speed over tape or library backup. One 
example of the dual copy operation involves providing 
“secondary DASDs to closely mirror the contents of one or 
more primary DASDs. If the primary DASDS fail, the 
secondary DASDs can provide the necessary data From the 
user's perspective, one drawback to this approach is that it 
effectively doubles the number of DASDs required in the 
Storage System, thereby increasing the costs of the System. 

Another data backup procedure is the “remote dual copy' 
operation. With remote dual copy, data is continuously 
backed up at a site remote from the primary data Storage. 
This backup may occur Synchronously or asynchronously. A 
Substantial amount of control data is required to realize this 
process, however, in order to communicate duplexed data 
from one host processor to another host processor, or from 
one Storage controller to another Storage controller, or Some 
combination thereof. Unfortunately, overhead necessitated 
by the required control data which can interfere with a 
Secondary Site’s ability to keep up with its primary site's 
processing, threatening the ability of the Secondary Site to 
recover the primary Site’s data if needed. 
With both dual copy and remote dual copy, a primary 

DASD volume and secondary DASD volume form a duplex 
pair. Copying in the DASD Subsystems is controlled by I/O 
commands to the copied Volumes. Such I/O commands 
provide a device-by-device control for establishing or SuS 
pending duplex pairs, or queuing the Status of a duplex pair. 
Device-by-device control, however, is not adequate for all 
disaster recovery applications. The copied data at the Sec 
ondary location is usable only So long as that copied data is 
time-consistent with the original data. Typically, consistency 
is ensured by Stopping the System while copying data, thus 
preventing further updates to the data. An improvement to 
this method is known as “TO” or “concurrent copy”. Con 
current copy reduces the time needed to halt the System, but 
Suspension is still required. 

Another technique, “real time dual copy, ensures time 
consistency acroSS the Secondary volume. Examples of real 
time dual copy include extended remote copy (“XRC) and 
peer to peer remote copy (“PPRC). Even with real time 
dual copy, however, primary System Suspension is necessary 
for device-by-device control. The Suspensions can cause 
undesirable disruptions in Some Systems, however. XRC 
Systems provide a partial Solution by using a Software 
controlled data mover, where a single command Stops a 
Session Such that Secondary devices are time consistent due 
in part to the asynchronous nature of the copy operation. 

Thus, as shown above, it is difficult to accurately maintain 
two mirrored data bases that are entirely consistent with 
each other. Known backup Solutions either temporarily halt 
Storage to ensure consistency between primary and Second 
ary Systems, or simply tolerate a brief lag in updating the 
Secondary System. Tens of thousands of I/O operations can 
occur in a Single Second. Therefore, even a short delay in 
updating data in the Secondary System constitutes a signifi 
cant lag in consistency. Any one of these many transactions 
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could be a million dollar bond purchase. Consequently, even 
though many of the known backup Solutions constitute 
Significant advances and enjoy widespread commercial Suc 
ceSS today, International BusineSS Machines Corp. is con 
tinually Seeking to improve the performance and the effi 
ciency of the Systems to benefit its customers. 

SUMMARY OF THE INVENTION 

Broadly, the present invention concerns a database man 
agement System that ensures consistency between primary 
and mirrored backup copies of a database, despite the 
occurrence of a Suspending condition that interrupts the 
normal process of backing up the primary database. AS a 
Specific example, the invention may be applied in the 
environment of a DBMS including a host computer coupled 
to a primary controller, with multiple primary data Storage 
devices ("primary devices”) each coupled to the primary 
controller. Likewise, multiple Secondary data Storage 
devices (“secondary devices”) are each coupled to at least 
one Secondary controller, each Secondary controller being 
coupled to the primary controller. 

Multiple primary databases may reside on the primary 
devices. Despite being managed by a common primary 
controller, each database may advantageously be maintained 
according to a different database Software program, Such as 
DB2, ORACLE, IMS, or another type of program. For each 
primary database, a mirrored Secondary database resides on 
the Secondary devices, each Secondary database may reside 
on Secondary devices of one Secondary controller, or it may 
be spread acroSS the devices of multiple Secondary control 
lers. One of the hosts maintains an allocation map 
identifying, for each primary and each Secondary database, 
which primary and Secondary devices contain a portion of 
that database. 

Normally, data mirroring is performed continuously, 
unless it is interrupted by a "Suspending condition'. SuS 
pending conditions include the unavailability of one or more 
Secondary controllers or devices, the unavailability of the 
primary controller or one or more primary devices, and/or 
failed communications between primary and Secondary con 
trollers. Suspending conditions are detected by the host 
and/or the primary controller. 

In response to the Suspending condition, the host identi 
fies all primary and corresponding Secondary databases 
affected by the Suspending condition, and also identifies all 
primary and Secondary devices that contain these databases. 
The host then uses this information to instruct the primary 
controller to discontinue all ongoing read/write operations to 
the identified primary device(s), and to prevent future data 
exchanges with this primary device(s). To carry out this 
directive, the primary controller issues a “disable R/W' 
command to the affected primary device(s). 

The host also directs the primary controller to disable 
updating of the Secondary databases mirroring the affected 
primary databases. In response, the primary controller issues 
a "disable updates' to the Secondary controllers that manage 
Secondary devices containing any portion of the Secondary 
databases affected by the Suspending condition. After issu 
ing the “disable updates' command, the primary controller 
begins logging changes to the primary database. After the 
“disable updates' commands are carried out, the host issues 
an “enable R/W command to the primary controller, per 
mitting the primary controller to resume exchanging data 
with the previously disabled primary devices. 
When the primary controller detects removal of the sus 

pending condition, it begins to resynchronize the identified 
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4 
Secondary database. Such detection may be achieved, for 
example, by the host notifying the primary controller of the 
Suspending condition's removal, or by the primary control 
ler Sensing this condition itself. ReSynchronization is per 
formed by the primary controller applying its logged 
changes to the affected Secondary database(s). Also, the 
primary controller reactivates each identified Secondary 
database by issuing a “enable updates' command directing 
the Secondary controllers to resume updating the Secondary 
database to mirror the primary database. 

Accordingly, as shown above, one embodiment of the 
invention may be implemented to provide a method to 
backup database data So as to maintain data consistency 
between primary and mirrored backup database copies 
despite any interruptions in the backup process. A different 
embodiment of the invention may be implemented to pro 
vide a data Storage apparatus with mirrored primary and 
backup databases, where data consistency is ensured 
between primary and mirrored backup database copies 
despite any interruptions in the backup process. Still another 
embodiment of the invention may be implemented to pro 
vide a Signal-bearing medium tangibly embodying a pro 
gram of machine-readable instructions executable by a digi 
tal data processing apparatus to perform method Steps to 
ensure data consistency between primary and mirrored 
backup database copies despite any interruptions in the 
backup process. 

The invention affords its users with a number of distinct 
advantages. Importantly, the invention ensures consistency 
between a primary database and a mirrored Secondary 
database, despite occurrence of a Suspending condition Such 
as lost communications or another failure that prevents 
normal database mirroring. Consistency is maintained even 
for dependent updates, because the “disable updates' com 
mand is issued to all Secondary devices corresponding to the 
failed database. 

Another advantage is that the invention minimizes data 
unavailability caused by the Suspending condition. In 
particular, if the Suspending conditions Stems from a failure 
of a Secondary device, controller, or communication 
there with, the primary database is only unavailable during 
the brief period while the “disable R/W command is 
effective. Substantially instantaneously, with each Secondary 
controller ceasing updates within Seconds of each other. 
Accordingly, after the “disable updates' commands are 
successfully issued, an “enable R/W command is used, 
permitting the primary controller to come back on line. 
The invention is also beneficial Since it facilitates the use 

of multiple Secondary controllers with one primary 
controller, and also works well in an environment with 
multiple hosts and multiple primary controllers. The inven 
tion also provides a number of other advantages and 
benefits, which should be apparent from the following 
description of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The nature, objects, and advantages of the invention will 
become more apparent to those skilled in the art after 
considering the following detailed description in connection 
with the accompanying drawings, in which like reference 
numerals designate like parts throughout, wherein: 

FIG. 1 is a block diagram of the hardware components 
and interconnections of a multi-host DBMS in accordance 
with the invention. 

FIG. 2 is a simplified block diagram of a DBMS featuring 
an illustrative primary and Secondary database pair in accor 
dance with the invention. 
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FIG. 3 is a block diagram of an illustrative digital data 
processing machine in accordance with the invention. 

FIG. 4 is a plan View of an exemplary signal-bearing 
medium in accordance with the invention. 

FIG. 5 is a flowchart of an illustrative operational 
Sequence for ensuring consistency between primary and 
mirrored backup database copies. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

HARDWARE COMPONENTS & 
INTERCONNECTIONS 

Multi-Host DBMS 
Hardware Overview 
One aspect of the invention concerns a DBMS, which 

may be embodied by various hardware components and 
interconnections. FIG. 1 shows an exemplary DBMS 100, 
which includes a number of hosts 102-105, primary con 
trollers 108-109, and secondary controllers 112-115. In the 
example of FIG. 1, three secondary controllers 112-114 are 
shown coupled to the primary controller 108, and one 
secondary controller 115 is shown with the primary control 
ler 109. The number of secondary controllers associated 
with each primary controller may be increased or decreased 
according to the Specific needs of the application. Preferably, 
each Secondary controller is attached to its primary control 
ler via a channel Such as a channel link, telephone T1/T3 
line, Enterprise Systems Connection (“ESCON”) link, fiber 
optic link, computer network, long distance communications 
link or network, electromagnetic transmission link, or 
another appropriate Suitable means to exchange data. 

Also, each primary and Secondary controller is coupled to 
a data Storage unit. For instance, the primary controllers 
108-109 are coupled to data storage units 116-117, and the 
secondary controllers 112-115 are coupled to the data stor 
age units 118-121. A primary controller and its data Storage 
unit(s) may be referred to as a primary “location” or “site”. 
Likewise, a secondary controller and its data Storage unit(s) 
may be called a secondary “location” or “site'. 

Each of the hosts 102-105, for example, may comprise a 
data processing machine such as an IBM System/370 or 
IBM System/390 processor, programmed to compute and 
manipulate data and execute data facility Storage manage 
ment subsystem/multiple virtual systems (DFSMS/MVS) 
software. Each of controllers 108-109 and 112-115 may 
comprise, for example, an IBM 3990 (model 6) storage 
controller, including a memory controller and one or more 
cache memory units. AS an example, the data Storage units 
116-121 may comprise units from IBM 3390 (model 3) 
DASD Storage Subsystems. However, other types of Storage 
may be used instead, Such as optical disks, optical tape, 
magnetic tape, magnetic diskettes, Solid State memory, or 
any other Suitable Storage medium. 

Generally, each host 102-105 provides substantial com 
puting power for running application programs, whereas the 
storage controllers 108-109/112-115 provide the subsidiary 
functions necessary to efficiently transfer, Stage/destage, 
convert, and generally access large databases. The arrange 
ment of FIG. 1 may be optimized for robust disaster recov 
ery protection by Storing a database at a primary Site and 
Storing a mirrored backup copy of the database on the 
asSociated Secondary Site, where the Secondary Site is sepa 
rated from its primary Site by a distance of feet, kilometers, 
or even thousands of kilometers, depending upon the user's 
desired level of protection. In addition to providing a backup 
copy, the Secondary (or “remote') Sites also have access to 
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6 
enough System information to take over processing for the 
primary Site if the primary Site becomes disabled. 
Database Storage 

Each data Storage unit includes one or preferably multiple 
individual Storage "devices'. Preferably, each data Storage 
unit includes multiple DASD devices such as a redundant 
arrays of inexpensive disks (“RAID”). 
The present invention contemplates Storage of one or 

multiple databases in the primary data Storage units 
116-117. Each primary database may be stored in one 
primary data Storage unit, or spread acroSS both units 
116-117. Each primary database (or portion) contained on a 
primary data Storage unit is mirrored by a copy contained in 
one Secondary data Storage unit or spread acroSS multiple 
Secondary data Storage units. 

Each of the multiple primary databases may pertain to a 
different Subject matter, format, organizational Structure, 
version, or even different brands or types of database Soft 
ware. For example, the data Storage unit 116 may contain a 
DB2 database, an ORACLE database, an IMS database, and 
a number of other databases organized under these or other 
database Software programs. 

In the specific example of FIG. 1, the primary controllers 
108-109 cooperatively share management of a primary 
database, spread across the primary data Storage units 
116-117. This database, for example, may comprise a DB2 
database. The primary database is contained on the primary 
devices 150-151. Alternatively, instead of spreading the 
primary database among primary devices of different pri 
mary controllers, the primary database may be consolidated 
(not shown) on the primary devices of a single primary 
controller if desired. 
AS illustrated, the primary database is mirrored by a 

Secondary database, contained in the data Storage units 
118-121. Specifically, the secondary devices 154-156 mir 
ror the portion of the primary database Stored on the primary 
devices 150, and the secondary devices 158 mirror the 
portion of the primary database Stored on the primary 
devices 151. 
The allocation of backup data corresponding to the pri 

mary database is Stored in an allocation map 190 maintained 
by one or more host, represented by the host 104 in the 
example of FIG. 1. For each primary database, the allocation 
map 190 specifically identifies the primary devices contain 
ing some or all of that database; the allocation map 190 also 
cross-references each primary device to its mirroring Sec 
ondary device. For instance, in the case of the illustrated 
primary database, the allocation map 190 indicates that the 
primary database is stored on the devices 150-151, with the 
corresponding Secondary database being Stored on the Sec 
ondary devices 154-156 and 158. Preferably, the allocation 
map 190 also works in reverse, where a specific secondary 
device can be indexed to identify the primary databases it 
mirrors. 

Accordingly, each Secondary data Storage unit 118-121 
may duplicate a portion of one primary database (contained 
in the corresponding primary data storage unit 116 or 117), 
a portion of multiple primary databases, or even the entirety 
of one or more primary databases. These and other data 
management techniques of the invention are described in 
greater detail below. 
Single/No-Host DBMS 
Hardware Overview 

In contrast to FIG. 1, the invention may be instead 
implemented to provide a single or no-host DBMS, as 
illustrated by the DBMS 200 (FIG. 2). The DBMS 200 
includes a Single host 202 coupled to a primary controller 
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206. The host 202 contains an allocation map 204 for the 
databases managed by the primary controller 206. 
AS an alternative, the Separately illustrated host may be 

eliminated, with the primary controller 206 performing the 
necessary host functions; this constitutes a “no-host' envi 
ronment. In the no-host environment, an allocation map 250 
is used instead of the map 204. 

The primary controller 206 is coupled to a data Storage 
unit 212. The primary controller 206 is also coupled to 
multiple secondary controllers 208-210, each having 
respective data storage units 214-216. Preferably, each 
Secondary controllers attached to its primary controller via a 
channel Such as a channel link, telephone T1/T3 line, 
Enterprise Systems Connection (ESCON) link, fiber optic 
link, computer network, long distance communiations link 
or network, electromagnetic transmission link, or another 
appropriate Suitable means to exchange data. 
Database Storage 
AS in the example of FIG. 1, each data Storage unit 

212/214-216 of FIG. 2 includes one or preferably multiple 
individual Storage "devices'. Preferably, each data Storage 
unit includes multiple DASD devices such as a RAID 
arrangement. 

These devices may be operated to Store and allocate 
databases in a manner similar to the DBMS 200. For 
example, one or multiple databases may be contained in the 
primary data Storage unit 212. And, each primary database 
contained in the primary data Storage unit 212 is mirrored by 
a copy contained in one of the Secondary data Storage units 
214-216, or Spread acroSS multiple Secondary data Storage 
units 214-216. 

Each of the multiple primary databases may pertain to a 
different Subject matter, format, organizational Structure, 
version, or even different brands or types of database Soft 
ware. For example, the data Storage unit 212 may contain a 
DB2 database, an ORACLE database, an IMS database, and 
a number of other databases organized under these or other 
database Software programs. 

In the example of FIG. 2, the data storage unit 212 
includes a group of multiple Sub-Storage devices 224 con 
Stituting one primary database. AS an example, this database 
may constitute a DB2 database. The database stored on the 
devices 224 is backed up by spreading it acroSS the Second 
ary data Storage units 214-216. Particularly, Some data is 
stored in the devices 226, other data on the devices 227, and 
the remaining data on the device 228. 

The allocation of backup data corresponding to the pri 
mary database contained on the primary devices 224 is 
stored in the allocation map 204 (host environment) or in the 
allocation map 250 (non-host environment). The maps 204 
or 250 operate similarly to the map 190 discussed above. 

Accordingly, each data Storage unit 214-216 may dupli 
cate a portion of one primary database (contained in the data 
Storage unit 212), a portion of multiple primary databases, or 
even the entirety of one or more primary databases. These 
and other data management techniques of the invention are 
described in greater detail below. 
Exemplary Digital Data Processing Apparatus 

Another aspect of the invention concerns a digital data 
processing apparatus, which may be embodied by various 
hardware components and interconnections. FIG. 3 shows 
an example of one digital data processing apparatus 300. 
The apparatus 300 includes a processing unit 302, such as a 
microprocessor or other processing machine, coupled to a 
storage unit 304. In the present example, the storage unit 304 
includes a fast-acceSS memory 306 and nonvolatile Storage 
308. The fast-access memory 306 preferably comprises 
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random acceSS memory, and may be used to Store the 
programming instructions executed by the processing unit 
302 during such execution. The nonvolatile storage 308 may 
comprise, for example, one or more magnetic data Storage 
diskS Such as a “hard drive', a tape drive, or any other 
suitable storage device. The apparatus 300 also includes an 
input/output 310, Such as a line, bus, cable, electromagnetic 
link, or other means for exchanging data with the processing 
unit 302. 

Despite the Specific foregoing description, ordinarily 
skilled artisans (having the benefit of this disclosure) will 
recognize that the apparatus 300 may be still implemented in 
a machine of different construction, without departing from 
the Scope of the invention. As a Specific example, one of the 
components 306/308 may be omitted; furthermore, the stor 
age unit 304 may be provided on-board the processing unit 
302, or even provided externally to the apparatus 300. 

OPERATION 

In addition to the various hardware embodiments 
described above, a different aspect of the invention concerns 
a method for maintaining backup data in a DBMS. 
Signal-Bearing Media 

Such a method may be implemented, for example, by 
operating one or more digital data processing apparatuses 
(e.g., 300) to execute one or more sequences of machine 
readable instructions. These instructions may reside in Vari 
ous types of Signal-bearing media. In this respect, one aspect 
of the present invention concerns a programmed product, 
comprising Signal-bearing media tangibly embodying a pro 
gram of machine-readable instructions executable by a digi 
tal data processor to perform a method to maintain backup 
data in a DBMS, 

This signal-bearing media may comprise, for example, 
RAM (not shown) contained within one or more of the hosts 
102-105, primary controllers 108-109, and/or secondary 
controllers 112-115. Alternatively, the instructions may be 
contained in another signal-bearing media, Such as a mag 
netic data storage diskette 400 (FIG. 4), directly or indirectly 
accessible by a digital data processing apparatus as 
described above. Whether contained in the foregoing com 
ponents or elsewhere, the instructions may be Stored on a 
variety of machine-readable data Storage media, Such as 
DASD storage (e.g., a conventional “hard drive” or a RAID 
array), magnetic tape, electronic read-only memory (e.g., 
ROM, EPROM, EEPROM), an optical storage device (e.g. 
WORM, CD-ROM, DID, optical tape), paper “punch” 
cards, or other Suitable Signal-bearing media including trans 
mission media Such as digital and analog and communica 
tion links and wireless. In an illustrative embodiment of the 
invention, the machine-readable instructions may comprise 
lines of compiled PLX language Source code with associated 
C language microcode. 
Overall Sequence of Operation-Single Host Embodiment 

FIG. 5 shows a sequence of method steps 500 to illustrate 
one example of the method aspect of the present invention. 
For ease of explanation, but without any limitation intended 
thereby, the example of FIG. 5 is described with reference to 
the single host DBMS 200 described above in FIG. 2. In the 
context of the DBMS 200, the routine 500 generally operates 
to ensure the consistency of backup data on the Secondary 
data Storage units 214-216, even if a component of the 
primary or Secondary site becomes disabled. The StepS are 
initiated in task 502. 
Suspending Condition 

In step 504, a “suspending condition” is detected. A 
Suspending condition comprises an interruption in the Stor 
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age of backup data, caused by a failure in a primary 
controller, a primary device, a Secondary controller, a Sec 
ondary device or a communication link between a Secondary 
controller and its primary controller. More particularly, Some 
examples of Suspending conditions include: 

1. Where a Secondary device or data Storage unit Signals 
that it is “unavailable'. This may occur, for example, due to 
a problem occurring in a Storage device, the Secondary 
controller, a cache component, device cache, etc. 

2. Where the communications path between a Secondary 
controller and its primary controller is broken. This 
break may occur, for example, due to failure of a 
component of the primary controller, a Secondary 
controller, and/or a network used to interconnect the 
tWO. 

3. A Secondary controller or Secondary data Storage unit is 
powered down. 

4. A Suspending condition is manually triggered due to 
maintenance of the DBMS 200. 

5. A primary data Storage unit Signals “unavailable'. AS 
illustrated, the Suspending condition is detected by the 
primary controller 206. This may involve direct 
detection, or detection by another component (Such as 
the host 202 or a secondary controller 208-210) that 
notifies the primary controller of the Suspending con 
dition. When the Suspending condition is detected (step 
504), control advances to step 506. 

Taking Failed Device Down 
After the primary controller detects a Suspending condi 

tion in step 504, it notifies the host 202 of the Suspending 
condition in step 506. Notification of the host is performed 
to enable the host 202 containing the map 204 to assist in 
failure mode operation of the DBMS 200 and in the ensuing 
recovery. In the no-host embodiment, the primary controller 
omits the notification feature of step 506, since the primary 
controller 206 itself contains the map 250. For ease of 
explanation, further explanation of the routine 500 is based 
on the single host embodiment as illustrated in FIG. 2. 
Ordinarily skilled artisans, having the benefit of this 
disclosure, will recognize that, in the non-host environment, 
the primary controller 206 may perform the database man 
agement and recovery functions otherwise performed by the 
host 202. 

Also in step 506, the host 202 identifies the primary 
devices affected by the suspending condition. The “affected” 
devices include any devices containing data from the pri 
mary database(s) impacted by the Suspending condition. For 
instance, if the Suspending condition involves unavailability 
of a Secondary device, the affected primary devices include 
all those containing part of any primary database mirrored 
on the unavailable Secondary device. If the Suspending 
condition involves unavailability of a primary device, the 
affected primary devices include the unavailable primary 
device and all other primary devices containing any portion 
of primary database(s) that also reside on the unavailable 
primary device. If the Suspending condition involves a 
communications failure between the primary controller 206 
and the secondary controller 208, the affected primary 
devices include all primary devices containing data from any 
primary database mirrored on the data Storage unit 214. 
After identifying the affected primary devices, the host 202 
causes the primary data storage device(s) affected by the 
failed read/write operation to disable all read/write opera 
tions. This may be achieved by the primary controller 
issuing a “disable R/W command to the primary devices. 
The “disable R/W command effectively disables these 
devices, aborting all input/output (“I/O”) operations in 
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progreSS at that device, and also preventing performance of 
any new I/O operations. 
Disable Updates 

After step 506, the host 202 issues a “disable updates' 
command to the primary controller 206. In response to host 
issuance of the “disable updates' command, the primary 
controller 206 executes this command by disabling updates 
performed by all attached Secondary controllers that manage 
any part of the affected Secondary databases. 
More specifically, in step 508 the host 202 consults its 

map 204 to identify all secondary devices affected by the 
suspending condition. In other words, the host 202 refer 
ences the map 204 to identify each Secondary database (e.g., 
226, 227, 228) having a device affected by the suspending 
condition. If the secondary device 230 fails, for example, the 
entire database 226-228 is affected and thus all devices 
226-228. In this example, the host 202 identifies the primary 
controller to perform the “disable updates” for the affected 
secondary controllers 208-210. 

Considering FIG. 2 as an example, where the device 230 
has failed, the secondary controllers 208-210 each contain 
data from the same Secondary database affected by the 
Suspending condition. Table 1 depicts an example of an 
appropriate “disable updates' command for this situation, 
issued by the host 202 to an IBM 3990 (model 6) controller, 
where “X”, “Y”, and “Z” represent communications 
addresses of the secondary controllers 208-210. 

TABLE 1. 

Disable Updates Sequence 

FREEZE (SSID-X) 
FREEZE (SSID-Y) 
FREEZE (SSID-Z) 

The “disable updates' operation is actually implemented 
by the primary controller 206 issuing appropriate individual 
“disable updates' commands to each Secondary controller 
208-210. Despite the primary controller having one or more 
of its primary devices with disabled RJW, the primary 
controller 206 can still issue the necessary “disable updates' 
commands Since these do not involve I/O operations. Thus, 
the primary controller issues a “disable updates' command 
to all Secondary controllerS logically affected by the Sus 
pending condition. 
The “disable updates' command may operate, for 

example, by Severing a logical path between the primary and 
Secondary controllers, causing the Secondary controller to 
refuse future update instructions, or causing the primary to 
refrain from Sending update information to its Secondary 
controllers. In step 510, the host 202 (which issues the 
“disable updates' command) determines whether the com 
mand has been completed. AS an example, this may be 
confirmed by the primary controller 206 receiving a signal 
from each secondary controller 208-210 confirming receipt 
or implementation of the “disable updates' command. The 
primary controller 206 forwards this information to the host 
202, which thereby confirms full execution of the “disable 
updates' command. Steps 512 and 510 repeat until updating 
in all identified Secondary Sites Stops. 
Release Primary Controllers 
AS Soon after completion of the “disable updates' com 

mand as possible, the host 202 in step 514 issues an “enable 
R/W command to the primary controller 206, restoring the 
read/write ability of the primary device(s) disabled in step 
506. After the device(s) is restored, it is once again available 
for read/write operations. Thus, the affected primary device 
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(s) and the primary database 224 are only “down” for the 
brief period required to issue the “disable updates' com 
mands (tasks 508-512), after which the primary database is 
fully available. In the IBM 3990 environment, this may take 
about one Second. 

Since updates are still disabled at this time, the primary 
controller 206 preferably begins “change recording” as Soon 
as possible, to ease the updating of the Secondary database 
when it is ultimately brought back on line. Change 
recording, for example, may be performed by maintaining a 
bit map corresponding to the tracks of the data Storage unit 
212, each bit of the bit map is Set to a certain value, Such as 
binary “one', whenever the corresponding track is updated 
while the affected secondary site is disabled. A more pref 
erable approach is for the primary controller 206 or host to 
form an intermediate change, containing the changes to the 
primary database 224, the time of making the changes, and 
their location. With this approach, the changes can be 
entered in the secondary database 226-228 in the same order 
performed on the primary database 224, thereby ensuring 
consistency between the two mirrored databases. 
Re-synchronize and Return to Normal Operation 

After step 514, the primary controller 206 continues to 
perform I/O operations to the primary database normally 
until the Suspending condition is repaired. During this time, 
the primary controller 206 effects change records, and the 
secondary controllers 208-210 are deactivated due to the 
previously issued “disable updates' commands. 

After the cause of the original Suspending condition is 
finally determined and repaired (step 516), the primary 
controller 206 reactivates and restores the Secondary data 
base 226-228. As an example, this may be performed under 
host control. As an example, the primary controller 206 may 
issue an “enable updates' command to the Secondary con 
trollers 208-210, and then update the secondary database 
226-228 with the intermediate changes made to the primary 
database 224 as indicated by the change recording. The 
primary and Secondary databases now being Synchronized, 
the routine 500 ends in step 520. 
Overall Sequence of Operation-Multi-Host Embodiment 

Reference is again made to FIG. 5 to illustrate a different 
example of the method aspect of the present invention. In 
particular, the example of FIG. 5 is now described with 
reference to the multi-host DBMS 100 described above in 
FIG. 1. In the context of the DBMS 200, the routine 500 
generally operates to ensure consistency of backup data on 
the Secondary data Storage units 118-121, even if a compo 
nent of the primary or Secondary Site becomes disabled. 
These steps are initiated in task 502. 
Suspending Condition 

In step 504, a “suspending condition” is detected. 
Examples of Suspending conditions are provided above. In 
the illustrated example, the Suspending condition is detected 
by one or more of the hosts 102-105 that experience a 
failure in a requested read-write operation. Alternatively, the 
Suspending condition may be detected by another compo 
nent such as a primary controller 108 or 109, or a secondary 
controller 112-115. When the suspending condition is 
detected (step 504), control advances to step 506. 
Taking Failed Device Down 

After the Suspending condition is detected in Step 504, one 
of the hosts or primary controllers notifies the host 104 of the 
suspending condition in step 506. This notification is per 
formed to enable the host 104, which contains the map 190, 
to assist in the failure mode operation of DBMS 200 and the 
ensuing recovery. Alternatively, instead of Specifically noti 
fying the host 104 containing the map 190, the notifying 
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Source may instead simply notify all hosts 102-105 to avoid 
having to keep track of which host contains the map 190. 

Also in step 506, the host 104 identifies the primary 
devices affected by the suspending condition. The “affected” 
devices include any devices containing data from primary 
database(s) impacted by the Suspending condition. For 
instance, if the Suspending condition involves unavailability 
of a Secondary device, the affected primary devices include 
all those containing part of any primary database mirrored 
on the unavailable Secondary device. If the Suspending 
condition involves unavailability of a primary device, the 
affected primary devices include the unavailable primary 
device and all other primary devices containing any portion 
of the primary database(s) that also reside on the unavailable 
primary device. If the Suspending condition involves a 
communications failure between a primary controller and a 
Secondary controller, the affected primary devices include 
all primary devices containing data from any primary data 
base mirrored on the Secondary data Storage unit. 

After identifying the affected primary devices, the host 
104 causes the affected primary data storage device(s) to 
disable all read/write operations. This is preferably achieved 
by the associated primary controllers issuing “disable R/W' 
commands to these primary devices. AS discussed above, 
each “disable R/W command effectively disables a primary 
device, aborting all read or write operations in progreSS at 
that device, and also preventing performance of any new 
read or write operations. 
Disable Updates 

After step 506, the host 104 issues a “disable updates' 
command to all primary controllers whose data Storage units 
contain devices affected by the Suspending condition. In 
response to host issuance of the “disable updates' command, 
the identified primary controllers execute this command by 
disabling updates performed by all attached Secondary con 
trollers that manage any part of the affected Secondary 
databases. 

More specifically, in step 508 the host 104 consults its 
map 190 to identify all secondary devices affected by the 
suspending condition. In other words, the host 104 refer 
ences the map 190 to identify each Secondary database (e.g., 
154-156/158) having a device affected by the suspending 
condition. If the secondary device 154 fails, for example, the 
entire Secondary database contained on the Secondary 
devices 154-156 and 158 is affected. In this example, the 
host 190 identifies the primary controllers 108 and 109 
because they manage the primary database contained on the 
devices 150-151, which is mirrored on devices that include 
the failed device 154. Therefore, the primary controllers 
108-109 are selected to implement the “disable updates' 
command by disabling the secondary controllers 112-115. 

Considering FIG. 1 as an example, where the device 154 
has failed, the secondary controllers 112-115 each contain 
data from the Secondary database affected by the Suspending 
condition. Table 2 depicts an example of an appropriate 
“disable updates' command for the situation issued by the 
host 102 to IBM 3990 (model 6) controller, where “A”, “B”, 
“C”, and “D” represent communication addresses of the 
secondary controllers 112-115. 
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TABLE 2 

Disable Updates Sequence 

FREEZE (SSID-A) 
FREEZE (SSID-B) 
FREEZE (SSID-C) 
FREEZE (SSID-D) 

The “disable updates' operation is actually implemented 
by the primary controllers 108-109 issuing appropriate 
individual “disable updates' commands to each Secondary 
controller 112-115. Despite the primary controllers having 
one or more of their primary devices with disabled RIW, the 
primary controllers 108-109 can still issue the necessary 
“disable updates' commands since these do not involve 
updates of the database on the individual devices. Thus, the 
primary controllers 108-109 performs a “disable updates' 
command for all Secondary controllers logically affected by 
the Suspending condition. 
The “disable updates' command may operate, for 

example, as discussed in greater detail above. In Step 510, 
the host 104 (which issues the “disable updates' command) 
determines whether the command has been completed. AS 
an example, this may be confirmed by the primary control 
lers 108-109 receiving signals from each secondary con 
troller 112-115 confirming receipt or implementation of the 
“disable updates' commands or the primary controller(s) 
Signalling completion to the host. The primary controllers 
108-109 communicate this information to host 104, which 
thereby confirms full execution of the “disable updates' 
command. Steps 512 and 510 repeat until updating in all 
identified Secondary Sites Stops. 
Release Primary Controllers 
AS Soon after completion of a “disable updates' command 

is possible, the host 104 in step 514 issues an “enable R/W' 
command to the primary controllers 108-109, restoring the 
read/write ability of the primary device(s) disable in step 
506. After the device(s) is restored, it is once again available 
for read/write operations. Thus, the affected primary device 
(s) and the primary database are only “down” for the brief 
period required to issue the “disable updates' commands 
(tasks 508-512), after which the primary database is fully 
available. In the IBM 3990 environment this may take about 
one Second. 

Since updates are still disabled at this time, the primary 
controllers 108-109 preferably begin “change recording” as 
Soon as possible as discussed in greater detail above. 
Re-Synchronize and Return to Normal Operation 

After step 514, the primary controllers 108-109 continue 
to perform I/O operations to the primary database normally 
until the Suspending condition is repaired. During this time, 
the primary controllers 108-109 effect change records, and 
the secondary controllers 112-115 are deactivated due to the 
previously issued “disable updates' commands. 

After the cause of the original Suspending condition is 
finally determined and repaired (step 516), the primary 
controllers 108-109 reactivate and restore the secondary 
database. As an example, this may be performed under 
control by the host 104. More particularly, the primary 
controllers 108-109 may issue “enable updates' commands 
to the secondary controllers 112-115, and then update the 
secondary database 154-156/158 with the intermediate 
changes made to the primary databases indicated by change 
recording. The primary and Secondary databases now being 
synchronized, the routine 500 ends in step 520. 

OTHER EMBODIMENTS 

While there have been shown what are presently consid 
ered to be preferred embodiments of the invention, it will be 
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apparent to those skilled in the art that various changes and 
modifications can be made herein without departing from 
the Scope of the invention as defined by the appended 
claims. 
One modification, for example, is that Suspending condi 

tions occurring in a primary controller or primary data 
Storage unit may be treated as a Secondary failure. In this 
event, the Secondary controller may be treated as a primary 
controller, which disables all of its affected devices, issues 
an appropriate “disable' command to the affected primary 
controller, and continues the process 500 with the primary 
and Secondary components in reversed roles. 
What is claimed is: 
1. A method for maintaining backup data in a database 

management System (DBMS) including at least one primary 
controller, multiple primary data Storage devices each 
coupled to one of the primary controllers, multiple Second 
ary data Storage devices each coupled to one of multiple 
Secondary controllers, each Secondary controller being 
coupled to one of the primary controllers, wherein one or 
more primary databaseS reside on the primary data Storage 
devices and a corresponding number of Secondary databases 
reside on the Secondary data Storage devices, wherein the 
DBMS updates each secondary database to mirror its cor 
responding primary database, each corresponding primary 
and Secondary database together constituting a mirrored 
pair, the method comprising: 

at a first time, detecting unavailability of a first database 
for read/writes, Said first database being a member of a 
first mirrored pair including the first database and a 
counterpart database; 

identifying all primary and Secondary data Storage devices 
containing any data of the first mirrored pair of 
databases, said identified primary and secondary data 
Storage devices constituting affected primary and Sec 
ondary devices, 

discontinuing all read/write operations by the affected 
primary devices ongoing at the first time, also prevent 
ing future read/write by the affected primary devices, 

instructing each Secondary controller coupled to any 
affected Secondary devices to terminate updating of the 
affected Secondary devices, 

detecting termination of updating by the Secondary 
controllers, and in response thereto, resuming read/ 
writes with the affected primary devices; 

each primary controller coupled to affected primary 
devices receiving changes to the primary database of 
the first mirrored pair, and in response thereto, logging 
the received changes, 

detecting removal of the Suspending condition, and in 
response thereto, resynchronizing the Secondary data 
base of the mirrored pair by: 

applying the logged changes to the Secondary devices 
containing the Secondary database of the mirrored pair; 
and 

instructing the Secondary controllers to resume updating 
of the Secondary database of the mirrored pair to mirror 
its corresponding primary database. 

2. The method of claim 1, each primary controller being 
coupled to at least one host computer. 

3. The method of claim 2, the detecting of the first 
database's unavailability for read/writes being performed by 
one of the host computers experiencing a failed read/write 
operation. 

4. The method of claim 1, the first database being one of 
the primary databases, and the counterpart database being a 
corresponding one of the Secondary databases. 
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5. The method of claim 1, the first database being one of 
the Secondary databases, and the counterpart database being 
a corresponding one of the primary databases. 

6. The method of claim 2, the identifying of all primary 
and Secondary data Storage devices containing any data of 
the first mirrored pair of databases comprising: 

the host or primary controller accessing a machine 
readable map associating primary and Secondary data 
Storage devices with databases contained thereon. 

7. The method of claim 2, where: 
the at least one primary controller is a Single primary 

controller; 
the primary controller contains a machine-readable map 

asSociating primary and Secondary data Storage devices 
with databases contained thereon, and 

the identifying of all primary and Secondary data Storage 
devices containing any data of the first mirrored pair of 
databases comprises the primary controller accessing 
the map. 

8. The method of claim 1, the discontinuing of all read/ 
write operations with the affected primary devices ongoing 
at the first time and preventing of future read/writes with the 
affected primary devices comprising: 

the primary controllers coupled to affected primary 
devices causing discontinuance of all read/write opera 
tions with the affected primary devices ongoing at the 
first time and prevention of future read/writes with the 
affected primary devices by issuing a DISABLE 
READ/WRITES command to its affected devices. 

9. The method of claim 1, the at least one primary 
controller comprising multiple primary controllers. 

10. The method of claim 1, the Suspending condition 
comprising one of the primary or Secondary data Storage 
units Sending a message that it is unavailable for input/ 
output operations. 

11. The method of claim 1, the Suspending condition 
comprising an interruption in communications between a 
primary controller and one or more Secondary controllers. 

12. The method of claim 1, the Suspending condition 
comprising a cache failure occurring in one of the Secondary 
data Storage units. 

13. The method of claim 1, the suspending condition 
comprising one of the primary data Storage units. 

14. The method of claim 1, the suspending condition 
comprising removal of electrical power from a Secondary 
controller. 

15. The method of claim 2, the detecting of discontinu 
ance of updating of the Secondary database being performed 
by the host, wherein the host issues an ENABLE READ/ 
WRITES command to the primary controller and, in 
response to the ENABLE READ/WRITES command, the 
primary controller resumes exchanges of data with the 
primary data Storage devices. 

16. The method of claim 1, the logging of changes to the 
primary database comprising maintenance of a bit map 
where each bit represents Status of a corresponding Section 
of the primary database as being changed or unchanged 
Since the discontinuing of all read/write operations by the 
affected primary devices. 

17. The method of claim 1, the primary data storage units 
comprising magnetic data Storage disks, the Sections com 
prising Storage tracks. 

18. The method of claim 1, the logging of changes to the 
primary database comprising logging each change made to 
the primary database, a time of Said change, and an address 
of Said change in the primary database. 
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19. The method of claim 1, the discontinuance of all 

read/write operations discontinuing any read or write opera 
tion being performed by an affected primary device. 

20. The method of claim 1, the first database comprising 
a primary database, the method further comprising: 

applying the logged changes to the primary devices 
containing the first database. 

21. The method of claim 1, the instructing of each 
Secondary controller coupled to any affected Secondary 
devices to terminate updating of the affected Secondary 
devices comprising: 

the primary controllers coupled to Secondary controllers 
that are coupled to an affected Secondary device Send 
ing commands to Said Secondary controllers to termi 
nate updating of the affected Secondary devices. 

22. The method of claim 1, the detecting of termination of 
updating by the Secondary controllers comprising: 

the primary controllers receiving confirmation signals 
from the Secondary controller coupled to affected Sec 
ondary devices. 

23. A database management System, comprising: 
at least one primary controller; 
multiple primary data Storage devices each coupled to one 

of the primary controllers, 
multiple Secondary controllers, each coupled to one of the 

primary controllers, 
multiple Secondary data Storage devices each coupled to 

one of the Secondary controllers, 
multiple primary databaseS residing on the primary data 

Storage devices and a corresponding number of Sec 
ondary databaseS residing on the Secondary data Stor 
age devices 

wherein the primary controllers and Secondary controllers 
are programmed to perform a method for managing the 
primary and Secondary databases, Said method com 
prising: 
updating each Secondary database to mirror contents of 

its corresponding primary database; 
at a first time, detecting unavailability of a first database 

for read/writes, Said first database being a member of 
a first mirrored pair including the first database and 
a counterpart database; 

identifying all primary and Secondary data Storage 
devices containing any data of the first mirrored pair 
of databases, Said identified primary and Secondary 
data Storage devices constituting affected primary 
and Secondary devices, 

discontinuing all read/write operations by the affected 
primary devices ongoing at the first time, also pre 
venting future read/write by the affected primary 
devices, 

instructing each Secondary controller coupled to any 
affected Secondary devices to terminate updating of 
the affected Secondary devices, 

detecting termination of updating by the Secondary 
controllers, and in response thereto, resuming read/ 
writes with the affected primary devices; 

each primary controller coupled to affected primary 
devices receiving changes to the primary database of 
the first mirrored pair, and in response thereto, log 
ging the received changes; 

detecting removal of the Suspending condition, and in 
response thereto, resynchronizing the Secondary 
database of the mirrored pair by: 
applying the logged changes to the Secondary 

devices containing the Secondary database of the 
mirrored pair; and 
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instructing the Secondary controllers to resume 
updating of the Secondary database of the mirrored 
pair to mirror its corresponding primary database. 

24. The System of claim 23, each primary controller being 
coupled to at least one host computer. 

25. The system of claim 24, the detecting of the first 
database's unavailability for read/writes being performed by 
one of the host computers experiencing a failed read/write 
operation. 

26. The system of claim 23, the first database being one 
of the primary databases, and the counterpart database being 
a corresponding one of the Secondary databases. 

27. The system of claim 23, the first database being one 
of the Secondary databases, and the counterpart database 
being a corresponding one of the primary databases. 

28. The system of claim 24, the identifying of all primary 
and Secondary data Storage devices containing any data of 
the first mirrored pair of databases comprising: the host 
accessing a machine-readable map associating primary and 
Secondary data Storage devices with databases contained 
thereon. 

29. The system of claim 24, where: 
the at least one primary controller is a Single primary 

controller; 
the primary controller contains a machine-readable map 

asSociating primary and Secondary data Storage devices 
with databases contained thereon, and 

the identifying of all primary and Secondary data Storage 
devices containing any data of the first mirrored pair of 
databases comprises the primary controller accessing 
the map. 

30. The system of claim 23, the discontinuing of all 
read/write operations with the affected primary devices 
ongoing at the first time and preventing of future read/writes 
with the affected primary devices comprising: 

the primary controllers coupled to affected primary 
devices causing discontinuance of all read/write opera 
tions with the affected primary devices ongoing at the 
first time and prevention of future read/writes with the 
affected primary devices by issuing a DISABLE 
READ/WRITES command to its affected devices. 

31. The system of claim 23, the at least one primary 
controller comprising multiple primary controllers. 

32. The System of claim 23, the Suspending condition 
comprising one of the primary or Secondary data Storage 
units Sending a message that it is unavailable for input/ 
output operations. 

33. The system of claim 23, the Suspending condition 
comprising an interruption in communications between a 
primary controller and one or more Secondary controllers. 
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34. The system of claim 23, the suspending condition 

comprising a cache failure occurring in one of the Secondary 
data Storage units. 

35. The system of claim 23, the suspending condition 
comprising one of the primary data Storage units. 

36. The system of claim 23, the suspending condition 
comprising removal of electrical power from a Secondary 
controller. 

37. The system of claim 24, the detecting of discontinu 
ance of updating of the Secondary database being performed 
by the host, wherein the host issues an ENABLE READ/ 
WRITES command to the primary controller and, in 
response to the ENABLE READ/WRITES command, the 
primary controller resumes exchanges of data with the 
primary data Storage devices. 

38. The System of claim 23, the logging of changes to the 
primary database comprising maintenance of a bit map 
where each bit represents Status of a corresponding Section 
of the primary database as being changed or unchanged 
Since discontinuance of all read/write operations by the 
affected primary devices. 

39. The system of claim 23, the primary data storage units 
comprising magnetic data Storage disks, the Sections com 
prising Storage tracks. 

40. The System of claim 23, the logging of changes to the 
primary database comprising logging each change made to 
the primary database, a time of Said change, and an address 
of Said change in the primary database. 

41. The system of claim 23, the discontinuance of all 
read/write operations discontinuing any read or write opera 
tion being performed by an affected primary device. 

42. The System of claim 23, the first database comprising 
a primary database, the method further comprising: 

applying the logged changes to the primary devices 
containing the first database. 

43. The system of claim 23, the instructing of each 
Secondary controller coupled to any affected Secondary 
devices to terminate updating of the affected Secondary 
devices comprising: 

the primary controllers coupled to Secondary controllers 
that are coupled to an affected Secondary device Send 
ing commands to Said Secondary controllers to termi 
nate updating of the affected Secondary devices. 

44. The system of claim 23, the detecting of termination 
of updating by the Secondary controllers comprising: 

the primary controllers receiving confirmation signals 
from the Secondary controller coupled to affected Sec 
ondary devices. 
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