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ESCALATION OF FEEDBACK INSTANCES

CROSS-REFERENCE TO RELATED APPLICATION
This application claims priority to U.S. Patent Apphiecation No. 14/675,678, filed

W

March 31, 2015, entitled “Escalation of Feadback Instances,” which is incorporated

herein by reference in its entirety.

BACKGROUND

User-defined network cloud ("UDNC™} strategic objectives include exploiting
10 the economic advantages of runming network functions on general purpose hardware
platforms using cloud technology to manage resources elastically based upon business
and technical policies. Services can be designed, created, deploved, and managed in
near-real time, rather than requiring software development cycles to create or modidy
services. Enhanced control, orchestration, management, and policy (“ECOMP”) 1s the
15 framework that provides service creation and operational management of UDNC.
ECOMP enables significant reductions m the time and cost required to develop, deploy,

operate, and retire products, services, and networks,
Within ECOMP frameworks, policy has emerged as the brain trust that enables
dynamic real-time decision making processes. Policy plays a key role in the "feedback
20 instance” domain. A feedback instance typically involves at least two actors, including
policy as one of the actors, but in many cases, a feedback instance involves more than
two aclors. Other common aclors might include orchestrators, controllers, network
functions, analvtic modules, combinations thereof, and the like. In the current market,
feedback instances are consiructed statically fo identify and/or to solve certain known
25 anomalies. This approach will not scale up m the highly virtualized, real-time, and

dynamic environment of UDNC.

SUMBMARY
Concepts and technologies disclosed herein are directed to the escalation of
30 feedback instances. According to one aspect of the concepts and technologies disclosed
herein, a feedback mstance escalation resolver (“"FIER™) system can receive a feedback

imstance escalation request from an original feedback instance. The feedback nstance
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escaiation request can identify a deficiency in the original feedback instance. The FIER
system can examing the feedback instance escalation request and an objective of the
original feedback instance to identify a new objective of an escalated feedback instance.

The FIER system can create a definition for the escalated feedback instance to satisty the

W

objective and can map the definition for the escalated feedback instance to an existing

feedback mstance model. The FIER svstem can generate a feedback instance escalation

realization request directed to a feedback instance orchestrator and controller (“"FIOC™)
system. The feedback instance escalation realization request can mstruct the FIOC
system {o realize the escalated {eedback instance.

10 In some embodiments, the definition for the escalated feedback instance includes
a target and an input to satisty, at least in part, the new objective. The FIER system, in
some embodiments, can map the definition for the escalated feedback mstance to an
active feedback mstance model. The FIER system can map the definition fo the active
feedback mstance model utilizing a table of all or a relevant subset of available feedback

1S instance models. The FIER system can map the definition to the active feedback instance
model and to a further active feedback instance model.  The FIER system can calculate
a distance score for the active feedback instance model from the definition for the
escalated feedback instance and a further distance score for the further active feadback
mstance model from the definttion for the escalated feedback instance. The FIER system

20 can select either the distance score or the further distance score based upon a closest

match to the definition for the escalated feedback instance.

The FIER system, in some embodiments, can map the definition for the escalated
feedback instance to a non-active feedback instance model. The FIER sysiem can map

the definition to the non-active feedback instance model utilizing a table of all or a

N2
W

relevant subset of available feedback instance modeis. The FIER system can map the
definition o the non-active feedback instance model and to a further non-active feedback
mstance model.  The FIER system can calculate a distance score for the non-active
feedback instance model from the definition for the escalated feedback instance and a
further distance score for the further non-active feedback instance model from the
30 defimtion for the escalated feedback instance. The FIER system can select either the
distance score or the further distance score based upon a closest maich to the defirution

for the escalated feedback instance.
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According to another aspect of the concepts and technologies disclosed herein, a
computer-readable storage medium can include computer-executable mstructions. The
computer-executable instructions can be executed by a processing unit of a FIER system

to cause the FIER system to perform operations. The FIER system can perform

W

operaiions the same as or similar to those deseribed above.
According to another aspect of the concepts and technologies disclosed herein, a
F10C system can receive a feedback instance escalation realization request o realize an
escaiated feedback instance based upon an existing feedback instance model to satisfy
an objective and {o cure a deficiency in an oniginal feedback mstance. The FIOC system
10 can deternune whether 1o activate a non-active feedback instance model as the existing
feedback instance model upon which to realize the escalated feedback instance or to
associate the feedback instance escalation realization request with an active feedback
instance based upon an active feedback instance model as the existing feedback jnstance
model upon which to realize the escalated feedback instance. If a determination to
15 activate the non-active feedback instance model as the exisiing feedback instance model
ts made, the FIOC system can retrieve the non-active feedback nstance model and can
activate the escalated feedback instance based upon the non-active feedback instance
model.
In some embodiments, if a determunation to activate the active feedback instance
20 model as the existing feedback mstance model 1s made, the FIOC systern can associate
the feedback instance escalation realization request with the active feedback instance
model to realize the active feedback instance as the escalated feedback nstance.
In some embodiments, the FIOC system can determine to re-activaie the non-
active feedback instance model as the existing feedback nstance model upon which to

calize the escalated feedback instance. In these embodiments, the non-aciive feedback

N2
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mstance model was previously activated to realize one or more feedback instances.
In some embodiments, the deficiency in the onginal feedback mstance includes
a number of actors. In some embodiments, the deficiency in the original feedback
instance includes a type of actor. In some embodiments, the deficiency in the original
30 feedback instance includes an inactivity of a particular actor. In some embodiments, the
deficiency n the original feedback instance includes a number of operational parameter.

In some embodiments, the deficiency in the original feedback instance includes a type of
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operational parameter. In some embodiments, the deficiency in the original feedback
mstance mcludes an analvtic application. In some embodiments, the deficiency in the
original feedback nstance includes another atinbute.

it should be appreciated that the above-described subject matier may be

W

fmplemented as a computer-controlled apparatus, a computer process, a compuiing
systern, or as an article of manufacture such as a corputer-readable storage medium.
These and various other features will be apparent from a reading of the following
Dietailed Description and a review of the associated drawings.

This Summary 1s provided to introduce a selection of concepts i a simplified
10 form that are further described below in the Detailed Description. This Summary 1s not
intended 1o identifv kev features or essential features of the claimed subject matter, nor
15 it intended that this Summary be used to limit the scope of the claimed subject matter.
Furthermore, the claimed subject matter is not limited to implementations that solve any

or all disadvantages noted in any part of this disclosure,

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a block diagram illustrating aspects of a feedback mnstance
architecture, according to an illustrative embodiment.

FIGURES 2A-2B is a flow diagram llustrating aspects of a method for operating

20 the feedback instance architecture, according to an dlustrative emnbodiment.

FIGURE 3 is a block diagram illustrating further aspects of the feedback instance
architecture, according to an illustrative embodiment.

FIGURE 4 1s a flow diagram illustrating aspects of a method for creating and

managing teedback instances in the feedback nstance architecture, according fo an

N2
W

tustrative embodiment of the concepts and technologies disclosed herein.

FIGURE 3 1s a block diagram illustrating {urther aspects of the feedback instance
architecture, according to an illustrative embodiment.

FIGURE 6 is a flow diagram illustrating aspects of a method for modifying an
existing feedback instance in the feedback instance architecture, according to an
30 iHustrative embodiment of the concepts and technologies disclosed herein,

FIGURE 7 is a block diagram illustrating further aspects of the feedback mnstance

architecture, according to an illustrative embodiment.
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FIGURE 8 1s a flow diagram illustrating aspects of a method for escalating a
feedback instance in the feedback insiance architecture, according to an Hustrative
embodiment of the concepts and technologies disclosed herein.

FIGURE 9is a block diagram iliustrating further aspects of the feedback instance

W

architecture, according to an illustrative embodiment.

FIGURE 10 is a flow diagram illustrating aspects of a method for consulting
among feedback instances in the feedback instance architecture. according to an
iHustrative embodiment of the concepts and technologies disclosed herein.

FIGURE 11 13 a block diagram ilustrating further aspects of the feedback
10 instance architecture, according to an illustrative embodiment.

FIGURE 12 is a flow diagram iilusirating aspects of a method for coordinating
muliiple feedback instances to determine optimal actions i the feedback instance
architecture, according to an illustrative embodiment of the concepts and technologies
disclosed herein.

15 FIGURE 13 is a block diagram iHustrating further aspects of the feedback
mnstance architecture, according to an llustrative embodiment.

FIGURE 14 5 a flow diagram illustrating aspects of a method for selecting
feedback instance modes, according to an illustrative embodiment.

FIGURE 15 1g a block diagram Hustrating an example computer system capable

20 of implementing aspects of the ernbodirnents presented herein.
FIGURE 16 1s a diagram illustrating a network, according to an illustrative

embodiment.

DETALLED DESCRIPTION

N2
W

Cwrrently, feedback instances are statically established and provisioned in
different lavers of a compute, storage, network, and management infrastructure. For each
feedback mstance provisioned i the layered infrastructure, data are collected, anomalies
are analvzed, and actionable tasks are derived by a policy engine for enforcement
components to execute. When the infrastructure becomes more complex, such as with
30 hundreds of thousands of feedback instances running to track down problems and

anomalies detected in both the virtual and physical world, drlling down and venfving



WO 2016/161066 PCT/US2016/025167

the true root cause of these problems and anomalies based upon advanced policy
constructs will be greatly increased.
Concepts and technologies disclosed heremn are directed to the dynamic creation

and management of ephemeral coordinated feedback instances to address the

W

aforementioned problems and others that will become apparent after reading this
disclosure. According to embodiments of the concepts and technologies disclosed
herein, anew feedback instance can be created automatically or semi-automatically when
a need is identified. A feedback instance model can be establishad based upon model
templates and policies by a feedback mstance resolver and creator entity. The
10 objective(s) of the model can be identified based upon one or more requests. The target
actors can be identified, input attribuies can be collected, and analytic applications can
be identified or created. The feedback instance model can be stored in a reposttory for
later use. A feedback instance can be instantiated based upon the feedback instance
model to be handled by another entity referred to herein as a feedback instance
15 orchestrator and controller ("FIOC™). The FIOC entity can retrieve the fesdback instance
model from the repository, implement the model, verify the {eedback wnstance model
result, and activate a new feedback instance based upon the feedback mstance model n
production.
Other concepts and technologies disclosed herein are directed to policy-based
20 modification of existing feedback instances. In accordance with one aspect disclosed
herein, a feedback instance change and upgrade resolver (“FICUR™) entity can modify
feedback instance models based upon exiensibility of one or more policies. More
particularly, the FICUR entity can examine an original objective of a feedback instance

maodel and can compare the oniginal objective {o a change/upgrade request. The original

N2
W

objective can be extended based upon one or more model extensibility policies to specify
a modified objective. Additional atiributes can be added to the feedback instance model
based upon the modified objective. The realization of the modified feedback instance
model can be handled by another entity referred to herein as a feedback instance
orchestrator and controller ("FIOC™). The FIOC entity can retrieve the modified
30 feedback instance model that the FICUR entity modified and can implement the modified
portion of the modified feedback instance model to an existing feedback instance m

production.

6
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Other concepts and technologies disclosed herein are directed to the escalation of
feedback mstances. Tn accordance with one aspect disclosed herein, a policy driven
feedback mstance escalation resolver ("FIER”) entity can enable a dynamic method of

escalating from an original feedback instance to a different feedback instance in the same

W

domain or across different domains. The FIER can refine the objective of the onginal
feedback nstance. Based on the refined objective, the FIER can search a plurality of
active and non-active feedback interface models to determine one or more possible
candidates. The FIER can then apply a distance calculation to obtain the highest score
candidate. A model identifier is obtained from the highest score candidaie. Reahization
10 of the feedback instance escalation can be handled by the FIOC. The FIOC can retrieve
the model using the model identifier received from FIER from a model repository. If the
feedback instance 1¢ in a non-active state, the FIER can re-aciivate the model first. The

FIER can then associate an escalation plan to the escalated active model in runtime.
Other concepts and technologies disclosed herein are directed to consultation
1S among feedback mstances. In accordance with one aspect disclosed herein, a feedback
mnstance consuliation and interaction resolver ("FICIR”) entity can enable a dynamic way
for a feedback mstance to issue a consuliation request to another feedback instance in the
same domain or across different domain(s). The FICIR entity can attempt to map the
consultation request to an available application programming interface (CAPIT)
20 published by one or more feedback instances. If an available AP is found, the FICIR
entity can record a method of API invocation in an active feedback instance storage in
association with a requesting feedback instance model. If no available AP is found. the
FICIR entity can map the consuliation request {0 a closest match to a target feedback

mstance objective. Once matched, the FICIR entity can map the consultation request to

N2
W

an event type that the target feedback instance already supports. The FICIR entity can
retrieve an event response that the target feedback instance publishes. An interaction
mechanism can be recorded back (o both the requesting feedback instance and the target
feedback instance in the active feedback instance store. Realization of the feedback
instance intercommunication can be handied by the FIOC entity. The FIOC entity can
30 receive one or more model identifiers from the FICIR. The FIOC can use the model

wdentifier(s) fo retrieve the corresponding feedback instance model(s) from a model
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repository. The FIOU can enable/upgrade an intercommunication path between the
requesting feedback mmstance and the target feedback mstance.
Other concepts and technologies disclosed herein are divected to multiple

feedback mstance inter-coordination to determine optimal actions. In accordance with

W

one aspect disclosed herein, a feedback instances coordination and optimization resolver
(“FICOR™) entity can receive events {from a group of feedback mstances. The FICOR
can leverage policies to develop a coordinated optimization plan to optimize actions
performed by the group of fesdback instances. Realization of the coordinated
optimization plan can be handled by the FIOC. The FIOC entity can interact with all
10 participating feedback instances in the group and can execute the coordinated
optimization plan to optimize actions performed by the group of feedback insiances.
Other concepts and technologies disclosed herein are directed to modes of policy
participation for feedback instances. A mode can represent a degree or level of guidance,
congtraints, and/or interactions providad by policy. Alternatively, or more generally, a
15 mode can reflect different policy guidance, constraints, and/or interactions. In
accordance with one aspect disclosed heren, a feedback instance can be adjusted and
executed at an optinized policy participation level mode ("PPLM”) based upon current
feedback mstance conditions. Explicit involvement of policy can be automatically or
manually adjusted to a suitable mode based upon data associated with traffic conditions,
20 computing resource conditions, network resource conditions, energy conditions, prionty
consideration, or a combination thereof.
While the subject matter described herein may be presented, at times, in the
general context of program modules that execute in conjunction with the execution of an

operating svstem and application programs on a conmputer system, those skilled in the art

N2
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will recognize that other implementations may be performed in combination with other
tvpes of program modules. Generally, program modiles include routines, programs,
components, data structures, computer-executable wnstructions, and/or other types of
structures that perform particular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciaie that the subject matter described herein
30 mayv be practiced with other compuler systems, including hand-held devices, mobile
devices, wireless devices, multiprocessor svstems, distributed computing systems,

microprocessor-based  or programumable consumer electronics, minicomputers,
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mainframe computers, routers, switches, other computing devices described herein, and
the hike.
Turning now to FIGURE 1, a block diagram ilustrating aspects of a feedback

instance architecture 100 will be described, according to an tllusirative embodiment. A

W

feedback mstance, as used herein, is an intentional, directed feedback loop that can be
utilized to effect, at least in part, one or more policies in a cloud computing environment.
A feedback instance can include one or more targets, one or more objectives, and one or
more inputs. A feedback instance can optionally include a duration, a siate, a history, or
a combination thereof A target can mclude one or more actors to be influenced by a
10 feedback instance. Aun actor can include one or more components of the feedback
instance architecture 100, one or more existing feedback instances, one or more
orchestrators, one or more controliers, one or more network functions, traditional rouiers,
traditional switches, traditional firewalls, servers, computing devices, storage devices,
one or more analytic modules, one or more virtual functions (e.g., virtual network
15 functions, virtual system functions, and/or virtual application functions, and other
components (not shown), and combinations thereof. An aclor alternatively can include
a scope of orchestration that includes operations performed bv one or more corponents
of the feedback instance architecture 100, one or more existing feedback imstances, one
or more orchesirators, ong or more conirollers, one or more network functions, one or
20 more analviic modules, and/or other components of a cloud computing environment. An
objective can include one or more goals to be achieved by a feedback instance, along
with any pertinent definitions and scopes 1o meet the goal{s). An inpui can include any
data to be uitlized by a feedback instance to at least partially achieve an objective. A

duration can wnclude a lifespan of a feedback instance, a time-to-live ("TTL™) of a

N2
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eedback instance, or other similar atiributes. A state can include active, dormant, and
reserved states. Tt is coniemplaied that other states can be defined to accommodate other
scenarios. A history can include when a feedback instance was used.

The illustrated feedback instance architecture 100 includes one or more policy
requestors 102, a policy engine ("PE™} 104, a policy repository 106, one or more policy
30 enforcement points 108, a feedback instance model repository 110, one or more other
repositories 112, a feedback mstance resolver and creator (“FIRC™) 114, a feedback

instance change and upgrade resolver ("FICUR™) 116, a feedback instance escalation
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resolver {(“FIER™} 11%, a feedback instance consuliation and interaction resolver
(“FICIR™} 120, a feedback mstance coordination and optimization resolver (“"FICOR™)
122, a feedback instance mode operation monitor and selector ("FIOM/FIMOS™) 124, a

feedback instance orchestrator and controller ("FIOC™) 126, and one or more feaedback

W

mstances [28A-128N (collectively “feedback instances”™ 128).  Each of these
components and others will be described in detail below. While connections are shown
between some of the components tllusirated in FIGURE 1, it should be undersiood that
some, noneg, or all of the components illusirated in FIGURE 1 can be configured o
interact with one another o carry oul various operations described herein. Thus, it should
10 be understood that FIGURE 1 and the following description are intended to provide a
general understanding of a switable environment in which varipus aspects of
embodiments can be implemented, and should not be construed as being limiting in any
way.
The policy requestor{s} 102 can include any entity that can utilize one or more
15 policies. In some embodiments, the policy requestor 102 includes a component of the
feedback instance architecture 100. In some other embodiments, the policy requesior
102 includes an activated feedback wmstance. The policy requestor 102, in other
embodiments, includes a customer, a service provider, or other human or non-human
entity. The policy requestor{s) 102 can generate one or more policy requests 130 directed
20 to the PE 104, The policv request(s) 130 can be generated automatically by the policy
reqguestor(s) 102, semi-automatically by the policy requestor(s} 130 along with input
received from one or more external sources such as one or more human operators, or
manually in response to input received exclusively from one or more human operators.

The PE 104 can receive data associated with one or more events (illustrated as

N2
W

event data 132}, data associated with one or more operational inquiries (ilustrated as
operational inquiry data 134), and/or data associated with an active monitoring process
(illusirated as active monitoring data 136). The policy requesior(s) 102 can communicate
with the PE 104 to retrieve at least a portion of the event data 132, the operational mquiry
data 134, the active monitoring data 136, or some combination thereof. In some
30 embodiments, the policy requestor{(s) 102 can subscribe {0 at least a portion of the event
data 132, the operational imquiry data 134, the active momntoring data 136, or some

combination thereof. The policy requestor(s) 102 can subscribe directly to the

10
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component that is the source of at least a portion of the event data 132, the operational
mquiry data 134, the active monttoring data 136, or some combination thereof.
The PE 104 can receive the policy request(s) 130 from the policy requestor(s)

102 and can determine, through a policy decision process, whether to activate one or

W

more existing policies, such as one or more policies 138A-~138N (collectively “policies”
138}, stored in the policy repository 106, If the PE 104 determunes that at least one of
the policies 138 in the policy repository 106 should be activated in response to the policy
request(s}) 130, the PE 104 can retrieve at least one of the policies 138 from the policy
repository 106 and can instruct the policy enforcement point{s) 108 to enforce at least
10 one of the policies 138, The policy enforcernent point(s) 108 can be or can include one
or more orchestrators, controilers, application servers, other servers, one or more of the
feedback instances 128A-128N, combinations thereof, and the like. If, however, the PE
104 determunes that none of the policies 138 in the policy repository 106 should be
activated in response to the policy request{s) 130, the PE 104 can deternune that a
15 feedback instance should be uiilized, at least in part, to satisfy the policy request(s} 130
The PE 104 can communicate with the FIRC 114, the FICUR 116, the FIER 118, the
FICIR 120, the FICOR 122, the FIOM/FIMOS 124, the FIOC 126, or some combination
thereof to utilize, at least in part, one or more of the feedback instances 128 and/or create
one or more new feedback mstances 1o satisty the policy request(s) 130.
20 The PE 104 can communicate with the FIRC 114, The FIRC 114 can create one
or more new feedback instance models for root cause identification of problems and
policy opiimization purposes. In some embodiments, the FIRC 114 can create one or
more new feedback mstance models, which might be based, at least in part, upon one or

more model templates stored 10 the feedback instance model repository 110, or maght be
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generated without any model template. The FIRC 114 can create the new feedback
mstance model(s) i response to a request received from the PE 104 The FIRC 114 can
identify one or more intentions/objectives for the new feedback instance model. The
FIRC 114 can identifv one or more actors o be utilized by the new feedback instance
model. The FIRC 114 can identify one or more input atiribites to be collected by the
30 new feedback instance model. The FIRC 114 can identify one or more applications that
should be utilized by the new feedback instance model. The FIRC 114 also can generate

a feedback instance model identifier and can associate the feedback instance model

1
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identifier with the new feedback instance model. The FIRC 114 can store the new
feedback instance model and the feedback instance model 1dentifier 1n a non-active
feedback mstance model storage 140 of the feedback mstance model repository 110

Realization of feedback instance models can be handled by the FIOC 126, The FIOC

W

126 can retrieve the new feedback mstance model created by the FIRC 114, implement

the new feedback instance model, verify that the new feedback instance model creates

the appropriate model results, and can activate one or more new feedback instances in
production based upon the new feedback instance model.

The PE 104 can communicate with the FICUR 116, The FICUR 116 can modify

10 the scope of one or more existing feedback instance models for root cause identification

of problems and policy optimization purposes. The FICUR 116 can modify (e.g., change

and/or upgrade) one or more exisiing feedback instance models stored in the feedback

imstance model repository 110 based upon one or more model extensibility policies, such

as one or more of the policies 13% stored in the policy repository 106. The FICUR 116

IS can examine an original intention/objective of one or more existing feedback instance

models and compare the original mtention/objective to a modification request received

from the PE 104, The FICUR 116 can extend the original intention/objective of one or

more existing feedback instance models based upon one or more model extensibility

policies.  The FICUR 116 can add ome or more atiributed based upon the

20 modified/extended original intention/objective. The FICUR 116 can utilize the same

feedback instance model identifier as the original feedback instance model prior to

modification. Realization of modified feedback instance models can be handled by the

FIOC 126, The FIOC 126 can retrieve a modified feedback instance model created by

the FICUR 116, mplement the modified feedback instance model or iroplement the
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maodified portion of the modified feedback instance model, verify that the modified
feedback mstance model creates the appropriate model results, and can activate one or
more feedback mstances or modify one or more feedback instances currently in
production based upon the modified feedback instance model.

The PE 104 can communicate with the FIER 118. The FIER 118 can enable a
30 dynamic process of escalating from an original feedback instance to a different feedback
mstance in the same domain or across different domains. The FIER 118 can convey one

or more 1ssues unresolved in one feedback instance, such as one of the feedback instances
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128, to another active or non-active feedback instance. The FIER 118 can refine an
existing intention/objective of the original feedback instance or can create a new
intention/objective for the original feedback instance. Based upon the refined or new

intention/objective, the FIER 118 can search the non-active feedback instance model

W

storage 140 and an active feedback instance model storage 142 of the {eedback instance

model repository 110 to find any candidate feedback instance model(s) that can be

utilized to satisty the refined or new intention/objective. The FIER 118 can performa

distance calculation process to determine how close each candidate feedback instance

model 15 to a model that shares the refined or new intention/objective. The FIER 113

10 can select the candidate with the highest distance score (i.e., closest maich) and can

obtain the model identifier associated with that candidate and can provide the model

identifier {o the FIOC 126, Realization feedback mstance escalation can be handled by

the FIOC 126, The FIOC 126 can retrieve the appropriate feedback instance model from

the feedback instance model repository 110 using the model identifier receivad from the

15 FIER 118 If the feedback instance model is in a non-active state, the FIER 118 can
activate or re-activaie the model for escalation.

The PE 104 can commmunicate with the FICIR 120, The FICIR 120 can bwld or

extend the interaction capability between two feedback instance models to allow a

requesting feedback instance model to acquire information from ancther feedback

20 instance model. The FICIR 120 can enable a dynamic process through which a

requesting feedback instance can issue a consultation request to another feedback

instance in the same domain or across different domains. The FICIR 120 can map a

consultation request to an available application programming interface (“API)

published by (e.g.. exposed bv) one or more feedback wnstances. I an APY 15 found, a
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method of API invocation can be recorded in the requesting feedback instance model in
the active feedback instance model storage 142, I no API s found, the FICIR 120 can
map the consultation request to a closest target feedback instance intention/objective.
Once maiched, the FICIR 120 can map the request fo an event type that the target
feedback instance already supports. The FICIR 120 can retrieve an event response that
30 thetarget feedback insiance publishes. The interaction mechanism can be recorded back
to both the requesting feedback mstance model and 1o the target feedback instance model

in the active feedback instance model storage 142. Realization of feedback instance
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intercommunication can be handled by the FIOC 126, The FIOC 126 can retrieve the
models from the {eedback instance model repository 110, The FIOC 126 can then
enable/upgrade an intercommunication path between the requesting feedback instance
and the target feedback instance.

The PE 104 can cormmunicate with the FICOR 122, The FICOR 122 can receive

W

events from a group of feedback instance and can leverage one or more policies, such as
one or more of the policies 138, to develop a coordinated optimization plan. Realization
of the coordinated optimization plan can be handled by the FIOC 126, The FIOC 126
can mteract with all participating feedback instances to execute the coordinated

10 optirmization plan.
in a feedback loop construct, a set of components can inferact with each other in
a determimistic manner. For example, in a feedback loop instance that involves three
actors such as a controller, a policy engine, and an analytic module, the analvtic module
can collect events and logs from the controller; the policy engine can detect one or more
1S anomalies: the policy engine also can subscribe to events and can deliver actionable
mstractions to the controller for adjustment (o anomalies and/or evenis; and the controller
can execute the action{s} and can log the result in a log entity. This pattern can be
repeated continuously until the feedback mstance is deactivated. This deterministic
mechanism fails fo support additional flexibility and/or efficiency of how the entire
20 feedback mstance should be executed based on various conditions, especially the level
of participation/contribution from an external policy engine in a given runtime condition.
The PE 104 can communicate with the FIOM/FIMOS 124, The FIOM/FIMOS
124 can coordinate adjustioent and execution of policy participation level mode

("PPLM™) based upon current feedback instance conditions. Based on traffic conditions,

N2
W

computing or network resource conditions, energy conditions and priority
considerations, explicit involvement of policy can be automatically or manually
tuned/adjusied 1o a sutiable mode. A “mode,” as used herein, can represent a degree or
tevel of guidance, constraints, required interactions, and/or the like provided by a policy.
Alternately, or more generally, modes may reflect different (alternative, in any respect)
30 policy gwdance, constraints, required interactions, and/or the like.

Turning now to FIGURES 2A-2B, aspects of a method 200 for operating the

eedback instance architecture will be described, according to an illustrative

14
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embodiment. It should be undersiood that the operations of the methods disclosed herzain
are not necessanily presenied in any particular order and that performance of some or all
of the operations in an alternative order(s) is possible and is contemplated. The

operations have been presented in the demonsirated order for ease of description and

W

iHustration.  Operations may be added, omtted, and/or performed simulianeocusly,
without departing from the scope of the concepts and technologies disclosed herem.
it also should be understood that the methods disclosed herein can be ended at
any time and need not be performed in its entirety. Some or all operations of the methods,
and/or substantially equivalent operations, can be performed by execulion of computer-
10 readable instructions included on a computer storage media, as defined heremn. The term
“computer-readable instructions,” and vanants thereof, as used hersin, is used
expansively to include routines, applications, application modules, program modules,
programs, coraponents, data structures, algorithms, and the like. Computer-readable
mstructions can be implemented on various system configurations including single-
IS processor or multiprocessor systems, minicompuiers, mainframe computers, personal
computers, hand-held computing devices, muicroprocessor-based, programmable
consumer electronics, servers, routers, switches, combinations thereof, and the like.
Thus, it should be appreciated that the logical operations described herein are
implemented (1) as a sequence of compuler implemented acts or program modules
20 runrung on a computing systern and/or (2) as interconnected machine logic circuits or
circuit modules within the computing system. The implementation is a matter of choice
dependent on the performance and other requirements of the computing system.
Accordingly, the logical operations described herein are referred to variously as states,

operations, structural devices, acts, or modules. These states, operations, structural
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devices, acts, and modules may be implemented in software, in firmware, in special
purpose digital logic, and any combination thereof. As used herein, the phrase “cause a
processor {0 perform operations” and vartants thereof 1s used to refer to causing a
Processor, a progessor one or more computing systems. devices, engines, switches,
routers, or components disclosed herein to perform operations. It should be understood
30 that the performance of one or more operations may include operations executed by one
or more virtual processors at the instructions of one or more of the aforementioned

hardware processors.
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The method 200 will be described with reference o FIGURES ZA-2B and further
reference to FIGURE 1. The method 200 begins at operation 202, where the PE 104
receives af least a portion of the event data 132, the operational inquiry data 134, and/or

the active monitoring data 136. From operation 202, the method 200 proceeds to

W

operation 204, where the PE 104 recetves the policy request 130 from the policy
requestor 102,
From operation 204, the method 200 proceeds to operation 206, where the PE
104 determines whether one or more policies exist, such as one or more of the policies
138 stored in the policy repository 106, that can be utilized to satisfy the policy request
10 130 It at operation 208, one or more policies are available, the method 200 proceeds to
operation 210, where the PE 104 retrieves, from the policy repository 106, the one or
more policies to satisfy the policy request 130, From operation 210, the method 200
proceeds to operation 212, where the PE 104 instructs one or more of the policy
enforcement points 108 to enforce the one or more policies. As described above, the
15 policy enforcement point{s} 108 can be or can include one or more orchesirators,
controllers, apphication servers, other servers, one or more of the feedback instances
128A-128N, combinations thereof, and the like. From operation 212, the method 200
proceeds to operation 214, where the policy enforcement point(s) 108 enforce the one or
more policies. From operation 214, the method 200 proceeds to operation 216, The
20 method 200 ends at operation 216.
If. at operation 20%, one or more policies are not available, the method 200
proceeds to operation 218 shown in FIGURE 2B. At operation 218, the PE 104
determines whether one or more existing feedback instances should be modified by the

FICUR 116 to satisty the policy request 130. If so, the method 200 proceeds to operation

N2
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220, which represents a method performed, at least in part, by the FICUR 116 to modify
one or more gxisting feedback instances as illustrated and described with reference to
FIGURE 6. If not, the method 200 proceeds to operation 222,

One non-limiting example of the method for modifying an existing feedback
instance model will now be described. In this example, a feedback instance is utilized to
30 momnitor one or more anomalies of a set of home devices and related virtual network
functions ("VNFs™) associated with the set of home devices in a network. The actors of

the feedback instance can include the physical home devices, an access control server for

16
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the physical home devices, the VNFs associated with the physical home devices, a virtual
function coniroller, an analvtics module, and the PE 104, In this example, the feedback
mstance can focus on Internet traffic performance. A few anomalies are detected which

imply unusual video pattern to clog an access network. The attributes being collected

W

did not include over the top video program usage parameters. Therefore, the normal way
to deal with the issue is 1o publish a video congestion event 1o a trouble ticket system
which must be accomplished via a manual intervention process. However, using the
feedback instance, the PE 104 can automatically determine to extend the data collection
scope with the inclusion of over-the-top usage parameters. The automation of the PE
10 104 further determines to add a video pattern analyiic module to the feedback stance,
since the PEs 104 inputs seem io indicate this nead, which justifies the additional
feedback loop extent and effort. Thus, the feedback instance can be modified to take on
the new task with no manual intervention.
At operation 222, the PE 104 determines whether the policy request 130 should
15 beescalated to an existing feedback instance. 1f so, the method 200 proceads to operation
224, which represents a method performed, at least in part, by the FIER 118, {o escalate
an existing feedback instance as illustrated and described with reference to FIGURE 8.
If not, the method 200 proceeds to operation 226.
One noo-limiting example for escalating to an existing feedback instance will
20 now be described. In this example, an original feedback instance involves three actors,
namely a software-defined network {("SDN”) controlier, the PE 104, and an analytics
module. The original feedback instance can enable the analvtics module o identify one
or more anomalies. The original feedback instance also can enable the PE 104 1o

recornmend one or more nutigation rules. The oniginal feedback nstance also can
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instruct the SDN controller to execute the nutigation rule(s). In this example, an anomaly
15 identified but the PE 104 determunes that the scope of the resolution or needed actions
might be bevond what the feedback instance can handle. The possible fixes for this
scenario are to either modify the existing feedback instance (such as by utilizing the
method for modifying the feedback instance briefly described above and in further detail
30 herein below) or to escalate (o another feedback instance (o handle the anomaly. The PE
104 can located the other feedback instance to perform the escalation process. In this

example, the other feedback instance can involve four actors, including the SDN

17
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controller, the PE 104, and the analyiics module of the feedback instance. The fourth
actor can be an orchestrator that has the capability of performuing cross-domain
vahidation. For example, in this scenario to compare the anomaly to one or more stmilar

patierns in another region. If the pattern matches to what is known in another region, the

W

orchestrator can facilitate a signature migration process to the original feedback instance.
If, however, the pattern does not match, a new signature should be created for {future
references in the original feadback instance. Afier the escalation process satisfactorily
completes, contral mav be passed back to the original feedback instance.
At operation 226, the PE 104 determines whether anew feedback instance should
10 be created to sansfy the policy request 130. ¥ 50, the method 200 proceeds to operation
228, which represents a method performed, at least in part, by the FIRC 114, to create a
new feedback instance model upon which the new feedback instance can be based as
iHustrated and described with reference to FIGURE 4. If not, the method 200 proceeds
to operation 230.
IS One non-limiting example of the method for creating a new feedback instance
model will now be described. In this example, a first feedback instance can monttor layer
3 network traffic pattems. The first feedback instance can include a physical router {e.g.,
a CISCO brand routery, a virtual router, and the PE 104 as actors. Data altributes can be
collected and documented in a feedback instance model ternplate stored i the feedback
20 instance model repository 110, The model template can provide one layer of abstraction
so that future physical rowter/virtual router of different brands can reuse the model
template in certain way. Installation personnel can install a set of other routers (e.g.,
JUNIPER brand routers). In this example, the personmel does not have time to retool the

maodel template and create new feedback instance(s) particular to the JUNIPER routers.
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After installation of the JUNIPER routers, network operations personnel can issue a
request 1o monitor slow network response timne. The PE 104 mught fail to locate an active
or inactive feedback instance to take on the request to monitor slow network response
time and, in response, can determine to create a new feedback mstance (“second feedback
instance™). The PE 104 can leverage the existing model template for the first feedback
30 nstance but can readjust the involved actors and dvnamically creates the second
feedback instance in the FI model reposttory 110, The FICO 126 can realize/instantiate

the second feedback instance in runtime. Analvsis from the second feedback instance

18
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can then be passed back to the network operations personnel. The second feedback
mnstance can continue 1o operate.
At operation 230, the PE 104 deternines whether the PE 104 should consult with

one or more other feedback instances to satisfy the policy request 130. 1f so, the method

W

200 proceeds to operation 232, which represents a method performed, at least in part, by
the FICIR 120 to enable intercoromunication among feedback mstances to satisfy the
policy request 130 as illustrated and described with reference to FIGURE 10. Ifnot, the
method 200 proceeds to operation 234,
One non-limiting example of the method for a first feedback instance to consult
10 with a second feedback instance will be described. fn this example, the first feedback
instance can monitor virtual machine (VM) usage. The first feedback instance can
detect heavy application usages for a set of VMs. Under normal operation, the first
feedback instance can expand VM instances on the same hardware or relocate YMs to
new hardware. Although users will not notice the difference. the network processors will
1S be tied up for a time, which might slow down other maintenance related activities. In
order to ensure the anomaly should be handled n this manner, the first feedback instance
can consult with the PE 104 for further instruction. The PE 104 can suggest a
consultation request to a second feedback instance, which includes an application
controller, one or more VINFs, an analytics module, and the PE 104, The second feedback
20 instance can response with the message “Demand for Application #1 — Application #N
will soon reduce by a factor of 80% in 15 nunutes.” As a result of this consultation, the
first feedback instance can determine to only migrate a small set of VMs to a new
hardware and leave the rest intact.

At operation 234, the PE 104 determines whether the PE 104 should coordinate
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a solution via an optimization plan that involves multiple feedback instances. If so, the
method 200 proceeds to operation 236, which represents a method performed, at least in
part, by the FIOM/FIMOS 124 to coordinate a solufion via an optimization plan that
involves multiple feedback instances as illustrated and described with reference to
FIGURE 12. If not, the method 200 proceeds to operation 216 shown in FIGURE 2A.
30 The method 200 ends at operation 216, Alternatively, the PE 104 may issue an error or
other notification to suggest that the policy request 130 cannot currently be satisfied, in

response to which an operator or other entity can intervene,
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One non-limiting example of the method for coordinating a solution among
feedback instances will be descrnibed. In this example, a first feedback mstance for VM
usage management can include three actors, namely an orchestrator, a cloud resource

controller, and a PE 104. The first feedback instance can be used to detect VM usage

W

1ssues. In this example scenario, an anomaly was detected that an event is ready (o be
published to create new VMs to ease off the capacity glitches. However, this scenanio is
happening at an unusual time period {e.g., at 4:30PM which normally would be a time
for the wraffic to go down, not up). The PE 104 can make a dynamic decision to
coordimate with a second feedback instance focused on security to coordinate with the
10 first feedback instance to monitor the situation. The second feedback instance can detect
a Denial of Service ("DNS™) attack. Instead of creating new VM instances via the first
feedback mstance, the security threats can instead be mitigated via the second feedback
imstance.
Turmning now to FIGURE 3, a block diagram illustrating further aspects of the
15 feedback instance architecture 100” will be described, according to an embodiment. The
tHustrated feedback instance architecture 1007 includes the policy requestor 102, the PE
104, the policy repository 106, the FIRC 114, the feedback instance model repostiory
110, and the FIOC 126. Each of these components and others will be described in detail
below. While connections are shown between some of the components illustrated in
20 FIGURE 3, 1t should be undersiood that some, none, or all of the components tllustrated
in FIGURE 3 can be configured to interact with one another to carry out various
operations described herein. Thus, it should be understood that FIGURE 3 and the
following description are intended to provide a general undersianding of a sutlable

environment in which various aspects of embodiments can be imaplemented, and should
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not be construed as being limiting in any way.

The policy requestor 102 can generate the policy request 130 direcled (o the PE
104. The PE 104 can receive the policy request 130 from the policy requestor 102 and
can determine, through a policy decision process, whether or not a policy exists that can
be utilized to satisfy the policy request 130. If so, the PE 104 can activate the policy and
30 can mstruct the policy enforcement point{s} 108 to enforce the policy.
The illustrated PE 104 includes a PE processing unit 300, a PE memory umit 302,

and a policy module 304 The PE processing unit 300 can be or can include one or more

20
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central processing units (“CPUs™) configured with one or more processing cores. The
PE processing unit 300 can be or can include one or more graphics processing units
("GPUs™) configured to accelerate operations performed by one or more CPUs, and/or

to perform computations to process data, and/or {0 execute computer-executable

W

mstructions of one or more application programs, operating svstermns, and/or other
software that may or may not include instructions particular fo graphics computations.
In some embodiments, the PE processing unit 300 can be or can include one or more
discrete GPUs. In some other embodiments, the PE processing unit 300 can be or can
mnclude CPU and GPU components that are configured in accordance with a co-
10 processing CPU/GPU computing model, wherein the sequential part of an application
executes on the CPU and the compuiationally-intensive part is accelerated by the GPU.
The PE processing wt 300 can be or can include one or more field-programmable gate
arrayvs (“"FPGAs”). The PE processing unit 300 can be or can include one or more system-
on-chip ("SoC™) components along with one or more other components, including, for
1S example, the PE memory unmit 302, In some embodiments, the PE processing unit 300
can be or can include one or more SNAPDRAGON SoCs, available from QUALCOMM
of San Diego, Califorma; one or more TEGRA 8oCs, available from NVIDIA of Santa
Clara, California; one or more HUMMINGBIRD S0Cs, available from SAMSUNG of
Seoul, South Korea, one or more Open Multimedia Application Platform ("OMAP”™)
20 SoCs, available from TEXAS INSTRUMENTS of Dallas, Texas;, one or more
customized versions of any of the above SoCs; and/or one or more proprietary So(s.
The PE processing unit 300 can be or can include one or more hardware components
architecied in accordance with an ARM architecture, avalable for license from ARM

HOLDINGS of Carmobridge, United Kingdom.  Alternatively, PE processing unit 300 can
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be or can include one or more hardware components architected in accordance with an
k86 architecture, such an architecture available from INTEL CORPORATION of
Mouniain View, California, and others. Those skilled in the art will appreciate the
implementation of the PE processing umit 300 can utilize various computation
architectures, and as such, the PE processing unit 300 should not be consirued as being
30 himited to any particular computation architecture or combination of computation

architectures, including those explicitly  disclosed herem.
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The PE memory unit 302 can be or can inclhude one or more hardware components
that perform storage operations, including femporary and/or permanent siorage
operations. In some emboduments, the PE memory urit 302 include volatile and/or non-

volatile memory implemented in any method or technology for storage of information

W

such as computer-readable instructions, data structures, program modules, or other data
disclosed herein. Computer storage media includes, but 1s not limited to, random access
memory (“RAM”), read-only memory ("ROM™), Erasable Programmable ROM
(“EPROM™), Electrically Erasable Programmable ROM ("EEPROM™), flash memory or
other sohid state memory technology, CD-ROM, digital versatile disks ("DVD™), or other
10 optical storage, magnetic cassetfes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medraom which can be used to store data and which
can be accessed by the PE processing unit 300. The policy module 304 can be stored in

the PE memory unit 302,
The policy module 304 can be executed by the PE processing unit 300 to perform
15  operations in response to the policy request 130. More particularly, the policy module
304 can execute operations of a policy decision process through which the policy module
304 determines whether to activate one or more existing policies, such as one or more of
the policies 138, stored in the policy repository 106, If the PE module 304 determines
that at feast one of the policies 138 in the policy repository 106 should be activated in
20 response fo the policy request 130, the PE module 304 can retrieve the one or more
policies 138 from the policy repository 106 and can mstruct the policy enforcement
point(s} 108 {o enforce the one or more policies 138. If, however, the PE module 304
determines that none of the polictes 138 in the policy repository 106 should be activated

in response to the policy request 130, the PE module 304 can determine that a feedback
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instance should be created to satisfy the policy request 130, and so can generate a
feedback instance creation request 306 directed to the FIRC 114,

The PE 104 can generate the feedback instance creation request 306 based, at
least in part, upon feedback instance creation decision criteria 308, The feedback
instance creation decision criteria 308 can include one or more targets, one or more
30 inienlions/objectives, one or more mputs, and/or one or more operational attributes such
as duration and/or state. The PE 104 can examine the policy request 130 and the mtial

policy decision to generate the feedback instance creation decision criteria 308, For
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instance, the PE 104 can define the objective(s) for a feadback insiance. The PE 104 also
can define the targei(s), the input(s), and the operational atiribuie(s).
The tHustrated FIRC 114 mncludes an FIRC processing unit 310, an FIRC memory

unit 312, an exiernal interface subsysiem {“EIS”) moduie 314, a policy adaptive

W

subsystem (“PAS”) module 316, and a model establishment subsystem ("MES™) module

318. The EIS module 314, the PAS module 316, and the MES module 318 can be stored

in the FIRC memory unit 312 and can be executed by the FIRC processing unit 310 to

cause the FIRC 114 to perform operations o create feedback instance models in
accordance with embodiments disclosed herein.

10 The FIRC processing wnit 310 can be or can include one or more CPUs
configured with one or more processing cores. The FIRC processing unit 310 can be or
can include one or more GPUs configured to accelerate operations performed by one or
more CPUs, and/or to perform computations o process data, and/or to execute computer-
executable instructions of one or more application programs. operating svstems, and/or

15 other software that may or may not inchide instructions particular to graphics
computations. Insome embodiments, the FIRC processing umi 310 can be or can include
one or more discrete GPUs. In some other embodiments, the FIRC processing unit 310
can be or can include CPU and GPU components that are configured in accordance with
a co-processing CPU/GPU computing model, wherein the sequential part of an

20 application executes on the CPU and the computationallv-intensive part is accelerated by

the GPU. The FIRC processing unit 310 can be or can include one or more FPGAs. The

FIRC processing unit 310 can be or can inchude one or more 50C components along with

one or more other components, including, for example, the FIRC memory unit 312, In

sorue embodiments, the FIRC processing unit 310 can be or can mclude one or more

SNAPDRAGON SoCs, available from QUALCOMM of San Diego, California; one or

N2
W

more TEGRA SoCs, available from NVIDIA of Santa Clara, Califormia; one or more
HUMMINGBIRD 50Cs, avaiiable from SAMSUNG of Seoul, South Korea; one or mors
OMAP 50Cs, available from TEXAS INSTRUMENTS of Dallas, Texas; one or more
customized versions of anv of the above 50(s; and/or one or more proprietary 50(s.
30 The FIRC processing untt 310 can be or can include one or more hardware components
architecied in accordance with an ARM architecture, avalable for license from ARM

HOLDINGS of Cambridge, United Kingdom.  Alternatively, the FIRC processing unit

o]
by
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310 can be or can include one or more hardware components archiiecied in accordance
with an x86 architeciure, such an architecture available from INTEL CORPORATION
of Mountain View, Califorrua, and others. Those skilled in the art will appreciate the

implementation of the FIRC processing wnit 310 can utilize various computation

W

architectures, and as such, the FIRC processing unit 310 should not be construed as being
hinuted to any particular computation architecture or combination of computation
architectures, including those explicitly disclosed herein,

The FIRC memory umit 312 can be or can include one or more hardware
components that perform siorage operations, including temporary and/or permanent
10 storage operations. In some embodiments, the FIRC memory unit 312 can include

volatile and/or non-volatile memory implemented i any method or technology for
storage of information such as computer-readable instructions, data stractures, program
modules, or other data disclosed herein. Computer storage media includes, but 1s not
fimited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
15 technology, CEB-ROM, DVD, or other optical storage, magnetic casseties, magnelic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which can
be used 1o store data and which can be accessed by the FIRC processing unit 310,
The EIS module 314 can receive and examine feedback instance creation
reguests, such as the illusirated feedback instance creation request 306 received from the
20 PE 104, The EIS module 314 can receive and exanune other feedback instance creation
reqguests from other participating actors. The EIS module 314 can provide a feedback
instance model realization request 320 to the FIOC 126.
The PAS module 316 can examine the feedback instance creation request 306

using one or more policy rules to define one or more objectives for a new feedback
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instance model. The PAS module 316 can then use the defined model objective(s}) to
dertve one or more model target actors, one or more model input attributes as well as
associated real-time feedback instance establishment and operation visualization
attributes/policies. Real-time feedback instance establishment and operation
visualization attributes/policies can indicate, influence, or control vanous aspects of
30 establishment and visualization. Policy criteria (as attributes) can be defined under what
conditions a particular feedback instance can be activated.  Examples of these atiributes

include, but are not Himited, iocation, time of day, the intended uses {e.g., organization or
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security), and computing resource constraints of involved actors. Each of the feedback
mnstances can then be visualized by network/system operation personnel.  Attributes in
this regard can include, but are not limited 1o, the operation orgamzation, security level,

real-time update frequency {e.g., every second, every minute, on-demand,), drill down

W

level, history log duration, and the ike. The MES module 318 can create a new feedback
imstance model based upon output of the PAS module 316 and can provide the new
feedback instance model along with an associated model identifier to the feedback
instance model repository 110 for storage as a non-active feedback instance model in the
nop-active feedback instance model storage 140 of the feedback instance model
10 repository 110, Upon or after activation of one or more new feedback instances based
upon the new feedback instance model, the model identifier of the new feedback instance
model can be moved 1o the active feedback instance model storage 142 of the feedback
imstance model reposttory 110,

The FIRC 114, in some embodimenis, is implemented as a policy application
1S executable by the PE processing unit 300 of the PE 104. In other embodiments, such as
the iltustrated embodiment, the FIRC 114 1s imoplemented as an external entitv thatis in
communication with the PE 104 to support the creation of feedback instance models. A
new feedback instance model creation request, such as the feedback instance creation
request 306, can be received from the PE 104, although in some embodiments, the FIRC

20 114 cao subscribe to requests directly from an actor external to the PE 104,
The iHustrated FIOC 126 15 located downstream from the FIRC 114 in the
ihustrated feedback instance architectire 100, The FIOC 126 can respond to the
teedback mstance model reahzation request 320 received from the FIRC 114 to realize —

that is, to put into production — the feedback instance model identified in the feedback

25  instance model realization request 320. The FIOC 126 can function as a supporting entity
to the FIRC 114, In some embodiments, the functionality of the FIOC 126 1s combined
with the fumctionality of the FIRC 114, In other embodiments, such as the llustrated
embodiment, the FIOC 126 1s implemented as an external entity that is in communication
with the FIRC 114

30 The illustrated FIOC 126 includes an FIOC processing wnit 322, an FIOC

memory unit 324, an actor interface subsystem (“AIS™) module 326, a flow execution

subsystem (“FES™) module 328, and a verification and activation subsvstem {(“VAS™)
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module 330, The AIS module 326, the FES module 328, and the VAS module 330 can
be stored i the FIOC memory unit 324 and can be executed by the FIOC processing umit
322 to cause the FIOC 126 to perform operations described herein.

The FIOC processing unit 322 can be or can include one or more CPUs

W

configured with one or more processing cores. The FIOC processing unit 322 can be or
can include one or more GPUs configured to accelerate operations performed bv one or
more CPUs, and/or to perform computations 1o process data, and/or to execute compuier-
executable instructions of one or more application programs, operating systems, and/or
other software that may or may not inchude instructions particular to graphics
10 computations. Insome embodiments, the FIOC processing unit 322 can be or can include
one or more discrete GPUs. In some other embodiments, the FIOC processing unit 322
can be or can nclude CPU and GPU components that are configured in accordance with
a co-processing CPU/GPU computing model, wherein the sequential part of an
application executes on the CPU and the computationallv-intensive part is accelerated by
1S the GPU. The FIOC processing unit 322 can be or can include one or more FPGAs. The
FIOC processing unit 322 can be or can include one or more SoC components along with
one of more other components, including, for example, the FIOC memory unit 324, In
some embodiments, the FIOC processing unit 322 can be or can include one or more
SNAPDRAGON SoCs, available from QUALCOMM of San Diego, California; one or
20 more TEGRA SoCs, available from NVIDIA of Santa Clara, Califorma; one or more
HUMMINGBIRD SoCs, available from SAMSUNG of Seoul. South Korea; one or more
OMAP SoCs, available from TEXAS INSTRUMENTS of Dallas, Texas; one or more
custormzed versions of any of the above SoUs; and/or one or more proprietary SoCs.

The FIOC processing unit 322 can be or can include one or more hardware cormponents

N2
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architected in accordance with an ARM architecture, available for license from ARM
HOLDINGS of Cambridge, United Kingdom. Altematively, the FIOC processing onit
322 can be or can include one or more hardware components architected in accordance
with an x86 architecture, such an architecture available from INTEL CORPORATION
of Mountain View, California, and others. Those skilled in the art will appreciate the
30 umplementation of the FIOC processing unit 322 can utilize various computation

architectures, and as such, the FIOC processing unit 322 should not be construed as being

26
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limited to any particular computation architecture or combination of computation
architectures, including those explicitly  disclosed herein,
The FIOC memory uwnit 324 can be or can include one or more hardware

components that perform storage operations, including temporary and/or permanent

W

storage operations. In some embodiments, the FIOC memory unit 324 can include
volatile and/or non-volatile memory implemenied in any method or technology for
storage of information such as computer-readable instructions, data structures, program
modules, or other data disclosed herein. Computer storage media includes, but is not
timited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
10 technology, CD-ROM, DVD, or other optical storage, magnetic casseties, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which can
be used to store data and which can be accessed by the FIOC processing unit 322.
The AIS module 326 can receive the feedback instance model realization request
320 from the FIRC 114. The AIS module 326 can retrieve a feedback instance model
15 from the non-active feedback instance model storage 140 stored in the feedback instance
model repository 110 n accordance with a model identifier supplied in the feedback
mstance model realization request 320. The AIS module 326 can mteract with one or
more actors defined in the feedback instance model to realize one or more of the feedback
mstances 128,
20 The FES module 328 can decompose a feedback instance model retrieved from
the feedback instance model repository 110 and can direct the AIS module 326 in an
operation-bv-operation manner 1o realize the model. Realizing the model can include
mstantiating the model for a particular feedback instance. Some operations for realizing

the model can include, but are not limited to, (1) examine 1dentified analytic module

N2
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instance and then configure data collection algorithm 1o be used and event publication
rules: (2} examine all other aclors {e.g.. one actor at a time} to configure needed
policies/rules to each actor to make the feedback mstance complete; and (3) after
operation {2}, the feedback instance is created but still in an nactive mode until the
feedback mstance passes a vertfication process.

30 One operation in the flow can be enabling of one or more visualization policies
so that the feedback instance 128 can be visually observed by operations personnel.

When a feedback instance is activated, the feedback instance can operate as a standalone



WO 2016/161066 PCT/US2016/025167

feedback instance continuously. However, every feedback instance can be managed so
that operations personnel can visualize the current condition of the feedback mnstance and
the associated status of the feedback instance. Visualization policies can be defined to

identify who can view this information, how frequently the information can be used to

W

update the monitoring dashboard, and how many levels the policy allows operation
persormel to dull down to view finer grain details.

The VAS module 330 can perform one or more verification operations before
activating the feedback instance 128 in a production mode. For exampie, verification
operations (prior to activation of the feedback instance) can nclude, but are not hmited
10 to, contlict detection, various heuristic and/or algorithmic validation checks, governance
checks, and the like. Operation groups such as network operation center {“NOCT™),
mformation technology (“IT7} operation personmel, Internet operation center (“10C™),
and others might have an interest in veritfying that the feedback instance is acceptable.
Additional verification operations might be to ensure all participating actors are up and

15 running, to ensure all activation policies are met (e.g., time of day, secunty level,

tocation, and the hike}, and 1o ensure no conflicting feedback instance(s) is/are present.
The VAS module 330 also can perform one or roore activation operations to activate the
feedback instance 128 in the production mode,
The FIOC 126 can be implemenied as an orchestration application within a
20 service and/or resource orchestrator or can be implemented as an external entity in
communication with such an orchestrator. When the FIOQC 126 is implemented as an
external entity to the orchestrator, the FIOC 126 can leverage the existing interface
mfrastruciure of the orchestrator.

Turming now to FIGURE 4, aspects of a method 400 for creating and managing
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feedback instances in the feedback instance architecture 100 will be described,
according to an thustrative embodiment. The method 400 begins at operation 402, where
the PE 104 receives the policy request 130 from the policy requestor 102, From operation
402, the method 400 proceeds to operation 404, where the PE 104 receives the feedback
instance creation decision criteria 308. From operation 404, the method 400 proceeds o
30 operation 406, where the PE 104 generates the feedback instance creation request 306 in
response to the policy request 130 and based, at least 1o part, upon the feedback instance

creation decision criteria 308, From operation 406, the method 400 proceeds to operation

28
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408, where the PE 104 provides the feedback instance creation request 306 to the FIRC
114,
From operation 408, the method 400 proceeds to operation 410, where the FIRC

114 examines the feedback instance creation request 306 to determing one or more

W

objectives to be met by a new feedback instance model. From operation 410, the method
400 proceeds to operation 412, where the FIRC 114 builds a detaled specification for
the new feedback mstance model using one or more feedback instance building policies.
Feedback instance building policies can include any useful and various conditional
policies that will help enable the construction of feedback imstances. For example, fora
10 particular security related feedback, the feedback instance might have to include one of
the security related tools such as virus detection function, denial of service ("Do8”)
atiack module, deep packet inspection (DPI7), and this can be indicaled and enforced
via a building policy. For a cloud resource feedback nstance, a building policy can
include a cloud comtroller and research orchestrator in the butlding policies. The building
1S policies can suggest a minimal set of actors to form the feedback instance. There will be
additional rules to suggest in what situation additional actors may need fo parficipate.
The FIRC 114 can use the requested “content” to match the intent. Once the mntent is
maiched, the FIRC 114 can look into a building policy repository (as part of the other
repositories 112 to select the most suitable building policy/policies o be used as the

20 blueprint for constructing the feedback instance.
From operation 412, the method 400 proceeds to operation 414, where the FIRC
114 creates a new feedback instance model in accordance with the detailed specification
built at operation 412, From operation 414, the method 400 proceeds {o operation 416,

where the FIRC 114 stores the new feedback nstance model in the non-active feedback
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instance model storage 140 of the feedback instance model repository 110 in association
with a onique feedback mstance model identifier that identifies the new feedback
mstance mode] for later retrieval.

From operation 416, the method 400 proceeds to operation 418, where the FIOC
126 receives the feedback instance model realization request 320 from the FIRC 114
30 From operation 418, the method 400 proceeds to operation 420, where the FIOC 126
retrieves the new feedback instance model from the feedback mnstance model repository

110 using the unique feedback mnstance model identifier received in the feedback instance

9
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model realization request 320. From operation 420, the method 400 proceeds to
operation 422, where the FIOC 126 performs feedback mstance model realization
operations to realize a new feedback nstance, such as the feedback instance 128, based

upon the new feedback instance model. From operation 422, the method 400 proceeds

W

1o operation 424, where the FIOC 126 verfies the new feedback instance. From
operation 424, the method 400 proceeds to operation 426, where the FIOC 126 activates
the new feedback instance to put the new feedback instance into production and monitors
the new feedback instance based upon one or more operational parameters. Operational
paramneters can include montioring details and any other factors or constderations useful
10 n day-to-dav operations of feedback instances. The operational parameters can include,
but are not limited 1o, when the feedback instance can be running, any location limitations
or other Himitations or constraints that might apply, which operational organizations can
visually or otherwise see and monitor these feedback instances, who can suspend and
resume these feedback mnstances. under what conditions the feedback nstance should
IS pause operation and request intervention, and the like.
From operation 426, the method 400 proceeds o operation 428, The method 400
ends at operation 428,
Turning now to FIGURE 35, a block diagram iliustrating further aspects of the
feedback instance architecture 1007 will be described, according to an illustrative
20 embodiment. The iHustrated feedback instance architecture 100 includes the policy
reqguestor 102, the PE 104, the policy repository 106, the FICUR 116, the feedback
instance model repository 110, and the FIOC 126. Each of these components and others
will be described in detail below. While connections are shown between some of the

components tlustrated i FIGURE 5, it should be understood that some, none, or all of
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the components illustrated in FIGURE 5 can be configured to interact with one another
to carry out various operations described herein.  Thus, it should be understood that
FIGURE 5 and the following description are intended to provide a general understanding
of a suitable environment in which various aspects of embodiments can be implemented,
and should not be construed as being limiting in anv way.

30 The PE 104 can receive the policy request 130 from the policy requestor 102 and

can determune, through a policy decision process, whether or not a policy exists that can

30
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be utilized to satisfy the policy request 130. If so, the PE 104 can activate the policy and
can instruct one or more policy enforcement points 108 to enforce the policy.
The illustrated PE 104 includes the PE processing unit 300, the PE memory unit

302, and the PE module 304 described above with reference to FIGURE 3. The PE

W

module 304 can be executed by the PE processing unit 300 {o perform operations in
response to the policy request 130, More particularly, the PE module 304 can execute
operations of a policy decision process through which the PE module 304 deternunes
whether {0 activate one or more existing policies, such as one or more of the policies 138
stored in the policy repository 106, If the PE module 304 determines that at least one of
10 the policies 138 in the policy repository 106 should be activated 1n response to the policy
request 130, the PE module 304 can retrieve one or more of the policies 138 from the
policy repository 106 and can instruct the policy enforcement point{s) 108 to enforce the
one or more policies 138, If, however, the PE module 304 determines that none of the
policies 138 in the policy repository 106 should be activated in response to the policy
IS request 130, the PE module 304 can determine whether an existing, active feedback
mnstance, such as an original feedback instance 500, can be utihized to satisfy the policy
request 130, I an existing, active feedback instance can be utilized to satisfy the policy
request 130, the PE 104 can associate that existing, active feedback mnstance with the
policy request 130, For example, if the PE 104 determines that the ongimal feedback
20 instance 500 can be utihized to satisfy the policy request 130, the PE 104 can associate
the original feedback instance 300 with the policy request 130. I, however, the original
feedback instance 500 cannot be utilized to satisfv the policy request 130, the PE 104 can
wdentify one or more deficiencies n the original feedback nstance 500 that can be cured

vig a moditication process disclosed herein,
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The illustrated original feedback instance 500 includes a plurality of original
feedback instance actors (illusirated as OFT actor T — OF1 actor N} 502A-5(2N,
although the original feedback nstance 500 muight include a different number of actors.
As used herein, the term “orniginal” with regard to a feedback instance refers to an
existing, active feedback mnstance prior to any modifications. Moreover, it should be
30 undersiood that a modified feedback instance can be further modified to accommodate
additional policy requests and can be modified to revert back to a previous state. For

example, the original feedback instance 500 can be modified to add a new actor in

31
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response to the policy request 130 and later can be modified to remove the new actor to
revert back {0 a state indicative of the original feedback instance 500,
The original feedback instance 500 nught be deficient in one or more aspects.

The original feedback instance 500 might be deficient in a number of actors and/or tvpe

W

of actor. In some embodiments, the original feedback instance 500 includes a particular
actor but can be deficient in that the particular actor 1s inactive. Alternativelv, in other
embodiments, the original feedback instance 500 does not include an actor and, in this
manner, 18 deficient. The original feedback instance 500 might be deficient in a number
of inputs and/or type of inputs. The original feedback mstance 500 nught be deficient in
10 a type or number of operational parameters and/or values associated therewith. The
original feedback instance 500 might be deficient in one or more applications {e.g.,
analytics application(s}), and might benefit from or require the addition of one or more
applications and/or the rernoval of one or more applications to cure a deficiency. The
original feedback instance 500 might need changes to other atiributes such as, but not
15 limited, to capacity, traffic, and the like.

The PE 104 can generate a feedback instance modification request 504 directed
to the FICUR 116 to notify the FICUR 116 of one or more deficiencies in the original
feedback instance 500. The illustrated FICUR 116 includes an FICUR processing unit
506, an FICUR memory unit 508, an FICUR EIS module 510, and a change/upgrade

20 subsystem (“CUS™)y module 512, The FICUR EIS module 510 and the CUS module 512
can be stored in the FICUR memory unit 508 and can be executed by the FICUR
processing unit 506 1o cause the FICUR 116 {o perform operations to modify feedback
mstances mn accordance with embodiments disclosed herein

The FICUR processing unit 306 can be or can include one or more CPUs

N2
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configured with one or more processing cores. The FICUR processing unit 506 can be
or can include one or more GPUs configured {o accelerale operations performed by one
or more CPUs, and/or to perform computations o process data, and/or {0 execute
computer-executable insiructions of one or more application programs, operating
systems, and/or other software that may or may not include instructions particular {o
30 graphics computations. In some embodiments, the FICUR processing unit 506 can be or
can include one or more discrete GPUs.  In some other embodiments, the FICUR

processing unit 506 can be or can include CPU and GPU components that are configured
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i accordance with a co-processing CPU/GPU computing model, wherein the sequential
part of an application executes on the CPU and the computationally-intensive part is
accelerated by the GPU. The FICUR processing unit 506 can be or can include one or

more FPGAs. The FICUR processing unit 506 can be or can include one or more Sol

W

components along with one or more other components, including, for example, the

FICUR memory umit 308, In some embodiments, the FICUR processing unit 506 can be

of can include one or more SNAPDRAGON So(s, available from QUALCOMM of San

Thego, California; one or more TEGRA SoCs, available from NVIDIA of Santa Clara,

California; one or more HUMMINGRBIRD So(s, available from SAMSUNG of Seoul,

10 South Korea; one or more OMAP SoCs, available from TEXAS INSTRUMENTS of

Dallas, Texas; one or more customized versions of any of the above SoCs; and/or one or

more proprietary SoCs. The FICUR processing unit 306 can be or ¢an include one or

more hardware components architected in accordance with an ARM architecture,

available for license trom ARM HOLDINGS of Cambridge, United Kingdom.

1S Alternatively, the FICUR processing unit 506 can be or can include one or more hardware

components architected in accordance with an 86 architecture, such an architecture

available from INTEL CORPORATION of Mountain View, Califomnia, and others.

Those skilled in the art will appreciate the implemeniation of the FICUR processing unit

506 can utilize various computation archifectures, and as such, the FICUR processing

20 umit 506 should not be construed as being linuted to any particular computation

architecture or combination of computation architectures, including those explicitly
disclosed herein.

The FICUR memory unit 508 can be or can include one or more hardware

components that perform storage operations, including temporary and/or permanent

N2
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storage operations. In some embodiments, the FICUR memory unit 508 can include
volatile and/or non-volatile memory implemented in any method or technology for
storage of information such as computer-readable instructions, data stractures, program
modules, or other data disclosed herein. Computer storage media includes, but is not
fimited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
30 technology, CB-ROM, DVD, or other optical storage, magnetic casseties, magnetic tape,

magnetic disk storage or other magoetic storage devices, or anv other medium which can

¢ used to store data and which can be accessed by the FICUR processing unit 506
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The FICUR EIS module 510 can receive and examine feedback instance
modification requests, such as the illustrated feedback instance modification request 504
received from the PE 104, The FICUR EIS module 310 can receive and exanune other

feedback instance modification requests from other participating actors. The majonty of

W

feedback mstance modification requests will likely come from the PE 104. However, in

some cases, participating actors can also contribute to the request process. For example,

in a scale up feedback instance, a resource controller might signal the FICUR EIS module
51¢ that the VM spin-off process might become too frequent and certain thresholds might
need to be readjusted without needing to modify the entire feedback instance. In thig

10 case, FICUR may decide to make some modification of configuration parameters while
keeping the feedback instance nmning. The FICUR EIS module 510 can provide a
feedback instance modification realization request 514 to the FIOC 126 so that the FIOC
126 can execute one or more operations to upgrade or change the origimal feedback
instance 500.

15 The CUS module 512 can examine the feedback instance modification request
504 using one or more policy rules to modify one or more model objectives of the
feedback mstance model upon which the onginal feedback instance 500 1s based. The
CUS module 512 can then wiilize the modified model objective(s) to modify a
spectfication associated with the feedback instance model to create a modified feedback

20 instance roodel. Modification to the specification can add or reduce model target actors,

model input atiributes, associated operation{s), and/or visualization atintbutes/policies.

The CUS module 512 can provide the modified feedback instance model and the

associated modified specification along with a model identifier to the feedback instance

maodel reposttory 110, The CUS module 512 can store the modified feedback instance
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maodel in the active feedback instance model storage 142 of the feedback instance model
repository 110,

The FICUR 116, in some embodiments, is implemented as a policy application
executable by the PE processing unit 300 of the PE 104, In other embodiments, such as
the illustrated embodiment, the FICUR 116 1s implemented as an external entity that is
30 i communication with the PE 104 to support the modification of feedback instance
models. A feedback instance modification request. such as the feedback instance

modification request 504, can be received from the PE 104, although in some

34
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embodiments, the FICUR 116 can subscribe to reguests directly from an actor external
to the PE 104,
The illustrated FIOC 126 1s located downstream from the FICUR 116 mn the

feedback instance architecture 10¢. The FIOC 126 can respond to the feedback instance

W

modification realization request 514 received from the FICUR 116 to realize — that 1s, to

put into production — the feedback mstance model wdentified via a model identifier in the

feedback instance modification realization request 514, The FIOC 126 can function as a

supporting entity to the FICUR 116. In some embodiments, the functionality of the FIOC

126 13 combined with the functionality of the FICUR 116, In other embodiments, such

10 as the ilustrated embodiment, the FIOC 126 is implemented as an external entity that is
in communtcation with the FICUR 116.

The illustrated FIOC 126 mncludes the FIOC processing unit 322, the FIOC
memory unit 324, the AIS module 326, the FES module 328, and the VAS module 330,
The ALS module 326, the FES module 328, and the VAS module 330 can be stored in

15 the FIOC memory unit 324 and can be executed by the FIOC processing unit 322 to cause
the FIOC 126 to perform realization operations described herein.

The AIS module 326 can receive the feedback instance modification realization
request 514 from the FICUR 116, The AIS module 326 can retrieve the modified
mstance model from the active feedback mstance model storage 142 stored in the

20 feedback instance model repository 110 utilizing the model identifier supplied in the
feedback instance modification realization request 514.

The FES module 328 can decompose the modified feedback instance model
retrieved from the feedback instance model repository 110 and can direct the AIS module

326 10 an operation-by-operation roanner to perform a realization process using the
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maodified feedback instance model to deploy a modified feedback instance 516, The AIS
module 326 can interact with one or more actors (llustrated as MFT actor 1 — MFI
actor N} 518A-518N deflined in the modified feedback instance 516 to establish
connectivity as part of the realization process. The MFI actors S18A-518N can include
actors that were inactive or otherwise unavailable in the original feedback instance 500
30 Also as part of the realization process, the AIS module 326 can negotiate with a data
collection actor to ensure additional feedback instance data attributes can be obtained.

As an example, assuming that a virtual router can provide one hundred attributes for
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performance monitoring, however, only ninety of the attributes are frequently used and
the remaining ten include a large data set but less value. The feedback instance can be
constructed back on only collecting the ninety atiributes. When the needs arise, the AIS

module 326 can ook into the data set the virtual router contains, the flexibility of the

W

data collection API, and can then insiruct an analyiic module to start collection of the

additional ten attributes for certain duration. The AIS module 326 also can connect with

any newly added analviic algorithm(s) and/or program(s) for the modified feedback
instance module.
The VAS module 330 can perform one or more verification operations before

10 activating the modified feedback instance 516 in production. As an example, verification
operations can ensure that all actors are in active state and there are no other conflicting
feedback mstance(s) running or other policy atiribute restrictions (such as time of day,
location, and/or the like). The VAS module 330 can perform one or roore activation
operations to activate the modified feedback instance 516 in production.

15 Tormning now to FIGURE 6, aspects of a method 600 for modifying an existing
teedback instance, such as the original feedback mnstance 500, in the feedback instance
architecture 1007 will be described, according to an illustrative embodiment. The
method 600 will be described with reference to FIGURE 6 and further reference to
FIGURE 5. The method 600 begins at operation 602, where the FICUR 116 receives the

20 feedback mnstance modification request 504 from the PE 104, The feedback istance

modification request 504 can be generated by the PE 104 to instruct the FICUR 116 to

change, adjust, upgrade, or otherwise modify one or more existing, active feedback
mstances, such as the onigimal feedback instance 500. For ease of explanation, the

feedback mstance modification request 504 will be described herein as instructing the
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FICUR 116 to modify the original feedback instance 500 to cure one or more deficiencies
of the onginal feedback instance 500,

From operation 602, the method 600 proceeds to operation 604, where the FICU
116 examines the feedback mstance modification request 504 to determine which aspects
of the original feedback instance 500 are to be modified. At operation 604, the FICUR
30 116 also interacts with the PE 104 {o establish one or more modified objectives to be
used to enhance the original feedback instance 500 to cure one or more deficiencies of

the ornginal feedback instance 500.
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From operation 604, the method 600 proceeds to operation 606, where the FICUR
116 uses a pre-defined extensibility policy to extend the specification of the original
feedback instance model utilized to create the original feedback mstance 500 to allow for

the creation of a modified feedback instance model fo create the modified feedback

W

mstance 516, An extenstbility policy allows an original feedback mstance model, used
to create an original feedback instance, to be extended in various ways 1o support creation
of a modified feedback instance. A feedback mstance model might be allowed to be
modified only if the result will still be within a pre-defined set of extensibility policies
or constramts. A network fault management feedback instance might not be allowed to
10 be extended to become a security virus detection feedback instance. A compute-based
feedback instance might not be allowed to be extended to a network monitoring feedback
mstance. When a modification request is received and analyzed, a new model objective
might be determined that can involve adding or dropping some of the actors in the
original feedback instance. The new model objective might involve maintaining the
1S same set of actors but simply adding or removing/modifyving some of the actions that are
allowed to be taken, or adding/removing/modifyving some attributes from data collection
maodule, or adding/removing/modifving new limitation to the API definition between two
actors. The allowed manner and extent of allowable modification 1s defined by the
extensibility policies. For example, for a VM restart compute feedback mstance, the
20 extensibility policies nught be to allow extending the model to another region but within
California (or another state) only, to allow extending the model to include one or more
hypervisors, o allow extending the feedback instance only if the average the controiler
CPU utilization is below 70%, to allow exiending the feedback mstance only if the actors

added in belong to other cornpute infrastructure within the same data center.
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From operation 606, the method 600 proceads to operation 608, where the FICUR
116 modifies the original feedback instance model in accordance with the extended
specification.  From operation 608, the method 600 proceeds to operation 610, where
the FICUR 116 stores the maodified feedback instance model in the active feedback
instance model storage 142 of the feedback instance model repository 110.
30 From operation 610, the method 600 proceeds to operation 612, where the FIOC
126 receives the feedback mstance modification realization request 514, including a

model identifier associated with the modified feedback instance model, from the FICUR
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116. From operation 612, the method 600 proceeds to operation 614, where the FIOC
126 retrieves the modified feedback instance model from the feedback instance model
repository 110 i accordance with the model identifier received in the feedback instance

modification realization request 514,

W

From operation 614, the method 600 proceeds to operation 616, where the FIOC
126 performs feedback instance model realization operations to deploy the modified
feedback ingtance 516 in production. From operation 616, the method 600 proceads to
operation 618, where the FIOC 126 validates the modified feedback instance 516. From
operation 618, the method 600 proceeds to operation 620, where the FIOC 126 monitors

10 the modified feedback instance 516 based upon one or more operational parameters.
From operation 620, the method 600 proceads to operation 622. The method 600

ends at operation 622,

Turning now to FIGURE 7, a block diagram illustrating further aspects of a
feedback instance architecture 100°”° will be described, according to an illustrative
15 embodimeni The illustrated feedback instance architecture 1007 includes the policy
requestor 102, the PE 104, the policy repository 106, the FIER 118, the feedback instance
maodel repostiory 110, and the FIOC 126, Each of these coraponents and others will be
escribed in detail below. While connections are shown between some of the
components illusirated in FIGURE 7, it should be understood that some, none, or all of
20 the components illustrated in FIGURE 7 can be configured fo interact with one another
to carry out various operations described herein. Thus, it should be understood that
FIGURE 7 and the following description are intended to provide a general understanding
of a suitable environment in which various aspects of embodiments can be implemented,

and should not be construed as being limiting in anv way.
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The PE 104 can receive the policy request 130 from the policy requestor 102 and
can determine, through a policy decision process, whether or not a policy exisis that can
be utilized to satisfy the policy request 130, 1f so, the PE 104 can activate the policy and
can instruct the policy enforcement point{s) 108 to enforce the policy. The illustrated PE
104 mncludes the PE processing unit 300, the PE memory unit 302, and the PE module
30 304 described above. The PE module 304 can be executed by the PE processing unit 300
to perform operations in response to the policy request 130. More particularly, the PE

module 304 can execute operations of a policy decision process through which the PE
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module 304 determines whether to activate one or more existing policies, such as one or
more of the policies 133, stored in the policy reposiiory 106, If the PE module 304
determines that at least one of the policies 138 in the policy repository 106 should be

activated in response io the policy request 130, the PE module 304 can retrieve the one

W

or more policies 138 from the policy repository 106 and can instruct the policy
enforcement point{s) 108 to enforce the one or more policies 138, If, however, the PE
module 304 determines that none of the policies 13% in the policy repository 106 should
be activated in response 1o the policy request 130, the PE module 304 can determine
whether an existing, active feedback instance, such as the onginal feedback imnstance 500,
10 can be utilized to satisfy the policy request 130, If an existing, active feedback instance
can be utilized to satisfy the policy request 130, the PE 104 can associate that existing,
active feedback instance with the policy request 130, For example, if the PE 104
determines that the onginal feedback instance 500 can be utilized to satisty the policy
request 130, the PE 104 can associate the original feedback instance 500 with the policy
15 request 130. If, however, the original feedback instance 500 cannot be utilized to saiisfy
the policy request 130, the PE 104 can identify one or more deficiencies in the original
feedback instance 500 that can be cured via an escalation process disclosed herein. For
example, the original feadback instance 500 might fail 1o meet one or more objectives or
might detect an anomaly that the original feedback mstance 500 cannot handle. The
20 escalation process described herein can enable escalation of the 1ssue experienced by the
original feedback instance 500 to another feedback instance, as will be described in
further detail herein.
The lustrated original feedback instance 500 includes the onginal feedback

mstance actors S02A-502N, although the original feedback instance 500 nught include a
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different number of actors. The original feedback instance 500 might be deficient in one
or more aspects. The original feedback instance 500 might be deficient in a mumber of
actors and/or type of actor. Tn some embodiments, the original feedback imstance 500
includes a particular actor but can be deficient in that the particular actor is inactive.
Alternatively, in other embodiments, the original feedback instance 500 does not include
30 an actor and, in this manner, is deficient. The oniginal feedback instance 500 might be
deficient in a number of inputs and/or tvpe of inputs. The original feedback instance 500

might be deficient in a type or number of operational parameters and/or values associated
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therewith. The original feedback instance 500 might be deficient in one or more analyiic
applications, and mught benefit from or require the addition of one or more analyvtic
applications and/or the removal of one or more analytic applications to cure a deficiency.

The original feadback instance 560 might need changes {0 other attributes such as, but

W

not himited, to capacity, traffic, and the hike.

The PE 104 can generate a feedback mstance escalation request 700 directed to
the FIER 118 to notify the FIER 118 of one or more deficiencies in the original feedback
instanice 500. The FIER 118 can convey issues {(e.g., deficiencies) unresolved in one
feedback instance (o another active ornon-active feedback instance. The llustrated FIER
10 118 mcludes an FIER processing unmit 702, an FIER memory unit 704, an FIER EIS

modide 706, and the FIER EDS module 708. The FIER EIS module 706 and the FIER
EDS module 708 can be stored in the FIER memory unit 704 and can be executed by the
FIER processing unit 702 to cause the FIER 118 to perform operations to escalate
feedback instances in accordance with embodiments disclosed herein.

IS The FIER processing unit 702 can be or can include one or more CPUs configured
with one or more processing cores. The FIER processing unit 702 can be or can include
one or more GPUs configured to accelerate operations performed by one or more CPUs,
and/or to perform computtations to process data, and/or {0 execute computer-executable
mstructions of one or more application programs, operating svstermns, and/or other

20 software that may or may not include instructions particular fo graphics computations.

In some embodiments, the FIER processing unit 702 can be or can include one or more

discrete GPUs. In some other embodiments, the FIER processing umit 702 can be or can

mnclude CPU and GPU components that are configured in accordance with a co-

processing CPU/GPU computing model, wherein the sequential part of an application
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executes on the CPU and the computationally-intensive part is accelerated by the GPU.
The FIER processing unit 702 can be or can inchude one or more FPGAs. The FIER
processing urit 702 can be or can include one or more SoC components along with one
or more other components, including, for example, the FIER memory unit 704, In some
embodiments, the FIER processing unit 702 can be or can include one or more
30 SNAPDRAGON SoCs, available from QUALCOMM of San Diego, California; one or
more TEGRA Sofs, avatlable from NVIDIA of Santa Clara, California; one or more

HUMMINGBIRD SoCs, available from SAMSUNG of Seoul, South Korea; one or more
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OMAP SoCs, available from TEXAS INSTRUMENTS of Dallas, Texas; one or more
custormzed versions of any of the above SoUs; and/or one or more proprietary SoCs.
The FIER processing unit 702 can be or can include one or more hardware cornponents

architected in accordance with an ARM architecture, available for license from ARM

W

HOLDINGS of Cambridge, United Kingdom. Altemnatively, the FIER processing onit
702 can be or can include one or more hardware components architected in accordance
with an x86 architecture, such an architecture available from INTEL CORPORATION
of Mountain View, California, and others. Those skiiled in the art wili appreciate the
umplementation of the FIER processing uwmt 702 can utilize various compulation
10 architectures, and as such, the FIER processing unit 702 should not be consirued as being
limited to any particular computation architecture or combination of computation
architectures, including those explicitly disclosed herein.
The FIER memory unit 704 can be or can nclude one or more hardware
components that perform storage operations, including femporary and/or permanent
IS storage operations. In some embodiments, the FIER memory unit 704 can include
volatile and/or nvon-volatile memory implemented n any method or technology for
storage of information such as computer-readable instructions, data structures, program
modules, or other data disclosed herein. Computer storage media includes, but is not
himited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
20 technology, CD-ROM, DV, or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which can
be used to store data and which can be accessed by the FIER processing unit 702.
The FIER EIS module 706 can receive and examine feedback instance escalation
requests, such as the illustrated feedback mstance escalation request 700 received from

the PE 104. The FIER EIS module 706 can receive and examine other feedback instance
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escalation requests from other participating actors. Escalation requests might often or
usually come from the policy engine 104, However, in some cases, an escalation request
can come from or result from anv of the participating actors. For example, one cloud
controller might raise concermns regarding consisiently encountering resource coniention
30 issues but the impact is confined within the cloud controller’s own domain (i.e., not
within the current scope of the feedback instance). The FIER 118 nught still take thus

equest seriously and might decide to escalate fo another more appropriate feedback
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instance in order to relieve some burden from the local cloud controller. The FIER EIS
module 706 can provide a feedback instance escalation realization request 710 to the
FIOC 126 so that the FIER 118 can perform model escalation operations described

herein. The feedback instance escalation realization request 710 can include a suggested

W

escalation model identifier associated with a suggesied feedback instance escalation
model. The suggested teedback instance escalation model can be determined by the
FIER EDS module 708 as described below.
The FIER EDS module 708 can examine the fesdback instance escalation request
700 along with the objective{s) of the original feedback instance 500 using policy rules
10 to define one or more new model objectives. Policy can be used to define new model
objectives. For example, the original model for a particular feedback instance might be
1o focus on VM performance within a single data center. However, due 1o some problem
that has occurred 1n anearby data center, many of the resources are now used to support
that data center. The objective of the original feedback instance that has been defined to
15 have alocal (single data center} view might no fonger be satisfactory. A new objective
might be to monttor the process across multiple data centers. T this case, the issue might
be betier addressed by escalating to another feedback instance that already has a view
into all four of the data centers in guestion.
Based upon the new model objective(s), the FIER EDS module 708 can search
20 the non-active feedback instance model storage 140 and the active feedback imstance
model storage 142 of the feedback instance model repository 110 for possible feedback
instance escalation model candidates. The FIER EDS module 708 also can calculate a
distance score among all or a subset of the possible model candidates. Distance scores

might be calculated o determine how alike or unlike two feedback instances are, both in
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terms of particular feedback instance definitional dimension aspects and also overall.
Overall distances can be calculated, for example, by summing or averaging the distance
values of each definitional dimension or aspect. Befinitional/model aspecits can include:
the various tvpes, extents, specifics, and frequency of data collected by a feedback
instance; the type, degree, and other descriptive factors regarding analvsis io be
30 performed (and mudtiples of these if multiple types of analysis are included m the
feedback instance); the number of participating actors and associated specific identities;

the target(s) {which may be actors or particular aspecis/componenis of actors) of the
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feedback instance in terms of what particular entity/behavior/functionality or
entities/behaviors/functionalities the feedback imstance 1s mtended to affect; and any
other possible feedback instance definition components that may exist or may be added.

For each separable aspect, or for groups of aspects in any reasonable combination,

W

distance values might be configured such that certain values or settings of aspect(s) are
closer together or farther apart (i.e., having shorter/smaller or larger/farther “distances”
therebetween). Actual values can be numerical or in any other form or format that nmght
be useful. For example, when a feedback instance escalation request is recetved, in many
cases, more than one feedback instance may be suitable as the escalation target. In order
10 to determine to which feedback instance to escalate, a distance score nught help in
determining which feedback instance io select {e.g.. the feedback instance that is closest
- shortest overall “distance”™ - to what is needed).

The FIER EDS module 708 can select a best match based upon which of the
possible model candidates has the highest distance score. The model with the highest
15 distance score can be determined to be the suggested feedback instance escalation model.
The FIER EDS module 708 can provide a suggested model escalation identifier
associated with the suggested feedback instance escalation model to the FIER EIS
module 706, which can generate the feedback instance escalation realization request 710
mcluding the suggested model escalation identifier, and can provide the feedback

20 instance escalation realization request 710 to the FIOC 126,
The FIER 118, in some embodiments, is implemented as a policy application
executable by the PE processing unit 300 of the PE 104, In other embodiments, such as
the iltustrated embodiment, the FIER 118 is implemented as an external entity thatis in

communication with the PE 104 to support the escalation of feedback instance models.
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A feedback instance escalation request, such as the feedback instance escalation request
700, can be received {from the PE 104, although in some embodiments, the FIER 118 can
subscribe to requests directly from an actor external to the PE 104,

The illustrated FIGC 126 is located downstream from the FIER 118 in the
feedback mstance architecture 100. The FIOC 126 can respond {o the feedback instance
30 escalation realization request 710 received from the FIER 118 to realize — that is, o put
inio production — the feedback nstance escalation model identified via a model identifier

in the feedback instance escalation realization request 710, The FIOC 126 can function
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as a supporting entity to the FIER 118, In some embodiments, the functionality of the
FIOC 126 15 combined with the functionality of the FIER 118 In other embodiuments,
such as the illustrated ermabodiment, the FIOC 126 15 iroplemented as an external entity
that 1s in communication with the FIER 118

The illustrated FIOC 126 includes the FIOC processing unit 322, the FIOC

W

memory unit 324, a feedback instance reactivation subsystem (“FIRS”) module 712, and

a reactivation and association subsystem ("RAS”) module 714, The FIRS module 712

and the RAS module 714 can be stored in the FIOC memory unif 324 and can be executed

by the FIOC processing unit 322 to cause the FIOC 126 to perform escalation operations
10 described herein.

The FIRS module 712 can receive the feedback instance escalation realization
request 710 from the FIER 118, The FIRS module 712 can be executed when the model
identifier received in the feedback instance escalation realization request 710 is related
to a non-active feedback instance. When the non-active feedback instance model is

15 located, the FIRS module 712 can validate the non-active feedback instance to ensure the
nop-active feedback instance model meets the entire specification for the non-active
feedback instance as stored 1n the non-active feedback instance model storage 140 of the
feedback instance model repository 110,

The RAS module 714 can reactivate the validated. non-active feedback instancs

20 and can associate the feedback escalation realization request 710 with the reactivated
feedback instance, which, in the illustrated example, is an escalated feedback instance
716 that inciudes one or more escalated feedback insiance actors 718A-718N. The RAS
module 714 can enable one or more visualization policies so that the escalated feedback

mstance can be visually observed by operations pertaining to the escalation wdentifier.
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Visualization policies can allow an escalated feedback instance to be visually observed
by operations pertaining to an escalation identifier in various ways, including any filters
1o be apphied, preferred visualization mechanisms or factors, preferences or requirements
applving, conditional aspects, and the like. For instance. once a feedback instance is
escaiated to a different feedback instance, the operations personnel should be able to
30 visualize the newly-escalated feedback mstance. Operations personnel might benefit
from visual ndications that escalation has occurred, the scope or purpose of the

escalation, the cause of the escalation, the progress or current status regarding the
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escaiation objective, any associated constraints or limitations, any conditions that might
result in a request for manual intervention, and the like. Which of these apply, how they
applv, and/or mechanisms to be used can be included in visualization policies.

7

The FIOC 126 can be implemented as an orchesiration applicaiion within a

W

service and/or resource orchestrator or can be implemented as an external eniity in
communtication with such an orchestrator. When the FIOC 126 1s implemented as an
external entity to the orchestrator, the FIOC 126 can leverage the existing interface
infrastructure of the orchestrator.
Based on the foregoing, an escalation can include a determination that a second
10 feedback instance is to be assigned an additional responsibility and an assignment of the
additional responsibility to the second feedback imstance based upon information
provided by the FIER 118. The FIER 118 can adjust the definition of the second
feedback mstance to have an expanded or multiple scopes.
Turmning now to FIGURE 8, aspects of a method 800 for escalating a feedback
IS instance, such as the original feedback instance 500, in the feedback instance architecture
100 will be described, according to an iHlustrative embodiment. The method 800 will be
described with reference to FIGURE 8 and further reference to FIGURE 7. The method
800 begins at operation 802, where the FIER 118 receives the feedback instance
escalation request 700 from the policy engine 104, From operation 802, the method 800
20 proceeds to operation 804, where the FIER 118 examines the feedback istance
escalation request 700 and one or more objectives of the original feedback instance 500
to identify one or more escalated objectives for the escalated feedback mstance 716.
From operation 804, the method 800 proceeds to operation 806, where the FIER

118 creates a definition for the escalated feedback mstance 716. The definition can

25  include the escalated objective(s) identified in operation #04 along with one or more
escalated targets and one or more escalated inpuis to salisfy the escalated objective(s).
The escalated target(s) can include one or more actors to be influenced by the escalated
feedback mstance 716, The escalated input(s) can include the specific input(s) to be
witlized by the escalated feedback instance 716,

30 From operation 806, the method 800 proceeds to operation 808, where the FIER

118 maps the defirution for the escalated feedback instance 716 to one or more active

feedback instance models identified in the active feedback instance model storage 142 of
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the feedback instance model repository 110 and/or to one or more non-active feedback
mnstance models 1dentified i the non-active feedback mstance model storage 140 of the
feedback instance model repository 110, In some embodiments, the FIER 118 can utilize

atable of all or a relevant subset of available active and non-active feedback instances to

W

map the defimition for the escalaled feedback mnstance 716, The table can be updated to
accoramodate new or different feedback instance models.
From operation 808, the method 800 proceeds to operation 810, where the FIER
118 calculates a distance score for each qualified feedback mstance model, or in other
words, to each {eedback instance model to which the definition for the escalated feedback
10 mnstance 716 has been mapped in operation 808, From operation 810, the method 800
proceeds to operation 812, where the FIER 118 selects the closest match based upon the
distance scores caleulated at operation 310, Although not shown in the llustrated
example, a feedback mstance model that is the closest match can be selected as a
candidate for the escalated feedback mstance 716 if the distance between the closest
1S match and the definition for the escalated feedback instance 716 does not exceed one of
more thresholds.

Thresholds might be used for many purposes, for example, 1n the determination
of whether the “distance” between the closest match and the definition for the escalated
feedback instance does not exceed one of more setiable values along various dimensions.

20 Multiple thresholds can be set, each for an acceptable maximmum distance along a
particular dimension. Dimensions might be defined for sach aspect of the feedback
instance definition, such that these dimensions or scales denote how closely two feedback
mnstances are alike. The greater the “distances” between values or settings in dimensions,
the more the feedback instances are different. Whereas the shorter or smaller the

distances between them, the more the feedback distances are alike. If all distances are
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zero, reflecting no difference in the definitional aspects of the feedback instances, then
two feedback instances are identical.  Also, when looking for a feedback mstance to
which to escalate, one might find out that although there are a set of feedback instances
to which to escalate, none of the feedback instances may match to the objectives 100%.
30 One approach to help resolve this is o set a threshold rule. For exaraple, if less than 70%
of objectives can be handled by an identified feedback instance for escalation, then this

percentage might be deemed unacceptable (i.e., not good enough), such that a brand new
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feedback instance will instead have to be created to which to escalate. If the distance
does excesd one or more thresholde, the FIER 118 can mstroct the FIOC 126 to create a
new feedback instance model 1o resolve the 1ssue(s) that prompied the escalation process.

From operation 812, the method 800 proceeds to operation 814, where the FIER

W

118 generales the feedback mstance escalation realization request 710, From operation
814, the method 800 proceeds to operation 816, where the FIER 118 sends the feedback
mnstance escalation realization request 710 to the FIOC 126 From operation 816, the
method 800 proceeds to operation 818, where the FIOC 126 receives the feedback
mstance escalation realization request 710 from the FIER 118,

10 From operation 818, the method 800 proceeds to operation 820, where the FIOC
126 determines whether to activate or reactivate a non-active model or to associate the
feedback instance escalation realization request 710 with an aclive feedback instance.
From operation 820, the method 800 proceeds to operation 822, where if the FIOC 126
has determined to activate or re-activate a non-active feedback instance model, the

1S method 800 proceeds to operation 824, where the FIQC 126 retrieves a non-active
teedback instance model and activates the non-active feedback instance rodel i runtime
as the escalated feedback instance 716, From operation 824, the method 800 proceeds
1o operation 826, where the method 800 ends. If, however, at operation 822, the FIOC
126 has determined not {o activate or re-activate a non-active {feedback mstance model,

20 the method 800 proceeds to operation 828, where the FIOC 126 associates the feedback

mnstance escalation realization request 710 with an active feedback instance in runtime as

the escalated feedback instance 716, From operation 824, the method 800 proceads to
operation 826, where the method 800 ends.
Turning now to FIGURE 9, a block diagram illustrating further aspects of the

EEREE]

eedback instance architecture 100°7"" will be described, according to an illustrative
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embodiment. The llustrated feedback instance architecture 100777 includes the policy
requestor 102, the PE 104, the policy repository 106, the FICIR 120, a feedback instance
model repository 110, and the FIOC 126, Each of these components and others will be
described in detaill below. While connections are shown between some of the
30 components lustrated in FIGURE 9, it should be understood that some, none, or all of
the components tllustrated mn FIGURE 9 can be configured to interact with one another

to carry out vartous operations described herein. Thus, it should be understood that

47



WO 2016/161066 PCT/US2016/025167

FIGURE 9 and the following description are intended to provide a general understanding
of a suitable environment in which various aspects of embodiments can be implemented,
and should not be construed as being limiting in anv way.

The PE 104 can recetve the policy request 130 from the policy requestor 102 and

W

can determine, through a policy decision process, whether or not a policy exisis that can
be utilized to satisty the policy request 130, If so, the PE 104 can activate the policy and
can instruct the policy enforcement point{s) 108 to enforce the policy. The illustrated PE
104 includes the PE processing unit 300, the PE memory unit 302, and the PE module
304,
10 The PE module 304 can be executed by the PE processing unit 300 to perform
operations in response to the policy request 130. More particularly, the PE module 304
can execute operations of a policy decision process through which the PE module 304
determines whether fo activate one or more existing policies, such as one or more of the
policies 138, stored in the policy repository 106. If the PE module 304 determines that
15 aileast one of the policies 138 in the policy repository 106 should be activaied in response
to the policy request 130, the PE module 304 can retrieve one or more of the policies 138
from the policy repository 106 and can instruct the policy enforcerent point(s) 108 to
enforce one or more of the policies 138, If, however, the PE module 304 determuines that
none of the policies 138 i the policy repository 106 should be activated in response to
20 the policy request 130, the PE module 304 can determine whether an existing, active
feedback instance. such as the orniginal feedback instance 500, can be utilized to satisty
the policy request 130. If an existing, active feedback instance can be utilized {o satisfy
the policy request 130, the PE 104 can associate that existing, active feedback instance

with the policy request 130, For example, if the PE 104 deternunes that the original

25  feedback instance 500 can be utilized to satisfy the policy request 130, the PE 104 can
associate the original feedback instance SO0 with the policy request 130, If, however,
the original feedback instance 500G cannot be uiilized to satisfy the policy request 130,
the PE 104 can identify one or more deficiencies in the original feedback instance 500
that can be cured via a feedback instance consultation process disclosed herein.

30 The ilustrated onginal feedback instance 500 includes the OFI actors S02A-

S02N, although the original feedback instance 500 might include a different number of

actors. The original feedback instance 500 might be deficient in one or more aspacts.
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The original feedback instance 500 might be deficient in a mumber of actors and/or type
of actor. In some embodiments, the original feedback instance 500 mcludes a particular
actor but can be deficient in that the particular actor is mnactive. Alternatively, in other

embodiments, the original feedback mstance 500 does not include an actor and, in this

W

manner, 1s deficient. The original feedback mstance 500 might be deficient in a number
of inputs and/or type of inputs. The oniginal feedback instance 500 might be deficient in
a type or number of operational parameters and/or values associated therewith. The
original feedback instance 500 might be deficient in ong or more analytic applications,
and might benefit from or require the addition of one or more analytic applications and/or
10 the removal of one or more analytic applications to cure a deficiency. The original
feedback instance 500 might nead changes to other aitributes such as, but not limited, to
capacity, traffic, and the like.

in response to identifying one or more deficiencies, the original feedback instance
500 can generate a consultation request 900 directed to the policy engine 104, The
15 consultaiion request 900 can be wiilized by the original feedback instance 500 to request
help from one or more different feedback mstances, such as a target feedback instance
902, which can include one or more actors, such as target feedback instance actor(s)
Q04 A-904N, that can utilize a consultation communications link 906 to communicate
with the onginal feedback instance aclor(s) 502A-502N {0 help the original feedback

20 instance 500 cure one or more deficiencies.
In response to receiving the consultation request 900 tfrom the original feedback
instance 500, the PE 104 can generate a feedback instance consultation request 908. The
PE 104, in some embodiments, can generate the feedback instance consultation request

D08 after verifying the validity of the consultation request 900, For example, the PE 104
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can reference one or more policies regarding permissions for the original feedback
mstance SO0 1o consult with one or more different feedback mstances, such as the target
feedback mstance 902, Altematively, the PE 104, in some embodiments, can function
as a pass-through for communications between the original feedback instance 500 and
the FICIR 120. In these embodiments, the feedback mstance consultation request 908
30 might be the same as or similar o the consultation request 900, In etther the case, the

FICIR 120 can receive the feedback instance consultation request 908 and can perform
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one or more operations of a consultation process described in further detail herein below,
at least in part, to help the onginal feedback instance 500 cure one or more deficiencies.

The illustrated FICIR 120 mncludes an FICIR processing umt 910, an FICIR
memory umit 212, an FICIR EIS module 914, an AP method subsystem ("APIMS™)

W

module 916, and an event/response method subsystem ("ERMS™Y module 918, The

FICIR EIS module 914, the APIMS module 916, and the ERMS module 918 can be

stored in the FICIR memory unit 912 and can be executed by the FICIR processing unit

910 to cause the FICIR 120 to perform operations to faciliiate consultation among

feedback instances in accordance with embodiments disclosed herein.

10 The FICIR processing unit 910 can be or can mnclude one or more CPUs
contfigured with one or more processing cores. The FICIR processing unit 910 can be or
can include one or more GPUs configured to accelerate operations performed by one or
more CPUs, and/or to perform computations o process data, and/or to execute computer-
executable instructions of one or more application programs. operating svstems, and/or

15 other software that may or may not inchide instructions particular to graphics
computations. In some embodiments, the FICIR processing umit 910 can be or can
mclude one or more discrete GPUs. In some other embodiments, the FICIR processing
unit 910can be or can include CPU and GPU components that are configured in
accordance with a co-processing CPU/GPU computing model, wherein the sequential

20 part of an application executes on the CPU and the computationally-intensive part 15

accelerated by the GPU. The FICIR processing unit 910 can be or can include one or

more FPGAs. The FICIR processing unit 910 can be or can include one or more SoC
components along with one or more other components, including, for example, the FICIR
merpory umit 912, In some ernbodirsents, the FICIR processing unit 910 can be or can
include one or more SNAPDRAGON So(s, available from QUALCOMM of San Diego,

Califorma; one or more TEGRA SoCs, available from NVIDA of Santa Clara,

Califorma; one or more HUMMINGBIRD SoCs, available from SAMSUNG of Seoul,

South Korea; one or more OMAP SoCs, available from TEXAS INSTRUMENTS of
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Drallas, Texas, one or more customized versions of any of the above SoCs; and/or one or
30 wore proprietary SoCs. The FICIR processing unit 910 can be or can include one or
more hardware components architected i accordance with an ARM architecture,

available for license from ARM HOLDINGS of Cambridge, United Kingdom
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Alternatively, the FICIR processing unit 910 can be or can inchide one or more hardware
components architected in accordance with an 86 architecture, such an architecture
available from INTEL CORPORATION of Mountain View, Califomnia, and others.

Those skilled in the art will appreciate the implementation of the FICIR processing unit

W

910 can utilize various computalion architectures, and as such, the FICIR processing unit
910 should not be construed as being limuted to anv particular computation architecture
or combination of computation architectures, including those explicitly disclosed herein.
The FICIR memory unit 912 can be or can include one or more hardware
components that perform siorage operations, including temporary and/or permanent
10 storage operations. In some embodiments, the FICIR memory unit 912 can inclade
volatile and/or non-volatile memory implemented i any method or technology for
storage of information such as computer-readable instructions, data stractures, program
modules, or other data disclosed herein. Computer storage media includes, but 1s not
fimited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
15 technology, CEB-ROM, DVD, or other optical storage, magnetic casseties, magnelic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which can

be used 1o store data and which can be accessed by the FICIR processing unit 910,
The FICIR EIS module 214 can receive and examine consuliation requests, such
as the illustrated feedback instance consuliation request 908 received {rom the PE 104,
20 The FICIR EIS module 914 can deliver to the FIOC 126 a feedback instance consultation
realization request 920. The feedback instance consultation realization request 920 can
include a requesting model identifier associated with a requesting feedback instance
model such as the model associated with the original feedback instance 500, The

feedback nstance consultation realization request 920 also can mclude a target model

N2
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identifier associated with a target feedback instance model, such as the model associated
with the target feedback mstance 902,

The APIMS module 916 can examine the feedback mstance consultation request
908 and can search an active feedback instance model API library 922 siored in the
feedback instance model repository 110 for an available API exposed by {i.e., offered
30 by) a peer feedback instance, such as the target feedback instance 902 i the illostrated
exarnple, to allow consultation conwnunications via the consultation communications

link 906. The active feedback instance model API library 922 can include one or more
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APIs for each active feedback instance model in the active feedback insiance model
storage 142 upon which one or more currently active feedback instances are based (i.e.,
feedback instance(s) operating in runtime).

The ERMS module 918 can map the feedback instance consuitation request 908

W

1o an event/response already supported by a peer feedback instance, such as the target

feedback instance 902, The result of one or more operations performed by the APIMS

module 216 and the ERMS module 218 upon execution by the FICIR processing unit

910 can be delivered to the FIOC 126 via the FICIR EIS moduie 914 in the feedback

mstance  consultation realization request 920 to  establish the consultation

10 comununications link 906 between the orniginal feedback mstance 500 and the target
feedback instance 902.

The FICIR 120, in some embodiments, 1s implemented as a policy application
executable by the PE processing unit 300 of the PE 104, In other embodiments, such as
the iHustrated embodiment, the FICIR 120 is implemented as an external entity that is in

15 communication with the PE 104 to support consultation among active feedback
mnstances. A feedback mstance consultation request, such as the llustrated feedback
mstance consuliation request 908, can be received from the PE 104, although 1n some
embodiments, the FICIR 120 can subscribe io requests directly from an actor external to
the PE 104,

20 The illustrated FIOC 126 1s located downstream from the FICIR 120 in the

feedback mstance architecture 100, The FIOC 126 can respond 1o the feedback instance
consultation realization reguest 920 received from the FICIR EIS module 914 1o realize

—that 15, to pul into production — the consuliation commurnications link 906 between the

mstances identified in the feedback instance consultation realization request 920, such as

25 the original feedback mstance 500 and the target feedback instance 902 in the ilustrated
example. The FIOC 126 can function as a supporting entity to the FICIR 120, In some
embodiments, the functionality of the FIOC 126 is combined with the functionality of
the FICIR 120. In other embodiments, such as the illustrated embodiment. the FIOC 126
is implemented as an external entity that is in communication with the FICIR 120.

30 In response to the feedback instance consultation realization request 920, the

FIOC 126 can create and/or extend one or more intercommunication paths among two or

more feedback instances. In the illustrated example the FIOC 126 creates the
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consultation communications link 906 between the original feedback instance 500 and
the target feedback instance 902, Tn some embodiments, the FIOC 126 can extend the
consultation communications link 906 to facilitate communications with one or more
other feedback instances.

The illustrated FIOC 126 includes the FIOC processing unit 322, the FIOC

W

memory unit 324, a feedback instance API interaction subsystem (“FIAPHS™) module

924, and a feedback instance event/response interaction subsystem ("FIERIS”) module

926. The FIAPHS module 924 and the FIERIS module 926 can be stored in the FIOC

memory unif 324 and can be executed by the FIOC processing umit 322 to cause the FIOC
10 126 to perform consultation realization operations described herein.

The FIAPIS module 924 can receive the feedback instance consultation
realization request 920 from the FICIR 120. The FIAPHS module 924 can be executed
by the FIOC processing unit 322 to invoke an API call to one or more APIs published in
the active feedback instance model API library 922 to establish communication with one

1S or more target feedback instances, such as the tllustrated target feedback instance 902,
The FIERIS module 926 can be executed by the FIOC processing unit 322 to enable the
requesting feedback instance, such as the original feedback instance 500, to execute
operations of an event/response method {o communicate with the {arget feedback
mstance, such as the target feedback instance 902, for consultation purposes {o satis{y, at

20 least in part, the policy request 130,

Turning now to FIGURE 10, aspects of a method 1000 for consulting among
feedback instances in the feedback instance architecture 10077 will be described,
according to an illusirative embodiment. The method 1000 will be described with

reference to FIGURE 10 and further reference to FIGURE 9. The method 1000 begins

N2
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at operation 1002, where the original feedback instance 500 generates the consultation
request 900 directed to the PE 104 to request establishment of a feedback instance
ntercommumicaiion link, such as the consuliation communications link 906, over which
to raceive assistance from one or more target feedback instances, such as the farget
feedback instance 902 in the example illustrated in FIGURE 9, o help the original
30 feedback instance 500 cure one or more deficiencies in a feedback nstance model upon

which the original feedback nstance 500 is based. From operation 1002, the method
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1000 proceeds to operation 1004, where the oniginal feedback instance 500 sends the
consultation request 900 to the PE 104,
From operation 1004, the method 1000 proceeds to operation 1006, where the PE

104 recetves the consultation request 900 from the original feedback instance 500. From

W

operation 1006, the method proceeds (o operation 1008, where the PE 104 examunes and

verifies the consultation request 900 fo generate the feedback instance consultation

request 908. From operation 1008, the method 1000 proceeds to operation 1010, where

the PE 104 sends the feedback mstance consultation request 908 to the FICIR 120. The

PE 104, in some embodiments, can generate the feedback instance consultation request

10 908 after verifying the vahdity of the consultation request 900. For example, the PE 104

can reference one or more policies regarding permissions for the original feedback

mstance SO0 io consult with one or more different feedback mstances, such as the target

feedback mstance 902, Alternatively, the PE 104, in some embodiments, can function

as a pass-through for communications between the original feedback instance 500 and

15 the FICIR 120. In these embodiments, the feedback instance consultation request 908
might be the same as or similar to the consultation request 900,

From operation 1010, the method 1000 proceeds to operation 1012, where the

FICIR 120 examines the feedback instance consultation request 908 to determine if a

maich exists with one or more APIs associated with the target feedback instance model

20 upon which the target feedback instance 902 is based. If, at operation 1014, the FICIR

120 determines that a match does not exist, the method 1000 proceeds to operation 1016,

At operation 1016, the FICIR 120 maps the feedback instance consuliation request 908

to one or more objectives of a target feedback instance model available from the active

feedback mstance model storage 142 of the feedback instance model repository 110 that

N2
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can be utilized to cure one or more deticiencies of the original feedback instance 500.
From operation 1016, the method 1000 proceeds to operation 1018, where the
FICIR 120 maps the feedback instance consultation request 908 to an event/response patr
that is supported by the target feedback instance model to which the feedback instance
consultation request 908 was mapped at operation 1016, The event/response pair can
30 include an event to which the target feedback instance wmodel subscribes.  The
event/response pair can include an event response to which the original feedback instance

model should subscribe.

34
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From operation 1618, the method 1000 proceeds 1o operation 1020, where the
FICIR 120 wupdates the ongmal and target feedback instance models with an
mtercommunication plan via an AP and/or an event.  Also, if. at operation 1014, the

FICIR 120 determines that a maich does exist, the method 1000 proceeds directly to

W

operation 1020,
From operation 1020, the method 1000 proceeds to operation 1022, where the
FICIR 120 directs the FIOC 126 to realize a communication method between the original
and target feedback instance models via the feedback instance consultation realization
request 920. From operation 1022, the method 1000 proceeds to operation 1024, where
10 the FIOC 126 retrieves the modified (.e., updated) original and target feedback instance
models from the active feedback instance model storage 142 of the feedback instance
model repository 110, From operation 1024, the method 1000 proceeds o operation
1026, where the FIOC 126 enables commmunication {(e.g., establishes the consultation
communications link 906) or enhances commumication {e.g., extends connectivity of the
15 consultaiion communications link 906} between the original and target feedback instance
models, upon which the original feedback instance 500 and the target feedback instance
902 are respectively based.
From operation 1026, the method 1000 proceeds to operation 1028, The method
1000 ends at operation 1028,
20 Turning now to FIGURE 11, a block diagram dlustrating further aspects of the

EEEEE)

feedback instance architecture 100 will be described, according to an illustrative

the policy reposiiory 106, the FICOR 122, the feedback instance model repostiory 110,

and the FIOC 126, Each of these components and others will be described 1n detail

N2
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below. While connections are shown between some of the components llustrated in
FIGURE 11, 1t should be understood that some, none, or all of the components llustrated
i FIGURE 11 can be configured fo wnteract with one another to carry out various
operations described herein. Thus, 1t should be understood that FIGURE 11 and the
following description are intended to provide a general undersianding of a suilable
30 environment in which varous aspects of embodiments can be imaplemented, and should

not be construed as being limiting 1n any way.
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in the illustrated embodiment, a feedback instance group 1100 includes a plurality
of feedback instances 128A, 1288, 128N, each of which includes one or more actors
T102A-1102N, 1104A-~1104N, 1106A-1106N, respectively. The feedback instance

group 1100 can generate one or more feedback instance events 1108, Each of the

W

feedback instance events 1108 can be generated by one of the plurality of feedback
imstances 128A, 1288, 128N in the feedback instance group 1100 in response to detection
of one or more anomalies. In some cases, a single set of anomalies might not be enough
for the PE 104 or other decision making svstem 1o execute a complete optimization plan.
The feedback instance evenis 1108 from the feedback instance group 1100 might need,
10 or at least nught benefit in some way from, being coordinated to derive an oplinuzation
plan. In order to support dynamic coordination, the FICOR 122 and the FIOC 126 will
be utilized.

The PE 104 can receive the feedback instance events 1108 {or data such as the
event data 132 associated therewith, as illustrated m FIGURE 1), In the tllustrated
1S embodiment, the PE 104 can pass the feedback mstance events 1108 to the FICOR 122,
In other embodiments, the FICOR 122 can subscribe to the feedback instance group 1100
to receive all or a portion of the feedback events 1108, In other embodiments, the FICOR
122 can create the feedback instance group 1100 and can subscribe to two or more evenis
generated by or otherwise associated with the feedback instance group 1100. The FICOR
20 122 can receive the feedback instance evenis 1108 and can leverage one or more policies,
such as one or more of the policies 138, retrieved from the policy repostiory 106 to
develop a coordinated optimization plan to optimize interactions among the feedback

mnstances 128A-128N in the feedback instance group.
The FICOR 122 includes a FICOR processing unit 1110, a FICOR memory unit
1112, a FICOR FIS module 1114, a method extender subsystem ("MES™)y module 1116,

N2
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and an optimization resolver subsystermn ("ORS™) module 1118, The FICOR EIS module

1114, the MES module 1116, and the ORS module 1118 can be stored i the FICOR
memory unit 1112 and can be executed by the FICOR processing unit 1110 to cause the
FICOR 122 to perform operations to coordinate and optimize events among feedback

30 instances in a feedback instance group in accordance with embodiments disclosed herein,
The FICOR processing unit 1110 can be or can include one or more CPUs

configured with one or more processing cores. The FICOR processing unit 1110 can be

36
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or can include one or more GPUs configured to accelerate operations performed by one
or more CPUs, and/or to perform compuiations to process data, and/or {0 execute
computer-executable nstructions of one or more application programs, operating

systems, and/or other sofiware that may or may not include insiructions particular to

W

graphics computations. In some embodimentis, the FICOR processing wnit 1110 can be
or can include one or more discrete GPUs. In some other embodiments, the FICOR
processing unit 1110 can be or can include CPU and GPU components that are
configured in accordance with a co-processing CPU/GPU compuiing model, wherein the
sequential part of an application executes on the CPU and the computationally-intensive
10 partis accelerated by the GPU. The FICOR processing unit 1110 can be or can include
one or more FPGAs. The FICOR processing unit 1110 can be or can include one or more
SoC componenis along with one or more other components, including, for example, the
FICOR memory urit 1112, In some embodiments, the FICOR processing unit 1110 can
be or can mclude one or more SNAPDRAGON SoCs, available from QUALCOMM of
15 San Dhego, California; one or more TEGRA So(Cs, available from NVIDIA of Santa
Clara, Cahifornia; one or more HUMMINGBIRD SoCs, available from SAMSUNG of
Seoul, South Korea; one or more OMAP SoCs, available from TEXAS INSTRUMENTS
of Dralias, Texas: one or more customized versions of any of the above 8o(s; and/or one
or more proprietary SoCs. The FICOR processing unit 1110 can be or can include one
20 or more hardware coroponents architected in accordance with an ARM architecture,
available for license from ARM HOLDINGS of Cambridge, United Kingdom.
Alternatively, the FICOR processing unit 1110 can be or can include one or more
hardware components architected in accordance with an x86 architecture, such an

architecture available from INTEL CORPORATION of Mountain View, California, and

25 others. Those skilled in the art will appreciate the implementation of FICOR processing
unit 1110 can utilize various computation architectures, and as such, FICOR processing
unit 1110 should not be construed as being lhimited to any particular computation
architecture or combination of computation architectures, including those explicitly
disclosed herein.

30 The FICOR memory unit 1112 can be or can include one or more hardware

components that perform storage operations, including temporary and/or permanent

storage operations. In some embodiments, the FICOR memory unit 1112 can include
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volatile and/or non-volatile memory implemented in any method or technology for
storage of information such as computer-readable instructions, data structures, program
maodules, or other data disclosed herein. Computer storage media includes, but is not

limited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory

W

technology, CD-ROM, DVD, or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other roedium which can
be used to store data and which can be accessed by the FICIR processing unit 910.

The FICOR EIS module 1114 can receive and examine the feedback instance
events 1108 received from the feedback instance group 1100 that should be coordinated.
10 The FICOR EIS module 1114 also can provide one or more model extension requests

1120 to the FIOC 126 to instruct the FIOU 126 to extend a selected set of feedback
fstances and deliver a finalized optimization plan to the FIOC 126 for execution.
The MES module 1116 can deternune whether feedback instance model{s) in the
selected set of feedback instances should be extended. I the MES module 1116
15 determines that feedback instance model(s) in the selected set of feedback instances
should be exiended. the MES module 1116 can wstruct the FIOC 126 10 sxtend the
feedback mstance model(s) via one or more model extension requests 1120, The ORS
module 1118 can map the feedback instance events 1108 collected from the feedback
mstance group 1100 to a coordinated optimization plan and can mstruct the FIOC 126 to
20 realize the coordinated optinuzation plan via a realization request 1122.

The FICOR 122, in some embodiments, 13 implemented as a policy application
executable by the PE processing unit 300 of the PE 104, In other embodiments, such as
the Hustrated embodiment, the FICOR 122 15 implemented as an extemal entity that is
m communication with the PE 104,

The illustrated FIOC 126 1s located downstream from the FICOR 122 i the

N2
W

feedback mstance architecture 100. The FIOC 126 can respond to the model exiension
request 1120 received from the FICOR EIS module 1114 by extending one or more
feedback instance models. The FIOC 126 can respond to the realization request 1122
received from the FICOR EIS module 1114 to realize — that is, to put into production —

30 the optinization plan.
The FIOC 126 can function as a supporting entity to the FICOR 122, Tn some

embodiments, the functionality of the FIOU 126 is combined with the functionality of
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the FICOR 122. In other embodiments, such as the illustrated embodiment, the FIOC
126 15 implemented as an external entity that is in commumication with the FICOR 122.
The illustrated FIOC 126 includes the FIOC processing umit 322, the FIOC

memory unit 324, a feadback instance exiension subsystem (“FIES”) module 1124, and

W

a coordinated optimization orchestration subsystemn ("COOS8™y module 1126, The FIES

module 1124 and the COOS module 1126 can be stored in the FIOC memory unit 324

and can be executed by the FIOC processing unit 322 to cause the FIOC 126 to perform

optimization orchestration operations described herein.

The FIES module 1124 can receive the model extension request 1120 from the

10 FICOR 122 The FIES module 1124 can be executed by the FIOC processing unit 322

1o extend the event scope of the selected set of feedback instances. The COOS module

1126 15 used to enable the execution of the optimization plan by interacting with all or at

least a portion of the participating feedback instances. The FIOC 126 can be

implemented as an orchesiration application within a service/resource orchestrator or can

1S beunplemented as an external entity in communication with the orchestrator. When the

FIOC 126 15 implernented as an external entity {o the orchestrator, the FIOC 126 should
attempt to leverage the existing interface infrastructure of the orchestrator.

Turning now to FIGURE 12, a method 1200 for coordinating multiple feedback

mstances {o deternune optimal actions to be taken in the feedback instance architecture

20 10077777 will be described, according to an illustrative embodiment. The method 1200

begins and proceeds to operation 1202, where feedback instances, such as one or more

of the feedback instances 128A-128N send the feedback instance events 1108 to the

FICOR 122, From operation 1202, the method 1200 proceeds to operation 1204, where

the FICOR 122 receives the feedback instance events 1108,

N2
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From operation 1204, the method 1200 proceeds to operation 1206, where the
FICOR 122 verifies that all related feedback instances have been received for an
optumization plan to optimize actions 1o be taken by a group of feedback instances, such
as the feedback instance group 1100. From operation 1206, the method 1200 proceeds
to operation 1208, where the FICOR 122 determines whether events have been recetved
30 from all related feedback instances in the feedback mstance group 1100, If not, the
method 1200 proceeds to operation 1210, where the FICOR 122 continues to wait for

events from one or more other related feedback instances and the method 1200 returns
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to operation 1206. After all events from the feedback mnstance group 1100 have been
received, the method 1200 proceeds to operation 1212, where the FICOR 122 examines
the feedback instance events 1108 from all feedback mstances in the feedback instance

group 1100 to determine whether the feedback instance events 1108 can be matchedto a

W

single actionable optimization plan.

If, at operation 1214, the FICOR 122 determines that a match does not exist, the
method 1200 proceeds from operation 1214 to operation 1216, where the FICOR 122
examines and identifies extensibility of one or more feedback mstances that might
provide additional information responstve to one or more of the feedback mstance events
10 1108, From operation 1216, the method 1200 proceeds to operation 1218, where the

FICOR 122 updates feedback instance model(s} associated with the feedback instances
from which the feedback instance events 1108 were received in the active feedback
imstance model storage 142 of the feedback wnstance model repository 110, From
operation 1218, the method 1200 proceeds to operation 1220, where the FICOR 122
15 instructs the FIOC 126 to extend the scope, via the model extension request 1120, of one
or more feedback mstances identified at operation 1216, From operation 1220, the
method 1200 proceeds to operation 1222, where the FIOC 126 retrieves the updated
scope for each feadback instance identified at operation 1216 and makes one or more
adjustments 1o each feedback instance in runtime. From operation 1222, the method
20 1200 proceeds to operation 1224, where the extended feedback mstances can generate
one or more new evertts. The method 1200 can retum to operation 1206, where the where
the FICOR 122 continues to verify that all related feedback instances have been recetved
for the optumization plan.  As such, the method 1200, or at least the aforementioned

operations of the method 1200, can be dynanmic and continuous, and thus may repeat as

N2
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ew events are obtained by the FICOR 122, and as new optimization plans are sent to
the FEOC 126 to be executed/enforced by the set of coordinated feedback instances as
appropriate.

If, however, at operation 1214, the FICOR 122 determines that a match exists,
the method 1200 proceeds to operation 1226, where the FICOR 122 instructs the FIOC
30 126, via the realization request 1122, to realize the matched optiraization plan. From
operation 1226, the roethod 1200 proceeds to operation 1228, where the FIOC 126

communicates an action plan to each participating feedback instance to execute the
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optimization plan. From operation 1228, the method 1200 proceeds to operation 1230,
where the method 1200 ends.

Turning now to FIGURE 13, a block diagram illustrating further aspects of the
feedback instance architecture 160777 will be described, according {o an illusirative
emnbodiment. The illustrated feedback mstance architecture 10077777 includes the PE 104;

the FIOM/FIMOS 124, which includes a FIOM 1300 and a FIMOS 1302; the feedback

W

mnstance model repository 110; the FIOC 126; an active feedback instance performance

threshold policy {("AFIPTP”} repository 1306; and an events/stats and feedback instance

performance repository 1308, Each of these components and others will be described in

10 detail below. While connections are shown between some of the components illustrated

in FIGURE 13, it should be undersiood that some, none, or all of the componenis

tHustrated i FIGURE 13 can be configured (o interact with one another to carry out

vartous operations described herein. Thus, it should be understood that FIGURE 13 and

the following description are intended to provide a general understanding of a suitable

IS environment in which various aspects of embodiments can be implemented, and should
not be consirued as being limiling 1n any way.

The PE 104 can commumnicate with the FIOM 1300 and the FIMOS 1302, The

PE 104 includes the PE processing unit 300, the PE memory unit 302, and the PE module

304 described above. The FIOM 1300 and the FIMOS 1302 can coordinate adjustment

20 and execution of policy participation level mode ("PPL mode™) based upon current

feedback instance conditions. Based on traffic conditions, computing or network

resource conditions, energy conditions and priority considerations, explicit involvement

of policy can be automatically or manually tuned/adjusted to a suitable mode. A “mode,”

as used herein, can represent a degree or level of guidance. cowvstraints, required

N2
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interactions, and/or the like provided by a policy. Alternately, or more generally, modes
may reflect different (altemative, 1 any respecty policy guidance, constraints, required
interactions, and/or the like.

The FIOM 1300 includes an FIOM processing unit 1310, an FIOM memory unit
1312, and an FIOM module 1314, The FIOM module 1314 can be stored in the FIOM
30 memory umil 1312 and can be executed by the FIOM processing unit 1310 o cause the
FIOM 1300 to perform operations to momtor feedback mstances m accordance with

embodiments disclosed herein.
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The FIOM processing unit 1310 can be or can include one or more CPUs
configured with one or more processing cores. The FIOM processing unit 1310 can be
or can include one or more GPUs configured to accelerate operations performed by one

or more CPUs, and/or to perform computations to process data, and/or o execule

W

computer-executable instructions of one or more application programs, operaling
systerns, and/or other software that may or may not include instructions particular to
graphics computations. In some embodiments, the FIOM processing unit 1310 can be or
can include one or more discrete GPUs.  In some other embodiments, the FIOM
processing umit 1310 can be or can include CPU and GPU components that are
10 configured in accordance with a co~-processing CPU/GPU computing model, wherem the
sequential part of an application executes on the CPU and the computationally-intensive
part is accelerated by the GPU. The FIOM processing unit 1310 can be or can include
one or more FPGAs. The FIOM processing unit 1310 can be or can include one or more
SoC components along with one or more other components, including, for example, the
15 FIOM memory unit 1312, In some embodiments, the FIOM processing unit 1310 can be
or can include one or more SNAPDRAGON 50Cs, available from QUALCOMM of San
Diego, California; one or more TEGRA SoCs, available from NVIDILA of Santa Clara,
Califormia; one or more HUMMINGRIRD SoCs, available from SAMSUNG of Seoul,
South Korea; one or more OMAP SoCs, available from TEXAS INSTRUMENTS of
20 Dallas, Texas; one or more custonized versions of any of the above SoCs; and/or one or
more proprietary SoCs. The FIOM processing unit 1310 can be or can include one or
more hardware components architected in accordance with an ARM architecture,
available for license from ARM HOLDINGS of Cambridge, United Kingdom.

Alternatively, the FIOM processing unit 1310 can be or can include one or more

N2
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hardware components architected in accordance with an x86 architecture, such an
architecture available from INTEL CORPORATION of Mountain View, Califorma, and
others. Those skilled in the art will appreciate the implementation of the FIOM
processing unit 1310 can utilize various computation architectures, and as such, the
FIOM processing unit 1310 should not be construed as being linmted to any particular
30 computation architecture or combination of computation architectures, mcluding those

exphceitly disclosed herein.

o
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The FIOM memory unit 1312 can be or can include one or more hardware
components that perform storage operations, including temporary and/or permanent
storage operations. In some embodiments, the FIOM memory umt 1312 can mnclude

volatile and/or non-volatile memory implemented i any method or technology for

W

storage of information such as computer-readable instructions, data stractures, program

modules, or other data disclosed herein. Computer storage media includes, but 1s not

fimited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
technology, CD-ROM, DVD, or other optical storage, magnetic casseties, magnelic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which can

10 beused to store data and which can be accessed by the FIOM processing unit 1310,

The FIOM 1300, in some embodiments, is implemented as a policy application
executable by the PE processing unit 300 of the PE 104, Tn other embodiments, such as
the illustrated embodiment, the FIOM 1300 1s implemented as an external entity that is
in communication with the PE 104,

15 The FIOM module 1314 can be executed by the FIOM processing unit 1310 to
monitor performance of one or more active feedback instances, such as the feedback
mstance 128, to detect a possible trigger pownt for a PPL mode adjustment for one or
more actors operating as part of the feedback mstance 128

The FIMOS 1302 mcludes a FIMOS processing unit 1316, a FIMOS memory

20 umit 1318, a FIMOS EIS module 1320, and a participation level resolver ("PLR”) module

1322. The FIMOS EIS module 1320 and the PLR module 1322 can be stored in the

FIMOS memory unit 1318 and can be executed by the FIMOS processing pnit 1316 to

cause the FIMOS 1302 to perform operations to adjust a participation level of one or

more actors in one or more feedback mstances, such as the feedback instance 128, in

accordance with embodiments disclosed herein.

N2
W

The FIMOS processing unit 1316 can be or can include one or more CPUs
configured with one or more processing cores. The FIMOS processing unit 1316 can be
or can include one or more GPUs configured to accelerate operations performed by one
or more CPUs, and/or to perform compuiations to process data, and/or {o execuie

30 computer-executable instroctions of one or more application programs, operating
gystems, and/or other software that may or may not include instructions particular to

graphics computations. In some embodiments, the FIMOS processing unit 1316 can be

o
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or can include one or more discrete GPUs. In some other embodiments, the FIMOS
processing umi 1316 can be or can include CPU and GPU components that are
configured in accordance with a co-processing CPU/GPU computing model, wherein the

sequential part of an application executes on the CPU and the computationally-intensive

W

part 1s accelerated by the GPU. The FIMOS processing unit 1316 can be or can include
one or more FPGAs. The FIMOS processing unit 1316 can be or can include one or
more SoC components along with one or more other components, including, for example,
the FIMOS memory unit 1318, In some embodiments, the FIMOS processing unit 1316
can be or can include one or more SNAPDRAGON SoCs, available from QUALCOMM
10 of San Dyego, Califormia; one or more TEGRA SoCs, available from NVIDIA of Santa
Clara, California; one or more HUMMINGBIRD S0Cs, available from SAMSUNG of
Seoul, South Korea, one or more OMAP 5oCs, available from TEXAS INSTRUMENTS
of Dallas, Texas; one or more customized versions of any of the above SoCs; and/or one
or more proprietary SoCs. The FIMOS processing unit 1316 can be or can include one
1S or more hardware components architected in accordance with an ARM architecture,
available for license from ARM HOLDINGS of Cambridge, United Kingdom.
Alternatively, the FIMOS processing unit 1316 can be or can include one or more
hardware components architected i accordance with an x86 architecture, such an
architecture available from INTEL CORPORATION of Mountain View, Califorma, and
20 others. Those skilled in the art will appreciate the implementation of the FIMOS
processing unit 1316 can utilize various computation architectures, and as such, the
FIMOS processing unit 1316 should not be construed as being limited to any particular
computation architecture or combination of computation architectures, mcluding those

exphceitly disclosed herein.
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The FIMOS memory unit 1318 can be or can include one or more hardware
components that perform storage operations, including temporary and/or permanent
storage operations. In some embodiments, the FIMOS memory unit 1318 can include
volatile and/or non-volatile memory implemented in any method or technology for
storage of information such as computer-readable instructions, data structures, program
30 modules, or other data disclosed herein. Computer storage media includes, but is not
bimited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory

technology, CD-ROM, DV D, or other optical storage, magnetic cassettes, magnetic tape,
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magnetic disk storage or other magnetic storage devices, or anv other medium which can
be used to store data and which can be accessed by the FIMOS processing unit 1316,
The FIMOS 1302, in some embodiments, is implemented as a policy application

executable by the PE processing unit 300 of the PE 104, In other embodiments, such as

W

the lustrated embodiment, the FIMOS 1302 15 implemented as an external entity that is
n communication with the PE 104,
The FIMOS EIS module 1320 and the PLR module 1322 can be executed by the
FIMOS processing unit 1316, The FIMOS EIS module 1320 can receive, from the FIOM
1300, one or more events associated with the feedback mstance 128. The PLR module
10 1322 can determine whether the policy participation level of the feedback instance 128
should be adjusted. The PLR module 1322 can then map out the level of participation for
each actors in feedback imstance 128 The PLR module 1322 also can save changes to
the participation level in association with the feedback instance model upon which the
feedback instance 128 is based in the active feedback nstance model storage 142. The

15 PLR module 1322 also can send a policy participation level adjustment request to the
FIMOS EIS module 1320 for delivery to the FIOC 126,

The iHustrated FIOC 126 15 located downstream from the FIOM/FIMOS 124 in
the feedback instance architecture 100. The illustrated FIOC 126 includes the FIOC
processing unit 322, the FIOC memory unit 324, and a policy level tuner/adjuster

20 ("PLTA”) module 1324, The PLTA moduie 1324 can be stored m the FIOC memory
unit 324 and can be executed by the FIOC processing unit 322 to cause the FIGC 126 to
perform operations described herein.

The FIOC processing unit 322 can be or can nclude one or more CPUs

configured with one or more processing cores. The FIOC processing wnit 322 can be or

N2
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can include one or more GPUs configured to accelerate operations performed by one or
more CPUs, and/or to perform computations o process data, and/or 1o execute computer-
executable instructions of one or more application programs, operating systems, and/or
other software that mav or may not include instructions particular o graphics
computations. In some embodimenis, the FEOC processing unit 322 can be or can include
30 one or more discrete GPUs. In some other embodiments, the FIOC processing unit 322
can be or can inchude CPU and GPU components that are configured in accordance with

a co-progessing CPU/GPU computing model, wherein the sequential part of an

o
o)
L
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application executes on the CPU and the computationally-intensive part is accelerated by
the GPU. The FIOC processing unit 322 can be or can include one or more FPGAs. The
FIOC processing unit 322 can be or can include one or more SoC coraponents along with

one or more gther components, including, for example, the FIOC memory unit 324, In

W

some embodiments, the FIOC processing unit 322 can be or can include one or more
SNAPDRAGON 80Cs, available tfrom QUALCOMM of San Dhiego, California; one or
more TEGRA SoCs. available from NVIDIA of Santa Clara, California; one or more
HUMMINGBIRD SoCs, available from SAMSUNG of Seoul, South Korea; one or more
OMAP SoCs, available from TEXAS INSTRUMENTS of Dallas, Texas; one or more
10 customized versions of any of the above SoCs; and/or one or more proprietary SoCs.
The FIOC processing unit 322 can be or can include one or more hardware components
architected in accordance with an ARM archilecture, available for license from ARM
HOLDINGS of Cambridge, United Kingdom. Alternatively, the FIOC processing unit
322 can be or can include one or more hardware components architected in accordance
15 with an x86 architecture, such an architecture available from INTEL CORPORATION
of Mountain View, California, and others. Those skilled in the art will appreciate the
implementation of the FIOC processing wnit 322 can utilize various cornputation
architectures, and as such, the FIOC processing unit 322 should not be construed as being
himited to any particular computation architecture or combination of computation

20 architectures, including those exphicitly disclosed herein
The FIOC memory unit 324 can be or can include one or more hardware
components that perform storage operations, including {emporary and/or permanent
storage operations. In some embodiments, the FIOC mwemory unit 324 can include

volatile and/or non-volatile memory tplemented in any method or technology for

N2
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storage of information such as computer-readable instructions, data structures, program
modules, or other data disclosed herein. Computer storage media includes, but 1s not
himited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state memory
technology, CD-ROM, DVD, or other optical storage. magnetic casseties, magnetic tape,
magnetic disk storage or other magnetic storage devices, or anv other medium which can
30 beused to siore data and which can be accessed by the FIOC processing umit 322,

The FIOC 126 can respond to policy participation level adjustment requests

eceived from the FIMOS EIS module 1320 by executing the PLTA module 1324 to

66
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tune/adjust the policy participation level of the feedback instance 128. The FIOGC 126
can respond to the policy participation level of the feedback mstance 128 by retrieving
the associated feedback model from the active feedback instance model storage 142 and
can interact with actors in the feedback instance 128 to adjust the policy participation

level for each actor.

W

The FIOC 126 can function as a supporting entity to the FIMOS 1302, In some
embodiments, the functionality of the FIOC 126 is combined with the functionality of
the FIMOS 1302, In other embodiments, such as the illustrated embodiment, the FIOC
126 1s implemented as an external entity that is in communication with the FIMOS 1302,

10 Turning now to FIGURE 14, a method 1400 for selecting feedback mnstance
modes will be described, according o an illustrative embodiment. The method 1400
begins and proceeds to operation 1402, where the FIOM 1300 subscribes to and montiors
one or more events that might impact a policy participation level of an active feedback
instance, such as the feedback instance 128, or one or more actors thereof From

1S operation 1402, the method 1400 proceeds to operation 1404, where the FIOM 1300
examines and forwards the eveni{s) to the FIMOS 1302,

From operation 1404, the method 1400 proceeds to operation 1406, where the
FIMOS 1302 maps the event{s) to a set of policy participation level policies. From
operation 1406, the method 1400 proceeds to operation 1408, where the FIMOS 1302

20 determines which participation level the feedback mstance 128 should be tuned to and
duration of the new participation level. From operation 1408, the method 1400 proceeds
to operation 1410, where the FIMOS 1302 stores a feedback instance model adjusted
accordance with the participation level determined at operation 1408 in the active

feedback mnstance model storage 142, From operation 1410, the method 1400 proceeds

25  to operation 1412, where the FIMOS 1302 directs the FIOC 126 to realize one or more
feedback instances and/or adjust the feedback instance 128 based upon the adjusted
feedback instance model.

From operation 1412, the method 1400 proceeds to operation 1414, The method
1400 ends at operation 1414
30 One non-lumiting example of the mwethod 1400 will now be described. In thus

example, a first feedback instance can 1nvolve a network controller, an orchestrator, an

analytic module, and the PE 104. The first feedback instance can identify compute and
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network traffic anomolies for a large international bank, i conjunction with strict policy
rules that have to be followed in order to enforce performance security requirements and
guidelines during normal business hours. The rules may not be relaxed in after-hour time
due to being international in nature. For purposes of this example, assume that a financial

crists i one of the nations has caused unosual traffic volomes (o withdraw funds. An

W

anomaly is accordingly detected. Since the signature indicates that there 15 no security
threat, and the anomaly is really due to the financial crisis, security policy does not need
to plav such a large role in this scenario, and therefore the policy participation with
respect to the sirictness of securily enforcement 1s reduced in this particular case to allow
10 more real-time allocation of VM resources to best accommodate the actual situation.
FIGURE 15 1s a block diagram illustrating a computer system 1500 configured
to provide the functionalily in accordance with various embodiments of the concepts and
technologies disclosed herein. In some implementations, the policy requestor(s) 102, the
PE 104, the policy repository 106, the policy enforcement point{s) 108, the feedback
1S instance model repository 110, the other repositories 112, the FIRC 114, the FICUR 116,
the FIER 118, the FICIR 120, the FICOR 122, the FIOM/FIMOS 124, the FIQC 126,
other components described heren, or combinations thereof can be or can include one or
more computers that are configured the same as or like the architecture of the computer
system 1500, Tt should be understood, however, that modification to the architecture
20 may be made to facilitate certain interactions among elernents described herein
The computer system 1500 includes a processing unit 1502, a memory 1504, one
or more user inferface devices 1506, one or more input/owtput (“1/07) devices 1508, and
one or more network devices 15310, each of which is operatively connected to a system

bus 1512, The system bus 1512 enables bi-directional commumication between the

N2
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processing unit 1502, the memory 1504, the user interface devices 1506, the /O devices
1508, and the network devices 1510

The processing unit 1502 may be a standard central processor that performs
arithmetic and logical operations, a more specific purpose programumable logic controiler
(“PLC™}, a programmable gate array, or other tvpe of processor described herein or
30 knownto those skilled in the art and suitable for controlling the operation of the computer
system 1500, Processing units are generally known, and therefore are not described in

further detail herein. The PE processing unit 300, the FIRC processing unit 310, the
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F10C processing unit 322, the FICUR processing unit 506, the FIER processing unit 702,
the FICIR processing unit 910, the FICOR processing unit 1110, the FIOM processing
unit 1310, the FIMOS processing unit 1316, or a combination thereof can include one or
more of the processing units 1502

The memory 1504 communicales with the processing unit 1502 via the system

W

bus 1512, In some embodiments, the memory 1504 1s operatively connecied to a
memory controller (not shown) that enables communication with the processing unit
1502 via the system bus 1512, The PE memory unit 302, the FIRC memory unit 312,
the FIOC memory unit 324, the FICUR memory unit 308, the FIER memory unit 704,
10 the FICIR memory unit 912, the FICOR memory umt 1112, the FIOM memory unit 1312,
the FIMOS memory unit 1318, or a combination thereof can include one or more
mstances of the memory 1504,
The illustrated memorv 1504 includes an operating svstenm 1514 and one or more
program modules 1516. The operating system 1514 can include, but is not limited to,
15 members of the WINDOWS, WINDOWS CE, and/or WINDOWS MOBILE families of
operating systems from MICROSOFT CORPORATION, the LINUX farmuly of operating
systems, the SYMBIAN family of operating systems from SYMBIAN LIMITED, the
BREW family of operating systems from QUALCOMM CORPORATION, the MAC
08, 08 X, and/or108 famihes of operating systems from APPLE CORPORATION, the
20 FREEBSD family of operating systems, the SOLARIS fanuly of operating systerms from
ORACLE CORPORATION, other operating systems, and the like.
The program modules 1516 may include various software and/or program
modules to perform the various operations described herein. The program modules 1516

and/or other programs can be embodied in computer-readable media containing
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instructions that, when executed by the processing unit 1502, perform various operations
such as those described herein. According to embodiments, the program modules 1516
may be embodied in hardware, software, {irmuwvare, or any combination thereof The
program modules 1516 can include the PE module 304, the EIS module 314, the PAS
module 316, the MES module 318, the AIS module 326, the FES module 328, the VAS
30 meodule 330, the FIER EIS module 706, the FIER EDS module 708, the FIRS module
712, the RAS module 714, the FICIR EIS module 914, the APIMS module 916, the
ERMS module 918, the FIAPUS module 924, the FIERIS module 926, the FICOR EIS

o5
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module 1114, the MES module 1116, the ORS module 1118, the FIES module 1124, the
COOS module 1126, or a combination thereof,
By way of example, and not limitation, computer-readable media may include

any available computer storage media or communication media that can be accessed by

W

the compuler system 1500,  Commuonication media includes computer-readable
mstructions, data structures, program modules, or other data i a modulated data signal
such as a carrier wave or other transport mechanism and includes any delivery media.
The term “modulated data signal”™ means a signal that has one or more of its
characteristics changed or sef in a manner as to encode information in the signal. By way
10 of example, and not linutation, coromunication media includes wired media such as a
wired network or direct-wired connection, and wireless media such as acoustic, radio
frequency ("RF”), infrared (“TR”) and other wireless media. Combinations of the any of

the above should also be included within the scope of computer-readable media.
Computer storage media includes volatile and non-volatile, removable and non-
15 removable media implemented i any method or technology for storage of information
such as computer-readable instructions, data structures, program modules, or other data.
Computer storage media includes, but 1s not hinuted fo, random access memory
{"RAM"), read-only memorv (“ROM7™), erasable programmable ROM ("EPROM™),
electrically erasable programmable ROM (“EEPROM™), flash memory or other solid
20 state memory technology, CD-ROM, digital versatile disks ("DVD™), or other optical
storage, magnetic cassettes, magnetic iape, magnetic disk storage or other magnetic
storage devices, or any other mediom which can be used 1o store the desired information
and which can be accessed by the computer systern 1500, In the claims, the phrase

“computer storage medium’” and variations thereot does not include waves or signals per
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se and/or commumication media.

The user interface devices 1506 may include one or more devices with which a
user accesses the computer system 1300, The user interface devices 1506 may include,
but are not limited to, computers, servers, personal digital assistants (“"PIDDAS™), cellular
phones, smartphones, or any switable computing devices. The /O devices 1508 enable
30 awuser to interface with the program modudes 15316, In one embodiment, the 1/O devices
1508 are operatively connected to an /O controller (not shown) that enables

communication with the processing unit 1502 via the system bus 1512, The /0 devices

70
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1508 may include one or more input devices, such as, but not limited to, a keyboard, a
mouse, or an electronic stvlus, Further, the I/0 devices 1508 may include one or more
output devices, such as, but not limited to, a display screen or a printer. In some
embodiments, the I/ devices 1508 can be used for manual controls for operations to

exercige under certain stiuations.

W

The network devices 1510 enable the computer systern 1300 to communicate with

other networks or remote systeimns via a network 1518 Examples of the network devices

1510 include, but are not limited to, a modem, a RF or IR transceiver, a felephonic

wnterface, abnidge, a rouier, or anetwork card. The network 1518 may include a wireless

10 network such as, but not linuted to, a Wireless Local Area Network ("“WLAN"), a

Wireless Wide Area Network ("WWANT), a Wireless Personal Area Network

(“"WPAN") such as provided via BLUETOOTH technology, a Wireless Metropolitan

Area Network ("WMAN") such as a WiMAX network or metropolitan cellular network.

Alternatively, the network 1518 may be a wired network such as, but not himited to, a

15 Wide Area Network ("WAN"), a wired Personal Area Network ("PAN"), or a wired

Metropolitan Area Network {(“MAN™). The network 1518 may be any other network
described herein.

Turning now to FIGURE 16, details of a network 1600 are illustrated, according

to an ilustrative embodiment. The network 1600 includes a cellular network 1602, a

20 packet data network 1604, for example, the Internet, and a circuit-switched network

1606, for example, a public switched telephone network ("PSTN™). The cellular network

1602 includes various components such as, but not himited o, base transceiver stations

("BTSs™), node-B’s or e-node-B’s, base station controllers (“BSCs™y, radio network

controllers {“"RNC3s™), mobile switching centers ("MSCs™), mobile management entities
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{("MMEs"), short message service centers {“SMSCs™), multimedia messaging service
centers {(“MMSCs™), home location registers ("HLRs”), home subscriber servers
("HS8g™), visitor location registers (“VLRs™), charging platforms, billing platforms,
voicemail platforms, GPRS core network components, location service nodes, an [P
multimedia subsystem (“IMS”), and the like. The cellular network 1602 also includes
30 radios and nodes for receiving and transmutting voice, data, and combinations thereof to
and from radio transceivers, networks, the packet data network 1604, and the circuit-

switched network 1606.
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A mobile communications device 1608, such as, for example, a cellular
telephone, a user equiprment, a mobile terminal, a PDA, a laptop computer, a handheld
computer, and combinations thereof, can be operatively connected to the cellular network

1602. The cellular network 1602 can be configured as a 2G global system for mobile

W

communications {“GSM™) network and can provide data communications via general
packet radio service ("GPRS™) and/or enhanced data rates for GSM evolution ("EDGE™).
Additionally, or alternatively, the cellular network 1602 can be configured as a 3G
universal mobile telecommunications system ("UMTS™) network and can provide data
communications via the high-speed packet access ("HSPA™) protocol famuly, for
10 exarmople, high-speed downlink packet access ("HSDPA™), enhanced uphink ("EUL) also
referred to as high-speed uplink packet access ("HSUPA™), and HSPA+. The celiular
network 1602 also is compatible with 4G mobile communications standards such as long-

term evolution (“LTE™), or the like, as well as evolved and future mobile standards.
The packet data network 1604 includes various devices, for example, servers,
1S computers, databases, and other devices in commumication with another, as is generally
known. The packet data network 1604 can be or can mclude the network 1518 The
packet data network 1604 devices are accessible via one or more network links. The
servers often store various files that are provided to a requesting device such as, for
example, a computer, a terminal, a smartphone, or the like. Typically, the requesting
20 device includes software (a “browser”) for executing a web page 10 a format readable by
the browser or other software. Other files and/or data may be accessible via “links™ in
the retrieved files, as is generally known. In some embodiments, the packet data network
1604 mcludes or is in communication with the Internet. The circuit-switched network

1606 includes various hardware and software for providing curcuit-switched
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communications. The circuit-switched network 1606 may include, or may be, what is
often referred to as a plain old telephone system ("POTS”). The functionality of a circuit-
swiiched network 1606 or other circuit-switched network are generally known and will
not be described herein in detail.

The illustrated cellular network 1602 is shown in communication with the packet
30 datanetwork 1604 and a circuit-switched network 1606, though it should be appreciated
that this is not necessarily the case. One or more Inieret-capable devices 1610, for

example, a PC, a laptop, a portable device, or another suitable device, can comnunicate
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with one or more cellular networks 1602, and devices connected thereto, through the
packet data network 1604, Tt also should be appreciated that the Internet-capable device
1610 can communicate with the packet data network 1604 through the circutt-switched

network 1606, the cellular network 1602, and/or via other networks (not illustrated}.

W

As illustrated, a commumications device 1612, for example, atelephone, facsimile
machine, modem, computer, or the like, can be in communication with the circuit-
switched network 1606, and therethrough to the packet data network 1604 and/or the
cellelar network 1602, H should be appreciated that the commumications device 1612
can be an Internet-capable device, and can be substantially similar to the Internet-capable
10 device 1610, In the specification, the network 1s used to refer broadly 1o any combination

of the networks 1602, 1604, 1606 shown in FIGURE 16 and/or the network 1518 &

should be appreciated that substantially all of the functionality described with reference

to the network 1518 can be performed by the cellular network 1602, the packet data

network 1604, and/or the circuit-switched network 1606, alone or in combination with
15 other networks, network elements, and the like.

Based on the foregoing, it should be appreciated that concepts and technologies
directed to the escalation of feedback instances have been disclosed herein.  Although
the subject matter presented herein has been described in language specific to computer
stractural  featurves, methodological and transformative acts, specific computing

20 machinery, and computer-readable media, it is to be understood that the concepts and
technologies disclosed herein are not necessarily limited to the specific features, acts, or
media described herein. Rather, the specific features, acts and mediums are disclosed as
example forms of implementing the concepts and technologies disclosed herein.

The subject matter described above is provided by way of illustration only and

N2
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should not be construed as liniting. Various modifications and changes may be made to
the subject matier described heretn without following the example embodiments and
applications llustrated and described, and without departing from the true spirit and

scope of the embodiments of the concepts and technologies disclosed herein.
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CLAIMS
We claim:
1 A system (118}, comprising:

a processing unit (702); and
a memory unit (704) that stores instructions that, when executed by the processing
unit (702), cause the processing unit (704) to perform operations comprismg:

receiving a feedback insiance escalation request (700) from an original
feedback instance (500), wherein the feedback instance escalation request (700)
wdentifies a deficiency in the original feedback instance (500),

gxamining the feedback instance escalation request (700) and an objective of
the original feedback instance (500) to identifv a new objective of an escalated
feedback instance (716) to cure the deficiency of the origimal feedback instance
(500},

creating a definition for the escalated feedback mstance (716) to satisfy the
objective,

mapping the defimtion for the cscalated feedback instance (716) to an
existing feedback instance model, and

generating a feedback instance escalation realization request (710) directed
to a feedback mstance orchestrator and controller (126) system, wherein the feedback
mstance escalation realization request (710) mstructs the feedback instance
orchestrator and controller (126) system to realize the escalated feedback instance
(716) based upon the existing feedback instance model to satisfy the objective and

cure the deficiency in the original feedback nstance (500}

2. The system (118} of claim 1, wherein the definition for the cscalated
feedback mstance (716} comprises a target and an input to satisfy, at least in part, the new
objective.

3. The system (1 18) of claim 2, wheremn mapping the definition for the escalated
feedback instance (716} to the existing feedback mstance model comprises mapping the

definition for the escalated feedback instance (716) to an active feedback mstance model.
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4, The system (1 18) of claim 3, wherein mapping the definition for the escalated
feedback instance (716) to the active feedback matance model comprises utilizing a table of
all or a relevant subset of available active feedback instance models comprising the active
feedback instance model to map the definition for the escalated feedback instance (716) to

the active feedback instance model.

5. The system (118) of claim 3, wherein mapping the definition for the escalated
feedback mstance (716} to the existing feedback mnstance model comprises mapping the
defimition for the escalated feedback instance (716} to the active feedback instance model
and a further active feedback instance model; and wherein the operations further comprise:

calculating a distance score for the active feedback instance model from the
definition for the escalated feedback instance (716) and a further distance score for the further
active feedback instance model from the defmition for the escalated feedback instance (716);
and

selecting either the distance score or the further distance score based upon a closest

match to the definition for the escalated feedback mstance (716).

6. The aystem (118) of claim 2, wherein mapping the definition for the cscalated
feedback mstance (716} to the existing feedback mstance model comprises mapping the
definttion for the escalated feedback instance (716) to a non-active feedback instance model.

7. The system (118) of claim 6, wherein mapping the definition for the escalated
feedback mstance (716) to the non-active feedback instance model comprises utilizing a table
of all or a relevant subset of available non-active feedback mstance models comprising the
non-active feedback mstance model to map the definition for the escalated feedback mstance

(716} to the non-active feedback nstance model.

8. The system (118) of claim 6, wherein mapping the definition for the escalated
feedback mstance {(716) to the existing feedback instance model comprises mapping the
defimition for the escalated feedback mstance {716} to the non-active feedback mstance
mode! and a further non-active feedback instance model; and wherein the operations further
comprise:

calculating a distance score for the non-active feedback instance model from the

defimition for the escalated feedback instance (716) and a further distance score for the further
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non-active feedback instance model from the definition for the escalated feedback instance
(716); and
selecting either the distance score or the further distance score based upon a closest
match to the definition for the escalated feedback mstance (716).
9. A system (118), comprising:
a processing unif (702); and
a memory unit (704) that stores instructions that, when exccuted by the processing
amt {702}, canse the processing umit (702} to perform operations comprising:
receiving a feedback mstance escalation realization request (710) to realize
an escalaled feedback instance {(716) based upon an existing feedback mstance model
to satisfy an objective and to cure a deficiency m an original feedback nstance (500),
determining whether to activate a non-active feedback instance mode] as the
existing feedback instance model upon which to realize the escalated feedback
instance (716) or to associate the feedback mstance ¢scalation realization request
(710} with an active feedback instance based upon an active feedback instance model
as the existing feedback instance model upon which to realize the escalated feedback
mstance (716), and
if a determination to activate the non-active feedback mnstance model as the
existing feedback instance model is made, retneving the non-active feedback
mstance model and activating the escalated feedback instance (716) based upon the

non-active feedback mnstance model.

10, The system (118} of claim 9, wherein the operations further comprise if a
determination to activate the active fecedback instance model as the existing {eedback
mstance model 1s made, associating the feedback instance escalation realization request (710)
with the active feedback instance model fo realize the active feedback instance as the

escalated fecdback mstance (716).

1l The system (118) of claim 9, wheren deternuning whether (o activaie the
non-aciive feedback nstance model as the existing feedback instance model upon which to
realize the escalated feedback mstance (716) comprises determuning whether o reactivate
the non-active feedback mstance model as the existing feedback instance mode! upon which

to realize the escalated feedback mstance (716,
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12. The system (118} of claim 9, wherein the deficiency m the onginal feedback
instance (300) comprises a deficiency in a number of actors, a tvpe of actor, an mactivity of
a particular actor, a number of operaticnal parameter, a type of operational parameter, an

analvtic application, or another attribute.
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