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(57) Abstract: A method of alarm management in a communications system having a number of Femto base stations (110), the
method comprising the steps of : detecting disruption of a communication link between a Femto base station and a management
system (120) via which alarms are communicated; blocking the sending of alarms by the Femto base station; generating a report
representative of the accumulation of alarms; detecting re-establishment of the communication link; sending the report to the man-
agement system; and reporting alarms to the management system on the basis of the report.
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ATLARM MANAGEMENT IN A COMMUNICATIONS SYSTEM

This invention relates to alarm management in a communica-
tions system. It is particularly, but not exclusively, re-

lated to alarm management in a mobile communications system.

The amount of Internet traffic generated as a result of users
having broadband connections is increasing. A significant
cause of this increase is the transmission of multimedia, and

in particular video.

Although broadband was originally provided via wired connec-
tions, there is a growing interest in broadband provided via
wireless connections (so-called wireless broadband) and in

particular in wireless mobile communication systems. As a

consequence, home and office users using wireless broadband
connections are becoming target customers for wireless net-
work operators and service providers looking to increase av-

erage revenue per user and operating margin.

There are a number of different types of wireless mobile com-
munication systems. Examples include second generation (2G)
wireless mobile communication systems and more advanced sys-
tems such as third generation (3G) wireless mobile communica-
tion systems. A more advanced system than 3G, which is being
developed within the 3rd Generation Partnership Project

(3GPP), is referred to as long term evolution (LTE).

In one implementation, wireless broadband is provided by mo-
bile terminals connecting to cells served by Femto base sta-
tions (Femto cells). Femto base stations are low-power wire-

less access points that have a cellular wireless network air
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interface to connect to compatible cellular mobile terminals,’
which are themselves connected to a mobile network operator’s
network using any suitable broadband connection, for example
residential digital subscriber line (DSL) or cable broadband
connections. As a result, the Femto base stations are con-
nected to the core network through the Internet. In the case
of 3GPP LTE networks, the Femto base stations are connected
to a relevant serving gateway for data traffic and to a mo-
bility management entity (MME) for signalling traffic through
a Home eNodeB gateway or not depending on the implementation.
In case of 3GPP 3G networks, the Femto base stations are con-
nected to a Home NodeB gateway, which concentrates data and

signalling traffic.

Femto base stations are essentially scaled-down versions of
macro cell base stations (that is those serving conventional
cells having a relatively large area which might be kilome-
tres or tens of kilometres across). In general, Femto base
stations are about the size of a WLAN access point, and pro-
vide enhanced cellular coverage to an area of about several
hundred square metres. This is more than enough for small of-

fices or homes.

In 3GPP terminology, Femto base stations, or home base sta-
tions, are called Home NodeBs or HNBs when referring to 3G
applications and are called Home enhanced NodeBs or HeNBs
when referring to LTE applications. The general term used to
apply to both is H(e)NB. In the following, where the term
“(e)” is included in the name of any network functionality,
this indicates that the functionality can be applied both in
3G and LTE systems.
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In functional terms, an H(e)NB comprises the combined func-

tionality of a base station, that is a BTS/NodeB/eNodeB, and
some of the functionality of a base station controlling ele-
ment, that is a base station controller (BSC) or a radio net-

work controller (RNC).

Using a Femto base station provides a capacity equivalent to
a mobile network cell at low transmit powers. This may allow
for increased mobile terminal battery life. In addition, mo-
bile terminals can be simpler because they do not have to be
capable of operating according to other wireless protocols,
such as wireless local area network (WLAN). Using Femto base
stations frees up a network operator's cellular network for
other traffic and relieves congestion at cell sites. In addi-
tion, Femto cells employ a user’s own power and broadband re-

sources.

Figure 1 shows a 3GPP Femto system architecture 100 including
an Operation, Administration and Maintenance (OAM) management
system. The Femto system architecture 100 is applicable both
to 3G and LTE and so the terminology H(e)NB is used when re-
ferring to Femto base stations. The system architecture com-
prises a home base station, H(e)NB, 110, a security gateway
(SecGW) 112, and an IP (Internet Protocol) security tunnel
114 linking the H(e)NB 110 to the SecGW 112. The SecGW 112 1is
linked in turn to a core network 116 of a cellular mobile
network via a Home (e)NodeB Gateway (H(e)NB-GW) 118 and also
linked to a Home (e)NodeB management system 120 (H(e)MS),
that is the management system for H(e)NBs. In 3GPP 3G net-
works, HNBs are connected to a Home NodeB Gateway (HNB-GW),
which concentrates voice/data and signalling traffic. In the

case of 3GPP LTE networks, a HeNB-GW is an optional network
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element, and HeNBs are connected to a relevant serving gate-
way for data traffic and to a mobility management entity

(MME) for signalling traffic.

The H(e)NB 110 is managed, for example in terms of its con-
figuration, fault, performance, and security management, over
a type 1 interface 121. In addition to the type 1 interface
121, a type 2 interface 123 1is also present via which the
H(e)MS 120 and a network management functionality 150 of a

cellular network communicate.

The H(e)NB 110 comprises a user traffic processing part 122
which handles base band processing and otherwise deals with
user traffic, an RF module 123 which handles connections with
terminal devices, and an OAM part 124 comprising an agent
part 126 which is used to set up a connection with a corre-
sponding manager part 127 and configure the H(e)NB for opera-

tion, and a fault management part 128.

The management system 120 comprises the manager part 127
which is a counterpart to the agent part 126 of the H(e)NB
110, a fault management part, a configuration management

part, and a performance management part.

In operation, the H(e)NB 110 sends and receives two traffic
streams. A traffic stream of user traffic and signalling 130
is transmitted between the H(e)NB 110 and the core network
116 and passes through the IP security tunnel 114, the secu-
rity gateway 112, and the H(e)NB-GW 118. A traffic stream 140
related to OAM is transmitted between the agent part 126 and
the manager part 127 of the H(e)MS 120. There are two options

for the transmission of OAM traffic 140. It can either pass
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through the IP (Internet Protocol) security tunnel 114 and
the security gateway 112 or, if a network operator considers
that there is a secure connection between its OAM functional-
ity and the H(e)NB 110, for example if a DSL line is consid-
ered to be secure enough, there is no need to transfer the
OAM traffic through the security tunnel 114 and the security
gateway 112. However, the security tunnel 114 and the secu-
rity gateway 112 are mandatory for user traffic and signal-

ling traffic.

For 3G Femto systems, the base station gateway (HNB-GW) 118
is mandatory. It is used to concentrate user traffic and sig-
nalling to the processing module 122 which provides function-
ality comparable to an RNC. For LTE Femto systems, the base
station gateway (HeNB-GW) is optional, and signalling traffic
is sent to an MME and user data traffic is sent to a serving

gateway.

The H({(e)MS may be located in, or out of, the system of the
mobile network operator which means that the security gateway

112 is optional for OAM.

In one implementation of a Femto system architecture, an ap-
plication layer protocol for remote management of end-user
devices referred to as TR-069 is used between the agent part
126 of the H(e)NB and the manager part 127 of the H(e)MS to
support management functionalities. This protocol is con-
cerned with the configuration of DSL and gateway devices. It
provides the framework for an efficient DSL broadband infra-
structure by providing an internal management system that en-
acts management commands. Embedded code contains functions

that issue those commands. The coded functions consist of
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methods, parameter values, names, attributes, adding/deleting
objects, rebooting, downloads/uploads, forms, etc. It enables
easy and secure activation, configuration, and management of
customer premise equipment (CPE) from an auto-configuration
server (ACS) in the network of a network operator, which com-
municate in a client-server manner by remote procedure call
methods to execute specified procedures using supplied
parameters. In the case of TR-069 being used in a Femto
system architecture, the CPE corresponds fo the H(e)NB and
the ACS corresponds to the H(e)MS. While the server is
processing a call, the client is blocked; it waits until the
server has finished processing before resuming execution.
This can permit a DSL service provider to update software and
firmware, monitor the status and performance of a connection

and carry out diagnostic tests.

The TR-069 protocol is used to provide auto-configuration of
various broadband-related devices. It is generally considered
to be too complicated a task for average end-users to carry
out themselves. It supports, among other things, auto-
configuration and dynamic service activation, management of
firmware, status and performance control, log-file analysis
and dynamic messages, diagnostics, and connectivity and ser-
vice control. TR-069 is the current standard for activatiocon
of DSL-related terminals. It is intended also to be used for
Femto base stations operating in 3G and LTE communication
systems. Furthermore, it is also applicable to WiMAX Femto
base stations and it is expected that it will be also adopted
in respect of further implementations of Femto base stations

in other types of communications systems.
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During use, the H(e)NB 110 may internally generate'different
types of alarm, caused for example by a call setup failure, a
degraded signal, or a power problem. These may include alarms
of the following alarm types: Communications Alarm, Process-
ing Error Alarm, Environmental Alarm, Quality of Service
Alarm, and Equipment Alarm. Alarms are generated within the
H(e)NB and are handled by the fault management part 128 which
provides them, via the agent part 126, to the management sys-

tem 120.

The current 3GPP OAM type 1 interface specification for
H{e)NB covers Configuration Management, Fault Management,
Performance Management and Security Management. Fault Manage-
ment of Femto base stations (H(e)NBs) defines four kinds of
alarm lists, which have different functions:

1) A Current Alarms List which only keeps open or active
alarms which are not yet cleared on the H(e)NB, together with
an indicated reporting mechanism, that is logged, gqueued or
expedited. A newly raised alarm event results in a new entry
in this list. Any changes to the alarms in this list results
in an update event which means that the alarm is updated in-
stead of a new alarm entry being added. A clearing event (a
so called “clearing” alarm having the status “cleared” in its
severity class) against a corresponding alarm in this list

results in the corresponding alarm being removed from this

list.
2) A History Alarm List which keeps a record of all of the
alarms , together with an indicated reporting mechanism, that

is logged, queued or expedited, which have been raised by the
H(e)NB. Those alarms may be Raised, Modified, Cleared.
3) An Expedited Alarm List which keeps the alarms, together

with an indicated reporting mechanism, in this case expe-
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dited, which have been raised by the H(e)NB. These alarms are
delivered to the H(e)MS immediately. It means that once an
alarm is put into the Expedited Alarm List, if there is a
connection to the H(e)MS 120, this alarm will be sent to
H(e)MS 120 immediately, and if there is no connection to the
H(e)MS 120, the H(e)NB will set up a connection to the H(e)MS
and then send out the alarm after the connection has been set
up.

4) A Queued Alarm List which keeps the alarms, together
with an indicated reporting mechanism, in this case queued,
which have been raised by the H(e)NB for each alarm which are
waiting to be delivered to the H(e)MS 120 at a later time. It
means that the H(e)NB will not set up a connection to the
H(e)MS 120 especially for the alarms gqueued in Queued Alarm

List if there is no connection to the H(e)MS 120.

The Alarms Lists are rolling tables, each having a maximum
size. As a result, once the number of entries for a particu-
lar table reaches the maximum size, the H(e)NB will go back

to the oldest entry in the table and overwrite it.

Figure 2 shows details of alarm management in the H(e)NB 110
and in particular how alarms are handled by the fault manage-
ment part 128. The OAM part 124 comprises the fault manage-
ment part 128 and various lists which including a Supported
Alarms List 212, a Current Alarms List 214, an Alarm History
list 216, an Expedited Alarm List 218, and a Queued Alarm
list 220. When the fault management part 128 needs to inter-
act with the H(e)MS 120, for example by notifying it of vari-
ous alarms, any associated communication is handled by the
agent part 126. The agent part 126 is responsible for setting

up the connection with the manager part 127 and send-
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ing/receiving messages to/from the H(e)MS 120. The fault man-
agement part 128 sends alarms to the agent part 126 which
forwards them to a fault management application at the H(e)MS

120 via the manager part 127.

An example of the use of Alarm Lists will now be described.

In a first step, an alarm, designated as an alarm of type 3
("“Alarm 3”) simply for the purposes of explanation is re-

ceived by the fault management part 128.

In a second step, the fault management part 128 refers to the
Supported Alarm List 212 which contains a list of alarms
which the fault management part 128 is able to handle. The
Supported Alarm List 212 contains a list of Alarm Definitions
(one of which is Alarm 3) cross-referenced with a list of re-
porting mechanisms. The Alarm Definitions are typically pro-
vided via a software/firmware download. As can be seen from
Figure 2, there are alarm definitions of alarm types 1, 2, 3,
and 4, and respective reporting mechanisms of “expedited”,
“logged”, “queued”, and “disabled”. The fault management part
128 takes the received alarm (the Alarm 3) and uses the Sup-
ported Alarm List 212 in order to determine the reporting

mechanism which in this case is “queued”.

Accordingly, in a third step, the fault management part 128
updates the Current Alarm List 214 with information about the
Alarm 3 and logs the Alarm 3 in the Alarm History list 216
and the Queued Alarm list 220. In this case, because the
alarm definition for the Alarm 3 is “queued” and not “expe-
dited”, firstly the information about the Alarm 3 is not pro-

vided to the Expedited Alarm List 218 and secondly, assuming



10

15

20

25

30

WO 2011/069276 PCT/CN2009/001412

10

there is no extant connection to the H(e)MS 120, the H(e)NB
will not set up a connection to the H(e)MS immediately but
will transfer information about the Alarm 3 to H(e)MS at a

later time once a connection has been set up.

Figure 3 and 4 show sequences of message exchange which take
place between the H{(e)NB and the H(e)MS in order to carry out
alarm management. In Figure 3, alarm notification is shown in
the form of a straightforward request/response sequence. In
Figure 4, the configuration of alarm reporting mechanisms is
shown. A connection is set up between the H{(e)NB and the
H(e)MS. The H(e)MS then configures the alarm reporting mecha-
nism to the H(e)NB by using “SetParameterValues Re-
quest/Response” messages. Once this has been done, the con-

nection 1s closed.

It will be understood that if, for example, the fault manage-
ment part 128 had received an alarm of type 1 (Alarm 1), in-
formation about this Alarm 1 would have been added to the
Current Alarms list 214, logged in the Alarm History list 216
and added to the Expedited Alarm List 218, and would either
have been sent to H(e)MS 120 immediately if there had been a
connection to the H(e)MS 120, or 1f there had been no such
connection, the H(e)NB would have specifically set one up and
then sent out the information about this Alarm 1 to the

H(e)MS.

As can be seen from Figure 2, there are two other types of
alarms, Alarm 2 and Alarm 4. Alarms of type 2 are “logged”
which means they are applied to update the Current Alarms
list 214 and logged in the Alarm History list 216. Alarms of
type 2 are not sent to the H{(e)MS. Alarms of type 4 are “dis-
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abled” which means that nothing is done, that is no Alarm

Lists are updated/modified.

In networks based on macro cells, the number of macro cell
base stations connected to a management system is not par-
ticularly large. Furthermore, since such macro cell base sta-
tions are incorporated into a network according to a care-
fully designed network plan with central control configured
from the outset, fault management is straightforward. In con-
trast, in networks based on Femto cell base stations (where
there might also be macro cells), fault management is much
more difficult to handle. Firstly, the number of Femto cell
base stations in one network can be very large. For example,
if there are 20 000 H(e)NBs connected to one H(e)MS, the to-
tal number of alarms to be handled can be huge. Secondly, the
management of Femto cell base stations is to some degree con-
trolled by customers/subscribers, which means that their ac-

tivities may lead to an increase in the number of alarms.

These problems are compounded in the event of communication
problems occurring between H(e)NBs and an associated H(e)MS.
If, for example, a DSL connection is disrupted by DSL line
congestion or by a security gateway being down, then it may
not be possible to establish a connection between H{e)NBs and
the H(e)MS. During the period that the communication link is
down, an H(e)NB may generate some alarms, and those defined
as expedited or queued alarms will be stored in the Queued
Alarm List 218 or the Expedited Alarm List 220. As a result,
the Alarm Lists may become full and earlier alarms may be
overwritten before they can be transferred to the H(e)MS. Af-
ter the communication link is re-established, each H(e)NB

will send alarms that have been stored in the relevant Alarm
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Lists during the period that the communication link was down,
which could potentially flood the H(e)MS with alarms and as a

result interfere with its normal operation.

According to a first aspect of the invention there is pro-
vided a method of alarm management in a communications system
comprising the steps of:

detecting disruption of a communication link between a node
and a management system via which alarms are communicated;
blocking the sending of alarms by the node;

generating a report representative of the accumulation of
alarms;

detecting re-establishment of the communication link;

sending the report to the management system; and

reporting alarms to the management system on the basis of the

report.

Preferably, the communications system is a mobile communica-
tions system. It may be a wireless communications system. It
may be a cellular wireless network having an air interface
which is capable of connecting a radio access part to com-
patible cellular mobile terminals. The communications system
may be a third generation system or a long term evolution

system.

The node may comprise a low-power wireless access point. It
may be a home base station, for example a Femto base station.
The node may be connected to a network operator’s network via

a broadband connection.

The communications system may comprise a large number of

nodes. The nodes may be, at least to some extent, user-
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controlled. In this case, they may be susceptible to errors

or failures being, at least in part, due to user behaviour.

The node may send and receive two traffic streams, a traffic
stream of user voice/data traffic and signalling between it-
self and a core network and a traffic stream of OAM traffic

between itself and the management system.

Preferably, the alarms are generated when the node detects a
problem and then generates a corresponding internal alarm.
The alarm may be sent to a fault management part of the node.
The node may put the alarms into alarm lists. The node may
comprise an alarm list of a type from which alarms are to be
sent outside of the node. The node may comprise a queued
alarm list and/or an expedited alarm list. The node may com-
prise an alarm list of a type from which alarms are not sent
outside of the node. The node may comprise a current alarm

list and/or a history alarm list.

The node may receive an alarm and identify the alarm to de-
termine its type and the list into which it should go. The
node may update a current alarm list with the alarm and also
take appropriate action, for example report the alarm or put

it into a list from which it is to be reported.

Preferably, disruption of the communication link means that
alarms generated in the node cannot be sent to the management
system. These alarms, or at least some of them, may be iden-
tified as alarms to be sent. They may be stored in a queued

alarm list and an expedited alarm list.



10

15

20

25

30

WO 2011/069276 PCT/CN2009/001412

14

After the communication link is re-established, the node may
send at least some alarms that have been stored in the rele-
vant alarm lists during the period that the communication

link was disrupted.

The report may be generated in a report generation block.
This may be in a fault management part of the node. The re-
port generator block may receive a notification that there 1is
a disruption to the communication link and respond by commu-
nicating with various alarm lists in the node and obtaining
from them information which is to be used to generate the re-

port.

The report may include information relating to the number of
pending alarms which are indicated as needing to be sent to
the management system. It may include information relating to
the number of current alarms. It may include information re-
lating to the number of alarms having a defined grade of se-
verity, for example, the number of alarms identified as being
"Critical", the number of alarms identified as being "Major",
the number of alarms identified as being “Minor”, the number
of alarms identified as being “Warning”, the number of alarms
identified as being “Indeterminate”, and the number of alarms
identified as being “Cleared”. It may include information re-
lating to the number of overwritten alarms in an expedited

alarm list and/or a queued alarm list.

Rather than numbers of alarms, the report may include infor-
mation relating to the occupancy of alarm lists by alarms,
for example in percentage terms the extent to which an expe-

dited, a queued, and/or a current alarm list is full.
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The report generation block may carry out periodic interroga-
tions of alarm lists over the period during which the commu-
nication link was disrupted. During this time, the report

generation block may produce updates of its report.

Preferably, a fault management functionality of the node ap-
plies blocking if the communication link (or connection) is
disrupted. Preferably, the management system instructs un-
blocking. This may be done by a fault management entity of
the management system. Blocking may be carried out in re-
sponse to a notification that the communication link is dis-
rupted. Blocking may involve the application of a command to
the fault management part to block temporarily transfer of
expedited and queued alarms until the block is removed. A
list of current alarms and/or a history list of alarms may

remain unblocked.

Blocking the transfer of alarms may be done before the report

is generated.

Re-establishment of the communication link may be determined
by an agent part of the node which then notifies the report
generation block. In response, the report generation block
may freeze updating of the report and may provide the frozen
report to the agent part. The agent part may send the report
to the management system. The management system may carry out
alarm synchronisation with the node to avoid alarm informa-

tion inconsistencies or alarm flooding.

Synchronisation may involve determining that there is a suf-
ficiently small number of alarms to be reported/transferred,

unblocking relevant alarms lists and sending the alarms. In
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the event that the number of alarms is sufficiently high,
there may be a reboot or factory reset operation carried out
on the node. A reboot or a factory reset operation may also

unblock an expedited alarm list and/or a queued alarm list.

Synchronisation may involve checking whether any alarms,
which are waiting to be sent but are blocked, have been
cleared and therefore do not need to be sent. It may involve
using the available information about alarms to recreate

overwritten alarms.

Unblocking may take place after alarm synchronisation between
the node and the management system has been carried out. In
one embodiment of the invention, there is an implicit “un-
blocking” command which is automatically applied as a result
of carrying out a reboot operation, a factory reset opera-
tion, or an alarm status synchronisation operation. In an-
other embodiment of the invention, there is an explicit “un-
blocking” command which is sent and applied after a reboot
operation, a factory reset operation, or an alarm status syn-

chronisation operation.

Preferably, the node applies a block and the management sys-

tem applies an unblock.

Preferably, if the report indicates that the number of alarms
is not too high to handle, but there needs to be some control
in transferring only the alarms which are considered to be
active, synchronisation of alarms is carried out between the
node and the management system. This management system may
obtain a list of active alarms within the node and then han-

dle only these alarms rather than spend transmission re-
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sources and processing resources on alarms which do not have

to be processed.

The management system may instruct the node to send to it
synchronisation information which will enable it to carry out
the synchronisation operation. In one embodiment of the in-
vention, this is a list of current alarms. The management
system may obtain the list by using a synchronisation com-
mand. The node may receive an associated synchronisation
time-stamp which represents the time to be used as the basis
of synchronisation. The node may obtain the associated syn-
chronisation time-stamp. In response to the synchronisation
command, the node may provide to the management system the
list in accordance with the synchronisation time-stamp. The
synchronisation command may indicate to the node that it is
not to send to the management system alarms in alarm lists
which would otherwise be sent to the management system that
have individual time-stamps earlier than the synchronisation
time-stamp. The node may be configured to send alarms having
individual time-stamps later than the synchronisation time-

stamp when these lists are unblocked.

The management system may use the list of current alarms to
compare the alarms on the list with alarms it is currently
handling to identify alarms which are still active in the
management system but have been cleared in the node, that is
no “clearing” alarm has been received. This enables the man-
agement system re-construct “clearing” alarms which were
overwritten in the node. Such re-constructed “clearing”
alarms can then be provided to higher level management sys-
tems which had previously been notified of alarms that they

have in fact been cleared.
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The invention may involve determining that the communication
link is restored, sending the report to the management sys-
tem, the management system checking the report, the report
being sent to, and checked by, the management system, and
then synchronisation being applied. Synchronisation may take
a basic form based on a reboot or a factory reset, or a more
complicated form involving obtaining synchronisation informa-
tion which is sent to the management system. Once any neces-
sary synchronisation operation has taken place and relevant
alarm lists can be unblocked, and alarms can again be sent

from these alarms lists to the management system.

Synchronisation can take a number of forms. It may involve a
modest number of alarms being transferred to the management
system when it sends an unblock command to the node. It may
involve a number of alarms being considered to be suffi-
ciently high that alarm recovery is not useful and the man-
agement system commanding the node to carry out a reboot or
factory reset operation. If the management system decides to
instruct a node to carry out a reboot or a reset operation,
it may also reset the alarm status of all unresolved alarms
it maintains in respect of that node. A factory reset or re-
boot operation may also put relevant alarm lists into an un-
blocked state. It may involve a number of alarms being con-
sidered not to be sufficiently high that alarm recovery is
useful and transferring only those alarms which are consid-
ered to be active so that the management system handles only
these alarms rather than spending transmission resources and
processing resources on alarms which do not have to be proc-

essed.
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The forms of synchronisation referred to in the preceding
paragraph can be applied individually or in combination. For
example the first and second forms can be used in combination
with the first applying below a threshold and the second ap-
plying above the threshold. The third form can be applied in-

dependently or in conjunction with the first form.

The third form may be applied to mitigate the effect of over-
writing of alarms in alarm lists. If the report contains
fewer reports than a threshold, it may be assumed there has
been no overwriting, and it is not necessary to apply the
third form. In this case, relevant alarm lists may be un-

blocked and the alarms within sent to the management system.

The invention may apply to management of a node by a manage-
ment system over an interface. It may be management of an

H(e)NB over a type 1 interface by an H(e)MS.

The management system may be responsible for tasks such as
configuration management, fault management, and performance

management, and other OAM-related tasks.

According to a second aspect of the invention there is pro-
vided a communications system capable of managing alarms, the
system comprising:

a node and a management system linked together by a communi-
cation link via which alarms are communicated, the node being
capable of determining that there is disruption of the commu-
nication link, and being capable of blocking the sending of
alarms, the node comprising a report generating block to gen-
erate a report representative of the accumulation of alarms,

the node being capable of sending the report to the manage-
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ment system when it has determined that there is no longer
disruption of the communication link, wherein the alarms are

reported to the management system based on the report.

According to a third aspect of the invention there is pro-
vided a node capable of managing alarms in a communications
system, the node being linked to a management system by a
communication link via which alarms are communicated, the
node being capable of determining that there is disruption of
the communication link, and being capable of blocking the
sending of alarms, the node comprising a report generating
block to generate a report representative of the accumulation
of alarms when it has determined that there is no longer dis-
ruption of the communication link, the node being capable of
sending the report to the management system, wherein report-
ing alarms to the management system is carried out based on

the report.

According to a fourth aspect of the invention there is pro-
vided a management system capable of managing alarms in a
communications system, the management system being linked to
a node by a communication link via which alarms are communi-
cated, the management system being capable of receiving a re-
port from the node when it has been determined that there is
no longer disruption of the communication link, the report
having been generated to indicate the accumulation of alarms,
and the management system being capable of receiving alarms
the reporting of which had been blocked during the disrup-
tion, wherein the alarms are reported to the management sys-

tem based on the report.
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According to a fifth aspect of the invention there is pro-
vided a computer program product comprising software code
that when executed on a computing system performs a method of
alarm management in a communications system comprising the
steps of:

detecting disruption of a communication link between a node
and a management system via which alarms are communicated;
blocking the sending of alarms by the node;

generating a report representative of the accumulation of
alarms;

detecting re-establishment of the communication link;

sending the report to the management system; and

reporting alarms to the management system on the basis of the

report.

Preferably, the computer program product has executable code
portions which are capable of carrying out the steps of the

method.

Preferably, the computer program product is stored on a com-

puter-readable medium.

An aim of the invention is to avoid alarm floods and to pro-
vide a synchronised alarm status between a home base station
and an associated management system. This enables the manage-
ment system to perform the right action(s) once a communica-
tion problem has been resolved in order to protect the man-

agement system against alarm floods.

An embodiment of the invention will now be described, by way
of example only, with reference to the accompanying drawings

in which:
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Figure 1 shows a 3GPP Femto system architecture;

Figure 2 shows an example of queued alarms and how a Femto
cell sends alarms to a management system;

Figure 3 shows an alarm notification procedure;

Figure 4 shows configuration of alarm reporting; and

Figure 5 shows a report generation block.

Figures 1 to 4 have been described in the foregoing.

Figure 5 shows a report generation block 500. This is a sub-
element present in the H(e)NB fault management part 128 and

uses various functionality of that part.

The report generation block 500 has an input 502, an output
504, an interface 506, and a report generator 508. The input
502 receives a notification from the agent part 126 that
there is a disruption to the communication link between the
H(e)NB and its associated H(e)MS and provides this to the re-
port generator 508. When the report generator 508 receives
the notification, it responds by establishing connections to
various of the Alarm Lists 510 in the H(e)NB 110 wvia the in-
terface 506 and obtaining information from them which 1is to

be used to generate a report.

The report includes the following information:

a) the number of pending alarms of the Expedited Alarm List
218;

b) the number of pending alarms of the Queued Alarm List
220;

c) the number of alarms of the Current Alarm List 214;

d) in respect of each of the Alarm Lists 214, 218, 220, the

number of alarms having a defined grade of severity (for ex-
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ample, the number of alarms identified as being "Critical",
the number of alarms identified as being "Major", the number
of alarms identified as being “Minor”); and

e) the number of overwritten alarms in the Expedited Alarm

List 218 and/or the Queued Alarm List 220.

The report generation block 500 carries out periodic interro-
gations of the Alarm Lists over the period during which the
communication link remains down. During this time, the report

generation block 500 updates its report.

Receipt of the notification also causes the report generation
block 500 to apply a command to the fault management part 128
in order that transfer of Expedited and Queued Alarms are
blocked temporarily until the block is removed, although new
alarms can still be added to these Alarm Lists during the pe-
riod when they are blocked. However, the Current Alarm List
214, the Alarm History list 216 will not be blocked. There-
fore, once the communication link is re-established, the
block being in place means that the fault management part
128, via the agent part 126, will not automatically send a
large number of alarms from the Expedited Alarm List 218
and/or the Queued Alarm List 220 to the H(e)MS. In one em-
bodiment of the invention, blocking the transfer of alarms is

done before the report is generated.

Once the communication link has been re-established between
the H(e)MS and the H{(e)NB, this is determined by the agent
part 126 which then notifies the report generation block 500.
In response, the report generation block 500 freezes updating
of the report and provides the frozen report to the agent

part 126. The agent part 126 sends the report to the H(e)MS.
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Based on the information contained in the report, the H(e)MS
120 carries out alarm synchronisation with the H(e)NB 110 to
avoid alarm information inconsistencies or alarm flooding by

applying the following rules a), b), and c):

a) In the event that only a modest number, for example ten
to twenty, of alarms need to be transferred, the fault man-
agement part of the H(e)MS sends an unblock command to the
fault management part 128. The unblock command is handled by
the agent part 126 which provides it to the fault management
part 128 which then unblocks the Expedited Alarm List 218
and/or the Queued Alarm List 220. This may be the case if
only a few H(e)NBs are affected, which would be determined by

the H(e)MS as a result of receiving only a few reports.

b) In the event that the number of alarms is sufficiently
high, for example more than twenty, it is considered that
alarm recovery 1is not useful and the H(e)MS 120 commands the
H(e)NB 110 to carry out a reboot or factory reset operation.
As a result only a single H(e)NB 110 may be rebooted or reset
or a number of H(e)NBs 110 may be with each receiving its own
individual command. A reboot or a factory reset operation
also unblocks the Expedited Alarm List 218 and the Queued
Alarm List 220. A reboot operation deletes all of the alarms
except alarms in the Alarm History list 216. A factory reset
operation deletes all of the alarms. If the H(e)MS 120 de-
cides to instruct an H(e)NB 110 to carry out a reboot or a
reset operation, it also resets the alarm status of all unre-
solved alarms it maintains in respect of that H(e)NB 110. A
factory reset or reboot operation also causes the alarm

status in the H{(e)MS 120 and other management systems such as
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network management functionality 150 to be reset. It also

puts the Alarm Lists intc an unblocked state.

c) In the event that it is considered that the number of
alarms is not too high to handle, but there needs to be some
control in transferring only the alarms which are considered
to be active, a synchronisation of alarms is carried out be-
tween the H(e)NB 110 and the H(e)MS 120. This is done by the
H(e)MS 120 obtaining a list of the active alarms within the
H(e)NB 110 and then ensuring that it handles only these
alarms rather than spend transmission resources and process-

ing resources on alarms which do not have to be processed.

In one embodiment of the invention, the H(e)MS 120 instructs
the H(e)NB 110 to send to it synchronisation information
which will enable it to carry cut the synchronisation opera-
tion. In this case, the synchronisation information is a com-
plete record of the alarms which are still open on the H(e)NB
110. In this embodiment of the invention, this is the Current
Alarm List 214 and it is obtained by the H(e)MS using a GET
command, particularly indicated as a synchronisation GET com-
mand, which it sends to the H(e)NB 110. The H(e)NB also re-
ceives, or obtains, an associated synchronisation time-stamp
which represents the time to be used as the basis of synchro-
nisation. This may be generated in the H(e)MS 120 and sent to
the H(e)NB 110 or generated in the H(e)NB 110 as a result of
receiving the synchronisation GET command. In response to the
synchronisation GET command, the H(e)NB 110 provides to the
H(e)MS 120 the Current Alarm List 214 in accordance with the
synchronisation time-stamp, for example sent at the time
specified in the time-stamp or having a state which the Cur-

rent Alarm List 214 had at that time. In addition, the H(e)NB
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110 takes the synchronisation GET command as a command that
it is not to send to the H(e)MS 120 the alarms in the Expe-
dited Alarm List 218 and the Queued Alarm List 220 that have
individual time-stamps earlier than the synchronisation time-
stamp. However, the H(e)NB 110 is configured to send alarms
from the Expedited Alarm List 218 or the Queued Alarm list
220 to the H(e)MS 120 having individual time-stamps later
than the synchronisation time-stamp when these lists are un-

blocked.

Once the Current Alarm List 214 and synchronisation time-
stamp has been sent to the H(e)MS 120, various synchronisa-

tion activities can be performed as will now be described.

In the H(e)NB 110, it is not necessary to send open alarms
having individual time-stamps which are prior to the synchro-
nisation time-stamp because any such pre-existing alarms will
either be open alarms which are present in the Current Alarm
List 214 or closed alarms which are not present on the Cur-
rent Alarm List 214 and do not need to be processed. There-
fore, the pre-existing alarms in the Expedited and Queued
Alarm Lists will not be sent to the H(e)MS 120 after it has
instructed the fault management part 128 to unblock both

Alarm Lists.

This minimises the transfer of alarm information to the
H(e)MS 120 is by avoiding transfer of already cleared alarms.
For example, alarms which were added to the Expedited Alarm
List 218 or the Queued Alarm List 220 during the blocking pe-
riod and consequently were not transferred to the H{(e)MS,120,
referred to as “non-sent alarms”, may have been cleared in

the Current Alarm List 214 during the blocking period. As a
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result, although they are present in either the Expedited
Alarm List 218 or the Queued Alarm List 220, they do not need
to be transferred to the H(e)MS 120 on unblocking. Therefore,
once the Current Alarm List 214 has been sent to the H(e)MS
120, alarms in the Expedited Alarm List 218 and the Queued
Alarm list 220 having individual time-stamps earlier than the
synchronisation time-stamp are marked as sent although in re-
ality are not sent. However, later alarms will be handled in

the usual manner and sent to the H(e)MS 120.

Once the H(e)MS 120 has the Current Alarm List 214, it can be
used to deal with overwritten alarms. During the period that
the communication link is down, the Expedited Alarm List 218
and the Queued Alarm list 220 are blocked. However, they con-
tinue to receive new alarms. If the H(e)MS 120 recognises
from the report that a sufficiently large number of alarms
have been generated (which may be the case if the link is
down for a sufficiently long time) then there might have been
overwriting of alarms in the Expedited Alarm List 218 and/or
the Queued Alarm list 220 in which newer alarms might have
overwritten older alarms. This can cause two problems. The
first problem occurs when an alarm which was in the Expedited
Alarm List 218 or the Queued Alarm list 220 is transmitted to
the H(e)MS 120 before the communication link goes down. If a
“clearing” alarm is generated after the communication link
goes down and the “clearing” alarm gets overwritten before
the communication link is restored and the Alarm Lists are
unblocked, the H(e)NB 110 is then not able to send the
“clearing” alarm to the H(e)MS 120 which then does not clear
the active alarm in the H(e)MS 120. The second problem occurs
when an alarm in the Expedited Alarm List 218 or the Queued

Alarm list 220 which is still active is overwritten so that
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when the communication link is restored and the Alarm Lists
are unblocked, the H(e)MS 120 is not notified of its exis-

tence and so cannot take any steps to resolve it.

In order to deal with the first problem the H(e)MS 120 uses
the Current Alarm List 214 to compare the alarms on the list
with the alarms it is currently handling and is thus able to
identify alarms which are still active in the H(e)MS 120,
that is no “clearing” alarm has been received, but have been
cleared in the H(e)NB 110, that is they are not present in
the Current Alarm List 214. The H(e)MS 120 is then able to
clear these alarms within itself, for example by generating
and using a suitable “clearing” alarm. Furthermore, having
re-constructed “clearing” alarms which were overwritten in
the H(e)NB 110, the H(e)MS 120 is thus able to provide them
to higher level management systems which had previously been

notified of alarms that they have in fact been cleared.

Therefore, the procedure is that once a communication link is
restored, before the alarm lists are unblocked, the report is
sent to, and checked by, the H(e)MS 120. Synchronisation is
then applied which may take a basic form based on a reboot or
a factory reset, or a more complicated form involving the
H(e)MS 120 obtaining synchronisation information. The neces-
sary synchronisation operation takes place and then the Expe-
dited Alarm List 218 and the Queued Alarm list 220 are un-
blocked and alarms can be sent to the H(e)MS 120.

It should be noted from the foregoing that the fault manage-
ment of the H{(e)NB 110 applies blocking and the fault manage-
ment of the H(e)MS 120 applies unblocking.
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The rules a), b), and c) can be applied individually or in
combination. For example the rules a) and b) can be used in
combination with a) applying below a threshold and b) apply-
ing above the threshold. The rule c¢) can be applied independ-

ently or in conjunction with the rule a).

As 1is explained in the foregoing, synchronisation according
to ¢) may be applied to mitigate the effect of overwriting of
alarms in the Expedited Alarm List 218 and the Queued Alarm
list 220. It will be understood that if the report contains
fewer reports than a threshold, it can be assumed there has
been no overwriting, and it is not necessary to apply rule
c). In this case, the Expedited Alarm List 218 and the Queued
Alarm list 220 are unblocked and the alarms within are sent

to the H(e)MS according to rule a).

Accordingly, the H(e)MS is able to optimise the synchronisa-
tion traffic for alarm management after a communication prob-

lem.

In another embodiment of the invention, a simple approach is
applied and the number and type of alarms is ignored and a
reboot command is always sent to the H(e)NB to reset it and

also to delete all alarms.

In another embodiment of the invention, a simplified report
is prepared and sent containing only the total number of
alarms which have not been sent. The H(e)MS can react to this
kind of report by unblocking alarm transfer if the total num-
ber of alarms is less than a threshold or sending a reboot
command if the total number of alarms is more than a thresh-

old. In one embodiment, the threshold is twenty alarms.
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W

In one embodiment of the invention, there is an implicit “un-
blocking” command which is automatically applied as a result
of carrying out a reboot operation, a factory reset opera-

tion, or an alarm status synchronisation operation.

In another embodiment of the invention, there is an explicit
“unblocking” command which is sent and applied after a reboot
operation, a factory reset operation, or an alarm status syn-

chronisation operation.

Although in the foregoing, the number of pending alarms in
the Expedited/Queued/Current Alarm Lists is used to generate
the report, in ancother embodiment, it is the buffer utilisa-
tion percentage of the Expedited/Queued/Current Alarm Lists

which is used.

The invention has been described in relation to Femto appli-
cations in 3GPP systems but the idea is not limited to 3GPP
and it can be used in relation to other Femto applications,

for example in WiMAX systems.

Although the term “home” is used in the foregoing, it should
be recognised that the invention can be applied to non-home

environments such as offices.

While preferred embodiments of the invention have been shown
and described, it will be understood that such embodiments
are described by way of example only. Numerous variations,
changes and substitutions will occur to those skilled in the
art without departing from the scope of the present inven-

tion. Accordingly, it is intended that the following claims
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cover all such variations or equivalents as fall within the

spirit and the scope of the invention.
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Claims

1. A method of alarm management in a communications system
comprising the steps of:

detecting disruption of a communication link between a node
and a management system via which alarms are communicated;
blocking the sending of alarms by the node;

generating a report representative of the accumulation of
alarms;

detecting re-establishment of the communication link;

sending the report to the management system; and

reporting alarms to the management system on the basis of the

report.

2. A method according to claim 1 in which the node com-

prises a Femto base station.

3. A method according to claim 1 or claim 2 in which the
alarms are generated when the node detects a problem and then

generates a corresponding internal indication.

4. A method according to any preceding claim in which the

node puts the alarms into alarm lists.

5. A method according to claim 4 in which after the commu-
nication link is re-established, the node sends at least some
alarms that have been stored in the relevant alarm lists dur-

ing the period that the communication link was disrupted.

6. A method according to claim 4 in which the report is

generated in a report generation block which receives a noti-



10

15

20

25

30

WO 2011/069276 PCT/CN2009/001412

33

fication that there is a disruption to the communication link
and responds by establishing connections to various alarm
lists in the node and obtaining from them information which

is to be used to generate the report.

7. A method according to any preceding claim in which the
report includes information relating to the number of pending
alarms which are indicated as needing to be sent to the man-

agement system.

8. A method according to any preceding claim in which a
fault management functionality of the node applies blocking

if the communication link is disrupted.

9. A method according to any preceding claim in which
blocking involves the application of a command to block tem-
porarily transfer of expedited and queued alarms until the

block is removed.

10. A method according to any preceding claim in which

blocking is applied by the node.

11. A method according to any preceding claim in which dur-

ing blocking a list of current alarms remains unblocked.

12. A method according to any preceding claim in which un-

blocking is applied by the management system

13. A method according to any preceding claim in which after
re-establishment of the communication link, the management
system synchronises alarms with the node by carrying out at

least one of the following: sending pending alarms to the
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management system if it is determined that there is a suffi-
ciently small number of alarms to be reported; resetting the
node if it is determined that there is too large a number of
alarms to be reported; and re-constructing overwritten

alarms.

14. A method according to any preceding claim in which the
management system uses a synchronisation command to obtain

from the node a list of current alarms.

15. A communications system capable of managing alarms, the
system comprising:

a node and a management system linked together by a communi-
cation link via which alarms are communicated, the node being
capable of determining that there is disruption of the commu-
nication link, and being capable of blocking the sending of
alarms, the node comprising a report generating block to gen-
erate a report representative of the accumulation of alarms,
the node being capable of sending the report to the manage-
ment system when it has determined that there is no longer
disruption of the communication link, wherein the alarms are

reported to the management system based on the report.

16. A node capable of managing alarms in a communications
system, the node being linked to a management system by a
communication link via which alarms are communicated, the
node being capable of determining that there is disruption of
the communication link, and being capable of blocking the
sending of alarms, the node comprising a report generating
block to generate a report representative of the accumulation
of alarms when it has determined that there is no longer dis-

ruption of the communication link, the node being capable of
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sending the report to the management system, wherein report-
ing alarms to the management system is carried out based on

the report.

17. A management system capable of managing alarms in a com-
munications system, the management system being linked to a
node by a communication link via which alarms are communi-
cated, the management system being capable of receiving a re-
port from the node when it has been determined that there is
no longer disruption of the communication link, the report
having been generated to indicate the accumulation of alarms,
and the management system being capable of receiving alarms
the reporting of which had been blocked during the disrup-
tion,

wherein the alarms are reported to the management system

based on the report.

18. A computer program product comprising software code that
when executed on a computing system performs a method of
alarm management in a communications system comprising the
steps of:

detecting disruption of a communication link between a node
and a management system via which alarms are communicated;
blocking the sending of alarms by the node;

generating a report representative of the accumulation of
alarms;

detecting re-establishment of the communication link;

sending the report to the management system; and

reporting alarms to the management system on the basis of the

report.
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19. A computer program product according to claim 18 having
executable code portions which are capable of carrying out

the steps of the method.

20. A computer program product according to claim 18 or

claim 19 which is stored on a computer-readable medium.



WO 2011/069276

PCT/CN2009/001412

1/3
100 \‘
118
\ 116
123 122 — 110 130 /
\ o e,
H(e)NB / / 112 H(e)NB GW S’{' Core Network
o T ,"”('
RF | | Processing /T TT——-' e s
module module User Traffic/signaling / ;ype mierace
124 N I,] 1PSec Tunne 4,, : TR-069 manager ‘}-
: [ : H T T
EOAM| T\R 069 A \()AM Tete |—7$ecGW i Faull Performance
i - gent H 114 He)MS Management | | Managment
| L 140 _
:3 Other Man‘;?ilé%ent 126 N Type 2 interface
— . i

Network Management

"""" i " T

K 150

127

....... 2,

*”

L]

M -« .

! | Supported Alarms Current Alarms List Alarm History List

’ " " -

: Alarm Definition Reporting Id | RTime | CTime Alarm Id| ETime Alarm

" Mechanism x1| 00:00:00; 00:03:00 | Alarm 2 x1| 00:00:00 Alarm 2
H - x2 [ 00:01:02| 00:03:00 | Alarm 1 x2 | 00:01:02 Alarm 1
: Ao e;g’ge;e"ded y1| 01:02:00] 00:03:00 | Alarm 3 vl 01:02:00 Alarm 3
' :03: :04: | -03:

: Alarm 3 queued z1| 03:03:00( 00:04:00 | Alarm 3 - | 1| 03:03:00 Alarm 3
N Alarm 4 disabled

.

. A A

‘ 3a Expedited Alarm List

‘ 2 f Id | ETime Alarm

L]

M Y a1 23:00:00 Alarm 1
H 3b 218 |Ix2| oo01:02 Alarm 1
. Alarm 3 1]

] Fault Management

L]

' /‘ 3¢

‘ TR-069 Agent W

: 128 ‘ 9 X

' ) H Queued Alarm List

: / : id | ETime Alarm

[}

i 126 ‘ a2| 22:00:00 Alarm 3
H ' b1 | 23:01:02 Alarm 3
H 4° x2| 01:02:00 Alarm 3
E : | 21| 03:03:00 Alarm 3
: ‘

L} L}

[} L]

[ ]

TR-069 Manager

H(e)MS

Figure 2.

N

120



WO 2011/069276

2/3

H(e)NB

Open connection

PCT/CN2009/001412

H(e)MS

<

A 4

SSL initiation (optional)

HTTP post

Inform »X <OUI> Alarm« request
HTTP response

v

Inform »X <OUI> Alarm« response
Close connection

Figure 3.

H(e)NB

<
«

Open connection

v

H(e)MS

A

HTTP get »unique H(e)NB URL«

HTTP response

<

n
>

SSL initiation (optional)

HTTP post

>

Inform »6 Connection Request« request

HTTP response

v

Inform »6 Connection Request« response

HTTP post

A

HTTP response

v

SetParameterValues request
HTTP post

A

SetParameterValues response
HTTP response

v

Close connection

Figure 4.

v



WO 2011/069276 PCT/CN2009/001412

313

an
—
[en]

I”|
-
E-N
N
—
(o]
N
N
o

N
-
o

(€]
[en)
[e»]

Figure 5.



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2009/001412

A. CLASSIFICATION OF SUBJECT MATTER

HO041.12/24(2006.01)i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC:HO4L,H04Q,HO4W

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

WPIL, EPODOC, CPRSABS, CNKI: alarm, management, break+, disrupt+, interrupt+, link, connection, accumulate+, stor+

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A Claims 1-8, abstract, fig.3

08 Aug. 2007(08.08.2007) The whole document

[The whole document

X (CN101159634A(ZTE COMMUNICATION CO LTD)09 Apr. 2008(09.04.2008)

A (CN101014179A(ZHONGXING COMMUNICATION CO LTD SHENZHEN)

A (CN101365205A(ZTE COMMUNICATION CO LTD) 11 Feb.2009(11.02.2009)

1-12,14-20
13
1-20

1-20

[] Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim (S) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or

other means

“P”  document published prior to the international filing date
but later than the priority date claimed

“T”  later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the

invention

“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve

an inventive step when the document is taken alone
“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person
skilled in the art

“& ”document member of the same patent family

Date of the actual completion of the international search

09 Sept. 2010(09.09.2010)

Date of mailing of the international search report

23 Sep. 2010 (23.09.2010)

[Name and mailing address of the ISA/CN

[The State Intellectual Property Office, the P.R.China

6 Xitucheng Rd., Jimen Bridge, Haidian District, Beijing, China
100088

[Facsimile No. 86-10-62019451

Authorized officer
FU,Haiwang
Telephone No. (86-1 0)6241 1393

Form PCT/ISA /210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2009/001412

Patent Documents referred

; Publication Date Patent Family Publication Date
in the Report

CN101159634A 09.04.2008 None
CN101014179A 08.08.2007 None
CN101365205A 11.02.2009 None

Form PCT/ISA /210 (patent family annex) (July 2009)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - wo-search-report
	Page 42 - wo-search-report

