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(57) Abstract: The present invention describes a system and
a method for securely loading digital information from a stor-
age device into a memory module in a data processing sys-
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age device, one memory module and at least one processor,
said data processing system further comprising a memory ac-
cess controller module connected between the processor and
the memory module, and a secure memory management mod-
ule connected to the processor, the memory module, the stor-
age device and the memory access controller. Requests by the
processor for data are passed to the secure memory manage-
ment module, which loads the data from the storage device to
the memory module and configures the memory access con-
troller such that the processor will have access to the data.
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SECURE MEMORY MANAGEMENT SYSTEM AND METHOD
INTRODUCTION

The present invention relates to the domain of computer security, particularly in
guaranteeing the secure loading of data or applications into volatile, working memory
or in isolating concurrent applications from each other such that one application may

not modify data or code intended for another application.
BACKGROUND OF THE INVENTION

A data processing system may include hardware resources such as a processing unit
(CPU), volatile memory (RAM) and non-volatile memory (ROM). The data processing
system may operate under the control of at least one operating system and may
perform routines according to one or several software resources or applications. The
applications may be stored in non-volatile memory and loaded into volatile memory
when required to be executed. During the execution of an application, the data
required by said application or the data which is produced by the application may be
stored in the non-volatile or volatiie memory or transferred from one memory to

another.

With the advent of multiple connectivity options for data processing systems,
including wireless connectivity, and with the huge growth in the use of mobile data
processing systems, the need to protect these systems from malicious attacks has
become increasingly important. Malicious attacks can be aimed at interfering with
system booting, modifying the operating system, intercepting and/or modifying data

produced by or utilized by some application.

Indeed, it has now become a necessary requirement to protect data processing
systems against fraudulent manipulations and attacks on their integrity. Such
malicious attacks may come in the form of software designed to take over a data
processing system’s operating system or otherwise interfere with the normal
processing sequence of the data processing system without the user’s knowledge or
approval. Such software is generally known as malware. The presence of malware in
a data processing system is generally difficult to remedy and can lead to complete

system failure or even to irreparable damage to the system.
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Computer viruses, worms, Trojan horses, spyware etc. are all different types of
malware. The different types of malware can attack the processing system in various
ways such as by intercepting data which was meant for another application or by
monitoring key strokes in order to steal passwords or other information which is
meant to be kept secret, modifying or otherwise altering data or corrupting files,
modifying a program in order to cause it to crash or to execute some function which

was not originally intended by the user.

Systems to combat against malware attacks exist and usually feature a memory
management unit, which is configurable by the system’s CPU. Security is thus
compromised if the CPU suffers an attack from an ill-intentioned user. Because of the
complexity exhibited by a modern CPU, the additional security functions which would
be required in order to minimize the possibility of such an attack would lead to a
significant cost increase in terms of the extra on-chip real estate necessary to
implement such functions and would lead to computing overhead and therefore
compromise the speed of operation. Again, due to the complexity of a typical CPU,
such modifications could not offer a high level of security with an acceptable level of
confidence. Accordingly, it would be desirable to have a cost-efficient and size-
efficient solution providing secure management of the loading or unloading of data or
applications into or out of memories in a data processing system.

SUMMARY OF THE INVENTION

The present invention describes a system and a method for securely loading digital
information from a storage device into a memory module in a data processing system
comprising at least one storage device (SD), at least one memory module (MM) and
at least one processor (CP), said storage device (SD) having at least one segment of
data as well as access and authentication data related to the segment, characterized
in that it comprises a memory access controller (RA) connected between the
processor (CP) and the memory module (MM), and a secure memory management
module (SMM) connected to the processor (CP), the memory module (MM), the
storage device (SD) and the memory access controller (RA), said secure memory
management module (SMM) comprising means to receive a request from the
processor (CP) for a segment stored in the storage device (SD), said segment having
at least one access condition and at least one piece of authentication data pertaining
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to it, said secure memory management module (SMM) further comprising means to
load the requested segment from the storage device (SD) to the memory module
(MM), means to authenticate the access condition using the authentication data,
means to configure the memory access controller (RA) using the access condition,
said memory access controller (RA) having means to detect a processor status from
the processor (CP) and means to compare the access condition with the processor
status, the memory access controller (RA) having means to allow or to block the
access to the memory module (MM) according to the result of the comparison.

The method used in the present invention to securely load data from the storage

device to the memory module comprises the following steps:

receiving, by the secure memory management module (SMM), a request from
the processor (CP) for digital information,

locating a segment in the storage device (SD) containing the requested digital

information,

extracting a set of access conditions and authentication data pertaining to said

segment,
authenticating the access conditions with the authentication data,

determining an appropriate region in the memory module (MM) to
accommodate the located segment,

loading said located segment into the determined region in the memory
module (MM),

configuring the memory access controller module (RA) using the extracted

access conditions.

The invention therefore uses a memory access controller (RA) to serve as a firewall
between the processor (CP) and the memory module (MM) coupled with a secure
memory management module (SMM) to load the memory module (MM) and
configure the memory access controller (RA). This leads to a high level of security in
the system since the secure memory management module (SMM) is of simple



10

15

20

25

30

WO 2009/156402 PCT/EP2009/057830
4

architecture with a reduced set of commands such as load and store, and therefore
less prone to attack than would be a CPU in the case that said CPU were

responsible for configuring the memory access controller module.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention will best be understood by reference to the following detailed
description of a preferred embodiment when read in conjunction with the

accompanying drawing, wherein:

FIG.1 shows a data processing system comprising a processor (CP), a memory
module (MM), a storage device (SD), a memory access controller module (RA) and a

secure memory management module (SMM).
DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

Modern data processing systems are generally memory intensive. This fact, coupled
with the fact that on-chip memory can be expensive, leads to the necessity of relying
on significant amounts of off-chip storage in many data processing systems. In the
case where security is important, there is a need therefore to be able to secure
transfers of data between the off-chip or non-trusted environment and the on-chip or
trusted environment. Additionally, with the significant complexity of modern CPUs
(processors), it is not easy to modify the processor to be able to achieve the required
goal while maintaining the required high level of security, nor is it cheap in terms of
on-chip real-estate. Therefore it would be better to have a dedicated piece of
hardware, using a limited number of commands such as load and store, to take care

of tasks related to memory access.

The present invention describes a hardware solution and a method for providing,
within a data processing system, a means for secure loading of digital information
from a storage device into a memory module. In general the storage device is in a
non-trusted environment and the memory module is in a trusted environment. The
invention provides an interface between the trusted environment and the non-trusted
environment, through which requests for access to the digital information must pass.
The invention includes means for configuring the interface such that a processor
having the necessary access rights to the data stored in the memory module will
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indeed have access to the required part of the memory once it has been loaded. The
storage device can take the form of a flash memory, an EPROM, an EEPROM, a
ROM, a hard disk, an external server or other such storage means. The memory
module will usually take the form of a random access memory (RAM) i.e. a volatile
memory. In the context of this document, the term digital information is used to
describe data liable to be loaded into the memory module, such as executable code
or information generated by executable code or used by executable code.

The secure memory management system of the current invention is integrated into a
data processing system (FIG.1) comprising at least a processor (CP), a memory
module (MM) and a storage device (SD) and includes dedicated hardware known as
a secure memory management module (SMM) connected between the processor
(CP) and memory module (MM) on one side, and the storage device (SD) on the
other side, the purpose of the secure memory management module (SMM) being to
manage the communication between the processor (CP) and the memory module
(MM) as well as to transfer digital information between the storage device (SD) and
the memory module (MM), i.e. to load and unload the memory module (MM). The
secure memory management system further includes dedicated hardware known as
a memory access controller module (RA) placed between the processor (CP) and the
memory module (MM). The memory access controller module (RA) acts as a firewall
between the processor (CP) and the memory module (MM). The digital information
stored in the storage device (SD) has a set of access conditions associated with it,
which are stored along with the digital information. The secure memory management
module (SMM) configures the memory access controller (RA) to allow the processor
(CP), given that said processor (CP) has the appropriate access rights, the correct
access to the parts of the memory module (MM) which have been loaded. The
secure memory management module (SMM) thus functions together with the
memory access controller module (RA) to ensure that the memory module (MM)

remains secure.

In the present invention, a convention known as segmentation is used i.e. the digital
information is stored in segments. The segmentation convention is used for the
digital information stored in the storage device as well as for the digital information
stored in the memory module. A segment is made up of several blocks of digital
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information comprising a predetermined number of bytes. For example a block of
digital information could be 32 bytes long. Each segment has a set of attributes
associated with it, such as a segment identification number, the type of data
contained in the segment, the length of the segment, the address of the segment, a
digital signature, an integrity figure such as a one-way function of the contents of the
segment for example, the set of conditions rights describing which processes can
have read access or write access or execute access to the segment. These attributes
are recorded in a segment header attached to and stored with the segment. FIG.1
shows two different types of segments, namely code segments (CS) comprising
executable code and data segments (DS) comprising digital information which can be

used by an application or generated by an application.

Digital information which is currently being used by the processor (CP) is held in the
memory module (MM). When the processor (CP) requires access to digital
information which does not currently reside in the memory module (MM), the
processor (CP) sends a request to the secure memory management module (SMM)
for the required digital information. Upon receiving the request from the processor
(CP), the secure memory management module (SMM) locates the segment, or the
plurality of segments containing the requested digital information, and extracts
several pieces of information from the segment header, including access conditions,
a digital signature and a segment integrity figure. The secure memory management
module (SMM) performs an authentication on the segment by verifying the digital
signature according to a predetermined cryptographic technique. The secure memory
management module (SMM) performs an integrity check on the segment by
calculating an integrity figure, such as a one-way function of the contents of the
segment, and comparing the calculated integrity figure with the integrity figure
extracted from the segment header. The secure memory management module
(SMM) determines an appropriate region in the memory module (MM) capable of
accommodating the located segment and loads said segment into the memory
module (MM) at the determined region, said region comprising a plurality of
addressable memory module locations. In one embodiment of the current invention
the integrity check could be done on-the-fly, block by block or segment by segment
while loading the memory module (MM). In another embodiment of the current
invention, the integrity check could be done in the memory module (MM) after having
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been loaded. The secure memory management module (SMM) will also configure the
memory access controller (RA) so that a processor with the necessary access rights
will have the required access to the loaded data.

In general, a data processing system will also comprise some means to do memory
mapping, whereby a block or a segment of digital information is accessed by the
processor using a virtual address while said block or segment is stored at some
physical address in the memory module (MM) which is different from the virtual
address. The segment header may further comprise the virtual address of the
segment. When the digital information is loaded into an available space in the
memory module, the mapping is updated to reflect a link between the virtual address
and the physical address where the information was loaded. In one embodiment of
the current invention this memory mapping could vary between successive loads of

the memory module (MM).

In another embodiment of the present invention the digital information in the storage
device is preferably in encrypted format. In this case the segment headers further
comprises segment keys with which to decrypt the segments. The segment keys are
preferably extracted from the segment headers by the secure memory management
module (SMM) and the keys used to decrypt the digital information before loading
into the memory module (MM).

The memory access controller (RA) contains a segment descriptor (SDES). The
segment descriptor holds part of the segment header corresponding to each segment
of digital information that has been loaded into the memory module. As each
segment is loaded, the secure memory management module, having extracted and
authenticated the access conditions to that segment from the segment header,
updates the access conditions in the segment descriptor in such a way as to allow
the processor, given that said processor has the appropriate access rights, to have
access to the corresponding segment in the memory module. Until the segment
descriptor is updated, the processor has no access to the part of the memory module
where the digital information is being loaded. In order to allow for compatibility over
several different operating systems, the segment descriptors could be of an “ELF”
format (Executable and Linking Format), which is a standard file format for

executables, object code, libraries etc.
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The segment descriptor specifies which types of access are allowed by the
processor. For example, a certain range of addresses may only be accessible in read
mode whereas any attempt to write to that region would be disallowed. This type of
information is indicated in the segment descriptor. Similarly, regions where a
processor is allowed to write or to erase are indicated in the segment descriptor. The
segment descriptor may also indicate regions which hold executable routines or
functions so that a processor would need to have the right to execute in order to be
able to fetch an instruction from a region indicated as holding executables (or certain

process ids would have the right to execute certain functions).

Beside the data and the address buses, the transfer from or to peripherals is
controlled by control lines (read/write) defining the access type. Other lines can be
used to determine if executable code is fetched (execute mode) or if the processor is

reading/writing data in a memory.

One example of the access conditions attached to a segment define the condition in

read, write or execute mode.

According to another embodiment, the access conditions are defined in relation with
the mode of the processor.

Whether or not a processor will have the right to access a certain piece of data
depends then on the access conditions associated attached to the segment in which
that piece of data is located, and on the mode in which the processor is running at
the time that it requests that data - for example the processor can be in user mode or
super-user mode. The mode of operation is usually indicated by a bit in a status or
mode register associated with the processor. The mode in which the processor runs
at any particular time can be verified by checking the state of the relevant register.
This register can be connected to communication lines with the memory access
controller allowing the latter to determine in which mode is the processor. This mode
can be also communicated to the memory access controller by transferring the
register value via the main bus. Depending on the mode of operation of the
processor at the time it makes a request for a piece of data, access can either be
granted or denied according to the result of a comparison between the mode of

operation of the processor and the mode required by that piece of data according to
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associated access conditions held in the segment descriptor. Similarly, it is easy to
imagine how a process identifier (process id) could be used, in a similar way to
processor mode, to indicate which processes have a right to access particular
segments of data.

The role of the memory access controller is then to receive the value of the processor
mode and compare this mode with the content of the access conditions attached to
the segment.

In a further embodiment of the present invention, a segment of data may have a
plurality of sets of access conditions associated with it, each of the sets pertaining to
a particular mode of processor operation . When the processor requests access to a
piece of data in a segment for which there is a plurality of access conditions, then the
memory access controller (RA) will apply the set of access conditions which are
relevant to the mode in which the processor is running. The processor mode define
the set of access conditions and the type of the processor (read/write/execute) will
then be used to define the access to the piece of data.

The access conditions attached to a segment therefore define the mode that the
processor needs to have in order to access the segment, the status including the

type of access requested and the mode of operation of the processor.

In a further embodiment of the present invention, a light encryption could be used on
the digital information before storing it in the memory module. According to a first
embodiment, the encryption key would be based on a random number generated by
the secure memory management module. This number can be generated while
initializing the system so that each time the system is powered on, a new key will be
generated. The digital information in a segment would be encrypted under this key
and the key would be placed in the segment descriptor corresponding to that
segment. The random key could alternatively be generated each time a segment is
uploaded. The digital information would then be decrypted by the memory access
controller at the time that the processor requests that information. In yet another
embodiment of the current invention, the encryption key could be a function of the
physical address (the actual address in the memory module) in which the digital

information is loaded (i.e. calculating a one-way function of the physical address).



10

WO 2009/156402 PCT/EP2009/057830
10

As well as ensuring the security of digital information loaded into the memory
module, the current invention also allows for the processor to complete other tasks
while the memory module is being loaded, since all functions related to the loading of
the memory module are delegated to the secure memory management module. With
the high level of complexity built into modern processors, the present invention
provides for the advantage of guaranteeing a high level of security by having the
described memory management functions handled by a dedicated hardware system
represented by the combination of the memory access controller (RA) and the secure
memory management module (SMM) rather than by trying to include these functions

in the already complex processor.
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CLAIMS

1. A data processing system comprising at least one storage device (SD), at least
one memory module (MM) and at least one processor (CP), said storage device (SD)
having at least one segment of data as well as access and authentication data
related to the segment, characterized in that it comprises a memory access controller
(RA) connected between the processor (CP) and the memory module (MM), and a
secure memory management module (SMM) connected to the processor (CP), the
memory module (MM), the storage device (SD) and the memory access controller
(RA), said secure memory management module (SMM) comprising means to receive
a request from the processor (CP) for a segment stored in the storage device (SD),
said segment having at least one access condition and at least one piece of
authentication data pertaining to it, said secure memory management module (SMM)
further comprising means to load the requested segment from the storage device
(SD) to the memory module (MM), means to authenticate the access condition using
the authentication data, means to configure the memory access controller (RA) using
the access condition, said memory access controller (RA) having means to detect a
processor status from the processor (CP) and means to compare the access
condition with the processor status, the memory access controller (RA) having
means to allow or to block the access to the memory module (MM) according to the

result of the comparison.

2. The data processing system according to claim 1, wherein said segment further
comprises an integrity figure and said secure memory management module (SMM)
comprises means to check the integrity of said segment by comparing said integrity
figure with a calculated integrity figure based on the data in the segment.

3. The data processing system according to either of claims 1 or 2, wherein the
access condition defines a condition for reading or writing into or for executing
instructions from said memory module (MM) being determined by the memory access
controller (RA) according to the type of access requested by the processor (CP).

4. The data processing system according any of claims 1 to 3, wherein the access
condition comprises a plurality of sets of access data, the processor (CP)

communicating a processor mode to the memory access controller (RA), said
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memory access controller (RA) selecting the set of access data based on the

received processor mode.

5. A method for securely loading digital information from a storage device (SD) into a
memory module (MM) in a data processing system, said data processing system
comprising at least one storage device (SD), at least one memory module (MM) and
at least one processor (CP), said data processing system further comprising a
memory access controller module (RA) connected between the processor (CP) and
the memory module (MM), and a secure memory management module (SMM)
connected to the processor (CP), the memory module (MM), the storage device (SD)

and the memory access controller (RA), said method comprising the following steps:

receiving, by the secure memory management module (SMM), a request from
the processor (CP) for digital information,

locating a segment in the storage device (SD) containing the requested digital

information,

extracting a set of access conditions and authentication data pertaining to said

segment,
authenticating the access conditions with the authentication data,

determining an appropriate region in the memory module (MM) to
accommodate the located segment,

loading said located segment into the determined region in the memory
module (MM),

configuring the memory access controller module (RA) using the extracted

access conditions.

6. The method according to claim 5 characterised in that it further comprises the
steps of:

extracting an integrity figure pertaining to said segment of digital information,

calculating an integrity figure for said segment of digital information,
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verifying the integrity of the segment of digital information by comparing the

extracted integrity figure with the calculated integrity figure.

7. The method according to either of claims 5 or 6 characterised in that the storage
device (SD) is in a non-trusted environment and the memory module (MM) is in a

trusted environment.

8. The method according to any of claims 5 to 7 characterised in that a mapping
scheme is used whereby a virtual address is related to a physical address, said
virtual address being an address used by the processor to refer to a piece of digital
information and said physical address being an address of a location in the memory

module (MM) where said digital information is stored.

9. The method according to claim 8 characterised in that the relationship between the
virtual address and the physical address is modified at least once following a load of
the memory module (MM).

10. The method according to any of claims 5 to 9 characterised in that the segment
of digital information in the storage device is in an encrypted format and it further
comprises the steps of:

extracting a segment key pertaining to said segment of digital information,

decrypting said segment of digital information using the extracted segment
key.

11. The method according to any of claims 5 to 10 characterised in that the segment
of digital information is encrypted by a key prior to loading into the memory module
(MM).

12. The method according to claim 11 characterised in that the encryption key is
based on a random number generated in the secure memory management module
(SMM).

13. The method according to claim 11 characterised in that the encryption key is

based on the physical address.
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14. The method according to any of claims 5 to 13 characterised in that the memory

module (MM) is a volatile memory.
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