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g 5& SIS 5= vt sy ol ] F54171(106, 206)+= Bt o) el v &

7 ] ] 7H/\]E] /\41:!:] 7]‘— 7«4;4. ;q]o]- H]—HJ D]/U:L— EX} /\}\11: }g—_
¥ = AFSAF ol H, Al AR, T Aa/Ad 58 A 59l
of, stit o] 4ke] &42171(106, 206)+= &Lt ]/‘}4 3R A|A (102, 202)9}
T YA, FAANEE ST 7 U o E , bt o] o] S E A A
(102, 202)3= 81t o] 4kl F4171(106, 206) 7} 8F vt ]/‘}9] & X o Al AFE-
2L HlolE], Aol AR B T NS5 FASIES Ao 4= o) 3 s
o] o] & A4 (102, 202)= &L} o] 2] F74171(106, 206)7F Bt o] 4] v
= 2}7“]?-—3?‘51 ARG H ol B, Ao} AH = A AT E FAISIES Ao
T Atk 3, sy o) el 4171106, 206):= BF o] 4] <FE|LR(108, 208)
ot 0473 2 = a1, B o] 9] 2217](106, 206)7= SH o] 4] oFEILE(108,
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[50]

[51]

208)5 E-3ll B Aol AMA| A, 7]E, AR Al W /R E 53 SAE
oA AFE = AFEA HolH, Alo] AR, T ANE/Ad s& R
AAE 7 Aok 2 WA el A, st o] 9] Qb U= Baro] &) QbH Vol A
Ho] =g ot U & o, etely X E)Y 4= Qi) dhu o] Afe] =AY
(106, 206)+= TA1E A&} vlol B, Alo] AR, F-4 A e/Ad 5& st o]/
SERAIA (102, 202)F o] &3t A elstr] H&l, FA" T A3 5
= Al S oA Wo] 2= Al S 2 W 3K Convert) & 5= Lt} &
71(106, 206) = 3 ©]/d-2] 3 2 A4 (102, 202) & o] &3}
B, Aol AR, T4 A5/ 55 o] M= MG oA RFME A5 2 kst
T ATt ol & Yk, skt o] el F4171(106, 206)F (oFEE 1) 2.4 #H ol H
/= e E Egs 4

o & £, STA(100, 200)9] 3lu}i= APS] 2| =¥ 28 4=3 8} a1, STA(100,
200)2] t}E 3= non-AP STAS] 2| ¥ 218 =3 4=t} o & E0], &=
19] %5=A171(106, 206)= 421 (ol & &1, IEEE 802.11a/b/g/n/ac/ax/be/bn 5ol u}
= 3= 9} 7l 3= PPDU(Physical layer Protocol Data Unit)) 2] &4 & 22 53 &
5= ) 3, B Aol A tF kg STAS] =41 A7 & A AL 4241 Al
5 A8l A dole Aely AibE FalshE 523 19 ZEAA (102,
202)0 4 FaE 5= Qv o & 5o, A A EE AU SN NS E
8l Aol vlol el Ay A4k et T2t Y=, 1) PPDU Well 23

+ ¥ =(SIG(signal), STF(short training field), LTF(long training field), Data 5-)2]
HE AR E AA/8 5/4/A5 0 29/ 29 8= 52, 2) PPDU U]l 32315
A= (SIG, STF, LTF, Data 5)& 9 8l AR-& %= Al gF A o] Fat= 2} 2l(4]
Fol, MEA L A 55 A/ 912 58h= 5], 3) PPDU Well 85
= (SIG, STF, LTF, Data 5)& 913 AF8-¥ 3= 543 Al (o & £, 91
Al F 2=, STRLTF Al 2=, SIGe] 4853 st Al i) 58 A4/
535t &2}, 4) STAC tiaf 285 &= A8 Ao} 52 D/ 9hg] Aoy &
F,5) ACK Az o] A8 5/ 4/d 29/l ol % 548 £3
b= Qlrt Eg, o] she] A F ol A thkdt STAC] F721 A% o] A /E 5/54/
At 2/ 2GS A8l ALk TS AR(AE 5ol /A EE /A
Ar/vpein /ake] SOl HraE A E)= & 1o] v B (104, 204)°] A 4

oby

S e e

o N ok

¥, @ 2 o

o] 5koll A, 3} 8™ =1 (downlink, DL)3= AP STAZ F-E] non-AP STAZ 2] E-41-&
At HAE Ansty, e A5 @l 8t E A PPDU/A AR S 59 F4
2 5= ot} S A B Ao A $417]= AP STA Q] A-o] a1, =41 7] = non-AP

STAS] U3 4= glv}. AF&# = (uplink, UL)E= non-AP STAZ B AP STA® 9]
TAE g BAE ofulet, A A5 A =L PPDU/S A /A S F 9
A= G 0ok A A B4l A 521715 non-AP STAS] Ytolal, 417]
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[52] [228lo] o Al A Ql T2 E eI

i
©

r%._g

w
2ol
o oy
oX,
e o
P o

[53]

>
3
4
BN
uly
N _1}5

LS <2

2,

£t
o
)
ot
ik
ol

o3

TNl 4 & A4 (component) & = T = = AT}

2ol o &l A AIFe el EHATHESE STA

A 21T}, BSS(Basic Service Set)= 41 # 2]

e}, & 204 3= 2 7l 2] BSS(BSS1 X BSS2)7} <= A

o] BSSo| HlH &= A 2 7] 9] STA©] &% += ZI(STAl H STA2+ BSS1

31, STA3 2 STA4:= BSS20l E3HE)E of| Al 4 02 A kT, & 200 4

& Jebd &= B 8l BSSoll 8 STAE 0] 5418 FA38h= AW gl A

e = A o2 & ol af € 4= ). o] o 912 BSA(Basic Service Area)@}

AT STAC] BSA B} o 2 o] 531/ H¥ dld BSA 2] & STAS

S = FAT gl "

[54] W 20| A TAIEHE DSE AL EshA] Sizhd, FA e A 7h 7] E A Q] €l
Q1 9] BSS+= 5 4] <1 BSS(Independent BSS, IBSS)©] T}, ol & £, IBSS+= 2
el STAREC & FA " HA4e FulE 71 4=t o & 5o, v & F+A4 2
AEol Aghd A& 7Hdste], STAL 2 STA2RFS = -4 ¥ BSS1 H5= STA3
2 STA4TFO 2 A BSS2:= 22 IBSS ] th 3291 o A of 3 Fst 4= ¢}

23k 742 STAE ] AP §lo] A4 B4le 4= gl= 4§l 7Hsshe) 3,

2] &k e o A Ao A wjg] AlEE o] A A E = Slo] ol ek LAN©o| &
88k A 9o FAE 9o, o]l & o E-F(ad-hoc) HIEY A e}al AT 75
AT} IBSSTE APE -3131A] &7 w0l Ftoll A &) 758 53 3h= 7
A (centralized management entity) 7} $1TF. <, IBSSOl 4] STAE 2 w-4HE w2
(distributed manner) 2.2 ##] @t} IBSSo A= & STAE 9| o] 5 STACZ ©
Fold o glon, A Al 2 B(DS) 2. & 9] F&ro| 5]-8 5] A ol 27| £hH] A
Y] E 2] A (self-contained network) & ©] &}

[55] STAS] AX A 717, STA©] BSS @ 9ol &0 A w3tk &l oA, BSS
ol o] STAS] W 4ol T4 o=z MA= 4= glth BSS| WH 7} 5] 7] A 8lA =,
STAL 5713} 34 & o]-&3lo] BSSell 2618t 5= glt}. BSS 7]¥H-22] & A
H] 2xof] N A 2281 7] 814 =, STAS BSSOl A F(associated) =] o oF g}, o] 2]
St A 3 (association)= &2 0 2 A E 4= ¢l a1, FAF A A~ E] A H] ~(Distribution
System Service, DSS)2] o] -8 233 o= qlr)

[56] Aol A 25 A1 STA-HH-STAS] A €]= PHY A 5ol &84 Alskd 5 )
th o] gk 7 $-ofl 1= o] g Al 9] AV} FEE 5 AR T, A $-ol ufehA
= R A A STA 7He] Balo]l Ha sk 4% qlt), g8 A A E A Y
st7] faf A HAE Al 2= 5(DS)ol 4 = Tk

[57] DS+ BSSE©] 4% A= F2E ou|sit), A Qo2 & 29} o] Ha¢
Nl BSSER TAAH UES A g9 o] 74 42 BSS7FEAIE

%= 3tk DS+ =2l A<l i o) A Al 8l wj H(DSM) S S ol oA 57

i
Rorooft A

-

=2
ke
wh g
B

oo 1o

-

N O
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oX,
I
Wil
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ot
-

vl
w

S

o o

=T A4

oo 12
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™
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[58]

[59]

[60]

[61]

[62]

[63]

%0
o
o
Y
o
y

) slo], A ol A (Wireless Medium, WM) 2} DSM+= =] 4 &
T Utk Aol = A v A = Aol & 48 Y E A AFEE ), Aol
a [} ol g v Al Eo] FUS A= A A = &
L @ ol 9 ol Bl uj A Eol Yo
TZDS 7& EE U2 HER A 72)9 fdA ol
2= vt A 7 E & Jom, A7 T o 9
o &]3 Aoz e F Al = A= 5 9
o] BSSE 2| 7 ¢l = (seamless) =32 A 3l B4 x| 2 2] o] =
= o] & A MU 25E& AT EMN ol F Hulo| A&
AWy} T2 Y| EY (& 591, IEEE 802.X) 9} 2]

stz ER-(portahol Bz FA AT U LI

ox Mr »
(o it

ox 1 44
o
:(‘>L_r‘
2
>

XN oo

o
2
lo =
ut
2

o,
ok
i)
uls
2
=2
-
TR 1}

2

o
20
=
N
4

P

0,

B o

Ml o o Rl oS fUop
ro wo i <y
r

W ooH
BN

e

°
=
T

o,

=
E)
Y

=}

=

)
wn
o mot i rir o

o rx M

of

S
LA
oG
12 o
1% A
to et
4 Ha

N )
o mi o |y

pacs
oo

-

AP+= A% non-AP STAE o] a4l WM E&| A DS 29] AN =5 7538}
Al 3taL, STAS] 71578 & 7= B B (entity)E 27| gt} APE F-3l A BSS
2 DS 7ke] Hlolf ool =& = Ut} o & Eof, & 2004 EA| 5= STA2
2 STA3-= STAY] 7542 7H*H A, 234 non-AP STA(STA1 X STA4)°] DS
2 NA 2SS S 7] 58 Al F 3} T3 BE AP 7| E-4 0 2 STA| &
Gl R, BE AP o] B8 2 7hs QI E Bl o] Tk WM Aol A 9] 418 213
APl 28| A A& 5] = o] = 2 9F, DSM Aol A o] EA1-8 98 APoll 2] &l A A}
SHE o aE itEA A3 e = glvh AP} 3y o] /4] STAS Z 4
¥ = BSSE ¢l X g} A E & X (infrastructure BSS)2Fal A 3 4= 3l o}

APo A3HE STAE) 59 st ERE sid APS] STA ] =g AR 4:21% =
t] o] B =, &4 B Al o] 3 E (uncontrolled port)ol] 4] =21 %] 31 IEEE 802.1X X E <}
A 2= el Elof] o 3| A A &]E 4= ). B3 A o] X E(controlled port)7} 155
H E dolH (= 28 9)=DSE AGE 5 3

Ak DS 2o F7HA 02 Y2 AW A& AlFstr] 9§ FgE A
2~ A E(Extended Service Set, ESS)7} A4 = 4% gl},

ESS= ¢ 9] O] (arbitrary) 7] @ BAEE 7= Y E Y H7F DS 2 BSSE
2 TAY YEY IS ou] et} ESSE dFke] DSell 12 ¥ BSSE 9 Hgt
of et 4= At} 1} ESS= DSE ¥ 8514 = F =t ESS U EY A=
LLC(Logical Link Control) 75l 4] IBSSE H.o]i= # o] &7 o]t} ESSel| * g5
ESTAS & M2 B8 4= 9la1, o] 5 STAE L LLCO EWNAI|HESFHA sl
o] BSSo| A t} & BSS Z(F <Y & ESS Woll A) o] &3t 5= 9t} &bt ESSol ¥ 3
= APE S 5 U 3 SSID(service set identification)S 7F& 4= 21T}, SSID= BSS
o] 21 z}o1 BSSID S} -1 Tl

AW Al = Elo| A= BSSE S A Q1 =214 Aol tiall A ol A % 714
SHAl ko tle-3 & i 7f BF 7l BSSEL HEH o R THE
UL, o= AEA QN AW A & A getr] Al drA o= o] &5 = F ol
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[64]

[65]

[66]

[67]

O B3 BSSE-& = A o= oA E o] glX| &5 o 3lal, =2 4 S 2= BSS

E ko] Aol Ak glu). e BSSE-S ] 4o s FUS ¢ X0l 9%

T 3L, ol = HERA & Algety] AsiA ol gd = vt 7, st (= 8t
L} o]/d2]) IBSS HEi= ESS U E 9] A E 0] OM( 3= sl o] L)) ESS U ES =
2 AT T 2eHor EAE 5 Ut o= ESS I EH A7 E Ao
AA e o == U EL A7) & 25h= A 9o, Aol gk 7] FH(organizations) ol 2] 3]
A zdAer FHEE FA UEAF] Y= A, FU T AR oA

olgel Aol et A R Bk Aol Q3 A5 Fol e ESSHENA F
532 2R A EE o 3= ¥ A AR (link setup) 282 A S AR

STA°| HIES] =Lol thalj A H =5 AM]star tlol Bl & &Falstr] HalM s,
WA U EL A E ¥ (discovery)dtal, ¢! 35-(authentication)-& =38 5}a1, A3}
(association)< % 31 (establish), Eo}(securlty) S gk QlE A} sa A oF gk
B AD G MA IIAT A, Al A B oletary A3 5=l
Fa A Ao B, A, A, Het AA o B S Tl A3 g ol
A S5 vk

&7 8310014 STAS HER A 2 F4e 3¢ 5= Ak HEA L 22 5
2F-2 STA ] 227l Yd (scanning) &2HE 283 4 At =, STAC] W E Q] Aol
Azdt7] el = Fe] 7hsd Y EL A E Fofo 3} STAS T4 Y ES A
of sl 7] Aol 33 7hsst Y ER AE A slo]of sh=d], 54 9ol A
st HEY A A AR S 2o doleha gkt

27N HhA o] = 54 2271 (active scanning) ¥} 5 4 27l Y (passive
scanning)©] At 5= 301]*1% QA A o' 5E4 290d RS ek HE
A EA 2 EA] gt} 554 2N ol 290E & Fal et STAS A
& /1A SRl of | APZF EASh=A] B Asy] A ZRE 9 e

(probe request frame)-& %-218}31 o] of tf gt g 7|t} T}, -5 A (responder)
T XEH 9 T AS FAGSTANA Z2H 274 g Qo gt $Ho=
X 2 H 3% 3 | ) (probe response frame)S 5413}, o 7] o A, S H A= 27
WE AL 9li= Al d o] BSSol A mpx]HFo 2 H] i 3 7| ¢ (beacon frame)-S 541

i

STAY = AT} BSSOll A &= AP7} H &2 Z 8| )& S48 L= AP7} & A7} ¥
™ IBSSOll 4] 3= IBSS W ] STAE ©] Zol7bH A v & 2898 a8t ot
A7 A8t A] Fr) ol & Eof, 111 Al dol A Z2H A Y-S FAlskar
H A oA 22 H S5 T AS FAE STAS, 7418 22 H S5 Z#
E3HE BSS W BRE A st o A E &, 2 AR o] Fate] F
dgt Wb o g A, 2 Ad Aol A Z2E QH/ZHE e A
T AUtk
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(681 %3004 EAIB QX QAR 2ol BAe S A7 g o g
A 5% Qo 54 2ol A 2792 A5 STAS AYES §719A
B2 e 92 ] vhaich 8] e EEE 802119141 o] 5= pre] 2]

(management frame) % 3FU2A], T U EQ A9 EA & &elal, 299 &
k= STAL = sto] 3 T4 Y ER AE 3tolA], T4 U ELQ Aol Foldt
L& F7| 4 o2 $05E 0 BSSAl A AP7F U2 2l & 7] A o' F A5
A e-g a3lar, IBSSOl A= IBSS W 9] STAE ] Zol7bHA |2 Y&
gt 20E & et STAS H & 228l = 7418 vl 2 2 9l ol 323
H BSSel gt AR E Agstar o A E R o] FstHA Zh A Do A b2 3z
P ARE 7|50 H] 2 Y QLS A8 STAS, #2A18 vl & g Qlo) £ 3
BSS ¥ RS At tha A EE o] 5sto] A WH o= v 2 H o
A 2P E AT Ak T4 2ANE I A AAE S Bl e, 5
2 27N o] 52 20 Bk dol(delay) R A H AR AR Aol Al

[69] STA°| WIEAE W gk Fof], A $32000 4 Q15 4ol 3= 4
23 Q15 A2 FEshE @A $3409] Hot Al T2l i gal
a4 A H A 21 Z(first authentication) ¥4 o] 2ka1 A 3+ 4= 3o}

[70] Q15 22 STAC] 915 &7 32 7| ¢ (authentication request frame)< APl A
A8EaL, ol §E38te] AP7| Q1% 5% 3 #l| 9 (authentication response frame)-<-
STAC Al FAlah= A& E3shc), 15 QA& Holl AFEH &= A5 Zd ¢
(authentication frame)-> ¥} 3Z & ¢ o] 3 g3t}

[71] QN5 | Y& 215 ¢are]<+ *H S (authentication algorithm number), 15 E
@ 2 Al 2~ W1 & (authentication transaction sequence number), 3 Ell 3= (status
code), A Bl 2~ E(challenge text), RSN(Robust Security Network), -+ =3+ 1%
(Finite Cyclic Group) 5ol 3 BB & F3He 5 9t} o] = Q15 24/ 5H =
Aoll 3 = Y= RS A ol Aol s s, thE QW2 A ¥ A0,
F7HARI AR Y 28 5 T

[72] STAS 15 834 25 APl $A 2 5= 3tk AP= Al 1S 8% =
gl qlel 323 ARl 7] 28k, Bl STAN o gk <1 =
o T UTH APE QIF Ao AR E S S Tl Y
8} 2= o)t}

[73] STA°l &2 o0& AFH Fof|, w7 $33000 4 A A o] 3= 5= gleh. 2
3F 742 STA©] A3 2% 3 7 9 (association request frame)= APol| A 54215}

4
Mr
ol
X
Ao

oby

a1, olof] -S-wale] AP7F AE -5 3 ¢ 9l (association response frame)S STA 7]
T8l #A & st
[74] o & o], A% 87 T Y-S thekgt 71U 2] ¥l (capability) o] A AR,

B % # ZFA (listen interval), SSID(service set identifier), A| ¥l & o] E(supported
rates), A| ¥ 2 (supported channels), RSN, ©]-54] =<1, 219 @ 3 o] &l
£ @l 2 (supported operating classes), TIM E.Z =7 ~E Q *(Traffic Indication
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[75]

[76]

[77]
[78]

[79]

Map Broadcast request), 4 2 5 Z}(interworking) A 8] 2= 7] U 2] E] 5ol tf g+
ARG E38 7 Uth o & 5o, 2% S Zal ¢ vkt Al g g o
FHH AR, JE =, AID(Association ID), X @ o] £, EDCA(Enhanced
Distributed Channel Access) 3}2}1] E] Al E, RCPI(Received Channel Power
Indicator), RSNI(Received Signal to Noise Indicator), ©]-&4 =<1, B} Lo}~ 7+A
(A& &9, A% 73 A] {Hassociation comeback time)), 5 5] (overlapping) BSS 2=
N gl e, TIM B2 E 7] 2~ E § %, QoS(Quality of Service) ¥ 59 JHE X
st = Qlth ol = A% 8.4/ Zal el 23 5 = HEES A oA
of sjFst, th& QR = thA| H A, FrHA < ARIF Y E3HE 4 )

STA°l HIES ol 52 o & Age Fol, W7 $340004 Kt 5] 744 o]
T3E o Aok @A S3409] HF Al A2 RSNA(Robust Security Network
Association) 8.78/&H& ¢ Q15 Aol ekl 3 =1 Qla1, A7 WA $3209]
1% A& A HA 2 ZS(first authentication) ¥}74 o] &} AL 8} a1, WA $3402] H.oF
A B4 des] F Aol Ao % o

A $3409] B A} 74 -&, o] & E o], EAPOL(Extensible Authentication
Protocol over LAN) Z & 9 -& &3+ 4-¢J] o] (way) A =4 o] 7] & 53l A, 3ol
71 A< (private key setup)S st -2 E3S 5= o) g Hel AlY] 7 -&
IEEE 802.11 ol Al A o 8hA] &= Bt iAo wret =8 4% glr}.

E4T BN AEE A W e B g AYely] ek = ot

S @) Al 2~ El o) A, MAC(Medium Access Control)2] 7] - ol Al 2~ | A W &

2 CSMA/CA(Carrier Sense Multiple Access with Collision Avoidance) ™ A Y&
o]t} CSMA/CA " # 12 IEEE 802.11 MAC2] -1l 274 7|5 (Distributed
Coordination Function, DCF)°| &} a1 % E-¢]i=d], 7| -4 o & "&3}7] Aol 7]
(listen before talk)" N A 2~ WA U EE 2|-&3FaL ATt o] & g {3 o A2 o
AU W2, AP 2/HE= STAS 541 Al 2Fshr]of] 9hA, &7 of AZFZHll
£ £9], DIFS(DCF Inter-Frame Space) & ¢F 74 Al € = v Al (medium) S 417
(sensing)3F= CCA(Clear Channel Assessment)E 3 & = At} Al 23}, 7+
w) J 7} -5 23 el (idle status)Q! A 2 W, S| WA & Zate] Ll &
Mg Al 2Fske), JbH ) ul J) 71 A - ¥ (occupied) = H] A](busy) FEIQI Ao =2 7F
A=A, B AP R/ STAS A7) AR 9] FA4l1E& Al 2FhA] g8 at ulf A o Al 2~
£ A A A 71k E Eof, Y W Q32 7] ZHrandom backoff period))S A 4 3}
o ATl Foll Ze|e) SA1E AR 4 ek AH WO |ghe] 4B o o

—

e
o= ZE(collision)S HA3A1 4 5= gk
TS, IEEE 802.11 MAC 22 & & 3£ HCF(Hybrid Coordination Function)E Al
3§t HCF+= 7371 DCF$} PCF(Point Coordination Function)E 7] HFQ & g,
PCF3= %% (polling) 715+2] F7] 2] el a2~ vba] 0 & W& 524 AP U/HE3= STA

o tlolE] a9 FAW S YEE F| 4o Btz YA S AR =T ®
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[80]

[81]

[82]

%t HCF+i= EDCA(Enhanced Distributed Channel Access)2} HCCA(HCF Controlled
Channel Access)E 7HITH EDCA= A3 A7} ThE 9] AF-g-Ael Al H o] H 2
1S A Za}7] Yot M2 ubAlS AA yulo 7 3= Ao] 31, HCCAE £
(polling) MIAUHF & ©]-&5F v Z A 7|wke] A e fA| 2 W2 & ALE-8h= A
ot} Tk, HCF= A1 # 2] QoS(Quality of Service)E A1 71 7] 9 gk vl A
A 2~ WA ZEES £ 51, A A 7] 7K Contention Period, CP)¢} B] 4 & 7] 3t
(Contention Free Period, CFP) X ¢ 4 QoS H|°|H & %413 4= 2t}

545 Fhxsto] g W QX Fr]of 7|Hkgh F2tol thaf A dr et A w-E/
HI AL Aol & v A7) fF el 2 W4 ¥ ™, o] 2] STAE Hl o] Bl (fei= 27
WD) FAE A =D 5 A SES AL fE et e g M, STAE 7LZ¥
A Mo L I E S Akl T1o) e Gk &3 Ak ] g ),

S A =S St Uy WMo s L E = oAUy A —r(pseudo -random 1nteger)
™, 0 WA CW ] & ol A stz AAE 5 vk o7, CW
= A A Y% 9(Contention Window) 21| B Zholt}. CwW dtelu| B = 27| 4t
©% CWmino] Fo] A A g, 541 Ase] 7 §-(el & Sof, HA Zeglo] of
3 ACKS 521814 58 290l 2 Wl 9] 4h& H 5 5 Qt. ow sebul €] Zho]
CWmax7}F ¥ d o] ¥ F4lo] A& w7k A] CWmax k& f* 8 A Hl o] B
S A= g olaL, vlolE FAlo] Ak A -5-olli= CWmin o= Al d
o} CW, CWmin ¥ CWmax 442 2"-1 (n=0, 1, 2, ..)& A %= Zl o] np-A st}

W 90 B o] Al=tE T STAS ZAA ] W Q3 FHE glhof ufeba] Mo
T E5S ThEE tEshs et Algste] Al E Y E S v Al 7 A
SHE RYE R JHEE vhS WAL tivlstaL, v Al 7F A e =
oA TheE T A

5 42] o Aol A STA32] MACel $41 s 7l o] =23k 7 -0l STA3:= DIFS
R WA R ESl A Seleha vhE e $A 5 ek b A
STAE > WA 7F A 7/81#] GEl 2l& ZUEHE th7]1 &, 71 5}t STAL,
STA2 % STA5S] Z12bo] A 5 5418 o] Bl 7 9 A& 5 1L, 22} e] STAL v
A7F 382 2 E L9 DIFSUE /13 el A s ) e
= AEE ghol Wk Mo % S0 AL E e R 5 Ak STA2ZE 7HE
Ao Mo FhgE g AEshaL, STAIS] 7

|

2 1

o -

32

A5-5 743 &, STA27F QX FLES npx]al &
Aol A STASS] Zko] Wl @ 32 ATz STALS] fko] Wl Q 32 AJZh Rt} e 7 5-
o Al gkch STAL B STAS:= STA27} UH A& AFsh= & d E
& WAL 7] STA29] A sy o] WA 7 ehAl -7 e ¥
STA1 ¥ STAS5+= DIFSTHE o} 7] gt ffOﬂ, HEAE Moz g}
= ;(]—Cq Wl o & }\]7].13]-:?'.9] 14—1}]% uuog_ 2=

s

o

.

AlS Al 2Fe 4= 91T} STASS] Zho] Wi o 3 /«17&01 STAud&} #-9ro B2 STAS

Q] 418 A2k A Tk STA27) v #)| &
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:{o
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o
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offt
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é
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[83]

[84]

[85]

[86]

S dlol B 7 A S 5= Sltk STA4S] Aol M= vl A 7F -7 e 7F = |
1o 232 FHEE gloll the Jhe E the

I s S
U A ek £ 4ol AN STASS] el
1=

H:l -y
08{:4"
ok

<

2 2 2

™, o] A5, STA49} STAS (o]l F&o] HAlsh &= gl .%%o A sk 7 5ol

1= STA48} STAS 2.5 ACK2 WHA] 33ho], Hol ¥l $4ls A sfatA . o] 73

-, ST A49} STASE CW 445 2M 2 59 Fof g Wl 7L E gh& A est

I TS E S 533 5= 9t STAL-S STA49} STASS] $21 0 & ¢l&f v A

A AE Q1 bl th7lstar ATk7E, vl A 7 f-F A3 el 7F 5 DIFSRH

ke W o ST A|7bo] X upH Z ol A1S A=}k 2= gl

ol, tlol B ZH )2 49 dlojolz =4 = ol H

= Z g o, v A 7E fF A7t ¥ w 27FE DIFS

L SAE Qv A o g, v 2ol A
ojofo] F=w ] gz vl AR WS 9fs) ALY = T o' A,

DIFS 5=+= PIFS (Point coordination function IFS)%} &2 IFS 74 3} & =88 &] =

uﬂ QX T 5:/\];4;} L]—g] J-Lq] ol/] }\1 H E]_ol _]_Eﬂ olo g H]:T’—(Beacon) 73st

2 /-5 (Association request/response), Al (re)- 23 L/, T2 H 2%/

-5 W (probe request/response), 1% 2 7 /-- H(authentication request/response) &

ol gltt. Ao ZH A& wj Aol A 25 Aoatr] Yot AR E = T o]
o} Alo] (g Qle] A H EFY] Z Q) o 2 RTS(Request-To-Send), CTS(Clear-To-
Send), ACK(Acknowledgment), PS-Poll(Power Save-Poll), &3 ACK(BlockAck),
55 ACK 27 (BlockACKReq), NDP & A](null data packet announcement), E ¢
A(Trigger) 5ol At Alo] L Y2 ol L dof S5 Zef o] obd 35

N
_—

N

LI
32

DIFS 74 ¥ & 8% &= WM & A ol T Yo S 2P A5
SIFS(short IFS) 7 7} & M1 © 2 223 glo] A1t} g ol o] el w} /ﬂﬂ £t
< 2 AoJ(FC) B 2] EFY(type) E =9} A H EFQ] (subtype) E =0 2] &

21 =l

QoS(Quality of Service) STA-Z Z & o] &3F= WA 2 7HE| 31 2] (access
category, AC)E 9 ¢+ AIFS(arbitration IFS), < AIFS[i] (4171 A, i ACel 2l&f 2
A= b A3 = e e 3 2y 9E FAT 5 vk o7, AIFS]]
7hAMEE e TS dole =), e el ' 4 daL, 3 S
sz ¢lo] o Alof T dlo] = 4 gt

5 5= 2 7HAI7E A 82 5 di= CSMA/CA 71HE S22 9]
5 = olt)

A<z 8 nkel ol CSMA/CA WIFA Y52 STA] A& #4478k 2214
7N 2] A17d (physical carrier sensing) 2] ol 7F 7]l 2] ©] 4l-d (virtual carrier sensing)
T ¥t} 7 Al el o] Al 54 % == Al (hidden node problem) &3 £+
ol wj A AA| 2o A HAS = Q= FAE Beat] gk Aotk 7 A g of

-

ofy

>
offl
X,
o

%
o
Ot
ol
N
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[87]

[88]

[89]

[90]

[91]

A -E 9138F], STAS] MAC-S NAV(Network Allocation Vector) & ©] 83 4= )
th. NAVE @A w4 & AFE-8FaL AW = AFE S @ ko] 91+ STAC], v A
7} o] g 7he g A & H 7| 74A] Hol o= AlREE thE STAON Al A Al (indicate)
shi= ghol ). webA NAVE AAH 412 sl d 298 F$4l8k= STAC 9 3}
o] wj A o] AFg-o] ¥ o] 2= 7| gbe) | FEtal, NAV #h-& F4lsh= STAS
gl d 71 bE b wf Al A ~7F FA H & o], NAVE 28 ¢ 9] MAC 3| H
(header)®] "duration" 2 =2] gtoll 7] Zsle] A= 4= ¢l

=59 of|A] ol A, STAL-= STA2=E U] 9] 1EiL3} A} }ﬂ, STA3+ STA1Y}
STA2 {Foll 215 = Z g Qle] A = HIEE 21 3| o] #H(overhearing) & =
A= HAo A= Ao 7HA- 3T}

CSMA/CA 7|48k 328 Q) F4l F2tel| A th2] STAS] F4l 9 T& 7Hs
27171 Y184, RTS/CTS 28| 91 & o] &3ah+= w7 5ol 484 5 vt =
59] o Alell A STA1S] F4lo] 28 5] 3= 59t STA39] 7] of /g Az} v A 7}
Fr el et AR 5 vk =5, STALE STA30 A 3] & =20l s 3
AUTH =, 5 59| o A[ell A STA29] F2lo] =8 ¥ = &<t STA39] 7 & of 417
Az} v A 7F 57 Aeletar AA S =5 Q) =, STA2E STA30 A 3] & =2

o s Jet 4= vk STA1 STA2 Fe] Hlol B F=741& 423 317] o] RTS/CTS
Ty Qlel WS B3, STAl iz STA2 59 shuheo] £41 M 9] 5he] STA, Ei=
STA1 H-1= STA3Z B o] Falo] that 7 el o] 417 91 vhe] STAo], STA1%}
STA2 ko] HlolH &4l Ft Ad AR{FE A wmshA] RS o 9

T-A A o2, STALLS 7l 2] o] A7 (carrier sensing)-S -3l Al € o] /\}%QJ_ 3
A E AT T Utk 2284 Ao Ao Sl A, STALS A Holl A A&
Y= oy A =27 B "]i 5 (correlation)ol] 7] Z3to] A AF 7F
HE A8 o v 3 7 Al el o] Al SRl A, STATE NAV(network
allocation vector) E}-9] Ui(tlmer)ﬂ ALgshe] A d o] HR A E AdE 4 9l

STA1-Z DIFS ‘&<t Al d o] 75 AEi¢l 45 ML 4238 - RTS Zd|9)&
STA2° Al 418 5= Utk STA22 RTS Z 2| 915 =418 74 -%- SIFS -0 RTS
g el thek &2 CTS Z & STALO Al F418 5= 3t

STA37} STA2S. 21 H 8] CTS Z | -2 e H3|oj {3 4= glAI Nk STAlS =2
FHORTS 2o )& W s of e o= It d, STA32 RTS Z&| ol 234 7
¢l o] 4 (duration) A B & AF&8Fo] o] Fof] A2 0 2 B = 2 ) Al V]
ZHl| & B0, SIFS + CTS Z &) + SIFS + t o] B Z 2 <) + SIFS + ACK =~ d| %))
of 3k NAV Elo] & A e 4= it} 1=, STA37} STA37} STAI S 2 H-E] 2]
RTS T AE Q3| == QAT STA2ZH-E 2] CTS L YL 2 HF
o] Y at 4= 9ltbd, STA3E CTS & Q)ol] 3% FulolAd AR E ALE3lo] of
Fo d&EAom FAE = ZH Y F4 71 E £, SIFS + ol B Z#H Y +
SIFS + ACK Z & ¢h)ell thgt NAV Bro| & A4 o It =5, STA3®E STAL &=
1= STA2 59 &fuf o] Ao 2 HE 9] RTS Hi= CTS Zd| ¢ F9] 3} o] g2 &

o

(@)
2 7

(o
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[92]

[93]

[94]

[95]

[96]

[97]

sloj & & 4= Qlubw, 1ol whel NAVE A A s 4= 91t} STA3E NAV Efo] 1
Aol M2 TS A8 A9 N2 Ty ol 3 Fdlol
& AFg-3le] NAV Elo] M & 78218k 4= QlT} STA3-2 NAV Elo|H 7} i
7] A7pA AE AME A s A]
STA1Z STA2ZEH-E] CTS ZH Y& ?ﬁi B CTS ZH o] 74lo] ghmd
Al A F-¥ SIFS F-of o] E] %’ﬂ%‘% STA20 Al 5213 = ST} STA2+% H o] H

w
&
v

TP LS TR 5218 A9 SIFS F-of dlol Bl Za|qlel that g5l ACK
291 STALO] £418 4= 91 Th STA3= NAV Efol W7t wra g 4 §- 7l 2] of Al
& Tl Adol ARgH L Sli= 1 7“4?;}?9}4 STA3-> NAV Efo]H 9] 1k
B F7H DIFS &<t Al do] th2 ol of e AF&H«] &2 Ao A% 4
Tl ez wE A A5 (CW)7P Ak ol A A S A 5T 5
et

= A A AE M ARG = e} e

PDU)E 0] & = Q) o & 201 PHY A= 4 Sl AW% Pﬁ sh= g # o]

5 MAC AT L2 F O PHY AlFd A= $4 BEE 291X]3F5 MAC
ASLZRYH AFH = AH (5 Eof, dolE)h)E Ze|d o 2 4 3)<]

S 7 vk gk PHY AlSol A= FAlE = 2] fash 2 i

(preamble)S AE5HA ¥4, el QL9 & ZUE - PHY A5 2 41

A &g del = HE ol 5 MAC AlS o2 Bt

o] 9} Fro], AW Al ~Elof| A o] AR Fal/AS Ty el e R o] o

A, ol & A PHY A5 T2 EZ do|H §Y (Physical layer Protocol Data
Unit, PPDU) £ o] A o] # ],

71%+-2] 91 PPDU+= STF(Short Training Field), LTF(Long Training Field),
SIG(SIGNAL) =, 4 | o] E](Data) L= & 318t 4= 9l ). 714 7] B4 ol(o] &
50, & 79 4] A 8= non-HT(High Throughput)) PPDU 32 ™12 L-STF(Legacy-
STF), L-LTF(Legacy-LTF), L-SIG(Legacy-SIG) ¥ = X Hlo|E] H=7qto & Al =]
g lt} 3 PPDU £ 9] FF(o| & E°], HT-mixed 3% PPDU, HT-greenfield
32 PPDU, VHT(Very High Throughput) PPDU 5)¢l] whebA], L-SIG & = ¢}t o]
Bl D& Alolo) 3712l (= tFE £ 9]) RL-SIG, U-SIG, B]-#d 71 A] SIG 2
=, B]-d A A| STF, v]-d A A| LTF, (£, xx-SIG, xx-STF, xx-LTF (2] & £9], xxi=
HT, VHT, HE, EHT %)) 5o| 34 =% 9t} Bo} 74 2 o1 A}gte] thaf A 3=
=78 Fzdte] $&3%

STF+= Al & A%, AGC(Automatic Gain Control), TFo] A E] A 8] 2 31 A 7
27 2& Y Az o), LTF= MY 34, Tk 03 24 58 93k 21359



18

WO 2025/101024 PCT/KR2024/017743

[98]

[99]

[100]

[101]

[102]

th STF9} LTF= OFDM = & Al 59 5713 2 Ad F4& A et & =
AN

SIG %E‘: PPDU &4l B F4lol] el == th st 15 2313 5= o o
2 E0],L-SIG E== 24 E& A Y 31, L-SIG == 48] E ¢ o] E(Rate) 2
=, 1-8] E f-E (Reserved) H| E, 12-H] E Z o](Length) 2 =, 1-°] E 7| 2] €] (Parity)
e 9 6-HE HY(Tail) ZEE 23518 5= 9t} RATE == o] o] W=z
Z g%; go]Eo) thet BRE E3He 7 gt} o] & 501, 12-H] E Length =+
PPDUS| A o] &= AIZE Fe|ol Aol #st AR S 23 = gt} ol & 59, 12-
H| E Length Z=9] -2 PPDUY B} S 7| 22 AAE 4= 3t} o & £91, non-
HT, HT, VHT, %3= EHT PPDU¢]| thall A, Length D=9 18 39 w|s=2 24 €
= dth. ol & &1, HE PPDUCI| t &l A, Length E =9 2k 39] 5= + 1 1= 3
ol M + 282 AXE 5 2

tlo] ¥ E =3= SERVICE & =, PSDU(Physical layer Service Data Unit), PPDU
TAIL H|ES ¥39e o= olaL, gk 4ol = o g v EX 2913 = v
SERVICE Z =98] AR H Ex= Fhldo| M o A& o] 57]31E 98 A
&9 5= Ut PSDU= MAC 715l A 7 2| 5 3= MAC PDU®N 53, 741 7l
oA sl = HolHE 29 o= 9lth PPDU TAIL HI E= ISH E 0
AHE 2'atr] A ol &2 = vt s H|E= ol H=9] Aol 5 &
Aol @& 5tE7] 9 o) g 9}4

MAC PDU= T} gt MAC Z# ¢ 3o upeba] 4 o] =, 7] 22| Q1 MAC
T LS MAC 3|H, &Y v, 2@ FCS(Frame Check Sequence)Z -4 H T},
MAC Z ] ¢)-& MAC PDUE 174 5 o] PPDU ¥ ¢] do] E] - 5-2] PSDUE &
slo] Sl E 4=l

MAC 3| t] = Z g ¢ Ao (Frame Control) & =, 7| ©] A (Duration)/ID 2=, 5
A (Address) 2 & & 3T ZH Q) Alo] E= 2 S50 2
gt Al AR ES XS 5 Ut ol A/ND HE& dd 2 Y 5& Sl

7l A Ak e s AAd = Qv A M B EE2 29 9] 4] AHreceiver)
T4, 21 AH(transmitter) =4, 354 X (destination) <-4, & Zx(source) A& L
bl = glom, d R F4 A== AekE L glrh Alf 2 A of(Sequence

Control), QoS A 2] (QoS Control), HT A} (HT Control) A E L =5-& ¥ 3}5} 0],
MAC 8|t 2] Z+7}e] qud 5ol 449l W82 IEEE 802.11 ¥+ 42 3
&3 Stk

d._d|o] ] PPDUNDP) -2 to|g =& ¥ &3sl %] &= & Efe] PPDU %
WS- olw] gt} & NDP-2, dHk2] 91 PPDU X ¥ ol 4] PPDU X & 94 £-(Z, L-STF,
L-LTF, L-SIG &=, 2 714 0 =2 A grhd v]-# A Al SIG, H|-# 71 Al STF,
H-ZAA] LTF)S 2388k, Y x| 23S, dlol B B2 238hA] e 29
¢ Z& o .
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[103] T 78 B RA7F A 82 9= 9l IEEE 802.11 =0 A A 9] ¥ 3= PPDUS| o A|
=8 EAg ol

[104]  IEEE 802.11a/g/n/ac/ax & ¢ F ol A<= theksh & v o PPDU7F AF& 5 Ut} 7]
¥ 91 PPDU ¥ " (IEEE 802.11a/g)< L-LTF, L-STF, L-SIG % Data 2 =& ¥ 3}
g}, 71 -2 91 PPDU "1 non-HT PPDU E "ol g} A& 425 QTR 7(a)).

[105] HT PPDU ¥ *{(IEEE 802.11n) HT-SIG, HT-STF, HT-LFT(s) 2 =& 7| ¥-%]
o] PPDU EHo) F712 0 &2 L3t} & 7(b)oll A ¥ HT PPDU X 78-S HT-
mixed o] 2}al A g 4= 9lt}, 714 & & HT-greenfield 38 PPDU7} 4 2] 2
4= .21, o]3= L-STF, L-LTF, L-SIGE ¥ 3$}5} %] ¢ a1, HT-GF-STF, HT-LTFI,
HT-SIG, 3t} ©] 2] HT-LTF, Data 2 =& -4 5= o] & gt} (1] EA)).

[106] VHT PPDU 3 "I (IEEE 802.11ac)9]| ¢ #]+= VHT SIG-A, VHT-STF, VHT-LTF,
VHT-SIG-B Z=Z, 7| ¥-2] 1 pPDU E ol F7}2 0 2 3 3Fa (% 7(c)).

[107] HE PPDU 3 "}(IEEE 802.11ax)%] ¥ &+ RL-SIG(Repeated L-SIG), HE-SIG-A,
HE-SIG-B, HE-STF, HE-LTE(s), PE(Packet Extension) & =&, 7] ¥4 ¢] PPDU ¥
o)) 2714 0 2 a8 7(d)). HE PPDU 391 9] A3 o A| Sof) uf} &2
A7t A ALY 1 o7 dakd 25 Ut} o & o], HE-SIG-B ==
o5 AR AHMU)E 91§ HE PPDU 9ol 3285 51, Tl AR 2HSU)YE ¢ ¢
HE PPDU "¢l = HE-SIG-B7} 323t %] ¢F =1}, H8F HE E&] A-7] WH(trigger-
based, TB) PPDU ¥"1-& HE-SIG-BS ¥£3}3} %] 941, HE-STF Z=9] 71 o] 7} 8
nlo] A 2 Z(us)E @ e+2 4° 1t} HE ER(Extended Range) SU PPDU ¥ "8 -& HE-
SIG-B ¥ =& ¥ 3314 ¢k, HE-SIG-A B =2] Zo]7} 16us& Gk 4= loh
of| & 5o, RL-SIG L-SIG9} &L &7 7-44 € 4= 9lt}. 741 STA- RL-SIGE]
EA = 7| 22 54 PPDU”} HE PPDU 3= 3 4:3}= EHT PPDUY 2 & <= 9
=3

[108]  EHT PPDU & % 7(e)9] EHT MU(multi-user) 2 % 7(f)¢] EHT TB(trigger-
based) PPDUE ¥ 3} 4= 9l t}. EHT PPDU ¥ & L-SIGo] 343} RL-SIGE
E318= 41& HE PPDU =91 3} §-AF3FA] 7F RL-SIGol $4:3}¢] U(universal)-
SIG, EHT-SIG, EHT-STF, EHT-LTF& ¥3}& 4= it}

[109] % 7(e)¢] EHT MU PPDU= 311} o] o] ARzl tf gk 3t o] 442 d] o] B (5E
= PSDU)E Y Z3=(carry) PPDUC] 3 &gt} <, EHT MU PPDU+= SU %41 %
MU £41 55 YA A8 4= 9t} o & 59, EHT MU PPDU+= &F 2] 4=
Al STA Ti= EH-422] =41 STAS 913 PPDUN 3] F3t 4= gt}

[110] % 7(H<] EHT TB PPDUL= EHT MU PPDU®] B]&}o] EHT-SIG7} A & ¥t} UL
MU 5418 f18 EC A E &9, E8] A Z 8 ¢ E3= TRS(triggered response
scheduling))E =213+ STA-S, EHT TB PPDU ¥ o] 7] % 3}o] UL 4418 =3 st

A
T At

[111] L-STF, L-LTF, L-SIG, RL-SIG, U-SIG(Universal SIGNAL), EHT-SIG 2 =52,
EERNVC R ES EEEER P RO BECEMESEEL
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2 B g o] F3k= ZHA (] E £91, 312.5kHz)°ll 7] Rksto] vsg € 4= qlt). o]
E& X 2]-EHT ¥ Z(pre-EHT modulated) 2 =& 0|22l A& 4=

EHT-STF, EHT-LTF, Data, PE 2 =52, 8]-Z| A A] SIG(el| & &
EHT-SIG)E A &% o8 v]aydle] | Ao X3le AR E Qa—ﬁi STAoﬂ
ol Bx A vadd & I lad © AxE o] Gzl A Hlelo] 5

fij

= HA (o & £, 78.125kHz)l| 7| ¥bsto] v 4= QI o] 55 EHT W%
(EHT modulated) ¥ =& 9| a]r BRI 3!
[112]  ©| ¢} §-A}3}A], HE PPDU ¥ 28 ol A L—STF, L-LTF, L-SIG, RL-SIG, HE-SIG-A,

HE-SIG-B ¥ = &8 3 {]-HE %i A =g} A 3}al, HE-STF, HE-LTF, Data, PE &
CESHEWME E=dba A 4= glo), =3k VHT PPDU %ol A L-STF, L-

LTF, L-SIG, VHT-SIG-A ¥ =58 X ¢ VHT H3% d=¢g}a1 A 3}a1, VHT STF,
VHT-LTF, VHT-SIG-B, Data ¥ =55 VHT H2 d=d}a A 4= Qi)
[113] %= 79] EHT PPDU ¥ of ¥ 5= U-SIG, ol & E91, 2718 A& & &

A&:5= 2 7)1 2] OFDM A £)& 7| 22 7419 4= 2t} U-SIGE Y3 7 4] &5(d]
E 50], OFDM Al E)& 4us 9] Fdlo] AL 7HA = ¢l a1, U-SIGE A A 8use] 7
glo] S 7HA 4= At} U-SIGE] ZH 4l E-2 26 Bl E AW &5 H21817] 93] AL8€
F AT} A E 5o U-SIGY] ZH 41858 527 9] dolg B4 7)o ddal B& 7]
Z 2 &alE = 9t

[114] U-SIG+= 20MHz DHE TAE 4= Q) o & 59, 80MHz PPDU7} 74 ] +=
75, 20MHz &9 2 5 L g U-SIG7} H-A419 5= It} =, 80MHz PPDU W9l &
A gk 470 9] U-SIG7} Jﬂ% T AUTEH 80 MHz ) 9 %-& Zsh= A5, dE &
o], 160MHz PPDU?I th &l 4 = 3 ¥ #] 80MHz @< 2] U-SIGS} T H %] 80MHz
w9 9] U-SIGE= “Jol & 4= Q.

[115] U-SIGE el oS Eo] A /M9 T ¥R &8 8] E(un-coded bit)7} 41
2 4= a1, U-SIGE] Al 1 A& (& 501, U-SIG-1 A E)& F AHE AH T A
& XHE QHE F418101, U-SIGE] Al 2 A E(d & 591, U-SIG2 A &)= F A
HE AR FUHA YHE QRE ST 5 tf A¥E JH (& 59,52

FE A S HE)ol= CRCEE(AE S04 HE ol Ee) T HAd H=

(el & B0 68| E oo duy7p 28hE 4= glv) H Y 2= 1854 g3y
o] Edlg] Atrellis)E & E(terminate)d} 7] Y3 AL EE = Qa1 o & o] 0o &
A 5 vk

[116] U-SIG®| 9]3H FAE = AHE AH =¥ A 59 4(version—independent) H|E
E 3} W A -&4 4 (version-dependent) B| EEZ 72 = 3t} o & , 52 79
T A EHA eg% A 22 PPDU X (| & E°], UHR PPDU 3 )] U—SIG7} ¥}

2 4= 91 9 EHT PPDU ¥~ o|| 35 = U-SIG ¥ =] ¥ 3} UHR PPDU 3%

ol x| = U-SIG B9 Lo A HA-SHH HEES TUs 4= 9la1

MA-F5H 0 EES A B AT} Fold 5 ek

9
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[117]

[118]

[119]

[120]

[121]

[122]

[123]

& &0, U-SIGY] HH-5g 4 s EES] A7|= a4 Ao Avt 7pA A A
ATH H A5 H 4 B EE2 U-SIG-1 A el vt 29 5 7, U-SIG-1 A & U-SIG-
2 A E B ﬂﬂ% T AT HA-SHA N EEY bﬂ A& A EES A

Aol B E 2D A 2 Ao] H|E L9 SRR

& £, USIG/] HA-5H A EES 30 ES ZE 45 v Adx)
(PHY version identifier) & X313 4~ Q1 0.1, o] A H. 3= 4441 PPDU2] PHY ¥ #
(o] & £}, EHT, UHR % th U-SIGS] HA-5 ¢4 HEES 1 H]|
E°] UL/DL = & L(flag) B =& >33t 5= lth 1-H| E UL/DL flag 2 =9] A 1
& UL B4l #8551, UL/DL flag B =2] A 2 k-2 DL 5410 #A H ) U-
SIGE] B A - 4 H] E&-2 TXOP(transmission opportunity) ] Z o]l &3k 4 B2,
BSS Z #{(color) IDo| #3+ A H & E33t 4= )

& &0, U-SIGS] HH-F&54 i EES PPDU/] (el E E9{, SUPPDU,
MU PPDU, TB PPDU 5)& A5 4 iz 7H 4 o & A 10}% ARE ¥}k =

o]
AR

_I_z

T —E
o5
!
g, 4
oﬁ

ﬂ rU
mlo
X
>,

o
o
X0

2

PPDU %412 984 H Q3 F 17 U-SIGo| ¥£3+H2 4= gt} o =
U-SIGT, t & &0l #3842, v]-#| A A SIG(el| & E°], EHT-SIG EE% UHR-
SIG 5)°ll 485 =MCS 7]Hell thet 41 1]-gdAA] SIGe] DCM(dual carrier
modulation) 7| (s & £, 4 N E F 72 A B I o] Aol A AALE
(reuse)5t] ok tho] Al E] &} frALSE a3t 5 gAdstr] 98k 7)ol 485
A ARE AAFHE G H, 1-E AA] SIGE &l AF85] = A B2 75l o gt
AR, B-H A SIGZF A ool A3 A=A oo thek AR &2 vl &
éPﬁl— 2= Ohj-

PPDU $41-8 984 Q3% dH 5 dH= U-SIG H/HE+= H]-2 A A
SIG(o| & E9°], EHT-SIG %= UHR-SIG $)°l| 32 =% glt}. o & 5o, H]-
& 71 Al LTF/STF(¢]| & £ °], EHT-LTF/EHT-STF 3= UHR-LTE/UHR-STF %)2]
EF el tigk A B, B]-g A A LTFS] 4 o] X CP(cyclic prefix) A o|of tf st 4 =
B A A] LTF®ll 4-8 %= GI(guard interval)®l] t ¢t 4 2., PPDU°I| 4 -8 7} %t
Z 2] N E 3 - ¥ (puncturing)©l] o] $F A4 B, RU(resource unit) Sl of 3+ 4 B 5
2, U-SIGol| 7F 3k =% Q) a1, H]-# A A] SIGol Tk 2 8hE 425 9151, U-SIG2]
F5HE Q1 9 Hl-| A A SIGoN E3HE] = R o] ol oM AAE F5 3

_4_,

2

el H A G PPDUS T 9 2 Fol| A st} o] ko] b= frylof] A&7}
E Al (present)3HA] 3= PPDUS] 418 ofu| gk 4= 9lt}. o & 5o, 95 {4
ol AV Ty L H A H o] F&l Z(resolution))i= 20MHz, 40MHz 5 2. &
old FE 9t} o & Eof, 289 27| o]/<] PPDU W & &< s A Z] i+
HAHol 284 5 3l

5= 79] ¢ AJe]l A HE-SIG-B, EHT-SIG 59| H|-# 71 A] SIG+= 74l STAS A &
Aol AR5 Egst 4= i) vl-w)| A A SIGi= Aol shue] A S S8 $41E

:L
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[124]

[125]

[126]

[127]

[128]

[129]

[130]

4 oz, shuke] A E-& quse] dolE 7HA 4= 3l EHT-SIGE 9 &l AFE-3] = 4
E-o] 7ol T3k A Bi= o] H 9] SIG(e| & £9°], HE-SIG-A, U-SIG 5)°l %32
2~ o]ﬂ.

AA .

an
ys|
&
Q
e
g3
)
—
&
Q
O

o
=
L
N
>
%
Q
i
O
ol
i

¥ = (common field) & AF-8-#}-
EQ de (user—specific field)E 233 7 At 5 2= L AEA-EH dE =
MEA oz FuE 29

a T A
A g0l A, *E"JEL@&F‘] T Atk o & 501, H]-
OFDMA (orthogonal frequency multiple access)”} A -8 %] = ¢} & B0 A ¥&5 2

“7F A ERE 4 Q1o E429] STALS U =394 92 53] PPDUCI S &
o, PPDUS| HolE] =)E 412 5= Jlth. OFDMAZ} 48 5= B|-¢f = R =0
M= ] AR A= Aol gt ke t 98 F 3l PPDU(C) & E°1, PPDUY ¢
olf )& Al = 9l

AR5 F o 7H$t A& AHuser) o] NFE 7122 AAE 5 ot s
o A} g2 B2 A= A 27 9] AF-8 A & (user field) S £33 = gtk 7
AFE-A} E = (user field)= MU-MIMO 3 dol] ¥ = A v, B]-MU-MIMO & o]
i],gq%] 2= o]ﬂ.

&% U= CRC B E9 Tail B EE ¥39}8k 4= 9] a1, CRC B E 2] 4 o]i= 4 H]
ER AAE 4= 913, Tail H| E 2] doli= 6 H|E R 2 A ¥ 31 00000025 44
2 4 9t} 5 == RU &9 A H(RU allocation information) & £+ 4= 3l
t}. RU %‘% AR = B3 A, 579 741 STA)o] EH 5= RUS A A
(location)®l] ¥+ AW & 783k = O]E}

RUT= &7 7] o] MBIl of (B &)& £33 5 Ut RUT OFDMA 7|
7|22 2] STAONA AT & FAleh= 25 A4 5 o) =3k &4t 9f STA
NA ANEE FA8HE A F-ol = RU7F 4o 2 31\* ATt B]-# A A] STF, B]-# A Al
LTF, Data & =o] th&l] RU @ 2 A}l o] aeh= 4= qlt),

PPDU tff & Z-of wheba| 2187453 =1.7] 9 RU7P Aojd o ok RUE= 4 &
¥ = PPDU ¥ ¥ (o] & &9°{, HE PPDU, EHT PPDU, UHR PPDU %)°l thal A &
AsHA = golstA Fold 75 gt ol & 5], 80OMHz PPDU9| 7 - HE
PPDU®} EHT PPDU®] RU W %] 7} o] & <= QI Tt} PPDU o) & 2 & 2 8715
3k RU2] =7], RU 7<=, RU 9 %], DC(direct current) 4] H.7) &} o] ¢ %] 2L 7H F.4d
(null) M B Ao} AA] H A5, 7hE B o] A D A F5 B2 A(tone-
plan)ol 2} 3 5= T}, o & B0, W2 o Fo) tjgt E-EW ‘%T‘i— ﬂ]‘?%‘%ﬂ
E-E W v vk o] JEjE A ojd L it

t}oFal 51 7] 2] RUAE 26- RU, 52-% RU, 106-= RU, 242-% RU, 484-= RU,
996-% RU, 2X996-= RU, 4X996-= RU 53} o] A 2l= <= ¢l t}. MRU(multiple
RU)E= 9] 7 2191 RUSF 8 H W, 179 RUE 74 ¥ = A Bl glo] &9
T30 | EEk). o & 5o, 311} 2] MRUE, 52+426-=, 106+26-=, 484+242- =,
996+484- 1=, 996+484+242-1 2X996+484- 1=, 3X996- =, TEI= 3X996+484- = 0 &

_I
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[131]

[132]

[133]
[134]

[135]

[136]

[137]

[138]

[139]

[140]

o 4 ek, 4, shbe] MRUE T4 3Hs 2420] RUE 315 Eu] 104

49 55 9o, %A ol 4] g 5 leh
AA Q) A7) F 4 £ B 5 ek whebA, B A oA 2

=]
RUS] A A Q1 A7 (F, -58h= B2 /4= Al g4 ol x| ¢or oAl o]},
3 B Aol A A o] thY Z (o] 5 £, 20, 40, 80, 160, 320MHz, ...) Woll A,

RU9| 7|5 RU 7] 9] whetA] Gebd
579 PPDU X S0l A Zh7h o] Hro] A& o A& Q1 Ao, 1 g3 2
A B RN o] WAL A E A gFi=) A B A 9] d A B2, T 7o)l A o
A &= PPDU & 22 5279 PPDU R ES 7uto 5 3 F =7} A9
Av Qs G 27 371 = JH o] A2 PPDU 2 = 485 5= 3l

=3

th2 A~ EQTE (MAP) F4t

ol 3ol = ThE 914 22 91 EMAP) 5 2ol @t 2 A 9] o A ol oh el A
g gt

MAP 52t nf 2B AP(HE = ¥ -3F= (shanng) AP) 2 &0l ¥ AP T
W =(shared) AP) {}+2] w202 AHol= 4= 3}

R 2<E] AP T-0] AP 7He] %412 §15F MAP 5 42 7)1 Al Gnitiate) 312
Al o] (control)F= 9} &g Fr}. np B AP= SE|olH APE 1 dtetaL, £
OJHAPE AF HHE IR 7 S SHolH AP ¥ HAE vl et
mE AP S0l B APE ] A SkAL 3= BSS 9| G H.of, el BSSoll A
(association)= -2 STAE S| A B.E #&] st}

Edlo] B AP npE] APOL ARHE WAL, AR Alo] AR, el BE, HolH
EYTHES FHT 5 ATt &8 ol B AP+ -4 Wl A4 2] BSSE 4= #H (establish) &
T = AP V| E ARl Vs s A e gk

MAP 2}ol A 2] STAS &e|o] B AP Hi= np B AP9 A3-S W BSSE
Ak Sl

MAP S ol A, 2Bl APS} S0l B
T ATk Wh2E] AP9F STAS A 2 25 A<l
Z# o] H APl & 0], STAT A3 B2 &4 O]
FAE T g vt Yol H APE F°

MAP &2, 8t o] 4] APE©] 3t o] 49 STAoﬂ AARE xd%
2 FAlsk= 7[Holth o & Eof, AP (F B & AFFH 2 U C-
TDMA (coordinated-time division multiple access), =3}% O & L47= C-

OFDMA (coordinated-orthogonal frequency division multiple access), & 1+ | A&
2 0] 83} C-SR(coordinated-spatial reuse) 7| 'H 5 ©] MAP & 24}-S {3l 8=
4 gleh i MAP B2 Hesto] BA0] SRS S A W ET
(coordinated beamforming, C-BF) H== 291 E Wl 3 7 (joint beamforming) 7|} &=
489 4 o
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[141]

[142]

[143]

[144]
[145]

[146]

[147]

_1

80 2 AT 489 4 9= MAP S0 A 9] thed S5 7]

o

ek

P

71 W2 7t o] BSS AP7FBSS STAC Al £-41& 428 8F= 212 STX(single
transmission) ©| 2}-31 & & 4= 9l T}, STX A = €15 AP<}2] {14 (interference) 2
= Qlaf A ol Al (edge)oll A3 AFEAHSTAE ] Tt gk T4l 9] A5 o] ol
A 7F AT} 2 o], & 8(a)2F Zol AP1T} AP27}F H A& Ful5 o) & Zo]
A Ve A17be) 27 STAL % STA2el la £218 Falah = 25
ol A FEo] st 4= Qi)
MAP 7| ol A = o] APERF] F 8-S S8l A &1 M ASDE ol AL,
A A1 e A= W TS Bl AT ANAE St A E 501 5= 8(b)
o] C-OFDMA "2 o A= & §F A] (ko)) AP1-S Al 1 ﬂ]%d%d]%i STA1 Al &4
& Tﬁﬂ akal, AP2+= A 2 th ] ol A STA2¢) Al F41& F3 o =M 4] & 3]
st 4= AT & 8(c) ] ol Aol A= AP1°] STA1 S 2 9] FA1-8 =351 H A AP2
/= STA200 Al v %= 043-S I ¥ (nulling)3FaL, AP27F STA2ZE 9] 418
6%}‘33_%1 APl Z/HE= STALAA vl A= (M & et Y U = 94
HE& YeERdT 5 8(d)oll A= Q1 8 APE ol A Al d A7 =2 APV 5
k= AP A B A& HERIITE 5 8(e) 2] ol A9t tEo] ko] AP
o Al L= A= 20 E i/\](JTX) L= ZolE ZF/\](JRX)O]

=
[
€4 ?E o, tpolrt 2 E MU-MIMO7F A €14 =% 9t}

iy

~
)
Z
OPH

1—1

%= 38 Fxsto] Ayl ule) ol STAT} AP 7He] ¥ (discovery) 24 ©]
2 9l (authentication) 342 Q= A| e HPA O 2 =85 4= Q151 AT
(association) 2} o] =3 = 4= I}, o] 2] &+ A -2 RSN(robust security network)

A o5 E A staL O]Zu’ﬁée A=A odkar & 5 3l

@A 0o] A4 o2 = ¥, IEEE 802.1X/EAP(extensible authentication
protocol) == PSK(pre-shared key)©ll €] ¢F A}-8-2} 915 2 PMK(pairwise master
key)% S H 3= @A 10] 3= = QT o7 A FEE = AT QS WAL
802.1X/EAP, PSK, *=3= SAE(simultancous authentication of equals) & 3 3}3t
T ATt ol & E01, 802.1X/EAP Q1% W21 o] 7 5-¢l = STAT} RADIUS(remote
authentication dial-in user service) 1+ <15 ¥, MSK(master session key) = F
PMK7}F A4 5= olvh. PSKoll 2] g AL-g-2} Q15 #h24] o] 7 9-, AP} STA2 PSK

FUdatA PMKE 2% 243 o Atk SAEC] o &k A&7} Q15 W2 o] A9,

AP$} STAE SAE Q15 85 Tall A B3 215 B Qs #4894l gh& o &
3lo] PMKE A z% A AsE 4 9l

¥ 19] F43k0] EAPoL-Key S£2l19] & AL&3ho] ht]ito] Sl 3 PMKS 1.
frobiza SeletaL, FEr1E A4 2 FHehE 92 27 R E S Qe v

= 4-9ll o] M= Ao 7 (4-way handshaking)S &3l 4], PMK A4 & A5 g<2lst
3L, 7135 71l & &1, GTK(group temporal key))E A4 2 Adst= 44& &

l
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[148]

[149]

[150]

[151]

[152]

[153]

kst 5= T} 4-9)l o] A=A o] 7 & 531 PTK(pairwise transient key) KCK(key

o)

confirmation key), KEK(key encryption key), TK(temporal key)7} A2 = = )

TAA o=, AA 194 MSKZFE| PMK7F A A % a1, @A 20 A PMK?._T
B PTK7} A4 = 4= 9l ). 91714, PTK= KCK, KEK, TKZ 2] ¥ of A4 H .
GTK:= APEZ7E YA H of STANAl A4 = At} AP7F A 28 GTKE A4
StaL A} ki 4 -5- STA¥S] A=A 0] 7 & =3 8k aL STA Al M 22 GTKE A
ot =1 9l

STA¥} AP7} % 5 A3 PMKE H.3h=4] 22137] 918l 4, 802.1X/EAPE]
A5l STAS 915 AAS) cbel 4384 915 dabol ol o] ST AS
o &A% MSK7F A4 ¥ a1, AS3= APl /| 8l MSKE W8t} STAI} AP+=
MK E] 44515 o 4719) PMKe] S 6] 8 4-9lo] = Al] 3 & 54
M= gl 4= vk PSKE] 73-5-, AP9} STA 1Hel] Aol A4 PSKEFE A
Q¥ = PMKE] &H o5 4-9o] =AMl E ol o AT oM A
A thal e 5= vk SAES] 79 AP9F STA {hell ARzl o]l A7 d PMKE 4-9
o] M o)7L Ea A5 A= 2= g}

A PTKE B3 WSS STAZ AP7L 45 AF3Ho2A 5L PMKE K
§abA B8 QT ol & Sof, 4-so] A=A |7 o] WAIK] 22 WA
S FolA PMK S HE o -5 gelet =1 lvt, 74 4 0 =2 WA A] 20 4 STA
& Aol 73 gk PTK S KCKE 7] MIC = (Key MIC field(ell 324 APoll Al

S 5= vk WA A 304 APz AFalo] AAd & PTKS] KCK 2| 71 MIC H =
o £gte A STANAl T2 4= et o] & -3 A STA(AP)> AP(STA)7} A4
o] PTKS} 5919 PTKE 448122 4 Z5to] AP(STA)7} A1 1} & A §F PMK
= Bk AL ST 5 ok g, WA A 104 7] MIC B gho] 02

AAE 4 a1, WA A] 4o A= 7] MIC E Eof KCK gtol 3234 4 3l

19} o, ¥HA) 261 A4 STATH AP 1bol 4-21 Hlo[ Bl & 95 5}a}7] 9% ]
717k A4 E 4 ek RSNGA = APl 7] A% STATIT] T2 ¥ 7] 7} 414
%] 51, STAO] THE APS} A2 §He] 3= 79 1E b2 1] 7] 7k A o),

2 29] 4-s0] MEA ol o] An=A AAH TRl 7] 230, TKIP(temporal
key integrity protocol), CCMP(cipher-block chaining message authentication code
protocol), GCMP(Galois/Counter Mode protocol) 52 ©]-835}o] o] o tf gt ¢F
T3 dE = qler, ol & B 3olekar A S

43k MSK, PSK, PMK, PTK, KCK, KEK, TK= ¥ ¢] £} 0] Z(pairwise), =, AP
S} STA gbol) 42 o] 21z 7)) sl atcy, sofsho] = 7|9} Se] 15 7]z, 1]
Z 2 A3t o] AP7F 2 F-ol =g A E e ol thEk v ] S 9 oﬂ*i
GMK(group master key)°ll 71z 3t A€ = vk GMK+= AP7F ) &HA] A A
sk}, GTK(group temporal key)+= GMK = E] PRF(pseudorandom function) &<
o olaiA A= ™, APEFE STAC 29| vhibak 15 7]of 8 -3t

il
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[154]

[155]

[156]

[157]

[158]

[159]

[160]

[161]

593 E AT A RE Qi 4ol A=A o)A HatE A etr] 918 =
Holtt,
STAL 9158 8 % 3F= S(supplicant)ol] 3l @331, AP= Q155 3F= 5

(authenticator)®l] 3] B 3tt}. 4-9Jj o] =M o] 7] 2 STAC| PMKE H. - H= &3l
A

2 GTKE A4 2 gletr] fsliA 4 5 ATt

ANonce Z SNoncet PTK A4 & 913l 4] AF-8-%] = PRF $F0l| A AL-&-5] = <1
Aol &l et} ANonce™= N A 2~ E QI E (S authenticator)®l] 2] | A A A ¥ =
“~(random number)®l] 3l &3 5= 21T}, SNoncei= STA(SF, supplicant)©l] ] 3l 4] A}
A ¥ = Wl sl e 4= 2t} PRF 8H++=, ol & 9, PMK, ANonce, SNonce,
supplicant®] MAC o] = #| 2=, authenticator®] MAC o] =g 2x9f] 7] %38} ¢] PTKE
A8k sharel Sl d s = ok

W] $8109] WA A] 1S APELE] STAONA] UM AE 2] 0 & Sal v,
EAPOL-key 291> ANonce 4 H.& ¥ 38 = 3lt}h. AP7} PMKE A A 3 4
$-, EAPOL-key X &% 2] 7] o] ¥ & =o] PMKID7} ¥£3F4 5= ¢lt}. STAS AP
2HEE IS AR 7] 28te] PTKE A S 4 9131, PTKOI 7] %3t e] KCK,
KEK, TKE A4 & 5 gt

@A) $8202] WAl A] 23= STAC ZIHE] AP Al U 2E W2l o2 S5,
EAPOL-key * 2| 90-2 SNonce 4 ®. 2 7] MIC(message integrity code)& ¥ &Hat 4~
Tk ol & £, WlAI#] 29] 7] MICi= STA®] A Al 3+ KCKol| 7] 2381 #1271
T ATh AP STARFEH FAlg A R o] 7] Z8to] PTKE A 5 913, PTK
o 7] %38t KCK, KEK, TKE A& 4 vt AP= W A[A] 200 3£3HE ghell 7]
Zoto] 443 PTKS] KCK #kt, W A[A] 201 329k 7] MIC 4kl ¥ " KCK
Zhol TU3A] of Lof ujehM, APS} STAC] T3 PTKE A e A A A5
I o 3 APE F 2% 4§ GTKE AT 4 o} GTK ] AAd-2 STAS]
7ol glo] APl 9l e A GMKE R A€ 4= gl

W] 8309 WA X] 33 APELE] STAONA] UM AE 2] 0 & Sa v,
EAPOL-key 3~ & -2 MIC(Z, AP7} A3 8 PTK 2] KCK %kl 3l g, &ra sl
GTK AR5 X33t 4= it} wA]#] 39] ¢t 3} GTKi= AP7} A4 & KEK
o 7] =38te] kw3l H o] 7] wolE Bo ¥3hE = glth STAS PTKE PTK-
SA(PTK-Security Association)?l] #] %8}, GTKE GTK-SA #| A& 4= 91t}

) $8402] WA A] 4= STAL ZHE| APol Al U AE WAl o &2 X%,
EAPOL-key Z#H 9> MIC 4H5 >33 5= 9t} MICE B3] A5 ¢hu ¥4,
AP+= PTKE PTK-SA A48} al, GTKE GTK-SAl A3 4= 9t}

ol &} ol 4-gllo] MEAo]Ho] A or ¥ L& EHTH S B
(block)3}i= 7Hd Aol X E 7 A E-Z(ubblock)¥ 11 & 3l¥ EHo
T At ol F BE YN EE Edf & PTK o efA a3ty al, B HE A
AE/HZEANAE Egfo & GTK 98- ¢a3sle 5= 9t

T

)
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[162] RSNA 7|8 A (confidentiality) 2 +Z A (integrity) 3= 2 & =

[163]  RSNACH thal A, STAE ] thd 5 w7 U5, 7] ¥ dad s, 43 7] ¢
& (cryptographic key establishment), ¢ % W7 155, FT(fast BSS transition), 7 ¢1 gk
(robust) THe] | Qo] ek oFo QI m el o] 5ol Fod 4= At} o & 501,
&5 WA Y EF 2, CCMP(counter mode(CTR) with cipher-block chaining message
authentication code(CBC-MAC) protocol), GCMP(Galois/Counter Mode protocol) ‘&
& X3 = vk

[164] RSNA X ¢k TKIP(temporal key integrity protocol), CCMP, GCMP,
BIP(broadcast/multicast integrity protocol), RSNA =% 2 <& H (termination) 2
3, 7] whel A Bol, 7] W) Bol AnelE B A4S T 4 3l
& =, RSNA 9 B F5 H}=, IEEE 802.1X 213, SAE(simultaneous
authentication of equals) 1%, IETF(internet engineering task force) RFC(request for
comments) 811091 4] 4 €] ¥ = OWE(opportunistic wireless encryption) 5o 3 3F3F

A
T At

[165] o] 3}ll A = CCMP(counter mode(CTR) with cipher-block chaining message
authentication code(CBC-MAC) protocol)®l] T 3l 4] A g gt}

[166] CCMP+= Yl o] Bl 7]'¥ A (confidentiality), 915, F+2 4 (integrity), & 2] = o]
1 3 (replay protection) 52 A & 8= Z 2 EFo| T}, CCMP= AES(advanced
encryption standard) ¢t % 8} &1 25 9] CCMel 7] 23kt CCM-E ol B 7] A
of thét CTR % 1F ¢ FZ2 Aol i g CBC-MACE & §Hgt}. CCM-2 MPDU |
o] €= 2 MPDU & L{(MAC 3l t])o] A e it o} BFo) o gk F 24 =
AR LR

[167] X9+ ¥ 7AI7F H-449 4= 9= o) H (expanded) CCMP MPDU 2] ¢ of| A| &
L ER A= o]t

[168] H_°F PVO(protocol version 0) MPDU®I| th 84, CCMP-128 3 & A & 9l &) 2]
MPDU 7] 16 < EI(5, CCMP &t H ol v gk 8 =&l 5 MIC E=of th gt
8 S elyik oA ZITh CCMP-256 Z2 A& 2] MPDU 1715 24 &8
(5, CCMP 3] F=of th3l g S8l MIC Z o] th&k 16 = e)HE SofA] 71,
CCMP 3] t] 2 =+ PN(packet number), ExtIV (extended initialization vector), 2
7] ID A B8 =2 2B A (construct) F TF PN 6 S Bl 2] of o] 224 & &=
48-H] E PNo|t}, PN5E PN2| #49] (most significant) < Bl 0] 31, PNO-2 # 8} 9
(least significant) < Elo|th. CCMP & U] o] Al HA £E812 FH ) 7] ID <8l 9]
ExtIV A B Z = (H] E 5(B5))= CCMPol| thall A aH4 12 A8 4z, Bl E 6(B6) 2
HE 7(87)& 7] ID B = olar, 7] ID S8le] YA vl ES S fH .

[169] %= 102 & /HAI7F 482 5= = CeMP A & H o] d &5 tholof sl g 1
Efwict.

[170] H 3-(plaintext) MPDU 2] MAC 3| T] 2 %8 AAD(additional authentication data)
7} A (construct) g = AT}, H - MPDU 2| A2(address 2) 2 -§-41 <=9 (priority)
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[171]
[172]

[173]

[174]

[175]

[176]

[177
[178
[179
[180

— e e

[181]

[182]
[183]

[184]

2}, T 7Hincrement) ¥ PNeol| 7] %3} Nonce7} -4 2 4~ At} AAD X Nonce
=, tlo) g 2 TK$} 37 CCM 23 3 encryption)ol] AHEE 5= 9lth. S 7€ PN
2 71 IDell 7] &t CCMP B 7} 742 5= itk CCM eF 28t A ak=<l H)
ol Bl ® MIC+=, MAC 3| t] H CCMP & Tl &} 817, &2 99] o] &} 22 b5 3¢l
MPDUE A& = Ut

% 112 7| =(conventional) AAD S| 2] & oA & L}EFAT]

T 11(a)2] o A+=PV0O MPDUoI o &k 7] <& AAD -4 (construction) 2] <] A ]
&l &&= 91t} FC(frame control), Al(address 1), A2(address 2), A3(address 3),
SC(sequence control) B =52, MAC &t o] 3235 t}H, 7]<& AAD & 23
2 4= 21t} AADS] 4 o] = QC(QoS Control) E = 2 Ad(address 4) E =2] &4
(present) B== - Al (absent)©l] whe}A] Eebd 4= 9lt), 7]<E AADeO) A, ol &
50],QC 2 A47} 25 F-A5HE AAD 4ol =22 SElo] a1, QC7F S A3FaL A4V}
A AAD A o]i= 24 S Elo] AL, QC7F A BFaL A47F S48 AAD A ol=
28 S Elo]al, QC R A4V} 557 EA18H AAD #ol+= 30 S8 Y <= sl

AAD3= MPDU & t] 238 FAH} = 11(b)E Fx3lo], 7| AAD= MAC
gl el FelolAND BEE E3HslA] ¢kal, MAC &t 9] HT Alo] B =5 ¥315}
Al et o=, AAE I 22 52 Tt WEol AEAY AIAAE 5 3
= HETHVIE AADON £ A 55 HY] 9 ghelt

3 MAC 3t o] 23] AJ(FC) B9 4 MEEEE2 np Ao of2-d
(masked-out) 5~ T wpF-0} & MAC 3t 9] sl MEd=/d =9 3140
o = Wste] AADO E3HE S o m| e

o & &0, 71 AADS FC =0 A npA ol u = A =52 th3 2
t}:

dlol el e 9l o] A HEF] (subtype) A HEE ] 3LSB (5, H[ E 4,5 R 6):= 7}
22310158 11, W E 78 SR E A ekl

] Eg}o](retry) Al BB == np A of- 25 a1

A2 #2](power management) A B E =(Z H| E [2)= npH o}$-5] a1,

2.o] ¢ o] B (more data) A H.E = (55, H| E 13)i= v} H-0}-% ¥ a1,

K 3 ¥ 3= 7 9 (protected frame) A B (25, U E 14)= FAH A a1, 1
2 A A left));

+HTC A B (5, H E 15)3=, QoS Alo] FEE ¥ 3sl= B Holy =9
oA whAH-ob¥ a1, 1 9] o] Aol = A ¥ A R oy,

FCEE o thE NEIAE 52 A YA et

o & &0, 71 AAD| Al 2 A of(SC) F =0l A Al 2 ¥ T (sequence
number) A B == np A~ o}-9-E 4= QlT}

5119 oAl el A LAl EFA] = AR, 7] AADC] QoS Alo1(QC) B=7F X
gy = 45, QC Z =& MSDU -4 <=9 (priority) 4] B8 =, QC TID(traffic
identifier) A B 2 = A-MSDU 7| 3 E-(capable) 4] H & =, A-MSDU <& #l| (present)
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[185]

[186]

[187]
[188]

[189]

[190]

[191]

[192]

[193]

MEA=, A-MSDU B A B = 59 5t o] o] MAC &t of] & A8k 74
5, 71 AADoN 312 5= 9t} 7] AADS| QC Z oA 1 9o ArEdEE
2 npAH-ol-E 5= T} =, EOSP(end of service period) 4] B E =, ACK A & ]
A ZAHACK policy indicator) 4] 2 = TXOP A| $k(limit) 4] B2 = 5} =1 7](queue
size) A HE = TXOP 72 °] 4 2 % ¥ (duration requested) 4] 2 Z = I AP PS H
1] 2l (power save buffer state) 4] H 3 = 1= n} A~ F 0} $-5] 31 7|55 AAD 1A ]
AR A 8 ATk

128 A AEE 5 = CcOMP Ul gl o) A B tholo] 13 S 1
2l=

ot 5 3l MPDUS] MAC &t %5 AAD7F 74 € 4= 9t} &% 3l ¥ MPDU
ol A2 A= ¢}, PNl 7] 2384 Nonce”} T4 E 4~ At} AAD 2 Nonce+,
MIC, o] & 2 7] 9} 37 CCM & & 3}(decryption)oll A2 5= glth. CCM & &
sto] AdE<l dlol B =, MAC 8|t ¢} §H7] 2] & ¢l o] A| Z(replay check)E 714
Wt MPDUZF 852 = St} gl & dlo] A =+= PN 2 & &2 o] 7F2H (replay
counter)®l] 7] Z3& 4= It}

o] s}of] 4] = BIP(broadcast/multicast integrity protocol)l] T 8]]A] 4 gt}

BIP= IGTKSA(integrity group temporal key security association) 55 & “135 ¢
=2 AQle whe] el thek vloly FAA 2 g EHo] B E AT
t}. o] & £ 9], BIPi= BIGTKSA(beacon IGTKSA) 5~ ¢ & 1|2 Z g ol tf gt o
ol 724 ¢ gl&do] REE A|F g} BIPE IGTK = BIGTKE A}
o] MMPDU(MAC management PDU) MICE Al 4Fe 5= 91t} MME(management
MIC element)™= ¥ Z# ¢ vir] o] b & B 84 5 HFCS §holl A&+ 9
Uk =, MME= 2] Z4|9) vl o] mpAwt @ A=A 39k 4= it MMES= &
A ID¥EE, ol 3= 7] ID ¥ =, IPNIGTK packet number)/BIPN(BIGTK packet
number) =, X MIC B =5 ¥ 3 5 gt}

BIPo]| t] 3t 7] AADT= FC, Al, A2, A30l] 7|kate] A 4= 9l o, FC W <]
g Ego] AHAEME (1), 48 #he] AL =M E 12), 9 2o dlo]E AH
AEMHE 1) apAaA-op2HLL, g E HBEIEES FAE A & 5 9

o] s}of] 4] = GCMP(Galois/Counter Mode protocol)®l] th &l A Ad g g+,

GCMP+= Hl o] E] 7] A (confidentiality), 1%, F2 A (integrity), & 2] Z#l o] X
3 (replay protection) 5= A|&3hi= X Z EF 0|t} EHT RSNA STA+ GCMP-256
2 A% 4= 1t} GCMP+= AES(advanced encryption standard) ¢ & 3} ¢-a1e] <5
9] GCMell 7] 23t} GCM-2 MPDU Hl o] E] I = 9 MPDU 3 t{(MAC 3 t])<]
A R A o] ik AR S B o v

T 132 A7 H49 4= 9= o) H (expanded) GCMP MPDU2| & <A &
hephis Ewol ),

GCMP Z 2 A7 & {1 2] MPDU =171 & 24 < 8l(Z, GCMP &|t] F =0 o
gk 8 %5l X MIC B0 thek 16 S 8)REE ef A3t CCMP &Y E ==

ofo
Ot
i
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[194]

[195]

[196]

[197]

[198]

[199]
[200]

[201]

[202]

[203]

[204]

PN(packet number) 2 7] ID 4] B2 =2 X¥ -4 (construct) ¥ U}. PN-2 6 <l 2]
ol o] 24 & = 48-H] E PNo| Ut} PN5+= PN2] # /2] (most significant) < El
o] 31, PNO-2 #| 5} 9] (least significant) < El o]t} GCMP 3| t] 2] Al H A =82 5
HET 7] ID %8l 9] ExtlV Al HE =(H] E 5(B5))i= GCMPo]| th sl A &4 12 A
Bl ¥ 31, B E 6(B6) L H|E 7(B7)S 7] ID A E.Z=o0]a1, 7] ID =81 9] 1} A] 1
EES FRED

T 145 2 A7 A8 S 9l E GOMP 1Al E ol A B 5 tholof i
Efwict.

H 3-(plaintext) MPDU 2] MAC 3| T] 2 %8 AAD(additional authentication data)
7} 24 (construct) € = U T}, H - MPDU2| A2(address 2)%}, % 7Hincrement) ¥
PNel 7] =3}o] Nonce7} 14 € 5= At} AAD 2 Nonces=, tlo] 8 X TKe} gt
7] GCM ¢ SH(encryption)oll A& 5= vt S 7 PN 2 7] IDol| 7] 3t
GCMP &t 7} 1+ 4= Itk CCM ¢z 3ke] d =<l Hol B =, MAC Y ¥
CCMP &t ¢} 317, &= 139] e A[ 9} -2 oF 53t MPDUE 74 & 5= 3l tt.

GCMPell -85 = 7] AADS] 74 & & 115 Frxsto] AW vtel 5 st
g FREE Aye st

%155 B A7 A8 4 = GCMP YA FEd ol 5 tolo] 13 S
Efwict.

ot 5 3l MPDUS] MAC &t %5 AAD7F 74 € 4= 9t} &% 3l ¥ MPDU
2] A2¢}, PNell 7] 2381 Nonce”} 14 € 4~ It} AAD 2 Nonce+=, o] E % 7]
e} g GCM & & 3H(decryption)ol] A& 5= Ittt GCM H 5 319 A =2l
o] E]i=, MAC & t] 9} g7 2] & ¢l o] A A (replay check)E 71 %] 3+ MPDU7} &
SE 5 Uk g Edol A== PN R 2 &4l o] 72 E (replay counter)®l] 7] 2
T AUtk

EE ACK Z# ¢

Tk

E-5 ACK(BlockAck) 8|9} -2, Q) Alo] A=, Fo]d
RA(receiver address) & =, TA(transmitter address) & =, BA A ©{(BA control) ¥ =,
BA J 2.(BA info) 2=, FCS A =5 ¥ g}t 4= 9t}

BA Aol Z=5,BA BFY A B E = w22 7] glS-(no memory kept) 4] H &
=, w22 4A B Z(memory configuration tag) 4] ¥ & =, ¥¢] ACK(management
ACK) B E = TID_INFO B L =2 318k 5= 9l 31, 71 9] 9] Bl E 91X =
B = (reserved) = U

BA B} M B E == 3% 13 0] BlockAck Za| Y Mgl A EE A AJ 8 4= i),
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[205]

[206]

[207]

[208]

[209]

[210]

BA B! |BlockAck Z & vjg]d E

=]
™=

e

} = (extended compressed)

T

(compressed)

A

E I
o
t)
(o]

go?
i,

do
s
et}

EDMG(enhanced directional multi-gigabit) & E]-TID(traffic identifier)

EDMG %} (compressed)

o

2
3
4
6 GCR(groupcast with retries)
7
8
9

10 GLK-GCR(general link-groupcast with retries)
11 HE]-STA
12-15 frH=

BA Aol 2ol w2y 7] gla AHdE D uRe] B4 Bl 1 Aud==
EDMG STA©] o} STA®] &34 215 = 7490l &= 22 5 vt @] ACK
2] B8 = 1= EDMG *H E]-TID BlockAck Ml 2] 1 E o] £] 2] BlockAck 1l 2] 91 E o] A{
= f K15 3 9o} TID_INFO A B2 = 3= BlockAck SZ#] ¢! vl 2] A1 E €}l o) 7]
whalo] A o€ 4= 91ttt BA B . I =13= BlockAck Z &%) vl ¢ o1 E B} o]l 7|4k
sto] g ojd =t}

%+ BlockAck Wi 2] 1 E 9] BA #llo] = 9] TID_INFO Al HE == & &
BlockAck Z#| ¢ o] oJ® TIDe] thall A &21% &= AJAAE vebd 5= St b5
BlockAck Hl 2] A E ] BA A B ==, E5 ACK A2 A 2= Alo] AlBgd =
S5 ACKHEW M B E ¥3)3F 4= 9]

24w 9F= BlockAck Wl 2] 91 E o] BA Ao =2] TID_INFO A B E = 1=
BlockAck Z#| 9 o] oj® TIDe] thalj Al 83 ¥ &= AAAE vebd 5= ot
% BlockAck &l 1 E 2] BA 4 H A= £ ACK A2 A2 Alo] JH I
& ACKHEY M= 2 RBUFCAP A B =5 313 5= 9l

HE]-STA BlockAck Bl #] A1 E o] BA Alo] =2] TID_INFO A I == £ HE
9= At} HE]-STA BlockAck Wl 2] 1 E 9] BA A B F=31= &} o] 4ke] AID TID
2 A H (per AID TID info) A/ B E =5 ¥ 3}t 4= 9l
AIDTID A B A BHIE= AIDII A HIE ACK EFY A EZE TID AJEIE

Y1 oy
2 E39 4 o,

A
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[211] AID11 A HE == AIDTID B A H A B =7} 2] & ¥ 3= non-AP STA 2]
AID9] 11 LSB(least significant bityE &3t 4= QI t}. APE 421 %= HE|-STA
BlockAck Z# Yol A= AIDI1 A/ B EE9] gh& 002 MyHE 4= Qlr} AID11 A
B9l 4L o2 2045, Y229 14 3t¥ (any unassociated) STAS] 2] H 2} =2
A A= 5= 9lth AID11 A B = 9] gho] 20457 Al ¥ 5= 79, ACK EFY A
vEd= dTDABIEEE 24202 159 ghoz Ay = 4= 9l

[212] AID11 A B EE=9] 7ko] 20457} o} 7 5-, AID TID & A X A HZ = 12| A
v Fo EA o] 2 7] ACK EFY M EZ =9 gt W TID A/ HF =9 4f
of whekA Beojd 4= Ut o & o1, AID11 A B A= 9] gfo] 20457} o} 75,
AIDTID & AH A EZ == AIDTID AKX A EB=7 34y 51, B2 ACK
A ZF A2 Ao B = Q= 55 ACKHEW I E 7 2rtdo=R

= A~
sk 4= 9l

[213] AID11 A B =2 7Fo] 2045¢1 A9, AIDTID B A H A HH == AID TID A
B AHde dRAMHIACE ¥31stal, UM X] SEl2 {1 E 5= 9l

[214] % 16904 A EHA] A wk W E-TID 1 2] 1 E 2] BA Ao} E = o] TID INFO
MEFA==BA AR Ao By E AR e TIDY 7|5l A 1S 74k
3k kS vebd 9= 9ok HElTID v gl A E o] BA AR H=i= Z+Zko] TIDO] o]
A W E = G & xgE 5 Q) sk @el =, 2-S B TID & 4 2, 2-5
55 ACK AIA A2 Alo] HEAE, R 8-58 55 ACK H|Ef HAE

=
2 2383 9. TID G AR A HIE1= 2 HE ACK E}FY], 3-H E E2 ACK H]|
EWMAEEE Zo] JHEE 4HETID A HEEE ¥3slal, YA HES
L FHE 5 Qi)

[215] GCR BlockAck B &)l A E 2] BA #llo] W =2] TID_ INFO A H I == &
BlockAck X #| ¥ ¢o] ol " TID®|| thal A $41% = A A& veErd 5 Itk GCR
BlockAck Wl 2] A E o] BA A B H == 2-8-8l 55 ACK A 2 Al 2 Alo] A B
= 6-5E GCR 15 =g~ Aqede J g S8 55 ACK H EY A8
2 E5e ¢

[216] GLK-GCR BlockAck Hl 8] A E 2] BA #l|o] W =2] TID INFO A HIA=+= &
BlockAck Z & ¥ o] o] " TID®| thal A &A% = A A5 el 5= 31T} GLK-
GCR BlockAck Ml 8] A E 9] BA AKX L= 228l HE ACK A2 A 2 A o]
MBI 658 GCR 1&E o]Ed A Auds 28 S8 55 ACK HE ] A
vac B ¥3kst 5= gt}

[217] EDMG 3 vl 2] A1 E o] BA Ao = 9] TID INFO A M. = 3= BlockAck ¢
o] of il TIDS| thall A L4+ = AAAE HeERd 5= Itk EDMG 45 v gl
EQBAAR A& 2-58 55 ACK A2 Al 22 Alo] A BEE 7 o] ¢
EZ ACKHEW A Bg= 2 1-28 RBUFCAP A B =E ¥3}8 4= 9l v}

[218] EDMG HE]-TID #l 2] 1 E 2] BA #|o] E=2] TID_INFO A H == BA 4 H
oA By = ARl thdk TIDS] 7ol A 1s 7AAkg gh-3 vrebd = 9l
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[219]
[220]

[221]

[222]

[223]

[224]

t}. EDMG HE-TID #le] A E o] BA A B A =3= Z+2be] TIDe) thaf A wHE 5]
=4S 2gst ol s @l =, 2-S B TID B 4 5, 2-5E E5 ACK
A2 A2 Aol B 8/16/32/64/128-28] B ACK H|EY] E = 2
1-=-¢l RBUFCAP A HA =5 2318 vt TID & AR A B I == 2-8] E ACK
ElY], 3-H|E B35 ACKHEW A BEZE Zo| JHIE 4 HETIDABIE=E
xgteta, YA EEL f1E 5 Qi)

H S H Ao 2

71E AW A =]l o] A9 v of = 2~ F ol H ZY (e E o, 7Y
NAE 7|k dlolg Z#| ) D e Z# d (&)l tsl], PTK(pairwise transient
key)E ©|-8-3}9] TKIP(Temporal Key Integrity Protocol/CCMP/GCMP®l 7] Z 3}
T odeshEgst /A8 vk e OF Ed s 2l E E
of, H2 =) A~ E 7]dk glo]§ Z g <ol thall, GTK(group temporal key) & ©]-&
3lo] TKIP/CCMP/GCMPe]l 7| %31= 4 & 3l/5 5 81 7F 4=3)/4 ¢4 5= o). &,
CCMP/GCMP+= ¢33/ 338l E 8l H ot L2 & 2 4, SU(single-user)
o] 74-$- PTKE 7|Hk o & 3= TK7F AF& 3 ™, MU(multi-user)2] 78 -$-ll = GTK
5 7|Rko & 3F3= TK7F AHE-E 4= 91Tt CCMP/GCMPA= tl o B = # Q] 2 ¥
ZHLE)l gk 71 A (confidentiality) 2 2 A (integrity)= ®.-g3F 4~ 1t}

LS 1F o=y de 2 d(E)el tEhe], IGTK(integrity group temporal
key)E o|-&35to] BIP 7| 6ke] 24 AAZF 34 o+ v} 53], v & 2299
9] 74 §-, BIGTK(beacon integrity group temporal key)E ©|-83} ] BIP 7| HF2] F
A4 AAE S E 5 AT BIPY] 49, IGTK/BIGTK S 7| HES 2 §F TKS A}
B35to] Sl o)y Zy el Z# ¢ vlt](frame body)ell T g+ MIC(message
integrity code)= A8k, o]l 7| Zsh= A4 AAZF 3 E o ATt =5, BIP
+=, CCMP/GCMP¢} 2], tlo| Bl 2# 9] I he] ¢l (&)ol g a4 B
4k

CCMP 2 GCMPol 7| ¥t8H= MPDUE -4 8F= W2 7 BIPel 7| qksli=
MMPDU(management MPDU) & 7-/d 8= %212 8- -2 2bo| A& 7Hxl o

H A, CCMP/GCMP2] 7 -%-, %41 STA> CCM/GCM 2.2 H]| o] ¥ 3-F-of] tjj &t
Y3 E s, Gz tolEE FAlshaL, 74l STAS 418 &5 3hd
tlol Bl & {5318 4= gt} o] 9} @], BIPS] 45, 441 STA-S do]E 9]
G a3 E astA] Fom, e ¢ vl (frame body)4] tlolH o] T2 AALE
AFMICE A7 f8ll el TREFS 3 5 3l

)& 0 %, CCMP/GCMP2] 7 $-, MPDU:= MAC & t], CCMP/GCMP 3| t], 4%
sh¥ dl o] B, MIC (CCMP9| 7 -¢- ¢F5 3} MIC), H FCS2] &AM =2 74 3 &
A= 4= 9lt}, o] ¢} &g, BIPY] 74 §-, MAC 3] ], MME(management MIC element)
& ¥3heh= el 2 vi, 2 FCSe] oA E A 2 SalE 5 gl o
714, MME+= CCMP/GCMP 3| t] & 9 &-g t4letr] wjstell, 7] ID & =(Key ID
field), IPN/BIPN, MIC2] 4 B & 33}t 4= gt}
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[225]  Aghupel o], T o =daE gl F ool Zalg) W uE el

[226]

[227]

[228]

[229]

[230]

91 v 2 qlol] thell A<= .2 (protection)”} A ¢ F T}, Uk, Ao 2
(control frame)®ll T8l A= H. &7} A| A& A] ek o, o] ujg} A|of Z 7Y
W g e E st /= A HANE g ZREEF o] A8 H A eF2 A
2 Eaald

Tkt EH 2] Alo] T U ACK Zd ) 2 E5 ACK TS x84
At d & 501, F41 STAC] HolH & F4latH 741 STAS 3| & tlo]H ol of
&to] ACKS 41 STAC A S412 = Ut} RFe} A(aggregated)-MPDUE A 15}
= STAL th<=2] MPDUl th & t-§-8F= th5=2] ACKS A-MPDU=A] /4 8}
of £ ACK IHj& F21e 5= dvh Alo] 2 9le] A&l E5 ACK Z# ¢,

165 FFazsto] A et vhel o] shihe] STAO] &5 Ack, = &5 Ack &

S E A E A, th49] STAS] AckS E5 Ack, HE]-STA £5 Ack

o FEE S8t s A E Utk HE E5 Ack# = thE A HE]-STA
5 Ack®] 49 o529 STAC] th ek Ack H H.5 ¥ 3H8} a1, BlockAck ¥ <] €]
ARR Z= Yo AIDII A BEEE B84 oW STAC] AE3 Ack A H.S1A]
THE 5 AUt} o] & T3l BlockAck Z#]| ) ol| A 2} AR-&-=}ol] T s A 78 A Q1
BlockAck Z #| o] =A% 1= Hh2lof] u] &, "M E]-STA £5 ACK Z g ol A=
2 Abg Aol thelA ME A AR ELS BA AR L= Yo £330, 5/ %
HE= ARES BAAlY] =0 E£3tete] eHEH=E S 4 vk whef e
5 Ack 2|2 AR 7T A3 STAME £, T4 2hel Al =Fo] Hohd, &
STAZ 741 STAZFS] HlolH 4] o 75 GRAAAFE= AU Ack A E7}
&2 = 9l o] upe}, 55 Ackdll gk 34 & ol &5 558 A 3HA
7151, o] & Q1 gk & /uf AR-g-o] G| & o]oj A 4= glTh.

ol # gt A& 18]35t B Aol A= F41 STAZ 5241 STA Fhell 415 =
E5 ACK 21919 7|44 2 FAAES GHEH] g A2 Bot v] <ol o3
A A g

FEgh B il Aol A, 41 STAN o8 $4l% = Had 55 ACK 29
o1& F 218t =4 STAS S 2% UHR STA(Z/% 3 UHR®) 34381 7]4&
A1 A38h= sTAYY o] 7HE ok &, Tl B Al 9] Aok e weEl R H B
ACK Z #9128 UHR A STA(pre-UHR STA)(¢l 2 591, EHT STA, HE STA 5)°|
18 A9, HEE 5 ACK Z 9ol dist vz Al &7k A s = 9l

F7HA 7, E IR Y] A ES Ao T Q) T 55 ACK Z e Yol thaf A A

A Ql Al 24 ARl B JfA 9] o Al B2 E5 ACK 27
2 5o Ao e el thaf A i ggete] 482 o
ATl A, E5 ACK ZH ol tial] 7EA 2 A HANE gtk A

i

=

=]

>

& B2 ACK Z# Q9 ts)] BIP/ICCMP/GCMPE 84 31o] 28351 Ao = 3
A= 4=t} o) 9} A Ele], 7] Eoll A 2] ¥l BIP/ICCMP/GCMPol| t 3Fe] A of
AU 3 ALglo] 7 o7 G H AL, Alo] T gl 7EA 2 FAA A
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[231]

[232]
[233]

[234]

[235]

[236]

[237]

[238]

[239]

AFES 9% BIP/CCMP/GCMPE 7|HE o 2 sl o] X2 EFo] Al 5/ Aol
5 AT

olgtol M= E5 ACK Zd|¢loll ti3t o=, 7IEA 2 F244 AAhE A9/
Tt B RS A A QD Al Sl thal A A8 gkt L TR Aol A A Qe
de AqEd= 94 sdne, 7] 59 B 2 AES A4 slojm 13
AR o A A =k ek R R e A] %= §F STAS AP STAY
4% 913l non-AP STAY =% 9}3}.

5172 ¥ 7R el whE Al 1

STA gk .

A 3171001W A 1 STAS E— iEE% 71%38le] B ¥ £ ACK(BA)
Q)2 A 2 STAC ZHE = .

Al S172091 4 Al 1 STA BA 8| ol 7| z38le] AADE AT + 3

AADT 41 BA Z 8| ¢ 9] Ha-(plain text)ol] 7| z3ke] A= 4= 3l .é, H
T ¥ BA X9 e, B35 A H7F /A8, MICS] A4t #l ol &l g3t
Fo st 5 Al elshar, Fk el Rl 7] 23kl AADZF A E = 3l
=3

AAD+=, BA ¢ 9 o] MAC 3|t ol 35 3= sfv o] o] Aol V[ 2 = 3

.= AADT BA Z ¥ Y19 MAC 8|t o] 32315 = ohf o] o] ABrd= A

BAii’ﬂ%]/] BA Ao} Aol 3 9hE = shu o] o] MHA T V] 29k 5 9l
3= AAD<= BA ZE| 12| MAC 8l v o]l 3¢5 3= shif o] o] HHE =, 5 BA
2o BA AR Ao £33z 3t o] ol MEF = 72T 4= 9l

BA Z#9le] B 5o 4 4%z 54 TREZo| BIP $o] FAA TRELQ
37, BA 2919 MAC &|t], BA Alo] =, B BA AR FE oA Ha AR
Ao MBI Ey7E AshE SEE A9k v ] & F9] skt o] 9]
MEA=o| 7| 28t AAD7F 34 & Ytk o & 0], R AR (M H)E=
=, 71 ID, 3} % M S (PN), 3= MIC(message integrity code) 52| 3} o] d-& 3}

A
k4= 3l

BA = 014 Hoo] 285 EX TRESO|BIP 5o #2244 TR EF
749, BA 91 9] MAC 3l|t], BA Alo] =, 2 BA A H H T Fol A MIC ALt
Helel s dat st o] d e BEE A9k v A & F9f hit o] o] A H
H o] 7] x5t AAD7} T E 4 Stk Oﬂi o, He AR (HE)d=7} 9
A etz == MIC A4 H 9ol sl g3t 5= 9l

& 5o, RS AR (M H)Z =7} X8k = MIC Al H 9ol s dah+=

L=7FBA Ao} B=91 749, BAA|o] HEE A3 yn A HEE FollA,
MAC 8|t el X385 = s} o] el A= 7] %38k AADZF -4 5 Ao,
= MAC &t]o] £315]3= 3l) o] ate] u = U BA K Lof 31y i=
Bhif o] ko] B F =0 7] 28] AADYE A E Utk ¢l B S, HE R
A BEHYD =7} 9 x| 8h= == MIC A4t W 9ol sl et 257 BA AR =91
A5, BAAR A5 A9k v ] =& Fol A, MAC 3|t o] 35 += skt

r>~
1 ©
4
%0
)

ﬂil

AN}
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[240]

[241]

[242]

[243]

[244]

ol 4¢e] A1 =0l 7] Z3hel AAD7} FAE| 7], i MAC S]] % 3He] = 3
U ool A E = 9 BA Alo] o E3}5]5= S} o] o] MEd =] 7] &
atel AADZF 1A E 5= . ol & 50, B R (M E)EET}F oA 8k Ei=
MIC 74]4 Heloll sl she =7 BA Alo] =k ol Y31 BA 4 E A= ofyd
(o % S0l BA ¥ Wl Cs A Abole] 57 WEel) 45 BA Alof W
2 BA ?éi HEES A9 Y x] BEQl MAC |t o 335 5= sl o] o] A
Hgrod 7| x38te] AAD7} 14 E 5 )

BA Z e Q1] Hoo] A85= 54 ifﬁE%O] CCMP, GCMP 59| 5.3} >
28391 49 BA TU9le] BA Ao] U iz BA AR A ] st ol ol
oh 5k 953} 48 of o) 7| 9kake] AADZE T4 5 3

o & 50}, BAAlo] ¥ = L BA AH Hof 4337} X“—’LQL 7
Cloll F3513= st ol o] A p =0 /| x3ke] AADZF T4 4 9l o
Sof, BA Ao W] 9557k 485 = 49 MAC AElo] EeHE = st o] 3
of Araro) 7] 2 5e] AAD} T4 H 70, I3 MAC Alclol 383 g}
o|Abol A W BA AR E‘JJEoﬂ 38ty = &) o) Ate] A EF = 7] 2E}
o AAD7F 74 2= S1e). ol % £ol, BA AR Bro] a st A8 ¥ A
MAC S1616] 2351 s} o 4ho] 4118 o] 7] 25e] AADZF T4 5 AL, &
= MAC AlElo)] g o ol 4ol AR 2 BA Aol Bro) T 5
L ol o] Mu g 7] x8te] AADZF A E 5= )l

BA 991 9] 7] MAC 81T], BA Alo] 9112, 1 BA 41 B 59| 3} o
Abol Zyzbe) gy = sl ol Ake] MHE =T AADO) FASHA 23HE 5 3
3,715 YR MBS (E)S AADY TUEA E3HE % 9o, EA 1H
U (5)S TLHIE gho] A3 = ARt 0o = WA E (& &0, v}
=10k 5 of) AADe] E3HE S5 9tk

MAC & tfol] 35 3= AEIES 5 AAD T4 o] 85 AEE ==, T4
A Aol MEIE Feo]d qEAE FAR g ARA) M BEIE = &
A2 ol =g *(TA) MEZE F st o] = Atk volrh, 2 Y Alo] A E
HrE o] o9 MBE =521, Z 2 & 3 ¥ A (protocol version) A1 H = EFQ](type)
A B E = A HEF] (subtype) Al B = to DS(distribution system) A] B2 = from
DS A BE = B o] X 1 E (more fragments) A B E = A A] E(retry) A HE
=, A9 7] (power management) Al H = ¥ o] ¢ o] E](more data) A H =
H % 37| (protection frame) Al H E = HEi= tHTC A H = 9] 3} o] A}o]
AAD A9l o] &4 F X% gt

BA Alo] ol X34 = HEHIAEE 5 AAD 740l o] 5= A K Jé
BA B A BEZ = w2 2] Z] ¢l-(no memory kept) A HE = v 2] A
“I(memory configuration tag) 4| .38 = #] ACK(management ACK) A H I &=
TID_INFO A HZ = 1= H| E 9] %] 0(B0) 2 B5-B8 72| 3l1} o] 2] H|E H A
o th&sh= ABA=(E) T st o] A + A

, MAC 3]

fr 2 Jo
foU

(o]
_‘_4

EH

m&‘ O.u
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[245]

[246]

[247]

[248]

[249]

[250]

[251]

[252]

[253]

3F= BlockAck Ml A E Q] BA AH A= ¥3 5= MHAT=E F AAD 74
of o] &5 = MBI EE=, 55 ACK Al 2} Al 2= Al o] (Block Ack starting sequence
control) JHE = = £55 ACK HEY] MBEE = F st ol 4 4= 9

4% BlockAck M2l E 2] BA AR o X35 = AHIAE=E F AAD 1+
Ao o] = M BELE = A, E5 ACK A A A=Al I E &
= ACK H| EY] M B H = RBUFCAP(receiver buffer capacity) 4| B8 = 59 3}
ol 4 st

HE|-TID(traffic identifier) BlockAck W 2] A E 2] BA A X HZof E 35 = A H
A5 T AAD 1Al 9] o] 85 = A B E == TID & 4 H.(per TID info) 4] 2.4
L EEACK A ZF A A Ao IS = EE ACKHEYW JHdE F9
st o] A = T

HE]-STA BlockAck Pl #] 1 E 2] BA A B H=of ¥3}5]= HHIAZE 5 AAD
TAol] o] &5 = HBEE == AIDI A BEEE ACK BFY AEE= TID B H
ZAIDTID AR ABEIAE BE ACK A2 A A A Alo] ABFE B2 ACK H]
EW ABEIE L= RAAEIE F9 sty o] g 4= Qo)

GCR(groupcast with retries) BlockAck Bl 2] X1 E o] BA A B =] E g5 = A
HIASE S AAD TAld o] § 9= B FA == 55 ACK A2 Al f2& Ao] A
HIYZ GCR IEFJEdA2BIEE T EE ACK B EY I 9] &
Lol 4= o

GLK-GCR(general link-groupcast with retries) BlockAck Wl 2] 1 E 9] BA A H. &
ol ¥3HE=MBIASE 5 AAD TAd o] f 8= AH I == 535 ACK A
2 A PD 2 Aol JBEE GCR 1E o]Eg A AHEE = B2 ACK H E
MBEE 9] st} o] = T

Al S1730901 4 Al 1 STAS BA X #|Jofl theh & 53} == F44 AAF 59
shif o] & Fa S 4= gt

BA e ol et 23} iz 724 AAL 5 9] st o4, BA 32 el
g REe AHE 7] AR I H=d AADo) 7] F3he] FaE S 9l =
BA Z#|Y-2 A 1 STAL ZHE A| 2 STA Al $-41% dlo] ol t g ACK 4=

ek = At} 7] A, BA ZE ol thgh R} A H 7] AR, ol
TEAS I AR R = I ARY 5 T
71 S1710 A el Al 1 STAS Al 2 STA {boll, BA Z g ¢le] tf gk 1.5 9]
i, B3 ¥ BA 2Z# 91 ©] MPDU ¥, ®3= BlockAck AAD Bt} %9 3}
A AT e A A AHIF ke 5= Qi) o] ¢ gk XA BR=, ol B 50,
), Zgr gy el 22 Soh 2], A%t o 2y, AT

A, A-AF e 2, A-Ad S5 2l T sty o] el ¥
Ex
=

m
|
of

2 B
r o
1

|

u

=

s

ra
e
o

o Mo

)

H oox &

RO &

=]
=

oo T TN
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i
fmobtoef o
30, (K |

H
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B q
A9-oli=BA Zd Y W] d53) T2 EF FT(
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& S0}, CCMP & t], GCMP & t])el Z3te S5 ¢t}
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[254]

[255]

[256]

[257]
[258]

[259]

[260]

[261]

[262]

o] & Z0], BlockAck AAD EF$]-&, AAD7F MAC 3|t o] 385 &= &} o] 49
| 71238k A E S A AISEAL = AAD7FMAC 8 H of] 328y = 3}
o A= W BA Alo] HEof L3E = sl o] o] HEof 7] Zsto] 44
A 25 AADZFMAC &t el 3315 = st o] 49 E = 2 BA
| 238 = sk o] o] o) 7] ekl FAE S AAT

o 5 &0, BA ¢l sl 54 ZEEFo] 48 += 49, BA Jaﬂow
MAC 3|t 2] Z & Alo] A EFE = ] B 53 32 (protected frame) A H =

i
iy

(r
2
N

)

]

1

o>

do

N

te o
i)

>
L ok

oX o L
o

=l gold 54 gho g AYE 5 9k ol whel, Al 1 STA BA Z ¢l
B BAZUAYS GAL ZFE 9
5 179] A g ek W ke 1] Al 1 eutel 2100yl el sl S

Ttk dE 5], =19 Al 1 1‘MMi(lOO)ﬂ St ol el ZEAA(102)3= 5§
4 ZEEF 7] x5t B3¥ BA LA S sk o] 171(106)E F St
o] 415ka1; BA 2| Yol 7] 2381 AADE A4 3kar; ¥ AADel 7] Z3Fe] BA
Lol it e} i AN AAF T2 st ol dE st s A E
ATh Hob7h, Al 1 tukel 22(100)2] Skt o) 2] Hl K] (104)3= Sk o] e =&
A 0200 oA A E = 5 5 179] oA Hi= Fashs A Al sl A
stz WRlE s A HEE=E AdD 3

5182 £ 7fA ol whE Al 2 STAS] &2H2 *éﬂﬂo}ﬂ gk ol

A S1810001 4 A| 2 STAX 54 Z 2 E 30| 7] 23810, BA Z | Yol
AADE A1 3 5= 9l

&% STAR! Al 2 STAS] BA Z ¢ el T gt AADS] A A& 17ﬂ 41 STA%!
Al 1 STAS] BA ¥ Qlell thE AADS| A3} TASI LR, S = A A=
g} =, BA e Qdoll tisi M S ZREF V2% E:@UF Aeve A9, B
S H BA e el A, Be EIE AX S A, MICS] A4k Aol 8l sk,
deshe BEE Al LlstaL, 4 STAS A Hik AEle ARE 5% 5 Qe
ol 71 &3te] AADZF A = 9l

7] S182001 4 A 2 STA-> AADel 150}04 H S ¥ BA Z#H & Al 1STA
A S 5 3

RS ¥ BA ii’ﬂ%]/] T4 R ol & flste] Al 1 STAZ A 2 STA {hol] &
T E = A G H Goll tlalAl= = 179] o Aol A A g g2 F
TEY = AW ARt

5 189] o A] W Ard bz 2 5 12] Al 2 Hube] 22200y of siAf 43
T T Al E Fol, & 19] Al 2 Hube] 22200)9] s o] ] EEAA (202)= 5
4 iii—goﬂ 71%3t4], BA | 9le]l th 3k AADE A4 8kaL; B AADol 7] %3}
ol B35 ¥ BA 215 st ol el 4171200 Foto] SAlstns 444
7 Atk o7k, Al 2 Huke] 22(200) 9] Byt o] ko] Wil 2] (204)3= Skt o] el
Z2AA 20N sl B E = A 189 oA iz T &5k oA B0l A

ek e sty A9 9 ES AT 5 Ak

:L
-

o &t

T
FA BEi=
sl

SILE,
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[263]

[264]

T 17 9 % 189 o AJell A, Al STAS &5 Ack 2o tg B3 (& &
o], BIP, CCMP, H-= GCMP 7| 4Fe] B.3)E | ddt=A o] t 3t A H & E3}5}
o] 54l STAN Al F-F3 4= Atk o714, 41 STAF 721 STA(E)O| BF &
5 Ack Z#| ol tht Heks Z“lo}b 7 5-of] 3Haho], 4 STAS 55 Ack X
Ao Heol w7l AR(AE , AR AAL Qs G slE 3}
E el AFEE = T(E))E A F %%% F Utk & 59, 55 Ack ZH Y
of AN AL K/ GE /s 3t} Hideto], NEA o=y 2 29
(individually addressed frame)2 ¥ ¢ 7](E)(o & E9], PTK = BAPTK, A4 ¢]
HEAds A8 PTKE 538 Q/E= 15 o =8 28 Z# Y (group addressed
frame)S 93 7](E)(el & 91, GTK, IGTK, BIGTK, =+ BAGTK, A9 e W&
A& 9l GTKE T3 ehol A 2 &2 5= Atk £ STAS 41 STA(E)
°ﬂ7ﬂ ST ARE EetE 55 Ack ZH Y-S 7Y T U AVIAL T

= Ack ZH 2 Hi- F el s = ATt oldl] 7] &8kl F4A STAS &
% Ack 2915 9138 AADE A8, =2 STAT &/-3F (B Ack Eaﬂ 0] S
f1gh Bt 71(E)el 133}04 e E5 Ack 2Z#| Sl ol th 3 EE(Oﬂ , BIP,
CCMP, '£3= GCMP)E 48 5= glth. 41 STAL o7 484 %}/Xg H (&
Eo°f, BIP, CCMP, EEt GCMP % gl 7] x8h= da /A H)E £9sh= &5
Ack Z#|Q)S £ A8 5= 9t} A3k A3 BHEFte], 4 STAL £A 5= B
5 Ack ZH Q] Uoll A BIP # He AH (AE)EE=E oju gt o2 A8}
=41, CCMP/GCMP MPDU ¥#-& o{ W &t M 0 & A 8h=A], &5 Ack L7
%‘Oﬂ gt AADE oA DA T4 3 A1 A 5ol gk BRE 74l STAT AL <l
S/ AY, E5 Ack 2ol sld JHE EEsto] FAT T 5 QT

517 2 5 189 dl Aol A, 4l STAS 55 Ack 2| o] g Ha(dE &
o], BIP, CCMP, %= GCMP 7| 8ko] H.5)E A ehi=]o tf g B 5 > 3ta}
o] $A4 STAC Al &7+ 5 At AV|AM, 4 STAZ £5 Ack Z#| o] BT
o T ¥ 71 AH(AE 50, F24 AAF 2= OPEE}/E:EE@% el AHE-
= 71(&)) R/E= MPDU 29 A ol e BRE & k= 45, 74l STAS
AL STACN o8 FA1H E5 Ack T Qo] B W2jo] A8 A5& 7Hd T
9} ol &} #HH &), A STAT =41 STAL 7] A HA S =8 435 7F &
A gk 7] 7<4E(01]~ =91, PTK/GTK &) & A/ &1/ F-3t AL, 41 STAC <
& *ﬂ**lﬂ 7] AR I} 54 STA A Agd =5 t} o & 0], 4 STAS &
A STASZRE FA1E E5 Ack ZH LS 72181 AL /48 71(8), &
= Ack Zd|¢] W) AN HANS #1E XJEA T Ao A H AR, Y/
CCMP/GCMP MPDU ¥ o] 1A HF2] B8 Ack X d| Dol t3k AADS] 14 |}
2le] off g ﬂi 7I9ko = s E5 Ack ZHE Yol BET7F A8 H A& 1A
o AT EF Ack ZH DS A E W, 74 STAS sl E 55 Ack 229
o) o ]azo}o% = Ack T 9)S A3 AADE A S 5= vt sl D AADE &
3 2 A8 AALE 8 28 o A ol F, A STAS 74 AAD 2

(o

-1> ofr rlr
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AHAel) 848 | 71(E) (A& 501, PTK/GTK ) & AH&ate] e
L5 Ack Tl ol g o3} d/mi= FAA AALE 8 4 9l

[265] =17 % X 189 A &2 & MA 9 e A& Fo Lo b 8%‘? AN
t} ol &tol M= = 17 2 &= 189] A& Egtst= B Al 2] thekdt oA & ]
A B} A A o2 A gk

[266] A A4 1
[267] B 2AA o= BEE Ack ZH A0 ) BT E 93 AAD T-4] Weta) tldk Al o)
=3

[268]  Z <=3 BIP, CCMP, 3 GCMP2| 74 -, 414 = 2 ¢ 9) 2] MAC & tl(MAC
header)®ll 335 = A Hof 7|HFsto] AAD7F A= = 3

[269] ol 9o} B sle], Auk 7ol e] MAC Oﬂ vl el e, E5 Ack ii’ﬂ%lﬂ MAC

3| t] = 9 A o] (frame control) & =, 7@ ©] 4 (duration) =, RA(receiver

address) & =, 2 TA(transmitter address) 2 =2 - HTH(A & &9, &= 16 Z=).

[270]  olatel A=, AEgh E5 Ack a9l MAC F Tl 7] 31, £5 Ack > ‘L’ﬂ

1ol sl BIP, CCMP, 2/HE= GCMPE 2§ wl AADE A st 74 2?1 ¥

A58 A it B Ao & AADE A o 9lof, o] &) A QhE] = W —]1%

= A~ gt 0}‘/}4 WA = st o] ko] WAl E o] AREE 4 Sl

[271] 2 Al 1

[272] =5 Ack Eaﬂ ol ek HSE A% AADE, 3lE &5 Ack & ¢) Wl BA A
ol d= Hdof Y|X|eti= EEES &g3to] FAEH 7 3

[273] T A o=, AADE Y E5 Ack ZH§) W 2 ¢! xﬂ =, ool d
E=,RAZE, Q/EETA %53 ggato] AL o Uk

[274] E 1957 2N Ao & E5 Ack ZE Y] REE 9% AAD 749

A EE LERIT

[275] X 193 F2EH, AAD7H 47 25 = T 9] Aol B= Feold &
L RAZE YU TAZEES W5 ¥96to] 74 5= 457 a| A H AL, o of) §t
AE A =t} & 5o, 55 Ack ZU Y-S A% AAD= Z | Alo] H =,
RAZE, W TAHERIO R A 55 Q)

ol &} e ste], T ¢ Ao Ao A5, aF9] A HT’JE%Q #kol =5 AAD

of £33ty 71}, EQ qHILE(E)S 002 HA/MAE (A= ] s e )

Hof 2ehd 5 gloh o o &, 2| 9) Ao} A r=of 5t *111%5% TREF

H ZF (protocol version) A1 .2 = E} 9l (type) Al B =, A H E}Q] (subtype) 4] H &

=, B A A8 o) A E(to DS) A B F = FAF Al 2~ 0 2 BE](from DS) A B2

=, 2o Z 71 E(more fragments) A B E = A E(retry) A B E = A5 g

2] (power management) 4] H H = 7 o] ©| 0] E|(more data) A HE = H T X <)

(protection frame) 4] H ¥ = 4+HTC A HE = 53 2313 o= Qi)

277]  2AAld] 1-2

N

a
=
=)

—_—

[276]

_4
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[278]

[279]

[280]

[281]

[282]

[283]

[284
[285
[286
[287
[288
[289
[290
[291

—t e e e d e e e

[292]
[293]

[294]

= Ack ZH| ol thE B35S 9F AADE, 3T 55 Ack 9] Wl BA 4
EJJEX%HHH dro & 288t 742 5 vk
TA A =2, AAD= 3F &5 Ack ZHE Y W ZH Y Alo] 2=, FHold &
ELRAEE, BUEETAEE 9ol e, BA Aol 225 74 o2 283t
04?*424*}4
T 19(b)E FHZ5HE, AAD7E 55 Ack 2| W Y Q) Alo] H= Aol YA

HﬂlEm

T EEEE BT 2elo] A= A ST o A E A/ 0] W&ZWZ] L=
& Zo], BEE Ack ZTH UL 93 AADE ZH ¢! Alo] = RAEE TA I,
2 BA Al FERro B FAE 1 9]

o] sholl 4= T Ack e 9)& 917 AADeI £33 BA Alo] A o] o] 5
1 sted, o] 5ol A E F9| S 4 AL Ei B4 o A5

EN

o & Eo],BAAIO] ZEUlo] BE A=E9| g5 ¥4 §lo] AADe X34

tHE A=A, BA Alo] H= FHEH)EE(E) %}( )< A glo]
AADe 3+ a1, thE 54 ( 1H) EEY AEY AR e AR EE
o] 0.8 WA/ME (& o], np A H-o})E o] AADe] i?‘} 29tk 0 %}9—
2 Hﬂﬁ/ﬂlal‘é T A= BA A A= Y SR ¥ E/(M B E(E)E, o o &

= T 8tY B 555 298 Ak BXE X WA B E A S ov] gkt

-BO(FE¥ H]E)

-B1 #E B4 7H#] o] BA B M HE =

-B5 Y-E] B8 7HA| 9] (R H.¥ H| E)

-B9 9] W22 7] $l&(no memory kept) A HZE =

-B10 ¢ W ®22] A4 H ZZ(memory configuration tag) A H =

-B11 9] #¥] ACK(management ACK) A/ H Z =

-B12 ¥ B15 7}A1 2] TID_INFO A H E =

BO % B5-B8-> A A A E ¥ H|EE Fojrof glor} & HlE Ao A

ol SR MEEE(E)0] AoH= B g AEd=(e o /Xdl‘%HlE)t
71 gkol 0o 2 A AH/M ' E o] AAD E3HE AL, = AADO E 8] A oA
= 14k WA glol AADel 23k = Qv

Ao 1-3

E5 Ack ZH Yo st HEE 9% AADE, Sl &5 Ack =2 ¢ U BA A
o] I Ao X3t d 5 L BA AR T E g83to] FAE = Q) o=
o], 55 Ack Z 8|9} BA Alo] HEE A9 2 E B 55 7|Ho 2 AAD
7h 3 = v

TAH R, AADE 3lF 55 Ack 29 Wl Y Alo] =, Feo
=,RAEE J/EETASE kol eh, BA R dE 8 F7H4 o2 &g6f
ol 744 4 ok

)
i
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[295]

[296]

[297]

[298]

[299]

[300]

[301]

[302]

[303]

[304]

5 19(0)% 23, AAD7} B8 Ack Za9) U BA Alo] B Aol 915}
S P BA AR AEE BF Fs] TP 45} A 5 A, o]
FAHA F=th dE 50, 55 Ack ZH S A8 AADE T ¢l Alo] 2=,
RAEE, TAEE, 9 BAGH JJEWO = R S =

BA Alo] o]l 35 3= BA EFYY *ﬂiﬂ ol oA 28 = tgE E5
ACkuHF/]O{Eﬂ-ZJ/]EZ,:}]q_ oﬂ gilzg}oq /\Jﬂﬂﬁl—lﬂ}ﬂ_7l—o],
g ¥ QF=r(extended compressed) 55 Ack W 2] 91 E, QF=(compressed) 55
Ack W 2] &1 &, GCR(groupcast with retries) &= Ack 0l 2] 1 E, A E| —TID(trafflc
identifier) 55 Ack Wl 2] 1 E, GLK-GCR(general link-groupcast with retries) £
Ack 1l 2] ?iE, HE-STA &5 Ack W] 1 Eof] whebA] Aol ¥i= 55 Ack ii’ﬂ .
of 5= MEdE 50 ”F/‘ra T Utk & A A = B Ack Wi ] A E
whebA 55 Ack 2ol 23 E = MBI EE FolA st s Hae] B
%E%o] AADoﬂ J-'O‘]—E] 2~ o]ﬂ.

ol slol A= - A Aol whE 5 Ack Z @& 913 AADo) X3 == BA 41

o] oA && A s, o]&le] oAl & T2 shurt 485 AY, e a9
ANAE ] Fo] A&d 5 3
g/« of 1-3-1
E Ack ZdY el BA AR o X35 = BE (ME)E =59 gE9]

(
%75' ‘3101, EE Ack 8|S 913k AADO ¥ gkE 4= 9l
¢l BlockAck M 2] A E o] BA AKX H o] E315 3= S% ACK A 2F Al 2~
A o] (Block Ack starting sequence control) A/ H 2= I 55 ACKH|EJ] A HE =

o] ZhEol WA glo] B5 Ack T2 913 AAD ¥4 4= 3l

314 BlockAck Pl 2] A E o] BA A Lo 31y i= 55 ACK A2 Al H
2 Aol quFde B5 ACKHEW A BE = 2 RBUFCAP A B F = 9] ghE o]
WA 9lo] BE Ack Z# 9L 93 AADY) i?} 5 9t}

HE]-TID BlockAck Wl 2] 1 E ] BA A B o] ¥3+¥] =, Zh212] TID) o 3
A ke = G (Ehue] @9l ol] ¥31¥ = 2-5-8) TID 9 4 X (per TID info) A B
HE 2-Z 8 E5 ACK A2 Al 2~ Ao qEE = 828 55 ACK H EH A
B E)o] ghEo] W glo] B35 Ack 9l 9% AADO) ¥3-E <= gl

HE]-STA BlockAck Ml #] 91 E o] BA A X L =of ¥3}¥ =, 3ty o]42] AID
TID & A E.(per AID TID info) /| BB = (27} 2] AIDTID & A H A HH =0 &
Sy = AID11 M EE = ACK B} A= U TID A HE =); t= AID TID
Zéi }\1 IER Ry EEACK/\P@ /\]%/\ ;q o.] }\1 SRRy tﬂ/ﬂ:% %%ACKH]EU]E
B E=AIDTID AR AEIE W RAABHAZ 9 4h50] WA glo] &
= Ack X792 913 AADON ¥ ¢kE 4= Qi

GCR BlockAck W 2] 1 E ] BA A H H=of ¥35 3= 2-2 8 55 ACK »
A A A A HEIEE 6B GCR 1F ol Ed~ude, D SE 55

iz TV

ke

=
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[305]

[306]
[307]

[308]

[309]

[310]

[311]

[312]

[313]

ACKHIEfl X B F = o] gh5o] M7 glo] 55 Ack Z#| S 3t AADeN x5}
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[ 1]

[7d - 2]

[ 3]

[7d - 4]

[ 5]

[ 6]

(7478 7]

T4

EA 22 EFof 7] &x35te] X3 ¥ 55 ACK(acknowledgement) (BA) =~ ¢
A& Al 1 2B A (STA) 2l 8 A4 Al 2 STA S Z-E] G241 8F= W)
271 BA Z#| Yol 7] x 8o AAD(additional authentication data)E 7| #|
1 STAON ol A B ah= et A 3

371 AADe] 7] Z 8l ’%7] BA Z#H ol gt B3} == A4 AA
= 9] Bhi} o] & A7 Al 1 STA ol a4 =3 al= ©A| & E3stal,
71 AAD+=, 7] BA X 2| ¢ 2] MAC(medium access control) 3] 101] &)
Y= st ol Ake] ol V| e, = 4] BA 2# 9 9] 4] MAC
gl 323ty = st ol el AHEE 1 AT] BA ZH Y9 BA Ao 2
EEEBAAR Aol £¢HE = sty ol o] MEA o 7] X8k, W
H

Al 18l Jof A,

471 BA ZH Yol g B3} = A AAF 59 Skt o], A
BA Z# ol thgk B o} #hade 7] AR H V] AAD) 7] &8t 473
=,

| 54 22 EFo| FA4 LR EF 7|28,

}7] AAD=, 371 BA Z#92] 4H7] MAC &l tl, 7] BA Alo] A=, 2
|BAAE L= FoM, K AW =7 YA 8h= d =5 A 98

= MIC(message integrity code) A4 ¥ 1ol dll @ sl sl o] /o] 2=
A9l gh, v x| F= F o] st} o] o] MHEF o 7] Zato] A H =,

o QU

Al 3 8ol 9lofA,

2471 B3 AR B =, 7] ID(identifier), 3 %1 ¥ & (PN), == 47| MIC 5
o] 31} o] -2 E 3k, W,

Al 1 8ol o] A,

A7 EA LR E o] ot5 3} 2 E Q) 7] ZEH]:

A}7]1 AAD=, A7) BA @99 A7 BA Ao B = = A7 BA AH 4
= F9] st} o) el gk &5 3} A g o Fof] ZIRkato] A H =, WL

471 BA Z#E 99 47 BAAlo] 2= 2 47| BA A H = ¢35 3t
A g¥ o) 7] %314, 447 AAD= 7371 MAC 3l tl ol 35 = shv o] 4
ol qEH=of 7] 23t T-A ] =, W

Al 5 &l 9lofA,

7] BA X 42| 471 BA Alo] =of ks slrt A8l 7] &3, A
7] AADT= 737] MAC 3|t ol 3285 = 8fu o] 9] A BE =) 7] 231
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TAEAY, B= 7] MAC gt ol ¥3t% = sl o] e Al und= 2
271 BA A B E=of X3y = sl o] Ake] A HE = 7133}04 T
T‘:_, H]—HJ

[7d 13} 8] A 5 gef] 9JojA,

7] BA 28912 47 BA AH o 53ty HgEo v ,
7] AADT= 7371 MAC 3l t] o] 32315 3= sl o] o] B =of 7] 28]
TAE A, 3= A7 MAC 8t o] %315 3= 3hu) o] Abe] B E e
A7) BA Alo] " =of £3E = sl o] AFe] A B E =] 7] &5te] A H
= H]—HJ

1.5 O
[7d -3} 9] A 1 gel JojA,
AW] BA Zd¢le] A7] MAC &l|t], A}7] BA Alo] E &= = 47 BA A
qo F9 oPJr 1 o Z}7Z ol E3LE| = s} o] e A HEHE = A

%N'
ot
i
£
o

4% 10] ;ﬂlﬁ“ﬂ 01*1

371 BA ZHE 42 7] MAC 3, 7] BA Alo] =, = 47| BA A
B AE Fof sl ol 4ol Zh7bel E3E = sty o] AHEE F 5
A Shf ol o] MEE = o] AR = A H|E Zho] 008 AE o] A
7] AADol ¥ 35 = HH

[k 111 Al 13kl oA,
371 BA Z#| 2] 247] MAC 8t o] £ 5= sl o] o] AH A==,
A A AEFE FHold B = 5402 o] EF ~(RA) A BZ
=, EE AR A= (TA) A BEE F 9] 3y o] & E3lsh=, W
.

[ 121 Al 11 &l lofA,
71 BA U Q9] 7] MAC 3t ol 3285 = sy o] 9] A B ==

A7) | Alo] B E=of 9 =, 2 EF ¥ H (protocol
version) Al B = E}FQ](type) Al HE =, A H EFQ] (subtype) A H E =
to DS(distribution system) ABIE fromDS AEIAE= Wof 1
E (more fragments) A H B = A A E(retry) A B E =, 2= 2] (power
management) A H B = F.o] o] E(more data) A HE =, H& 7]
(protection frame) A H W = L= +HTC A HEE F 9] 3l o] 4ES 1] &
ﬂ;}: u]—m

478 13] Al 1 &l 2lo]A,
7] BA Z#H Q9] 7] BA Alo] BEof E3E = sk o] e Alude

BA Bl A BEZ = w2 2] ] gle-(no memory kept) A B E = v g] A
) Bl ZZ(memory configuration tag) 4] B8 =, ¥F£] ACK(management ACK)
AMBE = TID INFO A HEZ= E= HE 9] %] 0(B0) % B5-B8 T 2] &1}
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ol’gel H|E f| Aol th&38hi= dfr} o] o] B A= F-9f dhi o] & F
ghah=, .
A1 &l JofA,

371 BA 2|9 o] 7] BA G H Aol 35 3= dfuf o] e A EdE

¢}% BlockAck Hl ] A Eo] ##H ¥ 3= B2 ACK A 2 A] 9 2 A o] (Block
Ack starting sequence control) | HZ = 55 ACK H EW] Al B I =,
34 ¥ BlockAck W 2] A Eof] #d ¥ =, 55 ACK A2} Al 22 AJo] A H
4=, £5 ACK B EY| M HZ = RBUFCAP A H I =,
" E]-TID(traffic identifier) BlockAck Wl 2] 1 Eof] #hd ¥ 3=, TID T A X
(per TID info) A B = E5 ACK A 2F A 2 Aol JEF = 55 ACK
HEW B F =,
U E]-STA BlockAck Ml #] 1 Eof] #hd ¥ 3=, AID11 A HH =, ACK B} A
BEIE TIDAEZE= AIDTID AR AMEIE 55 ACK A2 Al 2= A
o EIE B5 ACKHEY AEIE RAAHIE,
GCR(groupcast with retries) BlockAck Wl 2] 1 E o]l I ¥ =, &5 ACK 4]
A2 Ao] MEEE GCR 1 ojEg A ABEE B2 ACKHE
MWABFd=,
GLK-GCR(general link-groupcast with retries) BlockAck Wl 2] 1 Eof ¥+ ¥
T, 55 ACK A2 Al 82~ Aol A/ HEE GCR 1F =g~ AAHdE
E‘%ACKH]EHE }qﬂiﬂt:
59 3t ol & E e, WY
A1 &l JofA,
71 Al 1 STALE 7471 Al 2 STA Zholl, 7] BA 2@ Yol thék B3 9] A
H o] A7l HS ¥ BA X 'L’ﬂ <1 2] MPDU(MAC protocol data unit) 3=,
YE<= BlockAck AAD BFY] 59| 3t o] & A A 3= AN A A 7} al gk
=, W
Al 15 3ol lofA,

G AN AR =,
Bl xge), t2d ey xyo), x2d v 29, A% @
A E ZU L A2 8 e A-AF S ZE Y 59
ol el 3 A}, Bz

1 BA & 9] W] BA Ao B=o) 2£3u A, &
A7) &R EEEEO] Gz LB V]2
Rl Ei &t o] E3Hu] 3=, W,
Al 15 @l 3l 01*1
~}7] BlockAck AAD E}§]-2:
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%371 AAD7} /7] BA Z & 2] MAC 3t ol *E 35+
‘g‘l’é}]BAﬂE"JE@]E% = ot ol e 4=
= 9] shtE A A oh=, W
g3 18] Al 1 Fell lofA,
471 BA ii'ﬂ%]oﬂ el 7] 54 LR EF] 485 7] xeto], A
7] MAC 3t 2] Z & A o] (frame control) A HZ = 1] H 3 ¥ Z <
(protected frame) A B2 == 1| g] Aol¥l 54 glo =2 AE == Wi,
478 19] Al 1 &l 2lofA,
371 BA & 92 47] Al 1 STASZHE 7] Al 2 STAC Al F414 €l
ol ¥l o] tf gk ACK G HE 233}l
7] BA Zd ol thgk Ho o} A 7] AE =, 7] volgol thek B
R Hﬁ} 7] ZJE.Q}?FLH:IQL— H]—HJ
-3 20] st ol e F417] 3
71 st o] e SRl 71 9f A A H sk o] o] ZEAMAE E3eta,
B} o] o] SR A|A =
I 2 eI 7] F6le] RS ¥ 55 ACK(acknowledgement) (BA) 3Z 2|
7] o| Aol AV E B35ty Z,:/\]g}—y.

of

S Jm ox ox O
N

Mo ox

ot
i
g

7] BA Z ¥ Yol 7] Z3}] AAD(additional authentication data)E 4§ Ad &}
. a1l

7] AAD®l 7] Z23to] %7] BA Z | qlell tfgh 55 3} ti= A A AA

o] stif ol g et s A u ],

7] AAD+=, 71 BA Z# 9] 2] MAC(medium access control) 31| Tl o] 3}
= Bt o] Ake] Hof 7], = 4] BA ZH| 1] 4] MAC
tof 3£3HE] = sl o] o] B 47| BA Z# 99 BA Alo] #
Bz BA A E Aol 34 3= s o] o] MEHE V] xEhs, &

O.u

[ 21] T2 EF| 7| F35}0], £5 ACK(acknowledgement) (BA) 3Z #| ¢ o]

AD(add1t10na1 authentication data)E A| 2 22| o] H(STA)°l 2] 8} 4|
st A 2
ADoﬂ 7| z38ko] BZHE BA U2, Al 2 STA o] 3|4 A 1 STA
WGAE Egletal,
%, 72}7 | BA 3Z 9 ¥ 2] MAC(medium access control) &t of] 3£ 3}
}‘Jr o]/l HEof 7] Zast A, = 44 7] BA Z#H Y 9] 447 MAC

-

1
1_4

fon L oox o £ g1 w1 LM or o oxa
>

FIF - _, _, 0.|_,
o]-)

{0
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Sclol £ = st ool A na
L EEBAYH Ao X¥HES

H
H,

-3 22] st ol e F417] 3
A71 sk ol ] FAl 7] 9F A2 st o] e ZEAMAE E3sta,
A7) Bt o] 4ol LR AA =
EA 2 EFof 7] %x3}to], 55 ACK(acknowledgement) (BA) 3Z #| ¢ o]
ol 3+ AAD(additional authentication data)E A A 5FaL; 2
71 AADO) 7] Z5te] B3 ¥ BA ZH| Y2, A7) sk o] 417
& S5t $Alst S A =,
271 AAD, %71 BA Z 2| ¢ ] MAC(medium access control) 3] Tl o] 33}
Y= st ol Ake] ol V| e, = 4] BA 2# 9 9] 4] MAC
gltlel E3tE = sk o] g el AEEE H 47| BA ZH 19 BA Alo] &
T = BAAR o X3y = g o] o] ME ) Y FEhE, A
A,

-3 23] st ol e ZEAAM E
A7) Bh o] Ae] SLEA|AM O &2 7hs sk Al AA Y AL, V] Sh o] 4
SZRAA Ol o] &l Aol v|wksto], Al 1 & ] A 19 3 F o] = g3
of & W& alsty] g WE 5EE& A sk sk o] e A5 )
B & xgels, T2AA A

73 24] st o] o] EZE Ao o 1 AsEo] A1 WA A 19 T F o=

ol & W & et 5 Alo] st skt o] o] WE S A sk

L} o] 42l B]-A Al 4 (non- trans1tory) AFEE dE7 s v A,



WO 2025/101024

T

i(E

%Of

Ql N
(] ()
[aV] [qN]
) )
( (
et
= =
i o
<l | A =
=
S | =
N [}
C\l —_———
= | un
=
=~
<F
4o
un
=
=
<F
<l 40
fans)
o 55
™ o
= | —
~— uln
= P
== o
|| o
(=] &=
)
[aN] <
= =

206

106

1/16

PCT/KR2024/017743



2/16

WO 2025/101024 PCT/KR2024/017743




3/16

PCT/KR2024/017743

WO 2025/101024

e}l

=

=] KIO oD ol

o ol R H
\ [ o 1 4
a _ [ _ [ | [ _ [
NI
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ _ _ _ | _ _ _
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
| wmol @l L o |

__-A - - -
_ [ I KO ol | T ul| | I KO ol |
O 00 o o[l ! od| olo|! ! od| oalo|!
) mi|l Kol Kol a @ = =
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ [ _ [ | [ _ [
_ _ _ _ | _ _ _
_ [ _ [ | [ _ [
| | . | _
<C _ \ AN \ A \ AN \ A
@[] I T 1 ]

— l <P} <t

o o o o

dp) A 15 175}



[

4/16

PCT/KR2024/017743

WO 2025/101024
54]
DIFS
station,
station,
busy
station,—y >
station,
station,
busy | B & OHAl AdotE HI Al
MACOIA THZ! =& bo, | &0 WRI Al
55]
: DIFS
' RTS DATA
STA] ~ O SIFS SIS SIFS
e T
STA2 ! DIFS,
|
] NAV(RTS) 1]
STAS | | NAVICTS) -
|

W



5/16

WO 2025/101024 PCT/KR2024/017743

e
FCS

PAD

4 0-791

PPOU E1

2
Q0S

DATA

PSOU

MNHIA

SIG

LTF

STF
]
3
0




6/16

PCT/KR2024/017743

WO 2025/101024

(eqi1 208 3331)RE NGdd 8L 11

Y Bk AT |eee| 408 41511 g || 9T | A1 47|
- ~ % 8 sy 58 sy s 18 s18
20 120 WICE 411419 B &F
2pic 25 4118
(0011208 3331 )i6E N0dd (W 11D
3 Bl0B AV [l arm | DY ois BN [oIg| 0IS1 | AT 451 | @
b v 7 oy sty gysg sy s o1 o8
20 R WICE 417+ 19 B 2R B ER
SRIC EF 41118
(Xel1"208 3331 )R E NGdd H
N Blol ATH  |eee| AIH | ASH | 8DISH VOISH | B | 9IS 4177 4187 (p)
sy "B EN o8 gy w7y o8 518
2L BR B EF 413
(0811 °208 331 N0dd LKA
w5 . EiEy . o7s g .
gom | B | AUHH A v [ BT am 451 | )
rJ\L ~ \f\lj|j|\/ ~ \J v
gy W BERANM Wy  wg &y &g o 8
(L1208 331)¥6% N0dd I
.. (O ... (O[5 . o1 g g
gop | 2! = RIEN 1A wsw [B] am 451 | @
~ Y A Y Y Y A Y -
st 41714 sydvH 9y s sy o8 o
&l 841 BI0B 8411

(6/e11°208 3331)RE NGdd

eRg 7 a._._w 41 4187 (®)

A
sy of 8 o 8



7/16

WO 2025/101024 PCT/KR2024/017743
58]
STA Ap
PMK 22, Y
SNonce M o
ANonce A4
B AlX| 1: EAPOL-key (ANonce) r 5810
$910
PTK M .
G| AX| 2: EAPOL-key (SNonce, MIC) 5820
PTK M4,
GTK M4
HIAIX] 3: EAPOL-key (MIC, 2Z3HE GTK) -~ 5830
PTK & GTK X%
B AlX| 4: EAPOL-key (MIC) Vs S840
PTK X%

IEEE 802.1X H[O{ & ZE A2%




8/16

WO 2025/101024 PCT/KR2024/017743

[5=9]

8~
A
o | H
= |~
o
oy
ol —_ Eel —
30 2 £
=
) A <r
s £ -
i
o
- —
Q.
\] S —
Q.
'
=
w |8
%> 9 Find
- "” or
= ~ e
B -
et [}
< M
ok
3
v
M -
= —_
N Q.
il AN
Bl | g
g | S &
W=
F E



WO 2025/101024

[5=10]

& MPDU

[
o}

%'l‘

MAC o

CioIH, MIC

——

AAD
24

oF
<

ok

cow BlC
E¥

CiolE

TK

PN

Il

9/16

PCT/KR2024/017743



WO 2025/101024

11]

A

A3

A2

Al

FC

(a)

&
or

Qc

A4

sC

A3

Al

N0 EE 6

0 &&= 2

N
&

J
H

&l ol

10/16

To DS

MEEHY

2ES
HaE

pes

-y

=2
=

o8
=
o
0
H

OtA3-0t

PCT/KR2024/017743



11/16

WO 2025/101024 PCT/KR2024/017743

12]
2
=
=]
ol M
™=
m
Fyy
3 Fy
is]
S
5
o
500
< W
by F 3 F F 3 3 F 3
5
L
=
2w Sn
2 St
»
A o F 9
I
= 1l jel
T
ob
w~
=}
=
i
v}




[

-
U

WO 2025/101024

13]

FCS

MIC

ClolEl (POU)

GOWP 8l G

MAC &I

16

=
or

PN5

PN4

PN3

PN2

31 10

Ext
v

B6 B7

B5

BO

®
o

Il 10 ¥

12/16

PCT/KR2024/017743



13/16

WO 2025/101024 PCT/KR2024/017743
[5=14]
A~
2
%
gl
o)
wof
ob
A A &
o
=4
&
o
25 ol
© o
4 * *
! /
uj 2
B ] i
[ : i
2
= X0
=0
= St &
Qg A ? & 4
& o .
= Kio
o =
Q-
-, A F 3
%%‘ ;/w
”%,%%% ﬁffw
w%\&% f’ﬁ
3
%
oM
e =
= g =




14/16

WO 2025/101024 PCT/KR2024/017743
[2=15]
=
s
S
o T
n
Fy
A Yy
)
2
o]
0
S
o A A & A
WS
g
F 3 L
ol | =l T
=g
T
o
- ~
w2 =)
o & 3
ol ™~ =




15/16

WO 2025/101024 PCT/KR2024/017743

[5=16]

.8
o.
wl |
5
Sl |s|® | &
< 13
wolo.
oY
o
S
=
<l
® |
)] =
i N T H
- O H | =
5 = ok
< (=]
g
THr
“ g mm
i < ;I <
=
- =) o
= e ~IH = H
o Sl iem ™ |om| ®
¥y 2 < <
R0 -
=~ A
= 7 — .
& ] o X
g |- 3 R0 oo
= i 2 Ej e Ao
m = -
Z |« mﬁo - u o e ul sl
< = K u EU Al
@ w al ¥ us
3l XN z3
X —
]:HO
— o & 31 H w0 N Ul
m W oy wi RO ul L
I D_-{Eﬁ - 5 |« k=) =) mﬁm mm
S wl < | W X | = 2 ex
2 |H 2 =] ox oz
wo| e r = = <2
m ji ] S =
0 =
T | H |«
ok
A
S =}
=) S ]
&3 5 =4 [ "‘tam
Sl T |« <l <l Adrl| H
o < i ] 24| o
UE = E - m | @
go| ™ gro| ™ sZl| o | &
3 = TEI|lF
o W <] <] a-| 2
T N H | - ar
t”"-z ok Tr wr ar
W n
A\
Gl = i = U3 ® o X
0|f u"] ) B~ o c<§ [}'r g{_g or
2 uj M H 8 X
o Al ul 3§ uj o ul e
o &l g Mo
x =) =) 21 <
5 < RO RO g g0
& o ol < R0 o
@ b= P %Eﬂf



16/16
WO 2025/101024
[5=17]
_s1710
=3 DzeD() JIZH0 $58 2 gA TS
X 2 STACE2E 44
$1720
BA TN JIE50] MDE MM e
~ S1730
I OIS A

BA a0l CHEt =58 L= RZFH ZA B9

[5=18]
I S1810
=x D3 IR0 BA T (S MDE MM
f $1820
ADOI VIS0l EEE BA ZTHAS K 1 STAUN S -
[5=19]
I Q
(a) i saoa A TA
=6 2 6 6 6
Qi
(b) i sa0/& RA T BA H0f
e 2 6 6 6 2
i o
() S sa0/& RA TA B mE
1 2 6 6 6 i)

PCT/KR2024/017743



INTERNATIONAL SEARCH REPORT

International application No.

PCT/KR2024/017743

A. CLASSIFICATION OF SUBJECT MATTER

HO04W 12/106(2021.01)i; HO4W 12/04(2009.01)i; HO4L 1/1812(2023.01)i; HO4L 1/1829(2023.01)i; HO4W 84/12(2009.01)i;
HO04L 1/1607(2023.01)i; HO4L 1/00(2006.01)i; HO4W 12/037(2021.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

H04W 12/106(2021.01); HO4W 12/037(2021.01); HO4W 12/06(2009.01)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Korean utility models and applications for utility models: IPC as above
Japanese utility models and applications for utility models: [PC as above

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

eKOMPASS (KIPO internal) & keywords: control frame, BlockAck(BA), protection, key, Broadcast/multicast integrity
protocol(BIP), integrity, security, attack, Message integrity code(MIC), subfield, additional authentication data(AAD), MAC,

header
C. DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 2022-0132306 Al (APPLE INC.) 28 April 2022 (2022-04-28)

Y See paragraphs [0081]-[0103]; and figures 5-6. 1,13-16,20-24

A 2-12,17-19
ASTERJADHI, Alfred et al. Thoughts on Secure Control frames. IEEE 802.11-23/0312r0. 14 May 2023.

Y See slides 8-10. 1,13-16,20-24
PATIL, Abhishek et al. Resolution for CIDs related to Protected BA Procedure. IEEE 802.11-22/0082r3.
20 January 2022.

Y See page 3. 15-16
PATIL, Abhishek et al. MAC header protection. IEEE 802.11-23/0356r1. 04 June 2023.

A See slides 2-10. 1-24
CHU, Liwen et al. Security Enhancement Follow Up. IEEE 802.11-23/1102r0. 14 September 2023.

A See slides 2-10. 1-24

DFurther documents are listed in the continuation of Box C.

See patent family annex.

*  Special categories of cited documents:

«A” document defining the general state of the art which is not considered
to be of particular relevance

“p” document cited by the applicant in the international application

«“g» earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or other
means

«p” document published prior to the international filing date but later than

the priority date claimed

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

w

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

D&

Date of the actual completion of the international search

20 February 2025

Date of mailing of the international search report

21 February 2025

Name and mailing address of the ISA/KR

Korean Intellectual Property Office
Government Complex-Daejeon Building 4, 189 Cheongsa-
ro, Seo-gu, Daejeon 35208

Facsimile No. +82-42-481-8578

Authorized officer

Telephone No.

Form PCT/ISA/210 (second sheet) (July 2022)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/KR2024/017743

.Pate.tnt document Publication date Patent family member(s) Publication date

cited in search report (day/month/year) (day/month/year)
uUs 2022-0132306 Al 28 April 2022 CN 114501453 A 13 May 2022
EP 3989523 Al 27 April 2022

EP 3989523 Bl 13 March 2024

uUsS 12058516 B2 06 August 2024

Form PCT/ISA/210 (patent family annex) (July 2022)



= A AR LA A =AW B
PCT/KR2024/017743

A, 2R £ IS EFFAEIHEFUAPC)

HO04W 12/106(2021.01)i; HO4W 12/04(2009.01)i; HO4L 1/1812(2023.01)i; HO4L 1/1829(2023.01)i; HO4W 84/12(2009.01)i;
HO04L 1/1607(2023.01)i; HO4L 1/00(2006.01)i; HO4W 12/037(2021.01)i

B. ZALE Bok

k

e

ZA A AR AGFA S E/FE 714D

H04W 12/106(2021.01); HO4W 12/037(2021.01); HO4W 12/06(2009.01)

ZAE ] 2R ool Bott HAEd o199 £8
FEHAGANTH B TN AT R AL H 2 T-T gl 7] A€ 1PC
QEEZH ST R B QEFINIGANF R 2ALE HaT Al 7] 42 IPC

SA| Yol ol 5 A4 dlo] Eulo] ~ (Aol 6 W] o] 37 2 4 o] STk 4 )

eKOMPASS(53] 4 W5 7 WA 2 Eé]) & 71 9] =.: control frame, BlockAck(BA), protection, key, Broadcast/multicast integrity

protocol(BIP), integrity, security, attack, Message integrity code(MIC), subfield, additional authentication data(AAD), MAC,
header

C. #4853

G ECE FEUH % v A e 7)) Bl 47

US 2022-0132306 Al (APPLE INC.) 2022.04.28

Y 2} [0081]-[0103]; B &= 5-6 1,13-16,20-24

A 2-12,17-19
ALFRED ASTERJADHI -, ‘Thoughts on Secure Control frames’, IEEE 802.11-23/031210, 2023.05.14

Y £ o] = 8-10 1,13-16,20-24
ABHISHEK PATIL 5, ‘Resolution for CIDs related to Protected BA Procedure’, IEEE 802.11-22/
0082r3, 2022.01.20

Y Ho]A] 3 15-16
ABHISHEK PATIL 5, "MAC header protection”, IEEE 802.11-23/0356r1, 2023.06.04

A Zd}o] = 2-10 1-24
LIWEN CHU -5, “Security Enhancement Follow Up’, IEEE 802.11-23/1102r0, 2023.09.14

A Zd}o] = 2-10 1-24

(=7t &a10) colzel 71 Aa510) gk, [7] wessiel et @2 gzsaale

«olew Bale E9 Jle| el
“Av EWHE] #Ho] gl Ao R Holk ¢

A o] sl BHl PAE S

rir
e
2
N
ro
X
ly
&
e
tlo
Hl
B
il
40,
o 12
i
i
o
2,

D B A E oA F 0] A47 T CERIE R

B wAEULET e S0Y B2 LS VY HAHAZUY o 2wel prele] 9 Bal oW Bdl shubvo @ Fy uiy o)
o] Fof TP MEL EEES TH N4 B R E A o] i Ao @ B,

L AT el o8 A7 e F i vhe 9l g A L S Beo] gls Fal alt T alo] s} o] Ae] o)
B S ThE EUE ol (ol 4% BA)E Was arel Y FHT ol AL B o welol 5 e
Slas i FAvzEshs 442 1 23] Fdatel Al Ay e 45

al At e gl e 2 W) oA o g B
OF AL AL, ) B e 2Ee QF ek 9t BT URE AR E Ao w S
P A o) Fol FAHYO ZAZAY oA AR ER & TALASEATA Hehe
A ARl A SR AR A
2025302-¥20Y (20.02.2025) 20251302-¥21Y(21.02.2025)
ISA/KR®] H3 9 $AFA AL
e 554
(35208) ) A F A AT HALZ 189, 45 (4T, FA=
AR AHAD
M2 1 5 +82-42-481-8578 2 3} 3. +82-42-481-5709

XA PCT/ISA/210 (- A 27y (20223 78)




= A FAFR 3L A

S kil

SESd B AR
R 3 PCT/KR2024/017743
A Z AL H LA o] & - = a -

b F719) g5 2 F719)
US 2022-0132306 A1l 2022/04/28 CN 114501453 A 2022/05/13
EP 3989523 Al 2022/04/27
EP 3989523 B1 2024/03/13
2024/08/06

US 12058516 B2

A12] PCT/ISA210 (H]-5-5-3] F=7F8-#]) 20221 79)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - claims
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - wo-search-report
	Page 76 - wo-search-report
	Page 77 - wo-search-report
	Page 78 - wo-search-report

