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OBJECT STORAGE BACKED FILE SYSTEM
BACKGROUND
[0001] The disclosure generally relates to the field of data processing, and more particularly to
file systems.
[0002] Many cloud storage solutions have adopted object storage as the storage paradigm.
Instead of a hierarchical namespace of folders or directories, object storage typically has a flat
namespace. The object storage is an abstraction that is independent of the underlying storage
hardware and storage software. An account is associated with a logical container (e.g., a bucket), and
the logical container contains variable sized objects in accordance with the configuration of the logical
container. For instance, the container configuration can establish a maximum size of the container,
unlimited object size, etc. Each object can hold data and metadata.
[0003] The objects in object storage are accessed with a web based service. The web based
service may comport with the simple object access protocol (SOAP), the Representational State
Transfer (REST) architecture, etc. For instance, objects in object storage can be accessed with
requests defined by the Hypertext Transfer Protocol (HTTP) in accordance with the REST
architecture. This allows scalability and access that is independent of location.
[0004] Although object storage offers scalability and flexibility, many deployed applications
and/or systems have been created to interact with a file system. Thus, these applications/systems
generate file system commands as defined by a particular protocol, such as the Portable Operating
System Interface (POSIX) and server message block/common Internet filesystem (SMB/CIFS).
BRIEF DESCRIPTION OF THE DRAWINGS
[0005] Embodiments of the disclosure may be better understood by referencing the
accompanying drawings.
[0006] Figure 1 is a conceptual diagram that depicts an example hierarchical file system
namespace encoded into object storage with namespace objects by an object storage backed file
system.
[0007] Figure 2 is a conceptual diagram that depicts an example move of a directory in an object
storage backed file system.
[0008] Figure 3 is a flowchart of example operations for processing a file system command from
a client of a file system.
[0009] Figure 4 is a flowchart of example operations for processing a response from object
storage for a file system command.
[0010] Figure 5 depicts a flowchart of example operations for instantiating object based
operations that form a transaction to create an inode object and a namespace object for a file system

entity.
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[0011] Figure 6 depicts a flowchart of example operations for instantiating object based
operations that form a transaction for file system commands that change a hierarchical file system
namespace.

[0012] Figure 7 depicts an example deployment of an object storage backed file system across
virtual machines and physical machines.

[0013] Figure 8 depicts an example computer system with an object storage backed file system
with dual backing objects.

DESCRIPTION

[0014] Terminology

[0015] A file system includes the data structures and methods/functions used to organize file
system objects, access file system objects, and maintain a namespace of the file system. File system
objects include directories and files. Since this disclosure relates to object storage and objects in
object storage, a file system object is referred to as a “file system entity” instead of a “file system
object” to reduce overloading of the term “object.” Thus, an “inode object” in this disclosure is not the
data structure that represents a file in a Unix® type of operating system.

[0016] This description also uses “command,” “request,” and “operation” in a manner to reduce
overloading of the terms. Although these terms can be used as variants of a requested action, this
description aligns the terms with the source domain of the requested action. The description uses
“command” to refer to a requested action from a client and as defined by a file system protocol. The
description uses “operation” to refer to a requested action by the object storage backed file system.
The description uses “request” to refer to an action sent to an object storage.

[0017] Overview

[0018] Although object storage is being offered as a highly scalable, geographically distributed
storage solution, many applications and/or systems have been created to interact with established file
systems, such as a distributed file system in accordance with the network file system (NFS) protocol
used with a Unix type of operating system. To leverage the attributes of object storage for these
applications/systems, an object storage backed file system can accept the established file system
commands from the applications/systems (hereinafter clients) and transform the file system
commands into requests that target object storage. The file system is “backed” by object storage
because attributes and content of file system entities are stored in objects. For instance, content data
and metadata of a file are stored in objects in object storage. This object storage backed file system
can be considered a bridge between a client perceived hierarchical file sy stem namespace and a flat
namespace of an object storage.

[0019] To bridge the gap between the hierarchical and flat namespaces, the object storage backed
file system (“OSFS”) creates and maintains two objects in object storage for a file system entity. The

objects include a namespace object and an inode object. The OSFS uses the namespace object to
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efficiently carry out file system commands and encode the file system namespace into object storage.
With the dual objects, namespace commands (e.g., moving a file system entity or renaming a file
system entity) can be carried out inexpensively. The OSFS uses the inode objects as the file system
entities. For instance, an inode object will be created for a file system entity with metadata and file
data, if relevant, of the file system entity. This object is referred to as an “inode” object because the
object key is derived from the inode number of the file system entity.

[0020] The OSFS also includes a file system cache mechanism (“OSFS cache”) to bridge the gap
in performance of an object storage and local storage. The OSFS transforms file system commands
into object storage operations, and submits the object storage operations to the OSFS cache. Since a
file system command can hook into multiple object storage operations, the OSFS can present # object
storage operations to the OSFS cache to perform as a transaction. Once submitted to the OSFS cache,
the transaction is considered “in-flight” until a response is received from the OSFS cache. The OSFS
maintains a log of the in-flight transactions (“transaction log™), which can be used in failover
scenarios or writer re-assignment. After receiving a transaction, the OSFS cache generates object
storage requests based on the object storage operations of the transaction. The semantics of the object
storage operations align with the semantics of the object storage requests. The OSFS cache
communicates the object storage requests to object storage. In addition, the OSFS cache determines
whether the object storage operations can be satisfied from cached data. With the OSFS cache, the
OSFS can respond to clients with locally stored data for many file system commands. And the
encoding of the hierarchical namespace into namespace objects allows for a consistent view of the file
system namespace across clients, regardless of how the clients access the object storage.

[0021] Example [lustrations

[0022] Figure 1 is a conceptual diagram that depicts an example hierarchical file system
namespace encoded into object storage with namespace objects by an object storage backed file
system. In Figure 1, a software stack runs on a host device in communication with a host device of a
client 103 that generates file system commands and in communication with devices that provide
access to storage devices that form an object storage 113. The software stack includes a virtual file
system switch (VFS) 105, an object storage backed file system (OSFS) 107, an OSFS cache 109, and
an object storage adapter 111.

[0023] The OSFS 107 creates and manages objects in the object storage 113 to present a
hierarchical file system namespace 101 (“file system namespace”) to the client 103. The hierarchical
file system namespace 101 includes a number of directory levels, directories, and files. But Figure 1
only depicts a few of the levels. The depicted portion of the file system namespace includes a root “/”
and a single child directory of the root “HOME.” The HOME directory includes child directories
DEPTI and DEPT?2. The directory DEPT]1 includes a file PEOPLE and directories REPORTS and



10

15

20

25

30

35

WO 2017/053916 PCT/US2016/053615

STATS. The directory REPORTS includes a file REPORTX. The directory DEPT2 also includes a
file PEOPLE and a directory STATS.

[0024] File system commands to create and manipulate the entities of this file system originate at
the client 103. The file system commands can be defined by any one of a variety of network file
system compatible protocols. Examples of the protocols include the Portable Operating System
Interface (POSIX), server message block/common Internet file system (SMB/CIFS), and an SMB
protocol variant (e.g., Samba). The client 103 in Figure 1 generates a file system command 115. The
VFS 105 receives the file system command 115 and forwards the file system command 115 to the
OSFS 107. The VFS 105 may process the file system command 115 to some degree and pass the
result of the processing to the OSFS 107. For instance, the VFS 107 may access its own directory
cache and inode cache to resolve a name of a file system entity to an inode number corresponding to
the file system entity indicated in the file system command. This information can be passed along
with the file system command to the OSFS 107.

[0025] The OSFS 107 transforms the received file system command 115 into a file system
transaction 121. The OSFS 107 determine a set of n object storage operations that implement the file
system command 115 in object storage. The object storage operations are defined methods or
functions that conform to object storage semantics, for example specifying a key value parameter. The
OSFS 107 instantiates the object storage operations based on the parameters of the file system
command 115 and any other information provided by the VFS 105. The OSFS 107 forms the file
system transaction 121 with the object storage operation instances. The OSFS 107 may also perform
additional actions in addition to instantiating the object storage operations. In the case of creating a
file system entity, for instance, the OSFS 107 determines a new inode number for the file system
entity and may convert the inode number from an integer value to an ASCII value, which could be
used as a parameter value in an object storage operation used to form the transaction. The OSFS 107
submits the transaction 121 to the OSFS cache 109 and records the transaction 121 into a transaction
log 123. If another node takes over for the node (e.g., virtual machine or physical machine) hosting
the OSFS 107, then the transaction log 123 can be replayed.

[0026] The OSFS cache 109 attempts to fulfill file system transactions with locally stored data. If
a transaction cannot be fulfilled with locally stored data, the OSFS cache 109 gencrates object storage
requests 125 (or a preliminary form of an object storage request that is finalized by the object storage
adapter) based on the object storage operation instances that form the file system transaction 121. The
OSFS cache 109 communicates the object storage requests 125 via the object storage adapter 111,
which conforms to a particular object storage implementation. For instance, the object storage adapter
111 may manage connections with an object storage.

[0027] The object storage 113 provides responses 127 to the requests 125. These responses travel
up the software stack. The responses 127 are processed by the object storage adapter 111 and then
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passed to the OSFS cache 109. The OSFS cache 109 generates a transaction response 129 based on the
responses 127, and communicates the transaction response 129 to the OSFS 107. The OSFS 107
updates the transaction log 123 to remove the transaction corresponding to the transaction response
129. The OSFS 107 generates a file system command response 131 based on the transaction response
129, and passes the response 131 back to the client 103 via the VFS 105.

[0028] As stated earlier, the object storage 113 includes the namespace objects and inode objects
that correspond to the depicted hierarchical file system namespace 101. The namespace objects and
inode objects result from the commands, operations, and requests that flowed through the software
stack. As depicted, each file system entity in the hierarchical file system namespace 101 has a
namespace object and an inode object. Below is a table that identifies the relationships among file

system entities, namespace objects, and inode objects as depicted in Figure 1.

Object Namespace
File System Entity Elements | Object Inode Object
key / 1
/ attributes of
metadata /-->1 file system
key 1/HOME 4
type = dir;
<permissions;
userid;
/HOME groupid,; links;
metadata 1I/HOME-->4 | dates>
key 4/DEPT1 5
type = dir;
<permissions;
userid;
/HOME/DEPT1 groupid, links;
metadata 4/DEPT1-->5 | dates>
key 5/PEOPLE 7
type = file;
<permissions;
userid;
groupid;
/HOME /DEPT1/PEOPLE metadata 5/PEOPLE-->7 | dates>
content <personnel
data <emply> data>
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key 5/REPORTS 8
type = dir;
<permissions;
userid;
/HOME /DEPT1/REPORTS 5/REPORTS-- | groupid; links;
metadata >8 dates>
key 5/STATS 9
type = dir;
<permissions;
userid;
/HOME/DEPT1/STATS groupid, links;
metadata 5/STATS-->9 | dates>
key 4/DEPT2 6
type = dir;
<permissions;
userid;
/HOME/DEPT2 groupid, links;
metadata 4/DEPT2-->6 | dates>
key 6/PEOPLE 10
type = file;
<permissions;
userid;
6/PEOPLE-- groupid;
/HOME/DEPT2/PEOPLE metadata >10 dates>
content <personnel
data <emply> data>
key 6/STATS 11
type = dir;
<permissions;
userid;
/HOME/DEPT2/STATS groupid, links;
metadata 6/STATS-->11 | dates>
HOME/DEPT2/REPORTS/REPORTX key 8/REPORTX 326
8/REPORTX-- | type = file;
metadata >326 <permissions;
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userid;
groupid;
dates>
content
data <emply> <report data>

Table 1: Relationship between file system entities and backing objects

As can be seen from Table 1, the inode objects include metadata that preserves attributes of the file
system entities backed by the inode objects and indicates the type of file system entity. In table 1, the
value “dir” is used to indicate that the inode object backs a directory file system entity and the value
“file” backs a file. The attributes of the file system entity can be stored as a string assigned to a single
metadata field, but custom fields can also be defined for each attribute or groups of attributes.

[0029] The namespace objects have keys that conform to a “<parent_inode#>/<entity_name>”
format as previously explained. Each namespace object encodes an association or mapping of the
“<parent_inode#>/<entity name>" to the key of the corresponding inode object. In other words, the
namespace object encodes a mapping of the “<parent_inode#>/<entity _name>" to the inode number
of the file system entity. For instance, the file PEOPLE in the directory DEPT1 has a namespace
object with a key “5/PEOPLE” because the encapsulating directory DEPT1 has an inode number 5.
Likewise, the file PEOPLE in the directory DEPT2 has a namespace object with a key “6/PEOPLE”
because the encapsulating directory DEPT2 has an inode number 6. Since each file system entity has a
unique inode number generated by the OSFS, the combination of the encapsulating directory inode
number and name of a file system entity efficiently conforms to namespace constraints of uniqueness
within a directory. In other words, the files named “PEOPLE” conform to namespace constraints
because they exist in different encapsulating directories and uniqueness of the two file system entities
is compactly expressed with an inode number and name instead of, for instance, the entire pathname.
This significance becomes more apparent when considering the hierarchical file system namespace
101 can have millions of file system entities across hundreds of levels. The efficiency of this compact
representation also becomes apparent when considering file system commands that impact
namespace, such as a move or rename.

[0030] Figure 2 is a conceptual diagram that depicts an example move of a directory in an object
storage backed file system. Figure 2 refers to the hierarchical file system namespace 101 and the
object storage 113 from Figure 1. For this illustration, the client 103 has submitted a file system
command to move the directory /REPORTS from the encapsulating/parent directory DEPT1 to the
directory DEPT?2. Prior to instantiating object storage operations that effectuate the move, the OSFS
107 will instantiate object storage operations to validate the file system entities identified in the file
system command — the two directoriecs REPORTS and DEPT2. To validate, the OSFS 107 will
instantiate file system operations with the inode numbers of REPORTS and DEPT2. The VFS 105



10

15

20

25

30

35

WO 2017/053916 PCT/US2016/053615

will have extracted the inode numbers from the client submitted file system commands and passed the
inode numbers to the OSFS 107. The OSFS 107 can be designed to resolve a directory name to an
inode number using its own directory structure in the case that the OSFS 107 receives a directory
name instead of an inode number. When instantiating the validation object storage operations, the
OSFS 107 may also convert the inode numbers from an integer to a character representation of the
integer and use the character representation in the object storage operation instances, depending upon
the key requirements of the targeted object storage. The validation operation instances can be
inexpensive operations to confirm the existence of objects in object storage with the inode number
based keys. So, the validation operations can eventually be transformed into object storage requests
that fetch metadata of the objects identified by the object keys “8” and “6”. With this metadata, the
OSFS 107 determines that the file system entities are backed by objects and that the destination of the
move (i.c., DEPT?2) is a directory with the metadata of object “6.”

[0031] The actual move (illustrated with arrows labeled 201) is implemented with object storage
operation instances transformed into object storage requests that create a new namespace object for
the REPORTS directory and delete the old namespace object. The OSFS 107 creates a new
namespace object with a key “6/REPORTS” and metadata that indicates “6/REPORTS” maps to
inode object “8,” as depicted in Figure 2. After confirmation that the new namespace object has been
created, the OSFS 107 deletes the namespace object “5/REPORTS.” As illustrated in Figure 2, the
move completes without creation of any new inode objects and without change operations rippling
through the children of REPORTS. The OSFS 107 therefore avoids generating numerous operations
instances and object storage requests to change all of the child entities. The OSFS avoids creating new
objects for all child entities of the REPORTS as it would if object keys encoded entire paths for each
object.

[0032] A rename presents another illustration of the efficiency of this dual object paradigm when
manipulating entities in a hierarchical file system namespace backed by objects. The OSFS 107 can
rename an entity with few actions. Figure 2 depicts a rename of the directory HOME to AGENCY,, as
illustrated with arrows labeled 203. As with most file system commands, the OSFS 107 will first
validate the file system entities relevant to the file system command. For the rename, validation will
include confirmation that the backing inode objects exist and that the new name does not violate
namespace constraints. The OSFS 107 or the VFS 105 can validate the new rename, for example, by
confirming that the root does not encapsulate another entity with the same name and that the
characters of the new name are valid ASCII characters. After validation, the OSFS 107 instantiates
object storage operations that create a new namespace object “1/AGENCY” and delete the namespace
object “1/HOME.” The OSFS 107 creates the namespace object “1/AGENCY” with metadata that
indicates the association of “1/AGENCY” with “4,” which is the object key for the backing inode

object. So, the OSFS 107 can implement a file system command that renames a file system entity in
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object storage by creating and deleting a single namespace object. Again, the OSFS 107 can avoid
traversing all of the file system entities encapsulated by HOME to update the path to indicate
AGENCY.

[0033] With the general organization of dual backing objects per file system entity established
from the example conceptual illustrations, the following flowcharts in Figures 3-6 provide example
operation flows for the OSFS. Figures 3-4 depict example operations for processing input file system
commands and providing file system command responses. Figures 5-6 provide example operations to
form transactions from object storage operation instances. The description of the Figures 3-6 refer to
the OSFS performing the example operations for consistency with Figures 1 and 2. The description of
Figures 3-6 also employs example names of object based storage operations (e.g., function, methods,
procedures, etc.) to help explain the disclosure. The scope of the claims is not limited to a particular
implementation because of the reference to the OSFS performing the operations and/or the chosen
naming of object storage based operations. OSFS implementations can vary with platforms and
developer choices (e.g., choice of programming language; separation of functionality into libraries,
functions, etc.; implantation as a loadable kernel module; implementation as a user space file system;
ete.).

[0034] Figure 3 is a flowchart of example operations for processing a file system command from
a client of a file system. An OSFS processes file system commands originating from a client. As
stated earlier, the OSFS may receive a file system command with additional information (inode
numbers) provided by an intermediary (e.g., virtual file system). The OSFS performs these example
operations to implement the file system command (e.g., a Unix type of file system command) on
objects in object storage that back the file system entities. Implementing a file system command
involves transforming the file system command into object storage requests. Since a single file system
command can explode into multiple object storage requests, the OSFS imposes atomic constraints on
the object storage requests. A file system command does not complete successfully unless all of the
corresponding object storage requests complete successfully. For these example operations, atomicity
is enforced with transactions.

[0035] At block 301, the OSFS receives a file system command. The OSFS can receive the file
system command via inter-process communication, a function invocation, etc. A file system command
can generally be classified as one that creates a file system entity (e.g., mkdir), one that moves or
renames a file system entity (e.g., mv), one that deletes a file system entity (e.g., rmdir), one that
provides a view of a file system (¢.g., Is), or one that specifically modifies metadata of a file system
entity (e.g., chmod). A file system command categorized as specifically modifying metadata of a file
system entity is distinguished from the file system commands that change metadata, but have a

different primary purpose.
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[0036] At block 303, the OSFS determines an object storage based operation(s) hooked into the
file system command. The OSFS can use handlers (i.c., software components that “handle” function
calls). The handler structure can vary, but generally includes operations that correspond to object
storage requests and supporting operations. For instance, an object storage based operation
ReadObjectMetadata can correspond to a HEAD request. The ReadObjectMetadata operation is
defined with parameters that correspond to the expected parameters of the HEAD request. Supporting
operations include operations that facilitate instantiating object based operations (e.g., populating the
parameter values for the object based operation). Examples of these supporting operations include
operations to generate a new inode number, construct an object key, and generate a character
representation of an inode number. Some supporting operations are themselves object based
operations. For instance, a handler can include validation operations that ensure the existence of
backing objects in object storage. The validation operations can involve checking metadata of objects.
[0037] Each file system command can resolve to a handler for that file system command. For
example, the file system command may be ‘mkdir.” Typically, this would invoke a call to a function
‘mkdir’ as defined by an interface (e.g., POSIX). Instead, the OSFS will resolve the command to a
mkdir handler that generates one or more object storage based operations to implement the file system
command. An example mkdir handler can include operations to validate the existence of the object
backing a destination directory identified in the pathname specified for the mkdir command and to
validate the requested directory name. To validate the destination directory, the mkdir handler
includes a ReadObjectMetadata operation that uses the inode number of the destination directory as a
parameter value that will be used as a key for the HEAD request. A VFS may pass the inode number
of the destination directory to the OSFS, or the OSFS can maintain a directory table to resolve names
to inode numbers. To validate the requested name, the mkdir handler can include operations to extract
the requested name from the received file system command parameters and construct a key with the
destination directory inode number and requested name. The OSFS can use the ReadObjectMetadata
operation with the constructed key. A “successful” result would indicate that the name is already in
use in the destination directory and is therefore unavailable. The mkdir handler also includes
operations to create the inode object and the namespace object for the directory being created. The
mkdir handler can include a CreateObject operation, which corresponds to a PUT object storage
request, for each object to be created.

[0038] At block 305, the OSFS instantiates the object storage based operations based on the file
system command parameters. The file system command parameters may specify file system attributes
in addition to a pathname and entity name. Continuing with the mkdir command as an illustrative
example, the mkdir handler would instantiate the ReadObjectMetadata operation with the inode
number of the destination directory as a key parameter value and instantiate the ReadObjectMetadata

with the constructed “<destination_dir_inode#>/<requested_name>" key parameter value. To create
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the inode object of the directory being created, the mkdir handler would instantiate the CreateObject
operation with the new inode number generated for the directory being created as the key parameter
value and with any attributes from the file system command parameters as a metadata parameter value
(e.g., ownership mode). As previously stated, the semantics for object metadata fields can vary. Thus,
the parameter semantics for the object storage based operations would correspond to the object
metadata field semantics. To create the namespace object, the mkdir handler would instantiate the
CreateObject operation with the key parameter value “<destination_dir_inode#>/<requested name>"
and a metadata field parameter that associates “<destination _dir_inode#>/<requested _name>" with
the inode object key.

[0039] At block 307, the OSFS determines whether the object storage based operation instances
include dependencies among them. For instance, object creation operations may be dependent upon
validation operations. If the object storage based operation instances have dependencies, then control
flows to block 309. Otherwise, control flows to block 321.

[0040] At block 321, the OSFS creates a file system transaction with the instantiated object
storage operation(s). To conform to the property of atomicity, the OSFS identifies multiple object
storage based operation instances for a file system command as a single transaction. If the transaction
does not complete successfully, then the file system command does not complete successfully.
Creating the file system transaction can include generating a transaction identifier and associating the
generated transaction identifier to the object based instances that form the transaction.

[0041] At block 325, the OSFS records the file system transaction into a transaction log. The
OSFS can record the transaction identifier into the transaction log, and use the transaction identifier as
a reference to determine the operation instances that form the transaction. The OSFS may also record
the constituent operation instances into the transaction log in association with the transaction
identifier.

[0042] At block 327, the OSFS submits the file system transaction to the OSFS cache. To submit
the file system transaction to the OSFS cache, the OSFS can communicate the file system transaction
identifier to the OSFS cache. The OSFS cache can use the transaction identifier as a reference to
obtain the constituent operation instances. The OSFS could instead communicate both the transaction
identifier and the constituent operation instances to the OSFS cache with a memory address or with an
encapsulating message, for example.

[0043] If the OSFS determined that the operation instances for a given file system transaction
had dependencies (307), then the OSFS creates a file system transaction for each independent
operation instance at block 309. Although dependencies exist among the operation instances for a file
system command, the OSFS may determine that some operation instances are independent. The OSFS

can create a transaction for each independent operation instance. Although independent among the
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operations instances, an independent operation instance likely still influences a response to a file
system command. The OSFS also records each transaction into the transaction log.

[0044] At block 311, the OSFS submits the file system transaction(s) for the independent
operation instance(s) to the OSFS cache.

[0045] At block 313, the OSFS creates a transaction dependency chain based on the
dependencies among the remaining operation instances. The OSFS determines a root operation
instance and the subsequence dependency (ies) to create the chain. For example, an operation instance
that validates the existence of a file system entity in object storage can be a root transaction for a
dependency chain. An operation instance that validates a name can be a transaction dependent upon
the root transaction, and a set of operation instances that create an inode object and a namespace
object can form a transaction that is dependent upon the name validation transaction. Creation of the
chain can include creating a queue of the transactions, a structure that identifies the transaction
identifiers and dependencies, etc.

[0046] At block 315, the OSFS records the root transaction of the transaction dependency chain
into the transaction log. The OSFS can record the chain into the transaction log as well as the root,
and indications of which transactions have completed within the chain. The OSFS can record
dependent transactions from the dependency chain into the transaction log when its parent transaction
completes. For instance, the OSFS can pop transaction from a first-in-first-out queue when parent
transactions complete. After recording the transaction, the OSFS submits the root transaction to the
OSFS cache.

[0047] Figure 4 is a flowchart of example operation for processing a response from object
storage for a file system command. The OSFS cache will provide responses to the OSFS based on
responses from object storage. In these examples, the object storage responses (¢.g., hypertext transfer
protocol responses) pass through the aforementioned object storage adapter. The responses from the
OSFS cache are tied to transactions previously communicated to the OSFS cache from the OSFS.
[0048] At block 401, the OSFS receives a response from object storage backed file system cache.
The OSFS cache can communicate the response in accordance with the communication technique
used by the OSFS to communicate the corresponding transaction (e.g., inter-process communication,
method invocation, messaging, event driven memory referencing, etc.).

[0049] At block 403, the OSFS determines a transaction identifier from the OSFS cache
response. The response will indicate a transaction identifier.

[0050] At block 4035, the OSFS determines an entry in the transaction log with the transaction
identifier determined from the response. The OSFS determines the entry in accordance with the
transaction log implementation. For example, the transaction identifier may be an index into a hash

table or a key value for accessing a database.
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[0051] At block 407, the OSFS determines whether the transaction of the entry is a validation
transaction. The OSFS use markers or tags to indicate a transaction as a validation transaction. If the
transaction is a validation transaction, then control flows to block 409. Otherwise, control flows to
block 415.

[0052] At block 409, the OSFS determines whether the file system command that was received is
valid. For instance, a failed object storage response for a validation transaction that determined
whether a backing object exists in object storage means the file system command is invalid (e.g., a
specified parent directory does not exist). A successful object storage response to a name validation
transaction means that the name is already in use. Thus, the file system command indicated an invalid
name for an entity to be created. If the file system command is invalid based on the response, then
control flows to block 411. If the file system command is valid based on the response, then control
flows to block 415.

[0053] At block 411, the OSFS generates a file system response based on the determination that
the file system command is invalid. The OSFS creates a file system command response that indicates
an error. The file system response can elaborate on the error (e.g., invalid pathname).

[0054] At block 413, the OSFS communicates the file system response back to the client. The
OSFS may communicate the file system response to the client via one or more intermediaries (e.g.,
VFS, Filesystem in Userspace (FUSE), etc.).

[0055] At block 414, the OSFS indicates the transaction as complete. The OSFS can mark the
transaction as complete in the transaction log and remove the transaction later. Alternatively, the
OSFS may indicate the transaction as complete by removing it from the transaction log.

[0056] If the file system command is valid or the transaction is not a validation transaction, then
the OSFS determines whether the transaction has a dependent transaction at block 415. The
transaction log can indicate transaction dependencies. The OSFS can also maintain a separate
structure of dependency chains indexed by currently in-flight parent transactions. If the transaction
has a dependent transaction, then control flows to block 419. Otherwise, control flows to block 417,
[0057] At block 417, the OSFS generates a file system response for the command corresponding
to the transaction. The file system response is based on the response from OSFS cache and the file
system command. For instance, the response may be an indication of success or may provide other
information (¢.g., a listing of directories or file system attributes specified for file system entities).
Control flows from block 417 to block 414.

[0058] If there was a dependent transaction, then the OSFS determines the dependent transaction
at block 419. The dependent transaction may be recorded into the transaction log. For instance, a log
entry can indicate a transaction and one or more dependent transactions. The OSFS can read the entry

to determine the dependent transaction and update the entry to indicate the dependent entry. If
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dependent transactions are not indicated in the log entry, the OSFS can determine the dependent
transaction with a separate structure used to track transaction dependency chains.

[0059] At block 421, the OSFS records the dependent transaction into the transaction log as an
in-flight transaction. The OSFS submits the dependent transaction to the OSFS cache coincident with
recording the dependent transaction into the transaction log as an in-flight transaction.

[0060] The above examples illustrated with Figures 3-4 refer to the mkdir command to aid in
explanation. To further aid in understanding the disclosure, the readdir command will be used as an
additional illustrative example. In response to a readdir command, the OSFS readdir handler converts
the inode number of the specified directory to a format that can be used as an object key, a character
representation for instance. The readir handler instantiates a ReadObjectMetadata operation with the
object key and communicates the instantiated operation to OSFS cache. A successful object storage
response confirms the existence of a backing inode object for the specified directory. The object
storage response will include metadata of the backing inode object. This metadata includes file system
attributes of the specified directory and an entity type. If the entity type does not indicate directory,
then the OSFS returns an error response to the client (i.e., the client submitted a readdir on a file).
After validation, the readdir handler instantiates a ListObjects operation. For the ListObjects operation
instance, the readdir handler constructs a request parameter from the object key of the directory inode
object. Referring to the namespace depicted in Figure 1, the readdir handler would construct a request
parameter with a value of “5/” for a file system command “readdir /HOME/DEPT1.” This request
parameter would be used as a prefix for searching object keys of the targeted object storage container
(e.g., in a GET request). The object storage response would include metadata of each namespace
objects that has “5/” in the object key. Since the metadata of a namespace object includes a mapping
to the corresponding inode number, the readdir handler has a list of the names and inode numbers for
file system entities directly encapsulated (child, not grandchildren) within the specified directory. The
OSFS can create a readdir response with this information.

[0061] Figure 5 depicts a flowchart of example operations for instantiating object based
operations that form a transaction to create an inode object and a namespace object for a file system
entity. Figure 5 is a generalized flow to show example operations that would be common across file
system commands that create file system entities. Validation operations and some supporting
operations are not described.

[0062] At block 501, the OSFS determines a new inode number (V) for a file system entity being
created with a file system compliant name (NAME). The OSFS extracts NAME from a received file
system command. The OSFS or a preceding component (¢.g., VFS) can determine whether NAME is
compliant (e.g., conforms to length and character restrictions). The OSFS associates a currently

available inode number to NAME and increments the available inode number.
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[0063] At block 503, the OSFS instantiates an object based operation to update metadata in an
inode object of a parent directory of the file system entity to be created. For example, the OSFS
instantiates an operation UpdateParentMetadata with a key parameter value for the parent inode object
and a parameter value(s) for the metadata fields being updated (e.g., links). This can be transformed
by the OSFS cache into a PUT request. This would overwrite the current inode object metadata.
[0064] At block 505, the OSFS instantiates an object based operation to create an inode object to
back the specified file system entity. For example, the OSFS instantiates an operation CreateObject
with a key parameter value derived from N (the character representation of the integer N) and
metadata for the file system attributes specified in the file system command. The CreateObject
instance is transformed by the OSFS cache into a PUT request.

[0065] At block 507, the OSFS instantiates an object based operation to create a namespace
object to back the specified file system entity. For example, the OSFS instantiates an operation
CreateObject with a key parameter value “<parent_inode#>/NAME” and metadata that associates the
namespace object to the inode object. The metadata could be expressed as “<parent _inode#>/NAME
—->N”. The CreateObject instance is transformed by the OSFS cache into a PUT request with the
associated parameter values.

[0066] Figure 6 depicts a flowchart of example operations for instantiating object based
operations that form a transaction for file system commands that change a hierarchical file system
namespace. Figure 6 is a generalized flow to show example operations that would be common across
file system commands that change a hierarchical file system namespace and focus on the namespace
object. Figure 6 also presents example operations for a command that affects multiple file system
entities.

[0067] At block 601, the OSFS receives a file system command that changes a hierarchical file
system namespace. For example, the OSFS receives a mv or chroot command.

[0068] At block 603, the OSFS determines a file system entity(ies) specified by the file system
command. Depending upon the command, the OSFS may extract an entity name and/or determine an
inode number for the file system entity. Specified entities can include a target entity (e.g., a directory
or file to be moved) and a parent directory.

[0069] At block 605, the OSFS instantiates validation operations for the file system entity (ies)
for a validation transaction. The OSFS instantiates a ReadObjectMetadata operation for each
determined file system entity and a key parameter value from the corresponding inode number. All of
the validation operation instances can be grouped as a single transaction since failure of one leads to
an error for the command.

[0070] At block 607, the OSFS begins operations for each target file system entity of the
command. In this example, the operations are represented by blocks 609, 611, 613, and 615.
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[0071] At block 609, the OSFS determines whether the command changes a parent directory of
the target. As examples, a command can move a file system entity into a different parent directory or
create a new parent directory. If the command changes the parent directory of the target, then control
flows to block 613. Otherwise, control flows to block 611.

[0072] At block 613, the OSFS instantiates an object based operation to create a namespace
object to back the target file system entity. For example, the OSFS instantiates an operation
CreateObject with a key parameter value “<new_parent_inode#>/<entity_name>" and metadata that
associates the namespace object to an inode object that backs the target file system entity. The
metadata could be expressed as “<new_parent inode#>/<entity name> —><target inode#>". The
CreateObject instance is transformed by the OSFS cache into a PUT request with the associated
parameter values.

[0073] At block 611, the OSFS instantiates an object based operation to create a namespace
object to back the target file system entity when the parent directory is not changing. For example, the
OSFS instantiates an operation CreateObject with a key parameter value
“<current_parent_inode#>/<entity name>" and metadata that associates the namespace object to an
inode object that backs the target file system entity. The metadata could be expressed as
“<current_parent_inode#>/<entity name> > <target_inode#>". The CreateObject instance is
transformed by the OSFS cache into a PUT request with the associated parameter values.

[0074] Both blocks 611 and 613 continue to block 615.

[0075] At block 6135, the OSFS instantiates an object based operation to delete a current
namespace object that backs the target file system entity. For example, the OSFS instantiates an
operation DeleteObject with a key parameter value “<current_parent_inode#>/<entity name>." The
inode number is known since the current parent directory is one of the specified file system entities.
The DeleteObject instance is transformed by the OSFS cache into a DELETE request with the
associated parameter values. If the object storage supports versioning, then the OSFS can utilize
version numbers.

[0076] At block 617, the OSFS determines whether there is an additional target file system entity
of the file system command. If not, then control flows to block 619. Otherwise, control flows back to
block 607 for selection of the next target file system entity.

[0077] At block 619, the OSFS creates a transaction for creating a namespace object(s) from the
CreateObject instance(s). The OSFS indicates the create namespace object transaction as dependent
upon the validation transaction.

[0078] At block 621, the OSFS creates a transaction for deleting a namespace object(s) from the
DeleteObject instance(s). The OSFS indicates the delete namespace object transaction as dependent
upon the create namespace object transaction. In this example, the delete transaction is dependent

upon the create transaction in case the create transaction fails.
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[0079] Although Figures 5-6 generally encompass creating objects for a file system entity and
forming transactions to modify a hierarchical file system namespace, a few other types of file system
commands that impact namespace deviate to a degree from the example general flow of operations.
Examples of such command types include commands that create a file system (e.g. mkfs) and
commands that delete a file system (e.g., rmfs, destroy, etc.). Creating a file system mostly involves
preparing the storage device(s) that backs the file system and creating bookkeeping data (i.c.,
metadata for the file system). Since the OSFS is backed by an abstraction of the actual storage
device(s), the device preparation aspects for creating a file system (e.g., creating partitions,
formatting, etc.) are not a factor. When creating an object storage backed file system, the logical
container in object storage may be created as part of a create file system type of command if the
logical container was not previously created. An operating system may expose object storage accounts
and/or logical containers in object storage as devices and/or partitions. A file system command to
create a file system may use an exposed object storage account or logical container identifier as a
device identifier. After creation of the logical container that defines the space for the file system, an
inode object is created for a root of the OSFS being created. This root inode object can be considered
a superblock for the OSFS being created. The root inode object has a root key (e.g., “1°) and is created
with file system characteristics metadata. Examples of the file system characteristic metadata includes
a size of the file system, the type of file system (e.g., ext2, ext3, etc.), and block sizes. Although most
of this information may not be used for accessing file system data, the information can be used to
provide responses to file system commands expected to be supported that return file system
characteristic data. In addition to the inode object, a namespace object is created for the root as part of
creating the OSFS. An example of a root namespace object is depicted in Figure 1.

[0080] For a delete file system type of command, the OSFS will delete the logical container that
corresponds to the file system. However, object storage services generally do not allow deletion of
logical containers that are not empty. Therefore, the OSFS will likely instantiate operations to
determine the objects of the logical container that corresponds to the file system, delete the objects,
and then delete the logical container. To determine the constituent objects, the OSFS creates a
transaction with one or more operation instances for obtaining the metadata of the namespace objects
in the logical container to be deleted. For example, the OSFS creates a transaction with one or more
operation instances that eventually result in a GET request to the backing object storage. The GET
request can request all objects with an object key that begins with the root namespace object key. The
OSFS advances through each level of the file system namespace and builds a list of the objects keys
of all of the namespace objects and inode objects with the metadata returned from the namespace
objects. With the list, the OSFS creates a transaction with operation instances to delete the namespace

objects and the inode objects, with the exception of the namespace object and the inode object for the
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root (“root objects™). The root objects are deleted last since the root inode object contains file system
characteristic metadata.

[0081] In addition to the different type of file system commands, an example of updating a file
has not been provided. When the OSFS receives a command to write to a file, the OSFS validates the
existence of the inode object that backs the target file. With the returned object metadata from the
validation operation, the OSFS also determines whether the object type is a file in order to proceed. If
validation is successful, the OSFS generates metadata for the target file. In addition to metadata based
on specified file system attributes in the file system command, the OSFS generates metadata
corresponding to the file write itself (e.g., ctime, mtime, and file size if impacted). The OSFS
instantiates a WriteObjectData operation with the metadata as metadata parameter values and the
inode object key as determined from the file system command (i.¢., the inode number of the inode
object backing the target file). The OSFS cache transforms this operation instance into a multipart
upload that is managed by the object storage adapter. More specifically, this operation instance is
transformed into a PUT with a part number based on byte range of the extent being written and one or
more PUT requests that copy the unchanged parts of the target file. When OSFS receives a response
indicating completion of the multipart upload, then the OSFS supplies a successful response to the
client.

[0082] The preceding examples refer to software components without being anchored in a
particular deployment. A variety of deployments are possible, but Figure 7 is provided for one
example context of the OSFS. Figure 7 depicts an example deployment of an object storage backed
file system across virtual machines and physical machines. Figure 7 presumes a single write
deployment of the OSFS. In other words, file system commands that write to the file system are
directed to a specified instance of the OSFS, while read types of requests can be directed to any OSFS
instance.

[0083] The depicted deployment includes a server device 701 and a server device 703. The
depicted deployment also includes object storage front end devices 707, 709 for an object storage 705.
The server devices 701, 703 are in communication with the object storage front end devices 707, 709.
Assuming that the server devices 701, 703 are configured as part of a cluster, client devices can
communicate with either of the server devices 701, 703. This example illustration only depicts three
client devices 751, 753, 755.

[0084] The server device 701 hosts two virtual machines 713, 715. Each of the virtual machines
713, 715 include a software stack. The software stack of the virtual machine 713 includes an
unspecified component 717, an object storage backed file system 721, an OSFS cache 725, and an
object storage adapter 729. The software stack of the virtual machine 715 includes an unspecified
component 719, an object storage backed file system 723, an OSFS cache 727, and an object storage

adapter 731. The unspecified components 717, 719 represent one or more software components that
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may process file system commands before arriving at the object storage backed file system 721, 723.
The unspecified components 717, 719 need not be the same. Either of the unspecified components
717, 719 can be comprised of a virtual file system switch, a loadable kernel module that redirects
(e.g., the Filesystem in Userspace module), and associated libraries. Similar to the virtual machines,
the server device 703 includes a software stack. The software stack on the server device 703 includes
an unspecified component 739, an object storage backed file system 741, an OSFS cache 743, and an
object storage adapter 745.

[0085] The virtual machines 713, 715 are managed by a virtual machine manager 711, which
may also be referred to as a virtual machine monitor or hypervisor. The virtual machine manager 711
provides the virtual machines 713, 715 access to shared resources 733 of the server device 701.
Assuming either the OSFS 725 or the OSFS 727 is designated as the file system writer, a transaction
log is maintained in the shared resources 733. With the transaction log 733 in the shared resources
733, a failover or writer re-assignment can be implemented rapidly between the virtual machines 713,
715. The file system writer OSFS also periodically persists the transaction log 735 into the object
storage 705 as transaction log 737. The writer OSFS can persist the transaction log 735 with various
back up techniques (e.g., snapshot, checkpoints, etc.). The persisted transaction log 737 may lag
behind the transaction log 735. However, the persisted transaction log 737 can still be used for
failover or writer re-assignment to an OSFS instance on a different server device than server device
701. In addition, the transaction log 735 could be stored in a non-volatile storage that is
shared/accessible to all server devices of a cluster.

[0086] The object storage 705 is depicted with namespace objects 747 and inode objects 749.
Each file system entity presented to the client devices 751, 753, 755 is backed by a namespace object
and inode object pair. Although the client devices 751, 753, 755 should have a consistent view of the
file system backed by the namespace objects 747 and the inode objects 749, the object storage 705 is
likely designed to favor availability over consistency. So, the object storage 705 likely offers eventual
consistency as data is replicated across storage devices across different data centers. This allows for
the possibility of inconsistent views of the file system across the client devices 751, 753, 755. For
instance, the client 755 may have a view of the file system based on inode objects 749A and
namespace objects 747A, which are have not yet been synchronized with the namespace objects 747
and the inode objects 749. Although it can be acceptable for a client to have a lagging view of the file
system in order to satisfy performance objectives for file system commands (e.g., time to return a file
system command response), the file system writer relies on a current view of the file system. The
OSFS instance designated as the file system writer can specify a consistency strength level in object
storage requests and rely on the specified consistency strength level in guiding its corresponding
cache for a consistent view of the objects that back the file system. For instance, the writer OSFS

instance can specify a consistency strength level of # replication nodes. When specified data has
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replicated across at least » nodes in the data centers or cluster that supports the object storage, then the
object storage service communicates the satisfaction of the specified consistency strength level. The
OSFS can direct the OSFS cache to maintain data corresponding to the requested consistency strength
level until the object storage service indicates that the specified consistency strength level has been
satisfied. The OSFS could also be configured to allow the OSFS cache to evict some data of a
transaction that has not reached the requested consistency strength level. For instance, the OSFS may
specify a consistency strength level of 4 nodes. The OSFS can direct