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QUANTUM RANDOM NUMBER GENERATORS

[0001] This application claims the benefit of U.S. provisional patent application
No. 60/691,510 filed June 16, 2005 which is explicitly incorporated by reference in its
entirety.

FIELD OF THE INVENTION

[0002] The invention relates to a random number generator. More specifically,

the invention relates to a random number generator based on quantum optics.

TECHNICAL BACKGROUND OF THE INVENTION

[0003] A random number is a number generated by a process, whose outcome is
unpredictable, and which cannot be reproduced. Random numbers are very useful in
computer science and engineering, communications, information security, reliability
test of communications systems, and other applications. In engineering, random
numbers are always used to test the reliability of a system. The quality of test random
numbers determines the reliability of the system. Also, in the field of information
security, the quality of random numbers is a key factor for the whole security.

[0004] There exist two main types of random number generators, one of which is a
software-based generator. From a general point of view, the software generator produces
so-called pseudo-random numbers because the sequence produced by an algorithm is always
periodic. Although the pseudo-random numbers have been used in some applications, they
are not qualified to be used in most applications where randomness requirements are strict.

[0005] Another type is a physical (both classical and quantum physics) random
number generator. Macroscopic processes described by classical physics can be used to
generate random numbers. Ostensibly random numbers can be generated using "noise"
created by minor fluctuations in electronic circuits. It is disputed whether such electronic
noise devices generate true random numbers. Determinism is hidden behind complexity.
Unfortunately, they are often innately slower than pseudo-random number generators,
rendering them unsuitable for any application where a substantial quantity of random

numbers is required. Another drawback of the noise-based random number generators is that



WO 2006/133650 PCT/CN2006/001361

it is difficult to ensure that the system does not interact with environmental parameters
like the ambient temperature or an electromagnetic field. Electronic noise devices can
become unstable over time.

[0006] Recently, a method for generating random numbers based on quantum
physics has gained importance. Contrary to classical physics, quantum physics is
fundamentally random. It is the only theory within the fabric of modern physics that
integrates randomness. This fact was very disturbing to physicists like Einstein who
invented the quantum theory of light. Truly random numbers can be generated by
monitoring the radioactive decay of radioactive elements. Although such a method
based on quantum physics can produce random numbers of excellent quality, such
generators are not suitable for commercial applications.

[0007] A spin-off company from the University of Geneva, id Quantique, has
marketed a quantum mechanical random number generator based on quantum physics.
The randomness is guaranteed by the random behavior of single ‘light particles’, called
photons, hitting a semi-transparent mirror. A photon generated by a source beamed to a
semi-transparent mirror is reflected or transmitted with 50 percent probability, and these
measurements can be translated into a string of quantum random bits. However, it is a little
difficult to align the semi-transparent mirror to a detector. Another drawback is the
difficulty to integrate with other devices or components and thus it is difficult to reduce

the component size and cost.

SUMMARY OF THE INVENTION

[0008] An object of the present invention is to provide an all-fiber optical
random number generator for generating true random numbers by using the random
behavior of single photons.

[0009] The random number generator of the invention comprises an optical
coupler having an input port and two output ports; a single photon source connected to
the input port, emitting a single photon which is transmitted from the input port to the
output ports; a single photon detector connected to the output ports, detecting the single

photons coming out from either of the output ports; and a device generating random
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numbers according to the detection result of the single photon detector.

[0010] The present invention further provides a method for generating
random numbers, which comprises generating a string of single photons; coupling the
single photons into an optical coupler having two output ports; detecting the single
photons coming out from either of the output ports; and generating random numbers
according to the detection result. .

[0011] The random number generator of the present invention is implemented
by all-fiber devices, such as fibers, a variable optical attenuator, a laser and a single
photon detector all with fiber connectors, and an optical fiber coupler, which is really
simple, inexpensive, reliable and effective. Moreover, it is convenient to connect all the
above optical devices by using fiber connectors only and without any need of using

lenses or mirrors and complicated procedures for optical alignment.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 shows the principle of the quantum random number generator
according to the invention; and
[0013] FIG. 2 schematically shows an embodiment of the random number

generator of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0014] It is known for those skilled in the art that the quantum system is of
random property. This property is intrinsic, which can be employed to design a true
random number génerator.

[0015] As shown in Fig. 1, the random number generator according to an
embodiment of the present invention includes a single photon source 100, an optical
coupler 200 having an input port 201 and two output ports 202 and 203, and a single
photon detector counter 300.

[0016] The single photon source 100 is employed to generate a string of
single photons. The single photons are launched into the input port 201 of the optical

coupler 200, one by one. The optical coupler 200 is a conventional optical fiber coupler
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which has a split ratio of 50:50. The single photon from the single photon source 1-00 is
transmitted from the input port 201 of the coupler 200 to either one of the output ports
of the coupler 200. The single photon detector counter 300 is connected to the output
ports to detect the photon coming out from either of the output ports. As shown in Fig.
1, a single photon coming out from the output port 202 can be assigned to represent “0”
and a single photon coming out from the output port 203 can be assigned to represent
“1”. The opposite assignment is also valid. In this way, it is possible to obtain true
random numbers by using the random behavior of single photons.

[0017] As stated above, each of the two output ports 202 and 203 has an
identical probability for the single photon to leave. The optical coupler of the invention
allows that the single photon entering the optical coupler has the same probability
(50:50) to leave from the port 202 or port 203.

[0018] For port 202, the state can be expressed by

1
I‘P1>—$(Io>+|l>) 1)

where |0) represents there is no photon coming out from port 202, and |1)
represents one photon coming out from port 202.

[0019] The detection result at port 202 is discrete, so the mechanism can
generate a discrete random number string if a single photon string is launched into the
input port continuously. The result measured at port 203 is complementary to that at
port 202. For the generator as discussed above, the total state at ports 202 and 203 can
be described by Equation (2)

%)= (o+o) @

[0020] Equation (2) represents an entangled state.
[0021] From the above-mentioned principle, the quantum system of random

property can be easily realized by a single coupler with one input port and two identical
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output ports with fiber pigtails and connectors. The random number generator of the
present invention is further described with reference to FIG. 2.

[0022] FIG. 2 shows another embodiment of the random number generator of
the present invention.

[0023] As shown in Fig. 2, the random number generator of the invention
comprises a single photon source which can be implemented by a laser 10 and a
variable optical attenuator (VOA) 20; a 50:50 optical fiber coupler 30 including an
input port 31 and two output ports 32 and 33; a first Single Photon Detector (SPD) 40
connected to optical coupler 30 via port 32; a second Single Photon Detector (SPD) 60
connected to optical coupler 30 via port 33; and means 50 for generating random
numbers from the detection result of the Single Photon Detectors 40 and 60.

[0024] Alternatively, for the single photon source, those that emit exactly one
photon per pulse may be available at visible and near-IR wavelengths in the future.
Spontaneous parametric down conversion can also be used to create a source of single
photons.

[0025] In some embodiments of the invention, the coupler 30 can be
implemented by a waveguide or an optical fiber coupler.

[0026] In other embodiments of the invention, the SPD 40 or SPD 60 can be
implemented by a semiconductor detector, a charge-coupled device sensor or a
photomultiplier tube detector.

[0027] In the invention, the laser 10 emits a beam of light, which is attenuated
into a single photon in a measured interval at the VOA 20. The single photon is
launched into the input port 31 of the 50:50 coupler 30. After that, the single photon
has the same probability to leave the coupler from either the port 32 or port 33.
Therefore, the probability of detecting a single photon by the SPD 40 or 60, at either
port 32 or port 33, respectively, is 50%, and so is the probability of detecting no photon.
Therefore, the outcomes detected at port 32 are intrinsically and hence truly random.
For the measurement outcomes at port 33, the bits are complementary to those at port
32, as discussed in above, and are therefore also truly random.

[0028] According to the present invention, the random number generator is
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implemented by generating single photons and then propagating them inside a fiber, a
fiber coupler and other components that have fiber connectors, which is simple,
inexpensive, reliable and effective. Moreover, because of the use of the fiber devices, it
is convenient to connect to the single photon detectors just by using fiber connectors,
without the need of using lenses or mirrors and complicated procedures for optical
alignment.

[0029] In a specific embodiment of the invention, the single photon detectors
40 and 60 are cooled at -51°C and work at a gated mode. The wavelength of the laser
employed is around 1550nm. The detection efficiency of the SPDs is more than 10%. A
continuous wave conventional laser light beam is attenuated into single photon strings
in order to obtain statistical single photons. The count in the measured interval
(preferably, is 0.2ns) is less than 0.1 so as to guarantee that statistical single photons can
be obtained.

[0030] An NIST test issued by National Institute of Standards Technology is
conducted to check the random property of the data obtained by the generator of the
present invention. The NIST statistical test suite for random number generators offers a
battery of 16 statistical tests. These tests assess the presence of a pattern which, if
detected, would indicate that the sequence is non-random. The properties of a random
sequence can be described in terms of probability. In each test, a probability, called the
P-value, is extracted. This value summarizes the strength of the evidence against the
perfect randomness hypothesis. A P-value of zero indicates that the sequence appears to
be completely non-random. A P-value larger than 0.01 means that the sequence is
considered as random with a confidence of 99%. Here only one method is used to check
the experimental data.

[0031] In the test method as mentioned above, the length of the sequence is

selected as n = 3724 (which is larger than 100). For example, the sequence is below:
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[0032] The Sn = 32, and Sobs = 32/61.024 = 0.524. The corresponding

P-value is
S 0.524
P —value = erfe| 22 | = erfc] —=— | = erfe(0.37) = 0.6008 3
f(ﬁ) f(\/ij fc(0.37) (3)

[0033] From the standard above mentioned, when P-value is larger than 0.01,
i.e. P-value > 0.01, the sequence is random. Therefore, it is obvious to obtain the

conclusion that our generator creates random number sequences.

[0034] On the other hand, we measure the randomness of the noise sequence

generated from the dark current in the detector, for example, the sequence is:
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o o 0 1 0 1 1 1 1 0 0 0O O 1 O O OO 1 0 O

1 o 01 0 1 1 0 1 0 1 0 1 1 0 1 O O O 1

where the corresponding P-value is 4.08 x 10™°*. From the standard, it is nonrandom.
[0035] According to the standard mentioned above, when P-value is larger

than 0.01, i.e. P-value > 0.01, the sequence is random. Therefore, it is obvious to obtain

19
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the conclusion that the generator according to the invention creates random number
sequences.

[0036] Although the present invention is described with the above
embodiments and illustrations, it should be understood for those skilled in the art that
various modifications, alternative variants, and equivalents to the invention may be
used without departing from the spirit of the invention. Accordingly, the above
description should not be taken as limiting the scope of the invention, which is defined

by the appended claims.

20
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CLAIMS

1. A random number generator comprising:

an optical coupler having an input port and two output ports;

a single photon source connected to the input port, generating a string of
single photons, each single photon is transmitted from the input port to either of the
two output ports;

two single photon detectors connected to the two output ports, respectively,
detecting the single photon coming out from either of the output ports; and

means for generating random numbers according to the detection result of the

single photon detectors.

2. The random number generator of claim 1, wherein the single photon source
comprises:

a laser for emitting a beam of light; and

a variable optical attenuator, attenuating the light emitted from the laser into

the string of single photons.

3. The random number generator of claim 2, wherein the laser is an arbitrary

laser.

4. The random number generator of claim 1, wherein the optical coupler is a

waveguide or an optical fiber coupler.

5. The random number generator of claim 1, wherein the optical coupler has a

split ratio of 50:50.

6. The random number generator of claim 1, wherein the single photon
detector is a semiconductor detector, a charged coupled device sensor or

photomultiplier tube detector.

21
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7. The random number generator of claim 1, wherein the laser, the variable
optical attenuator, the optical coupler and the single photon detectors are connected by

optical fibers using fiber connectors.

8. A random number generator comprising:

an optical coupler having an input port and two output ports;

a single photon source connected to the input port, generating a string of
single photons, each single photon is transmitted from the input port to either of the
two output ports; and

a photon detector counter connected to the two output ports, detecting the
single photon coming out from either of the output ports and generating random

numbers according to the detection result of the single photon detectors.

9. A method for generating random numbers, comprising:

generating a string of single photons;

launching each single photon into an optical coupler having two output ports;
detecting the single photon coming out from either of the output ports; and

generating random numbers according to the detection result.

10. The method of claim 9, wherein said generating a string of single photons
further comprises:
generating a beam of light; and

attenuating the light into the string of single photons.

11. The method of claim 9, wherein the single photon coming out from one of
the output ports represents “1” and the single photon coming out from the other one of

the output ports represents “0”.

12. The method of claim 9, wherein the optical coupler has a split ratio of

22
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50:50.

13. The method of claim 9, wherein the optical coupler is a waveguide or an

optical fiber coupler.

23
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