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(57) Abstract: Example embodiments relate to securing data with memristors. The examples disclosed herein provide a memristor
where the memristor is in one of a first resistance state and a second resistance state. An encryption is applied to the memristor to
tune the memristor to a third resistance state. The encryption determines a decryption voltage that tunes the memristor from the third
resistance state to its original state.
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SECURING DATA WITH MEMRISTORS

BACKGROUND
[0001] Data encryption utilizes a specific encryption key to encode data for generating
secured data. A decryption key is used to decode the secured data. The encryption key and
the decryption key is confidentially synchronized.
[0002] Memristors are devices that can be programmed to different resistive states by
applying a programming energy, such as a voltage or current. Memory devices with
memristors can be used in a variety of applications, including memory, programmabile logic,

signal-processing control systems, pattern recognition, and other applications.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The following detailed description references the drawings, wherein:

[0004] FIG. 1 is a diagram of cross-sectional views of an example memristor in a first

resistance state, a second resistance state, and a third resistance state;
[0005] FIG. 2is ablock diagram of an example system for securing data with memristors;

[0006] FIG. 3A is a schematic diagram showing a cross-sectional view of an example
memristor being tuned by an encryption;

[0007] FIG. 3B is a schematic diagram showing a cross-sectional view of an example
memristor being tuned by a decryption voltage;

[0008] FIG. 4A is a flowchart of an example method for securing data with a memristor;

[0009] FIG. 4B is a flowchart of an example method for securing data with a memristor

including decrypting secured data; and

[0010] FIG. 4C is a flowchart of an example method for securing data with a memristor
including decrypting secured data including determining the original state of the memristor.
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DETAILED DESCRIPTION

[0011] The following detailed description refers to the accompanying
drawings. Wherever possible, the same reference numbers are used in the drawings and
the following description to refer to the same or similar parts. While several examples are
described in this document, modifications, adaptations, and other implementations are
possible. Accordingly, the following detailed description does not limit the disclosed
examples. Instead, the proper scope of the disclosed examples may be defined by the
appended claims.

[0012]  With the rapid growth in the use of electronic communication, data security has
become more and more important. One way of providing data security is by data encryption.
For example, original data may be encrypted through an encryption process using an
encryption key. The encrypted data may be stored and transferred. To access the original
data, the encrypted data may be decrypted by using a decryption key. The decryption key
is synchronized with the encryption key.

[0013] However, in some current solutions, encrypted data may be copied so that
multiple decryption attempts may be performed. In some cases, if enough attempts are

made, the encrypted data may be forcedly decrypted.

[0014] Examples disclosed herein address these challenges by securing data with
memristors. In an example method, a memristor is in one of a first resistance state and a
second resistance state, representing binary data. An encryption is applied to the memristor
to tune the memristor to a third resistance state. The encryption determines a decryption
voltage that tunes the memristor from the third resistance state back to its original state.
Applying the correct decryption voltage results in tuning the memristor back to the original
state. Applying a wrong decryption key could result in non-tuning of the memristor or

erroneous tuning, which results in permanent data loss.

[0015] Referring now to the drawings, FIG. 1A depicts a cross-sectional view of an
example memristor in a first resistance state 100A, the memristor in a second resistance
state 100B, and the memristor in a third resistance state 100C. Memristors 100A-100C may
include a first electrode 110A, a second electrode 110B, and an active region 120 coupled

between first electrode 110A and second electrode 110B.
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[0016] Memristors 100A-100C may be electrical devices or components that provide
switching and memory properties. Specifically, a memristor 100A-100C may change
resistance when a voltage is applied across it or a current is driven through it. Furthermore,
memristor 100A-100C may “memorize” its last resistance. In this manner, memristor 100A-
100C may be set to at least two resistance states. When used as a basis for memory
devices, memristors may be used to store a bit of information, such as a 1 or 0, represented
by two resistance states. Memristor 100A-100C may be based on a variety of materials as
described herein.

[0017]  First electrode 110A and second electrode 110B may deliver voltage and/or
current to active region 120 of memristor 100A-100C. First electrode 110A and second
electrode 100B may be made of conducting materials, such as platinum (Pt), tantalum (Ta),
hafnium (Hf), zirconium (Zr), aluminum (Al), cobalt (Co), nickel (Ni), iron (Fe), niobium (Nb),
molybdenum (Mo), tungsten (W), copper (Cu), titanium (Ti), tantalum nitrides (TaNx),
titanium nitrides (TiNx), WNz2, NbN, MoN, TiSiz, TiSi, TisSis, TaSi2, WSiz2, NbSi2, VsSi,
electrically doped Si polycrystalline, electrically doped Ge polycrystalline, and combinations
thereof.

[0018]  Active region 120 may be coupled between first electrode 110A and second
electrode 110B. Active region 120 may include a plurality of ions 130. In some examples,
the plurality of ions 130 may include oxygen anions. Active region 120 may be oxide-based,
meaning that at least a portion of the active region is formed from an oxide-containing
material, which may provide oxygen anions. In some examples, active region 120 may be
formed based on tantalum oxide (TaOx) or hafnium oxide (HfOx) compositions. Other
example materials of active region 120 may include titanium oxide, yttrium oxide, niobium
oxide, zirconium oxide, aluminum oxide, calcium oxide, magnesium oxide, dysprosium

oxide, lanthanum oxide, silicon dioxide, or other like oxides.

[0019] In some examples, active region 120 may also be nitride-based, meaning that at
least a portion of the memristor is formed from a nitride-containing composition, such as
aluminum nitride, gallium nitride, tantalum nitride, and silicon nitride. In such examples, the
plurality of ions 130 may include nitrogen ions. Furthermore, memristors may be oxy-nitride

based, meaning that a portion of the memristor is formed from an oxide-containing material
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and that a portion of the memristor is formed from a nitride-containing material. In addition,
other functioning materials may be employed in the practice of the teachings herein.

[0020] In some implementations, memristors may be coupled to other electrical
components, such as selectors. Selectors may be electrical devices that may be used in
memristor devices to provide desirable electrical properties. For example, selectors may be
coupled in series with each memristor to increase the overall nonlinear characteristics of the
memristors. Selectors may be based on a number of materials, including metal oxides and
metal nitrides. Non-limiting examples include niobium oxide, tantalum oxide, vanadium

oxide, titanium oxide, and chromium oxide.

[0021] Referring back to FIG. 1, the plurality of ions 130 may form a conducting filament
140 that is continuous through active region 120 in memristor 100A in the first resistance
state. The conducting filament 140 may be formed by the alignment of ions 130. With the
presence of conducting filament 140, memristor 100A may be relatively conducting, and in

a relatively low resistance state.

[0022] The plurality of ions 130 may form conducting filament 140 with at least one
disconnection 145 in active region 120 in memristor 100B in the second resistance state. In
some examples, such as the one illustrated in FIG. 1, disconnection 145 may be formed
towards an edge of active region 120. However, disconnection 145 may be formed at any
point of conducting flament 140. With the disconnection 145 in conducting filament 140,

memristor 100B may be relatively insulating, and in a first relatively high resistance state.

[0023] The memristor in the first resistance state 100A may be switched to the memristor
in the second resistance state 100B by the application of a switching energy across the
active region 120. The switching energy may be a current or a voltage, such as a writing
voltage. Similarly, the memristor in the second resistance state 100B may be switched to
the memristor in the first resistance state 100A by the application of a switching energy
across the active region 120, such as an erasing voltage.

[0024] In some examples, a memristor may exhibit bipolar or unipolar switching. Bipolar
memristors may depend on the polarity of an applied switching energy. Specifically, a bipolar
memristor in the first resistance state 100A may be switched from the first state to the second
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state by application of a voltage of a first polarity, while a bipolar memristor in the second
resistance state 100B may be switched from the second state to the first state by application
of a voltage of a second polarity. Unipolar memristors, on the other hand, may depend on
the amplitude of an applied voltage or other factors.

[0025] In some examples, a memristor may have a third resistance state 100C in which
plurality of ions 130 do not form a conducting filament such as conducting filament 140. In
some examples, ions 130 may be dispersed in active region 120. In such conditions, the
memristor may be relatively insulating, and in a second relatively high resistance state.

[0026] As described in detail herein, the memristor may be tuned to the third resistance
state from the first resistance state or from the second resistance state by applying an
encryption to the memristor. The encryption may be, for example any energy or stimulus
that causes memristor tuning as described herein. For example, the encryption may be an
energy that causes the dispersion of the plurality of ions 130. The encryption may be, for
example, high photon energy, thermal energy, or mechanical energy.

[0027] The encryption may determine a decryption voltage which may tune the
memristor from the third resistance state back to its original state. For example, the
decryption voltage may be a voltage or range of voltages that causes the reformation of
conducting filament 140. Further details of the decryption voltage is described below in
reference to FIG. 3B.

[0028] Fig. 2 is a block diagram of an example system 200 for securing data with
memristors. System 200 may include a plurality of memristors 210 and a security engine
220. The dotted line shows that the components of system 200 may be located together
in a single device or that the components may be separate and functionally connected.
[0029] Plurality of memristors 210 may be utilized to store data, such as binary data.
Plurality of memristors 210 may be arranged in a variety of orientations. In some
examples, memristors 210 may be arranged in a crossbar array, where the memristors
210 may be coupled between row lines and column lines. Such an arrangement may
facilitate density and efficiency as a data storage device. Each memristor may be in one
of a low resistance state and a first high resistance state.
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[0030] Analogous to the memristors described in relation to FIG. 1, each memristor
may have an active region having a plurality of ions. The ions may form a conducting
filament through the memristor which may determine the resistance state of the
memristor. The conducting filament may be continuous through the memristor in the low
resistance state. On the other hand, the conducting filament may have at least one
disconnection in the memristor in the first high resistance state.

[0031] Security engine 220 may be a combination of hardware and programming to
perform the functionality described herein. For example, security engine 220 may include
processor-executable instructions stored on non-transitory machine-readable storage
media. Security engine 220 may include a processor or other hardware to execute the

processor-executable instructions.

[0032] For example, security engine 220 may have hardware, which may include driving
circuitry and other electrical components, to apply an encryption to the plurality of
memristors 210 to tune each memristor 210 to a second high resistance state. In some
examples, the encryption may cause the disintegration of a conducting filament in the
memristor. The encryption may an energy that causes the memristor tuning as described
herein, such as high photon energy, thermal energy, or mechanical energy. In some
examples, security engine 220 is to direct an electromagnetic radiation at the memristor to
disperse ions forming the conducting filament.

[0033] Insome examples, a memristor being tuned from the first high resistance state to
the second high resistance state may retain the disconnection in the conducting filament.
The memiristor in the second high resistance state may not from a conducting filament
through the memristor. In some examples, the plurality of ions may be dispersed in the active

region of the memristor.

[0034]  Furthermore, security engine 220 may have hardware to apply a decryption
voltage to the plurality of memristors 210 to tune the memristors back to their original states.
The decryption voltage may be determined by the encryption. For example, the amount of
energy applied in the encryption may determine the voltage range which may form the
conducting filament when tuning from the second high resistance state to the low resistance
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state, but not form the conducting filament when tuning from the second high resistance
state to the first high resistance state.

[0035] FIG. 3A illustrates a schematic cross-sectional view of an example memristor
being tuned by an encryption. FIG. 3A is described herein in reference to system 200 of
FIG. 2.

[0036] FIG. 3A illustrates a memristor in a low resistance state 300A, which may be
analogous to the memiristor in the first resistance state 100A of FIG. 1, and a memristor in
a first high resistance state 300B, which may be analogous to the memristor in the second
resistance state 100B of FIG. 1. Memristor 300A may have a continuous conducting filament
through an active region, which may be coupled between electrodes. The conducting
filament may be made up of a plurality of conducting ions. Memristor 300B may have a
conducting filament of ions that may include a disconnection. Accordingly, memristor 300A

may be more conducting, and therefore have a lower resistance, than memristor 300B.

[0037]  An encryption 310 may be applied to memristor 300A and memristor 300B. For
example, security engine 220 of system 200 may apply encryption 310 to cause the
disintegration of a conducting filament in the memristors 300A and 300B. The encryption
may be any energy that causes the memristor tuning as described herein, such as high
photon energy, thermal energy, or mechanical energy. In some examples, security engine
220 is to direct an electromagnetic radiation at the memristors 300A-300B to disperse ions
forming the conducting filament.

[0038] The application of encryption 310 may cause memristor in the low resistance state
300A to tune to a memristor in a second high resistance state 300C where the plurality of
ions are dispersed within the active region. The application of encryption 310 may cause
memristor in the first high resistance state 300B to tune to a memristor in a second high
resistance state 300D where the plurality of ions are dispersed and where the disconnection
in the conducting filament is retained in the active region. In some examples, the resistance
of memristor 300C and 300D may be practically indistinguishable. In some other examples,
the resistance of memristor 300C and memristor 300D may be slightly different due to the
presence of the disconnection. Accordingly, memristor 300D may be considered to be in a

third high resistance state.
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[0039] Insuch a manner, data stored by the memristors may be secured. For example,
memristor 300A may represent one of a 0 or a 1 in binary code. Memristor 300B may
represent the other of a 0 or a 1 in binary code. After application of encryption 310, memristor
300C and memristor 300D are both in high resistance states due to the lack conducting
filament. Therefore, memristor 300C and memristor 300D may be practically
indistinguishable. Accordingly, the data may be encrypted for third parties.

[0040] FIG. 3B illustrates a schematic cross-sectional view of an example memristor
being tuned by a decryption voltage. FIG. 3B is described herein reference to system 200
of FIG. 2.

[0041] FIG. 3B illustrates a memiristor in a second high resistance state 350C, which may
be analogous to memristor 300C of FIG. 3A, and a memristor in a second high resistance
state 350D, which may be analogous to memristor 300D of FIG. 3A. Memristor 350C and
memristor 350D may each have a plurality of ions dispersed within a respective active
region. Memristor 350C and memristor 350D may represent encrypted data. For example,
memristor 350C may have been tuned from a memristor in a low resistance state with a
continuous conducting filament representing a 0 or 1 in binary code. Memristor 350D may
have been tuned from a memristor in a first high resistance state with a disconnection in a
conducting filament representing the other of O or 1 in binary code. However, after
encryption, memristor 350C and memristor 350D may be electrically indistinguishable or
they may not be able to be accurately matched with the state from which they were tuned.

[0042] To decrypt the data, a decryption voltage 360 may be applied to memristor 350C
and memristor 350D. For example, security engine 220 of system 200 may apply decryption
voltage 360 to cause the formation of a continuous conducting filament in memristor 350C
to form memristor 350A in a low resistance state. Decryption voltage 360 may not cause the
formation of a conducting filament in memristor 350D. Although not illustrated, alternatively,
decryption 360 may cause the formation of a conducting filament in memristor 350D with

the retained disconnection.

[0043] The voltage range in which the decryption voltage 360 may properly decrypt the
data is determined by the encryption that had encrypted the data. For example, encryption

310 may determine how much voltage is need to restore the conducting filament in
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memristor 350C and how much voltage is needed to restore the conducting filament in
memristor 350D. The voltage range between these two voltages may be the proper range
for decryption voltage 360 so that a continuous conducting filament is formed in memristor
350C but not in memristor 350D. A decryption voltage 360 outside of this range may not
properly form a conducting filament in memristor 350C and/or improperly form a conducting
filament in memristor 350D, thereby destroying the data stored in memristor 350D. In such
a manner, encrypted data stored by the memristors may be decrypted by a correct
decryption voltage.

[0044] FIG. 4A is a flowchart of an example method 400 for securing data with a
memristor. Method 400 may include operation 410 for providing a memristor, and operation
420 for applying an encryption to tune the memristor. Although execution of method 400 is
herein described in relation to the illustration in FIG. 3A, other suitable examples for

implementation of method 400 should be apparent.

[0045] In an operation 410, a memristor may be provided where the memristor is in one
of a first resistance state and a second resistance state. For example, the memristor may
be analogous to a memristor in a low resistance state 300A where the memristor has a
continuous conducting filament or to a memristor in a first high resistance state 300B where

a conducting filament has a disconnection.

[0046] Inan operation 420, an encryption may be applied to tune the memristor to a third
resistance state. For example, encryption voltage 310 may be applied to tune a memristor
in a low resistance state 300A to a second high resistance state like in memristor 300C and
to tune a memristor in a first high resistance state 300B to a second high resistance state
like in memristor 300D. For example, the encryption may disperse the ions in the memristor
to disintegrate the conducting filaments. The encryption may determine a decryption voltage

that tunes the memristor from the third resistance state back to its original state.

[0047] FIG. 4B a flowchart of an example method 430 for securing data with a memristor
including decrypting secured data. In addition to operations 410 and 420, method 430 may
include operation 440 for applying a decryption voltage to tune the memristor back to its
original state. Although execution of method 430 is herein described in relation to the
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illustrations in FIG. 3B, other suitable examples for implementation of method 430 should

be apparent.

[0048]  After execution of operations 410 and 420, a decryption voltage may be applied
to the memiristor to tune the memristor from the second high resistance state to its original
state in an operation 440. For example, the memristor may be analogous to a memristor in
a second high resistance state 350C or to a memristor in a second high resistance state
350D where a disconnection in a conductive filament is retained. The application of a
decryption voltage 360 may tune memristor 350C to a memristor in a low resistance state
350A, whereas the decryption voltage may not tune memristor 350D or it may tune 350D to
a memristor in a first high resistance state (not shown). In such a manner, encrypted data
stored in the memristor may be decrypted by a correct decryption voltage.

[0049] FIG. 4C is flowchart of an example method 450 for securing data with a memristor
including decrypting secured data including determining the original state of the memristor.
Although execution of method 450 is herein described in relation to the illustrations in FIG.
3A and FIG. 3B, other suitable examples for implementation of method 450 should be
apparent.

[0050] Operations 455, 460, and 465 may be analogous to operations 410, 420, and 440
of method 430, respectively. In an operation 470, the original state of the memristor may be
determined. For example, a memristor in second high resistance state 350C or 350D may
be tuned from a low resistance state 300A or a first high resistance state 300B, respectively.
In many examples, there may not be an active operation for determining the original state
of the memristor, but only resulting in a different response by the memristor to the application
of the decryption voltage depending on its original state.

[0051] Responsive to determining that the original state of the memristor was a low
resistance state, method 450 proceeds to an operation 475A. In operation 475A, the
memristor tunes back to a low resistance state, as illustrated by the tuning of memristor
350C to memristor 350A in FIG. 3B.

[0052] Responsive to determining that the original state of the memristor was a first high
resistance state, method 450 proceeds to an operation 475B. In operation 475B, the
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memristor remains in the second high resistance state, as illustrated by the memristor 350D
in FIG. 3B.

[0053] The foregoing describes a number of examples for securing data with
memristors. It should be understood that the examples described herein may include
additional components and that some of the components described herein may be
removed or modified without departing from the scope of the examples or their
applications. It should also be understood that the components depicted in the figures are
not drawn to scale, and thus, the components may have different relative sizes with

respect to each other than as shown in the figures.

[0054] It should be noted that, as used in this application and the appended claims,
the singular forms “a,” “an,” and “the” include plural elements unless the context clearly

dictates otherwise.
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CLAIMS
What is claimed is:
1. A method for securing data, comprising:

providing a memristor, wherein the memristor is in one of a first resistance state
and a second resistance state; and

applying an encryption to the memristor to tune the memristor to a third resistance
state, wherein the encryption determines a decryption voltage that tunes the memristor
from the third resistance state to its original state.

2. The method of claim 1, further comprising applying the decryption voltage to the

memristor to tune the memristor from the third resistance state to its original state.

3. The method of claim 1, wherein the first resistance state is a low resistance state,
the second resistance is a first high resistance state, and the third resistance state is a
second high resistance state.

4. The method of claim 3, wherein the decryption voltage tunes the memristor from
the third resistance state to the first resistance state, and wherein the decryption voltage
does not tune the memristor from the third resistance state to the second resistance state.

5. The method of claim 3, wherein the memristor comprises a plurality of ions,
wherein:

the plurality of ions is to form a conducting filament through the memristor;

the conducting filament is continuous through the memristor in the first resistance
state;

the conducting filament has at least one disconnection in the memristor in the
second resistance statement; and

the plurality of ions does not form the conducting filament through the memristor
in the third resistance state.
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6. The method of claim 5, wherein the memristor retains the disconnection in the third
resistance state in response to being tuned from the second resistance state.

7. The method of claim 5, further comprising directing an electromagnetic radiation
at the memristor to disperse ions of the plurality of ions forming the conducting filament.

8. A system for securing data, comprising:

a plurality of memristors, wherein each memristor is in one of a low resistance state
state and a first high resistance state;

a security engine to apply an encryption to the plurality of memristors to tune each
of the plurality of memristors to a second high resistance state, wherein the encryption
determines a decryption voltage that tunes a memristor of the plurality of memristors from
the second high resistance state to the low resistance state.

9. The system of claim 8, wherein the security engine is to apply the decryption
voltage to the plurality of memristors to tune at least one memristor of the plurality of
memristors from the second high resistance state to the low resistance state in response
to the at least one memristor being tuned to the second high resistance state from the

low resistance state.

10. The system of claim 8, wherein the memristor comprises a plurality of ions,
wherein:

the plurality of ions is to form a conducting filament through the memristor;

the conducting filament is continuous through the memristor in the low resistance
state;

the conducting filament has at least one disconnection in the memristor in the first
high resistance statement, wherein the memristor retains the disconnection in the second
high resistance state in response to being tuned from the first high resistance state; and

the plurality of ions does not form the conducting filament through the memristor
in the second high resistance state.
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11.  The system of claim 10, wherein the security engine is to direct an electromagnetic
radiation at the memristor to disperse ions of the plurality of ions forming the conducting

filament.

12. A memristor for securing data, comprising:
a first electrode;
a second electrode;
an active region coupled between the first electrode and the second electrode,
wherein the active region comprises a plurality of ions, wherein:
the plurality of ions forms a continuous conducting filament through the
active region in a first resistance state;
the plurality of ions form a conducting filament with at least one
disconnection in the active region in a second resistance state of the memristor;
and
the plurality of ions do not form a conducting filament in a third resistance

state of the memristor.

13.  The memristor of claim 12, wherein the first resistance state is a low resistance
state, the second resistance is a first high resistance state, and the third resistance state

is a second high resistance state.

14.  The memristor of claim 12, wherein applying an encryption to the memristor tunes
the memristor from one of the first resistance state and the second resistance state to the

third resistance state.

15.  The memristor of claim 12, wherein applying a decryption voltage to the memristor

tunes the memristor from the third resistance state to its original state.
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