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(57) Abstract: Provided herein is a system and method for implementing a real-time and continuous validation tool for a distributed
ledger-based computing system (i.e., blockchain). In one or more examples a. real-time validation tool and system can continuously
monitor a blockchain computing system for activities that indicate abnormal or risky behavior, and can generate a report to a user
that details those events. The real-time validation tool can be implemented as a node in a blockchain computing system and can use
information gleaned from blockchain activity occurring in real-time as well as external data gathered from various sources to determine
if one or more events has occurred that is indicative of abnormal or risky activity occurring within the blockchain computing system.
The validation tool can be used to improve and secure an existing blockchain computing system against cyber intrusions and various
integrity issues.
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IMPLEMENTATION OF CONTIRUOUS REAL-TIME VALIDATION OF
DISTRIBUTED DATA STORAGE SYSTEMS

CROSS REFERENCE TO RELATED APPLICATIONS

{0001] The present application which claims the benefit of U.S. Provisional Patent
Application Serial No. 62/579,093, filed October 30, 2017, and U.S. Provisional Patent
Application Serial No. 62/579,095, filed October 30, 2017.

FIELD OF THE DISCLOSURE

{6002] The present disclosure relates generally to continuous real-time validation of

distributed data storage systems, such as, for example, blockchain-based data storage systems.
BACKGROUND OF THE DISCLOSURE

{6003] A distributed data storage {which may be referred to as a distributed database)
system may include data storage devices that are not connected to a common processing unit,
but are in different computing systems located at the same physical location or dispersed across
one or more networks of interconnected computing systems at different physical locations. The
data storage devices may communicate with each other via one or more wired or wireless
communication networks. Typically, each of the data storage devices includes a copy of the
stored data. Storing copies of the data in different data storage devices may eliminate a single
point-of-failure and may induce both higher availability and increased reliability of the stored

data.

{0004] Blockchain technology may be used to implement a distributed data storage
system. In the blockchain technology, a system of networked nodes, e.g., computers or servers,
each store a copy of the entire disuibuted data storage systemn. The blockchain-hased distributed
data storage system is often referred to as a blockchain. Whenever a group of data records is to
be added to the distributed database, i.c., blockchain, cach node may independently verify the
group of data records in a batch process known as generating a block (also veferred (o as a data
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Block). In the batch process, a node verifies the group of data records based on its copy of the
blockchain storing previously verificd data records. A node that generates the block may
transmit the generated block to every other node in the systern. In current implementations, only
after the block has been verified by each node in the system may each node add the block to its
copy of the blockchain. As each of the nodes independently verifies the block, blockchain
technology may reduce the risk of a single point-of-attack or a single point-of-failure. Further,
since a copy of the blockchain is maintained at cach node, the data can be stored in a redundant

manner.

[G005] A blockchain is a record of data activities. These data activities can be
transactions in a distributed ledger, and/or any movement of moncey, goods, and/or secured or
unsecured data involved, for example, in a purchase at a supermarket, in the creation and storage
of a user’s digital identification, in the assigmment of a government ID mumnber, in energy data
exchange in the encrgy industry, in an e-voting service, or in the recording, tracking, and

transferring of deeds and contractual agreements.

{0006] FIG. 1 illustrates a blockchain process flow in accordance with examples of the
disclosure. The blockchain process flow 100 can begin at step 102, wherein a user/party can
request to implement a transaction in the blockchain. Examples of transactions can be storing
data such as a record to a distributed ledger. Once the request has been made at step 104, the
transaction can be broadcast to other computers (known as nodes) in the network. At step 106,
the network of nodes can then validate the wansaction using a mutoally a priori agreed upon
algorithm. Once cach node in the network of nodes validates the transaction, the process can
move to step 108, wherein the verified transaction can be combined with other transactions
{described in detail below) to create a new block of data for the ledger. Once the verified
transaction has been combined, the process can move to step 110 wherein the new block can be
added to the network’s block chain. The new block can be added in such a way as to make it
permanent and unalterable (i.e., through the use of cryptography). Once the new block has been

added the process can move to step 112 wherein the transaction is completed.

{00687] As shown in FIG. 1, a blockchain needs to do two things: gather and order data

into blocks, and then chain them together securely using cryptography. A blockchainis a

decentralized ledger of all fransactions in a network. Using blockchain technology, participants

in the network can confirm transactions without the need for a trusted thivd-party intermediary.
2
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{6008] FIG. 2 illustrates the process of generating a data block in a blockchain in
accordance with examples of the disclosure. In the process 200, a piece of digital content (i, a
new transaction represented in binary) can be received. Once received, the process can move (o
step 204 wherein a hash function is applied to the veceived transaction, so as to combine it with
data from a pre-existing block in the blockchain. The output of the hash function can produce a
fixed and smaller-in-length unique digital output. Hash algorithms can carefully designed to
flow one-way — making if impossible to determine the original digital content from the output
once the hash algorithm is applied. Every new block in the blockchain may be linked with the
hash function of the previous block to create a chain. At step 206, once the has function has
been applied, an output can be generated. The output of the hash function can be a part of the
data that is used in the creation of blocks, and these blocks can then cryptographically chained
together at step 208, This process of creating blocks allows the blockchain systera to prove that

a file existed in a particular format at a given time without having to reveal the data in the file.

{00051 One of the benefits of blockchain is that every participant in the network has
simultancous access to a view of the information, thus allowing almost real-time data
availability and transparency that can climinate the need for reconciliation. Also, the integrity
and security of the information on the blockehain are ensured with cryptographic functions that
can prevent unwanted intrusion on the network from non-avthenticated participants. In
Blockchain technology, verification can be achieved by participants confirming changes with
one another, thus replacing the need for a third party to authorize transactions and providing a
facility for peers in the network to validate updated information, thereby ensuring the validity
and integrity of the data on the blockchain. Another benefif of blockchain includes the ability to
run additional business logic; this means that agreement on the expected behavior of financial
instruments can be embedded in the blockchain, which can facilitate the ability to design and
implement shared workflow and enhance automation. Also, the ability to issue a digital
currency or a digital assct designed to work as a medium of exchange using cryptography to
secure the transactions and to control the creation of additional units facilitates the ability to

create and move assets without a trusted third party in the blockchain.

SUMMARY OF THE DISCLOSURE

{00161 Blockchain presents a challenge to the traditional validation (also referred to as
audit) approach, given there’s no practical way to use point-in-time forensic analysis — the
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standard validation tool. Aftempting to conduct a point-in-time forensic retrospective analysis
can be incffective and wildly inefficient. The conventional approach to auditing can negate one
of the benefits of oplementing blockchain in the first place: the promise of increased
administrative efficiency. Also, the traditional validation approach can require the entire
blockchain hash function to be reversed to obtain transparcncy of the digital content without
breaking the chain or sequential order of the blocks. Such approach could cause significant
technical complexitics, challenges, and inefficiencies in the validation of a blockchain-based

data storage systen.

{0011] Increases in the volume of data activities and rapidly evolving complex
technologics are creating a critical need for business, technology, and compliance functions to be
prepared, adaptive, and agile to emerging challenges. Due to the increase in data activities,
corrent validation methodologies that are manual, sample-based, and point-in-time do not
provide the needed level of confidence. Validation methodologies need to shift from a manual to
an autornated and continuous approach to address a significant increase in data activities and
emerging, complex new technologies. Current audit methodologies cannot provide the necessary

assurance it areas where a blockchain is used.

{6012] Accordingly, there is a need for systems and methods to replace the conventional
validation approach with a real-time validating process to build confidence and assurance in the
blockchain technology. The concept behind real-time validating is to inspect data activities
closer and closer to the point of occurrence. Real-time validating eliminates the concept of
sampling in the conventional validating process. The purpose of sampling is to perform
backwards-looking assessments of segments of populations to draw conclusions about the rest of
the population. The embodiments described herein provide blockchain assurance-related

basclines that eliminate the need for sampling in blockchain validating.

{0313] The present disclosure is thus directed to a real-time validation tool and system
that can continuously monitor a blockchain computing system for activitics that indicate
abnormal or risky behavior, and can generate a report to a user that details those events. The
real-time validation tool can be implemented as a node in a blockchain computing system and
can use information gleaned from blockchain activity occurring in real-time as well as external
data gathered from various sources to determine if one or more cvents has occurred that is
indicative of abnormal or risky activity ocowmring within the blockchain computing system.

4
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BRIEF DESCRIPTION OF THE FIGURES

[6014] FIG. 1 illustrates a blockchain process flow in accordance with examples of the
disclosure.
{0015] FIG. 2 illustrates the process of generating a data block in a blockchain in

accordance with examples of the disclosure.

{0016] FIG. 3 illustrates an exemplary process for deploving a distributed ledger

validation tool according to examples of the disclosure.

{00171 FIG. 4 illustrates an exemplary blockchain validation systern according to

cxamples of the disclosure.

[0018] FIG. § illustrates a monitoring architecture for the validation tool according to

examples of the disclosure.

[0019] FIG. 6 illustrates an exemplary validation process according to examples of the
disclosure.
{6020] FIGS. 7A-7R illustrate exemplary screen shots of the reports that can be

generated by the real-time auditing tool according to examples of the disclosure.

{0021] FIG. 8 illustrates an example of a computing device according to examples of the
disclosure.
{60221 {Hustrative embodiments will now be described with reference to the

accompanying drawings. In the drawings, like reference numerals generally indicate identical,

functionally similar, and/or structurally similar elements.
DETAILED DESCRIPTION

[0023] Embodiments of the present disclosure may be implemented in hardware,
firmware, software, or any combination thereof. Embodiments of the present disclosure may also
be implemented as instructions stored on a machine-readable medium, which may be read and
executed by one or move processors. A machine-readable medivm may include any mechanism

for storing or transmutiing information in a form readable by a machine {e.g., 2 computing

S



WO 2019/089654 PCT/US2018/058293

device). For example, a machine-readable medium may include read-only memory (ROM);
random access memory (RAM); magnetic disk storage media; optical storage media; flash
memory devices; and others. Further, firmware, software, routines, and instructions may be
described herein as performing certain actions. However, it should be appreciated that such
descriptions are merely for convenience and that such actions in fact result from computing
devices, processors, controllers, or other devices executing the firmware, software, routines,

insouctions, etc.

[0024] The embodiments described herein may be implemented within a local computer
system. The computer system may be implemented in the contexts of, for example, computing
systems, networks, servers, or combinations thereof. The computer system includes one or more
processors and main memory. Main memory may store, in part, instructions and data for
execution by processors. Main memory stores the executable code when in operation, in this
example. The computer system may further inchude a mass data storage, a portable storage

device, output devices, user input devices, a graphics display system, and/or peripheral devices.

{0025] The components of the computer system may be connected to a communication
infrastructure (e.g., a bus or network). Processors and main memory may be connected via a
local microprocessor bus, and the mass data storage, peripheral device(s), portable storage

device, and grapbics display system may be connected via one or more input/output (1/0) buses.

{0026] Mass data storage, which can be implemented with a magnetic disk drive, solid
state drive, or optical disk drive, is a non-volatile stovage device for storing data and instructions
for use by processor. Mass data storage may store the system software for implementing

embodiments of the present disclosure for purposes of loading that software into main memory.

[0027] A portable storage device may operate in conjunction with a portable non-volatile
storage medium, such as a flash drive, floppy disk, compact disk, digital video disc, or universal
serial bus (USB) storage device, to input and output data and code to and from the computer
system. The system software for implementing embodiments of the present disclosure may be
stored on such a portable medium and input to the computer system via the portable storage

device.

{0028] User input devices can provide a portion of a user interface. User input devices
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may inciude one or more microphones; an alphanumeric keypad, such as a keyboard, for
inputting alphanumeric and other information; or a pointing device, such as a mouse, trackball,
stylus, or cursor direction keys. User input devices can also include a touchscreen. Suitable

output devices include speakers, printers, network interfaces, and monitors.

[0029] Graphics display systems may include a liquid crystal display (LCD) or other
suitable display device. Graphics display systems may be configurable to receive textual and

graphic information, and process the information for output to the display device.

{0036] Peripheral devices may include any type of computer support device that adds

additional functionality to the computer system.

{00311 The components provided in the computer sysiem are those typically found in
computer systemns that may be suitable for use with embodiments of the present disclosare and
are intended to represent a broad category of such computer components that are well known in
the art. Thus, the computer systern can be a personal computer (PC), hand-held computer
system, telephone, mobile computer system, workstation, tablet, phablet, mobile phone, server,
minicomputer, mainframe computer, wearable, or any other computer system. The computer
may also include different bus configurations, networked platforms, multi-processor platforms,
and the like. Various operating systems may be used, including UNIX, LINUX, Windows, MAC
05, PALM O35, QNX ANDROID, 103, CHROME, TIZEN, and other suitable operating

systems.

{6032] The processing for various embodiments may be implemented in software that is
cloud-based. In some emabodiments, the computer system described above may be implemented
as a cloud-based computing environment, such as a virtual machine operating within a
compuiting cloud. In other embodiments, the computer system may itself include a cloud-based
cornputing environent, where the functionalities of the computer syster are executed in a
distributed fashion. Thus, the computer system, when configured as a computing cloud, may

include pluralitics of computing devices in various forms.

{00331 The cloud may be formed, for example, by a network of web servers that
constitute a plurality of computing devices, such as a computer system, with each server (or at

least a plurality thercof) providing processor and/or storage resources. These servers may
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manage workloads provided by multiple users {e.g., cloud-resource customers of other users).
Typically, each user places workload demands upon the cloud that vary in real time, sometimes
dramatically. The nature and extent of these variations typically depends on the type of business

associated with the user.

{0034] Computer program code for carrving out operations for aspects of the present
disciosure may be writien in any combination of one or more programming languages, including
an object-oriented prograroming language such as Java, Smalltalk, C++, or the like, and
conventional procedural programming languages such as the “C” programming language or
similar programming languages. The program code may execuie entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software package, partly on the user’s computer
and partly on a remote computer, or entirely on the remote computer ot server. in the latter
scenario, the remote computer may be coupled with the user’s computer through any type of
network, including a local arca network (LAN) or a wide arca nctwork (WAN}; or the
connection may be made to an external computer (for example, through the Internet using an

Internet service provider).

[0035] Aspects of the present invention are described below with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems), and computer program
producis according to embodiments of the present invention. It will be understood that each
block of the flowchart illustrations and/or block diagrams, and combinations of blocks in the
flowchart iltustrations and/or block diagrams, can be implemented by computer program
instructions. These computer program instructions may be provided to the processor of a
general-purpose computer or special-purpose computer, or other prograramable data-processing
apparatus to produce a machine, such that the instroctions, which execute via the processor of
the computcr or other prograimmable data-processing apparatus, create means for implementing

the functions/acts specified in the flowchart and/or block diagram block or blocks.

{0036] These computer program instructions roay also be stored in a computer-readable
medium that can direct a computer, other prograramable data-processing apparatus, or other
devices 1o function in a particular manner, such that the instructions stored in the computer-
readabie medivm produce an article of manutacture including instructions that implement the

functionfact specified in the flowchart and/or block diagrara block or blocks.
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{60371 The flowchart and block diagrams in the Figures ilfustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and computer
program products according o varicus embodiments of the present invention. In this regard,
cach block in the flowchart or block diagrams may represent a modale, segment, or portion of
code, which comprises one ot more exccutable instructions for toplementing the specified
logical function{s). It should also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted in the Figures. For example, two
blocks shown in succession may, in fact, be executed substantially concurrently, or the blocks
may sometimes be executed in the reverse order, depending upon the functionality involved. it
will also be noted that each block of the block diagraras and/or flowchart illustrations, and
combinations of blocks in the block diagrams and/or flowchart illustrations, can be implemented
by special-purpose hardware-hased systems that perform the specified functions or acts, or

combinations of special-purpose hardware and computer instructions.

{3038 Whitle various emboduments have been described below, it should be understood
that they have been presented by way of example only, and not limitation. The descriptions are
not intended to limit the scope of the invention o the particular forms set forth hercin. Thus, the
breadth and scope of a preferred embodiment should not be limited by any of the exemplary
embodiments deseribed herein. It should be understood that the deseription 1s llustrative and not
restrictive. To the contrary, the prescnt descriptions are intended to cover such alternatives,
modifications, and equivalents as may be included within the spirit and scope of the invention as

defined by the appended claims, and otherwise appreciated by one of ordinary skill in the art.

{6039] Blockchain validation tool/system (may be referred as Blockchain Continuous
Assurance, Compliance, Monitoring, and Validating Solution or Blockchain Continuous
Validating Solution} is composed of a continuous validating methodology, blockchain risk
cvaluation systerm {may be referred to as blockchain risk framework), and blockchain assurance
software that enables data activity—level assurance for any given blockchain-based data storage
systemn use case. LThe continuous methodology may be designed to accommodate real-time
cvidence gathering and testing, and on-demand or continuous opinions on the state of a given
business process in a blockchain-based data storage system. The blockchain visk framework may
be used to evahiuate the current state of a blockchain-based data storage system use case against

different risk categorics and sub-categories. Using the data gathered from the blockchain risk

9
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framework {or other externally provided data), the blockchain assurance software may be
designed to integrate a read-only blockchain node of a blockchain network with off-blockchain
capabilities that can gather necessary underlying data elements, perform real-timoe validity
testing of data activities in one or more data blocks of the blockchain-based data storage system,

and produce continuous reporting to one or more stakcholders in the validation tool.

{6040] As described above, existing approaches to transaction audits can be incffective
in blockchain, as the technology does not lend itself to point-in-time, retrospective, sample-
based analysis due to the use of complex hashing functions, encryption techniques, and
mechanisms that can vary from one use case to the another. A traditional audit approach can
require extensive effort, resources, and time in addressing the technical challenges to decouple
or unwind the chain of information/data stored on blockchain for validating. Further, increases in

transaction volumes are making sample-based analysis much less effective or practical.

[0041] Additionalily, there are several variants of blockchain technology available in the
market (i.c., Chain.com, Blockstrcam, Fthercum, Ripple, Hyperledger, ctc.) that organizations
are employ to implement a blockchain. This non-standardized vse of technology can lead to
inconsistent use of platform, protocol, consensus, and encryption mechanisms, which can make
every us¢ case unique and exposcs the environment to a distinct and particularized sets of risks.
Further, the lack of a standardized strategy, approach, and risk framework in the industry makes

validating blockchain a challenge for the practitioners.

[0042] Blockchain validation tools/systems can comprise of combinations of continuous
validating methodologies, blockchain validating criteria, blockchain risk frameworks, and
software that provides transaction-fevel assurance. The approach and system framework outlined
above can be industry, use-case, and blockchain technology-variant agnostic so that
practitioners across all industries and sectors can use it to address the risk assurance and
compliance needs independent of the blockchain technology variant and use case. The
blockchain validation tools/systems can be designed and developed to consolidate blockchain-
related assurance, compliance, monitoring, and audit activities into categories by nature of
activity and then embedded into a software/tool for execution. Then, data from the underlying
blockchain ledger, as well as from other upstream and downstream systems affecting the use
case, may he drawn. A read-only blockchain node can be deployed in the given environment
integrated with off-blockchain capabilities that enable to gather vnderlying data elements, which
10
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is used for real-time automated testing and continuous reporting purposes to provide the
transparency and optics to meet the asswrance relative to internal and external compliance needs
of key stakeholders. This can enable an organization to folly automate any and all necessary
audit- or assurance-based procedures and provide active transparency for them on a real-time
basis {or some other interval if preferred). The tool could also be the foundation for the broader
context of real time and continuous validating in other hyper technical forms of technology, like

robotics process automation, artificial intefligence, and loT.

[0043] This is the next stage in the evolution of the assurance and audit profession, as
validating via the computer becomes validating by the computer. This trend is expected to
become more prominent as artificial intelligence and other automation technologics continue to
push validating into a truly real-time process. Such vmplementations allow reviewing and
confirming the validity of transactional data against / relative to applicabie risks, and conirolling
objective requirements in real time. Reviewing what happens in real time along with continuous
reporting, rather than testing selectively by taking a sarople-based approach after the fact, is a

significant nprovement on current assprance and audit technigues.

[0044] The use of contimious validating, continuous validating criteria, blockchain risk
framework, in combination of a given validating software/too] (may be referred to as assurance
software) will provide a standardized yet innovative approach that is agnostic to blockchain
technology variants, industry and use case, at the same time, enables an audit or compliance
practitioner to identify the stakeholders assurance and compliance reguirements and define
parameters (risks, conirol objectives, controls, testing objectives and procedures, and reporting).
These parameters can then be executed manuoally or embedded into a validating software/tool to

achieve the required level of assurance and compliance.

{30457 In some embodiments, the blockchain use case is assessed using the blockchain
risk framework. Based on the assessment results, the continmous validating software is then
configured, operationalized, and implemented. After implementation of the software, managed

services inclusive of ongoing risk assurance and I'T support are provided.

{0046] The validation system may be a combination of services and software, designed
for practitioners to provide transparency i meeting the assurance and compliance needs of users

of blockchain-based data storage systems.

11
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{06047] FIG. 3 illustrates an exemplary process for deploying a distributed ledger
validation tool according to examples of the disclosure. In the example of FIG. 3, the process
300 can begin at step 302 wherein the customer’s (who will be using the validation system)
blockchain use-case is analyzed. The use-case analysis performed at step 302 can include as an
cxample, determining the type of blockchain that is being used by the customer, analyzing how
the customer is using the block chain to effect transactions and what solutions the blockchain is

meant to deliver to the customer.

[0048] Oncee a use-case analysis is completed at step 302, the process can move o step
304, wherein a risk framework analysis is applied to the customer blockchain. A risk framework
is a tool that can be used by stakeholders or auditors to assess and define the assurance and
compliance needs of a particular blockchain use-case. The framework can allow the user to step
through a series of categories of risks {i.e., risks to an organization engendered by their use of
Blockchain) to determine what risks they wish to audit for, and to determine the extent to which
those risks would harma the organization. The risk framework described above can be industry,
use-case, and blockchain technology agnostic so that practitioners across all industries and
sectors can use to address the risk assurance and compliance needs independent of the

Blockchain technology variant and use case.

{00491 Practitioners can use the risk framework as a standard approach and framework to
cvaluate the current state of a Blockchain use case which can be inclusive of apstream and
downstream {on-Blockchain and off-Blockchain) processes, technologies, and vanderlying data
clements (people, processes, technologies) against 6 different risk categories, applicable
domains, and 100+ sub-risk categories in order to address assurance and compliance needs
{risks, control objectives, controls, testing objectives and procedures, and reporting parameters)
of the following stakcholders simultancously or exclusively. The risk categories, domains and
sub-risk categories can be used exclusively or mutually exclusively to determine targeted and/or
upstream and downstream tmpacts. These parameters can be used to customize and personalize
an assurance or auditing software/tool to achieve required level of assurance and compliance as

by-product of processed transactions.

{6050] In one or more exampdes, the risk framework can inchude such categorics as:

governance and oversight of the blockchain, cybersecurity issues with the blockchain,

infrastructure risks, blockchain architectore risks, operational risks, and transactional risks. As
12
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part of using the risk framework, a user can (via user interface) go over each risk category and
the sub-categories within each risk category and indicate which risks are pertinent to their
organization {(or that they wish to be analyzed), and also indicate the degree and scope of those

risks using the risk framework.

{0051] Once a user has engaged the risk framework at step 304 to identify the risks they
want analyzed during an audit, the process can move to step 306 wherein the user-preferences
supplicd to the risk framework can be converted in to one or more testing procedures to be
performed during the real-time compliance testing of the customer’s blockchain, As will be
described in further detail below, the testing procedures can then be used by the

validation/auditing software to in real-time audit the blockchain.

{00521 Once the results from the risk framework are converted to testing procedures at
step 306, the process can move to step 308, wherein the real-time auditing tool is customized
using the results gleaned from the nisk framework. In one or more examples, customizing the
auditing tool can include setting up one or more testing procedures that the tool will engage in
during its operation, and also setting up the formatting of the reports that the tool will ultimately

produce for review by the customer (described in further detail below).

{00531 Finally, once the tool has been customized per based on the assessment of the
use-case established at step 302 and the application of the risk framework at step 304, the
process can move to step 310 wherein the tool is deployed in the customer environment. As will
be described in further detail below, deploying the tool can refer to the creation of a validation
node that becormes part of the customer blockchain environment. The validation node can be a
read only node that inchides the software to run the test procedures discussed with respect to

step 306 on blockchain transactions as they occur in real time in the customer environment.

{0054] In one or more embodiments, the validation system created by the process
described with respect to FIG. 3, may utilize a permanent planning file that can contain the
details and vesults of the risk framework application, that can then be used at step 306 to convert
the risk framework results into testing procedures. In other embodiments, the permanent
planning file can instead be divectly created by a user without the need to engage in the risk

framework analysis above.

13
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{0055] In some embodiments, the above set of activities of the validating methodology
may be exceuted systematically (e.g., via software, hardware, or a combination thercof) with
manual input by the auditor or compliance practitioner. In one or more examples, the validating
methodology described above with respect to steps 302 may be divided into three phases {e.g.,

planning, ficldwork, and reporting springs). The three phases are described below.

{6056] Planuing Phase: In some embodiments, steps 302, 304, and 306 of FIG. 3 may
constitute the planning phase. During the planning phase, an assessment is performed to identify
validating test procedures using blockchain validating criteria and risk framework. In order to
provide a required level of assurance for any given blockchain use case, a standardized
acceptance criterion is developed to capture inputs and outputs and set the right assurance
threshold level based on stakeholders’ requirements, as needed. A blockchain risk framework
can be used to identify inputs and define outputs in order to create the required level of
assurance. Based on the assessment results obtained from using the criteria and risk framework

of step 304, validity test and repotting parameters are deterrnined (at step 306).

{0057] Fieldwork Phase: In some embodiments, step 308 and 310 of FIG. 3 may
constitute the fieldwork phase. During the fieldwork phase, the validating software may be
customized with the test and reporting parameters determined in the planning phase. Once the
customized software is deployed at step 310, transactional information can be captured based on
the defined data parameters and passed through a rules engine (described in further detail
below}, which can host the validity test rules. Practitioner uses the validity software to execute
real-time evidence gathering and festing across a data activities-level data population seton a

real-time basis (or some other interval if preferved, e.g., bi-mounthly or monthly).

{00581 As will be described in further detail below, the software can classify testing
results as either an observation (visual or virtual alert) when the rule breaks/fails, or a no-
observation if the transaction passes the test rule with no breaks/fails. A practitioner classifies an
observation as either an exception/deviation noted, or no exception/deviation noted. Further, the
practitioner raises exception{sy/deviation{s) noted per test procedure as an issue, including
exception/deviation details, investigation resuits, issue summaries and details, impact rankings

and details, and management action plan details.

{0059] Reporting Phase: In some embodiments, step 310 of FIG. 3 may constitute the

14
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reporting phase. Once the validity tests and other fieldwork activities (i.e., exceptions/deviations
and issucs) are complete, the deploved tool can produce an issuc and interim audit report,
including ratings and details at the process and subprocess levels to achicve continuous reporting
and monitoring (or some other interval if preferred, e.g., bi-monthly or monthly. In some
cmbodiments, after the interim reporting cycle for the guarter (or some other interval if
preferred) is complete, practitioner produces and issues a quarterly audit report including ratings

and opinions at the process and subprocess levels to the stakeholders.

[0060] The testing and reporting can provide the required assurance level information at
the process and subprocess levels based on the applicable risks, controls, testing objectives, and

reporting parameters across the entire population data sct to address stakeholders’ needs.

{00611 In some embodiments, the exception can be replaced with the deviation in the
flow described above to address the process and functional needs of the stakcholders in

compliance or non-compliance arcas {outside of audit).

{0062] in some embodiments, the validating methodology provides a practitioner with an
end-to-end standardized audit process and sets of activities that can be used to obtain real-time
transparency around given business processes (i.e., non-blockchain and blockchain) and provide
compliance and audit-type reporting automatically or manually. In some embodiments, the
methodology enables the practitioner to execute set of audit and compliance activities by the
computer in a continuous fashion, which can bring a significant increase in efficiency and

effectiveness, achieving a higher/maxinwum level of confidence.

{00631 In some embodiments, the blockchain validation tool/system is designed and
developed to provide real-tme transaction-level assurance with impnediate results across a full
population data set, which can be used by stakeholders and end-users simultaneously or
exclusively 1o address thetr assurance, audit, and/or compliance needs. Some examples of
stakecholders would be such personnel as the head of innovation, head of corporate development,
chief technology officer, head of business segment(s), and chief andit executive. Some examples
of end-users would be internal users (e.g., operations (first line of defense), enterprise risk
managerment (sccond line of defense), internal audit (third line of defense), and tax); and

cxternal users (e.g., legal and regulatory).
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{6064] One solution with separate customized views can satisfy multiple stakeholders’ /
organizations’ / economic buyers’ needs simultaneously. The solutions described herein can
provide required assurance around processes and supporting systems built on distributed ledger
technologies {DLTs). In some embodiments, as shown in FIG. 3, the results (i.e., testing
procedures and parameters) of an assessment performed using a blockchain reliability
assessment tool can be used to consolidate the audit and compliance activities into categories by
nature of activity at the transaction layer, and embed them into validation
software/tool/application. As will be described in turther detail below, by drawing data from the
underlying blockchain ledger, as well as from other upstream and downstream systems affecting
the use case, any and all necessary audit or assurance-based procedures can be fully automated,
and active transparency for ther on a real-time basis {or some other interval if preferred) can be

provided to the practitioner.

{03065] FIG. 4 illustrates an exemplary blockchain validation system according to
cxamples of the disclosure. The following discussion with reference to FIG. 4 outlines a
structure to establish a validation node capable of performing real-time assurance off third-party
blockchains. The validation system consists of individual microservices performing discrete
picces of functionality, which, when holistically viewed, can enable real-time assurance and
validation of data activities in data blocks of blockchains in a blockchain network. The
Blockchain network may have a plurality of blockchain nodes having blockchain-based data
storage systems in each blockchain node as described above with respect to FIG. 1. In some
cmbodiments, the blockchain network and the blockchain node of FIG. 4may be represented by
the network and nodes shown in FIG. 1. The discussion below provides insight into the primary
responsibilities of cach service as a new blockchain event or data block is added to a node in the

blockchain network.

{0066] Some assumptions in performing real-time assurance may include that: (1} off-
chain data (i.c., data not stored within the blockchain) exists and may be required for key
assurance reporting: (2) ordering, integrity, and completeness of data activities in a blockchain
can be critical to assurance; (3) while the integrity of blockchain data can be validated, third-
party “off-chain” data is not immutable and subject to change; and (4) assurance is being
conducted on the qualitative and goantitative data activities of the blockchain, rather than the

technical blockchain implementation {consensus protocols, block formation rules, blockchain
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forks, etc.).

{00671 The blockechain validation system may include major five components: (1)
customer environment 404, (2) integration unit 406, (3) data block service unit 408, (4) front-end
service or reporting unit 410, and (5) interfaces 412. in addition, the system 400 may interface
with third-party computing systems {as indicated by block 402) as well as the customer
Blockchain 404. The following sections discuss these architectural components of the blockchain
validation systern (which may be referred to as the blockchain assurance and validation sohution,
blockchain assurance and validating software, or blockchain assurance solution) with reference

to FIG. 4.

{0068] To iliustrate the functionality of the components contained within system 400, a
description of the data flow in the architecture of FIG. 4 can be pertinent. The process of
validating blockchain transaction can begin with the addition of a new data block from one of
the blockchain nodes 418 residing in the customer’s blockchain environment. When a node 418
atterapts to introduce new data into the blockchain, that activity can be sent to chain listener 422.
The chain listener can serve as the initial integration point between the blockchain assurance and
validation tool, and the customer blockchain. The goals of the chain listener can be to emit
transactional blockchain events occurring within the blockchain. In most cases, blockchains
provide varying levels of “feed” data in instances where generic cvents of fransactions are
published to subscribers of its services; in these cases, the chain listener can leverage those

existing services to provide events for downstream service consumers.

[0069] Events trigger the initial action that results in a transaction or data activity {or the
addition of a block) within the blockchain. Events should trigger one or more transactions within
the blockchain, indicating that some key information should be delivered across the blockehain

network. These transactions will manifest as a simaple key-value pair, as illustrated below:

)

f{on the blockchain
_id: 3199444, //a unique identificr
dateTime: 2103323223 /funix timestamp,
transaction; 21932984309843984381212211 //a transaction,

sender: John Doe, //string

17
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receiver: Jane Doe, //string

amount: 10 Yinteger

}

{60701 In most industiry use-cases, blockchains will not actually store transactional data.
The use of 2 shared ledger implies the likely scenario in which sensitive-data transactions occur.
Moreover, storage costs can escalate, and blockchains are not intended to store items such as
images, documnents, etc. As such, an event transaction may have a stimple enerypted “hash,”
which can contain a secret location that can be unencrypted by the asset owner. The same object

described above can casily be represented as such:

/7 on the blockchamn
_id: 3188444 /fa unique identifier
dateTime: 2103323223 /funix timestamp,

hash; 2193298439843984381212211 //an encrypted value that could represent anything

/f off the blockchain (such as in a relational database).

_1d: 2193298439843984381212211,

transaction:; 2193298439843984381212211 //a transaction,
sender: John Doe, /string
receiver: Jane Doe, /string
amount: 10 /integer
i
[0071] A “push” feed (butlt within the blockchain protocol) is the ideal setup, because it
properly segregates the responsibilities across the blockchain network and the assessment and
validating software. As such, it is up to the blockchain to provide guarantees that ensure
transactions are cmitted while the chain listener is responsible for relaying those events into the
validation system. If this service is gver stopped or intermupted, it should possess enough
awareness and understanding 1o resume siarting with its last acknowledged transaction. This
cnsures that transactions are not “duplicated” within the environment and that unnecessary work

to “reprocess” blockchain transactions will not occur.
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{60721 Thus, once the chain listener detects that a new transaction is occurring on the
blockchain, it can tag the event and send them to cvent listener 442 by placing the events onto a
queue 434. The event listener 442 may then pick up the new data block from queune 434 and
perform a series of tasks with the new data block acquired from queue 434. In one or more
cxamples, the event listener 442 may store a copy of the new data block by storing in cvent store
436. The event store 436 can be the principal “record of truth” that represents a historical copy
of the blockchain from which all downstream systems derive their system state. Records that live
as unstructured data, and events transacted from the blockchain listener, will live as JSON
objects within this document store {¢.g., MongoDRB), and will live in its nearest representation (o
data on the blockchain. The primary goals of the event store can be twofold: (1) separating
querying and data, extraction responsibilities from the validation node {(to avoid directly
querying the blockchain for events); and (2) creating a consistent storage abstraction that can be

leveraged regardless of the blockchain platform.

{00731 The event store can also cnable additional capabilities such as data “snapshots,”
where events or tfransactions can be “replayed” as they occur. The event log provides a strong
audit capability {(e.g., accounting transactions are an cvent source for account balances) where

historic states can be recreated by replaying past events.

{00741 Stmultaneously to storing the event at event store 436, the event listener 442 can
transmit the new data block to data enricher 424 by placing it into a gueve 432, The data
enricher 424 can take the data block stored at queue 432 and vequest information from external
data sources {e.g., from a customer or third party) through the off-chain API 426 that collects
third-party data stored at 414, and off-chain data stored at 416. . External data sources can be
centrally managed through the use of an off-chain AP 426 that can federate requests to one or
many external data sources such as third party data 414 or off-chain data 416. External data
sources are centrally managed through the off-chain API 426, which federates requests to onc or
many external data sources. Off-chain data (sometimes referred to as orvacles) provide,
contextual information about blockehain data, including real-ume data elements {e.g., stock
prices), personally identifiable or sensitive information (c.g., names or addresses), or extrancous
metadata, which could bloat the size of the blockchain ledger. Through the creation of its own
independent service, the application reduces the tight coupling between internal and external

application logic, and limits exposure to third-party systems.
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{6075 Customer environment 404 which can store off-chain data 416, as well as third
party data coming from data store 414 can describe the spectrum of tasks occurring within third-
party networks and the oviginal inception of the transaction, data activitics, or data block onto
the blockchain-based data storage system. While upstream {i.e., actions prior t¢ hitting the
blockchain) activities should be considered “out of scope” of the tool 400 — need for assurance
can require that examination occurs as close to the original “source of truth” as possible — it can
therefore be essential for critical data elements or keys to exist within the blockchain, or else
they will not be captured by the downstream processes. Careful design of blockchain metadata is
needed to enable the ability for assurance and validation. Thus, customer environmaent 404 can

collect and store various “off-chain” data at data stove 416.

{00786] As an example of off-chain data, if a distributed ledger is storing emails being
sent back and forth from the customer, the names associated with each email address could be an
example of “off-chain data™ that could be used to help validate and audit the blockchain itself.
Thus, the type of data that while not needed for action block creation itself, may be needed to
validate transactions occurring in real-time can be stored at data store 416. Gff-chain storage
contains data that is not readily available for public consumption. Off-chain storage may
reference anything from trade data to vendor/sales information, or anything that provides context

to the transactions inscribed on the block.

{68771 Whitle blockchain data is historic and immnuotable, off-chain data is not immutable
or immune {o tampering. This makes logical sense: off-chain data will likely be sensitive,
business-contextual data and will often be used by multiple consumers within an organization.
The duplication of data across off-chain and on-chain data which poses consistency issues and
the two are in-syne. [t is possible that records reflected within the blockchain are not represented
off-chain. Downstream processes will need to reflect this known hazard when they are working
with off-chain data by properly rebuilding or reconstructing records that require updates to

cnsure the audit solution accurately reflects the historic state.

{6078} Once the data enricher 424 adds in the off-chain data, 1t can then transmit the
augmented even to rules engine 428 via queue 430. Customer-specific business assurance rules
can applied to the data block in the rules engine 424. Rules can be highly specific to the business
and industry concerned and be customized according to each customer as described above with

respect to the risk framework. Rules can the cornerstone of the validation solution, providing the
20
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hasis of when/why transactions violate specified conditions.

{60791 The rules engine 428 can be implemented as a worker with a specified set of
instructions on how to apply rules against transactions. Because the user interface also relics on
the awareness and knowledge of rules, the rules engine can retrieve the latest inventory of rales
from a shared database (not pictured). While this extra network request may secim unnecessary,
it also can cnable user-features such as the dynamic toggling of rules, the addition/subtraction of

rules without hard resets, etc.

{008G] Two categorics of rules may be applied to transactions or data activities in the
blockchain: streaming rules that assess against individual transactions, and batch rules that

assess against an aggregate of ransactions.

[6081] Streaming Rules: Incoming transactions can be evaluated against a set of one or
many business rules that can assess validity across a variety of dimensions {¢.g., completeness of
a transaction, blacklisting of specific values, application of transaction logic such as input =

output, ec.).

{00821 Batch Rules: Incoming transactions that possess some relationship to historical or
past cvents can leverage the event store to identify patterns that may violate assurance rules

(e.g., aging transactions, number of transactions from an account, fc.).

{6083] These rules are generators of ““observations” within the solution. Observations
indicate the violation of a pre-defined guideline set hy business or assurance rules, which Users
of the system will evaluate within the web interface. As will be described in detail below, the
observations can be collected and presented to a user, who can then review cach observation and

determine whether the observation warrants further scrutiny.

{0084] Once the rules engine 428 applies the one or more rules to the data block, the
results of the tosts performed by the rules engine can be sent to reporting database 444.

Reporting database can store the results of the application of the rules to the data block.

{0085] The reporting DB is the final staging arca where business-oriented data structures
can be queried and analyzed. Any blockchain transaction saved within the event store will create

one or many fransactions within the reporting DB, this will allow a variety of views to be
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“staged” and immediately ready for analytics, assurance reporis, etc.

[0086] In order to create this reporting state for user interfaces, any off-chain data must
be already “‘enriched” and co-located with other blockchain events. The integration of off-chain
and on-chain data will require a high degree of collaboration and integration between the third

party and the tool

{00871 Reliability and uptime of external systems can be unpredictable, and the present
invention anticipates “offline” scenarios where external systems are unavailable. Moreover, the
current state of the reporting DB can be oft-syne with its original source of truth if records bave

been updated within the host system.

{00881 To resolve these issues, the architecture should incorporate several precautionary
measures to ensure the reporting DB is in an accurate representation of its source of truth. In the
“offline” scenario, worker jobs should fail, persist, and retry to ensure ransactions arc not [ost.
Additionally, periodic background validation jobs should have the ability to check the accuracy
and updates of records. This integration has the potential to be complex, depending on the

auditability and traceability of third-party systems.

ELS The results stored in reporting database 444 can be sent to user interface 412 for
further evaluation via reporting AP 448, The reporting platform will be the sole interface
through which users interact and communicate with blockchain data. A separate “reporting APY”
provides external users with access into data that has alveady been relayed, saved, and
transformed into contextual and relevant picces of information. This information is ready to be
consumed by the web interface, which enables risk assurance professionals to make decisions

according to real-time events on the blockchain.

[0090] The user interface presents the results of the test procedures to the rules engine.
The user interface may be a web page, a web dashboard, a mobhile device, or any other device

that is configured to display or output the validation report.

{0091} In order to monitor the operation of the tool described with respect to Fi(3. 4, the
tool can provide monitoring capabilities that allow a user to know that the tool is operating

properly.
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{6092] Monitoring should occur throughout the system to provide the visibility,
transparency, and understanding of vital signs throughout the application. FIG. 5 illustrates a
monitoring architecture for the validation tool according to examples of the disclosure. The
example of FIG. 5 illustrates the architecture for monitoring the application, the container hosts,
and the undertying virtual machine. The goal of this architecture is to provide tooling sufficient
to preemptively identify anomalies cutside the threshold of normal behavior while providing the
necessary tooling to drill down into issues as they sccur. Monitoring may consist of the

following components (FIGG. 5):

{G093] Dashboards: Dashboards 502 can exist to communicate the key metrics and vital
signs of each microservice described with respect to FIG, 4. Well-designed dashboards give
developers an easy, visual way to detect anomalics and determine alerting thresholds. Key

metrics should be captured at the host, application, and container levels:

[0094] Application Metrics report on the health status of individual microservices {(e.g.
containers or processes). Examples of application-level metrics include: endpoint

successes/fatlures, response times, input/output, errors/exemptions, efc.

{0095] Container Metrics report on the health status of the instance(s} of containers

running applications. Examples of container-level metrics include: CPU, RAM, processes, ete.

[0096] Host Metrics report on the health status of the underlying infrastructure and
hardware supporting {e.g., server or VMs). Examples of host-level metrics include: total CPU,

RAM, database connections, consumer threads, network reguests, etc.

[0097] Logs: Logs 504 describe the internal state or status operations of an individual
microservice. Bach microservice should log the mintmum necessary to describe key events or
transactions. Transactions should have a consistent “request identifier” that flows throughout the
applicaton to identify. Logs enable system operators to home in on specific issues of

transactions or events,

{G098] Notifications/Alerts: Notifications/alerts 506 comnmnicate deviations from
normal operations that warn of potential performance issues. Key metrics at the host,
application, or microservice levels should have alerts set at various thresholds. Third-party
integrations enable key personncel (developers, system operators, and other “tiered” support} to
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bie either passively or actively notified upon the detection of issucs.

{30991 Microservice architectures can rely on containers 508 to isolate individual
runtimes and envitonments. Containers can be built from “images” that package together all
necessary requirements, instructions, and comumands to get a service working regardiess of the

operating environment.

{01001 Containers can be “stateless” and posscss no knowledge of upstream or
downstream events. This enables the blockchain continuous assurance and validation
tool/application to address scalability concerns by growing horizontally (or adding additional

coraputing resources) and load-balancing requests across those services.

{01611 The blockehain continuous assurance and validation tool/application relies on
persistent data to maintain a “state” of individual services; store blockchain/off-blockchain and
log data; and provide configuration information for services. To manage persistent data with
docker containers, docker volumes are used to create a shared directory of data within the host

system.

{01021 While no requiverments have been provided for backups, there are several backup
options, including backing up docker volumes and exporting them to a shared cloud storage, or

backing up the entire disk of the VM.

{6163] The inherent components of the architecture shown in FIG. 5 support security
hest practices by isolating environments and limiting superfluous connections between services.

Three primary surface areas of attack within the application are host, container, and application.

{0104] Host 510 is the virtual machine providing computing resources. The
microservices environment is cloud-agnostic and can be hosted acvoss any variety of cloud
infrastructure providers through hosted computers {(i.e., virtual machines) or container-as-a-
service platforms. Cloud infrastructure, such as the Google cloud platform, provides encryption
of data at rest by default. Security rules at the network/firewall level also enable flexible access

control between host-to-host comnunication.

{0185] it is expected that a single-host environment wili allow network waffic from the

internet to serve web content. Authorization/authentication services within the application are
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implemented.

[0166] The only installation requirement for all host is to support Docker. There are a
variety of tools such as Docker Toolbox, which can provide automated checks across a variety

of domains to ensure a secured network environment.

{31971 Containers 508 are the isolated environments living within a container network.
Containers are “secure by default” and provide an isolated environment wherein code can run
without potential interference from the host or other containers. Unless specified (by exposing
ports or mounting volumes}, containers cannot communicate with any environment vnless it is
living within the same network. Docker enables users to create custorn virtual networks to
isolate working environments where communication should occur. Individual networks for cach
container-to-container communication are created. This architecture ensures “less-possible-
privilege” for each service and greatly reduces the nurnber of connection points and therefore the

possibility of unauthorized access.

{0188] An application 512 is the source code living within each container. Bocker
images are built by bundhing all the known components {¢.g., operating system, runtime
cnvironments, source code, ete.) to run an application into an isolated environment. These
irnages, once built, are immutable and provide a consistent understanding of “state” within the

container.

{0169] Docker images are built by inheriting a previous “base” image from which to
begin. For example, images commoniy inherit an initial ightweight Linux working environment
(¢.g., Alpine, Debian, ctc.) from which to hegin building. These tmages arc often provided hy
authonzed “owners” of the software, but these owners can also be commumnity, maintained. The
scanning of Bocker images will provide a heightened level of security that will evaluate each
“layer” of a Docker image and ensure no known threats exist, although this tool would be

separately integrated.

{01161 The blockehain continuous assurance and validation tool/application leverages a
variety of open-source technologies for development that are fetched from comnunity-
maintained external registries. To facilitate this conununication, developers rely on “package”

managers such as NPM and Yam for NodelS to retrieve pre-built libraries bosted elsewhere on
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the Internet. This exposes potential valnerabilities, as unauthorized changes could inadvertently

be pulied through routine development/deployment.

{0111] These risks can be mitigated by ingraining automatic “security checks” into the
continuous integration/continuous delivery pipeline. For example, the Node Security Platform is
a tool for flagging known risks/vulnerabilities by the community. This tool, among others, can
be run during the build/test process o flag any potential vulnerabilities; any commit pushed by

developers that fails these basic security tests will be marked as a “FAILING” build.

{0112] To ensure applications can be recovered, restored, and repaired, blockchain
continuous assurance and validation tool/application employs most principles found within
twelve factor applications. Spectfically, the automated deployment pipeline ensures developers
can conduct rapid deployments with minimal production risk. The development pipeline can be

summarized as follows:

{0113] Source code is managed through a privately hosted instance of Gitlab.
{01141 Upon coromuit, Jenkins instance manages the build/testing process, which will

also produce suitable Docker images for deployment.

{0115] Gitlab Registry manages the version control of individual Docker images tagged,

and perform “hot swaps” of containers.

{011s] Ansible performs astomated deployments on successful builds.
{0117] The ability of the blockchain continuous assurance and validation tool/application

to perform its intended fanction velies on the underlying host machine, the docker container, and
the current health of the application. Proactive monitoring and alerting mitigates the potential for

system-wide issues to cause the blockchain assurance solution to fail.

{3118] Container management tools {¢.g., Docker Swarm, Kubernetes, Mesos, etc.)
provide the scheduling and orchestration of containers, enabling the replication of containers
across multiple nodes. These tools can perform health checks by assessing the “liveliness” of the
application via HTTP pings or executing probing commands, and provide rolling deployments to

perform “zero-downtime” version releases.
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{0119] Returning to the example of FIG. 4, the system 400 described therein can be part
of a larger real-time block chain validation process that ultimately generates reports that a
customer can use to validate/audit their blockchain architecture. FIG. 6 illustrates an exemplary
validation process according to examples of the disclosure. The process described in FIG. 6 can
itllustrate how the system described with respect to FIG. 4 operates in the larger context of

validation.

{01201 The process can begin at step 602 wherein a blockchain transaction occurs. Once
a transaction occurs at step 602, the process can move o step 604 wherein one or more test

procedures are applied to the test transaction in the manner described with respect to FIG. 4.

{0121] As discussed with respect to FIG. 4. the system can determine whether or not the
transaction being analyzed complies with onc or more rules/tests and can cither produce a
passing result or a fail. In the event that the transaction under scrutiny passes all of the tests, the
process can move to step 618 wherein the vesul is passed directly to the reporting database and

vltimately published in the reports 620.

{6122] However, if one or more tests applied at step 604 yields a failing result, the
process can move to step 606 wherein the wherein the result is sent onward for further
remediation. At step 608, the transaction that has broken one or more rules can be classified as

an observation. Observations indicate the violation of a pre-defined guideline set by business or

assurance rules, which Users of the system wili evaluate within the web interface.

{0123] Once the transaction is classified at step 608, the process can move to step 610
wherein an auditor can manually review the observation and classify it as cither being an
cxception or not an exception. In one or more examples, the auditor can perform the manual
review of step 610 via a graphical user interface on a computer, wherein they read the
information associated with the exception on a computer display, and then provide an input to
the computing system (via a keyboard or mouse for example) to indicate whether the

observation should be classified as an exception or no exception.

{3124} An exception can refer to an observation that the auditor believes constitutes
signs that there is an issue with the blockchain environment that needs further scrutiny. Thus if

an observation is classified as an exception af step 612, the process can move o step 614
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wherein the auditor raises an issue that is then transmitted to the reporting at step 620.

[0125] in the case of designating an event as “no exception” at step 616, the auditor can

decide that the observation does not need further scrutiny and is not an issue.

{6126] In order to understand the functionality of Fi(Gs. 4 and 6 an example usc case is
provided below. Assume that a testing periods last for half a month. During this time, the
automated rules are flagging transactions {or groups of transactions) as observations, noting
whether they’re worthy of investigation. The reporting period begins the day after a testing
period ends. The reporting period lasts for half a month, during which all observations must be
classified as “exception noted” or “no exception noted.” Once all observations have heen
classtfied, the bimonthly report can be finalized. Once all six reports for a quarter have been

finalized, a quarterly opinion can be provided.

{0127] Emad Khan is a CAE at Nasdag and has established a reputation for being very
meticulous with his reports. He wants to make sure that all of the exceptions are accounted for
and that he has foll visibility across the current status of real-time testing, corrent birnonthly

reporting period, and quarterly audit opinion processes.

[0128] His cuarrent team consists of Constantine Thornes, an analyst who works closely
with his manager, lan McGrawhill. Constantine’s main task is to mark observations as
“exceptions” or “no exceptions.” On the other hand, lan’s task is to close off issues, finalize the

bimonthly report, and assist Emad in creating the audit opinion at the end of the guarter.

{0129] We will follow their actions as they complete their tasks. Each process below is

accessible to certain users, who are listed below.

§31301 1y [Constantine, Analyst] Mark observations as exceptions on current

bimonthly report.

[0131] 2} [Constantine, Analyst] Mark observations on real-time testing activity.
{0132] 3y  ilan, Manager] Identify and finalize issues per exception identified, and

finalize bimonthly report.

[0133] 4}  {Emad, CAE] Fill in and finalize quarterly report.
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{0134] 5) (Al Users] View previous bimonthily report and quarterly audit opinion.
1) Mark ohservations as exceptions

{3135 Constantine’s main task is 1o mark observations as exception “noted” or “no
exception” noted for each test procedure under each subprocess on the current bimonthly report.

The process is as follows:

{0136] Constantine will be directed back to the dashboard, where he can continue his
task until all sub-process test-procedure observations ave completely marked as “exceptions” or

“no exceptions.”
2} Real-time testing activity

{0137] Once Constantine completely marks all observations on the current bimonthly
reporting period, he can view the real-time testing activity dashboard, which shows how many
observations have been identified per test procedure. He also has the option to click on cach test

procedure and start classifying each observation as “exceptions” or “no exception.”

3) Identify and finalize issues per exception identified, and finalize himonthly

report

3138 fan can work with his team in 1dentifving all observations. Once all sub-process
o o

5

observations are marked, he will see the “+” sign next to cach test procedure. This indicates that

there are issues he needs to classify.

{(139] Once fan identifies all issues, each test procedure with a green icon will indicate
that the issue has been classified. Once all issues bave been classified, the “finalize bimonthly

report” button shows up. fan can now finalize the bimonthly report.

[0140] Once all issues have been identified, the *“+” sign will turn green, indicating that

all issues have been finahized.

{01411 4} Fill in and finalize quarterly report
[0142] On the last bimonthly report of the quarter, once lan finalizes the last bimonthly

report, he will be directed back to the dashboard, where the “finalize quarter [x] report” button
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will appear.
[0143] 3) View previous bimonthly report and quarterly audit opinion

{0144] Users can click on the tab at the top to view previously finalized bimonthly report

or quarterly audit opinions.

{0145] FIGS. 7TA-7R ilustrate exemplary scroen shots of the reports that can be
generated by the real-time auditing tool according to examples of the disclosure. The example
screen shots ilustrated in FIGs. 7TA-7R illustrate exemplary graphical displays that can be
provided to the user when operating the validation tool described above. For instance the
screenshots include various view of an interim (bi-weekly report) that can be produced
simultancously or immediately after the testing of the blockchain computing environment is
completed. Once the audit testing and other fieldwork activities (i.e. exception/deviation and
issue} arc complete, a practitioner/auditor can produce and issue interim audit teports including
rating and details at the process and subprocess level to achieve continuous reporting and
monttoring {or some other cadence if preferred {e.g. bi-monthly or monthly). After the interim
reporting cycle for a guarter {or some other cadence if preferred) is complete, a practitioner can
produce and issue a quarterly audit report including rating and opinion at process and subprocess
level to the stakeholders. The testing and reporting can provide required assurance level
information at the process and subprocess levels based on the applicable risks, controls, testing
objectives and reporting parametcrs across entire population data sct to address stakeholders
needs. The Contimuous Auditing/ Monitoring Methodology provides a practitioner with an end-
to-end audit standardized process and sets of activities to can be used obtain real-time
transparency arcund given business process (i.e. Non-Blockchain and Blockchain) and provide
compliance and audit type reporting automatically or manually. The methodology enables the
practitioner to execute set of audit and compliance activitics by the computer in a continuous
fashion, which can bring significant increase in efficiency and effectiveness in achicving the

higher/maximum level of confidence.

{0146] As the validation process outlined above can be conducted on a continuing basis,
the reports shown in the FiGs. 7A-8R can also include opinionated process level reports that can
be issued on a guarterly basis. Continuous auditing can produce a collection of audit evidence

related to business processes which an auditor, using the Quarterly opinionated report, can
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provide a continuous or on-demand opinion on the state of business processes, applicable risk
and control, or underlying fransactional evidence in question.

{01471 FIG. § illustrates an example of a computing device according to examples of the
disciosure. Device 800 can be a host computer connected to a network. Device 800 can be a
client computer or a server. As shown in FIG. 8, device 800 can be any suitable type of
microprocessor-based device, such as a personal computer, workstation, server, or handheld
compating device {portable electronic device) such as a phone or tablet. The device can include,
for example, one or more of processor 810, input device 820, output device 830, storage 840,
and communication device 860. Input device 820 and output device 830 can generally
correspond to those described above and can either be connectable or integrated with the

cormputer.

{0148] Input device 820 can be any suitable device that provides input, such as a touch
screen, keyboard or keypad, mouse, or voice-recognition device. Output device 830 can be any

suitable device that provides output, such as a touch screen, haptics device, or speaker.

{0149] Storage 840 can be any suitable device that provides storage, such as an
electrical, magnetic, or optical memory, inchiding a RAM, cache, hard drive, or removable
storage disk. Commmunication device 860 can include any suitable device capable of transmitting
and receiving signals over a network, such as a network interface chip or device. The
components of the computer can be connected in any suitable manner, such as via a physical bus

or wirclessly.

{0150] Software 850, which can be stored in storage 840 and executed by processor 810,
can include, for example, the programming that embodies the functionality of the present

disclosure (¢.g., as embodied in the devices as described above).

{0151] Software 850 can also be stored and/or transported within any non-transitory
computer-readable storage mediom for use by or in connection with an instruction execution
system, apparatus, or device, such as those described above, that can fetch instructions
associated with the software from the instruction execution system, apparatus, or device and
cxecute the instructions. In the context of this disclosure, a computer-readable storage medium
can be any roedium, such as storage 840, that can contain or store programming for use by or in

connection with an instruction exccution system, apparatus, or device.
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{6152] Software 850 can also be propagated within any transport medium for use by or
in connection with an instruction cxecution system, apparatus, ot device, such as those described
above, that can fetch instructions associated with the software from the instruction execution
system, apparatus, or device and execute the instructions. In the context of this disclosure, a
transport medium can be any medium that can communicate, propagate, or transport
programuming for use by or in connection with an instruction execution system, apparatus, or
device. The transport readable medium can inchude, but is not Himited to, an electronic,

magnetic, optical, electromagnetic, or infrared wired or wireless propagation medium.

[0133] Device 800 may be connected to a network, which can be any suitable type of
interconnected communication systern. The network can implement any suitable
communications protocol and can be secured by any suitable security protocol. The network can
comprise network hinks of any suitable arrangement that can implement the transmission and
reception of network signals, such as wireless network connections, T1 or T3 lines, cable

networks, DSL, or telephone lines.

{0154] Device 800 can implement any operating syster suitable for operating on the
network. Software 850 can be written in any suitable programming language, such as C, C+4,
Java, or Python. In various embodiments, application software embodying the functionality of
the present disclosure can be deployed in different configurations, such as in a client/server

arrangement or through a Web browser as a Web-based application or Web service, for example.

[0155] The foregoing description, for purpose of explanation, has been described with
reference to specific embodiments. However, the llustrative discussions above are not intended
to be exhaustive or to limit the disclosure to the precise forms disclosed. Many modifications
and variations arc possible in view of the above teachings. The embodiments were chosen and
described in order to best explain the principles of the techniques and their practical applications.
Others skilled in the art are thereby enabled to best utilize the techniques and various

cmbodiments with various modifications as are suited to the particular use contemplated.

{0156] Although the disclosure and examples have been fully described with reference to
the accorpanying figures, it is to be noted that various changes and modifications will become
apparent to those skilled in the art. Such changes and modifications are to be understood as

being included within the scope of the disclosure and examples as defined by the claims.
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{06157] This application discloses several numerical ranges in the text and figures. The
nurperical ranges disclosed inherently support any range or value within the disclosed numerical
ranges, including the endpoints, even though a precise range limitation is not stated verbatim in
the specification because this disclosure can be practiced throughout the disclosed numerical

ranges.

{0158] The above description is presented to enable a person skilled in the art to make
and use the disclosure and is provided in the context of a particular application and its
requirements. Various modifications to the preferred embodiments will be readily apparent o
those skilled in the art, and the generic principles defined herein may be applied to other
cmbodiments and applications without departing from the spirit and scope of the disclosure.
Thus, this disclosure is not intended to be lumited to the embodiments shown, but is to be
accorded the widest scope consistent with the principles and features disclosed herein. Finally,
the entire disclosure of the patents and publications referred in this application are hereby

incorporated herein by reference.
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CLAIMS

What is claimed is:
1. A computing system for performing real-time validation and auditing of a distributed
ledger-based data storage system, the system comprising:
a Iernory;
One Of More processors; and
one or more programs, wherein the one or more prograras are stored in the memory and
configured to be executed by the one or more processors, the one or more programs when
cxecuted by the one or more processors cause the processor Lo
detect the presence of an event occurring on the distributed ledger-based data
storage system;
store a copy of the event in the memory;
append metadata relating to the event to the stored copy of the event (o generate
an enriched data block;
perform one or more tests on the enriched data block, wherein the one or more
tests are configured to be associaied with one or more risks associated with the distributed
ledger-based data storage system, and wherein performance of the one or more tests on the
enriched data block generates one or more results;
format the one or more results into a report; and

transmit the report {0 one Or MOTe users.

2 The system of claim 1, wherein the event includes adding a new data block to the

distributed ledger-based data storage system by a user of the distributed ledger-based data

storage system.

3. The systern of claim 1, wherein the computing system is implemented as a read-only

node in the distributed-ledger based systen.

4. The system of claim 1, wherein the one or more tests are generated by a risk framework,
wherein the risk framework converts one or more risks identified by a user of the distributed-
based ledger system into the one or more tests, and wherein the one or more tests gencrated by

the risk framework arve configured to mitigate the one or more risks identified by the user.
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5. The systern of claim 1, wherein the processor is further caused to classify the enriched

data block as either an exception or no exception based on the one or more results;

6. The system of claim 3, wherein if the data block is classified as an cxception, the onc or
more results of the one or more tests is transmitted to a user of the distributed ledger-based data

storage system.

7. The systern of claim 1, wherein the processor is further caused to generate a plurality of

reports, and wherein each report is transmitted to the user at pre-determined time intervals.

a. A method for performing real-time validation and auditing of a distributed ledger-based
data storage system, the method comprising:

detecting the presence of an event occurring on the distributed ledger-based data storage
systern;

storing a copy of the event in the memory;

appending metadata relating to the event to the stored copy of the event to generate an
enriched data block;

performing one or more tests on the enriched data block, wherein the one or more tests
are configured to be associated with one or more risks associated with the distributed ledger-
based data storage system, and wherein performance of the one or more tests on the enriched
data block generates one or more results;

formatting the one or more results into a report; and

transmitting the report to one or More users.

9. The method of claim 8, wherein the event includes adding a new data block to the
distributed ledger-based data storage system by a user of the diswibuted ledger-based data

storage systen.

i06. The method of claim 8, wherein the computing system is implemented as a read-only

node in the distributed-ledger based system.

11 The method of claim 8, wherein the one or more tests arc generated by a risk framework,
wherein the risk framework converts one or more risks identified by a user of the distributed-
based ledger system into the one or more tests, and wherein the one or more tests generated by
the risk framework are configured to mitigate the one or more risks identified by the user.
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12. The method of claim 8, wherein the method further comprises classifying the enriched

data block as either an exception or no exception based on the one or more results;

i3. The method of claim 12, wherein if the data block is classified as an cxception, the one
or more results of the one or more tests is transmitted to a user of the distributed ledger-based

data storage system.

14. The method of claim §, wherein the method further comprises generating a plurality of
reports, and wherein cach report is transmitted to the user at pre-determined time intervals.
15, A non-transitory computer readable storage raedinm storing one or more programs, the
one or More programs comprising instructions for performing real-time validation and auditing
of a distributed ledger-based data storage system that when executed by a portable electronic
device, cause the portable electronic device to:

detect the presence of an event occurring on the distributed ledger-based data storage
systern;

store a copy of the event in the memory;

appending metadata relating to the event to the stored copy of the event to generate an
enriched data block;

perform onc or more tosts on the enriched data block, wherein the one or more tests are
configured to be associated with one or more risks associated with the distributed ledger-based
data storage system, and wherein performance of the one or more tests on the enriched data
block generates one or more resules;

format the one or more results into a report; and

transmit the report to one or more users.

16. The non-transitory computer readable storage medium of claim 15, wherein the event
inchudes adding a new data block to the distributed ledger-based data storage system by a user of

the distributed ledger-based data storage system.

17. The non-transttory computer readable storage medium of claim 15, wherein the

compiiting system is implemented as a read-only node in the distributed-ledger based system.

18. The non-transitory computer readable storage medium of claim 15, wherein the one or

more tests arc generated by a risk framework, wherein the risk framework converts one or more
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risks identified by a user of the distributed-based ledger system into the one or more tests, and
wherein the one or more tests gencrated by the risk framework arc configured to mitigate the one

or more risks identified by the user.

19. The non-transitory computer readable storage medium of claim 15, wherein the
electronic device is further caused to classify the enviched data block as either an exception or no

exception based on the one or maore results;

20. The non-transitory computer readable storage medium of claim 19, wherein if the data
block is classified as an exception, the one or more results of the one or more tests is transmitted

to a user of the distributed ledger-based data storage system.

21. The non-transitory computer readable storage medivm of claim 15, wherein the method
further comprises generating a phirality of reports, and wherein each report is transmitted to the

uscr at pre-determined time intervals.

37



PCT/US2018/058293

WO 2019/089654

1/32

L 'Ol
) 20
R \ \
U TIEVELTYND ONY LNINYH3 S O -
¥I90T1 JHLEO4 Y1V 40 %0078 AN 3131100
VA0 NOLOVONWL IO L AYPYNENIVHOA00TE SXEOMLN S NOLLOYSNYAL ZHL

GNBoOSINOLvokL a3y L OLUICVSTROTS AR KL

p &
SHHLIN0TY YHOMLIN 3HL . .
EROVONSIOINONMIIL  NISIONSEIndioosag  \OSARLYSLSTO
SHYOTVASIOON OMOMIN KL OLLSYorvoRmSioiL Kot Ty PROMNYNIENGS
\ \ :
%) i AN

004



WO 2019/089654

PCT/US2018/058293
0
AN Py
e L
OUTPLT 06
AGRB2AmIEB04T

4 BLOCKCHAN 208
o [ B0CKHAT | —[ BLOCKER | — BLOCK A3
PREVHLTY PREVHA PREVHlA)
KA. BRI B
8. sis. 03nds.

B

FIG. 2



WO 2019/089654 PCT/US2018/058293

3/32

’%co\
ASSESS CUSTOMER 10
SE - CAGE é
b
APPLY RISK PV
FRANEORK

¥

an

CONVERT FRAMEWORK -0
RESULTS TO TESTING PROCEDURES

{

CUSTOMZE AUDITING 0
oL -

v

DEPLOY TOOLIN CUSTOMER 310
ENVIRONMENT

FIG. 3



PCT/US2018/058293

WO 2019/089654

4/32

00

INONT

S
\ .
it S
0B YIHC
N¥HY | 3300
— iy RENETE
{ \ e
,, ATNIFHOH0 Jeem EKN
|
iy g

e .
., | | SIS [ 1oy ONILHOG3
(303N Sy e 1 I I g
¥
SIOVMAN | =




PCT/US2018/058293

5/32

WO 2019/089654

T g By, 1

m m.iia..n..naui,..u__nmm_umaaanuuunuaai“ m W m ! \:EU nu v : m m
T gy T e Wﬂﬂ,..,ﬂ..ﬂ.a...ﬂﬂﬂm@wﬁwmm%ﬂwmw.wﬂﬂﬂm

AT || Wt B N | (e o
e B I fupoyfe <Y m 3

m i % m\_ P e f - ,_H.HHHHWMB%WNHHUNH& !
! R 15+ | o
051 Pl i | (uiehg
H ¥ ] ysajsuisqny): |

X | tesszzzess RIS

I M“ g

¥ %\m\\ “ hmm_mé; ¥

¥ X liay50(] H

| m [SnatgaiLioig) hﬁmcwwr% X

¥ Bugouogy ¢! st i

wm g g

¥ ¥ (i3y0) '

i SN § SN - ¥

06 | T T e e e ‘



PCT/US2018/058293

WO 2019/089654

6/32

35vd |
Ty “
o9 1SALSISSN
"L NOILOYSNWAL |
s e L | [ INeNa ST
I B B et ,m
) ;
gigWeohs || (oL
a3nsg) | w Il
1404 Licny — m 0L (3ddY
AHINOW8 O - ! §13H103004d
NSSINY | | SNOLLYAYISEO! | NOLLYAYISHO N Ny W 153
SIOWY  reNOLdIOXd e SIHSSYID 1 SYQTHSSD pe [STLSMVIYE [ £
doL/any YNV NOLLOYSN NOILOWSNWL |
7/ 7 7 HoLany 7 7 |
079 b1 7 “ 0 w
........................... s NOILOVSNRL




PCT/US2018/058293

WO 2019/089654

7/32

V. 9l

suoyedao oy
DaI0}] LONEARSI0

fay Jopg

!mi.ﬂz
S.Sgasm
DaCN UOENBST)

mc«_,«%,ﬁa:
ou.nz_.amaw
DRICN VOIEABSI0

Ay

SumEdeE oN
DRION LGk

DBICH LOTRAIRSAT

3 0R0

08 {8 g {0 0 B 03 @ Y 2 Jt i Y o® 0% o (¢ ky
SHE)S JUBLNG SMES MALRD SMYG UBAING

ve oy

< BUEN [T BUINTRI0LA 1531

z QU i), BNPSI0IG JSEL € 1moL tEsl

4 BURN gL ANPEIZ ]S, [ BLEN T | ANBIONII IS [ DULN g AHOECNIS IS . oL

z AN /) SINEEI0IA 1581 i BB 7| NS0 158) [ T AUNEdCid Jse e i b QUNORN0L] 1981
v U g}, AINRES0lg 159, o BUIBN 11} PAREO0LS 159) 3 TG BIea0] 159, 0 SWEN f BINDSI0A] 158
F] SN G} BUNDRCLS IS8 kb R 1} DNPRIQU] JTO w@ EUSSESINEEEN o | T sinpenay] 18

T SR} i BINPa013 ISaL 0 auie)| G BFIPENQLS 158] ot airpaoal isa) 0 SUIEN | AINDS50] 1951
SUDNBAISSTD SEND@00U 18D SUCIIBARSGO SEUNDBI0ES 158 SUGERAISSA0) SRANPAICLA 1981 SUTHBAIBSGO FRANPIIOLA 1551

02 ‘SUORIRSURIS [RIC] J2i SUNNORSUBIL 0L SUORIESIN Q02 suogoesuel |=2j0)
RITEINEH TN nQ ysey ujusen ARUT JRIQ
paue, dens ARUCY { m w Wy (280 71010 DI sedn)

pousy Bupicdey Aguuc

A

QuvYOaHSYG

do Alsuenn

51 et | -leay Cramed

e

By

@
@

=




WO 2019/089654

8/32

PCT/US2018/058293

Real-Time Testing

Bi-Monthly Testing Results

Quartedy Opinion

Subprocsss: Crder Entry

Risk Desarl
operations aric legal risks

Risk Ranking: High

Test Pracadure:  Orcer Entry 1

Orcr ety book anciiedger setfiement Cash in detals in fe portal end inqdonat matsh whish coue! result in anproces

Test Proceduse Description: Sompars setlerent Cash in and Ling Ledger detals to oonfim compieteness and acouracy of e order ceiais (USE & FX)

secionvers and may kad to finarcial,

tsdbella Waters

08 Jul 017 H:57TPM
13 19787 Estelia Hud $10%3 BL® A7 A5:0BAM
14 (G e Mlling 155 May 2077 $ 1032 1881 2017 Qi iaM
15 edg Harry Moron 29 Aug 2017 $1922 0 g K47 070820

=

Fhaebe Howell 14 blov 2017

Chservstion § Trasesotinn D Transaotian Narao Transastion Data Transaction Amaut \.g‘;:f;f:g‘g; Tims

1 10245 Kate Flog 08 May 2017 $ 10200 165801 2017 16-15AM
% 2 w727 Martha Wright 08 Aug 017 $10208 28 Mar 2017 01:25PM
=] 3 10575 Lora Fearson 09 A 2017 $10%67 20 Mar 2017 04:047M
3 10746 Ernma Roy 10 Moy 2017 $10161 25 Feb 2017 ]
3 5 117 Aaron Golen 04 dan 2617 29.9en W17 06:56PM
] s 1047 Cody Mergan 03 Feb 307 $10%02 24 Bug 2017 G841 AM
3 7 0772 Lova Page 15 0t 2017 § 1065 21 g 2017
] H 10508 Ronnie Spercer o Sep 2017 $ 10546 1 8 2017 10:43A
C] 9 1040 Febett dordan 03 Jan 1017 $10918 12 Feb 2017 08:43AM
] 19 12909 Clivia Fletcher 15 bl 2917 $10413 10 Nov 2017 o7 13AM
[ El 10785 floyd Piotce 21Feb 207 $10144 19 Mar 2017 H03PM
0
8]
[
]
O

9 Fieb 2017

07:44A0

Cancsi

I

Mark Observations

FIG. 7B




WO 2019/089654

PCT/US2018/058293

9/32

Bi-Monthly Tesling Results Quarterly Oninian

MARK OBSERVATIONS

CREATCR
EMAD KHAN

Cosarvation Noted

STAFF STATUS

DATE GENERATED TIME GENERATED

Excegtion Noted

No Exception Noted

CAE 10102016 10:20 PM
Tive
Q

10: 154

9
&4 012584

(]
04:04PM

Chservation soimments

02: BAM

These transactions are
Morbi quis risus ac lasus luctus
elit, sed moles

marked as exce)

stie felis quamid ¢

uns because lorem ipsuim ddlor sl amet, consectetur adipiscing it 06:56PM
tiam: peilenfesqus, facus vitaz ultricies pelisntescue, urna turpis vehisula
08:41 AM

12:664M

230 Chavacters  {10:43AM

06:43AM

CIQIoIDIOIDiIDi0CcIonegia g

# BT Name Dafe T Amoynt  Qdzenvation Tire 07 16AM
Senerated on
4 19246 08 May 2017 $10200 16 Apr 2097 1016804
2 10727 tight $10308 28 Mar 2017 01250 M 14E7PM
3 10676 Lora Pearson $10047 20 Mar 2017 14:04P1A 050843
4 10746 Ermims Boy 510164 25 Fel 2017 UZ:18AM
01 11AM
07:06AM

07444

Cariesl

I

ze Coservations z

FIG. 7C




WO 2019/089654

10132

PCT/US2018/058293

Real-Time Tesling

Bi-Monihly Testing Results

Cuarterly Opinion

MARI OBSERVATIONS

Rule 1: Lorsm

EMAD KHAN

Otsenvation Noted

DAT
10102046

FException Noted

Chbservation commanis

GENERATED

TIME GENERS,

D

Time

10:15AM

01:25PM

04:04PM

.

AM

are marked as exceptions
luctus diclum. E
3 id risus.

m pellentesqus, lacus vitae uitriciss

bacause lrem ipsum dolor sif amed, o

cnsectetur adipissing oft.
it L i vehicula

0556 PM

08:41AM

2:ECAM

Transacions included for observalion

cation (4

10:43AM

230 Characters

&
(3]
(3]
2
[
(8]
8]
(]
(]
[®]
[
O
(8]
[
]
[

# o T Name Date T Amounnt O ion Time 07 164N
Generated on
1 10248 Kate Floyd 08 May 2017 $10200 16 Apr 2017 101840 HA03PM
2 10727 Martha Wiight 05 Aug 2017 30308 28 Nar 207 01:25PN 1157PM
3 1678 Loia Pearson 09 Aug 2047 $10087 20 Mar 2017 04:04PM I,
05 08AM
4 16748 Emma Roy 10 May 2017 310181 25 Feb 2017 02:184M
01:13AM
7:00AM
Cancel E EFina!ize Obse 0744RM
: T servations I

FIG. 7D




WO 2019/089654

11/32

PCT/US2018/058293

Real-Time Testing

Bi-Monthly Testing Resuits

Cuerterly Cpinion

Order Entry

Rule 1: Lorem ipsum

[CJ5] Cbservation # Transaction D Transaction Name Transaction Bate Transaction Amount é’;ﬁ;@ﬁ%‘" Time

= i 10248 Kate Floyd 08 May 2017 310200 18 Aps 2017 10:158M
& 2 1077 Martha Wright 05 Aug 2017 $10308 28 Mar 2017 01:25PM
73} 3 10678 Lois Pearson 08 Aug 2017 310987 20 Mar 2017 04:G4PR
] 4 10748 Emima Roy 40 May 2017 310184 25 Feb 2017 02 18AM
] 5 10917 Aaron Colon 04 Jar 2017 $10365 20 Jan 2017 08.56PM
O 5 EXCEPTION NOTED CONFRMATION 1 0% 41AM
0 7 Once you click sign off, you cannotundo this action. Do you want to procesd? 1 12:55AM
] 8 10:438M
[} 9 Cancel } i Finalize 084300
] G (7.16AM
1] i 10185 Floyd Pierce 21 Feh 2017 310144 19 Mar 2017 11.03PM
O 2 10180 lsahelia Waters 21 Mar 2017 $10656 08 Jut 2017 11570
O 13 10787 Esiglin Hudson 29 Sep 2017 $10853 BEp2017  gmgram
I i 10535 Nell Mullins 15 May 2017 $10852 18 Apr 2017 S1A1AM
O ) 10048 Harry Morton 29 Aug 2017 §10202 30 Aug 2017 07:06AM
] B 10232 Phoghe Howell 14 Nov 2017 $10212 0% Fab 2017 07 44AM

Mark Qbservations

FIG. 7E




4/ 9ld

PCT/US2018/058293

12132

suegdasi o suaydadrg o suodasrs ay sucdaar oy
3 2RRON VGRS zeay v ik
N PO SEAIKIC
ey apn Kaxi 100 fa dojog
[ oF 97 [ oF %4 [} %9 9 o 4 bl % G oF ¢
=
EMEG JLSLING LMEG 1. 8melg Jual
e oERl
c
£
Z f2CTR
¥ PREC ey e g SULIEN G NS00 152 | jao
4 BUIBN 1| 84NEBIGlg 198 U 3 PACEES S Rt [ SUIEN [ SINPDI0L] 158
&v BILIEN TG} BIRPEUIS 15T ] QULBN (|} SINPEIS Iy BUNURI0H 188 | EIER
€ G} EURPBOC 159 ] U ([ SURPBOCY G B804 1531 SWEN
i SRIEN G 2NPBIC L f B304 152 SIEN
SUCREBARSGT) 52UNP2o0id 198 SUCREAISSI0 SEINDBI0L 182 SLOJRABSH)
(67 SUDIESUBL] (IO ] 7). sucRIBsUEl} DL 071 SucHoEsUEl] jRIs) 097
g use]d
20T 2L 0GBy AIIOA-K WY 0260 suif QL0T 1010 @8 StEpo ]
_ Ajapoy Hupss] aul| w _ poliad Buniadey] ARyuop-ig ueLing

QAy0gHsYd

uoudes Apspieny

Fnsoy Suse | Ayuop-g

Bugsa; awi] sy

WO 2019/089654




PCT/US2018/058293

WO 2019/089654

13132

9/ 9l

WOREAIR SN

g 1 SRR 003002

eousg:
191018 AL Aoy ey avlol b
960LS 1102 B 60 UGS 3 R0 32804 3
Wdsg L8 /L0218 87 08018 £40g B0y GO TuBtA SR ol 14
£4025% 9} 00204S 2108 Ao 80 phopy eley ol b
i uo papLasae wnowry voporsuey,  wEguepEsis sy uol . ey o

evon gE A

53U A

1901 S10B] 98 SNSY SIND 140

©

SIE0ES

3 0G

s

~

©

ISA SIGUT 8L DNOSE
2 JN9MIGSHGE 1DLUR S JOjos Linsd)

SIREIeL) NOF

SUOGRMBSH)
RiBiung 9nss|
pY
QHICH NS
#d 020k Y0 Wy Ovdd
m OILHENTD SHIL [T ERE D ERY SMiVLS 25YIS HOLY3ED

SLUBN QNG

GUIEN [ BINPRT0I4 189)

QLY 17 SINPA00L 199,

BUBN | GINPOIIG 156]

SEIRPeIRl 58]

002 cusloesLel] By

U3 1800

S18( sARG]

INSSIILON

QvOaHSYa

uouidey Auey

[

synsoy Bunsa | Auiuop-ig

fiugan) s




PCT/US2018/058293

WO 2019/089654

14/32

H. Ol

- E I 1 { YT YRS WA A - W SUONT0X] ON
m.m.. .:‘w pajop uopdsox]
O DSION USEBAIBSI0
Koy 0D
% o ot o7 o °
¢poocosd o) Juem noA o] uooe IS Sjoie nOA S0UQ
s SNIEIS BN
NOLLYI 2 3N8S!
] B00 sjuns B Wnsd WS 3 oy | QL0 FUCL LN
bean upfwnsdl wese 16z sy g Qe Jopop wined; el 1 Z )
HOP WInsdl Wialo 17, ejng £ U400 euof Wnsdi WeioT 1) 9 £ JBUEE IS IojOp Uinsd: 077G iy
winsd wewy ez siny 8 odi Wizi07] 19 oy @ v & $86] SOp WSt
J8UOS WRGELING] WAKST 177 SiNk & + WsioT 15 8y ¥ SUB1) Q0P LN g BUOG BS10p WiNai
"1Z 8y &) edi lisiaT Fi iy ot i Lner S S50} UNSG
Y ol insd e e Ny 5 ik IS J0fan WS seT & ol wnsd
SHORRASSOD aweN Yodoy Bunss) { suopealsqyp awep Bodoy Sunssy SUOIEARSGD sy poday bupsal SUONRAIDSGD swey Joday Bugsa)
Bz} suonoesuRl] 0] (07 “SUCROBSUR] 1e30 |
JualsgRy NG YseD uj yseg Anug Bpg
SUZLETL AL L i Ay G7:60 2
M _ m POeS SU0dey] ARUUoK -1 JUeung
OMVCEHSYD
Uy Eotlie] fuse] awi-feay




PCT/US2018/058293

WO 2019/089654

15132

VARIE

uodsy AUILCW-id 8ZiRuis

pojsdiLcsy pajajdiiesy pajajdiien paleiduiasy
suondear suoideara o
M UGCkRy 5 e
QAL UONeA
S5 0D
03 03 i3 % ) 0 03 %3 0f 4 03 6] 0y 14 0 08 05 o 0Z 0

SHIRIE ]Waung smEg auny SIS JWAUND srElg ANty
e EoL
£ AR (L7 ANPICI 193]
£ e QNPEaId 193]
z ALLEN B} QINPEDIJ 193] 85 oL V! oreoi
& BN 1g) &INpansly 189y 0L QBN CL AUNDAD0IY 38 9 SLUBN G AHNSO0L 158 | £ Bl

QPN ©J | BINPAtald 189 0 QUIBN 74 QINPA0IL 189 ] [ €

SLBY (g, SIpssald }

& o

SweN -1

@
ol =]~

alieN G| enpescld 1ea] @ [ SUWIBN 10} AINP3A0L] 136) 0z SLUBN G AUNPeRaid 189 ] BWEN |F SINFSICUH 1991

3 BIIEN p| 8INHSGIG 18] iy SILEN 1§ AINDA00S } [ AR 1 QiRpade 1 AN |} SINESI0I {89
SUHEARSHO SRANPI0I Jo&] SUCIEAIOST] SRANPG2 Ol J5&Y, SANpRICL ISR L SuGRRAIBSYO SIMPRI04J 183
007 SUCRIRSURI] B0} g7} ‘suopsesupl] fEn) gz ‘suopiesuRl) R0 ] 042 SUORIVSUL] [2l0]

FIEIHED R g ysed uj ysen g tapig
aogiee W 0260
_ m poped dugiedey Af
RIVOGHS VA

uoktido Asiend

so Buise ) Ao

1591 SUi{ ey




PCT/US2018/058293

WO 2019/089654

16/32

PANIE

o b ISl aTiel Y

pelsidiues pepidiios) pojiduien peisidivoy
saapdeoy oy SUONGIKT O suondear o Lf sunydsax ON
paa uopdaneg PRION ORI kg Pl Pai0N UORCianT
paiol UCREABSG)) P30 UCIEAISS] enesn bt PRION U0RENISE)
A7 soog Aan A3y wcion A S0
@ 0 o (5 I 08 G 07 9 il a8 [ 07, q g B 07 [ 4
SN1EIG WALNG SNEIG WaLnG SMEIS RIBLND
£
= 45 0L bEC]
ki e QUUBN '€ 94MCa00L] 186] 3 BLIBN .Q BINRAC]S 16| S8 RIGE
g AN | Ainpactlg e | 04 8lligy 17| ainpedid 19a) BN [ AMpaDly A £ petaid 199)
@y SlUEN 10} NpeD0ld 18] | @i SlUgl | SJND900Md 158] EN 16 INEDNCld 1961 2400l 198
€ | BinpIGIg 58 ] & -0} 8np8dtig 159 BUBN, G BUINPS0Id 158 BLUBY |F QUNPN0IS 159
} } QIRPGOGIA 1901 it {6 94MpS00Y] 156) N Onpattld 198] SiLEN T} SPSRIG 159
SUDEAIDSEG SBNPESOId }E8L § SuoneasesqQ SUNPBIUIL 1S8L SUCHRMASTO §

1] AT 1T T

WoelHes

0Z} :suonoesuBif [e30)

POYSD

071 ISUONOESLRIY J110]

4 yses

ig 188Y i lo] SBNPRINLISL
10z :SUCURESURL} |EI0)

AR 8pig

SLOZL0L0 Ae shenc

poiag B

aday AgyLicyyig Jusing m

G4VOaHSYa

ueide Ajisyienty

synesy Bigeaj Ansuoyiig

Burss | 2L




WO 2019/089654

PCT/US2018/058293

17132

Real-Tire Testil

Morhly Testing Resulis Quartery Op

BI-MONTHLY T

ING RESULTS

Fom 12452007 To 1232017 @ @ @
Toisi o _ Tedt
" Rish Desrption Test Prooed . o Tagswicns | Coseweion Exeeptions | Eepions L istue et
¥ niSooce Rist Desurpio Test Procectre mondie Desorktion iy e atin [ st | tumbare A
O ry hock 20d g seitament e oettomant nslucions
Gat In devail n tho P s anel L Compirs pett sl - 5 . B “ 4 5
‘ nderEaty 4 it ten, wrich oo o st Pronnoirs 1 Noma d ' e g
unpronesosd oriars ar may ot
fnancia oporatons, and kel rthe,
Compare he FX Casiclirate
Urmrrmagon (9 B ot o or by e 5 §
o) sad Liv detale do st o1 Terl Procodurs 2 K % 3 ¢ 2 % ! N
= i Lo e e
infnion maichez (7
2 vatiin e Fransest o st Gunpars mesanseton syt
Chain Transsotivog conpiste datis . 5
PR e G Sest Prosertiy 3 Kerma n 5 + a “ 5
W s Peroria 1D hae
been aezjgnad for sopouin share
sl b om0
P Assotrias nat besn fotied for e
Fetsrones I i Gham (7% st Pronaous 4: Noma from e, “foﬂ m,m,mm,,, 1w G § & e 1
P 4 o ccoh
3 Cash Ot A B oremia B
hsn EX]
Contin that Uset reques: aupmited
farCah-Out b o Portzl and Ly
dows e teciove ernitance agre srdthat wenh User reguect m [ o a o 5
e, edches from Chatr Tout Priocadurs & Moo submitied tor Cash-Out inthe Poital
o i i g i
Bloskchain wsiress 2 it
NGy
cancies i the dburomart of Goneuo a dgtal ayeot it in
payiTeNis i the issieand pait eat Procecars & Heite Charn ks i sonziro 10 10 5 4 Yer
7ay ey foiancal, st Gustom: " o
tegairivie 03 asssurt i rote s 3 dage
a | ethoren T
e bencastons an el st o
v ard tenedatad, Furtor, e Proseds T Kermo Unproves w ‘0 El a o - s
L oabs are iiod Isser A\foum\o,:w o iy
a5 cer ho rematiation 3 Shain aret g wero
Text Procacuue Py Legands
No Bxcoptions Hotod Low Lovel Esospticn Howd Mritr o High Leve! Exception Meted
“See ke etals DRioH

TOTAL GSUE MOTRD: ¢

TEST PROCEDURE

Levsmpstarn

TOTAL EXCEPTIONS: i

TOTAL TRANSACTIONS: it

SSUE SUMMARY

Teat fogie cur moge dor holeim of dor ealut

iBSUE DETAILS

We have total of § exceptions wihich Grem ipsum dolor sit amet, consectet
lentesaue, urna turpis vehicula elit, sec mate:
Riiscus w0 aliquan: Magra

TMPACT

IMPAGT DETAKS
dolor sit amet, consectetur adipissing si
molestis falis quam i risus. Curabiur tincide

Lot ips

OVNER

Ernac Khan |

84.10.201

020 AN

Telis quam id fisus. Curabi

Morbi quia risis so
ot, st nec lacreet elaifend, niel

Morbi quis risus ac facus fictus dictum. Etiem pellentssqus, facus vitae ultrisies
t sietiend, nis! 1isi aliguzn facys, st amet acoumsan ntbh urma quis risi.

luctus dlictam, Etiom pelienbsequs, tacus viteo ulf
i giiquam lacus, sit amet accumsan nibh urne quie misi

ontoscpio, 1ms urpis vahic
i2aue eu eliquem magna.

ali, wed

TEST FROCEDURE 4:

SO

vehiouto oli, o6

Nairo

wews dictum, E
icdtend, nish nisi aliguam locs

g,

! Gusevstion
Goservation # @ ; Amous
7 Hame vai Amount Gererated On ik
E 10246 Kats Flovd B May 2017 $ 10200 6 ppr 2017 16:16AM
2 Martha Wright U5 Mg 2077 $ 10308 2% Mar 2017 C1-5PM
- 847 g Pasl i BT 26 Ma v
3 10847 Lora Pearson 08 Aug 2017 5 10987 ¢ Mar 201 040474
4 10746 Emma Roy 18 Mary 2917 $ 16161 25 Faby 2577 9218
e,
RN
™., o

TOTAL ISSUS NOTED t

TEST PROGEDOURE

52 Larem [paum dolures tors.

TOTALEXCEFTIONS: 33

TOTAL TRANSACTIONS: 33

1SSUE SUIMARY

Cest fogja dur moss dor o of dor caiut

{SSUE DETAILS

Wa have totsi of & sxceptiona wiich Jorem ipaum dofor oit amet, consactatur adipiscing slit. Morbi quis risus ac jscus kictus distum,. Btiam pallentesque, lacus vitae uliricies

pollentantic, urms turpie vahioula ofit, sed molsstic falis quam id risus. Curabitur fincidung slit nes kkoreat alsifend, nisl nist aliguam lecus, sit amet scaumsan nibh uma Guis nisi.
Suisauo ot sliousr rmagrs.

iMPACT

IMRACY DETARLS
Loram ipsum dofor sif amet, cansectetur adipiscing alit. Morki quis risus ac kzous hiohis wictum, Etiam pallsntosqize, facus ¥itze uliricies pallantasqus, e turpis vehicula siit, sod
molestie feiis quam id risus. Curabitur tincidunt, alit nec laoreat alsifand, nisi isi aliquam iacus, sit amat accumsan nibh urna quis nisi. Quisqua sy aliquam magna.

COWHER  Emad iKhan | 04102017 {1020 AR

TOFIG. k-2

7K1



WO 2019/089654

18132

FROMF

PCT/US2018/058293

G, 7K1

TEST FROCEDURE b Hame

COMMENT:
wehioula olit,

Lorem ipsum dofor sif amet, sorsactatus adipisoirg sfit. Morbi quis dsus &6
sed moksiie s Guam id dsus, Surabitur finidunt, olit nes laorest eleitend, ni

s dictum, Etiam pallentestue, tacus vitas ulric
Stcqucin i

s pefipniesque, Lma wipis
1, 6t DFOCY HIOUINSGM! T LI QUi Nisi. Quisue eu BT INayNa.

Obsevation

Obse # T i b Name T Pate T Amount Ganerated On Tims
8 D500 Romnie Speroer o7 Sep D17 $10549 18 Apr 2017 10.43AM
¢ 00 Robart Jordan 310915 12 Fab 2017 054240
0 10609 Oftias Fletoher 6 Sl 2017 F10413 071580
1 105185 Floyed P 21 Fab 2017 310144 49 Maar 2017 44 0Pk
16480 lsabsita Waters 21 Mas 2017 &8 Jul 2017 4B
. 10787 oo 0 Sop 2017 310553 28 Sen 2047 05:06AM

TOTAL TRANSACTIONS: 20

TOTALISSUE NOTED: 1

TEST PROCEDURE 14: Name TOTAL EXCEPTIONS: 20
ISSUE SURRARY

Gost fogio dur mose dor holsm or dor oot

ISSUE DETALS
We have iotal of J exceptions wihich lov
pelisntesqus, urna turpis vehicula eiit, ﬁd r\)leune fei

Curabitu

Gulisgiue ey al

VT a0

IMPACT

HAFACY DEYALS
lorem ipsurm dokor sit @
polestie T

&1, consectatur ad)

U5 2C facus Hetus diotum.
isifend, nis! 1

orbi quis fisus ac lacus lucius
ncLunI. &lit neG iacrest eletfend, nisl nisi aliquam las

dicram. Etiam De\lchYcSQLe iacus vikae ultiicies
Ci Dk Lrna ouis Nisi.

lam pelleritesqi, tacts uf

susany i6 dsus. Guuabibur ficklint, o figuot oy, sit ametaciunizan ol 0t qu

OWHER  Ermod #han | 04.10.2017 | 10:220 AM

TEST PRGSELAIRE 5 Marno

COMMENT Lo ipsum dotor adipisoing sl Mot auis s ac lanzs luctus dictun, s pellentesque, wn

vehisula shil, sed i idut, il 0es leorest 2l ars, il At s albh umais fisi. Quisiue wu aliguear magna
4 T i . . - . Obsevation

Ohservat e n T Name T Dats Amount o Time

3 18509 Ronnie Spencer 7 Sep 2017 410548 18 Apr 2017 10:43501
o 10140 Robert Jordan 03 Jaa 2017 §100:5 12 Fek 2017 064340
10 D6L0 a Flotcher 46 Jul 07 310442 10 Bow 2017 07.16AM
i1 105185 Floyed Pisros b $10144 19 Mar 2047 14.03°M
12 10180 isabella Waters 1 Viar 2077 30656 08 Jul 2047 11:57FEM
13 10787 Estella Hudsor $710553 8 Sop 2017 05:08AM

Suttement

TOTALISSUE NOTED: 1

TEST FROCEDURE 16; Lotent Ipsun dotres torge TOTAL EXCEFTIONS: 33

TOTAL TRANSASTIONS: 33

SUE BUMMARY
Cast fogie dur mose dor holem o7 dor celut
LS

ave fotal of 5 excentions winich lorern ipst
vehiculz &) o iree

Hor $it ¢ g 2lit. Iv‘orb
felis quam i i

E

fouam n‘da

INPACT

IMPASTDREIANS
Lacem g3sum doluy sit amet, consesisivr adipissing elit Mo quis 1tus 4o je
molssiio foks quant id

isus. Curabiunincidunt, obit nec locies! eleond, nist st diquom lous, sit

fuohus stistura, Efian:

Etiam pelis

i s FisUS & ta 3
G fat alicuan lacus, sit aret ascumsan aibh ura

et eleifend,

eflenbesou
AT FOTINTISN

s vitae ulincies pelleniesque, ulta tumis vehicula ot wed
bl L guis aisi, QuisIUE eu BliqAM MBgIE

OWIHER  Evtiad Khan | 04.10.9017 § 10:70 Al
TESTPROCEDURE 18:  Name
COMMENT  Larent ipsura dolor s stnel, consoctetor adgisciog ofit Morbi guis s a6 acus lcties dictom. Hiiany tacus s witicies ¢
veiiouia oft, sest teodostie fois quain e isus. Curobit bridw, o4 nes faoree! sleilercl, nist nisi alauarn bacus, it amet cocimisan nith kria suis ist Quisiue 20 iRt oz,
Otwsrvation # TransactionID Tounsarion Rat Transsstion Amount Dbsevatiorn
Gensrated O
1 16248 > Floyd 08 My 2 $ 10900 16 Apr 217 i016AM
2 10727 Rartha Wright 05 Mg 2017 $10308 28 Mar 2017
3 Long Peaison 00 Mg 2017 3 10087 2O 2017 04:08PH
2 1748 Emraz Roy 10 May 2017 $ 1016 25Feby 2037 02188

Conuel Finalize

FIG. 7K-2



WO 2019/089654

19132

PCT/US2018/058293

— Bi-Monthly Testing Rasulte Quartsily Opinion
B-MONTHLY TESTING REBULTS
om 12152017 e 1231217 @ @ @
ol Toil 1o et . ot
Sitprss: N h-Scope Rk Dase o Tost Prsacira rasecirs Doroiion Tectons | usereton | Excspian cpire | e e | piradus
Ml iy -siepe ) P Prestra Dergipion o o gt L2 T = e
Oudor amcy booicand lodgr ssttimon: P ) .
y 5 O saAmER insTEHOnS
Cash In dtails in o Prbatand Ly o L i et 13 e N . s . o
i i oty 10t e, WhEh o st in Tost P 1: Name pabimecab sl 1 ® * ‘ @
1005550 oroers Ay 1004 0 e oo
fnancil apiationa, and isgalricks. e dul LD & X
B s Compara tha FX Caohin sera
jse reest (22 FK for S acrcunts per FequEst macs by A UGS WA, the N . N . N
user) and Ling detins da ot agree TestPrertine £ Hame Serta matchos b oo rare oa) 16 2 3 2 tas
rx) vecordaguitiin Ling o ensary s
riosmistin matches 7X)
2 Caei o Gompare i an sAcHon sompierion
Chiain Sone o sanio . "
Uiyt it ;e i L (00 £ £y TestPmeATS 5 Name o i Ol o hosotie 100 5 5 o Mo
At W60 & X}
oy miet Aot ans 1 hab
cenazgned ar A0S viers
anaunts have teen tendencd
Fx Aot bas 10t een rfives for the from e ket o i Legave . .
FofencelDin Chain (FA? TestProcodurs 4 Hame bt il 100 s d 6 ves
o EX At he hren oo for e
3 s O ofthe FX Cash Gut Rafsience 1D in
G (%)
Gorfim hat Ugaf reouost sutitoc
7 G aoh-Cutin he Porai i Ling
Ling rtns wotradioes raritineo 20160 3nd thel each Uzws seqeest 10 0 1 o No - s
inkchain sekress o Chein Test Pr000us 5. Name xbrrites tor Cehs-Outin the Portsl
{eb B e 95 0 Araignad oM
Shcichan wictessin Lng
WS FX)
Discregansiesin he disbursement of Compare the digital asoot siatus in 20
payments o the irsue wnd parlipanis Tost Proverture & Netne Creinto thesistus i Ling &2 enecrsr 1% 10 B 4 s i 5
2 loa 1 tinancial reputaconal ek Cretomes's sash 1 natheid 1 1 0
log i rike EXOC conunt for mova than 2 ors
B oo Tompere Ly, AT, Tareaon
P taissoton are o o wih E3$0n e
investigatar a0 s, Furthar, Tort Sro0adan 7. Nans Uspreusssod. Prumancsd, rvi 160 o 1o o to G
Chain znt Lin st are ot vpoated stiex account 0 confom the
a5 gor fie et Sities witin Cham and Ling wase
upcand
Tewt Prosasur Rating Legendls
o Exvepton: Nutod Lonw Lorei B e High Ll Excaption Notar!
"S55 issu dskaile bolow
TOTAL ISSUE MOTED: d
TEST PROCEDURE 4 Leram ipeum TOIRL EXCERTIONS: 13 TOTAL TRANSACTICHS:
ISSUE SUMMARY
Cost fogie dur mose dor holein or dor sohi
ISSUE DETAILS
We havs totad of & exceptiors wihich larsm ipsum dolor sit amat, oo cus uchss dictum, Etiam pelierdesqus, s vitae uiticies
pellentesque. urna turpis vahicula elit, sed molestie & , il liquam iacus, sit amet acou bis uma quis
Quisque au aliguara m
WPACT
BAPACT DETAILS
Lorern ipau dolor sit amet, conseckelur adipissirg @it Morki guis risus @ lacus juctus dictum. Eliin pellentesgue, wous viae oliiciss pelivntasyue, uma burpls vehicula olil, sad
imolestis fefis quarn id nsus. Curabiter incidunt, elit nec laoreet eleifand, nisi nisi aliquam lacus, sit amet accumsan otk urma quis risi. OQuisgue e aliquianm magna.
OWHER  Emad Khari | 04.18.2017 | 10:20 AM
e

TOFG.7L-2
FG. 7L-1




WO 2019/089654 PCT/US2018/058293

20/32

B-MONTHLY TESTIRG RESULTS CONFIRMATION

TOTAL ISSUE NOTELD: 1

TEST PROGEDURE §: Lorsm Ipsum delorss tare) Dnea vou el sign o, vou cannnat unda his action. Do you want te piocead?
ISSUE SLMMARY

Cast fogia dur mose dor helem ar dor calut Cancat I [

ISBUE DETRLS

W have total of § excestior
selientesque, uma turpis vehiia
Cuisque au aiguam magna

o ultiicies
o uma quis risi

16 1OhS CLBID 16 TOUS, L BRI a6 o)

HPACT

IMPACT DETAILS
Lorem ipsum dolor sit amet, consectetur adipiscing siit Marki auis risus ac lacus iuctus dictum. Etiam pellentesqus, lacus vitae utricies peltentesque, urna turpis vehicula elit, sed
irtastie alic quam id risus. Curabitur tircidur, it iee laores cloifend, nist rist diquan laous, sit anet accumsan ribl uma quis nist QUIBQUS DU diGuaT Magnd.

DWNER  Eincd Khan} $4.10.2017 | 10:00 AW

e

TOTAL (SSUE NOTED:
TEST PROCEDURE 14: Lorem psuny

TAL EXCEPTIONS: 2 TOTAL TRANSACTIONS: 20

ISSUE SUIMMARY

Ceast

g dur mose dor hojem o dor eelut
ISSUE DETAILS

We have total of § exceplions
pelisntesgue, uma turpis veh
Quisiue eu aliguarn magna.

onsectetur a
nisus. Curabit

wibiich torem ipsur dolor sit am
oda

acus luctus dicturn, Ffian p
olk, sed moledtic fofis qu i

a0 pefientesaue, 12cus vitag Uit
. slit nec lacrest leifend, niet iisi aliquam lacus,

1ol accurmsan siikh urma quis nisi.

IMPACT

IMPAGT DETAILS
Brem ipsum dalor it amet, corsectetur adipis
riolestie felis guam i risus. Curabitur tncidurt,

elit. Moroi guis fisus ag lacus kidus cicium. Ebaen pelientesgue, lacus vitae ulicies peliertesgue, ving ipis vehicula slil, sed
niec jaoreet eleifend, nist nisi aliguamiacus, sit amet accumsan nih urna auis risl. Quisgue eu diguam magna.

0.2017 {10:20 A

TOTAL ISSUE NOTED: 1
TEST PRUCEDBURE 18: Lorem ipsum doiores torse TOTAL EXCEPTIONS: 33 TOTAL TRANSACTIONS: 33
1SSUF SUMRARY

Cest fogie dur mose dor holem or dor celut

IESUE DETAAS

We have total of & exceplions wibich lorem igsum dolor sit amet, eotetur ad

pallentessue, ving Ripis vehisula elit, sec molestie felis quain i Hisus. Curabitur i
Quisque su aiiguar magna
% g

m pellentesaus, lacus titae U
0 lacys, sil airnel o

ies
surosan nibh vira gus nisi.

MPACT

PAGT DETAIL
i_orem ipsum dolor skt amet, consectetur adinissing &
lestie felis gL

Morbi Guis fists 2c iacus luctis a

i iricies peilentesque, uma turpis vehicula sit, sed
id risus. Curabitur tincidunt, elit nec iaoree! eleiferd, nisl nisi aligua;

. Quisque eu aliguam magna.,

wd Khar ) 080,207 | 40:20 A

I Cancel I I Finalize I

FIG. 7L-2



WO 2019/089654

21/32

PCT/US2018/058293

Cuarterly Opi

1 Quantery Cortinua

udit Rating

From: 99.01 2017

Continuous Auditng
Guarterly Continuous Audit FRating: G4, 2017

Process: PoyT

rent Progess

Paymant Process Audit Rating

Payment Assinged Ris I
Payient Risk Description Assinged Risk Audit Rating Audit Rating Comments
Subprocess Lewel
Order entry book 2nd ledger setiement
Cash I details in the Portal and LinQ
1 L. i match, which could resuit in Riske Gpinion Noi Vet Aveiiable
od orders and may lead t High
ek, cperational, and legal risks
Lorern ddor sit amed, con
~ N . Morbi qui s &% lacus lichus
Cash-in requests proosssing status are S A
not imonitored, whioh may lsad to fas vitog ull 0us, Ui i vol g
Cash In diyp;m";e‘sbf‘wc m‘:wj"fh sed molestie felis quan id risus. Curabitur tincidunt, &lit nes
2 expeoied to be asived from the tuyer Megium laores eleffend,
versus ainounts received and recorded wisl s abiuaral
& o peint in time b M
Emad Kaan  12.20.2017
Lorsm ipsum dolor sit amet, consestetur adipiszing sii
Iiork 1S ac faus |
facus vitae Wiricies
. te o inliznety poat payrent sed molestie il
A h satl dates beween Hich laoreet el ,
, and Cib may deday or g
promise Setfiement procesa. nial nisi aiuamas, si
Emac Khan 12102017
adipiscing et
Disuraponsie: ursomont of dicturn. Etiara pellentesque,
4 Setilemerit pays s to the iesuer and participant Mesian e, Lna Lurpis vehiclds ofit
may lead to finaactal, reputational endd e
leqa ride
Jamas Connar 12.10.2017
At Rateg Legend
@ Vel Controlies E_:'i Adequately Cantatied A Neods imprevemant / Unsad sfactary

TOHG. TM-2

FIG. 7M-1




WO 2019/089654

PCT/US2018/058293

22/32

FROM FIG. 7M1

@ el Controllod

Piease insert your audit opinion here

Charact
Sarve i ! Sign OF
“faar
P15
il Process Audil Rating é é é A
Payment Risk Descripton Assgned Risk a1 Q2 2 ad
Subprogess Level Status Statls Stalus Stius

Order entry bock and ledyer s
the Poriat and
in unpro:
oper

cment Cashindetals
iot mailch, which could result
velers and may ead to frendal,
ationel, and legal fiske

i

-
g
g
g

K

Gah-in respaosts provsoting atotas e nol moritored,
which may feed to d'wtparucs between emounts Stodium 3
soted 1o be orm the buyer versus

oUILS e orded at 2 point in five

sk Out

Inacourate or untimely post payment cori 0 status X
updates between Ling, chein, and wt- ey dalay o High A
e Seillsment process,

Setbement

2|6 | b

issuer o pes
reputationat and ¥ F‘gd ks.

3 | [0
al|ls |

e Y

Gwiarter 3 2017 Audit Opirion

a'l!c vitae lo“or‘l
suada augee. Aencan finibus

'u'rum airc lacus id diam.

Pelientesgue sagitis wrpls ut Boius convallis m

ed Off By: Emadihian  Date: 9.31.201€ Time: 4:20 PlA

b i guis B
wis Teugiat

feibus non lacreat. Vivamue
onee augue brer, coasequal ou
fieatura, tisus rioh toores

1ada. Donec velit brerh, commods noa ante vitee, lonoris tristigue jusio. &
ool ut. Nuf n i i

aiboh

ndrerit seim, a

evenas aliquet non
s taveibus sa
tamet pharelra

Phaselius vitae leo velmi aliguam elementum. Proin egestas auctor ex

iam vestibuitim erat risk ron ornare enim aliguet

FIG. 7M-2



WO 2019/089654

23/32

PCT/US2018/058293

—_— Real-Time Tosting Bi-Monthiy Testing Resulls Guiarsrly Opinion
erly Continucus Audit Ratr
o — O NONOC)
s AU Rating:Gd, 1017
Fom: GOANT o 12317 . )
Payment Process Audit Rating £ [#] |
Risk Descripion Level AuditRating Audit Flating Cororents
“Type your cormmin hons
Ordec entry book ard ledger satilament
Cash In dotaiis in the Portal ard LinC
E Crder Eriry des not match, which eouid result in
k umprocsesed ordere and may lead to High v
fincnoial, bperationdl, and lega risks
Loreraipsiim dolor sitamet, corsectetur adipiscing it
ug ac lacus luctus dit i pellentesyue,
requests processing stabs are " ehicua St
P not monitored, whish may lowd to 26 nolestie foliz quiam id ri {, efitnee
Cash In discropancies between amounis > g
2 o . N leorset el B
expested to be 1 . from the buyer Badurm
VErsis atved s reoordad P
nis! nisi aliqua
ata pontin nisl nisi aliquam
Emad han  12.10.2097
Lorsm ipzam doser sit amet, corectebar ey
Morhi quis risus o5 lzcus fuctus dicrum. Etiam pelientesqus,
lacus Vi Ins polic rpis veticulo elit
. inaccurate o urdimely post payment sed quam i tins , efit nsc
3| Ceshout confirmation status updates heiwoer Hgh looreet elifend,
Ling, chain, and Cifi ray dalay or o
carapromise Seitlament proce nisi nisi aliquan 2
marl iKhan  12.10.2047
1 dotor sif arnet, consectetur adipissing et
Discrapaicies in the dishirssment of g us 36 lacus luctes diohs
| settement prayments fa the issuor and partivipanis et lacus vitee ulficies pelientesq
may lead fo finaraisl, reputationai and e nial nisi aliquant locus, sit
lega fists.
Jarmes Conner 1240.2017
Audit Rating Legenc
—

TOFG. N2
FIG. 7N-1




WO 2019/089654 PCT/US2018/058293

24/32

FROMFIG. 7N-1

Quererly Audit Opinion

Pleas!

=ri your audil opinion here

Sharacter Count: ¢

Save E E Sign Off

Y2018

Payment Process Audit Faiing A A A

Fayment Fisk Dessriplon Assignad Fisk o1 02 o3
IPIOOC S Level Statis Siatus iatus

Crder eniry book and tedger setflement Cesh in

ircthe Podal and Lint do not match, which could e High
in uaprocessed orders and nay lead o finansia, 9 A A A
operational, and legal ris

h-Iri reguests processing status are not monitored,
s which sray lead to discrepanciea betwaen amounts Pedium
Cashin . "

expacted to ke received from the buyer versus

amounts received and recorded at a pointin time

Inaccurate o unfimely post payment confirrativn status "
Cash Oul updates between Ling, chain, and Cii may delay or High A @

compromis

Disci ies e diskursement of payments to the
issuarand participants may lead to finangial
reputational and legal risks.

&
e A
& @
e ®

Vet A

Cuarter 3 2017 Audi Opinion

Lorem ipsurp dolor sit eret, tonsest: ipis =it Morbi quis risus as s
fetis quam id nsus. Curabiwus
QuUIMNEY ££05 €Ut e@linalls Maximus. NunG ligu

[
rmsan nibh urna s i Jue eu aliguam magra. Dones
diam. Aguam maxinius Tugiat ellus, nec eficiur nist

, i
QroS, Auotor In lecis non,

Vestibutum pell
condimenty
serdd, maltis rak
Hibeadum rutn

5

obortis rist

ue Jisto. Maer
velit. Curabitur tempor est ut risus fay

ntesqee Dlandit purus in malssbada. [ones ¥
3 i h t sem, a egestas i
1 turum 0 Sorenodo e, Integer rollis, ttva sit amet praretya forme

ik IDrero, Comnmods Ror &
tut. Nullam id hendi

IS POIGIOr Massa,

itis

, viige
ecla augue. Aerean fink

i, risus atoh laoreet neque,
U NG fesus i diam

Peitonlasque seqiftis tepie atlewtuss sonvets ol

haselius vitas loo val i aliguan cleinentum. Prow ageslas auctor ex. Mullam vestibuhim erat ni

aon omnars enim aliquet

Signed Ry Frrad Knan  Dater $.31.2016 Tirees 4:20 PM

FIG. 7N-2




WO 2019/089654 PCT/US2018/058293

25/32

FROMFIG. 7P-1

Quarter 4 Audit Opinio

Lorem fpsum d it amel, consectetur edipiscing elit. Moibi g oL !L/'LJ: dichum.
moles quam fabsfur tincicu t nes iaoreet ek uamlacus, sit amet acoumsan
pulvingyr =ros. e” aral mallis max\mus Nung liguia eros, auctor in kectus non, shoncus imperdiel diamn. Al |4u3'n maximus feugal tb\lus nec °5ll:1'u’ nist,
Vestibutum pell k. Dones velit orein, node roi j resl Vivaim
condimenium facus ant iobnrtis nibh laoreet ui Nubam id hendrerit sem, a egesta Lurahiiur tempor est ul ¢l s. Donec sugue lorem, conseguat 24
sam id, mathis malesuada augus. Aenaan finibus portiiior massa, nes ruirum oo commodo sed. Intagar moliis, uma sit amat pharetra farmantum, deus nioh laoraet nequ,
bibendum tulruir nune tacus id diam

es pefentasque. uma turpis vel "ulﬂ i, sed

I mAgna

Pelieriesnue sagittis urpis utlestus sonvali

s mallis. Fhasellus vitag lec vel mi aliquam elementur. Proin egestes austor ex. Nullam vesioulum erat nisi, non omare

aliquer

Sigred OF By: Ernad Khan Rate: 12.31.2017 Time: 2:20 PM

FY201i8
Payment frocess Audit Rating A A A A
Payment Hisk Descrigtion & a2 @ ot
Subprocess Level Slatus Status Stats Status

Order endry book an isdgel seltiement Cash in defails

Crder Entry inthe Portal and LinQ do nct mateh, which could result Hgh A
i unprocessed ardsrs and may lsad o finansics. A A A
operational, end legal risks

to di

Cazh-In requests orocessing status are nal n.omh)mc'
a o

Cashin epancies between a Wodirn Ei_}
expecing o be weeivert from the buyer v
amcunts received and recorded at a paint in (ime.
naccurate or unti post payrment confinmation siafus ;.

Cash Out uplates betwaen ¢ing, chair, and CIi may delay or Figh A

conmpromise Seftlement process.

Blsorogmnciss i he dsbursermintof gaymors o tho
ot il paricipants ; fiancial Wedhan A
reputaiionsl anc legal risrs.

2 |8 |

Gelllement

Guartes 3 2017 Audit Dpinicn

Lorem ipsum dolor sit amet, conseatetur adipiscing elit. Morbi quis risus ac lacus i.mmsdir.mm sed
stio bolie quans id risie. Curabitus tinsidunt, efit nes orast leifand, aisi ricl abguam b
pulvinar eros s erat mollie maximus. Muno iguia sros, auctor in lectus non, rhoncuslmperdre!

\iastibium pellen\A e Blandit puus in nslosiada
aondines

nes velit Iorﬁm, sommado nan an vitas, |

Je sunda augie. Acnean fivbus por‘htor massa, e fufi
Eibendutn, Ut s leows 7 dicen,

Ig0 cemn

Peilentesqite sagiti: is. Phasells vitas leo vei m

, 0N OMEE ENim

Signed Off By: Emad Khan  Date: 2.31.2H8 Time: 4:20 PA

FIG. 7P-2




WO 2019/089654

28/32

PCT/US2018/058293

e Fea Time Testing g Resuis Quartarly Cpinbn
Recerd Quarterly Continuous Audit Rating
Continusus Auditing Pracass: Payment Proceas @ @ @
Quarterly Continuous Autit Rating: a4, 2017
From: 0%.91.2017 512017 .
Frayment Frocess Audif Rating A z |
Payment i . L Augit Rating
Subproeess Risk Dessciption s Audit Rating Comments
e yoir cominait here:
Qnider artry boof and iedger setdlenrent
Cash In detalls in the Portal and LinQ
q Order Fatry o notmaeh h could result in
Rproee: and may isad High ~
financial, operational, and legal risks
Lorem ipsum dolor sk ar
ozl e e bt #orti quis visus i tacus luctus dicts. E e
r’[?;;,"'_:f(‘f‘dc“\;fﬁf’c'ﬁ n“l"é%‘aé‘fo‘”“"' lacus vitac ul pallentesque, uma turpis vehicula elit,
Cash o o sed rnoleate fefis quarn id risus. CURLIbI tingiunt, &lit nec
7 aroLnts tacreet elefend,
rom the buyer Medium
and recarad als! nist afiquam tacus, sk
Emod Khan  1210.2007
Loresm ipsuny dolor otur adipiscing =it
e g iam pallents
facus v
R Inaccwete or untimely post payment sed molastie falis quam id risus.
3 Cash Qut ’ e J ' i
GUARTER AUTIT
Tnce vou Siick sig You canotunco this action. Do you want o preceed?
g | o
4 T T T T T < o e r =
ncial, reputational and Medun L= 1T 5ot stiguorn fans, sit
James Cooner  12.10.2017
AL Rating
@ et Conrl Eg Adsqusely Contioled A Neads Inptoveine! alistactory
e

TOFG. 70-2

FIG. 70-1




WO 2019/089654

27/32

FROM HIG. 70-1

PCT/US2018/058293

Quarteriy Audit Cpinion

Pleass inssrt your autit opinion here

Charaster Count. O

/J V Sign Off

A

Payment Provess Audit Rating

Pagment Risk Description ‘Assigned Risk 2t w2 0 ot
Subprocess Lovid Slatus Status. Status Status
Onder erdry book and & setticment ©
Crdor Enipy i1 the Postal and LinQ do not metoh, whict High
RETENTY - nprocessed ordere and may lead to fnandel o A A A
operationsl, ond legal risks
51t T6QUSSS ProCessing SLatS 76 00l MOKItoTed,
Madiam

weoh may lead to discrepancios between amouts
1S

i ke received from the by

-
ATOUNIS oeied and rocorted ol A pointin lire.

()] b

inaceuraie or untimely post payment soafirnation stabus
Cash Out updates between Ling, chain, and Citi may delay or High @ @ Q
campromise Beftiement process.
Discrepancies in the disbursement of payments © the
| nartioionrts £ o finania o
sotioment 1987 and partioioents toay lerd o firenvil, edum A & &3 &3

reputaliond and

Suarter 3 2017 Audit Dpinice

tesque blardiit puius
tae iokboy

saxla avgiie. Aot
© leous id dia

Signec Of By: Emad Khan  Date:

Peifentesaus sagittis turpis ut lectus wonva

Ll vitae

male suada.

rannunempor a1 s ot sagm
o sed integer rcllis, uma bit ainel pharetra fe).r\er\um,

1 initie porttitor masea, aes tlruin o sor

mollie. Phaselius vita

diguam elemerium, Proin cqestas auctor ox. Nullam yestibulum era

9.31.2018 Time: 4:20 FM

FIG. 70-2



WO 2019/089654 PCT/US2018/058293

28/32

= Real Bi-Monthly Testing Fesulls Quarterdy Ogininn
Recent Quariery Contimuous Audit Fizing
Cantinuaus Auditing Provess: Paymient Frocess @ @ @
Quacterly Continuous Audit Raling: Q4,207
Fromu 09.01. 2017 Toz 1231017 ) .
Payment Process Audit Rating A |
Payment 5 i Ri
Sobpracess Risk Description A’s'f’;‘fE,R‘SK Audit Rating Audit Fating Commaiits
Lorem ipsum dolor sit amet, consectetur adipiscing efit. Morhi
. . quis fisus sc lecus luclus dictum Efarn peilentesque, facus
Crder onlry book 2nd ledger seftiament o " : A
Cash i dotails in th Portai and LinG vitae ulincies peliertesaus, umas tumis vehicula off, sed
f e Erty do rot motch, which could rasull in molestis s quamidrisus. Cusasitur tincidunt, siit nec
S unprocessed orders and may lead to Hgh @ |zareet sleifend,
finareisd, operetional, end legal risks :
rial nisi aliquam kcus, sit
Emag Khan 12.10.2017
Sl ; Morbi 56 lecus lucks dictumn. £ tiam pellentesque,
St S0 TR TS e i\
ot maniorsd, whish ray ised to fouis vtoe Uit it s et At
Z | Gashin disors panciss between amounts £1 “ao,&“g‘;%é G B e
expected © be recsived from the buyer Mextivin e o
U% DINGUNTS receiven and resoaied hiel iquam lacus, si
o apoint i thee wisl nisi aliquar lazus, sit
Emad Khan  12.40.2017
Inaccurate of unimely nost payment sed mol
3 Cash Out AR updates botween High @ laorect &l
and Citi may delay or Hg
conmromise Setiemnant prosess. nisl i
Ermsd Khan
tamet, conseotstuw adipiscing elic
Rorbi o eus luotis dicturn. Etiam pellentesque,
4 | settioment edi A lsciss vitoe: pelientosie, uma fupis veicule Sit
may lead to financial, reputational and ledium nigl nigi aliquarn lacus, sit
egal rigks.
James Gonner 12.10.2017
ot Rati Legent
—

TOHG.7P-2

FIG. 7P-1




PCT/US2018/058293

WO 2019/089654

20/32

OJAIE

¥e el

€ gL SNPSI0IA 35G]

£ [J} SInpanoldg IS8

4 gl 9INQB00L IS8 Vi e

¥ SWEN .5 BNPST0L] 153] ] SlUBN, |/ BIN0ECIA 1581

7 SBEN -pL PMOB00L 1581 g5 L ¢ SIRN G AUNPH0I 1581

& BUIEN (£} DIN0D0CIA 1881 a0 SWRN (0L 8inbadold 159t o8 SWRN S QINDAsIA 1551 €80 EIOL

¢ BN (7L BINPRDOL] 188[ 2L QBN 15 BINPBO01 1S8L o7 BUIRN 4 SINRAs0L 158 27 AN (2 AINpasld 18s]

1 T} ANPanoi 185] i BN E G e al BUBN £ [UNPA0IA 1591 oL QuIeN 1§ SiNPasold 189
SUOHEAREG0 sy odey Busnssy SUBIRARSYD SN0 1905 SUOREASEY0 S3INPADOL 18IYL SUCHRRISS S0 SBINPOTOLI 581

(007 SuUCRIBEURLY FEI0L 071 BUORTesURI] 0] 0l ‘sucioesueRlf [e3a Q07 suoOBsSuBA] @0l
uBlLomag o ysey U usen Anug 89l

LTSI

Te7 0L g shepey

usd Buniogay A

QevO8HEY(

O Austient)

Alypuoiy-ig

Bunsa) o] -jeay




WO 2019/089654 PCT/US2018/058293

30/32

— Real-Tims Testirg Bi-Manthly Testing Results Quarery Opinicn
BI-MONTHLY TESTING RESULTS
Fom RO o 152017 ®® 0
ot o y oot
* Stbpinosss Nare, st Procastire Priosdire lewiiptian Tm‘[:;y;dms Cherton iz s il e P’g’jﬁc
o sotomentrariors
[ = ezt Pincartire 1 NATE .L'*“‘J““W £ B | i = ' 5
. ‘Compar tho EX Goshin rats
Usar isasst i R for § ameints per gt s e sl o | . . |
urarand 1inq oetis do nof agroe Tast Procedura & Hama o the Faterequost @ & ¢ 2 Yos
% il histyniin i
irfcrmnaton
z Cashin P wort Coimpars the tranisactan compiation
i Trameactinnn cormpiara atun Tast Procedure 3 s 5 Wi i 1o 5 : N " .
doas notanion Wit ing (S0 4 £X} e Provedro 5 Hame i e e s o s g ¢ o ¢
it (US0 & FX)
Conirmiral & Rafae 1 1o
boor; atignad for aucounts vhor
FxAsrathas 1t beer ratimd or the v N N
Refeiurica 10 In Gha'n Tast Procuilue 4 Nerne 1% € ¢ 4 Yos 1
3
Crnnira it Jser recest subrid
Coon Ot in tha Portal
Ling doat nt reciara omitams 1w io 1 @ e 6
St codion G e Procedure 5 Hare el
(usps
Dissrepniss in the disbusescent of Comnpans the sy sl aseut stue in
Doy mants forna s aand partiy ante Tast Frocaura & Rame G oiasiats i ing o anure 10 16 ¢ 4 Yes 1
may isod o bonciol, i Hatiannl e oro
o ot mora ran wars
N Sattomond Conmere i D bawiator
Rojactacansations ara n et v
sl nd orrodas Furlls, st Procedura 7. Nerma pesiding >m«\:w‘ Ao o 13 10 3 o - 3
Charoni g e e ot pdatat esuir o000 the
e s remartor Situvon i G nd Ling ors
e
oot Proooctio Rallng Legonts
Mo Excepitens Hoisd Low Levsl Exosation Notd Vodicer & High Leve! Excentin Notwd
“Gee issus cetaile bloer
TOTAL ISSUE NOTES: 1
TEST PROCEDURE 1 e fpaurm TOTAL EXCEPTIONS: 10 TOTAL TRANSACTIONS: 10
ISSUE SUMMARY
Cest fogie dur mose dor holem of dor selut
ISSUE DETAILS
‘I‘/ehﬁe iotat of S e sUs & lecus hiofus dictun, Riam pellents
s aorcet clefiend, nisi nisi aliguam lacus, sit ame 2
O'nsque ey aliquam ragna.
IMPACT
IMPACT OEYARLS
Lorem tesurn doior sit amet, consectel: niesque, uma turpis vehicula elit, sed
molestie fefis quarn i fisua. Curabi me eu alicuarn magne.
OWHER _Emad iKhan | 04.10.2017 | 10:20 A
TEST PROCEDURE 4: Hame
COMMENT.  Lov
vehicula elit, sed
: " y : Ghservation
Ubsarvatinn # Transsutivg D Teansaction Narme ko cdlin Teansactian Amount P i
Transasihea Rate Gererated O Tiive:
4 10245 Kate Floyd 08 May 2017 $ 10200 16 Apr 2017 -
2 10727 Martha Wiight 05 Aug 2017 510308 28 Nar 2617 iz
3 NBTE Cora Pearsor 3 Ay 7 94 20 Mar 2637
3 10676 Lora Pearson 09 Aug 2017 10987 240404
4 10746 10 My 2017 5 10151 -
TOTAL ISSUE NOTED: 1
TEST PRGCEDURE 5: Laram jpsum dolores fors. EXCEPTIONS: 23 TOTAL TRANSACTIGNS: 33
ISSUE SUMMARY
Cestogie dr mose tor holem or dar celuil
ISSUE DETAILS
We have total of 5 exceplions wihich lorera ipsum dolor sit anet, consestetur adip m. Efian peflentesque. lacus vitae ultricies
pallentesue, uma turpis ventouta dit, sed motessie telis quanm id risus. Curabibie tine ifend, ni ,Im.)( aliquam tacus, s ainel acoumsa nibh Uma quis nisi.
Quisgue eu aliquam magna.
IMPACT
IMPACT DETAILS
em ipsam dolor sit amet, consectetur adipiscing elit. Morbi 4 ntesque, lacus itas ultiicies pellentosque, ura turpis vehisula sit, sed
quam i risus. Curabliur tincigunt, eh‘ nec \aoree\ eleil UMSEN [ibh M GUis Ri LisGle eb Bliguarn imaona
b

TR FIG. 7R-1




WO 2019/089654 PCT/US2018/058293

31/32

FROMFIG. 7R-

GWNER_ Fined Kivers| 04102017 § 1030 AM

TEST PROGEDURES:  Mame

COMMENT. Lomr ipsurm dolor it amot, consectstur adipecing slit. Morbi aus rsus & laous luctus dioturr. Etiarm aus vias ull
vehicula @i, s6d moledtis feis quam id fisus, Curabitur tircdunt, elit nec 1aoreet eleifond, riel nisi aliquam lacus, it amet acoumssn nibh vrna quis nisi. Giuiscus eu aliqusm magna.

uma s

Obsarvation

Gosapjation® T o T Mame T ionDate T ion AMount Sonarated On Time
8 0508 Ronniz Spenicer 07 5ep 2017 $10543 18 Apr 2017 G431
1640 Robert Jorden 03 dan 2017 $10815 12 Fab 2017 CoATAM
g nace Olivia Fletoher 16.Jut 2017 $10213 10 bov 2017 07 164M
1 10185 Floyd Picice: 21 Fen 2017 310144 19 Mar 2017 103
12 D160 Isabella Watsrs 21Mar 2017 10858 0810t 2017 11:57PM
13 10787 Eatella Hudson 25 Sap 2017 10563 28 Sep 2017 a5 omam

TOTAL ISSUE NOTED
TEST PROCEDURE 14 Name TOTAL EXCEFTIONS: 20 TOIAL TRANSSCNONS: 20

ISSUE SUMARY

Cost fonie dur moss dor Folern oF dar celut

ISSUE DETAILS

‘e haue intal of 3 exceptions winch iorem ipsum dolar sit amet, consectetur aifsaing elit. Morbl quis risus ac lacus hictus dictm. Cilar pelieniesoue, jacus vitae Uiricies
nelieniesque, uma trpls vehicuiaelt, sed moleste fells cuam g fisus. Gurabitur finciount, Sit nee iacrast elifend, nisl nist aligam jacus, sit amet 400Umsan nbh LMA Guis ni
Quistaie eu

uam magna,

IMFAGT OETALS
arem ipsum doian sit amet, soRsectetur Jw“\“mq oiit. Morbi guls nisus ac laous luotis sictum. Eliam pelienfestus, lacus vitae iticies pelentesque, uma turpis vehicuia eiit, seal
moleste felis quam id raus. Curabitur tincidunt, elitnes 1aoreet sleifend, nisi nisi aliguam lacts, sit amet acoumsan aibk umaquis nis. Quisgue v alinuam magna,

OWMER  Ernzc i | D4 102017 | 20:20 Al

TEST PR RES: Nams
COMMENY. Lorem isum ¢clor sit amet, sansectetur adipiscing elit. Morbi guis risus 36 lacus luctus dictura. Etan 1a0us vilae ulrisies uma turgis
vehicula eitt, sed molestio tets yuant 1d rsus. Curabitur fincidunt, it nes lacrest eleierd, tis! nisi aiduan lacus, sit armet accumsan Rivh urra qu:s nist. Quisgue ey aliquan: magna.

) ; . y : . Ghservation
[ # Ti n £ jon Dot T MUY
i Neme T Date Ameont Benerated Ot Time

2 10509 Rofnis Sponcar 07 Sep 2017 §10548 8 A 2017 NGAseM
bl 10140 fobert Jordan 0% Jan 2017 F16615 12 Feh 2017 05:43AM
19 10608 Clivia Fisteter 18 Jul 2617 310423 10 Nov 2017 71840
11 19183 Slayed P 21 Feb 2017 10144 52 Rar 2017 11.03F6
2 19180 izabelia Waters 21 War 2017 $10856 98 2017 PPp—
i3 10787 Estetia Hudsoin 29 Gep: 2017 $ro863 28 Sep 2017 CE:8AM

TOTAL ISSUR NOTED: |

TEST PROCEDURE 168: Lorem ipst: o TOTAL EXCEF @ TOTAL TRANSACTIONS: 30

ISSUE SUMMARY

olern

jar oelut

Cest Torle oir mose o
1SSUE DETAILS

We have tial of 5 sxceptions which orem ipsum dolor sit amet, consestetur adpiscing it Morbi ouis risus &6 lacus iwtus dekurm, Eiam peientesqus, lac
peilentesgus, urma turpls ueticd a sif, sed moletie feiis quam id isus. Curahitur tinidunt, slit nec |aiest eidfend, nisl nis aliquan iacus, sif amet accurmaan nioh urRa Guis pist
G U AL T,

LS
101 GOIOF SIE BIACE, CONSGHIONIr AdiDisiry Gl MO Quis Tisss A kaesio UCDID dictun:. Edan 5 vt i i ¢ o
molksstie folis Gquaz id reus. Curaoitur tinsident, Wit naC IBoe! Sl NSt Ais! Rilguanm 160V, SIt SNGT AucIMSAN HbN LB quis Fei. QLLUE Ob AlqUAM rgAa.

b it sext

GWNER  Emad Khan | 04.10.2017 | 19:20 AN

TEST PROGENLRE 18: Kame

cing it Mok quts risus ac tacus Jucts Gictum, Ciam lacus vitas urna tumis
s o igunt, ot nec iairest leifend, et nial aliquam 1acug, sit amet accumsan nibh Lma dus nisl. Quisaue ev aligu an magna.
. . y - ) Ghsarkion
o & T 0 T Mame i 7 A t g . y
ame T Tate moen Senerated (i Tiaw
4 10246 Kato Flayct 08 My 2017 $ 19206 6 Apr 2017 101 16AM
W0727 Hiartha Wright 03 fuig 2077 $ 10308 28 War 2017 025N
3 16678 Lora Poareon 49 Aug 2847 $ 19987 2 fiar 2017 34:04FM
4 10746 Emma Roy 16 Nay 2617 1161 25 Feby 2017 92:15AM

FIG. 7R-2



WO 2019/089654 PCT/US2018/058293

32/32

800

»

810~ procESSOR

COMMUNICATION |_~800
DEVICE

S0~JinpuT DEvIcE

OUTPUT DEVICE |8

STORAGE

oo
<3
&

2
L
5
—
=
=
e ]
T

FIG. 8



INTERNATIONAL SEARCH REPORT

International application No

ADD.

PCT/US2018/058293
A. CLASSIFICATION OF SUBJECT MATTER
INV. GO6Q20/06 G06Q20/40 GO6F21/10 GO6F21/55 GO6F21/60
HO4L9/06 HO4L9/32 HO4L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F HO4L GO6Q GO7G

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X WO 2017/079218 Al (MASTERCARD 1-3,
INTERNATIONAL INC [US]) 5-10,
11 May 2017 (2017-05-11) 12-17,

19-21

Y pages:9,10,18; 4,11,18
figure 4

Y US 20057197952 Al (SHEA EDWARD [US] ET AL) 4,11,18
8 September 2005 (2005-09-08)
column 0030 - column 0033; figure 7

A US 2017/257358 Al (EBRAHIMI ARMIN [US] ET 1-21
AL) 7 September 2017 (2017-09-07)
paragraph [0075]

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

8 January 2019

Date of mailing of the international search report

17/01/2019

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Jardak, Christine

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2018/058293
Patent document Publication Patent family Publication
cited in search report date member(s) date

WO 2017079218 Al 11-05-2017 AU 2016350870 Al 17-05-2018
BR 112018009007 A2 30-10-2018
CA 3004424 Al 11-05-2017
CN 108292396 A 17-07-2018
EP 3371758 Al 12-09-2018
SG 11201803742Y A 28-06-2018
US 2017132626 Al 11-05-2017
WO 2017079218 Al 11-05-2017
US 2005197952 Al 08-09-2005 US 2005197952 Al 08-09-2005
WO 2005017802 A2 24-02-2005
US 2017257358 Al 07-09-2017  EP 3424179 Al 09-01-2019
US 2017257358 Al 07-09-2017
WO 2017152150 Al 08-09-2017

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - claims
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - wo-search-report
	Page 73 - wo-search-report

