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(57) ABSTRACT

Various embodiments of the present invention are directed to
methods, systems and computer program products for con-
ducting an online transaction on a website involving sensitive
information. Such embodiments provide methods, systems
and computer program products to: (a) register at least one
entity with a gate keeper module, the registering comprising
associating the entity with a subscription level; (b) associate
a sub-string of a character string with a unique token so that a
direct link does not exist between the unique token and the
character string; and (¢) during processing of the online trans-
action: (1) using the unique token for intermediate steps dur-
ing the processing of the online transaction; and (ii) only
accessing the character string in storage memory to complete
the online transaction after receiving a request from at least
one registered entity associated with a subscription level
associated with a privilege to receive the requested sensitive
information.
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ENCRYPTION AND TOKENIZATION
ARCHITECTURES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 12/203,415, filed Sep. 3, 2008, which claims
priority to U.S. Provisional Application Ser. No. 60/982,128,
filed Oct. 23, 2007, the contents of which are incorporated
herein by reference in their entireties.

FIELD OF THE INVENTION

[0002] Various embodiments of the present invention relate
generally to methods and systems for encryption and tokeni-
zation architectures for sensitive data such as credit card
number.

BACKGROUND OF THE INVENTION

[0003] In today’s world of information storage, there are
many circumstances wherein information must be securely
stored and used. For example, many merchants and service
providers accept credit cards for the payment of goods and
services they sell. In order to accept a credit card for payment,
amerchant or service provider will record a purchaser’s credit
card number along with other information, and submit the
number and information for payment to the issuer of the credit
card, such as Visa. In many cases this information is
encrypted due to the sensitivity of the information and the
threat of a third-party illegally obtaining the information, e.g.,
a hacker breaking into a merchant’s computer system and
illegally copying this information.

[0004] Inaddition, major credit card companies have devel-
oped guidelines to help merchant and service providers pre-
vent credit card fraud, hacking, and various other security
issues. These guidelines are known as the Payment Card
Industry Data Security Standard (PCI DSS). Therefore, any
merchant or service provider processing, storing, or transmit-
ting credit card numbers must adhere to these standards or
risk losing the ability to process credit card payments. These
guidelines involve twelve requirements for compliance. For
example, the guidelines require that any cardholder data
stored must be protected. In addition, any transmission of
cardholder data across open, public networks must be
encrypted.

[0005] Encryption can be a complex process that involves
encrypting and decrypting the cardholder data through the
use of tools such as asymmetric-keys. For example, in public-
key cryptography the encryption process involves using two
keys, i.e., a public-key and a private key. The public key may
be freely distributed, while its paired private key is kept
secret. Typically, the public key is used for encrypting the data
while the private key is used for decrypting the data. There-
fore, these keys must be maintained and securely stored.
Thus, every time a merchant or service provider transmits
cardholder data, they must perform this encryption and
decryption process. This can lead to inefficient processing of
credit card payments.

[0006] As a result, a need exists in the art to better utilize
sensitive information, yet minimize the transferring of such
information. Such an improvement will also lead to better
efficiency because the need for encrypting and decrypting
will be reduced to use such information.

Jan. 14, 2016

BRIEF SUMMARY OF THE INVENTION

[0007] Various embodiments of the present invention are
directed to systems and methods for transmitting a character
string. In addition, various embodiments are directed to sys-
tems and methods for transmitting a unique token associated
with a character string.

[0008] In particular, various embodiments provide a
method of transmitting a character string comprising the step
of'adapting one or more processors for executing a gatekeeper
module. The gatekeeper module in these embodiments is
adapted for: (a) storing the character string in one or more
storage devices; (b) associating a unique token with the char-
acter string; and (c) associating a sub-string of the character
string with the unique token to identify that the unique token
is associated with the character string without revealing the
character string. In addition, in response to receiving a request
for the character string, the gatekeeper module is further
adapted for accessing the character string from the one or
more storage devices by using the unique token associated
with the character string and transmitting the character string.
[0009] In various embodiments, the gatekeeper module is
further adapted for verifying that a computer device or a user
making the request for the character string is authorized to
receive the character string. In addition, in various embodi-
ments, the character string is stored as encrypted data and/or
stored as a record in a database. Furthermore, in various
embodiments, the character string is a credit card number and
the associated sub-string used to identify the credit card num-
ber is the last four digits of the credit card number.

[0010] As another example, various embodiments of the
present invention provide a method for transmitting a unique
token associated with a character string comprising the step of
adapting one or more processors for executing a gatekeeper
module. In these embodiments, the gatekeeper module is
adapted for: (a) storing the character string in one or more
storage devices; (b) associating the unique token with the
character string; and (c) associating a sub-string of the char-
acter string with the unique token to identify that the unique
token is associated with the character string without revealing
the character string. In addition, in response to receiving a
request for the unique token associated with the character
string, the gatekeeper module is further adapted for accessing
the unique token from the one or more storage devices using
the character string and transmitting the unique token asso-
ciated with the character string. In various embodiments, the
gatekeeper module is also adapted for verifying that a com-
puter device or a user making the request for the unique token
is authorized to receive the unique token.

[0011] Furthermore, various embodiments provide a sys-
tem for transmitting a character string comprising one or
more processors and one or more storage devices coupled to
the processors and adapted for storing the character string.
The processors of these particular embodiments are adapted
to execute a gatekeeper module to (a) store the character
string within the storage devices; (b) associate a unique token
with the character string; and (c) associate a sub-string of the
character string with the unique token to identify that the
unique token is associated with the character string without
revealing the character string. In addition, in response to
receiving a request for the character string, the processors are
further adapted to execute the gatekeeper module to access
the character string from the storage devices by using the
unique token associated with the character string and transmit
the character string.
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[0012] In various embodiments, the processors are also
adapted to execute the gatekeeper module to verify that a
computer device or a user making the request for the character
string is authorized to receive the character string. In addition,
in various embodiments, the character string is stored as
encrypted data and/or stored as a record in a database within
the storage devices.

[0013] Other embodiments provide a system for transmit-
ting a unique token associated with a character string com-
prising one or more processors and one or more storage
devices coupled to the processors and adapted for storing the
character string. The processors of these particular embodi-
ments are adapted to execute a gatekeeper module to: (a) store
the character string within the storage devices; (b) associate a
unique token with the character string; and (c) associate a
sub-string of the character string with the unique token to
identify that the unique token is associated with the character
string without revealing the character string. In addition, in
response to receiving a request for the unique token, the
processors are further adapted to execute the gatekeeper mod-
ule to access the unique token from the storage devices by
using the character string associated with the unique token
and transmit the unique token. In various embodiments, the
processors are also adapted to execute the gatekeeper module
to verity that a computer device or a user making the request
for the unique token is authorized to receive the unique token.

[0014] In various embodiments, a method for conducting
an online transaction on a website involving sensitive infor-
mation is provided. In such embodiments, the method com-
prises: (a) registering at least one entity with a gate keeper
module, the registering comprising associating the at least
one entity with a subscription level; (b) associating a sub-
string of a character string with a unique token so that a direct
link does not exist between the unique token and the character
string, the character string comprising the sensitive informa-
tion and the sub-string being configured to identify the char-
acter string without revealing the sensitive information; and
(c) during processing of the online transaction: (i) using the
unique token for intermediate steps during the processing of
the online transaction; and (ii) only accessing the character
string in storage memory using the unique token and the
sub-string to retrieve the sensitive information and to com-
plete the online transaction using the information for the
online transaction and the sensitive information after receiv-
ing a request for the sensitive information from at least one of
the atleast one registered entity associated with a subscription
level associated with a privilege to receive the requested
sensitive information.

[0015] Invarious embodiments, a system for conducting an
online transaction on a website involving sensitive informa-
tion is provided. In such embodiments, the system comprises
one or more processors; and one or more storage devices
coupled to the one or more processors and adapted for storing
a character string. The one or more processors may execute a
gatekeeper module to: (a) register at least one entity with the
gatekeeper module, the registering comprising associating
the at least one entity with a subscription level; (b) associate
aunique token with a sub-string of a character string wherein
a direct link does not exist between the unique token and the
character string, the character string comprising the sensitive
information and the sub-string being configured to identify
the character string without revealing the sensitive informa-
tion; and (c¢) during processing of the online transaction: (i)
use the unique token for intermediate steps during the pro-
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cessing of the online transaction; and (ii) only access the
character string in the one or more storage devices using the
unique token and the sub-string-to retrieve the sensitive infor-
mation and to complete the online transaction using the infor-
mation for the online transaction and the sensitive informa-
tion after receiving a request for the sensitive information
from at least one of the at least one registered entity associated
with a subscription level associated with a privilege to receive
the requested sensitive information.

[0016] In yet other embodiments, a computer program
product for conducting an online transaction on a website
involving sensitive information, wherein the computer pro-
gram product comprises at least one non-transitory computer-
readable storage medium having computer-readable program
code portions stored therein, is provided. In such embodi-
ments, the computer-readable program code portions may
comprise: (a) an executable portion configured to register at
least one entity with the gatekeeper module, the registering
comprising associating the at least one entity with a subscrip-
tion level; (b) an executable portion configured to associate a
unique token with a sub-string of a character string wherein a
direct link does not exist between the unique token and the
character string, the character string comprising the sensitive
information and the sub-string being configured to identify
the character string without revealing the sensitive informa-
tion; and (c) during processing of the online transaction: (i) an
executable portion configured to use the unique token for
intermediate steps during the processing of the online trans-
action; and (ii) an executable portion configured to only
access the character string in one or more storage devices
using the unique token and the sub-string-to retrieve the sen-
sitive information and to complete the online transaction
using the information for the online transaction and the sen-
sitive information after receiving a request for the sensitive
information from at least one of the at least one registered
entity associated with a subscription level associated with a
privilege to receive the requested sensitive information.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0017] Having thus described the invention in general
terms, reference will now be made to the accompanying
drawings, which are not necessarily drawn to scale, and
wherein:

[0018] FIG. 1is a flowchart illustrating a process for trans-
mitting a character string according to various embodiments
of the invention.

[0019] FIG. 2 is a flowchart illustrating a process for trans-
mitting a unique token associated with a character string
according to various embodiments of the invention.

[0020] FIG. 3 is a schematic diagram illustrating a system
architecture including a gatekeeper system according to vari-
ous embodiments of the invention.

[0021] FIG. 4 is a schematic diagram illustrating a system
storing a gatekeeper module according to various embodi-
ments of the invention.

[0022] FIG. 5 is a flow diagram of a gatekeeper module
transmitting a character string according various embodi-
ments of the invention.

[0023] FIG. 6 is a flow diagram of a gatekeeper module
transmitting a unique token associated with a character string
according to various embodiments of the invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0024] The present invention will now be described more
fully with reference to the accompanying drawings, in which
some, but not all embodiments of the invention are shown.
Indeed, this invention may be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will satisfy applicable legal
requirements. Like numbers refer to like elements through-
out.

[0025] As will be appreciated by one skilled in the art, the
present invention may be embodied as a method, a data pro-
cessing system, or a computer program product. Accordingly,
the present invention may take the form of an entirely hard-
ware embodiment, an entirely software embodiment, or an
embodiment combining software and hardware aspects. Fur-
thermore, the present invention may take the form of a com-
puter program product on a computer-readable storage
medium having computer-readable program instructions
(e.g., computer software) embodied in the storage medium.
More particularly, the present invention may take the form of
web-implemented computer software. Any suitable com-
puter-readable storage medium may be utilized including
hard disks, CD-ROMs, DVD-ROMs, USB flash drives, opti-
cal storage devices, or magnetic storage devices.

[0026] The present invention is described below with ref-
erence to block diagrams and flowchart illustrations of meth-
ods, apparatuses (i.e., systems) and computer program prod-
ucts according to an embodiment of the invention. It will be
understood that each block of the block diagrams and flow-
chart illustrations, and combinations of blocks in the block
diagrams and flowchart illustrations, respectively, can be
implemented by computer program instructions. These com-
puter program instructions may be loaded onto a general
purpose computer, special purpose computer, or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions which execute on the computer or
other programmable data processing apparatus create a
means for implementing the functions specified in the flow-
chart block or blocks.

[0027] These computer program instructions may also be
stored in a computer-readable memory that can direct a com-
puter or other programmable data processing apparatus to
function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article of
manufacture including computer-readable instructions for
implementing the function specified in the flowchart block or
blocks. The computer program instructions may also be
loaded onto a computer or other programmable data process-
ing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus
to produce a computer-implemented process such that the
instructions that execute on the computer or other program-
mable apparatus provide steps for implementing the func-
tions specified in the flowchart block or blocks.

[0028] Accordingly, blocks of the block diagrams and
flowchart illustrations support combinations of means for
performing the specified functions, combinations of steps for
performing the specified functions and program instruction
means for performing the specified functions. It will also be
understood that each block of the block diagrams and flow-
chart illustrations, and combinations of blocks in the block
diagrams and flowchart illustrations, can be implemented by
special purpose hardware-based computer systems that per-
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form the specified functions or steps, or combinations of
special purpose hardware and computer instructions.

Transmitting a Character String

[0029] Various embodiments of the present invention pro-
vide systems and methods for transmitting a character string.
Such embodiments include providing a gatekeeper module
that is executed on a computer to: (1) store a character string
within one or more storage devices; (2) associate a unique
token with the character string; (3) associate a sub-string of
the character string with the unique token to identify that the
unique token is associated with the character string without
revealing the character string; and (4) in response to receiving
a request for the character string, access the character string
from the one or more storage devices by using the unique
token associated with the character string, and transmit the
character string to a computer device or a user requesting the
string.

[0030] FIG. 1 is an exemplary process for transmitting a
character string 100 according to various embodiments of the
invention. The process comprises the step of adapting one or
more processors (“processor”) for executing a gatekeeper
module, shown as Step 101. These processors may be located
in one or more computer systems and may be in communica-
tion via a network (e.g., a LAN network, wireless network, or
the Internet).

[0031] Thus, the processor executes the gatekeeper module
of'various embodiments to store the character string in one or
more storage devices. For example, the processor may
execute the gatekeeper module to store the character string in
a database located on the storage devices. The processor may
execute the gatekeeper module in other embodiments to store
the character string in a file located on a storage device.
Furthermore, the processor may execute the gatekeeper mod-
ule to store the character string in other embodiments in a data
warehouse, or some type of program module located on stor-
age devices.

[0032] Inaddition, various types of storage devices may be
used according to various embodiments of the invention. For
instance, the storage devices may be internal or external hard
drives, storage disks, magnetic tape, USB flash drives, or
some other type of storage devices as known by those of
ordinary skill in the art.

[0033] Inmany cases the character string represents sensi-
tive information, and therefore, the processor will execute the
gatekeeper module to store the string as encrypted data in
various embodiments. For example, the character string may
be a customer credit card number that is received by a mer-
chant or service provider from a customer purchasing a prod-
uct or service by using a credit card. In this context, the
merchant or service provider records the credit card number
along with other information associated with the credit card
and customer so that the credit card information can be sub-
mitted to the issuer of the credit card for payment.

[0034] Furthermore, the storing of credit card information
has become even more predominate in the advent of online
shopping via the Internet. For example, a user will visit a
retailer’s web site via a browser located on the user’s com-
puter, browse the retailer’s products, select one or more prod-
ucts for purchase, and in many cases, proceed to a “checkout”
webpage provided by the retailer’s web site to complete the
purchase. Once on the “checkout” webpage, the user provides
credit card information by typing in the information on the
webpage to pay for the selected products. A server will
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execute a module associated with the webpage to store the
credit card information and complete the purchase. In addi-
tion, in many instances a user will visit the retailer’s web site
multiple times to shop again. As a result, the retailer may
retain the user’s credit card information in one or more stor-
age devices to help facilitate a quicker checkout for the user
for subsequent purchases, e.g., the user’s credit card informa-
tion may be automatically populated on the “checkout”
webpage so that the user is not required to re-enter the infor-
mation for a subsequent purchase.

[0035] Other types of sensitive information may also be
stored in the storage devices as encrypted data. For example,
many organizations store social security numbers for various
reasons and will encrypt the social security numbers for secu-
rity purposes. However, the credit card example is utilized
throughout this document to illustrate the various embodi-
ments of the present invention. Thus, it should be understood
that the credit card example is used for illustration purposes
only and in no way should limit the specific kind of sensitive
data that may be used with the claimed invention.

[0036] Returning to the example, in various embodiments,
the processor executes the gatekeeper module to receive a
customer’s credit card number, encrypt the number, and store
the number in a database. In addition to the credit card num-
ber, the gatekeeper module may store various other informa-
tion in the database, such as credit card expiration date, credit
card type, status of the credit card (e.g., active), parent sys-
tem, and profile flag. In various embodiments, the processor
may execute the gatekeeper module to use various encryption
techniques to encrypt the credit card number and information.
For example, the module may employ asymmetric-key
encryption to encrypt the credit card number. Asymmetric-
key encryption involves the use of keys to encrypt or decrypt
the information. A common type of asymmetric-key encryp-
tion is known as public-key encryption. This type of encryp-
tion involves the use of two different keys, i.e., a public key
and a private key. The public key is freely distributed and is
typically used for encryption, while the private key is kept
secured and is typically used for decryption.

[0037] Lastly, the storage devices used to the store the
character strings may be provided as a centralized repository
according to various embodiments of the invention. Such a
repository may be important in the context of storing sensitive
information such as credit card numbers. For example, those
managing the repository can implement corrective measures
more quickly by having a centralized repository to store the
credit card numbers in the case of a security breach. In addi-
tion, such a repository centralizes the protection of the sensi-
tive information, and therefore, raises the quality of protec-
tion because implementing protective and corrective
measures is much simpler for a centralized repository as
opposed to many repositories. Thus, a centralized repository
reduces the scope of the information that must be protected,
reduces security efforts, and reduces the labor and overhead
required to protect the information.

[0038] Furthermore, a centralized repository aids in the
compliance with Payment Card Industry Data Security Stan-
dard (PCI DSS) guidelines used in the context of credit card
information. For example, the centralized repository assists
in logging compliance with PCI DSS guidelines because such
logging deals with only one source of credit card information.
In addition, it is easier to restrict access to the repository
because it is easier to pre-define and manage a list of entities
that may access the repository, as well as, track and monitor
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those entities that have accessed the repository. It is also
easier to restrict physical access to the credit card information
because the centralized repository can be housed on one
system, e.g., one server or bank of servers, and access to this
system can be restricted.

[0039] In various embodiments, the processor also
executes the gatekeeper module to associate a unique token
with the character string. Returning to the example, the mod-
ule stores the encrypted credit card number in the database
and assigns a unique token to the encrypted credit card num-
ber.

[0040] The processor executes the gatekeeper module to
create the unique token using various processes. For example,
in various embodiments, the module creates the unique token
by calling a random number generator module. Such a mod-
ule typically includes an algorithm that can automatically
create long runs, e.g., millions of numbers long, with good
random properties. However, in many cases, the sequence
created by the algorithm will eventually repeat. Therefore,
once the random number generator module has provided a
random number, the processor further executes the gate-
keeper module to check the provided number against the
existing tokens to ensure the acquired random number is
unique. If the random number is unique, the processor
executes the gatekeeper module to associate the random num-
ber with the encrypted credit card number in the database.
[0041] In other embodiments, the processor executes the
gatekeeper module to employ database primary keys used to
distinguish records in a database table to provide unique
tokens. For example, a record stored in the table of a database
may be made a unique record with respect to other records
stored in the same table by requiring that one or more fields of
the record, alone or in combination, store a unique value from
the same one or more fields of other records stored in the
table. This is referred to as developing primary keys to one of
ordinary skill in the art. In addition, many commercial data-
base applications also provide a feature that will allow a field
in a database table to be defined so that a unique primary key
is automatically generated and written into the field for a new
record stored in the table. Thus, in the example, this feature
generates a unique primary key to store in a field of a table in
the database when the processor executes the gatekeeper
module to store the encrypted credit card number in the table.
The module will then use the generated primary key as the
unique token associated with the credit card number.

[0042] In various embodiments, the processor executes the
gatekeeper module to store the unique token in the same
storage as the character string. In other embodiments, the
processor executes the gatekeeper module to store the unique
token in separate storage. Thus, in the example, the processor
executes the gatekeeper module to store the unique token in
the same database as the encrypted credit card number or in a
separate database.

[0043] Thedecisionas to whether to store the unique tokens
in the same database as the encrypted credit card numbers or
in a separate database may be based on different consider-
ations. For example, the processor may execute the gate-
keeper module in various embodiments to store the unique
tokens separately from the encrypted information for security
reasons. In other instances, the processor may execute the
gatekeeper module to store the unique tokens in the same
database as the encrypted information to help centralize the
information for management purposes. One of ordinary skill
in the art can think of various other reasons to store the tokens
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and the character strings in the same or separate storage
devices in light of this disclosure.

[0044] In addition, in various embodiments, the processor
executes the gatekeeper module to associate the unique token
with a sub-string of the character string associated with the
token to identify that the token is associated with the character
string without revealing the character string. In various
embodiments, the processor executes the gatekeeper module
to store this sub-string along with its corresponding token. In
other embodiments, the processor executes the gatekeeper
module to store the sub-string and token in separate storage.
Thus, there is nothing identifiable in the token to link the
token to the corresponding character string directly. Instead,
the token uses a formal protected cross reference to link to the
character string.

[0045] An example of such a sub-string is the last four
digits of a credit card number. Therefore, if a user visiting a
retailer’s web site proceeds to the “checkout” webpage to
purchase a product, the user can request to see what credit
cards the merchant has on file for the user, e.g., what credit
card numbers are stored in the retailer’s database. In various
embodiments, a server executes a module associated with the
web page to query the database and instead of processor
returning the actual credit card numbers to the module, the
processor executes the gatekeeper module to return the tokens
associated with the stored credit card numbers along with the
last four digits of each credit card number stored in the data-
base. The server then executes the module to display the last
four digits of each credit card on the web site to the user. As a
result, the user is able to recognize each stored credit card
number and choose the credit card to which he or she wishes
to charge the purchase.

[0046] The use of such a sub-string provides a significant
advantage over previous processes. This is because to show
the user what credit card numbers are stored in the database in
previous processes, a module would need to be executed to
query the database for the credit card numbers, encrypt the
credit card numbers if the numbers were decrypted to be
queried from the database, send the numbers to the webpage
for displaying, and decrypt the numbers to display them to the
user. This complex process is required to be performed in this
fashion to ensure the security of the information from such
threats as hackers, as well as, to be in compliance with the PCI
DSS guidelines.

[0047] However, by having the module display the sub-
strings to identify particular credit card numbers instead of
the actual credit card numbers on the webpage, the user can
view what credit card numbers are stored in the database for
him or her without the module having to perform the complex
process to access and transmit the actual credit card numbers
to the webpage. As a result, the credit card numbers stay
encrypted and secured in the database. Thus, encryption and
decryption activities are minimized and the flow of sensitive
information is reduced.

[0048] Accordingly, in response to the gatekeeper module
receiving a request for a character string, the processor
executes the gatekeeper module to access the string from
storage by using the unique token associated with the char-
acter string. Therefore, returning to the example, once the
user has selected a particular credit card number to which he
or she wishes to charge the purchase from the last four digits
displayed on the “checkout” webpage, the module that is
executed to facilitate the purchase from the webpage sends a
request for the specific credit card number to the gatekeeper
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module. In response, the processor executes the gatekeeper
module to access the actual credit card number by using the
unique token associated with the requested credit card num-
ber. For example, the processor executes the gatekeeper mod-
ule to query the actual credit card number from the repository
by using the unique token as a search parameter of the query.
[0049] In various embodiments, various computer devices
and users may submit the request for the character string, and
at various times. For example, once the user selects a particu-
lar credit card to which to charge the purchase, a server
executes the module to facilitate the purchase to save the
purchase to a database. A computer device may later batch
this purchase with other purchases and submit the purchases
to a credit card company for payment. In this case, the server
executes the module to save the unique token for the selected
credit card along with the purchase in the database and the
device that executes the module to perform the batching is the
device that requests the actual credit card number by using the
token. This also provides an advantage over previous pro-
cesses because in a process that involves multiple transac-
tions, a number of computer devices executing the modules
involved in the transactions may only need a reference to the
credit card number as opposed to the actual credit card num-
ber. In this case, these devices will use the token to process
transactions unless there is a specific reason the device needs
the actual credit card number, such as submitting the purchase
information to the credit card company for payment.

[0050] In addition, the processor executes the gatekeeper
module of various embodiments to verify whether the device
or the user requesting the character string is authorized to
receive the character string. Thus, the module provides for-
mal access controls in various embodiments. For example,
the gatekeeper module may include an application program-
ming interface (API) to regulate the interaction between inde-
pendent computer devices and individuals and the database
storing the sensitive information according to various
embodiments of the invention. Specifically, a computer
device or a user that makes a request to access a character
string must first register with the gatekeeper module. There-
fore, in the case of the credit card example, a mechanism is
implemented to control who and what can access the credit
card numbers in the database.

[0051] Invarious embodiments, the device or the user sub-
scribes with the gatekeeper module to gain access to the
information stored in the database. As a result, the processor
will execute the gatekeeper module to give various devices
and users various levels of access. For example, the computer
device executing the batching module discussed above that
batches up the credit card charges and submits the charges to
the credit card company subscribes with the gatekeeper mod-
ule to be able to request the credit card numbers. Another
device that records and reports a user’s transaction history
may only need to retrieve the sub-strings associated with the
tokens to display a user’s transaction history, and therefore,
this device’s subscription only provides access to the sub-
strings. In turn, the processor may execute the gatekeeper
module to provide other subscription levels, such as privi-
leges to access tokens only, according to various other
embodiments.

[0052] Thus, the device or the user will need to provide a
token, a sub-string, or some other information and sufficient
credentials that allow the device or the user to perform the
type of access or manipulation of the information the device
or the user wants to perform. In various embodiments, the
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credentials may take many forms. For example, the processor
may execute the gatekeeper module to provide the credentials
as a key to the device upon registration with the gatekeeper
module. In other embodiments, the processor may execute the
gatekeeper module to provide credentials by simply checking
the name of the device or the user against a record in a
database table to determine whether the device or the user has
privilege to perform the request. One of ordinary skill in the
art can think of numerous ways for the processor to execute
the gatekeeper module to provide and check credentials for a
device or a user to establish the device’s or the user’s level of
access to the information in light of this disclosure.

[0053] In addition, the processor can execute the gate-
keeper module to monitor the retention of the character
strings and associated information stored in the storage
devices in various embodiments. Therefore, the processor can
execute the gatekeeper module to determine whether any of
the sensitive information stored is out-dated and should be
deleted or archived from the database. As a result, this will
minimize the amount of sensitive information stored in the
storage devices and also minimize the liability of storing such
information.

[0054] Thus, returning to the example wherein the database
is storing the credit card numbers of users who have visited a
retailer’s web site to purchase goods from the retailer, the
processor executes the gatekeeper module to periodically
check to determine whether any of the credit card numbers
have expired or whether any of the credit card numbers have
not been used within a set period of time, e.g., whether a
certain period of time has elapsed since the credit card num-
ber was last used to make a purchase. Therefore, if a credit
card number has expired or has not been used within the set
period of time, the processor executes the gatekeeper module
to delete the credit card number along with any corresponding
information from the database. In various embodiments, the
processor may first execute the gatekeeper module to archive
the credit card number and corresponding information to an
external storage medium, such as a disk or tap drive, before
deleting the information.

[0055] The processor can execute the gatekeeper module to
monitor the character strings through various techniques. In
one embodiment, the gatekeeper module may have a sched-
uling feature executed by the processor to check each record
in the database at a certain time each day to determine if any
credit card numbers need to be purged from the database. For
example, the processor executes the scheduling feature every
morning at three o’clock a.m. and filters out any records that
need to be purged from the database. In another embodiment,
the processor simply executes the gatekeeper module to
check each credit card number stored for a user in response to
the module receiving a request for a credit card number asso-
ciated with the user to determine if any of the user’s stored
credit card numbers are out of date. One of ordinary skill in
the art can envision several techniques that may be employed
to ensure the out-dated character strings and corresponding
information are purged in light of this disclosure.

[0056] Finally, processor executes the gatekeeper module
to transmit the character string to the device or the user
requesting the string according to various embodiments of the
invention. It should be understood that the term “transmit”
does not necessarily mean the gatekeeper module sends the
character string to the device or the user. For example, in
various embodiments, the processor executes the gatekeeper
module to grant the device or the user permission to access the
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character string in storage. Thus, the term “transmit” is used
in this disclosure to mean that the processor executes the
gatekeeper module to facilitate the device or the user obtain-
ing the character string.

[0057] Aspreviously discussed, the device or the user mak-
ing the request can vary by embodiment. For example, the
device may be a server executing a program module, a
Graphical User Interface (GUI), or an external source such as
a credit card company computer system. In addition, the
processor may execute the gatekeeper module to transmit the
character string in various forms. For example, processor may
execute the gatekeeper module to return the character string
in a digital format such as in a data stream, a file, or an e-mail
or to display the character string on a computer monitor. The
processor may also execute the gatekeeper module to encrypt
or decrypt the character string, or simply return the string as
standard text. One of ordinary skill in the art is familiar with
the numerous ways the character string can be returned from
the storage devices and stored or displayed in light of this
disclosure.

Transmitting a Unique Token Associated With a Character
String

[0058] In many instances, a device or a user may need to
access a unique token associated with a character string. For
instance, a user may visit a retailer’s web site and select a
product to purchase. The module executed to facilitate the
purchase on the web site forwards the user to a “checkout”
webpage and instead of choosing an existing credit card num-
ber stored in the retailer’s database, the user enters a new
credit card number and completes the purchase. A server
executes the module to record the purchase transaction in a
database so that the purchase may be later submitted to the
credit card company for payment. However, in this case, the
module is provided with the credit card number as opposed to
aunique token associated with the credit card number. There-
fore, the server executes the module to obtain a unique token
for the credit card number prior to storing the purchase trans-
action in the database.

[0059] Accordingly, various embodiments of the present
invention are directed to systems and methods for transmit-
ting a unique token associated with a character string. Such
embodiments include providing a gatekeeper module that is
executed on a computer to: (1) store the character string
within one or more storage devices; (2) associate a unique
token with the character string; (3) associate a sub-string of
the character string with the unique token to identify that the
unique token is associated with the character string without
revealing the character string; and (4) in response to receiving
a request for the unique token associated with the character
string, access the unique token from the one or more storage
devices by using the character string, and transmit the unique
token to a computer device or a user requesting the unique
token.

[0060] As displayed in FIG. 2, an exemplary process for
transmitting a unique token associated with a character string
200 according to various embodiments of the invention
includes the step of adapting one or more processors (“pro-
cessor”) for executing a gatekeeper module, shown as Step
201. These processors may be located in one or more com-
puter systems and may be in communication via a network
(e.g., a LAN network, a wireless network, or the Internet).
[0061] The processor executes the gatekeeper module of
various embodiments to store the character string in one or
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more storage devices, as shown in Step 201. The processor
executes the gatekeeper module to perform this step in the
same manner as in the process for transmitting a character
string 100. For example, the processor executes the gate-
keeper module to store the character string in a database, file,
data warehouse, or some type of program module according
to various embodiments of the invention. In addition, in vari-
ous embodiments, the character string may represent sensi-
tive information, and therefore, the processor executes the
gatekeeper module to store the string as encrypted data.
Lastly, the processor may execute the gatekeeper module to
store the character string in a central repository according to
various embodiments of the invention.

[0062] The processor further executes the gatekeeper mod-
ule to associate a unique token with the character string
according to various embodiments. The processor executes
the gatekeeper module to carry out this step in a similar
manner to the process for transmitting a character string 100
discussed above. Thus, the processor executes the gatekeeper
module to generate a unique token through various processes
such as executing a random number generator module or
utilizing the primary key associated with a record stored in a
database for the character string.

[0063] In addition, in various embodiments, the processor
executes the gatekeeper module to associate the unique token
with a sub-string of the character string associated with the
token in order to identify that the token is associated with the
character string without revealing the character string in a
manner similar to the process for transmitting a character
string 100. An example of such a sub-string is the last four
digits of a credit card number.

[0064] In various embodiments, the processor also
executes the gatekeeper module to access a unique token from
storage by using the character string associated with the
unique token in response to receiving a request for the unique
token according to various embodiments. Returning to the
example, once the user has entered the credit card information
on the “checkout” webpage and completed the transaction,
the processor executes the gatekeeper module to encrypt and
save the credit card number and related information to the
database. In addition, the processor executes the gatekeeper
module to generate and associate a unique token with the
character string. In conjunction, a batching module is
executed to send a request for the unique token associated the
specific credit card number and the processor executes the
gatekeeper module to access the token via the credit card
number. The processor executes the gatekeeper module to
return the unique token associated with the credit card num-
ber to the batching module and the batching module is
executed to save the purchase transaction in a database along
with the token as opposed to the new credit card number.
[0065] As in the case of the process for transmitting a
character string 100, the processor also executes the gate-
keeper module of process 200 to verify whether the computer
device or the user requesting the unique token is authorized to
receive the token according to various embodiments of the
invention. Thus, the processor executes the gatekeeper mod-
ule to provide formal access controls in various embodiments
to verify that the device or the user making the request has
privilege to retrieve the unique token. These formal access
controls are similar to the controls discussed above in regard
to the process for transmitting a character string 100.

[0066] Furthermore, in various embodiments, the proces-
sor executes the gatekeeper module to transmit the unique
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token to the device or the user requesting the token. Again, it
should be understood that the term “transmit” does not nec-
essarily mean the processor executes the gatekeeper module
to send the token to the entity. For example, in various
embodiments, the processor may execute the gatekeeper
module to grant the device or the user permission to access the
token in storage. Thus, the term “transmit” is used in this
disclosure to mean that the gatekeeper module facilitates the
device or the user obtaining the token.

[0067] As previously discussed, the device making the
request can vary by embodiment. For example, the device
may be a server executing a program module, a GUL or an
external source such as a credit card company computer sys-
tem. In addition, the processor may execute the gatekeeper
module to transmit the token in various forms. For example,
the processor may execute the gatekeeper module to simply
return the token in a digital format such as in a data stream, a
file, or an e-mail or to display the token on a computer moni-
tor. One of ordinary skill in the art is familiar with the numer-
ous ways information can be returned from the storage
devices and stored or displayed in light of this disclosure.

System Architecture

[0068] System 3 includes a gatekeeper system 300 accord-
ing to various embodiments of the invention is shown as FIG.
3. As may be understood from this figure, in various embodi-
ments, the system includes in addition to the gatekeeper sys-
tem 300, a database server 105, and one or more application
servers 100-103 that are connected via a network 104 (e.g., a
LAN, a wireless network, the Internet, and/or a private net-
work) to communicate with one another. In one embodiment
of the invention, the gatekeeper system 300 is configured for
retrieving data from, and storing data to, a database located on
the database server 105 (or, alternatively, located on the gate-
keeper system 300). In alternative embodiments, the system 3
may include more than one database. In other embodiments,
the gatekeeper system 300 may be one or more computers or
software programs running on one or more computers.
[0069] FIG. 4 shows a schematic diagram of a gatekeeper
system 300 storing the gatekeeper module 400 according to
one embodiment of the invention. The system 300 includes a
processor 60 that communicates with other elements within
the server via a system interface or bus 61. Also included in
the system 300 is a display device/input device 64 for receiv-
ing and displaying data. This display device/input device 64
may be, for example, a keyboard or pointing device that is
used in combination with a monitor. The system 300 further
includes memory, which includes both read only memory
(ROM) 65 and random access memory (RAM) 67. The sys-
tem’s ROM 65 is used to store a basic input/output system 26
(BIOS), containing the basic routines that help to transfer
information between elements within the system 300. Alter-
natively, the system 300 can operate on one computer or on
multiple computers that are networked together.

[0070] In addition, the system 300 includes at least one
storage device 63, such as a hard disk drive, a floppy disk
drive, a CD ROM drive, a DVD ROM drive, a USB flash
drive, or optical disk drive, for storing information on various
computer-readable media, such as a hard disk, a removable
magnetic disk, a CD-ROM disk, ora DVD-ROM disk. As will
be appreciated by one of ordinary skill in the art, each of these
storage devices 63 is connected to the system bus 61 by an
appropriate interface. The storage devices 63 and their asso-
ciated computer-readable media provide nonvolatile storage
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for a personal computer. It is important to note that the com-
puter-readable media described above could be replaced by
any other type of computer-readable media known in the art.
Such media include, for example, magnetic cassettes, flash
memory cards, memory sticks, digital video disks, and Ber-
noulli cartridges.

[0071] A number of program modules may be stored by the
various storage devices and within RAM 67. For example, as
shown in FIG. 4, program modules of the system 300 include
an operating system 80 and a gatekeeper module 400. The
gatekeeper module 400 controls certain aspects of the opera-
tion of the system 300, as is described in more detail below,
with the assistance of the processor 60 and an operating
system 80.

[0072] Also located within the system 300 is a network
interface 74, for interfacing and communicating via a net-
work 104 (e.g., a LAN, a wireless network, the Internet, or a
private network) with other elements of a computer network,
such as application servers 100-103 and a database server 105
as shown in FIG. 3. It will be appreciated by one of ordinary
skill in the art that one or more of the system’s components
300 may be located geographically remotely from other sys-
tem components. Furthermore, one or more of the compo-
nents may be combined, and additional components perform-
ing functions described herein may be included in the system
300.

Exemplary System Operation

[0073] Asmentioned above, the system 3 according to vari-
ous embodiments enables communication between the gate-
keeper system 300, the application servers 100-103, and the
database server 105. In particular, in various embodiments,
the gatekeeper system 300 includes a gatekeeper module 400.
The gatekeeper module 400 may be configured to communi-
cate information between one or more application servers
100-103 and a database server 105. This module 400 is dis-
cussed in more detail below.

Gatekeeper Module

[0074] FIG. 5 illustrates a flow diagram related to a gate-
keeper module 400 transmitting a character string according
to various embodiments of the invention. This flow diagram
may correspond to the steps carried out by a processor 60 in
the system 300 shown in FIG. 4 as it executes the gatekeeper
module 300 in the RAM memory 67 of the system 300.
[0075] In various embodiments, the processor 60 executes
the gatekeeper module 400 to initially obtain a character
string from an entity such as a computer device or a user.
However, it should be understood that the gatekeeper module
300 is not the only component that may be executed to receive
the character string to store the string in one or more storage
devices. For example, when the “checkout” webpage previ-
ously discussed receives a new credit card number from a
user, the webpage may call a dedicated module that is
executed besides the gatekeeper module 400 to save the credit
card number to the database. One of ordinary skill in the art
can envision numerous ways to set up a system to save new
character strings to the database in light of this disclosure.
[0076] In addition, the entity from which the character
string is obtained may be a GUI, a program module running
on a computer system, or other component such as a third-
party computer system according to various embodiments of
the invention. The term “obtain” is used to mean receive or
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access. This can be accomplished either locally or remotely
and may be via a communications network (e.g., a LAN, a
wireless network, the Internet, or a private network).

[0077] Accordingly, the processor 60 executes the gate-
keeper module 400 to store the character string in storage if
the module 400 does receive the character string, shown as
Step 502. In various embodiments, the processor 60 executes
the gatekeeper module 400 to store the character string in a
database. However, it should be understood by those of ordi-
nary skill in the art that the gatekeeper module 400 does not
necessarily need to store the character string in a database. For
example, in various embodiments, the processor 60 may
execute the gatekeeper module 400 to store the character
string in a file, data warehouse, or some type of program
module.

[0078] In addition, various types of storage devices may be
used according to various embodiments of the invention. For
instance, the storage devices may be internal or external hard
drives, storage disks, magnetic tapes, USB flash drives, or
some other type of storage device as known by those of
ordinary skill in the art.

[0079] In many cases the character string represents sensi-
tive information, and therefore, the processor 60 executes the
gatekeeper module 400 to encrypt the character string (shown
as Step 501) and to store the string as encrypted data accord-
ing to various embodiments. For example, the character string
may be a customer credit card number that is received by a
merchant or service provider from a customer purchasing a
product or service using a credit card.

[0080] In various embodiments, the processor 60 executes
the gatekeeper module 400 to perform the encryption process
or executes a different module to perform the encryption of
the information if the information does need to be encrypted.
Thus, the gatekeeper module 400 or other module may
employ various techniques to encrypt the credit card number
and information, such as asymmetric-key encryption.

[0081] In addition, the processor 60 executes the gate-
keeper module 300 of various embodiments to obtain addi-
tional information to store in the database that is related to the
credit card number. Such information may include credit card
expiration date, credit card type, status of the credit card (e.g.,
active), parent system, and profile flag.

[0082] Lastly, the processor 60 may execute the gatekeeper
module 400 to store the character string in a centralized
repository according to various embodiments of the inven-
tion. Such a repository may be important in the context of
storing sensitive information such as credit card numbers, as
previously discussed. For example, the processor 60 can
execute the gatekeeper module 400 or other computer mod-
ules to take corrective measures more quickly in the case of a
security breach because the processor only needs to imple-
ment the measures on a centralized repository. In addition, the
processor 60 can execute the gatekeeper module 400 or other
computer modules to implement protective and corrective
measures more easily since the character strings and corre-
sponding information are stored in a centralized repository.
As a result, the quality of protection is raised.

[0083] In various embodiments, the processor 60 executes
the gatekeeper module 400 to associate a unique token to the
character string in addition to storing the character string in
the database, shown as Step 503. Thus returning to the
example, the processor 60 executes the gatekeeper module
400 to store the encrypted credit card number in the database
and also to create and to assign a unique token to the
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encrypted credit card number. Again, it should be apparent to
one of ordinary skill in the art that in other embodiments other
computer modules, besides the gatekeeper module 400, may
perform this task in light of this disclosure. Preferably, the
module that is facilitating the saving of the character string to
storage also associates the unique token to the string.

[0084] The processor 60 may execute the gatekeeper mod-
ule 400 (or other module) to create the unique token using
various procedures. For example, in various embodiments,
the processor 60 executes the gatekeeper module 400 to cre-
ate the unique token by calling a random number generator
module. Random number generator modules typically
include an algorithm that can automatically create long runs,
e.g., millions of numbers long, with good random properties,
however in many cases, the sequence created by the algorithm
will eventually repeat. Therefore, once the random number
generator module has provided a random number, the proces-
sor 60 executes the gatekeeper module 400 to check the
provided number against the existing tokens to ensure the
acquired random number is unique. The processor 60
executes the gatekeeper module 400 to assign the random
number to the encrypted credit card number if the random
number is unique. The processor 60 executes the gatekeeper
module 400 to discard the random number and re-calls the
random number generator module if the random number is
not unique.

[0085] Another procedure the gatekeeper module 400 may
use in various embodiments to provide unique tokens is to
employ database primary keys used to distinguish records in
the table of a database. As previously discussed, many com-
mercial database applications include a feature that will allow
a field to be defined for a table so that a unique primary key is
automatically generated and written into the field for a new
record stored in the table. Thus, in the example, when the
processor 60 executes the gatekeeper module 400 to store the
encrypted credit card number in a table of a database, the
database automatically generates a unique primary key and
stores the key in the designated field. The processor 60 then
executes the gatekeeper module 400 to use this primary key as
the unique token associated with the credit card number.
[0086] In various embodiments, the processor 60 executes
the gatekeeper module 400 to store the unique token in the
same storage as the character string. In other embodiments,
the processor 60 executes the gatekeeper module 400 to store
the unique token in separate storage. Thus, in the example, the
processor 60 executes the gatekeeper module 400 to store the
unique token in the same database as the encrypted credit card
number or in a separate database.

[0087] In addition, in various embodiments, the processor
60 executes the gatekeeper module 400 to associate a sub-
string of the character string with the token in order to identity
that the token is associated with the character string without
revealing the character string, shown as Step 504. In various
embodiments, the processor 60 executes the gatekeeper mod-
ule 400 to store this sub-string along with its corresponding
token. In other embodiments, the processor 60 executes the
gatekeeper module 400 to store the sub-string and token in
separate storage. Thus, there is nothing identifiable in the
token to link the token to the corresponding character string
directly. Instead, the token uses a formal protected cross
reference to link to the character string. An example of such a
sub-string is the last four digits of a credit card number.
[0088] The use of such a sub-string provides a significant
advantage over previous systems. This is because for a pre-
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vious system to show a user what credit card numbers are
stored in the database, the previous system is required to
query the database to obtain the credit card numbers, encrypt
the credit card numbers if the credit card numbers were
decrypted in order to be queried from the database, send the
encrypted credit card numbers to a display, such as a
webpage, and decrypt the credit card numbers in order to
display the numbers to the user. This complex system is
required to ensure the security of the information from such
threats as hackers, as well as, be in compliance with the PCI
DSS guidelines.

[0089] However, in a system 300 that facilitates displaying
the stored credit card numbers using a sub-string in conjunc-
tion with a token, instead of the actual credit card numbers,
the user can view what credit card numbers are stored in the
database for him or her without the system 300 actually
having to access and transmit the credit card numbers to the
display. Therefore, the credit card numbers stay encrypted
and secured in the database. As a result, encryption and
decryption activities are minimized and the flow of sensitive
information is reduced.

[0090] In Step 505, the processor 60 executes the gate-
keeper module 400 to receive a request for the character
string, and in response, the processor 60 executes the gate-
keeper module 400 to access the string from storage using the
unique token associated with the character string according to
various embodiments (shown as Step 507). The request can
be made at various times and from various entities.

[0091] For example, a user may select a particular credit
card displayed on the “checkout” webpage to which to charge
apurchase and may complete the transaction by selecting the
“buy now” button on the page. As previously discussed, a
batching module is executed to save the purchase to a data-
base so that the module can later batch the purchase with other
purchases made and submitted the purchases to the credit
card company for payment. In addition, the batching module
is also executed to submit a request to the gatekeeper module
400 for the unique token associated with the credit card num-
ber selected by the user to save the token along with the
purchase in the database. This provides an advantage over
previous systems because by system modules using the
unique token instead of the actual credit card number, the
credit card number is not exposed to needless risk and the
system is not required to perform the complex processing of
encrypting and decrypting the credit card information to
facilitate the transaction.

[0092] In addition, the processor 60 may also execute the
gatekeeper module 400 to verify whether the entity request-
ing the character string is authorized to receive the character
string according to various embodiments of the invention,
shown as Step 506. Thus, the gatekeeper module 400 is pro-
vided with formal access controls in various embodiments.
For example, the gatekeeper module 400 may comprise an
application programming interface (API) executed by a com-
puter to regulate the interaction between independent entities
such as computer devices and individuals and the database.
Specifically, a device or a user that makes a request to access
a character string must first register with the gatekeeper mod-
ule 400. Such formal controls provide a mechanism to control
who and what can access the credit card numbers in the
database.

[0093] In various embodiments, the device or the user will
subscribe with the gatekeeper module 400 to gain access to
the information stored in the database. As a result, various



US 2016/0012436 Al

devices and users may be given various levels of access. For
example, the batching module, as previously discussed, will
subscribe with the gatekeeper module 400 to be able to submit
credit card number requests to the gatekeeper module 400.
Another module, that records and reports a user’s transaction
history, may only need to retrieve the sub-strings associated
with the tokens to display a user’s transaction history, and
therefore, this module’s subscription only provides access to
the sub-strings. In addition, the gatekeeper module 400 may
provide various other subscription levels, such as privileges to
access tokens only.

[0094] Thus, adevice or a user will need to provide a token,
a sub-string, or some other information and sufficient creden-
tials to the gatekeeper module 400 for the device or the user to
gain access to the information in the database. The processor
60 will execute the gatekeeper module 400 to check the
device’s or the user’s credentials to determine if the device or
the user is allowed to perform the type of access or manipu-
lation of the information the device or the user wants to
perform. In various embodiments, the credentials may take
many forms. For example, the processor 60 executes the
gatekeeper module 400 to provide a key upon registration to
the subscribing device or the subscribing user so that the
device or the user may send the key as credentials along with
a request. In other embodiments, the processor 60 executes
the gatekeeper module 400 to simply check the name of the
device or the user against a record in a database table when the
module 400 receives the request to determine whether the
device or the user has the privilege to perform the request.
One of ordinary skill in the art can think of numerous ways of
adapting the gatekeeper module 400 to provide and check
credentials for a device or a user to establish the device’s or
the user’s level of access to the information in light of this
disclosure.

[0095] In addition, the processor 60 also executes the gate-
keeper module 400 of various embodiments to monitor the
retention of the character strings and associated information
stored in the database, shown as Step 509. Therefore, the
processor 60 can execute the gatekeeper module 400 to deter-
mine whether any of the sensitive information stored in the
database is out-dated and should be deleted or archived from
the database. As a result, this will minimize the amount of
sensitive information stored in the database and also mini-
mize the liability of storing such information.

[0096] Thus, the processor 60 executes the gatekeeper
module 400 to periodically check to determine whether any of
the credit card numbers have expired or whether any of the
credit card numbers have not been used within a set period of
time, e.g., whether a certain period of time has elapsed since
the credit card number was last used to make a purchase.
Therefore, the processor 60 executes the gatekeeper module
400 to delete a credit card number along with any correspond-
ing information from the database if the credit card number
has expired or has not been used within the set period of time,
shown as Step 510. In various embodiments, the processor 60
may also execute the gatekeeper module 400 to archive the
credit card number and corresponding information first to an
external storage medium, such as a disk or tap drive, before
deleting the number and corresponding information from the
database, shown as Step 511.

[0097] The processor 60 can execute the gatekeeper mod-
ule 400 to monitor the character strings through various tech-
niques. In one embodiment, the processor 60 executes the
gatekeeper module 400 to check each record in the database at
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a certain time each day to determine if any credit card num-
bers need to be purged from the database, shown as Step 508.
For example, the processor 60 executes a scheduling feature
of the gatekeeper module 400 to run every morning at three
o’clock a.m. and filters out any records that need to be purged
from the database. In another embodiment, the processor 60
executes the gatekeeper module 400 to simply monitor each
credit card number stored for a user in response to receiving
a request for a particular credit card number associated with
the user to determine if any of the user’s stored credit card
numbers are out of date. In other embodiments, the gate-
keeper module 400 does not monitor information retention at
all and this task is preformed by another module. One of
ordinary skill in the art can envision several techniques in
light of this disclosure that may be employed to ensure the
character strings and corresponding information is purged if
the information has expired.

[0098] At Step 513, the processor 60 executes the gate-
keeper module 400 to transmit the character string to the
device or the user requesting the character string according to
various embodiments of the invention. As previously dis-
cussed, the device or the user making the request can vary. For
example, the device or the user may be a program module
executed on a computer, a GUI, or an external source such as
a credit card company computer system. In addition, the
processor 60 can execute the gatekeeper module 400 to pro-
vide the character string in various forms. In various embodi-
ments, the processor 60 executes the gatekeeper module 400
to return the character string in a digital format such as in a
data stream, a file, or an e-mail or to display the string on a
computer monitor. In addition, the processor 60 may need to
execute the gatekeeper module 400 to first decrypt the char-
acter string (shown as Step 512) to provide the string, such as
in a standard text format. One of ordinary skill in the art is
familiar with the numerous ways the processor 60 can execute
the gatekeeper module 400 to transmit the character string to
the device or the user requesting the string in light of this
disclosure.

[0099] In many instances, the processor 60 also executes
the gatekeeper module 400 to receive requests from devices
and users to access a unique token associated with a character
string. FIG. 6 illustrates a flow diagram related to a gate-
keeper module 400 executed by a computer to transmit a
unique token associated with a character string according to
various embodiments of the invention. This flow diagram
may correspond to the steps carried out by a processor 60 in
the system 300 shown in FIG. 4 as it executes the gatekeeper
module 400 in the RAM memory 67 of the system 300.
[0100] As previously discussed, in various embodiments,
the processor 60 may execute the gatekeeper module 400 to
initially obtain a character string from a device or a user. For
example, the processor 60 may execute the gatekeeper mod-
ule 400 to obtain the character string from various entities
such as a GUI, a program module executing on a computer
system, or other component such as a third-party computer
system. However, it should be understood that the gatekeeper
module 400 is not the only component that may receive the
character string in order to store the string in storage.

[0101] Accordingly, if the gatekeeper module 400 does
receive the character string, the processor 60 executes the
gatekeeper module 400 to store the character string in storage
in the same manner as previously discussed, shown as Step
602. Thus, in various embodiments, the processor 60 executes
the gatekeeper module 400 to store the character string in a
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database, though in other embodiments, the processor 60
executes the gatekeeper module 400 to store the string in a
file, data warehouse, or some type of program module. In
addition, various types of storage devices may be used
according to various embodiments of the invention. For
instance, the storage devices may be internal or external hard
drives, storage disks, magnetic tapes, USB flash drives, or
some other type of storage devices.

[0102] In many cases the character string represents sensi-
tive information, and therefore, the processor 60 will execute
the gatekeeper module 400 to encrypt the string (shown as
Step 601) or will execute a different module to encrypt the
string prior to storing the string. In addition, the processor 60
may execute the gatekeeper module 400 of various embodi-
ments to also obtain additional information to store in the
database that is related to the character string.

[0103] Lastly, the processor 60 may execute the gatekeeper
module 400 to store the character string in a centralized
repository according to various embodiments of the inven-
tion. As previously discussed, such a repository may be
important in the context of storing sensitive information such
as credit card numbers.

[0104] In various embodiments, the processor 60 executes
the gatekeeper module 400 to associate a unique token to the
character string, as shown in Step 603. The processor 60
executes the gatekeeper module 400 to associate the unique
token with the character string in the same manner as previ-
ously discussed above. Thus, in regard to the credit card
example, the processor 60 executes the gatekeeper module
400 to create and to assign a unique token to the encrypted
credit card number. The gatekeeper module 400 may create
the unique token using various procedures. For example, in
various embodiments, the processor 60 executes the gate-
keeper module 400 to create the unique token by calling a
random number generator module or by employing database
primary keys used to distinguish records in the table of a
database.

[0105] In various embodiments, the processor 60 executes
the gatekeeper module 400 to store the unique token in the
same storage as the character string. In other embodiments,
the processor 60 executes the gatekeeper module 400 to store
the unique token in separate storage. Thus, in the credit card
example, the processor 60 may execute the gatekeeper mod-
ule 400 to store the unique token in the same database as the
encrypted credit card number or in a separate database.
[0106] In addition, as previously discussed, the processor
60 executes the gatekeeper module 400 to associate a sub-
string of the character string associated with the token to
identify that the token is associated with the character string
without revealing the character string according to various
embodiments of the invention, shown as Step 604. The use of
such a sub-string provides a significant advantage over pre-
vious systems because it allows a user to operate a computing
device to view what character strings are stored in storage
without the gatekeeper module 400 (and/or other computer
module) having to access, transmit, and display the actual
character string to the user. In various embodiments, the
processor 60 executes the gatekeeper module 400 to store the
sub-string along with its corresponding token. In other
embodiments, the processor 60 executes the gatekeeper mod-
ule 400 to store the sub-string and token in separate storage
(e.g., databases).

[0107] In Step 605, the processor 60 executes the gate-
keeper module 400 to receive a request for the unique token,
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and in response, the processor 60 executes the gatekeeper
module 400 to access the token from storage using the char-
acter string associated with the token according to various
embodiments (shown as Step 606). The request can be made
at various times and from various entities.

[0108] For example, a user visits a retailer’s web site and
selects one or more products to purchase. The user is sent by
the retailer’s web site to a “checkout” webpage to complete
the purchase. Once on the “checkout” webpage, the user
enters a new credit card number along with information on the
“checkout” webpage to which to charge the purchase instead
of'using a credit card number previously stored. Since this is
a new credit card number, the processor 60 executes the
gatekeeper module 400 to obtain the credit card number and
related information, to encrypt the card number and informa-
tion, and to save the number and information to the database.
In addition, the processor 60 executes the gatekeeper module
400 to generate and to associate a unique token with the new
card number.

[0109] As previously discussed, a batching module may
also be executed to receive the purchase transaction, and in
conjunction to saving the purchase to a database, to send a
request to the gatekeeper module 400 for the unique token
associated with the new credit card number. The request
includes the new credit card number. As a result, the processor
60 executes the gatekeeper module 400 to access the token by
using the credit card number provided in the request and to
transmit the token back to the batching module. Once the
batching module retrieves the unique token associated with
the new credit card number, the batching module is executed
to save the purchase transaction to a database along with the
token as opposed to the new credit card number.

[0110] The processor 60 may also execute the gatekeeper
module 400 to verify whether the device or the user request-
ing the unique token (e.g., the batching module) is authorized
to receive the token according to various embodiments of the
invention, shown as Step 606. Thus, in order for a device or a
user to gain access to the token, the device or the user will
need to provide the character string and sufficient credentials
to the gatekeeper module 400 and the processor 60 will
execute the module 400 to check whether the device or the
user is authorized to access the unique token.

[0111] As previously mentioned the processor 60 executes
the gatekeeper module 400 of various embodiments to moni-
tor the retention of the character strings and associated infor-
mation stored in the database, shown as Step 609. Thus, the
processor 60 will execute the gatekeeper module 400 to peri-
odically check to determine whether any of the credit card
numbers have expired or whether any of the credit card num-
bers have not been used within a set period of time, e.g.,
whether a certain period of time has elapsed since the credit
card number was last used to make a purchase. Therefore, the
processor 60 will execute the gatekeeper module 400 to delete
a credit card number along with any corresponding informa-
tion from the database if the credit card number has expired or
has not been used within the set period of time, shown as Step
610. In various embodiments, the processor 60 may also
execute the gatekeeper module 400 to archive the credit card
number and corresponding information first to an external
storage medium, such as a disk or tap drive, before deleting
the number and corresponding information from the data-
base, shown as Step 611.

[0112] The processor 60 can execute the gatekeeper mod-
ule 400 to monitor the character strings through various tech-
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niques. In one embodiment, the processor 60 executes a
scheduling feature of the gatekeeper module 400 to check
each record in the database at a certain time each day to
determine if any credit card numbers need to be purged from
the database, shown as Step 608. In another embodiment, the
processor 60 executes the gatekeeper module 400 to simply
monitor each credit card number stored for a user in response
to receiving a request for a particular token associated with
the user to determine if any of the user’s stored credit card
numbers are out of date. In other embodiments, the processor
60 does not execute the gatekeeper module 400 to monitor
information retention at all and this task is preformed by
another executed module.

[0113] At Step 612, the processor 60 executes the gate-
keeper module 400 to transmit the unique token to the device
or the user requesting the token according to various embodi-
ments of the invention. As previously discussed, the device or
the user making the request can vary. For example, the device
may be a program module executing on a computer system, a
GUI, or an external source such as a credit card company
computer system. In addition, the processor 60 can execute
the gatekeeper module 400 to provide the token in various
forms. In various embodiments, the processor 60 executes the
gatekeeper module 400 to return the token in a digital format
such as in a data stream, a file, or an e-mail or to display the
token on a computer monitor. One of ordinary skill in the art
is familiar with the numerous ways the gatekeeper module
400 can provide the token to the device or the user requesting
the token in light of this disclosure.

[0114] Many modifications and other embodiments of the
inventions set forth herein will come to mind to one skilled in
the art to which these inventions pertain having the benefit of
the teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it is to be understood that the
inventions are not to be limited to the specific embodiments
disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended
claims. Although specific terms are employed herein, they are
used in a generic and descriptive sense only and not for
purposes of limitation.

1-28. (canceled)

29. A method for conducting an online transaction on a
website involving sensitive information, the method compris-
ing:

associating a plurality of unique tokens with corresponding

sub-strings of a plurality of character strings associated
with a user, wherein direct links do not exist between the
plurality of unique tokens and the plurality of character
strings, the plurality of character strings comprising the
sensitive information and the sub-strings being config-
ured to identify the character strings without revealing
the character strings;

after a particular sub-string of the plurality of sub-strings is

selected to facilitate the online transaction:

saving a record for the online transaction comprising
information for the online transaction and the unique
token corresponding to the particular sub-string;

using the unique token corresponding to the particular
sub-string for intermediate steps during processing of
the online transaction; and

retrieving a character string corresponding to the par-
ticular sub-string, from a storage memory using the
unique token corresponding to the particular sub-
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string and the particular sub-string to complete the
online transaction using the saved record.

30. The method of claim 29, wherein the online transaction
is a purchase on the website and the character strings are
credit card numbers.

31. The method of claim 30, wherein the each of the plu-
rality of sub-strings comprises a last four digits of the credit
card number.

32. The method of claim 29, wherein each of the plurality
of character strings is stored as encrypted data.

33. The method of claim 29, wherein each of the plurality
of character strings is stored as a record in a database within
the storage memory.

34. The method of claim 29, further comprising:

verifying that a computer device or a user retrieving the

sensitive information is authorized to access the charac-
ter string corresponding to the particular sub-string.

35. The method of claim 29, further comprising:

receiving a request to display the particular sub-string of

the plurality of sub-strings, the request comprising the
unique token corresponding to the particular sub-string;
and

displaying the particular sub-string without revealing the

sensitive information.

36. The method of claim 29, further comprising:

using the unique token corresponding to the particular

sub-string to access and retrieve the particular sub-string
without accessing the character string corresponding to
the particular sub-string.

37. A data processing system for conducting an online
transaction on a website involving sensitive information, the
data processing system comprising a processor and one or
more storage devices embodying computer-readable pro-
gram instructions that, when executed by the processor, cause
the data processing system to:

associate a plurality of unique tokens with corresponding

sub-strings of a plurality of character strings associated
with a user, wherein direct links do not exist between the
plurality of unique tokens and the plurality of character
strings, the plurality of character strings comprising the
sensitive information and the sub-strings being config-
ured to identify the character strings without revealing
the character strings;

after a particular sub-string of the plurality of sub-strings is

selected to facilitate the online transaction:

save arecord for the online transaction comprising infor-
mation for the online transaction and the unique token
corresponding to the particular sub-string;

use the unique token corresponding to the particular
sub-string for intermediate steps during processing of
the online transaction; and

retrieve a character string corresponding to the particular
sub-string from a storage memory using the unique
token corresponding to the particular sub-string and
the particular sub-string to complete the online trans-
action using the saved record.

38. The data processing system of claim 37, wherein the
online transaction is a purchase on the website and the char-
acter strings are credit card numbers.

39. The data processing system of claim 38, wherein each
of the plurality of sub-strings comprises a last four digits of
the credit card number.

40. The data processing system of claim 37, wherein each
of'the plurality of character strings is stored as encrypted data.
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41. The data processing system of claim 37, wherein each
of the plurality of character strings is stored as a record in a
database within the storage memory.

42. The data processing system of claim 37, wherein the
computer-readable program instructions, when executed by
the processor, further cause the data processing system to:

verify that a computer device or a user retrieving the sen-

sitive information is authorized to access the character
string corresponding to the particular sub-string.

43. The data processing system of claim 37, wherein the
computer-readable program instructions, when executed by
the processor, further cause the data processing system to:

receive a request to display the particular sub-string of the

plurality of sub-strings, the request comprising the
unique token corresponding to the particular sub-string;
and

display the particular sub-string without revealing the sen-

sitive information.

44. The data processing system of claim 37, wherein the
computer-readable program instructions, when executed by
the processor, further cause the data processing system to:

use the unique token corresponding to the particular sub-

string to access and retrieve the particular sub-string
without accessing the character string corresponding to
the particular sub-string.

45. A computer program product for conducting an online
transaction on a website involving sensitive information, the
computer program product comprising a computer-readable
storage embodying computer-readable program instructions
that, when executed, cause a processor to:

associate a plurality of unique tokens with corresponding

sub-strings, of a plurality of character strings associated
with a user, wherein direct links do not exist between the
plurality of unique tokens and the plurality of character
strings, the plurality of character strings comprising the
sensitive information and the sub-strings being config-
ured to identify the character strings without revealing
the character strings;

after a particular sub-string of the plurality of sub-strings is

selected to facilitate the online transaction:

save arecord for the online transaction comprising infor-
mation for the online transaction and the unique token
corresponding to the particular sub-string;

use the unique token corresponding to the particular
sub-string for intermediate steps during processing of
the online transaction; and

retrieve a character string corresponding to the particular

sub-string from a storage memory using the unique
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token corresponding to the particular sub-string and the
particular sub-string to complete the online transaction
using the saved record.

46. The computer program product of claim 45, wherein
the online transaction is a purchase on the website and the
character strings are credit card numbers.

47. The computer program product of claim 46, wherein
each of the plurality of sub-strings comprises a last four digits
of the credit card number.

48. The computer program product of claim 45, wherein
each of the plurality of character strings is stored as encrypted
data.

49. The computer program product of claim 45, wherein
each of the plurality of character strings is stored as a record
in a database within the storage memory.

50. The computer program product of claim 45, wherein
the computer-readable program instructions, when executed
by a processor, further cause the processor to:

verify that a computer device or a user retrieving the sen-

sitive information is authorized to access the character
string corresponding to the particular sub-string.

51. The computer program product of claim 45, wherein
the computer-readable program instructions, when executed,
further cause the processor to:

receive a request to display the particular sub-string of the

plurality of sub-strings, the request comprising the
unique token corresponding to the particular sub-string;
and

display the particular sub-string without revealing the sen-

sitive information.

52. The computer program product of claim 45, wherein
the computer-readable program instructions, when executed,
further cause the processor to:

use the unique token corresponding to the particular sub-

string to access and retrieve the particular sub-string
without accessing the character string corresponding to
the particular sub-string.

53. The method of claim 29, wherein each of the plurality
of unique tokens comprises a database primary key from a
database table.

54. The data processing system of claim 37, wherein each
of the plurality of unique tokens comprises a database pri-
mary key from a database table.

55. The computer program product of claim 45, wherein
each of the plurality of unique tokens comprises a database
primary key from a database table.
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