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BACKGROUND 

The field of the invention relates to computer systems and 
computer networks, and more particularly, to systems and 
methods for categorizing content of computer and network 
traffic. 
Many organizations face the challenge of dealing with 

inappropriate content, such as email spam, misuse of net 
works in the form of browsing or downloading inappropriate 
content, and use of the network for non-productive tasks. 
Many organizations are struggling to control access to 
appropriate content without unduly restricting access to 
legitimate material and services. Currently, a common solu 
tion for blocking unwanted Web activity is to block access 
to a list of banned or blacklisted websites and pages based 
on their URLS. However, Such approach may be unneces 
sarily restrictive, preventing access to valid content in web 
sites that may contain only a limited amount of undesirable 
material. Also, the list of blocked URLs requires constant 
updating. 
Many email spam elimination systems also use blacklists 

to eliminate unwanted email messages. These systems 
match incoming email messages against a list of mail servers 
that have been pre-identified to be spam hosts, and prevent 
user access of messages from these servers. However, spam 
mers often launch email spam from different hosts every 
time, making it difficult to maintain a list of spam servers. 

It would be desirable to categorize network traffic content, 
and prevent undesirable network traffic content (e.g., content 
that belongs to an undesirable category) to be passed to 
users. Currently, many content detecting systems use human 
based categorization to categorize network content. In Such 
systems, an operator manually analyzes network content, 
then uses the results of the analysis to categorize the network 
content. Although Such techniques may produce reliable 
results, they are labor intensive and time consuming. 

In another technique, HTML links are analyzed to deter 
mine a characteristic of network content. However, Such 
technique may erroneously mischaracterize network con 
tent. Companies have also used other techniques for char 
acterizing network content, but each of these techniques 
may not produce reliable result. 
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2 
Accordingly, new systems and methods for categorizing 

content of computer and network traffic would be useful. 

SUMMARY 

In accordance with some embodiments, a method for 
categorizing network traffic content includes determining a 
first characterization of the network traffic content, deter 
mining a first probability of accuracy associated with the 
first characterization, and categorizing the network traffic 
content based at least in part on the first characterization and 
the first probability of accuracy. 

In accordance with other embodiments, a computer prod 
uct includes a computer-readable medium, the computer 
readable medium having a set of stored instructions, an 
execution of which causes a process to be performed, the 
process comprising determining a first characterization of 
the network traffic content, determining a first probability of 
accuracy associated with the first characterization, and cat 
egorizing the network traffic content based at least in part on 
the first characterization and the first probability of accuracy. 

In accordance with other embodiments, a device for 
categorizing network traffic content includes means for 
determining a first characterization of the network traffic 
content, means for determining a first probability of accu 
racy associated with the first characterization, and means for 
categorizing the network traffic content based at least in part 
on the first characterization and the first probability of 
accuracy. 

In accordance with other embodiments, a method for use 
in a process to categorize network traffic content includes 
obtaining a plurality of data, each of the plurality of data 
representing a probability of accuracy of a characterization 
of network traffic content, and associating each of the 
plurality of data with a technique for characterizing network 
traffic content. 

In accordance with other embodiments, a computer prod 
uct includes a computer-readable medium, the computer 
readable medium having a set of stored instructions, an 
execution of which causes a process to be performed, the 
process comprising obtaining a plurality of data, each of the 
plurality of data representing a probability of accuracy of a 
characterization of network traffic content, and associating 
each of the plurality of data with a technique for character 
izing network traffic content. 

In accordance with other embodiments, a device for 
categorizing network traffic content includes means for 
obtaining a plurality of data, each of the plurality of data 
representing a probability of accuracy of a characterization 
of network traffic content, and means for associating each of 
the plurality of data with a technique for characterizing 
network traffic content. 

In accordance with other embodiments, a method for 
categorizing network traffic content includes determining a 
characterization of the network traffic content, determining 
a weight value associated with the characterization, and 
categorizing network traffic content based at least in part on 
the characterization of the network traffic content and the 
weight value. 

In accordance with other embodiments, a computer prod 
uct includes a computer-readable medium, the computer 
readable medium having a set of stored instructions, an 
execution of which causes a process to be performed, the 
process comprising determining a characterization of the 
network traffic content, determining a weight value associ 
ated with the characterization, and categorizing network 
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traffic content based at least in part on the characterization 
of the network traffic content and the weight value. 

In accordance with other embodiments, a device for 
categorizing network traffic content includes means for 
determining a characterization of the network traffic content, 5 
means for determining a weight value associated with the 
characterization, and means for categorizing network traffic 
content based at least in part on the characterization of the 
network traffic content and the weight value. 

In accordance with other embodiments, a method for 
categorizing network traffic content includes determining a 
first characterization of the network traffic content, deter 
mining a first probability of accuracy associated with the 
first characterization, determining a second characterization 
of the network traffic content using a second technique, 
wherein the second technique is different from the first 
technique, determining a second probability of accuracy 
associated with the second characterization, and categoriz 
ing the network traffic content based at least in part on the 20 
first characterization, the second characterization, the first 
probability of accuracy, and the second probability of accu 
racy. 

In accordance with other embodiments, a system for 
categorizing network traffic content includes means for 25 
determining a first characterization of the network traffic 
content, means for determining a first probability of accu 
racy associated with the first characterization, means for 
determining a second characterization of the network traffic 
content using a second technique, wherein the second tech- 30 
nique is different from the first technique, means for deter 
mining a second probability of accuracy associated with the 
second characterization, and means for categorizing the 
network traffic content based at least in part on the first 
characterization, the second characterization, the first prob- 35 
ability of accuracy, and the second probability of accuracy. 

In accordance with other embodiments, a computer prod 
uct includes a computer-readable medium, the computer 
readable medium having a set of stored instructions, an 
execution of which causes a process to be performed, the 40 
process comprising determining a first characterization of 
the network traffic content, determining a first probability of 
accuracy associated with the first characterization, determin 
ing a second characterization of the network traffic content 
using a second technique, wherein the second technique is 45 
different from the first technique, determining a second 
probability of accuracy associated with the second charac 
terization, and categorizing the network traffic content based 
at least in part on the first characterization, the second 
characterization, the first probability of accuracy, and the 50 
second probability of accuracy. 

Other aspects and features will be evident from reading 
the following detailed description of the preferred embodi 
ments, which are intended to illustrate, not limit, the inven 
tion. 55 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The drawings illustrate the design and utility of various 
embodiments, in which similar elements are referred to by 60 
common reference numerals. More particular descriptions 
will be rendered by reference to specific embodiments, 
which are illustrated in the accompanying drawings. Under 
standing that these drawings are not to be considered lim 
iting in scope, the embodiments will be described and 65 
explained with additional specificity and detail through the 
use of the accompanying figures. 
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FIG. 1 illustrates a block diagram representing a system 

that includes a module for categorizing network traffic 
content in accordance with Some embodiments; 

FIG. 2 illustrates a method for categorizing network traffic 
content in accordance with Some embodiments; 

FIG. 3 illustrates -n example of results obtained using 
different techniques for characterizing network traffic con 
tent in accordance with some embodiments; 

FIG. 4 illustrates a method for categorizing network traffic 
content using an accuracy of a technique result in accor 
dance with Some embodiments; 

FIG. 5 illustrates a method for categorizing network traffic 
content using an accuracy of a technique result in accor 
dance with other embodiments; 

FIG. 6 illustrates a method for categorizing network traffic 
content using an accuracy of a technique result in accor 
dance with other embodiments; and 

FIG. 7 is a diagram of a computer hardware system with 
which embodiments of the present invention can be imple 
mented. 

DETAILED DESCRIPTION 

Various embodiments are described hereinafter with ref 
erence to the figures. It should be noted that the figures are 
not drawn to Scale and that elements of similar structures or 
functions are represented by like reference numerals 
throughout the figures. It should also be noted that the 
figures are only intended to facilitate the description of 
specific embodiments, and are not intended as an exhaustive 
description of the invention, or as a limitation on the scope 
of the invention. In addition, an illustrated embodiment need 
not have all the aspects or advantages of the invention 
shown. An aspect or an advantage described in conjunction 
with a particular embodiment is not necessarily limited to 
that embodiment and can be practiced in any other embodi 
ments even if not so illustrated. 

FIG. 1 illustrates a block diagram of a system 100, which 
includes a content categorization module 110 for categoriz 
ing network traffic content in accordance with Some embodi 
ments. Sender 102 transmits data associated with network 
traffic content, such as email content or Web content, to 
module 110. Module 110 receives the transmitted data, 
determines a category to which the network traffic content 
belongs (e.g., categorize the network traffic content), and 
causes a result, such as a message, to be sent to a user 104. 
The message sent to user 104 notifies the user 104 that a 
content belonging to a category has been detected. As used 
in this specification, the term “user' should not be limited to 
a human user, and can include a server or other types of 
devices that can receive information. Also, as used in this 
specification, the term "sender should not be limited to a 
human sender, and can include a server or other types of 
devices that can transmit information. 

In some embodiments, module 110 can be implemented 
using software. For example, module 110 can be imple 
mented using software that is loaded onto a user's computer, 
a server, or other types of memory, Such as a disk or a 
CD-ROM. In some cases, module 110 can be implemented 
as Web applications. In alternative embodiments, module 
110 can be implemented using hardware. For example, in 
Some embodiments, module 110 includes an application 
specific integrated circuit (ASIC). Such as a semi-custom 
ASIC processor or a programmable ASIC processor. ASICs, 
Such as those described in Application-Specific Integrated 
Circuits by Michael J. S. Smith, Addison-Wesley Pub Co. 
(1st Edition, June 1997), are well known in the art of circuit 
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design, and therefore will not be described in further detail 
herein. In other embodiments, module 110 can also be any 
of a variety of circuits or devices that are capable of 
performing the functions described herein. For example, in 
alternative embodiments, module 110 can include a general 
purpose processor, such as a Pentium processor. In other 
embodiments, module 110 can be implemented using a 
combination of software and hardware. In some embodi 
ments, module 110 may be implemented as a firewall, a 
component of a firewall, or a component that is configured 
to be coupled to a firewall. 

FIG. 2 illustrates a method 200 for categorizing network 
traffic content in accordance with Some embodiments. First, 
module 110 receives data associated with network traffic 
content and analyzes the content using one or more tech 
niques (Step 202). The techniques used will depend on the 
type of content being analyzed. For the purpose of the 
following discussion, it is assumed that the content being 
analyzed is Web-related content. However, it should be 
understood by those skilled in the art that the process 200 of 
FIG. 2 can be used to categorize other types of content. 
The illustrated embodiments use four representative tech 

niques (which may be tests) to independently analyze and 
characterize the Web-related content. The first representative 
technique involves performing an Internal Link Analysis 
(ILA). ILA is based on the theory that a website may have 
HTML links to other sites with similar characteristics. In 
Such cases, module 110 includes an ILA engine for analyZ 
ing HTML links within an URL (with predefined depth— 
number of layers of Sub-page). Using such technique, if the 
majority of links associated with the Web content points to 
a URL associated with a certain characterization (e.g., 
educational, advertising, etc.), the Web content is deter 
mined (characterized) as having Such characterization. The 
number of available characterizations associated with the 
ILA technique can vary. For example, in Some embodiments, 
four possible characterizations (reference characterizations) 
can be made available: educational, advertising, porno, and 

WS. 

The second representative technique involves performing 
an External Link Analysis (ELA). ELA is based on the 
theory that if most people consider a website as having a 
certain characterization (e.g., educational, advertising, etc.), 
the website is then determined to have such characterization. 
In Such cases, a database is maintained (e.g., within module 
10 or in a separate memory) that points to a number of 
prescribed external portal sites that have some categoriza 
tion of URLs. The portal list is constantly updated and 
maintained. The portal list can be stored in module 10 or in 
a separate memory that is coupled to module 10. 
The third representative technique involves performing a 

Meta-Tag Analysis (MTA). MTA is based on the theory that 
if a majority or a Substantial number of meta-tags are 
associated with a certain characterization (e.g., educational, 
advertising, etc.), the website is determined as having Such 
characterization. In such cases, module 110 analyzes HTML 
content and determines if it contains any meta-tags indicat 
ing which characterization the content belongs to. For 
example, if a majority or a substantial number of meta-tags 
are associated with a certain characterization, module 110 
then determines the content as having Such characterization. 

The fourth representative technique involves performing 
a Token Analysis (TKA). TKA is based on the theory that if 
content contains a large number of words having the same 
attribute, then the content is characterized as having the 
attribute. In Such cases, a database of words and phrases is 
maintained (e.g., in module 110 or in a separate memory). 
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6 
The words and phrases are abstracted to tokens, which can 
be used by module 110 to analyze a HTML file's content and 
determine a characterization for the content. For example, if 
the content being analyzed contains a plurality of texts, the 
content can first be normalized to make it more "standard’ 
for processing. Normalization of content, can be performed 
by, for example, converting all letters to upper case, and 
replacement of all white space characters and punctuation 
marks with one character (such as a single white space). 
Next, the database of words may be accessed. In such a 
database, words are represented by numbers, and each 
number is associated with one or more attribute. Since every 
word is represented by a number, module 110 can perform 
counting, and determines the frequency that these words 
appear in the content. If the content contains a large number 
of words having the same attribute (e.g., educational, por 
nographic, etc.), then the content is determined as having the 
attribute (characterization). It should be noted that instead of 
using TKA to analyze text, in other embodiments, TKA can 
be implemented to analyze graphic(s), or combination of 
text and graphic(s). 

Although four representative techniques for characteriz 
ing network traffic content have been described, the scope of 
the invention should not be so limited. In other embodi 
ments, instead of using four techniques, module 110 can use 
a different number of techniques to analyze network traffic 
content. Also, in other embodiments, instead of the four 
techniques described previously, module 110 can employ 
different techniques (e.g., variations of the previously 
described techniques) or different combination of techniques 
to analyze network traffic content of various types. 

After network traffic content has been analyzed and 
characterized, module 110 determines a category to which 
the content belongs (i.e., categorizes the content) based on 
the characterization by the four representative techniques 
(Step 204). In the illustrated embodiments, the category is 
determined by associating each technique with an accuracy. 
The accuracy associated with each technique represents the 
accuracy of the characterization determined by the tech 
nique. 

FIG. 3 illustrates an example of results provided by the 
four representative techniques to characterize a website 
content. In the example, ILA characterizes the website 
content as "Porno.' ELA characterizes the website content 
as “Educational. MTA characterizes the website content as 
"Porno, and TKA characterizes the website content as 
“News.” These characterizations are merely illustrative and 
could be any of a number of other characterizations. Accu 
racies of the technique results for the respective four repre 
sentative techniques are also provided. In the illustrated 
example, the results provided by the ILA, ELA, MTA, and 
TKA have a 10% accuracy (Le., a 10% probability that the 
result is accurate), a 20% accuracy, a 40% accuracy, and a 
30% accuracy, respectively. 

In some embodiments, module 110 is configured to deter 
mine the accuracies associated with different techniques by 
receiving the accuracies as inputs. For examples, a user can 
manually input the accuracies into the module 110, or 
alternatively, the accuracies can be transmitted to the module 
110 via a communication link. Alternatively, module 110 can 
be configured to calculate the accuracies. 

Various methods can be employed to determine the accu 
racy (or probability of accuracy). In the illustrated embodi 
ments, the accuracy can be determined by performing sta 
tistical analysis for each of the four techniques. For example, 
results provided by ILA can be compared with results 
provided by human categorization (i.e., categorization per 
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formed manually), and be analyzed to determine how accu 
rate they are. Such analysis can be carried out for each of the 
available reference characterizations for each technique. For 
example, if ILA includes four possible reference character 
izations (e.g., Porno, Educational, News, and Advertise 
ment), then statistical analysis can be performed for each of 
the four reference characterizations to determine how accu 
rate of a result the ILA can provide with respect to each 
reference characterization. If it is determined from the 
statistical analysis that ILA provides "Porno” characteriza 
tion with 10% accuracy, “Educational characterization with 
30% accuracy, “News' characterization with 20% accuracy, 
and “Advertisement characterization with 40% accuracy, 
then every time ILA characterizes network traffic content as 
“Porno,” “Educational,” “New, or “Advertisement, a 10%, 
30%. 20%, or 40% will be assigned to the result of charac 
terization, respectively. As such, the accuracy (as expressed 
in probability value) can be characterization-specific for 
each of the techniques used. 

In other embodiments, accuracies for the categories asso 
ciated with one technique (e.g., ILA) can be processed to 
determine an average accuracy for the technique. In Such 
cases, the same average accuracy associated with a tech 
nique is used for all possible characterizations for the 
technique. Using this technique for the above example, a 
25% (=(10%+30%+20%+40%)/4) accuracy will be associ 
ated with results provided by the ILA, regardless of the 
characterization determined by the ILA. 

Although accuracy of a technique has been described as 
a percentage of probability, in other embodiments, accuracy 
of a technique can be represented by other variables. For 
example, in alternative embodiments, a weight value repre 
senting an accuracy of a result can be associated with each 
of the techniques used to analyze network traffic content. In 
Such cases, the weight value can be determined based on 
probability studies of results of the techniques, as similarly 
discussed previously. In some embodiments, a weight of 0 
value can be used to associate results of a technique when a 
probability study indicates that such technique has an accu 
racy below a prescribed threshold (e.g., 10%), and a weight 
having a value of 2 can be used to associate result of a 
technique when a probability study indicates that Such 
technique has an accuracy above a prescribed threshold 
(e.g., 50%). 

Various techniques can be used to categorize network 
traffic content based on accuracies of the results provided. 

FIG. 4 illustrates a technique for categorizing network 
traffic content in accordance with some embodiments. As 
shown in FIG. 4, the step 204 of categorizing content 
includes obtaining technique result(s) from step 202 (Step 
402), and selecting the result that has the highest accuracy 
(Step 404). For example, module 110 can be configured or 
programmed to search for an accuracy that has the highest 
value, and select the result associated with the highest 
accuracy for categorizing network traffic content. Using 
such technique for the above example, module 110 will 
categorize the content as “Porno' based on the result of the 
MTA because the MTA characterizes the content as "Porno” 
and has the highest degree of accuracy (i.e., 40%). 

FIG. 5 illustrates another technique for categorizing net 
work traffic content in accordance with other embodiments. 
As shown in FIG. 5, the step 204 of categorizing content 
includes obtaining technique result(s) from step 202 (Step 
502), and combining accuracies of two or more character 
izations if the characterizations yield the same (or similar) 
result (Step 504). Using such technique for the above 
example, module 110 adds the probabilities of accuracy for 
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8 
the ILA and MTA (because these two analysis characterize 
the network traffic content as “Porno'), thereby producing a 
combined accuracy of 50% (=10%+40%). The combined 
accuracy for the characterization is then compared with 
other accuracies or other combined accuracies for other 
characterizations, and the characterization associated with 
the maximum accuracy (or combined accuracy) is then 
selected to categorize the content (Step 506). Following the 
above example, the combined accuracy=50% for the 
"Porno” characterization is compared with the accuracies for 
the “News” characterization (30%) and the “Educational” 
characterization (=10%). Because the "Porno” characteriza 
tion has the maximum accuracy (50%), module 110 cat 
egorizes the network traffic content as "Porno' based on the 
combined results provided by the ILA and MTA. 

In other embodiments, the module 110 is configured to 
determine whether an accuracy associated with a result is 
below or above a prescribed threshold (e.g., by performing 
a comparison between the accuracy and the prescribed 
threshold). In Such cases, if the accuracy for a technique 
(e.g., ILA) is below the prescribed threshold, the module 110 
then disregards the result provided by the technique. On the 
other hand, if the accuracy for a technique is above the 
prescribed threshold, the module 110 then accounts for the 
result provided by the technique in the content categoriza 
tion process. 

Other algorithms for categorizing network traffic content 
based on accuracy of technique used can also be employed 
in other embodiments. For example, in alternative embodi 
ments, the accuracy values can be further processed (e.g., 
multiplied by one or more weight values), and the processed 
values are then used to categorize network traffic content. 

FIG. 6 illustrates a further technique for categorizing 
network traffic content in accordance with other embodi 
ments, which does not involve performing an algorithm to 
categorize network traffic content. As shown in FIG. 6, the 
step 204 of categorizing content includes obtaining tech 
nique result(s) from step 202 (Step 602), and presenting 
result(s) of characterization by one or more techniques (e.g., 
ILA) in conjunction with a variable that is associated with an 
accuracy or quality of the result (Step 604) (FIG. 6). For 
example, in some embodiments, module 110 categorizes 
network traffic content by providing a message to user 104. 
wherein the message includes information, such as those 
shown in FIG. 3. In such cases, module 110 does not 
Summarily place the content in a category, but allows user 
104 to draw his/her conclusion based on the information 
presented. 

It should be noted that although several methods for 
categorization network traffic content have been described 
with reference to accuracies for various techniques, the 
scope of the invention should not be so limited. In alterna 
tive embodiments, instead of or in addition to accuracy, 
other variables can also be used to categorize network traffic 
content. For example, in other embodiments, a weight value 
or factor can be associated with a result of a technique. The 
weight value can represent a characteristic of an analysis 
method, such as, usage frequency (e.g., higher weight value 
can be assigned to an analysis method that has a higher 
usage frequency, and vice versa), complexity of analysis 
technique (e.g., higher weight value can be assigned to 
analysis technique that is more advanced or complex), or 
update frequency (e.g., higher weight value can be assigned 
to analysis technique for which parameters for characteriz 
ing content are updated relatively more frequent). Also, in 
other embodiments, more than one weight factors for each 
technique are used. In accordance with another aspect of the 
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invention, a memory is provided for storing accuracy value 
(s) and/or weight value(s) for each of the technique(s). The 
memory can be a disk, a computer hard drive, a server, or 
any device capable of storing electronic information. Such 
memory can be a component of module 110, a component 5 
that is configured to integrate with module 110, or a com 
ponent that is coupled to module 110 via a communication 
link (wire or wireless). 
As illustrated by the above examples, each of the tech 

niques contributes to a final decision of content categoriza- 10 
tion. By using more than one technique (e.g., ILA, ELA, 
MTA, TKA) to characterize network traffic content, user 104 
can obtain a more accurate content categorization (because 
one analysis technique may be more accurate than another). 
Also, including accuracy and/or weight value(s) associated 15 
with a technique result in a content categorization process is 
advantageous because they account for a quality and/or 
nature of the content categorization, thereby rendering the 
categorization result more accurate. In some cases, if the 
final decision is non-conclusive (e.g., result does not meet 20 
prescribed criteria for categorizing content), the content will 
be flagged and be sent to an operator for manual verification. 

Although embodiments of module 110 and process 200 
have been described with reference to categorizing Web 
content, it should be understood that the same or similar 25 
methods and modules may also be used to categorize other 
content, such as FTP, public server addresses, emails, telnet 
data, instant messenger data, SSH data, SFTP data, and any 
electronic information. In some embodiments, module 110 
includes a protocol differentiator (not shown), which exam- 30 
ines headers of the network traffic and determines the types 
of content being screened. Module 110 then analyzes con 
tent using prescribed analysis method(s) (e.g., ILA) for the 
type of content. For example, if it is determined that the 
network traffic content is Web content, then all four tech- 35 
niques (ILA, ELA, MTA, TKA) can be used to analyze the 
content. On the other hand, if it is determined that the 
network traffic content is an email, then only TKA, for 
example, is used to analyze the content. In some embodi 
ments, each type of network traffic content is pre-assigned to 40 
a port of a network gateway by a default configuration. For 
example, HTTP, SMTP POP, IMAP, and FTP data may each 
be pre-assigned to be transmitted through a designated port. 
In Such case, protocol differentiator can determine a type of 
content based on an identification of a port transmitting the 45 
network content. In other embodiments, protocol differen 
tiator can be configured to scan all available ports in order 
to determine a type of the network traffic content being 
screened. 

Also, in other embodiments, instead of, or in addition to, 50 
determining a categorization of network traffic content, 
module 110 can be configured to control flow of network 
traffic content based on a determined characteristic of the 
network traffic content. For example, module 110 can be 
configured to block HTTP request, thereby preventing unde- 55 
sirable content, such as a Web page containing undesirable 
content, from being transmitted to user 104. In other cases, 
module 110 may erase network traffic content, or modify 
network traffic content based on a determined characteristic 
of the network traffic content, such that only portion(s) of the 60 
content is allowed to pass to user 104. 

In some embodiments, a user interface can be provided 
that allows user 104 to select criteria or parameters for 
categorizing network traffic content. For example, module 
110 can allow user 104 to set threshold(s) (e.g., minimum 65 
accuracy required before it should be considered), select 
weight values to be considered in a content categorization 

10 
process, and designate number of categories for each content 
(sometimes a content can be categorized as belonging to 
more than one categories). Also, in other embodiments, the 
module 110 can allow user 104 to select which technique(s) 
(e.g., ILA, ELA, etc.) to use for a certain type of network 
content, and how result(s) of technique(s) is to be processed. 
Computer Architecture 
As described previously, module 110 can be implemented 

using Software, hardware, or combination therefore. How 
ever, those skilled in the art understand that a computer 
system may also be used to implement module 110 to 
perform the functions described herein. FIG. 7 is a block 
diagram that illustrates an embodiment of a computer sys 
tem 700 upon which embodiments of the method 200 may 
be implemented. Computer system 700 includes a bus 702 
or other communication mechanism for communicating 
information, and a processor 704 coupled with bus 702 for 
processing information. Computer system 700 also includes 
a main memory 706. Such as a random access memory 
(RAM) or other dynamic storage device, coupled to bus 702 
for storing information and instructions to be executed by 
processor 704. Main memory 706 also may be used for 
storing temporary variables or other intermediate informa 
tion during execution of instructions to be executed by 
processor 704. Computer system 700 may further include a 
read only memory (ROM) 708 or other static storage device 
coupled to bus 702 for storing static information and instruc 
tions for processor 704. A data storage device 710, such as 
a magnetic disk or optical disk, is provided and coupled to 
bus 702 for storing information and instructions. 
Computer system 700 may be coupled via bus 702 to a 

display 712, such as a cathode ray tube (CRT), for displaying 
information to user 104. An input device 714, including 
alphanumeric and other keys, is coupled to bus 702 for 
communicating information and command selections to 
processor 704. Another type of user input device is cursor 
control 716. Such as a mouse, a trackball, or cursor direction 
keys for communicating direction information and com 
mand selections to processor 704 and for controlling cursor 
movement on display 712. This input device typically has 
two degrees of freedom in two axes, a first axis (e.g., X) and 
a second axis (e.g., y), that allows the device to specify 
positions in a plane. 
Computer system 700 can be used for processing network 

traffic content. According to some embodiments, such use 
may be provided by computer system 700 in response to 
processor 704 executing one or more sequences of one or 
more instructions contained in the main memory 706. Such 
instructions may be read into main memory 706 from 
another computer-readable medium, Such as storage device 
710. Execution of the sequences of instructions contained in 
main memory 706 causes processor 704 to perform the 
process steps described herein. One or more processors in a 
multi-processing arrangement may also be employed to 
execute the sequences of instructions contained in main 
memory 706. In alternative embodiments, hard-wired cir 
cuitry may be used in place of or in combination with 
software instructions to implement embodiments described 
herein. Thus, embodiments described herein are not limited 
to any specific combination of hardware circuitry and soft 
Wae. 

The term “computer-readable medium' as used herein 
refers to any medium that participates in providing instruc 
tions to processor 704 for execution. Such a medium may 
take many forms, including but not limited to, non-volatile 
media, and volatile media. Non-volatile media includes, for 
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example, optical or magnetic disks, such as storage device 
710. Volatile media includes dynamic memory, such as main 
memory 706. 
Common forms of computer-readable media include, for 

example, a floppy disk, a flexible disk, hard disk, magnetic 5 
tape, or any other magnetic medium, a CD-ROM, any other 
optical medium, punch cards, paper tape, any other physical 
medium with patterns of holes, a RAM, a PROM, and 
EPROM, a FLASH-EPROM, any other memory chip or 
cartridge, a carrier wave as described hereinafter, or any 10 
other medium from which a computer can read. 

Various forms of computer-readable media may be 
involved in carrying one or more sequences of one or more 
instructions to processor 704 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a 15 
remote computer. The remote computer can load the instruc 
tions into its dynamic memory and send the instructions over 
a telephone line using a modem. A modem local to computer 
system 700 can receive the data on the telephone line and 
use an infrared transmitter to convert the data to an infrared 20 
signal. An infrared detector coupled to bus 702 can receive 
the data carried in the infrared signal and place the data on 
bus 702. Bus 702 carries the data to main memory 706, from 
which processor 704 retrieves and executes the instructions. 
The instructions received by main memory 706 may option- 25 
ally be stored on storage device 710 either before or after 
execution by processor 704. 

Computer system 700 also includes a communication 
interface 718 coupled to bus 702. Communication interface 
718 provides a two-way data communication coupling to a 30 
network link 720 that is connected to a local network 722. 
For example, communication interface 718 may be an 
integrated services digital network (ISDN) card or a modem 
to provide a data communication connection to a corre 
sponding type of telephone line. As another example, com- 35 
munication interface 718 may be a local area network 
(LAN) card to provide a data communication connection to 
a compatible LAN. Wireless links may also be implemented. 
In any such implementation, communication interface 718 
sends and receives electrical, electromagnetic or optical 40 
signals that carry data streams representing various types of 
information. 

Network link 720 typically provides data communication 
through one or more networks to other devices. For 
example, network link 720 may provide a connection 45 
through local network 722 to a host computer 724. Network 
link 720 may also transmits data between an equipment 726 
and communication interface 718. The data streams trans 
ported over the network link 720 can comprise electrical, 
electromagnetic or optical signals. The signals through the 50 
various networks and the signals on network link 720 and 
through communication interface 718, which carry data to 
and from computer system 700, are exemplary forms of 
carrier waves transporting the information. Computer sys 
tem 700 can send messages and receive data, including 55 
program code, through the network(s), network link 720, 
and communication interface 718. Although one network 
link 720 is shown, in alternative embodiments, communi 
cation interface 718 can provide coupling to a plurality of 
network links, each of which connected to one or more local 60 
networks. In some embodiments, computer system 700 may 
receive data from one network, and transmit the data to 
another network. Computer system 700 may process and/or 
modify the data before transmitting it to another network. 

Although particular embodiments have been shown and 65 
described, it will be understood that it is not intended to limit 
the present inventions to the preferred embodiments, and it 
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will be obvious to those skilled in the art that various 
changes and modifications may be made without departing 
from the spirit and scope of the present inventions. For 
example, in other embodiments, one or more functions 
performed by module 110 may be implemented using one or 
more processors or one or more Software. Also, in alterna 
tive embodiments, module 110 needs not perform all of the 
steps in FIG. 2. For example, in other embodiments, module 
110 does not analyze content data (i.e., does not perform 
Step 202), but receives results of analysis from a source. In 
Such cases, based on results of analysis received, module 
110 then categorize network traffic content based on accu 
racies of the results. The specification and drawings are, 
accordingly, to be regarded in an illustrative rather than 
restrictive sense. The present inventions are intended to 
cover alternatives, modifications, and equivalents, which 
may be included within the spirit and scope of the present 
inventions as defined by the claims. 

What is claimed is: 
1. A computer-implemented method of categorizing elec 

tronic message content comprising: 
receiving, via a network interface device of a networked 

device on which the method is implemented through 
instructions executable by at least one processor, an 
electronic message; 

determining, through execution of instructions of an elec 
tronic message content categorization module on the at 
least one processor, that the electronic message likely 
includes undesirable content, the determining per 
formed according to at least two different analysis 
techniques to obtain at least two different potential 
categorizations of the electronic message indicating the 
electronic message likely includes undesirable content, 
the at least two different analyses performed as a 
function of a database of known categorization prop 
erties of electronic message content; 

in accordance with a determination that at least two or 
more categorizations are of the same categorization 
type, adding all the probabilities of the at least two or 
more categorizations of the same categorization type 
creating a Summation probability for the same catego 
rization type; 

comparing the summation probability with the probabili 
ties of all other categorizations; 

selecting the categorization with the highest probability 
from all categorizations including the categorization 
assigned with the Summation probability; and 

storing, on a data storage device, by the electronic mes 
Sage content categorization module, a representation of 
the determination that the electronic message likely 
includes undesirable content and data derived from the 
electronic message such that the stored representation 
is available to assist in processing Subsequently 
received electronic messages. 

2. The method of claim 1, further comprising: 
processing Subsequently received electronic messages 

according to the at least two different analyses as a 
function of the stored representation of the determina 
tion that the electronic message likely included unde 
sirable content. 

3. The method of claim 1, wherein storing the represen 
tation of the determination that the electronic message likely 
included undesirable content and data derived from the 
electronic message includes storing the representation in the 
database of known categorization properties of electronic 
message content. 
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4. The method of claim 1, wherein the electronic message 
comprises text-based chat messages. 

5. The method of claim 1, wherein the electronic message 
is an email. 

6. The method of claim 1, wherein the network traffic 
content comprises content received over a network accord 
ing to the Hypertext Transport Protocol and an email pro 
tocol. 

7. The method of claim 1, wherein the at least two 
different analyses includes at least one of an internal link 
analysis, an external link analysis, a meta tag analysis, and 
a token analysis. 

8. The method of claim 1, wherein the electronic message 
content categorization module receives a copy of the elec 
tronic message content to build the database of known 
categorization properties of electronic message content and 
an electronic message content screening module screens 
electronic message content destined for users according to 
the database of known categorization properties of elec 
tronic message content. 

9. A non-transitory device-readable storage medium, with 
instructions thereon which when executed by at least one 
processor of a network device, causes the network device to 
screen electronic message content by: 

receiving, via a network interface device of a networked 
device on which the method is implemented through 
instructions executable by at least one processor, an 
electronic message; 

determining, through execution of instructions of an elec 
tronic message content categorization module on the at 
least one processor, that the electronic message likely 
includes undesirable content, the determining per 
formed according to at least two different analysis 
techniques to obtain at least two different potential 
categorizations of the electronic message indicating the 
electronic message likely includes undesirable content, 
the at least two different analyses performed as a 
function of a database of known categorization prop 
erties of electronic message content; 

in accordance with a determination that at least two or 
more categorizations are of the same categorization 
type, adding all the probabilities of the at least two or 
more categorizations of the same categorization type 
creating a Summation probability for the same catego 
rization type; 

comparing the summation probability with the probabili 
ties of all other categorizations; 

Selecting the categorization with the highest probability 
from all categorizations including the categorization 
assigned with the Summation probability; and 

storing, on a data storage device, by the electronic mes 
Sage content categorization module, a representation of 
the determination that the electronic message likely 
includes undesirable content and data derived from the 
electronic message such that the stored representation 
is available to assist in processing Subsequently 
received electronic messages. 

10. The non-transitory device-readable storage medium of 
claim 9, further comprising: 

processing Subsequently received electronic messages 
according to the at least two different analyses as a 
function of the stored representation of the determina 
tion that the electronic message likely included unde 
sirable content. 

11. The non-transitory device-readable storage medium of 
claim 9, wherein storing the representation of the determi 
nation that the electronic message likely included undesir 
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able content and data derived from the electronic message 
includes storing the representation in the database of known 
categorization properties of electronic message content. 

12. The non-transitory device-readable storage medium of 
claim 9, wherein the electronic message comprises text 
based chat messages. 

13. The non-transitory device-readable storage medium of 
claim 9, wherein the electronic message is an email. 

14. The non-transitory device-readable storage medium of 
claim 9, wherein the network traffic content comprises 
content received over a network according to the Hypertext 
Transport Protocol and an email protocol. 

15. The non-transitory device-readable storage medium of 
claim 9, wherein the at least two different analyses includes 
at least one of an internal link analysis, an external link 
analysis, a meta tag analysis, and a token analysis. 

16. The non-transitory device-readable storage medium of 
claim 9, wherein the electronic message content categori 
Zation module receives a copy of the electronic message 
content to build the database of known categorization prop 
erties of electronic message content and an electronic mes 
sage content screening module screens electronic message 
content destined for users according to the database of 
known categorization properties of electronic message con 
tent. 

17. A network device comprising: 
at least one processor; 
at least one memory device; 
at least one network interface device; 
an electronic message content categorization module 

stored on the at least one memory device and execut 
able by the at least one processor to: 
receive, via the at least one network interface device, an 

electronic message; 
determining, that the electronic message likely includes 

undesirable content, the determining performed 
according to at least two different analysis tech 
niques to obtain at least one categorization of the 
electronic message indicating the electronic message 
likely includes undesirable content, the at least two 
different potential categorizations of the electronic 
message indicating the electronic message likely 
includes undesirable content, the at least two differ 
ent analyses performed as a function of a database of 
known categorization properties of electronic mes 
Sage content; 

in accordance with a determination that at least two or 
more categorizations are of the same categorization 
type, adding all the probabilities of the at least two or 
more categorizations of the same categorization type 
creating a Summation probability for the same catego 
rization type; 

comparing the summation probability with the probabili 
ties of all other categorizations; 
Selecting the categorization with the highest probability 
from all categorizations including the categorization 
assigned with the Summation probability; and 

storing a representation of the determination that the 
electronic message likely includes undesirable con 
tent and data derived from the electronic message 
such that the stored representation is available to 
assist in processing Subsequently received electronic 
messages. 

18. The network device of claim 17, wherein the elec 
tronic message is an email. 
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19. The network device of claim 17, wherein the at least 
one analysis technique includes at least one of an internal 
link analysis and an external link analysis. 

20. The network device of claim 17, wherein the elec 
tronic message content categorization module receives a 5 
copy of the electronic message content to build the database 
of known categorization properties of electronic message 
content and an electronic message content screening module 
screens electronic message content destined for users 
according to the database of known categorization properties 10 
of electronic message content. 
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