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(57) ABSTRACT

The present invention provides software programmable hard-
ware state machines to detect a cause of an error in a processor
and prevent the error from occurring. A processor core is
provided that includes an execution unit, a programmable
mask register and a buffer that stores values representing
instructions dispatched to the execution unit. The processor
core also includes control logic to determine whether there is
a match between a sequence in the mask register and a
sequence in the buffer and, upon detecting a match, to gen-
erate control signals to perform a desired action. The desired
action prevents an unwanted change from occurring to the
architectural state of the processor. The processor core further
comprises a programmable fix register. In an embodiment,
the control logic generates the control signals based on con-
trol bits stored in the fix register.
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SOFTWARE PROGRAMMABLE HARDWARE
STATE MACHINES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 11/517,569, filed on Sep. 8, 2006, which
is incorporated by reference herein in its entirety.

FIELD OF THE INVENTION

[0002] The present invention generally relates to proces-
sors and, more particularly, towards providing in-field solu-
tions to fix hardware bugs in a processor.

BACKGROUND OF THE INVENTION

[0003] Functional verification in chip design is the task of
verifying that the chip conforms to specification. This is a
complex task, and takes the majority of time and effort in
most processor and electronic system design projects. Logic
simulation may be used to simulate the logic before it is built.
Simulation acceleration may be used to apply special purpose
hardware to logic simulation. Emulation may be used to build
a version of the system using programmable logic. This is
expensive, much slower than the real hardware, but orders of
magnitude faster than simulation. Formal verification may
also be used to prove mathematically that certain require-
ments are met, or that certain undesired behaviors (such as
deadlock or errors) do not occur.

[0004] However, design verification is becoming increas-
ingly difficult as processor and electronic system complexity
increases. As a result, it is likely that a chip will be sold before
abug (i.e. a problem) can be detected. More than likely, a bug
will first be detected by a customer running an application
using the chip. Faulty chips in the field can result in recalls of
thousands to millions of chips, resulting in heavy financial
losses and inconvenience to both the manufacturer and the
customer. What is needed is systems and methods to over-
come the above mentioned deficiencies in the field without
having to recall the chips.

BRIEF SUMMARY OF THE INVENTION

[0005] The present invention provides software program-
mable hardware state machines to detect a cause of an error in
a processor and prevent the error from occurring. In example
embodiments, processors, systems and methods are provided
to prevent an unwanted change in architectural state from
occurring as a result of execution of a specific sequence of
instruction types. A processor core is provided herein that
includes an execution unit, a programmable mask register and
a buffer that stores values representing instructions dis-
patched to the execution unit. The processor core also
includes control logic to determine whether there is a match
between a sequence in the mask register and a sequence in the
buffer and, upon detecting a match, to generate control sig-
nals to perform a desired action. The desired action prevents
an unwanted change from occurring to the architectural state
of the processor. The desired action may be, for example,
preventing the dispatch of a next instruction, flushing a pipe-
line, clearing an instruction fetch bufter, generating an excep-
tion, etc. The processor core further comprises a program-
mable fix register. In an embodiment, the control logic
generates the control signals based on control bits stored in
the fix register

[0006] Itis a feature of the present invention to prevent the
execution of a particular instruction type in a known sequence
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of instruction types that causes an undesirable change in
architectural state of a processor.

[0007] Further embodiments, features, and advantages of
the present invention, as well as the structure and operation of
the various embodiments of the present invention, are
described in detail below with reference to the accompanying
drawings.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

[0008] The accompanying drawings, which are incorpo-
rated herein and form a part of the specification, illustrate the
present invention and, together with the description, further
serve to explain the principles of the invention and to enable
a person skilled in the pertinent art to make and use the
invention.

[0009] FIG. 1 is a diagram of a processor according to an
embodiment of the present invention.

[0010] FIG. 2 illustrates example registers according to an
embodiment of the invention.

[0011] FIGS.3A-Cillustrates example systems to generate
and store values representing instructions according to
embodiments of the invention.

[0012] FIG. 4A illustrates an example system to detect a
sequence of instruction types and implement a desired action
according to an embodiment of the invention.

[0013] FIG. 4B illustrates an example system to check mul-
tiple sequences of instruction types and implement a desired
action according to an embodiment of the invention.

[0014] FIG. 5A illustrates an example system to stall
instruction dispatch according to an embodiment of an
instruction.

[0015] FIG. 5B illustrates an example system to generate an
exception according to an embodiment of the invention.
[0016] FIG.5C illustrates an example of using a fix register
to generate control signals according to an embodiment of the
invention.

[0017] FIG. 5D illustrates an example system to use a table
to implement predetermined actions according to an embodi-
ment of the invention.

[0018] FIG. 6 illustrates a flowchart showing steps accord-
ing to an embodiment of the invention.

[0019] FIG. 7 is a diagram of an example system according
to an embodiment of the present invention.

[0020] The present invention is described with reference to
the accompanying drawings. The drawing in which an ele-
ment first appears is typically indicated by the leftmost digit
or digits in the corresponding reference number.

DETAILED DESCRIPTION OF THE INVENTION

[0021] The present invention provides software program-
mable hardware state machines to detect a cause of an error in
a processor and prevent the error from occurring. In example
embodiments, processors, systems and methods are provided
to prevent an unwanted change in architectural state from
occurring as a result of execution of a specific sequence of
instruction types. Embodiments of the invention allow a user
to store in a register a sequence of instruction types whose
execution result in an error. Processors and systems in
embodiments detect the sequence of instruction types before
their execution can cause the error. Embodiments also allow
a programmer to program desired actions that can be imple-
mented upon detecting the sequence of instruction types and
prevent the error from occurring.

[0022] In the detailed description of the invention that fol-

LTINS

lows, references to “one embodiment”, “an embodiment”,
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“an example embodiment”, etc., indicate that the embodi-
ment described may include a particular feature, structure, or
characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic.
Moreover, such phrases are not necessarily referring to the
same embodiment. Further, when a particular feature, struc-
ture, or characteristic is described in connection with an
embodiment, it is submitted that it is within the knowledge of
one skilled in the art to effect such feature, structure, or
characteristic in connection with other embodiments whether
or not explicitly described.

Example Processor

[0023] FIG.1 is a diagram of a processor 100 according to
an embodiment of the present invention. As shown in FIG. 1,
processor 100 includes an execution unit 102, a fetch unit
104, a floating point unit 106, a load/store unit 108, a memory
management unit (MMU) 110, an instruction cache 112, a
data cache 114, a bus interface unit 116, a power management
unit 118, a multiply/divide unit (MDU) 120, and a coproces-
sor 122. While processor 100 is described herein as including
several separate components, many of these components are
optional components that will not be present in each embodi-
ment of the present invention, or components that may be
combined, for example, so that the functionality of two com-
ponents reside within a single component. Thus, the indi-
vidual components shown in FIG. 1 are illustrative and not
intended to limit the present invention.

[0024] Execution unit 102 preferably implements a load-
store, Reduced Instruction Set Computer (RISC) architecture
with single-cycle arithmetic logic unit operations (e.g., logi-
cal, shift, add, subtract, etc.). In one embodiment, execution
unit 102 includes 32-bit general purpose registers (not shown)
used for scalar integer operations and address calculations.
Optionally, one or more additional register file sets can be
included to minimize content switching overhead, for
example, during interrupt and/or exception processing.
Execution unit 102 interfaces with fetch unit 104, floating
point unit 106, load/store unit 108, multiple-divide unit 120
and coprocessor 122.

[0025] Fetch unit 104 is responsible for providing instruc-
tions to execution unit 102. In one embodiment, fetch unit 104
includes control logic for instruction cache 112, a recoder for
recoding compressed format instructions, dynamic branch
prediction, an instruction buffer to decouple operation of
fetch unit 104 from execution unit 102, and an interface to a
scratch pad (not shown). Fetch unit 104 interfaces with execu-
tion unit 102, memory management unit 110, instruction
cache 112, and bus interface unit 116.

[0026] Floating point unit 106 interfaces with execution
unit 102 and operates on non-integer data. As many applica-
tions do not require the functionality of a floating point unit,
this component of processor 100 need not be present in some
embodiments of the present invention.

[0027] Load/storeunit 108 is responsible for data loads and
stores, and includes data cache control logic. Load/store unit
108 interfaces with data cache 114 and other memory such as,
for example, a scratch pad and/or a fill buffer. Load/store unit
108 also interfaces with memory management unit 110 and
bus interface unit 116.

[0028] Memory management unit 110 translates virtual
addresses to physical addresses for memory access. In one
embodiment, memory management unit 110 includes a trans-
lation lookaside buffer (TLB) and may include a separate
instruction TLB and a separate data TLB. Memory manage-
ment unit 110 interfaces with fetch unit 104 and load/store
unit 108.
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[0029] Instruction cache 112 is an on-chip memory array
organized as a multi-way set associative cache such as, for
example, a 2-way set associative cache or a 4-way set asso-
ciative cache. Instruction cache 112 is preferably virtually
indexed and physically tagged, thereby allowing virtual-to-
physical address translations to occur in parallel with cache
accesses. In one embodiment, the tags include a valid bit and
optional parity bits in addition to physical address bits.
Instruction cache 112 interfaces with fetch unit 104.

[0030] Data cache 114 is also an on-chip memory array.
Data cache 114 is preferably virtually indexed and physically
tagged. In one embodiment, the tags include a valid bit and
optional parity bits in addition to physical address bits. As
described in more detail below, it is a feature of the present
invention that components of data cache 114 can be selec-
tively enabled and disabled to reduce the total power con-
sumed by processor 100. Data cache 114 interfaces with
load/store unit 108.

[0031] Bus interface unit 116 controls external interface
signals for processor 100. In one embodiment, bus interface
unit 116 includes a collapsing write buffer used to merge
write-through transactions and gather writes from uncached
stores.

[0032] Power management unit 118 provides a number of
power management features, including low-power design
features, active power management features, and power-
down modes of operation.

[0033] Multiply/divide unit 120 performs multiply and
divide operations for processor 100. In one embodiment,
multiply/divide unit 120 preferably includes a pipelined mul-
tiplier, result and accumulation registers, and multiply and
divide state machines, as well as all the control logic required
to perform, for example, multiply, multiply-add, and divide
functions. As shown in FIG. 1, multiply/divide unit 120 inter-
faces with execution unit 102.

[0034] Coprocessor 122 performs various overhead func-
tions for processor 100. In one embodiment, coprocessor 122
is responsible for virtual-to-physical address translations,
implementing cache protocols, exception handling, operating
mode selection, and enabling/disabling interrupt functions.
Coprocessor 122 interfaces with execution unit 102.

EXAMPLE EMBODIMENTS

[0035] Typically, for a processor implementing instruc-
tions, a bug, error, lock-up or deadlock may be caused by the
execution of a specific sequence of instructions that causes an
undesirable change in the architectural state of the processor.
For example, a sequence of two load instructions followed by
astore instruction may cause a processor to lock up. However,
such corner case bugs associated with a specific sequence of
instructions are difficult to detect via functional simulation,
especially with long sequences of instructions. Bugs are typi-
cally detected during implementation of in-field applications
by a customer. If the error cannot be corrected in-field, the
chips have to be recalled resulting in heavy losses for both the
manufacturer and the customer. It is a feature of the invention
that allows the resolution of such errors in-field without hav-
ing to recall the chips. For example, if a sequence of instruc-
tions that causes an error is detected, then the next instruction
in the sequence that will complete the sequence and cause the
error can be stalled before it executes and a fix to prevent the
error can be implemented. A manufacturer can send the cus-
tomer boot code that may be run at startup to implement the
desired fix or the customer can program the fix himself.
Example embodiments of the invention described below
illustrate the process in detail.
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[0036] FIG.2 illustrates example buffers (i.e. registers) and
their contents according to an embodiment of the invention.
Buffer 200 stores values representing an instruction. In an
embodiment, the values represent the type of instruction.
Typically, the entire opcode or part of the opcode of the
instruction represents the instruction type. Certain instruction
set architectures utilize function bits in addition to the opcode
to determine instruction type. Therefore, part of or all of the
function bits may also be stored in buffer 200 to identify the
type of an instruction. In an embodiment, buffer 200 stores
the instruction types 2025 of multiple instructions previously
dispatched to execution unit 102, in the order of dispatch,
including type 202a of a next instruction that is to be dis-
patched to execution unit 102. In an alternate embodiment,
buffer 200 may store multiple instruction types to be dis-
patched to execution unit 102 along with multiple instructions
previously dispatched to execution unit 102. In an embodi-
ment, buffer 200 may also store additional information with
the instruction type. For example, for a branch instruction the
buffer may store values representing the address of a branch
or for an arithmetic instruction the buffer may store the size of
the arithmetic field in addition to the type of the instruction. In
yet another embodiment, the values represent parts of an
instruction, coded or un-coded or the entire instruction, coded
or un-coded, or any combination thereof. For example, for
certain instructions only parts of the instruction, coded or
un-coded may be stored and for other instructions, the entire
instruction may be stored, coded or un-coded. For ease of
illustration, a value representing an instruction type is illus-
trated as a letter. As shown in FIG. 2,

[0037] “A” corresponds to binary 00 and represents load
type instructions,

[0038] “B” corresponds to binary 01 and represents store
type instructions,
[0039] “C” corresponds to binary 10 and represents arith-

metic type instructions; and

[0040] “D” corresponds to binary 11 and represents branch
or jump type instructions.

[0041] In an example, with an 8-bit opcode, instructions
can be coded in the following ways. The two most-signifi-
cant-bits of the opcode may be used to differentiate between
types of instructions. For instance, 10xxxxxx (where X is a
don’t-care bit) could stand for an ALU operation, 11 Xxxxxx
for a branch, 00xxxxxx for a load, and 01xxxxxx for a store.
Sixty-four subtypes of ALU, branches, loads and stores can
be defined by using the remaining bits. ALU instructions
themselves may have either a register for an operand, or may
reference some part of memory, or both. The third most-
significant-bit may be used to show whether a memory access
is needed. So 101xxxxx could identify one of 32 possible
ALU instructions that need to access memory, while
110xxxxx defines one of 32 ALU instructions that do not.
[0042] The opcode may be further defined as, for example,
10x110xx is an ADD, 10x100xx is a SUBTRACT, 10x010xx
is a MULTIPLY and 10x000xx is a DIVIDE. 10x111xx can
be used for logical operations such as XOR, while 10x101xx
can be an OR.

[0043] Itistobe appreciated that the number of bits used for
coding instruction types is arbitrary and dependent on imple-
mentation and design requirements. For example, if further
instruction types or classifications are required, three bits may
be used to define instruction types thereby allowing for eight
instruction types to be defined. In an embodiment, the buffer
200 is a First In First Out (FIFO) buffer.

[0044] Mask register 204 is a programmable register used
to store one or more sequences of values representing instruc-
tions, that when executed in the sequence order, cause an error

Aug. 30, 2012

or undesirable change in architectural state of processor 100.
For example, a sequence of three load type instructions
executed in succession may cause an error. In this case mask
206a is programmed as “AAA” to represent a sequence of
three load type instructions. In an embodiment, mask register
204 may store k masks 206a-% where each mask represents a
different sequence of instruction types. In an example, the
mask register is a co-processor register such as co-processor
register 0 in coprocessor 122. The co-processor 0 mask reg-
ister can be programmed with a sequence using an instruction
such as MTCO (Move To Coprocessor Register 0) that moves
an immediate value into co-processor register 0.

[0045] Fix register 208 is a programmable register that
stores control bits. The control bits may be used to generate
control signals that perform a desired action. In an embodi-
ment, each mask sequence in mask register 204 has a corre-
sponding sequence of control bits in fix register 208. As
shown in FIG. 2, if mask register has k mask entries 206a-£,
then fix register 208 has corresponding k control bit entries
210a-k. In an alternate embodiment, a particular entry of
control bits may be used for multiple mask entries and hence
the number of entries 210 may be less then the number of
mask entries 206. In yet another embodiment, each entry 210
may be a single control bit. For example, the control bit when
set may be used to generate a control signal that stalls the
pipeline in one embodiment, or clears an instruction buffer in
another embodiment, or causes a jump to exception handling
code in yet another embodiment. Further examples of control
bits and control signals are described below.

[0046] FIGS. 3A-C illustrate example systems to generate
and store values representing instructions according to
embodiments of the invention. In the examples in FIGS.
3A-3C, instruction 300 comprises fields for opcode, operands
and function. It is to be appreciated that the fields illustrated
for instruction 300 are for example purposes, and instruction
300 may be comprised of a fewer or greater number of fields.

[0047] FIG. 3A illustrates an example system to code and
store opcode and function fields of an instruction according to
an embodiment of the invention. Opcode and function fields
of instruction 300 are fed into decoder 308 that generates |
decoded bits. Encoder 310 encodes the I bits to generate J bits
of code representing instruction type of instruction 300. The
J encoded bits are stored in buffer 200. For example, decoder
308 may accept opcode and function fields of instruction 300
to generate an 8 bit decoded signal I which is then encoded
into a 3 bit encoded signal J by encoder 310 and stored in
buffer 200. In an alternate embodiment, only the opcode field
is decoded by decoder 308, encoded by encoder 310 and
stored in buffer 200.

[0048] FIG. 3B illustrates an example system to code and
store an instruction 300 according to an alternate embodiment
of the invention. In this example, decoder 308 decodes the
entire instruction 300 to generate E bits which are encoded by
encoder 310 into F encoded bits and stored in buffer 200. In an
example, instruction 300 is decoded by decoder 308 to gen-
erate 32 bits (E bits) which are encoded by encoder 310 into
4 bits (F bits) and stored in buffer 200.

[0049] Encoder 310 may select and encode only the opcode
and selected operand bits from the E decoded bits. For
example for a branch instruction, encoder 310 may encode
the branch opcode along with the address operand and store
the result in buffer 200. Decoding the entire instruction 300
allows for greater flexibility in generating codes representing
an instruction but may result in an increase in cost and hard-
ware real estate in comparison. However, since each instruc-
tion 300 has to be decoded before it can be executed, if these
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decoded bits are utilized to generate codes representing
instructions, the hardware overhead can be reduced.

[0050] FIG. 3C illustrates an example of storing an opcode
field of an instruction according to an embodiment of the
invention. In this example, each of M bits of an opcode field
of instruction 300 are stored directly into buffer 200. Elimi-
nation of decoder 308 and encoder 310, in the present
example, reduces hardware real estate and costs. However,
since the opcode field of instruction 300 is not encoded, the
number of instruction types that can be stored in buffer 200 is
reduced compared to the examples in FIGS. 3A-3B for a
given buffer size. It is to be appreciated that encoder 310 is
optional and the E or I decode bits may be stored directly. The
F, J and M bits that are stored in buffer 200 may be the same
number of bits, for example, each of F, and M may be 2 bits
each or a different number of bits.

[0051] FIG. 4A illustrates an example system to detect a
sequence of values representing instructions and implement a
desired action according to an embodiment of the invention.
In the example shown in FIG. 4A, mask register 204 stores a
single sequence of values that comprise a K bit mask. The
values are of the same format as those stored in buffer 200
and, as described above, may be generated by similar logic as
that used to generate values for buffer 200. The K bits repre-
senting values in buffer 200 represent the latest sequence of
instructions dispatched into execution unit 102 and the next
instruction to be dispatched into execution unit 102. Com-
parator 402 compares the K bit mask in register 204 with K
bits in buffer 200. The result of the comparison by comparator
402 is a hit/miss signal 404. Signal 404 is a “hit”, if there is
match between the K bit sequence in mask register 204 and
the K bit sequence in buffer 200. Signal 404 is a “miss” if
there isn’t a match. A hit may be represented by a high signal
oralogical “1” and a miss by a low signal or logic “0”. Signal
404 is fed into control logic 400 that is used to generate W bits
of control signal 406. Control signals 406 generated by con-
trol logic 400 are used to implement a desired action when a
hit is indicated by signal 404. The desired action may be to
generate an exception signal, stall a pipeline, prevent dispatch
of the next instruction, flush one or more parts of the pipeline
of instructions, clear the instruction buffer of one or more
instructions and re-fetch one or more instructions, starting
from a specific address, insert no-ops or bubbles into the
instruction stream, etc. Example implementations of control
logic 400 and control signals 406 are described below.

[0052] FIG.4B illustrates an example system to check mul-
tiple sequences of instruction types and implement a desired
action(s) according to an embodiment of the invention. In this
example, mask 204 stores N instruction sequences 206a-7.
Each sequence 206 may contain a different number of values
representing instructions. N comparators 402a-» are used to
compare the N instruction sequences to corresponding N
instruction sequences in buffer 200. For example, comparator
402a compares R bits of sequence 206a with R bits in buffer
200, comparator 4025 compares S bits of sequence 2065 with
S bits in buffer 200 and comparator 402z compares T bits of
sequence 206. with T bits in buffer 200. The R, S and T bits
in buffer 200 represent, for example, the next instruction to be
dispatched to execution unit 102 and the latest instructions
that were dispatched before the next instruction. Comparators
402a-n each generate a corresponding hit/miss signal 404a-7.
To reduce the number of signal buses, signals 404a-» may be
encoded by encoder 408 to generate hit/miss signal 404 thatis
provided to control logic 400. Control signal 406 is generated
by control logic 400 based on hit/miss signal 404 from
encoder 408. Alternatively, hit/miss signals 404a-r» may be
fed directly into control logic 400 to generate control signal
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406. If there is a hit for one of the sequences 206a-%, then
based on the hit/miss signal 404a-7 that is high, control logic
generates a corresponding control signal 406 to perform a
desired action as described above. Further example imple-
mentations of control logic 400 and control signals 406 are
described below.

[0053] FIG. 5A illustrates an example system to stall
instruction dispatch according to an embodiment of an
instruction. Instruction fetch unit 104 sends an instruction
502 to execution unit 102 in response to receiving an
acknowledge signal 504 from execution unit 102. Typically,
signal 504 is fed directly into fetch unit 104. If signal 504 is
high, it indicates that execution unit 102 is ready to receive
another instruction on bus 502. According to the embodiment
shown in FIG. 5A, signal 504 is fed into an AND gate 500
along with control signal 406 and the output of AND gate 500
is a signal 506 that is fed into fetch unit 104. In this example
control signal 406 is an instruction stall signal. In the event
that a sequence of instructions that cause an error is detected
and the next instruction in the sequence is the instruction that
will cause the error, then stall signal 406 is set low by control
logic 400. The low stall signal 508 causes the output signal
506 to be low and, as a result, fetch unit 104 will not dispatch
a next instruction to execution unit 102. In an embodiment,
control logic 400 may assert the low stall signal 406 to prevent
instruction dispatch until a pipeline in execution unit 102 is
cleared. In another embodiment, control logic 400 asserts the
low stall signal while implementing another fix such as gen-
erating an exception or inserting a no-op instruction in an
executionunit 102 pipeline. After a fix has been implemented,
the signal 406 is asserted high to allow for instructions to be
dispatched and normal operation to resume. Further example
fixes are described below.

[0054] FIG. 5B illustrates an example system to generate an
exception according to an embodiment of the invention. In the
present example, control logic 400, based on hit/miss signal
404, determines whether a match was detected in a sequence
in mask register 204 and buffer 200. Upon determining that
there is a match, control signal 406 causes execution unit 102
to jump to exception handling code 512 for the corresponding
mask that generated the match. In an embodiment, signal 406
is a multi-bit bus that selects one of multiple pre-programmed
exception handling codes 512a-u.

[0055] FIG. 5C illustrates an example of using fix register
208 to generate control signals 406 according to an embodi-
ment of the invention. In the present example, control logic
400 is a decoder that, based on hit/miss signal 404, selects
values stored into fix register 208. For example, if there is a
match for one of multiple masks in mask register 204, then the
corresponding bit in hit/miss signal 404 is high. Control logic
400 selects the control bits in fix register 208 based on which
bit in signal 404 is high. Based on the value selected from fix
register 208, control logic 400 sets one or more of the lines in
control signal 406. As shown in FIG. 5C, signal 406 may
cause at least one of a stall, a pipeline flush, a no-op, an
interrupt etc. depending on signal 404 and values in fix reg-
ister 208. For example, based on the bits in fix register 208,
control signals 406 may cause a stall in a pipeline and then
flush out instructions in the pipeline.

[0056] Inanexample, fix register 208 and control logic 400
are part of co-processor 122, and fix register 208 is a pro-
grammable co-processor register. As described above,
instructions such as MTCO allow a programmer to store
values into fix register 208. This allows for flexible in-field
applications. For example, a chip with a processor core 100 is
shipped to a customer. The customer detects that a sequence
of instructions causes an error in the chip. The customer can
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program that sequence in mask register 204, and program a
corresponding desired action in fix register 206 to circumvent
the error without the chip being rendered inoperative or sent
back to the manufacturer.

[0057] FIG. 5D illustrates an example system including a
table to implement predetermined actions (e.g. fixes) accord-
ing to an embodiment of the invention. Table 514 stores Q
fixes or actions to be performed. In this example, control logic
400 generates control signals 406 to select one or more of the
Q predetermined actions in table 514. Control logic may be
programmed to select a predetermined action corresponding
to a mask in mask register 204 that generates a match. For
example, if the fourth mask in mask register 204 generates a
match, then the fourth fix in the table may be used. This allows
a chip manufacturer to pre-program fixes and a chip user to
associate a mask and fix accordingly. Table 1 below illustrates
an example of associations between mask values and fixes. In
addition, multiple masks, as shown below, may be associated
with a single fix, and a single mask may be associated with
multiple fixes.

TABLE 1
Table of

Mask(s) Fixes
Mask #1 and #2 Stall
Mask #3 Flush
Mask #4 No-op
Mask #4 Exception #1
Mask #5 Exception #2

[0058] In the example shown above in Table 1, the pre-
programmed table of fixes has the options of stalling a pipe-
line, flushing the pipeline, inserting a no-op in the pipeline,
generating a first exception and generating a second excep-
tion. The corresponding masks associated with fixes may be
programmed. For example, a match on masks 1 and 2 gener-
ates a stall, a match on mask 3 results in flushing of the
pipeline, a match on mask 4 causes a no-op to be inserted
along with generation of a first exception which causes ajump
to exception handling code, and a match on mask 5 causes a
second exception. Masks 1-5 may be, for example, masks
206a-¢ as shown in FIG. 2.

[0059] FIG. 6 illustrates a flowchart 600 showing a method
according to an embodiment of the invention. Other structural
and operational embodiments will be apparent to persons
skilled in the relevant art(s) based on the following discus-
sion. The steps shown in FIG. 6 do not necessarily have to
occur in the order shown. The steps of FIG. 6 are described
below in further detail.

[0060] In 602, one or more mask values are stored in a
register. The mask value is a typically a sequence of values
representing instructions as described above. Optionally, in
604, one or more fix values are stored in a register. The fix
values may correspond to the one or more mask values stored
in 602. The fix values may be control bits used to generate
control signals that implement desired actions. In 606, an
instruction is received. The instruction is received prior to
being sent to an execution unit. The instruction may be
received in, for example, an instruction fetch buffer. In 608, a
value representing the instruction type is determined and
stored in a buffer. In 610, it is determined whether there is a
match between a sequence stored in mask register from 602
and a sequence stored in the buffer from 608. In 612, if a
matchis detected in 610, a desired action corresponding to the
matched mask value is implemented. In an embodiment, the
desired action is determined based on the values stored in the
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fix register from 604. If it is determined in 610, that there is no
match between any sequence in mask register from 602 and
buffer from 608, then the process returns to 606.

Example System

[0061] FIG. 7 is a diagram of an example system 700
according to an embodiment of the present invention. System
700 includes a processor 702, a memory 704, an input/output
(I/0) controller 706, a clock 708, and custom hardware 710.
In an embodiment, system 700 is a system on a chip (SOC) in
an application specific integrated circuit (ASIC).

[0062] Processor 702 is any processor that includes fea-
tures of the present invention described herein and/or imple-
ments a method embodiment of the present invention. In one
embodiment, processor 702 includes an instruction fetch unit,
an instruction cache, an instruction decode and dispatch unit,
one or more instruction execution unit(s), a data cache, a
register file, and a bus interface unit similar to processor 100
described above.

[0063] Memory 704 can be any memory capable of storing
instructions and/or data. Memory 704 can include, for
example, random access memory and/or read-only memory.
[0064] Input/output (1/O) controller 706 is used to enable
components of system 700 to receive and/or send information
to peripheral devices. [/O controller 706 can include, for
example, an analog-to-digital converter and/or a digital-to-
analog converter.

[0065] Clock 708 is used to determine when sequential
subsystems of system 700 change state. For example, each
time a clock signal of clock 708 ticks, state registers of system
700 capture signals generated by combinatorial logic. In an
embodiment, the clock signal of clock 708 can be varied. The
clock signal can also be divided, for example, before it is
provided to selected components of system 700.

[0066] Custom hardware 710 is any hardware added to
system 700 to tailor system 700 to a specific application.
Custom hardware 710 can include, for example, hardware
needed to decode audio and/or video signals, accelerate
graphics operations, and/or implement a smart sensor. Per-
sons skilled in the relevant arts will understand how to imple-
ment custom hardware 710 to tailor system 700 to a specific
application.

[0067] Whilevarious embodiments of the present invention
have been described above, it should be understood that they
have been presented by way of example, and not limitation. It
will be apparent to persons skilled in the relevant computer
arts that various changes can be made therein without depart-
ing from the scope of the invention. Furthermore, it should be
appreciated that the detailed description of the present inven-
tion provided herein, and not the summary and abstract sec-
tions, is intended to be used to interpret the claims. The
summary and abstract sections may set forth one or more but
not all exemplary embodiments of the present invention as
contemplated by the inventors.

[0068] For example, in addition to implementations using
hardware (e.g., within or coupled to a Central Processing Unit
(“CPU”), microprocessor, microcontroller, digital signal pro-
cessor, processor core, System on Chip (“SOC”), or any other
programmable or electronic device), implementations may
also be embodied in software (e.g., computer readable code,
program code and/or instructions disposed in any form, such
as source, object or machine language) disposed, for
example, in a computer usable (e.g., readable) medium con-
figured to store the software. Such software can enable, for
example, the function, fabrication, modeling, simulation,
description, and/or testing of the apparatus and methods
described herein. For example, this can be accomplished
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through the use of general programming languages (e.g., C,
C++), hardware description languages (HDL) including Ver-
ilog HDL, VHDL, SystemC Register Transfer Level (RTL)
and so on, or other available programs, databases, and/or
circuit (i.e., schematic) capture tools. Such software can be
disposed in any known computer usable medium including
semiconductor, magnetic disk, optical disk (e.g., CD-ROM,
DVD-ROM, etc.) and as a computer data signal embodied in
acomputer usable (e.g., readable) transmission medium (e.g.,
carrier wave or any other medium including digital, optical,
or analog-based medium). As such, the software can be trans-
mitted over communication networks including the Internet
and intranets.

[0069] It is understood that the apparatus and method
embodiments described herein may be included in a semicon-
ductor intellectual property core, such as a microprocessor
core (e.g., embodied in HDL) and transformed to hardware in
the production of integrated circuits. Additionally, the appa-
ratus and methods described herein may be embodied as a
combination of hardware and software. Thus, the present
invention should not be limited by any of the above-described
exemplary embodiments, but should be defined only in accor-
dance with the following claims and their equivalence.

What is claimed is:

1. A processor, comprising:

a programmable mask register;

a buffer configured to store values representing a sequence

of instructions;

a programmable fix register configured to store control

bits; and

control logic configured to determine whether there is a

match between a sequence in the programmable mask
register and the sequence in the buffer and, upon detect-
ing a match, to generate control signals based on the
control bits in the programmable fix register, to perform
a desired action.

2. The processor core of claim 1, wherein the control sig-
nals prevent an unwanted change in the architectural state of
the processor core.

3. The processor core of claim 1, wherein the control sig-
nals stall dispatch of a next instruction to the execution unit.

4. The processor core of claim 1, wherein the control sig-
nals insert at least one bubble in a pipeline of the processor.

5. The processor core of claim 1, wherein the control sig-
nals generate an exception.

6. The processor core of claim 1, wherein the control sig-
nals flush at least a portion of a pipeline of the processor.

7. The processor core of claim 1, wherein the control sig-
nals delete instructions in the instruction buffer and re-fetch
instructions starting from a specified address.

8. The processor core of claim 1, wherein a first value
stored in the buffer includes an opcode of an instruction.

9. The processor core of claim 1, wherein a first value
stored in the buffer includes an encoded opcode of an instruc-
tion.
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10. The processor core of claim 1, wherein the buffer stores
values representing instructions that are to be dispatched to
the execution unit.

11. The processor core of claim 1, further comprising a
decoder to decode the instruction and an encoder to selec-
tively encode the bits decoded by the decoder to produce the
values stored in the buffer.

12. A method to detect a sequence of instructions that
causes an error in a processor and to implement a solution, the
method comprising:

storing values in a buffer, wherein the values represent a

sequence of instructions to be dispatched to an execution
unit;

determining whether there is a match between a sequence

in a programmable mask register and the sequence in the
buffer; and

upon detecting a match, generating control signals based

on control bits in a programmable fix register, to perform
a desired action.

13. The method of claim 12, wherein the control signals
stall dispatch of a next instruction to the execution unit.

14. The method of claim 12, wherein the control signals
insert at least one bubble in a pipeline of the processor.

15. The method of claim 12, wherein a first value stored in
the buffer includes an encoded opcode of an instruction.

16. The method of claim 12, further comprising decoding
an instruction to generated decoded bits and selectively
encoding the decoded bits to produce the values stored in the
buffer.

17. The method of claim 12, wherein the control signals
delete instructions in the instruction buffer and re-fetch
instructions starting from a specified address.

18. A tangible computer readable storage medium com-
prising a processor embodied in software, the processor com-
prising:

a programmable mask register;

a buffer that stores values representing a sequence of

instructions;

a programmable fix register configured to store control

bits; and

control logic configured to determine whether there is a

match between a sequence in the programmable mask
register and the sequence in the buffer and, upon detect-
ing a match, to generate control signals based on the
control bits in the programmable fix register, to perform
a desired action.

19. The tangible computer readable storage medium of
claim 18, wherein the control signals prevent an unwanted
change in the architectural state of the processor core.

20. The tangible computer readable storage medium of
claim 18, wherein the control signals stall dispatch of a next
instruction to the execution unit.
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