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(57) Abstract: An authentication gateway for providing authentication details to a service provider is described. The authentica

o tion gateway receives an authentication request, such as a log-in form, from a user, retrieves authentication details for the user
(typically from an IDM), and responds to the authentication request. The response, which includes the authentication details, is
sent directly to the service provider where the authentication request originated. Thus, the user device does not need to handle au
thentication details for the user, thereby improving the security of the system.
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Description

Title

Authentication Gateway

This invention is related to the field of identity management

in conjunction with service access control.

Figure 1 is a block diagram of a known system, indicated

generally by the reference numeral 1 , for providing user

credentials to a service provider. The system 1 comprises a

user 2 , a service provider 4 and an identity provider or an

identity management system (IDM) 6 . The user 2 (typically in

the form of a web browser) is in two-way communication with

both the service provider 4 and the identity management

system .

In use, the service provider 4 requires authentication

information regarding the user 2 (such as user credentials)

before the service provider will allow the user access to at

least some services provided by the service provider. The

service provider may, for example, present the user 2 with a

log-in form. The requested user credentials are stored at

the identity management system 6 and so the user 2 requests

the user credentials from the IDM 6 and then completes the

log- in form in order to gain access to the requested

service (s) .

It is known to provide web browsers with the ability to

recognize log- in forms in web pages and to fill in the

necessary content automatically according to certain rules,

policies and/or security settings. These settings may be

controlled by the user, by a network administrator and/or by

a network provider and are intended to ensure an appropriate

security level for the publication of log-in credentials.

Example tools include the "password store" tool provided in



the Mozilla Firefox (RTM) browser and the password management

tool called "Wand" provided as part of the Opera web browser.

Thus, the system 1 described above can be used to enable a

browser at the user 2 to automatically recognize and complete

a log- in form issued by the service provider 4 using user

credentials stored at the identity management system . An

advantage of such an arrangement is that the provision of

user credentials on request by an DM system avoids static

storage of credentials within the browser extension. This

can improve security since third parties may be able to

access such statically stored credentials.

Nevertheless, although credentials are not statically stored

at the user device, the credentials are temporarily available

in the device's memory and might be vulnerable to attacks by

viruses and other malicious software, such as Trojan horse

applications. Additionally, it does not matter whether the

credentials are temporarily visible in the device "as a

whole" or just in sequential portions (e.g. as a sequence of

keystrokes) .

Thus, a browser at the user 2 cannot guarantee attack- free

operation of the system 1 and thus cannot guarantee the

authenticity of the user.

Particular problems exist in circumstances where the user

browser is not owned and administered by the user. This may

be the case, for example, where a shared computer is being

used, for example in an Internet cafe, or as a community PC.

The system 1 is one example of a system in which passwords

and other security-related information are stored away from

the user device. Such arrangements, which are sometimes

referred to as "password safes", generally suffer from the

problem of temporary content exposure and thus can be

attacked by malicious third parties.



The present invention seeks to address at least some of the

problems outlined above.

According to an aspect of the present invention, there is

provided a method comprising: receiving an authentication

request from a user device, wherein the request originates at

a service provider; retrieving authentication details for the

user of the user device; preparing a response to the

authentication request, the response including the retrieved

authentication details; and sending the authentication

response to the service provider. In a preferred embodiment

of the invention, the authentication response is sent

directly to the service provider. Thus, the authentication

details are not (or at least need not) be provided to the

user device. In any event, the authentication response is

not sent to the service provider via the user device. The

authentication request is typically received at an

authentication gateway and the authentication response is

typically prepared and sent by the authentication gateway.

According to an aspect of the invention, there is provided an

apparatus (such as an authentication gateway) comprising: a

first input adapted to receive an authentication request from

a user device, wherein the request originates at a service

provider; a second input adapted to receive authentication

details for the user of the user device on request from the

apparatus; a processor for preparing a response to the

authentication request, the response including the retrieved

authentication details; and a first output adapted to send

the authentication response to the service provider. The

authentication details are not (or at least need not be)

provided to the user device. In particular, the

authentication response is not sent from the apparatus (e.g.

an authentication gateway) to the service provider via the

user device.

The invention provides means for auto-completion of web forms

and the like which are used for authentication of a user. In



contrast to existing solutions, the invention separates the

detection of a log- in form in a web page or the like and the

insertion of credentials. These steps can be performed in

logically and spatially distinct entities.

In some forms of the invention, retrieving the authentication

details comprises obtaining the authentication details from

an identity provider or an identity management system.

The user device may comprise an IDM satellite. The

authentication request may be received from the IDM

satellite. Thus, the authentication request may be sent from

the service provider to the apparatus of the present

invention via the IDM satellite.

The said authentication request may be a log- in form

originating at the service provider. Alternatively, the

authentication request may be some other form that requires

the inclusion of user credentials.

The invention may additionally require the identification of

the user. In other words, the apparatus of the invention

(e.g. an authentication gateway) may be required to identify

the user. The authentication request received from the user

device may include sufficient information to enable the user

to be identified (e.g. by the authentication gateway) . Thus,

the authentication request may be received at the user device

from the service provider, modified at the user device (e.g.

by an IDM satellite) to include sufficient information to

enable an IDM to identify the user, and then forwarded by the

user device, e.g. to the apparatus of the invention. The

information identifying the user may, for example, be

provided by using trusted platform module (TPM) technology,

chip card technology (e.g. a SIM card), shared secrets,

certificates or keys.

The apparatus of the present invention may be physically

and/or logically separated from the user device. In one form



of the invention, the apparatus is logically separated from

the user device, but is not physically separated; for

example, in one form of the invention, the apparatus is

provided in a separated and protected domain to the user

device and the IDM satellite.

In accordance with an aspect of the present invention, there

is provided a method comprising: requesting access to a

service provided by a service provider, wherein user

credentials are required to access said service; and

forwarding an authentication request originating at the

service provider to an authentication gateway for completion

by the authentication gateway, wherein the authentication

gateway provides the requested user credentials to the

service provider. Thus, the user credentials can be provided

to the service provider without being provided to the user

device. The method may further comprise sending

authentication information to said authentication gateway

sufficient to enable the authentication gateway to obtain the

said user credentials.

In accordance with an aspect of the present invention, there

is provided an apparatus comprising: a first output for

requesting access to a service provided by a service

provider, wherein user credentials are required to access

said service; and a second output for forwarding an

authentication request originating at the service provider to

an authentication gateway for completion by the

authentication gateway, wherein the authentication gateway

provides the requested user credentials to the service

provider without providing (or at least without needing to

provide) the details to the user device. The apparatus may

be a user device. The apparatus may be an IDM satellite and

may, for example, be provided as a pluggable device, such as

a USB memory stick or similar device.

The authentication request may be sent to the authentication

gateway from an IDM satellite. Thus, the authentication



request may be sent from the service provider to the

apparatus of the present invention via the IDM satellite.

The said authentication request may be a log- in form

originating at the service provider. Alternatively, the

authentication request may be some other form that requires

the inclusion of user credentials.

The invention may additionally require the identification of

the user. In other words, the authentication gateway may be

required to identify the user. The authentication request

sent to the authentication gateway may include sufficient

information to enable the user to be identified (e.g. by the

authentication gateway) . Thus, the authentication request

may be received at the user device from the service provider,

modified at the user device (e.g. by an IDM satellite) to

include sufficient information to enable an IDM to identify

the user, and then forwarded by the user device, e.g. to the

authentication gateway. The information identifying the user

may, for example, be provided by using trusted platform

module (TPM) technology, chip card technology (e.g. a SIM

card), shared secrets, certificates or keys.

The apparatus of the present invention may be physically

and/or logically separated from the user device. In one form

of the invention, the apparatus is logically separated from

the user device, but is not physically separated; for

example, in one form of the invention, the apparatus is

provided in a separated and protected domain to the user

device and the IDM satellite.

In accordance with an aspect of the present invention, there

is provided a computer program comprising: code (or some

other means) for receiving an authentication request from a

user device, wherein the request originates at a service

provider; code (or some other means) for retrieving

authentication details for the user of the user device; code

(or some other means) for preparing a response to the



authentication request, the response including the retrieved

authentication details; and code (or some other means) for

sending the authentication response to the service provider,

such that the authentication details are not provided to the

user device. The computer program may be a computer program

product comprising a computer- readable medium bearing

computer program code embodied therein for use with a

computer .

In accordance with an aspect of the present invention, there

is provided a computer program comprising: code (or some

other means) for requesting access to a service provided by a

service provider, wherein user credentials are required to

access said service; and code (or some other means) for

forwarding an authentication request originating at the

service provider to an authentication gateway for completion

by the authentication gateway, wherein the authentication

gateway provides the requested user credentials to the

service provider. The requested user credentials may be

proved directly to the service provider, i.e. without

providing the details to the user device or IDM satellite.

The computer program may be a computer program product

comprising a computer- readable medium bearing computer

program code embodied therein for use with a computer.

Exemplary embodiments of the invention are described below,

by way of example only, with reference to the following

numbered schematic drawings.

Figure 1 is a block diagram of a known system for

providing authentication information to a service provider;

Figure 2 is a block diagram in accordance with an

aspect of the present invention; and

Figure 3 shows a message sequence in accordance with

an aspect of the present invention.

Figure 2 is a block diagram of a system, indicated generally

by the reference numeral 10, in accordance with an aspect of



the present invention. The system 10 comprises a user 12, an

identity management (IDM) satellite 13, a service provider

16, an authentication gateway 18 and an identity management

system (IDM) 20. The user 12 and the IDM satellite 13

collectively form a user sub-system 14. The IDM satellite 13

is in two-way communication with both the service provider 16

and the authentication gateway 18. The authentication

gateway 18 is also in two-way communication with the service

provider 16 and the IDM 20.

In a similar manner to the system 1 described above, the

service provider 16 requires the user 12 to provide user

credentials (such as a user name and password pair) in order

to access at least some services provided by the service

provider. Those credentials are stored at the IDM 20.

The IDM satellite 13 typically resides at the user's

premises, or forms part of a user device, and is used to

recognize that a web page may contain a form requiring the

user to fill-in some log-in credentials. A s discussed below,

the authentication gateway 18 is used to populate the log- in

form with the required user credentials. Accordingly, there

is a functional separation between login-in form detection

(carried out by the IDM satellite 13) and login form

completion (carried out by the authentication gateway 18) .

The separation between the IDM satellite 13 and the

authentication gateway 18 could be handled in a variety of

ways. For example, a possible solution is as follows. Upon

form submission (e.g. when a user clicks on a LOGIN-Button) ,

the satellite 13 recognizes that a login step should occur

and does not send the whole request back to the server 16 (as

a proxy usually does) but sends it to the authentication

gateway 18 (which is an external network element) . Now the

authentication gateway inserts the credentials, sends this

all to the server 16, fetches the responses and sends the

response back to the IDM satellite 13 who sends it back to

the user browser 12 .



Figure 3 shows a message sequence, indicated generally by the

reference numeral 30, showing an exemplary use of the system

10. The message sequence 30 shows the interaction between

the participating parties and explains the functional

separation between log- in form detection and log- in form

auto-completion. The message sequence 30 serves as an

exemplary explanation of the principal functions of the

present invention and does not describe the only possible

implementation. For example, although the IDM satellite is

described as being part of the user device 12, similar

functionality could be provided by a proxy that forms part of

an operator's network.

The message sequence 30 begins with the user 12 sending a

message 32 to the IDM satellite 13 requesting access to a web

page provided by the service provider 16. The message 32

may, for example, be a simple HTTP GET request. The IDM

satellite sends a message 34 to the service provider 16

requesting access to that web page and the service provider

responds by providing a web page as message 36. The message

34 may, for example, be also be a simple HTTP GET request.

The response 36 may be the HTTP-Response 200 that includes an

HTML payload.

The web page provided in the message 36 (the payload)

includes a log-in form. The IDM satellite 13 recognizes that

there is a log- in form. This may be achieved in a variety of

ways. For example, in the payload of the message 36,

password input fields may be marked as type "password"

instead of type "input" . Fields may also grouped together in

a "form" which is submitted on a button click. By parsing the

page for "type= 'password' " one can easily find these input

fields and their names which are needed in the http-request .

On recognizing the log-in form, the IDM satellite delegates

the form completion to the authentication gateway 18. In

order to achieve this, the IDM satellite 13 has to send a



1

clear identification to the authentication gateway (i.e. it

has to authenticate itself) . Of course, there are security

issues to consider. It should not be possible to compromise

this authentication. This requires attack-resistant storage

of the necessary keys, shared secrets, certificates or the

like which might be achieved, for example, by using trusted

platform module (TPM) technology or chip card technology

(e.g. a SIM card) . Various variants of authentication are

possible here; the following non-exhaustive list contains

three examples:

1 . The IDM satellite 13 sends the necessary parameters to the

authentication gateway 18 (e.g. the originator's address in

order to determine which credentials are of interest) and

signs them with a private key. The IDM satellite also

forwards the corresponding public key which can later be

inspected by the IDM 20 for validity. The public key

identifies the IDM satellite 13 towards the authentication

gateway 18.

2 . A challenge-response procedure is used between

authentication gateway 18 and IDM satellite 13 . This means

that there exists a shared secret between the IDM satellite

13 and the authentication gateway 18. First, the satellite 13

sends an authentication request (this could also contain the

originator's address mentioned before) . The authentication

gateway 18 reacts by sending a "challenge" . The satellite

computes a response from the challenge and the shared secret

and sends that response to the authentication gateway 18. The

authentication gateway compares the result with the expected

answer to determine whether or not the IDM satellite should

be trusted.

3 . A session binding exists between the IDM satellite 13 and

the authentication gateway 18, e.g. by use of a non-

compromisable identifier that is forwarded from the IDM

satellite to the authentication gateway. The authentication

gateway inspects the user's identifier to determine the



identity of the user. The binding can be reached by out of

band means (e.g. the user's mobile communication device), a

one-time password (like an RSA (Rivest, Shamir and Adleman)

Token) or simple web login. If the non-compromi sable

identifier is used, it is stored on the IDM satellite by

using cryptographic protection, e.g. on a SIM card or other

chip card or using TPM (Trusted Platform Module) mechanisms.

In any event, the authentication gateway 18 receives the

request 38 from the IDM satellite 13 and, in response, sends

a message 40 to the IDM 20 requesting the user credentials

required in order to complete the log- in form provided by the

service provider 16. The message 38 may be an HTTP POST,

including the payload discussed above. The message 40 may be

a SAML attribute query, requesting the user credentials

required to complete the login form provided by the service

provider 1 .

In response to the message 40, the IDM 20 provides the

requested user credentials in a message 42. The message 42

may take the form of a SAML attribute response.

The authentication gateway is now able to modify the payload

of the HTTP POST message 38 to include the user credentials

for the user, as obtained from the IDM 20. Thus, the

authentication gateway 18 completes the log- in form issued by

the service provider 16 by including the requested user

credentials and sends the completed form, as message 44, to

the service provider 1 . The message 44 may take the form of

an HTTP POST message with the modified payload. The form

itself is not generally shown to the user, since this is

handled at protocol level. The authentication gateway 18

receives an HTTP Post containing the URL of the receiver and

the form fields in the body. The authentication gateway

replaces the values for the form fields (and maybe also the

URL to protect against phishing)

The service provider 16 sends a response to the



1

authentication gateway 18, which gateway acts as a kind of

second proxy for the user 12, as message 46. The message 46

may be an HTTP Response, with an HTML page as a payload. It

should be noted that although the service provider sent the

original log-in form to the IDM satellite 13, it is generally

acceptable for the response to arrive from a different source

(the authentication gateway 18 in this case) . Typically the

service provider is expecting to receive the requested

credentials together with a cookie identifying the session.

A s the authentication gateway 18 can obtain both the cookie

identifying the session and the requested credentials, the

authentication gateway can provide all the information

required to satisfy the service provider 16.

The authentication gateway 18 forwards the response to the

IDM satellite 13, which is the first proxy for the user 12,

as message 48. Finally, the IDM satellite 13 delivers the

response to the user as message 50. The messages 48 and 50

may therefore be HTTP responses, with the payload referred to

above .

Thus, the user 12 is authenticated at the service provider

and can use the restricted services provided by the service

provider without the user credentials being sent via the user

device or the IDM satellite 13. Thus, using the system 10,

it is not possible for malicious software at the user device

to obtain the user credentials.

The IDM satellite 13 at the user client 12 may take the form

of a pluggable device, such as a Universal Serial Bus (USB)

memory stick or similar device. Thus, the IDM satellite can

aid user mobility since it can be moved from one user device

to another. For example, the user may use the IDM satellite

at a user device at an Internet cafe. In such an

environment, the IDM satellite can be used to instruct the

authentication gateway 18 to provide log-in details to the

service provider 16, with the user credentials not needing to

pass through the machine at the Internet cafe. Since the



1

identity information that enables the IDM satellite 13 to log

into the IDM 20 may be stored in a secure place (such as a

SIM), malicious software on the actually used client (e.g. a

personal computer at an Internet cafe) cannot access and

misuse it.

The elements of the system 10 could be located in many

different places. For example, the IDM satellite 13 may

communicate with any one, two or all of the service provider

16, authentication gateway 18 and IDM 20 via the Internet.

Alternatively, some of the elements of the system 10 may be

located within an Intranet. For example, the user 12 and the

IDM satellite 13 may be located outside an Intranet, but may

be able to communicate with resources, such as the service

provider 16 and/or the authentication gateway 18 that are

located within the Intranet.

As described above, log- in forms and other web forms are

sensitive to attacks by malicious software because the user

credentials are handled in a non-encrypted way, at least for

a short time. In the present invention, this function is

handled by the authentication gateway 18 rather than the user

device 12 or the IDM satellite 13 . The authentication

gateway 18 is functionally, and possibly also physically,

separated from the IDM satellite 13 (and the user device 12) .

Accordingly, user credential data is no longer accessible to

attacks by viruses or Trojan horses on the client device.

The authentication gateway may be controlled by a network

operator, which is not vulnerable to client-driven attacks.

In an alternative form of the invention, the authentication

gateway 18 runs on the machine of the user (thereby forming

part of the user sub- system 14) , but in a separate and

protected domain to the user 12 and the IDM satellite 13 .

This solution utilises virtualisation technology and may

require the operator to verify the virtualisation host prior

to deploying his authentication gateway. Such an arrangement



enables computation and availability demands to be

distributed, although the added complexity of administration

should not be neglected. In general terms, the idea here is

to run a second "virtual machine" on the physical hardware

and takes one step into so-called cloud computing. The second

virtual machine runs in a protected environment and (maybe)

also protects itself. So even if the outer machine is

compromised, you still have the "secure and trusted second

machine" which handles your user credentials and similar

data .

The embodiments of the invention described above are

illustrative rather than restrictive. It will be apparent to

those skilled in the art that the above devices and methods

may incorporate a number of modifications without departing

from the general scope of the invention. It is intended to

include all such modifications within the scope of the

invention insofar as they fall within the scope of the

appended claims.



CLAIMS :

1 . A method comprising:

receiving an authentication request from a user device,

wherein the request originates at a service provider;

retrieving authentication details for the user of the

user device;

preparing a response to the authentication request, the

response including the retrieved authentication details; and

sending the authentication response to the service

provider, such that the authentication details are not

provided to the user device.

2 . A method as claimed in claim 1 , wherein retrieving the

authentication details comprises obtaining the authentication

details from an identity provider.

3 . A method as claimed in claim 1 or claim 2 , wherein the

user device includes an IDM satellite.

4 . A method as claimed in any one of claims 1 to 3, wherein

said authentication request is a log-in form.

5. A method as claimed in any preceding claim, further

comprising identifying the user.

. A method as claimed in any preceding claim, wherein said

authentication request includes sufficient information to

identify the user.

7 . An apparatus comprising:

a first input adapted to receive an authentication

request from a user device, wherein the request originates at

a service provider;

a second input adapted to receive authentication details

for the user of the user device on request from the

apparatus ;



a processor for preparing a response to the

authentication request, the response including the retrieved

authentication details; and

a first output adapted to send the authentication

response to the service provider, wherein the authentication

details are not provided to the user device.

8 . An apparatus as claimed in claim 7 , wherein the

apparatus is physically separated from the user device.

9 . An apparatus as claimed in claim 7 or claim 8 , wherein

the apparatus is logically separated from the user device.

10. An apparatus as claimed in any one of claims 7 to 9,

wherein said authentication details are obtained from an

identity provider.

11. An apparatus as claimed in any one of claims 7 to 10,

wherein said authentication request identifies the said user.

12. A method comprising:

requesting access to a service provided by a service

provider, wherein user credentials are required to access

said service; and

forwarding an authentication request originating at

the service provider to an authentication gateway for

completion by the authentication gateway, wherein the

authentication gateway provides the requested user

credentials to the service provider without providing the

details to the user device.

13. A method as claimed in claim 12, further comprising

sending authentication information to said authentication

gateway sufficient to enable the authentication gateway to

obtain the said user credentials.

14. An apparatus comprising:



a first output for requesting access to a service

provided by a service provider, wherein user credentials are

required to access said service; and

a second output for forwarding an authentication

request originating at the service provider to an

authentication gateway for completion by the authentication

gateway, wherein the authentication gateway provides the

requested user credentials to the service provider.

15. A computer program product comprising:

means for receiving an authentication request from a

user device, wherein the request originates at a service

provider;

means for retrieving authentication details for the user

of the user device;

means for preparing a response to the authentication

request, the response including the retrieved authentication

details; and

means for sending the authentication response to the

service provider, such that the authentication details are

not provided to the user device.

16. A computer program product comprising:

means for requesting access to a service provided by a

service provider, wherein user credentials are required to

access said service; and

means for forwarding an authentication request

originating at the service provider to an authentication

gateway for completion by the authentication gateway, wherein

the authentication gateway provides the requested user

credentials to the service provider.
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