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SYSTEM FOR AND METHOD OF REMOTE SECURE BACKUP

Cross-Reference to Related Applications

[0001] The present application is related to and claims priority to U.S. Patent Application
No. 61/085,277 filed July 31, 2008 entitled “System and Method of Remote Secure Backup” to
Fascenda et al., the disclosure of which is hereby incorporated by reference in its entirety.

[0002] The present application is related to U.S. Patent Application Serial No. 12/109,883,
entitled “System For And Method Of Cryptographic Provisioning” to Fascenda er al., which is
related to U.S. Patent No. 7,325,133 entitled “Mass Subscriber Management™ to Fascenda, U.S.
Patent No. 7,325,134 entitled “l.ocalized Network Authentication And Security Using Tamper-
Resistant Keys” to Fascenda, U.S. Utility Patent Application No. 11/951,202 entitled “Secure
Mobile Telephony” to Fascenda er al., and U.S. Provisional Application No 60/987,709 entitled
“Secure Mobile Telephony” to Fascenda er al., the disclosures of which are hereby incorporated

by reference in their entireties.

Field of the Invention

[0003] The present invention generally relates to a technique for securely backing up a data

store and/or file system.

Background of the Invention

[0004] Memory devices such as USB Memory sticks and SD cards are often misplaced, lost
or stolen. In such a circumstance, the lost memory device may contain hundreds of megabytes

{more or less) of corporate or personal data. Techniques as disclosed in U.S. Patent Application
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Serial No. 12/109,883, entitled “System For And Method Of Cryptographic Provisioning” to
Fascenda er al. may be used to secure data in a memory device. However, protecting the data
from inappropriate access is only part of the problem. A memory device may be lost, damaged,
destroyed, stolen or otherwise be rendered unavailable or nonfunctional. In such instances,
techniques according to certain embodiments of the present invention may be used to restore the
data of a unavailable or nonfunctional memory device on a new, replacement memory device.
Such memory devices may be modules as disclosed in U.S. Patent Application Serial No.
12/109,883, entitled “System For And Method Of Cryptographic Provisioning” to Fascenda ef

al.

Summary of Certain Embodiments of the Invention

[0005] According to an embodiment of the present invention, a method of securely
registering a module for backup, wherein the module comprises at least one nonvolatile memory
and a processor is disclosed. The method includes provisioning a module, generating a backup
key for the module, encrypting the backup key using an export key, transmitting the encrypted
backup key and other information to a backup center, and storing the encrypted backup key and
the other information with the backup center.

[0006] Various optional features of the embodiment described in the above paragraph
include the following. The backup key may be unique to the module. The module may
comprise a first nonvolatile memory and a second nonvolatile memory, which may be logically
partitioned portions of a single physical persistent memory. The method may include that the
module lacks a power supply. A form factor of the module may be one or more of: a Secure

Digital Card (“SD™), mini SD, micro SD, PCMCIA, P2, Compact Flash, Memory Stick, PRO
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Memory Stick, PRO Duo Memory Stick, Micro Memory Stick, Multi Media Card, SmartMedia
Memory Card, MultiMedia Memory Card, Reduced Size MultiMedia Memory Card, MultiMedia
Memory Card Mobile, MultiMedia Memory Card Plus, MultiMedia Memory Card Micro, xD
Memory Card, STP, DIP and Universal Serial Bus (“USB”).

[0007] According to an embodiment of the present invention, a method of securely backing
up a module with cryptographic parameters, wherein the module comprises at least one
nonvolatile memory and a processor, is disclosed. The method includes determining whether
user blocks or sectors of data have changed on a module, encrypting the changed blocks or
sectors of data using a backup key, transmitting the encrypted changed blocks or sectors of data
to a backup center, and storing the changed memory blocks or sectors in storage associated with
the backup center.

[0008] Various optional features of the embodiment described in the above paragraph
include the following. The backup key may be static. The backup key may be generated and
transmitted to the backup center with the encrypted changed blocks or sectors of data. The
module may comprise a first nonvolatile memory and a second nonvolatile memory, which may
be logically partitioned portions of a single physical persistent memory. The method may
include that the module lacks a power supply. A form factor of the module may be one or more
of: a Secure Digital Card (“SD™), mini SD, micro SD, PCMCIA, P2, Compact Flash, Memory
Stick, PRO Memory Stick, PRO Duo Memory Stick, Micro Memory Stick, Multi Media Card,
SmartMedia Memory Card, MultiMedia Memory Card, Reduced Size MultiMedia Memory
Card, MultiMedia Memory Card Mobile, MultiMedia Memory Card Plus, MultiMedia Memory

Card Micro, xD Memory Card, SIP, DIP and Universal Serial Bus (“"USB”).
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[0009] According to an embodiment of the present invention, a method of securely restoring
a new module with cryptographic parameters, wherein the new module comprises at least one
nonvolatile memory and a processor, is disclosed. The method includes registering a new
module, reading an original backup key into a master module, the original backup key associated
with an old module, decrypting the original backup key, reading a new backup key mto the
master module, the new backup key associated with the new module, reading original user data
from backup storage, decrypting the original user data using the original backup key, encrypting
the decrypted original user data using the new backup key, and transmitting the user data
encrypted using the new backup key to the new module and the backup storage.

[0010] Various optional features of the embodiment described in the above paragraph
include the following. The method may include destroying the original user data and the original
backup key. The method steps of decrypting the original backup key, decrypting the original
user data, and encrypting the decrypted original user data may occur within the master module.
The module may comprise a first nonvolatile memory and a second nomvolatile memory,
wherein the first nonvolatile memory and the second nonvolatile memory are logically
partitioned portions of a single physical persistent memory. The method may include that the
module lacks a power supply. A form factor of the module may be one or more of: a Secure
Digital Card (“SD™), mini SD, micro SD, PCMCIA, P2, Compact Flash, Memory Stick, PRO
Memory Stick, PRO Duo Memory Stick, Micro Memory Stick, Multi Media Card, SmartMedia
Memory Card, MultiMedia Memory Card, Reduced Size MultiMedia Memory Card, MultiMedia
Memory Card Mobile, MultiMedia Memory Card Plus, MultiMedia Memory Card Micro, xD

Memory Card, SIP, DIP and Universal Serial Bus (“USB™).
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{0011} According to an embodiment of the present invention, a system for securely
registering a module for backup is disclosed. The system includes a master module comprising
at least a cryptographic key, where the master module is operable to encrypt data according to
the cryptographic key, a backup center, in communication with the master module and a module,
where the backup center comprises off-site storage and a backup key database, and where the
backup center may be operable to store encrypted data from the module and recall data to the
module or to a second module.

[0012] According to an embodiment of the present invention, a system for securely backing
up a module with cryptographic parameters is disclosed. The system includes a module, the
module may comprise at least one nonvolatile memory and a processor, the module may be in
communication with a backup center, wherein the module may be operable to encrypt data
changed after a historical time, and transmit the encrypted changed data to the backup center.
[0013] Various optional features of the embodiment described in the above paragraph
include the following. The historical time may be the time the module last transmitted encrypted
changed data to the backup center.

[0014] The present disclosure will now be described in more detail with reference to
exemplary embodiments thereof as shown in the accompanying drawings. While the present
disclosure is described below with reference to exemplary embodiments, it should be understood
that the present disclosure is not limited thereto. Those of ordinary skill in the art having access
to the teachings herein will recognize additional implementations, meodifications, and
embodiments, as well as other fields of use, which are within the scope of the present disclosure

as described herein, and with respect to which the present disclosure may be of significant utility.
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Brief Description of the Drawings

{0015] The present invention, together with further objects and advantages, may best be
understood by reference to the following description taken in conjunction with the accompanying
drawings, in the several figures of which like reference numerals identify like elements, and in
which:

[0016] Fig. 1 depicts an exemplary system according to an embodiment of the present
invention;

[0017] Fig. 2 depicts an exemplary coupling of a host device and module according to an
embodiment of the present invention;

[0018] Fig. 3 depicts a flowchart illustrating an exemplary method for registering a module
for a backup process according to an embodiment of the present invention;

[0019] Fig. 4a depicts an exemplary data storage table according to an embodiment of the
present invention;

(0020] Fig. 4b depicts an exemplary data storage table according to an embodiment of the
present invention;

[0021] Fig. 5 depicts a flowchart illustrating an exemplary method for backing up a module
according to an embodiment of the present invention;

[0022] Fig. 6 depicts a flowchart illustrating an exemplary method for restoring a backed up
module according to an embodiment of the present invention;

[0023] Fig. 7 is a schematic diagram of a module according to an embodiment of the present
invention;

[0024] Fig. 8 is a flowchart depicting initial module provisioning according to an

embodiment of the present invention;
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[0025] Fig. 9 is a flowchart depicting general operation programming authentication and
memory protection key authentication according to an embodiment of the present invention;
[0026] Fig. 10 is a flowchart depicting universal key table provisioning according to an
embodiment of the present invention;

[0027] Fig. 11 is a flowchart depicting personalization key provisioning according to an
embodiment of the present invention;

[0028] Fig. 12 is a flowchart depicting import key and export key provisioning according to
an embodiment of the present invention; and

[0029] Fig. 13 is a flowchart depicting provisioning a module with additional key tables or

data according to an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

{0030} A description of certain embodiments of the present invention may be understood by
referring to Figs. 1 through 6, wherein like reference numerals refer to like elements, and are
generally described in the context of a remote access network.

[0031] According to some embodiments of the present invention, systems and methods are
provided for securely registering for backup, backing up, and restoring a module with
cryptographic parameters. In these and various other embodiments, the module with
cryptographic parameters may be the same as or similar to the module as disclosed in U.S. Patent
Application Serial No. 12/109,883, entitled “System For And Method Of Cryptographic
Provisioning” to Fascenda er al.

[0032] Figure 1 depicts an exemplary system 100 for securely registering, backing up and

restoring a module with cryptographic parameters. System 100 may include a module 102, host
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device 104, network 106, backup center 108, master module 110, off-site storage 112, and a
backup key database 114.

[0033] In various exemplary embodiments, module 102 may be the same as or similar to the
exemplary modules as disclosed in  U.S. Patent Application Serial No. 12/109,883, entitled
“System For And Method Of Cryptographic Provisioning” to Fascenda ef al. A form factor for
the module may be one or more of: Secure Digital (“SD”), mini SD, micro SD, PCMCIA, P2,
Compact Flash, Memory Stick, PRO Memory Stick, PRO Duo Memory Stick, Micro Memory
Stick, Multi Media Card, SmartMedia Memory Card, MultiMedia Memory Card, Reduced Size
MultiMedia Memory Card, MultiMedia Memory Card Mobile, MuliiMedia Memory Card Plus,
MultiMedia Memory Card Micro, xD Memory Card, Single In-line Package (“SIP”), Dual In-
line Package (“DIP”) and Universal Serial Bus (“USB™).

[0034] As shown in Fig. 1, module 102 may be coupled to host device 104. In various
exemplary embodiments, host device 104 may include, without limitation, a mobile device, a
mobile cellular telephone, a wireless device, a video camera, a USD device, a USB storage
device, a personal digital assistant and/or any other like device. For example, where host device
104 is a mobile cellular telephone, module 102 may be plugged into a micro-SD or SD slot (not
shown) of the mobile cellular telephone. The module may be as described in U.S. Utility Patent
Application No. 11/951,202 entitled “Secure Mobile Telephony” to Fascenda er al., where the
module is coupled to a mobile telephone.

[0035] In mobile phone embodiments, the backup process described herein may be used to
securely store in a remote location the contents of each phone conversation. This may be

accomplished by storing digital copies of each conversation in memory (e.g., user memory) of a
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module as each call occurs. The backup process as described herein may then be used to
remotely store such copies in a secure manner.

[0036] Other embodiment may include that the module is coupled to a digital camera, such
as a digital video camera. In such embodiments, the videoed content may be stored on a module,
and the backup process as described herein may then be used to remotely store such content in a
secure manner.

[0037] Fig. 2 depicts a detailed view of an exemplary module 102 coupled to host device
104, Exemplary details of the components of module 102, including the FPGA and memory, can
be found in the description relating to the module as described in U.S. Patent Application Serial
No. 12/109,883, entitled “System For And Method Of Cryptographic Provisioning” to Fascenda
et al. As shown in Fig. 2, host device 104 may include a backup application 202 and an interface
204. Backup application 202 may include one or more applications that execute instructions to
monitor the state of the memory inside module 102. In various exemplary embodiments, at least
a portion of the memory of module 102 may be encrypted using a personalization key as
described in U.S. Patent Application Serial No. 12/109.883, entitled “System For And Method
Of Cryptographic Provisioning” to Fascenda er al. For example, backup application 202 may
detect changed blocks of memory by observing changed bits to determine whether blocks of
memory have changed. Although shown as a component of host device 104, in various
exemplary embodiments, backup application 202 may be a component of module 102, backup
center 108, and/or any of the components associated with backup center 108. In some
embodiments, the backup application may execute in any, or a combination, of module 102, host

device 104 and backup center 108.
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[0038] Referring back to Fig. 1, network 106 may include an analog telephone network, a
digital telephone network, a cellular telephone network, a public wide area network (“WAN™),
such as the Internet, or, different connections, such as combinations of public and private WAN:Ss,
local areas networks (“LANSs™), wireless LANs, encrypted networks, body area networks, or
other wired or wireless networks. In exemplary embodiments of the disclosure, network 106
may include one, or any number of the exemplary types of networks mentioned above operating
as a stand-alone network or in cooperation with each other. Use of the term network herein is
not intended to limit the network to a single network,

[0039] As shown in Fig. I, backup center 108 may be associated with master module 110,
off-site storage 112, and backup key database 114. Backup center 108 may communicate with
host device 104 via network 106 to securely and remotely register, backup, and restore user data
that may be associated with module 102 as will be described in greater detail below.

10040} In various exemplary embodiments, master module 110 may be the same as or similar
to the master module as disclosed in U.S. Patent Application Serial No. 12/109,883, entitled
“System For And Method Of Cryptographic Provisioning™ to Fascenda ¢f al.

[0041] Off-site storage 112 may store user data associated with module 102. Although
referred to herein as off-site storage and shown as being separate from backup center 108, off-
site storage 112 may be in the same physical location as backup center 108. In addition, or in the
alternative, off-site storage may be included within backup center 108. Similarly, master module
110 and backup key database 114 may be in the same physical location as backup center 108
and/or may be included within backup center 108.

[0042] In various exemplary embodiments, backup key database 114 may contain mappings

between module 102 and cryptographic keys associated with module 102 as will be described in

10
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greater detail below. In some embodiments, the backup key database 114 may contain a
mapping of the module and the data associated with the module, and the cryptographic keys
associated with module 102 may be stored, for example, with the data associated with the
module 102. In some embodiments, the cryptographic keys associated with module 102 may be
stored with the data associated with the module 102, and the data may also include an identifier
that relates to the module the data is associated with. If the cryptographic keys and the mappings
between module 102 and cryptographic keys associated with module 102 are stored with the data
associated with module 102, then, in some embodiments, the backup key database 114 may not
be implemented.

[0043] Fig. 3 depicts a flow chart 300 which illustrates an exemplary method for registering
a module for a backup process. In various exemplary embodiments, a module may be registered
prior to providing the module to an end-user and/or a module may be registered remotely using,
e.g., public key encryption after being provided to the end-user.

[0044] In block 302, a module may be provisioned and an export key may be generated. In
various exemplary embodiments, a module may be provisioned in the same or a similar manner
as described in U.S. Patent Application Serial No. 12/109,883, entitled “System For And Method
Of Cryptographic Provisioning” to Fascenda er al. Also, the export key that may be generated
may be the same as or similar to the export key described in U.S. Patent Application Serial No.
12/109,883, entitled “System For And Method Of Cryptographic Provisioning” to Fascenda et
al. In various embodiments, a master module may use a cryptographic key to encrypt the export
key and any ciphertext that may be maintained in a backup key database.

[0045] In block 304, a program associated with the module may automatically generate a

backup key. Alternately, the backup key may in some embodiments be an export key as

11
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disclosed in U.S. Patent Application Serial No. 12/109,883, entitled “System For And Method Of
Cryptographic Provisioning” to Fascenda er al. The backup key may be encrypted using any of
the encryption keys that have been provided to a backup center during the registration process
disclosed in U.S. Patent Application Serial No. 12/109,883, entitled “System For And Method Of
Cryptographic Provisioning™ to Fascenda er al. The backup key may be used to encrypt all user
data to be sent to the backup center for backup.

[0046] In block 306, the export key may be used to encrypt the backup key. In some
embodiments, a key from a key table may be used as an export key to encrypt the backup key.
For example, a key table as described in U.S. Patent No. 7,325,133, entitled “Mass Subscriber
Management” to Fascenda, may be used to encrypt the backup key. A key from a key table may
allow for a different export key to be used for different modules. A key from a key table may
also allow for a different export key to be used with data from the same module. For example, a
backup key may be created and encrypted with a key from the key table. The encrypted backup
key and the index of the key from the key table used to encrypt the backup key may be stored
with the data from the module encrypted using the backup key, or may be stored in the backup
key database. A module may use more than one backup key to encrypt and transmit data, and
may use more than one backup key during a backup operation or may use a ditferent backup key
for one or more different backup operations.

[0047] In block 308, the ciphertext of the encrypted backup key, a module identifier, and a
hash of the backup key may be provided to a backup center.

[0048] In block 310, the ciphertext, module identifier and hash of the backup key may be
stored in a backup key database. In various exemplary embodiments, the backup key and other

information, including the module identifier may be left encrypted when stored in the backup

12
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key database. As noted above, a master module may use a cryptographic key to encrypt the
backup key and any ciphertext that may be maintained in a backup key database.

{0049] Figs. 4a and 4b depict exemplary tables 400 and 410, respectively, that may be
maintained in a backup key database. As shown in Fig. 4a, table 400 may include maintain one
or more module identifiers 402, one or more import keys 404 associated with the module
identified by the respective module identifier. and one or more export 400 keys associated with
the module identified by the respective module identifier. As shown in Fig. 4b, table 410 may
maintain one or more identifiers 412 and one or more backup keys 414 associated with the
module identified by the respective module identifier. Although shown as being maintained in
separate tables, it is to be understood that the import, export, and backup keys may be in a single
database or table or three separate databases or tables. Also, the information stored in tables 400
and 410 may be encrypted by a cryptographic key that is available within the master module.
10050] Fig. 5 depicts a flow chart 500 which illustrates an exemplary method for backing up
a module. In various exemplary embodiments, the method for backing up a module may execute
periodically on a host device. Also, or in the alternative, the backup center may notify the host
device that a backup is needed and the host device may then initiate a backup. In the case of a
mobile telephone coupled to a module, the mobile telephone may receive, e.g., a system-level
short message (SMS) instructing it to initialize communications with the backup system.
According to embodiments of the invention, the purpose of the backup process may be to
maintain a mirror image of the module data for restoration to a new module if needed.

[6051] In block 502, it may be determined whether user data and/or memory stored on a

module has changed. In an exemplary embodiment, to make this determination, a backup

13



WO 2010/014934 PCT/US2009/052458

application may detect changed data at the point of writing memory blocks of user data on the
module.

[0052] In block 504, the changed memory blocks may be encrypted. In an exemplary
embodiment, the backup application, for example, may collect the changed sections based on the
dirty bits set, for example, by the filesystem or operating system associated with the module,
decrypt those sections using a personalization key, re-encrypt those sections using, for example,
the backup key. In an exemplary embodiment, the backup key may be static. In another
exemplary embodiment, the backup key may be generated for, for example, each changed
memory block or for the set of changed memory blocks.

[0053] In block 506, the encrypted sections may be transmitted to the backup center. If, as
shown in block 504, the backup key is generated for the changed data block or data blocks, the
backup key or backup keys may also be transmitted to the backup center.

[0054] In block 508, the backup center may store the encrypted sections in off-site storage.
[0055] Fig. 6 depicts a flow chart 600 which illustrates an exemplary method for restoring
backed up module data to a new module. This process may occur when a module is unavailable
or inoperative.

[0056] In block 602, a new module may be registered for restoration. In various exemplary
embodiments, the new module may be registered as described above with respect to blocks 302
and 304. For example, to register a new module, the new serial number of the module and the
module import and export keys may be securely imported into an import/export key table as
shown in, for example, Fig. 4a. A new backup key may also be securely imported into a backup

key table as shown in, for example, Fig. 4b.
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[0057] In block 604, the original backup key associated with the original (lost or stolen)
module may be read from the backup key database into the master module. In an embodiment,
the original backup key may be associated with the user data from the original module, and the
original backup key may be read when the user data from the original module is read in block
610.

[0058] In block 606, the master module may decrypt the original backup key. In an
exemplary embodiment, the master module may decrypt the original backup key using, for
example, an import key. Once decrypted in block 606, the original backup key may be available.
[0059] In block 608, the backup key for the new module may be read from the backup key
database into the master module.

10060} In block 610, user data from the original module is pulled from storage and read into
the master module, e.g., on a record-by-record basis.

{0061} In block 612, for each record, the encrypted module data is decrypted using the
original backup key. This decrypting may temporarily result in plaintext data residing within the
master module.

[0062] In block 614, for each record, the plaintext data is encrypted using the new backup
key.

[0063] In block 616, the encrypted ciphertext is transmitted to the new module. This may be
performed record-by-record. In some embodiments, the data may substantially simultaneously
be sent to off-site storage. Writing the newly encrypted data to the off-site storage in this manner
may ensure that a backup of the new module is created simultaneously with the provisioning of
the new module. In other embodiments, the backup of the new module is performed as disclosed

elsewhere herein.
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[0064] In block 618, once all of the data has been encrypted and transferred to the new
module, the original encrypted memory data and/or any plaintext data associated with the
original module may be destroyed from the master module and/or the off-site storage.

[0065] According to some embodiments of the present invention, a system for and method of
provisioning a cryptographic module are presented. An exemplary module is discussed in detail
in reference to Fig. 7. Some embodiments of the module take the form of a smart card, such as a
micro Secure Digital card, but include functionality in addition to nonvolatile (i.e., persistent)
memory. Modules according to certain embodiments of the present invention are configured to
be operably coupled to, for example, computers or mobile phones. When coupled to a mobile
phone, some embodiments of the present invention work together with associated software to
allow such a phone to place and receive end-to-end encrypted voice calls. This functionality is
disclosed in detail in U.S. Utility Patent Application No. 11/951,202 entitled “Secure Mobile
Telephony” to Fascenda er al., the disclosure of which is incorporated by reference. Thus,
modules according to certain embodiments of the present invention assist in providing encrypted
communications and accordingly store cryptographic parameters, such as cryptographic keys.
[0066] Certain embodiments of the present invention include techniques for securely
provisioning modules with cryptographic parameters, such as cryptographic keys. More
particularly, certain embodiments of the present invention provide techniques for provisioning
modules in a manner that avoids or minimizes the possibility of malevolent individuals involved
m the manufacturing or programming processes compromising the modules’ security. Some
embodiments accomplish this goal by provisioning the modules after they have been
manufactured in a way that detects, destroys, replaces or ignores problematic data that previously

existed in the module. Thus, for example, modules according to certain embodiments of the
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present invention may be manufactured in a relatively insecure facility and then transferred to a
secure facility for provisioning with cryptographic parameters without compromising the
security of the cryptographic parameters.

{0067] Some embodiments of the present invention allow for securely provisioning by
assigning different tasks to different entities. The following six paragraphs present an overview
of an exemplary provisioning process for some exemplary embodiments, but should not be taken
as limiting. Initially, a manufacturer creates one or more integrated circuits in a semiconductor
fabrication facility. Such integrated circuit(s) contain basic infrastructure upon which
programming is later installed. Note that at this stage, the integrated circuit(s) are essentially just
fabricated semiconductor slabs lacking connectors. A second manufacturer, which may be the
same entity as the first manufacturer, then mills the integrated circuit(s) to reduce their
thicknesses and assembles them into a secure module having the desired form factor, such as a
Secure Digital card, discussed below in reference to Fig. 7.

[0068] Next, an entity referred to as the “test programming programmer,” which may be the
same as the first or second manufacturer, a base provisioning entity, or another entity, programs
the module with encrypted test programming and associated cryptographic keys supplied by the
base provisioning entity, such that the module can only be reprogrammed by an entity that knows
at least one of the cryptographic keys. This process is discussed in detail below in reference to
Fig. 8. More particularly, the base provisioning entity encrypts the test programming using a
cryptographic key, referred to as the “test programming key.” The encryption operation, which
is performed using equipment external to the module, generates an encryption authentication tag
(i.e., a signature) for the programming. The base provisioning entity rolls the encrypted test

programming into a installation file that includes the encryption authentication tag in its header.
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The base provisioning entity supplies the test programming programmer with the test
programming installation file together with the test programming key and a lock key. When
mstalled, the lock key locks the module from being programmed unless the lock key is supplied.
The test programming programmer installs the test programming key and the lock key into the
module.

[0069] The test programming programmer then proceeds to install the test programming file
into the module, supplying the lock key in order to do so. When the module is programmed with
the encrypted test programming, the module internally decrypts the associated file using the
installed test programming key. This internal decryption generates a decryption authentication
tag, which the module internally compares with the encryption authentication tag contained in
the file header. If the tags do not match, then the test programming programmer knows that one
or both of the test programming key and the test programming have been altered or corrupted,
the process is stopped, and the module is set aside. Otherwise, the test programming
programmer tests the module by executing the test programming, which verifies that the module
is free from manufacturing flaws and tampering. The test programming programmer may then
erase the test programming and the test programming key and may reset or erase the lock key.
Alternately, the test programming programmer may leave one or both of (1) the test
programming and test programming key, or (2) the lock key installed in the module.

[0070] Modules that pass the test may be retained by the same entity, or transferred to either
the base provisioning entity or another provisioning entity. The entity in possession of the
module at this stage is referred to as the “key generation programming programmer.” The key
generation programiming programmer installs additional provisioning material supplied by the

base provisioning entity. This process is described below in reference to Fig. 8. If the test
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programming is still present in the module, the key generation programming programmer may
re-run the test programming and again test the module. Once the test, if any, is successfully
completed, the key generation programming programmer proceeds with its installation tasks. In
particular, the key generation programming programmer has access to encrypted key generation
programming and the cryptographic key used to encrypt it, both of which may be supplied by the
base provisioning entity. The encrypted key generation programming includes a header, which
contain an encryption authentication tag for the encrypted key generation programming. The key
generation programming programmer also has access to the currently-installed lock key, if any.
If no lock key is currently installed, the key generation programming and general operation
programming programmer may install a random lock key. The key generation programming
programmer then installs the key generation programming encryption key and the key generation
programming, supplying any necessary lock key in the process. During installation, the module
internally decrypts the key generation programming using the installed key generation
programming encryption key. The decryption generates a decryption authentication tag, which 1s
compared with the associated encryption authentication tag in the encrypted key generation
programming header. If the comparison fails, then one or both of the key generation
programming and key generation programming encryption key are assumed to have been
tampered with or corrupted, and the module is set aside. Otherwise, modules that pass the test
are passed to the next stage in the provisioning process. At this stage, the key generation
programming programmer may transfer the module to a different provisioning entity, such as the
base provisioning entity, or retain the module in order to conduct the next step in the process. If
transferred, the key generating programming entity provides to the transferee the lock key, but

not the key that encrypts the key generation programming.
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(0071} At the next stage, the entity in possession of the module executes the key generation
programming, which generates certain cryptographic parameters internally within the module as
described in detail in reference to Fig. 8. The key generation programming stores these
- parameters within the module as detailed herein. Note that no entity, not including the base
provisioning entity, the key generation programming programmer, nor the general operation
programming programmer, has access to certain internally-generated and stored cryptographic
parameters such as the memory protection key, which is described in detail below. Instead,
certain cryptographic parameters are generated and encrypted entirely within the module and
never leave the module in unencrypted form. At this stage, the module may be passed to another
provisioning entity or retained by the entity that executes the key generation programming. If
transferred, the receiving entity also receives the lock key.

[0072] Next, the entity in possession of the module replaces the key generation programming
with encrypted general operation programming, which is supplied by the base provisioning
entity. To do so, the entity in possession of the module, referred to as the “general operation
programming programmer” first installs the cryptographic key that is used to encrypt the general
operation programming. The general operation programming programmer also inputs a lock key
in order to install the general operation programming. As with the key generation programming,
the installation process validates the general operation programming by comparing an internally
generated authentication tag with an authentication tag in the header of the general operation
programming installation file. If the comparison fails, the module is set aside. Otherwise, the
general operation programming is made permanent, and external access to certain internally-
stored parameters in unencrypted form is forever prevented, as detatled herein. The lock key is

thereafter useless, as the general operation programming cannot be altered. In some
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embodiments, the general operation programming programmer sets the lock key to a random
value, which is not recorded by the general operation programming programmer or any other
entity. The module is then passed to another entity, or retained by the general operation
programming programmer, in order to execute the general operating fabric and complete the
basic provisioning process.

[0073] The entity now in possession of the module executes the general operation
programming to provision the module with additional cryptographic parameters. This
provisioning process, in general, makes use of the cryptographic parameters generated by the key
generation programming as discussed below in detail in reference to Figs. 9-13.

(0074} Fig. 7 is a schematic diagram of a module according to an embodiment of the present
invention. Module 700 is depicted in Fig. 7 as being provisioned with various features as
explained below in reference to Figs. 8-12. Module 700 may take the form factor of a standard
memory card. Exemplary form factors include, by way of non-limiting example, Secure Digital
(*SD”), mini SD, micro SD, PCMCIA, P2, Compact Flash, Memory Stick, PRO Memory Stick,
PRO Duo Memory Stick, Micro Memory Stick, SmartMedia Memory Card, MultiMedia
Memory Card, Reduced Size MultiMedia Memory Card, MultiMedia Memory Card Mobile,
MultiMedia Memory Card Plus, MultiMedia Memory Card Micro, xD Memory Card, USB,
single in-line package (“SIP”) and dual in-line package (*DIP”). Other form factors are also
possible.

10075} Module 700 includes an integrated circuit 705 that itself may include a Feld
Programmable Gate Array (“FPGA”) 710, a Flash Read Only Memory (“FROM”} 715 (a type of
nonvolatile memory), a Random access Memory (“RAM”) 720, a processor 725, a cryptographic

co-processor 730 and a Joint Test Action Group (“JTAG”) debug module 780. An exemplary
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integrated circuit that includes many features of integrated circuit 705 is a ProASIC3L series
A3P1000, available from ACTEL of Mountain View, California, U.S.A. This integrated circuit
may be implemented as integrated circuit 705 in certain embodiments of the present invention.
[0076] One or more of features 725, 730 and 780 may be programmed into FPGA 710 or
elsewhere. By way of non-limiting example, one or more of processor 725, cryptographic co-
processor 730 and JTAG debug module 780 may be dedicated circuitry that is fabricated on the
same semiconductor block as FPGA 710, on a different semiconductor block or blocks, or may
be implemented in FPGA 710 itself by programming FPGA 710 with suitable “fabric,” discussed
below. By way of non-limiting example, processor 725 may be an ARM Cortex-M1 CPU,
which is available from Mentor Graphics Corp. of Wilsonville, Oregon, U.S.A. The ARM
Cortex-M1 CPU may be programmed into any FPGA. By way of non-limiting example,
cryptographic co-processor 730 may be an Advanced Encryption Standard (“AES™) Rijndael
Galois Counter Mode (“GCM”) co-processor. That is, cryptographic co-processor 730 may be
configured to encrypt, decrypt and authenticate data using AES-GCM algorithms.

{0077] Module 700 can store essentially two different forms of data, which are referred to
herein as “fabric” and “executables,” respectively. Note that the difference between these types
of data are essentially how the data are used, rather than how the data are stored. Both fabric and
executables are referred to herein collectively as “programming.” Fabric may perform functions
that are typically associated with hardware. An example of such fabric is the ARM Cortex-M1
CPU, discussed above. Ixamples of executables are presented below in reference to Fig. 8. In
general, fabric may be programmed into FPGA 710, and executables may be stored in NAND
flash memory 735. Note that executables may be transferred to one or both of RAM 745 and

RAM 720 for execution. In some embodiments, executables are stored in encrypted form in
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NAND flash memory 735, then transferred to RAM 720, where they are executed by fabric such
as a Cortex-M1 CPU present in FPGA 710.

[06078] Programming FPGA 710 may be protected in at least two ways. First, as discussed in
detail herein, programming may be encrypted using an encryption algorithm and a key. Without
the key, programming is essentially useless. This form of protection may be used for both fabric
and executables, and each may be separately encrypted using the same or different keys. In
some embodiments, the key is stored in distributed form in FPGA 710. Second, programming
may be protected by a native programming protection apparatus. This protection works by
preventing any FPGA programming unless a cryptographic key known as a “lock key” is first
input. ACTEL’s ProASIC3L series of integrated circuits utilize such a lock key protection
mechanism, known as “FLASHLOCK.” The lock key may protect both FPGA 710 and FROM
715 from being altered or read without first providing the key. In some embodiments, the lock
key is stored in distributed form in FPGA 710. The second form of protection is also suitable for
both fabric and executables.

{0079] FPGA 710 and FROM 715 have the ability to permanently store data; that is, data
stored on FPGA 710 and FROM 715 may be made permanent. To that end, and by way of non-
limiting example, antifuse technology may be used, such as ACTEL’s Fusel.ock technology
available on ACTEL’s ProASIC3L series of integrated circuits. Once such antifuses are blown,
in such embodiments, the contents of FPGA 710 and FROM 715 cannot be modified.

[0080] Module 700 includes further portions 735-760, which may reside on integrated circuit
705, or on a different integrated circuit or circuits as depicted in Fig. 7. Module 700 includes a
NAND flash memory 735. In certain embodiments, other types of persistent memory may be

used, such as by way of non-limiting example, NOR flash memory or Electrically Erasable
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Programmable Read Only Memory (“EEPROM”). NAND flash memory 735 is controlled via
NAND flash memory interface 790. NAND flash memory interface 790 may reside on
integrated circuit 705 or on a different integrated circuit or circuits. NAND flash memory
interface 790 may be programmed into FPGA 710. As described in detail below, NAND flash
memory 735 may be segmented into at least two logical portions, each of which configured to
store encrypted or plaintext (i.e., unencrypted) data. That is, NAND flash memory 735 may be
logically partitioned into two separate nonvolatile memories, one of which is intended to store
information that is meant to remain internal to the module, and the other of which is intended to
store information that may be accessible outside the module. Module 700 further includes a
processor 740 and RAM 745. Module 700 further includes random number generation block
750. Random number generator block 750 may include a true random number generator, which
may use a probabilistic physical phenomenon such as thermal noise, radio frequency noise, video
noise, etc. to generate random numbers. Random number generator block 750 may include, in
addition or in the alternative, a pseudorandom number generator, such as a linear feedback shift
register circuit or a deterministic random bit generator. Voltage regulator 755 serves to protect
internal circuitry and regulate voltage where needed. Module 700 is configured to communicate
with other electronic devices using interface 760, which may be, by way of non-limiting
example, a SD interface or a universal asynchronous receiver-transmitter (“UART”) interface,
and via physical connector 765, which may be, by way of non-limiting example, a connector that
conforms to the microSD standard. Interface 760 may be programmed into FPGA 710.

[0081] Module 700 also includes a JTAG interface 770, which is coupled to JTAG physical
connectors 775 and to JTAG debug module 780. JTAG interface may reside on integrated

circuit 705, in FPGA 710, or on a different integrated circuit or circuits. Note that JTAG
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interface 770 and JTAG physical connectors 775 may conform to Institute of Electrical and
Electronics Engineers (“IEEE”} Standard 1149.1. In some embodiments, JTAG physical
connectors 775 are located on the face of a micro SD card. In such embodiments, JTAG
physical connectors 775 may be covered by an adhesive label once FPGA 710 is finally
programmed. In some embodiments, the FPGA 710 is programmabie only via JTAG physical
connectors 775,

[0082] In some embodiments, JTAG interface 770 is coupled to AES cryptographic co-
processor 785, which may be distinct from cryptographic co-processor 730. In such
embodiments, all programming that is to be stored in FPGA 710 (by way of non-limiting
example, fabrics) must be encrypted external to module 700 prior to installation in module 700.
In particular, the encrypted programming is wrapped into a file with a header that includes an
assoclated encryption authentication tag. In such embodiments, the associated encryption key is
installed in module 700 prior to installing the programming. During installation, the
programming is passed through JTAG interface 770, decrypted by cryptographic co-processor
785, and its decryption authentication tag is internally compared to the encryption authentication
tag stored in the encrypted programming file header. If the match fails, the programming is not
mstalled.

{0083] In some embodiments, each feature 705-750, 760, 770 and 780 is connected only to
FPGA 710. In such embodiments, any signal received at connector 765 is routed through
interface 700 to FPGA 710. Thus, for example, in such embodiments, programming present in
FPGA 710 acts as a gatekeeper between physical connector 765 and NAND f{lash memory 735.
In other embodiments, each feature 705-780 may be operatively coupled to any other feature

705-780. In certain embodiments, the module lacks an internal power supply.
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[0084] Note that FROM 715 may be protected by several security features. In some
embodiments, FROM 715 is writable only through JTAG connectors 775. In such embodiments,
FROM 715 may not be written to via physical connectors 765, Further, in such embodiments,
FPGA 710 cannot write to FROM 715. Thus, in some embodiments, the only way to alter the
contents of FROM 715 is via JTAG connectors 775, prior to the data stored on FROM 715 being
made permanent.

[0085] In some embodiments, at least a portion of FROM 715 is only internally readable.
That is, in such embodiments, at least some of the contents of FROM 715 may not be read via
physical connectors 765. In such embodiments, at least some of the contents of FROM 715 may
only be read via JTAG physical connectors 775 prior to the contents of FROM 7135 being made
permanent, Thus, once the contents of FROM 715 are made permanent, such contents cannot be
read via physical connectors 765 or JTAG physical connector 775. Furthermore, in some
embodiments, only programming executing in processor 725 can access the entire contents of
FROM 715. In such embodiments, therefore, the contents of FROM 715 are only accessible to
internal logic of module 700 and cannot be accessed externally. In other embodiments,
programming executing in processor 740 may have access to the entire contents of FROM 715.
[0086] In some embodiments, a portion of FROM 715 remains readable via physical
connectors 765 even after the contents of FROM 715 are made permanent. For example, as
discussed below, FROM 715 may store an ID for module 700. In such embodiments, the module
ID may be read out of FROM 715 via physical connectors 765 even after the contents of FROM
715 are made permanent. In such embodiments, the remaining contents of FROM 715 (e.g.,

other than the module ID)} may not be readable via physical connectors 763.
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(00871 In some embodiments, module 700 is configured to be tamper resistant. For example,
module 700 may be fabricated using chemical-resistant potting material, which cannot be etched
away from the internal circuitry. The contents of module 700 may be shielded by one or more
(e.g., seven) metallic layers. Such layers greatly increase the difficulty of milling away the
module’s potting material. Some or all of integrated circuits in module 700 (e.g., integrated
circuit 705, FPGA 710, RAM 720, NAND flash memory 735, processor 740, RAM 7435, random
number generator block 750, voltage regulator 755, interface 760, ITAG interface 770, JTAG
debug module 780, and cryptographic co-processor 785) may be milled to reduce their thickness.
By way of non-limiting example, such elements may be milled to a thickness of less than: 700
micrometers {“um’), 75 um, 50 pm, 25 ym or 10 ym. Note that the actual operational portion of
a typical integrated circuit is only about ten angstroms (“A™) thick. Accordingly, in some
embodiments, some or all of the aforementioned integrated circuits may be milled to a thickness
of less than, by way of non-limiting example, 100 A, 50 A, 25 A or 10 A. Thin integrated
circuits are tamper resistant due to their increase fragileness. For example, attempts to tamper
with module 700 may result in damaging one or more integrated circuits contained therein.

[0088] Fig. 8 is a flowchart depicting initial module provisioning according to an
embodiment of the present invention. At block 805, a test programming programmer provisions
the module with certain data. For example, the test programming programmer stores a lock key
and a test programming fabric key in module 700, by way of non-limiting example, in FPGA 710
in distributed form. Once the lock key is installed, FPGA 710 may only be reprogrammed by
someone with knowledge of the lock key. The test programming programmer programs FPGA
710 with test programming fabric, which is externally encrypted with the test programming

fabric key. More particularly, the test programming programmer creates a file containing a copy
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of the test programming fabric encrypted using the test programming fabric key. The file also
contains a header, which includes a copy of the associated encryption authentication tag. The
test programming programmer then installs the file in module 700, which utilizes cryptographic
co-processor 785 and the stored test programming fabric key to decrypt the test programming
fabric and generate a decryption authentication tag. That tag is compared with the encryption
authentication tag contained in the header, and if the two tags do not match, the programming
halts. Otherwise, the decrypted test programming fabric is stored in FPGA 710.

[0089] In addition, the test programming programmer stores an encrypted test programming
executable in NAND flash memory 735 and the associated test programming executable
encryption key in module 700 (e.g., in FPGA 710, FROM 715 or NAND flash memory 735).
Note that without access to the test programming executable key, it is not possible to read or
modify the test programming executable in any useful way. Because module 700 includes
cryptographic co-processor 740 and the test programming key, it is able to internally decrypt the
test programming executable and transfer it to RAM 745 or RAM 720 for execution by the test
programming fabric stored in FPGA 710. In some embodiments, the test programming
executable is not encrypted. In such embodiments, the associated test programming executable
key is omitted.

[0090] In some embodiments, the test programming fabric includes the following, each of
which is implemented in FPGA 710. The test programming fabric may include an ARM Cortex-
M1 CPU (e.g., as, instead of, or in addition to, processor 725), a JTAG debug module (e.g.,
JTAG debug module 780), an interface connecting to NAND flash memory 735, an interface
connecting to RAM 745 and a general purpose interface to physical connector 765 (e.g., as, or in

addition to, interface 760).
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[0091] The test programming programmer generally uses external equipment to program
and, together with the test programming, to test the modules it manufacturers. In some
embodiments, the manufacturer utilizes a JTAG fixture, such as a FlashPro3 device, available
from ACTEL of Mountain View, California, U.S.A. The test programming programmer may
also employ loopback provisions for testing the modules. That is, the test programming
programmer may feed signals generated by a module back to the module in order to detect
problems with, e.g., physical connectors 765.

[0092] The test programming programumer uses the test programming fabric and executable
to run diagnostic processes on the module in order to ensure that is has been correctly
manufactured without flaws or tampering. Testing may occur via one or both of physical
connector 765 and JTAG physical connector 775. One such test includes testing RAM 745,
including a data bus test for shorts and opens, an address uniqueness test, and a test of high and
low states of every bit. The RAM 745 test may be somewhat limited by the test programming’s
usage of RAM 745. Yet another test includes testing the interface to NAND flash memory 735
and verifying that fundamental operations (e.g., reading module ID registers) are working
correctly. Yet another test includes counting the number of blocks in NAND flash memory 735
that are bad, verifying that block zero is functional, and verifying that the total number of bad
blocks is not excessive. Yet another test verifies that the physical connections from FPGA 710
to physical connector 765 are sound by utilizing loopback provisions in the manufacturer’s test
fixture. If the module passes each test, the test programming programmer sends it to the
provisioning entity. In some embodiments, the test programming programmer sends all
manufactured modules, whether the test results are successful or not, to the key generation

programming programmer or the base provisioning entity.
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[0093] The test programming programmer then sends at least the operational modules to a
key generation programming programmer. The test programming programmer may erase the
test programming and associated keys. or may send the modules on as-is. The test programming
programmer may re-run one or more tests available from the test programming once it receives
the modules.

[0094] At block 810, the key generation programming programmer stores key generation
programming in module 700. The key generation programming is intended to be used once in
order to generate two keys, as discussed in detail below. In some embodiments, the key
generation programming programmer stores key generation programming fabric in FPGA 710 in
essentially the same way that the test programming programmer stored the test programming
fabric in FPGA 710. That is, the key generation programming programmer may first store a key
generation programming fabric key in module 700, e.g., in FPGA 715 in distrtbuted form, inserts
encrypted key generation programming fabric into FPGA 715, and a comparison between
associated authentication tags is performed. In some embodiments, the key generation
programming fabric key replaces the test programming fabric key, and the key generation
programming fabric overwrites the test programming fabric. Alternately, in some embodiments,
the key generation programming fabric is identical to the test programming fabric that is already
present in FPGA 710 at this stage. The key generation programming programmer also stores an
encrypted key generation programming executable in NAND flash memory 735 and the
associated key generation programming executable key in module 700 (e.g., in FPGA 710,
FROM 715 or NAND flash memory 735).

[0095] Note that the key generation programming programmer may need to supply the lock

key in order to be able to program FPGA 710. I the supplied lock key fails to unlock FPGA 710
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for programming, the module may immediately join the other modules (if any) that failed any
previous test. Alternately, the module may be tested to determine if the module hardware is
flawed or if its programming or keys have been tampered with. For example, the module may be
re-programmed with the test programming. If the test programming operates normally after this
re-programming, then it is likely that the initially-installed test programming had been tampered
with or corrupted. The module may then join the other modules (if any) that failed any previous
test

[0096] At block 815, the key generation programming programmer stores a unique module
identification (“ID”} and random number seed in FROM 715. By way of non-limiting example,
the random number seed may be 256 bits long and contain 256 bits of entropy. and the module
ID may be sixteen bytes long. The module ID may include a hardware serial number and a
manufacturing date.

[0097] At block 815, the key generation programming executes to generate a bootstrap key
and a memory protection key. These keys may be, by way of non-limiting example, 256-bit
GCM-AES keys. The generation of these keys may involve using the random number seed
stored in FROM 715 as a seed value for a pseudorandom number generator that forms part of
random number generator block 750. The pseudorandom number generator may generate
pseudorandom numbers that may be used as keys or passed through a hashing algorithm to
generate the two keys. Alternately, or in addition, random number generator block 750 may
itself generate true random numbers that may be used as the two keys or passed through a hash
algorithm to generate the two keys. Alternately, generated random numbers may be combined
with one or more input random numbers using a mixing function, such as XOR. An alternate

mixing function that may be used is the GCM-AES encryption algorithm, which may accept
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random or pseudorandom numbers as any, or a combination, of the encryption key for the
algorithm, the plain text to be encrypted, and the nonce (i.e., the initialization vector). The
resulting data generated by the encryption algorithm may then be used as the final key or keys.
[0098] At block 825, the key generation programming encrypts the memory protection key
with the bootstrap key using, by way of non-limiting example, cryptographic co-processor 730.
The encryption operation may accept the module 1D, the random number stored in FROM 715,
and other FROM contents as additional data. Alternately, the encryption operation may accept
the random number stored in FROM 715 and other FROM contents as additional data and the
module ID as the nonce. Thus, the encryption operation of the GCM-AES algorithms produce
an encrypted memory protection key and an encryption authentication tag. The bootstrap key
and the encryption authentication tag are stored in unencrypted form in NAND flash memory
735. A portion of NAND flash memory 735 is set aside to store data encrypted using the
memory protection key. In this manner, the module is provisioned with a secure portion of
NAND flash memory 735 that is used to contain protected data. Note that, in some
embodiments, the memory protection key never leaves the module in unencrypted form. In some
embodiments, the memory protection key never leaves integrated circuit 705.

[0099] At block 830, the encrypted memory protection key is passed outside module 700
through SD interface using a special command that is only available in the key generation
programming. Alternately, or in addition, the encrypted memory protection key is passed out of
the module via JTAG interface 770. The encrypted memory protection key is then returned to
module 700 via JTAG interface 770 and stored in FROM 715. Note that in some embodiments,
FPGA 710 cannot write to FROM 715, and the only way to store data in FROM 715 is via JTAG

physical connectors 775. In such embodiments, passing the encrypted memory protection key
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outside of module 700 allows it to be stored in FROM 715. Note that the memory protection key
never exists outside of the module in an unencrypted form.

[00100} At this stage, the module may be transferred to a general operation programming
programmer, which may be a different entity from the key generation programming programimer.
Alternately, the general operation programming programmer may be the same entity as the key
generation progranuming programiner.,

[00101] At block 835, general operation programming fabric is installed in FPGA 710. The
installation procedure is essentially the same as the installation procedure for the test
programming fabric. Thus, a general operating programming fabric key is stored in module 700
(e.g., in FPGA 715 in distributed form), the general operation programming fabric is encrypted
using the key, an encryption authentication tag is generated and a file with a header containing
the encryption authentication tag is inserted into module 700, which decrypts the general
operation programming fabric and stores it in FPGA 710. In alternate embodiment, the key
generation programming fabric is used as the general operation programming fabric, i.e., no new
fabric is installed as the general operation programming fabric.

[00102] In addition, a general operation programming executable is encrypted using memory
protection key and stored in NAND flash memory 735. The authentication tag associated with
encrypting the general operation programming executable is also stored in nonvolatile memory
(e.g., a portion of NAND flash memory 735 that may be encrypted using the memory protection
key).

[00103] In addition, a boot programming executable associated with the general operation
programming is encrypted using the memory protection key and stored in a boot area of NAND

flash memory 735. The encryption authentication tag that results from encrypting the boot
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programming is stored in nonvolatile memory (e.g., FPGA 710, NAND flash memory 735 or
FROM 715).

[00104]  After validating that the general operation programming is operational, at block 840,
the data stored in FPGA 710 is made permanent. This may be accomplished via, by way of non-
limiting example, blowing antifuses. ACTEL’s FuseLock technology may be used to that end.
Note that at this stage, at least a portion of the countents of FROM 715, including the encrypted
memory protection key, are only internally accessible to module 700,

[00105]  The boot programming is responsible for loading the general operation programming
executable from NAND flash memory 735 to RAM 745 during normal operation. More
particularly, each time the module starts up, the module transfers the bootstrap key from NAND
flash memory 735 into FPGA 710. There, the bootstrap key is used to decrypt the memory
protection key. The decryption operation produces a decryption authentication tag, which is
compared to the encryption authentication tag that is stored in NAND flash memory 735. If the
tags do not match, operation is halted and the module disables further operations. If the tags
match, the decrypted memory protection key is used to decrypt the contents of the boot area of
NAND flash memory 735, ie., the boot programming. Decrypting the boot programming
produces a decryption authentication tag, which is compared with the associated encryption
authentication tag that is stored in nonvolatile memory. Again, if the comparison fails,
operations are disabled and the start-up process is halted. Otherwise, the module transfers the
boot programming executable to RAM 745, where it proceeds to execute. The executing boot
programming then causes the general operation programming executable to begin executing.
Note that the decrypted memory protection key never leaves module 700 during the process of

decrypting the contents of the boot area, or at any other time.
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[00106] Note that encrypting the memory protection key, which is stored in FROM 715, using
the bootstrap key. which is stored in NAND flash memory 735, mitigates against an attack
against either of NAND flash memory 735 or FROM 715 alone. An attacker must have both the
bootstrap key and the contents of FROM 715 to decrypt the memory protection key, which is
required to correctly decrypt the contents of the portion of NAND flash memory 735 whose data
is encrypted using the memory protection key.

[00107] However, even if an attacker knows the bootstrap key, he or she cannot access the
unencrypted memory protection key. More particularly, once the data stored in FPGA 710 and
FROM 715 is made permanent, JTAG interface 770 is useless, rendering JTAG physical
connector 775 useless as well. Thus, the encrypted memory protection key cannot be read out
via JTAG interface 770 and JTAG physical connector 775. Likewise, the encrypted memory
protection key cannot be read out via interface 760 and physical connector 763, as the general
operation programming provides no commands or other means to access the entire contents of
FROM 715 (although the module ID may still be read via physical connectors 765). Thus, to
successfully crack the memory protection key, an attacker must somehow gain access to both
NAND flash memory 735 (which stores the bootstrap key) and FROM 715 (which stores the
encrypted memory protection key).

[00108] Note that blocks 810, 815, 830, 835 and 840 may be performed by software external
to module 700. Blocks 820 and 825 may be performed by the key generation programming. The
external software may automatically invoke the key generation programming at blocks 320
and 825.

[00109] Fig. 9 is a flowchart depicting general operation programming authentication and

memory protection key authentication according to an embodiment of the present invention.
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Whenever the module is started (e.g., by applying power), the memory protection key and
general operation programming executable are authenticated. This process begins by retrieving
the bootstrap key from NAND flash memory 735. At block 905, the memory protection key is
decrypted using the bootstrap key. This decryption results in a decryption authentication tag.
Thus, at block 910 the decryption authentication tag for the memory protection key is compared
with the encryption authentication tag, stored in NAND flash memory 735, for the memory
protection key. Likewise, at block 910 the decryption authentication tag for the general
operation programming executable is compared with the corresponding encryption
authentication tag, which is stored in nonvolatile memory. If either of these comparisons reveal
that the encryption tag does not match the decryption tag, at block 915, operations of the module
are disabled. In some embodiments, no operations are available if the comparison fails. That is,
in some embodiments, a failed comparison at block 915 causes the module to permanently enter
“brick mode,” that is, provide no operations whatsoever, If the comparisons both result in
matches, then the mod.ule is available for operations. In particular, the memory protection key
may be used to encrypt data written to a portion of NAND flash memory 735.

[00110] The installed general operation programming is responsible for initiating and
executing the processes described in detail in reference to Figs. 10-13. Note that some of these
processes involve communication with outside entities,

[00111] Once the module has authenticated the general operation programming and memory
protection key, and once the module is coupled with a device (e.g., a mobile phone), the module
may upload to the device software that executes in the device in support of module operations.
Such software may be initially stored in the moduie’s nonvolatile memory and may be uploaded

to the module along with, by way of non-limiting example, the general operation programming,
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[00112] Fig. 10 is a flowchart depicting universal key table provisioning according to an
embodiment of the present invention. According to some embodiments of the present invention,
each module is provisioned with a universal key table, which is identical in each module.
Modules may, in general, be provisioned with additional key tables. Note that key tables
according to some embodiments of the present invention include a key table identifier and
multiple cryptographic keys, each associated with an index. Such indices allow communicating
entities to determine whether they are in possession of an identical key by simply communicating
the key table’s identifier and the key’s index, without disclosing the key itself. “Key tables,” as
that term finds meaning in U.S. Patent No. 7,325,133 entitled “Mass Subscriber Management” to
Fascenda, the disclosure of which is incorporated by reference, may be implemented as the key
tables referred to herein in certain embodiments of the present invention. In some embodiments
of the present invention, the key tables are accompanied by additional data, such as policy or
permission information. As discussed elsewhere herein, each module also contains keys that are
unique to that module.

[00113] Provisioning a module with the universal key table begins at block 1005, where the
module internally generates a universal key table import key. The universal key table import key
may be generated using the module’s random number generator block 750. In some
embodiments, the universal key table import key is a 256-bit GCM-AES key.

[00114] At block 1010, the universal key table import key is encrypted using the public key of
a master module. A “master module” is a module as described herein as module 700 in Fig. 7
but that additionally contains a private key of an asymmetric key pair. Such a key pair may be
generated using random number generator block 750. The public key of such a key pair is made

publicly available, while the private key may be encrypted using the memory protection key and
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stored in NAND flash memory 735 or FROM 715. Block 1010 concludes with the module to-
be-provisioned outputting its encrypted universal key table import key.

[00115] The output encrypted universal key table import key is received by the master
module, which decrypts it using its private key. The master module stores a universal key table
using a table protection key, which it also stores, e.g., in the master module’s NAND flash
memory, encrypted using the master module’s memory protection key. The master module
encrypts the table protection key using the universal key table import key of the module to be
provisioned. If the universal key table has associated permission or policy information, that
information may be separately encrypted or encrypted using the same table protection key. The
master module then sends the encrypted table protection key and the encrypted universal key
tabie to the module to be provisioned. In some embodiments, the decrypted universal key table
import key never exists outside any module, including the master module, in unencrypted form.
[00116] In some embodiments, the master module delivers the same universal key table,
encrypted using the same table protection key, to every requesting module, In other
embodiments, the master module periodically (e.g., daily, weekly or monthly) generates a new
table protection key, encrypts the universal key table using the new key, and replaces the
previously encrypted universal key table with the newly encrypted universal key table in storage.
Over the course of the period, the master module delivers the universal key table encrypted using
the same table protection key for that period.

[00117] In some embodiments, the master module stores the encrypted universal key table
externally, e.g.. in a hard drive. In some embodiments, the master module stores all of its key

tables externally, e.g., in a hard drive, in encrypted form.

38



WO 2010/014934 PCT/US2009/052458

[00118] At block 1015, the module receives the encrypted universal key table, which is
encrypted with the table protection key. The module decrypts the table protection key using its
universal key table import key, decrypts the universal key table using the decrypted table
protection key, encrypts the universal key table using the memory protection key of the module,
and stores the universal key table in the portion of the module’s NAND flash memory that is
encrypted using the memory protection key of that module. Note that the operations referred to
in the previous sentence occur entirely inside of the module.

[00119] At this point, the module has access to every key in the universal key table.
Accordingly, the module can enable secure communications between a device to which it is
operably coupled and any other device that is operably coupled to a module that also contains a
copy of the universal key table. In particular, communications between such devices may be
encrypted using a shared key that is present in the universal key table. In some embodiments,
shared keys form the universal key table are used to exchange random numbers, which are then
used to generate keys used to encrypt communications. The keys present in the universal key
table may be used to secure communications or authenticate communicating entities as described
in U.S. Patent No. 7,325,134 entitled “Localized Network Authentication And Security Using
Tamper-Resistant Keys” to Fascenda, the disclosure of which is incorporated herein.

[00120] Fig. 11 is a flowchart depicting personalization key provisioning according to an
embodiment of the present invention. A module’s personalization key is, by way of non-limiting
example, a GCM-AES key that is used to encrypt a portion of the module’s NAND flash
memory 735. Thus, after establishing a personalization key as described in reference to Fig. 11,
the module’s NAND flash memory 735 will include at least two encrypted logically partitioned

portions: a portion encrypted using the memory protection key and a portion encrypted using the
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personalization key, described further below. At block 1105, upon initial startup of the module,
the general operation programming detects whether a personalization key is present in the
portion of NAND flash memory 735 that is encrypted using the memory protection key. If not,
at block 1110, the module proceeds to generate a personalization key using random number
generation block 750.

[00121] At block 1115, the general operation programming encrypts the contents of the user
area of NAND flash memory 735 using the personalization key. Note that the “user area” of
NAND flash memory 735 may be accessible when the module is installed into a standard card
reader, such as a SD card reader.  In general, the user arca appears as an external mass storage
module (e.g., an “E: Drive”). Thus, encrypting the user area of the module’s NAND flash
memory 735 protects that area from naive attacks using standard reader hardware and software.
Even if an attacker were to obtain the personalization key by attacking the area of NAND flash
memory 735 that contains it in encrypted form, the attacker would still know nothing about the
data that is stored in the area of NAND flash memory 735 that is protected by the memory
protection key.

[00122] Note that, in some embodiments, access via a standard card reader to the user area of
NAND flash memory 735 is prevented unless a personal identification number (“PIN™) or
password is provided. In such embodiments, the PIN or password typically acts to prevent
access to the user area, while the personalization key is used to encrypt its contents. In some
embodiments, the PIN conforms to the micro SD standard.

[00123] Fig. 12 is a flowchart depicting import key and export key provisioning according to
an embodiment of the present invention. The process described in reference to Fig. 12 may

occur after the bootstrap key, the memory protection key and the personalization key have been
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derived and stored. In general, the process of Fig. 12 may occur once the module is in
possession of an end user and registered.

[00124] Thus, at block 1205, the end user registers the module. This may be controlled by
software stored in the device to which provisioned modules according to embodiments of the
present invention are coupled, e.g., mobile telephones. The end user may be the owner of the
module, in which case, the end user may input his or her identification in response to an owner-
wdentification query issued by software installed in the mobile telephone. By way of non-
limiting example, the first time an end user connects a module according to an embodiment of
the present invention to a mobile telephone, software installed in the mobile telephone securely
connects to a master module or a management entity. Such a management entity may be in
communication with a master module or have access to a repository of key tables and other
information encrypted using parameters of a master module. An exemplary management entity
may have a web portal to which the mobile telephone’s software connects. The mobile
telephone communicates the associated module ID to the master module or management entity,
which stores the module ID and other communicated information. If the end user has input
owner identification, then such identification is also communicational to the master module or
management entity, which stores it in association with the module ID. Otherwise, the master
module or management entity may associate the module ID with the management entity as
owner.

{00125] At block 1210, the general operation programming generates two keys: an import
key and an export key. By way of non-limiting example, the import key and the export key may
each be 256-bit GCM-AES symmetric keys. These keys are encrypted using the memory

protection key and stored in the area of NAND flash memory 735 that is protected by that key.
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At block 1215, the two keys are securely sent to a master module, by way of non-limiting
example, under encryption using the master module’s public key of an asymmetric key pair. The
master module stores the import and export keys in its NAND flash memory (or elsewhere, such
as an external hard disk drive), encrypted with its own memory protection key. The import key
may be subsequently used to encrypt key tables, keys that encrypt key tables, and other
information during transfer to the module that generated it. The export key is used to allow the
module that generated it to securely transfer data stored in, e.g., the user arca of NAND flash
memory 735. Any entity that has access to a module, or other repository, that contains the
sending module’s export key (and that can decrypt it) can decrypt such transferred data. Note
that the import and export keys never exist outside any module in unencrypted form,

{00126f The user may securely transfer data outside of the user’s module to another similarly-
provisioned module, a master module, or any storage repository that may or may not be
connected to a module. To do so, the module may proceed as follows. First, if necessary, the
module decrypfs the data to be transferred using, e.g., the user’s personalization key. That data
is re-encrypted using any shared key, e.g., the module’s export key or a shared key. The data is
then sent to its destination, along with the sending module’s ID and, if necessary, a key table
identifier and key index. Any entity that has access to the key that was used to encrypt the data
(e.g., the sending module’s export key or a shared key) can decrypt the sent data. For example,
if data encrypted using the sending module’s export key was sent to a storage repository via a
web portal, a computer or other device in communication with a master module that has archived
the sending module’s export key may retrieve the data over the web portal and decrypt it using

the export key of the sending module. Thus, data may be securely sent between communication
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entities in real time or non-real time, e.g., by having the sender send encrypted data to a
repository, which the receiver later accesses to retrieve and decrypt the data.

[00127] Fig. 13 is a flowchart depicting provisioning a module with additional key tables or
data according to an embodiment of the present invention. In general, the module may receive
the additional key tables or data from a master module or repository. As discussed above in
reference to Fig. 12, the master module securely holds a private key of an asymmetric key pair
and makes the associated public key publicly available. At block 1305, the receiving module
decrypts its import key using its memory protection key and then encrypts the import key using
the master module’s public key. The receiving module sends its encrypted import key to the
master module at block 1310. The master module uses its private key, which it internally
decrypts using its memory protection key, to decrypt the received import key. Note that blocks
1305 and 1310 may have been previously performed if the master module is one that the
receiving module has previously registered with, e.g., using the techniques described in reference
to Fig. 12.

[00128] The master module or repository then retrieves one or more key tables that were
previously encrypted using a table protection key. or other data. The table protection key or data
is encrypted using the receiving module’s import key and sent to the receiving module. At block
7135, the receiving module receives the encrypted key table(s) or data, internally decrypts the data
or table protection key using its import key, and then uses the import key to internally decrypt
the key tables(s). Finally, the receiving module internally encrypts the additional key table(s) or
data using its memory protection key, and stores the encrypted key table(s) or data in the portion
of its NAND flash memory that is protected by its memory protection key. Alternately, the

receiving module internally encrypts the additional key table(s) or data using its personalization
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key, and stores the encrypted key table(s) or data in the portion of its NAND flash memory that
is protected by its personalization key.

[00129] Note that the same procedure of the above paragraph may be used to securely sign
data sent between two entities that have access to the appropriate modules. The protocol is
changed only by appending signatures to data as opposed to encrypting data, and verifying such
signatures instead of decrypting such data.

[00130] Note that the master module may internally generate key tables using the master
module’s random number generator block, encrypt them using the master module’s memory
protection key, and then store them in the master module’s NAND flash memory. Consequently,
in this embodiment, the additional key tables never exist in unencrypted form outside of any
module. However, encrypted key tables may be transferred between modules or stored in
modules or elsewhere.

[00131]  Certain disclosure herein refers to modules sending or receiving executables, fabrics,
keys or other data. In some embodiments, such communications may be performed in concert
with hardware to which such modules are operatively coupled. By way of non-limiting example,
such hardware includes mobile telephones, personal digital assistants and networked computers.
The communications may be sent and received over communications channels such as, by way
of non-limiting example, cellular telephone networks, the Internet, local area networks (“LAN™)
and wide area networks (“WAN™).

[00132] In some embodiments, executables, fabrics, keys or other data may be stored on one
or more computer readable media, such as, by way of non-limiting example, flash memory,
magnetic disk or optical disk. Such executables, fabrics, keys or other data may be transferred

between entities by transferring the computer readable media on which they are stored.
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[00133] In some embodiments, any number of different entities may perform any of the
provisioning steps described herein.

[00134] In some embodiments, the modules are returned to the base provisioning entity to
have one or more of the following keys installed at the appropriate stage: test programming
fabric key, test programming executable key, key generation programming fabric key, key
generation programming executable key and general operation programming fabric key. The
base provisioning entity may then deliver the modules to the appropriate programming entity for
that stage, together with the properly encrypted programming. Note that in such embodiments,
the programmer does not have access to the programming in unencrypted form, and cannot
retrieve from the module the key(s) necessary to decrypt the encrypted programming it receives
from the base provisioning entity.

[00135] In alternate embodiments, one or more of the following keys may be supplied
separately from its associated programming: test programming fabric key, test programming
executable key, key generation programming fabric key, key generation programming executable
key, general operation programming fabric key and memory protection key. Such separate
delivery may occur via separate electronic messages (e.g., email or file transfer protocol),
separate physical deliveries (e.g., via mail carrier), or a combination. For example, the test
programming fabric key may be stored on a magnetic disk and sent by courier to the test
programming programmer or another entity that inserts the key into the module, and the
encrypted test programming fabric may be made available at a web portal in file transfer protocol
format for the test programming programmer to download.

[00136] Unless otherwise stated, any of the cryptographic keys referred to herein may be

symietric or asymmetric. By way of non-limiting example, any of the cryptographic keys
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referred to herein may have the following number of bits: 128, 256, 512, 1024 and 2048. Any
of the cryptographic keys referred to herein may be used for, by way of non-limiting example,
cryptographic operations using a GCM-AES algorithm.

[00137] Some embodiments of the present invention replace FPGA 710 with an application
Spécific integrated circuits (“*ASIC™). In such embodiments, a single physical connector may be
used to insert programming and to interface with the module for cryptographic operations.
[00138] Types of nonvolatile memory that are suitable for use in embodiments of the present
invention include, by way of non-limiting example, ROM, NOR memory, PROM, EPROM and
EEPROM. For example, any type of nonvolatile memory may be used in addition to, or instead
of NAND flash memory 735.

[00139]1 It will be readily understood by those persons skilled in the art that embodiments of
the present inventions are susceptible to broad utility and application. Many embodiments and
adaptations of the present inventions other than those herein described, as well as many
variations, modifications and equivalent arrangements, will be apparent from or reasonably
suggested by the present invention and foregoing description thereof, without departing from the
substance or scope of the invention.

[00140] At this point it should be noted that remote secure backup in accordance with the
present disclosure as described above typically involves the processing of input data and the
generation of output data to some extent. This input data processing and output data generation
may be implemented in hardware or software. For example, specific electronic components may
be employed in a computer or similar or related circuitry for implementing the functions
associated with remote secure backup in accordance with the present disclosure as described

above. Alternatively, one or more processors operating in accordance with instructions may
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implement the functions associated with remote secure backup in accordance with the present
disclosure as described above. If such is the case, it is within the scope of the present disclosure
that such instructions may be stored on one or more processor readable media (e.g., a magnetic
disk or other storage medium), or transmitted to one or more processors via one or more signals
embodied in one or more carrier waves.

[00141] The present disclosure is not to be limited in scope by the specific embodiments
described herein. Indeed, other various embodiments of and modifications to the present
disclosure, in addition to those described herein, will be apparent to those of ordinary skill in the
art from the foregoing description and accompanying drawings. Thus, such other embodiments
and modifications are intended to fall within the scope of the present disclosure. Further,
although the present disclosure has been described herein in the context of a particular
implementation in a particular environment for a particular purpose, those of ordinary skill in the
art will recognize that its usefulness is not limited thereto and that the present disclosure may be
beneficially implemented in any number of environments for any number of purposes.
Accordingty, the claims set forth below should be construed in view of the full breadth and spirit

of the present disclosure as described herein.

47



WO 2010/014934 PCT/US2009/052458

What is claimed is:

1. A method of securely registering a module for backup, wherein the module comprises at
least one nenvolatile memory and a processor, the method comprising:

provisioning a module;

generating a backup key for the module;

encrypting the backup key using an export key;

transmitting the encrypted backup key and other information to a backup center; and

storing the encrypted backup key and the other information with the backup center.

2. The method of claim 1, wherein the backup key is unique to the module.

3. The method of claim 1, wherein the module comprises a first nonvolatile memory and a

second nonvolatile memory, wherein the first nonvolatile memory and the second nonvolatile

memory are logically partitioned portions of a single physical persistent memory.

4. The method of claim 1, wherein the module lacks a power supply.

5. The method of claim 1, wherein a form factor of the module may be one or more of the

following: a Secure Digital Card (“SD™), mini SD, micro SD, PCMCIA, P2, Compact Flash,

Memory Stick, PRO Memory Stick, PRO Duo Memory Stick, Micro Memory Stick, Multi

Media Card, SmartMedia Memory Card, MultiMedia Memory Card, Reduced Size MultiMedia
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Memory Card, MultiMedia Memory Card Mobile, MultiMedia Memory Card Plus, MultiMedia

Memaory Card Micro, xD Memory Card, SIP, DIP and Universal Serial Bus (*“USB™).

6. A method of securely backing up a module with cryptographic parameters, wherein the
module comprises at least one nonvolatile memory and a processor, the method comprising:
determining whether user blocks or sectors of data have changed on a module;
encrypting the changed blocks or sectors of data using a backup key;
transmitting the encrypted changed blocks or sectors of data to a backup center; and

storing the changed memory blocks or sectors in storage associated with the backup

center.
7. The method of claim 6, wherein the backup key is static.
8. The method of claim 6, wherein the backup key is generated and transmitted to the

backup center with the encrypted changed blocks or sectors of data.

5. The method of claim 6, wherein the module comprises a first nonvolatile memory and a

second nonvolatile memory, wherein the first nonvolatile memory and the second nonvolatile

memory are logically partitioned portions of a single physical persistent memory.

10.  The method of claim 6, wherein the module lacks a power supply.
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11. The method of claim 6, wherein a form factor of the module may be one or more of the
following: a Secure Digital Card (*SD”), mini SD, micro SD, PCMCIA, P2, Compact Flash,
Memory Stick, PRO Memory Stick, PRO Duo Memory Stick, Micro Memory Stick, Multi
Media Card, SmartMedia Memory Card, MultiMedia Memory Card, Reduced Size MultiMedia
Memory Card, MultiMedia Memory Card Mobile, MultiMedia Memory Card Plus, MultiMedia

Memory Card Micro, xD Memory Card, SIP, DIP and Universal Serial Bus (“USB").

12. A method of securely restoring a new module with cryptographic parameters, wherein the
new module comprises at least one nonvolatile memory and a processor, the method comprising:

registering a new module;

reading an original backup key into a master module, the original backup key associated
with an old module;

decrypting the original backup key;

reading a new backup key into the master module, the new backup key associated with
the new module;

reading original user data from backup storage;

decrypting the original user data using the original backup key;

encrypting the decrypted original user data using the new backup key: and

transmitting the user data encrypted using the new backup key to the new module and the

backup storage.

13.  The method of claim 12, further comprising destroying the original user data and the

original backup key.
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14.  The method of claim 12, wherein the steps of decrypting the original backup key,
decrypting the original user data, and encrypting the decrypted original user data occur within

the master module.

i5. The method of claim 12, wherein the module comprises a first nonvolatile memory and a
second nonvolatile memory, wherein the first nonvolatile memory and the second nonvolatile

memory are logically partitioned portions of a single physical persistent memory.

16. The method of claim 12, wherein the module lacks a power supply.

17. The method of claim 12, wherein a form factor of the module may be one or more of the
following: a Secure Digital Card (*SD”), mini SD, micro SD, PCMCIA, P2, Compact Flash,
Memory Stick, PRO Memory Stick, PRO Duo Memory Stick, Micro Memory Stick, Mult
Media Card, SmartMedia Memory Card, MultiMedia Memory Card, Reduced Size MultiMedia
Memory Card, MultiMedia Memory Card Mobile, MultiMedia Memory Card Plus, MultiMedia

Memory Card Micro, xID Memory Card, SIP, DIP and Universal Serial Bus (“USB”).

18. A system for securely registering a module for backup. comprising:

a master module comprising at least a cryptographic key, the master module operable to
encrypt data according to the cryptographic key:

a backup center, in communication with the master module and a module, the backup
center comprising off-site storage and a backup key database, the backup center operable to store

encrypted data from the module and recall data to the module or to a second module.
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19. A system for securely backing up a module with cryptographic parameters, comprising:
A module, the module comprising at least one nonvolatile memory and a processor, the
module in communication with a backup center, wherein the module is operable to encrypt data

changed after a historical time, and transmit the encrypted changed data to the backup center,

20.  The system of claim 19, where the historical time is the time the module last transmitted

encrypted changed data to the backup center.
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