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Title: PACKET PROCESSING METHOD AND DEVICE
REERR - o ik g
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ML L AR AR P bR (Vian
[tag) PRSI 4|, ®h, |
Edis

T IERZE (Vian tag)ill T 44
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8102

PG TH st S104

$102 A FORWARDING APPARATUS RECEIVES A

5104

LAYER 3 FORWARDED PACKET

AT LEAST ACCORDING TO A
PRE-CONFIGURED VIRTUAL LOCAL AREA
NETWORK (VLAN) TAG KEEPING OPTION,
THE FORWARDING APPARATUS
PROCESSES THE PACKET, WHEREIN THE
KEEPING OPTION IS CONFIGURED TO
INDICATE WHETHER TO KEEP THE
ORIGINAL USER VLAN TAG CARRIED IN THE
PACKET

(57) Abstract: Provided are a packet processing method and device. The method comprises: receiving, by a forwarding apparatus, a
layer 3 forwarded packet; and processing, by the forwarding apparatus and at least according to a pre-configured virtual local area
network (vlan) tag keeping option, the packet, wherein the keeping option is configured to indicate whether to keep the original user
vlan tag carried in the packet. The present invention addresses the problem existing in the related art of the loss of a carried original
user vlan tag during layer 3 forwarding of a packet, and ensures packet integrity of the carried original user vlan tag with implement -
ation of layer 3 forwarding of the packet.
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vlan, BHAMNZ vian FIFEE R RUR o BT IEHAR AT DUEFSHE A e 2 AU AT LSRR QINQ #R3CH) —
BHRR, EFUASEREIL QINQ “REAMMAN =R K. NMT+E QINQ IR =ZH
KBEST, $RTT QINQ J5 T IR SCE AN L, s A Hepl el PTN B4 i QINQ R ICAL #E fie

YOI, BRSO AT DU B s B PR S, T e, AT LU
T RSB, HART L ERBRIA TR BT 8, BB T 2 A
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ik AL L

AR S GIRIR B T — FAE AN BT Ak, EARSGI,  EA A BT LA
BEEA AR A T IAT LU PR AR A0

S1, BRIl B =R R IR L

82, F K B RIRTUC I E KB IR AR S vian tag REFILIIUNHZAR SCHEAT AL
B, Horp, ARFFET THEaoa RS B R 5T ( vian tag BEAT IR

AIEHE, FEASIHEE Y, FIARSEEN ] DVBFEEARR T U B R EiE4% (Read-Only
Memory, fAi#%A ROM). BEHIAFE 7 fif#: (Random Access Memory, fAjFKA RAM). #ahif
B WA B A &M R LA R AR A S

AL, AR SE b B AR a] DL bk S ) B RT3 S g 2 e R )
A SN E S AP I

B, RGN RNAZWIE . I fAS Je B R 48 A8 el 2% A0 B8 mT ARTE )5
PRSI, AT RS EREE b, aE RS N R E AT A B R4S
FiE, EATAT BV TSR E R SAT IR AU SR SEBL, AT, AT BURE A IR (A
TR E R IT, JF HAEREEIGOL T, AT ALLAS [T AR BN ST B H sl i 0
I, R e A HE B A S L B R, SR E AT ) 2 R D BR AR
SRR IR ST I, AR AN IR AT A AT 28 BRI P 25 1

CA BT O A K I AR S T 2, JF AN T RRBIA L], 0 T ASUR B AN 7
Kd, AR LA SRS ARt . FLAEAR B KRS AR 2 N, TR B T, 5%
R, Ui, BINASER KRR RSTEEZN .

Tk sEA M

BRI, A W S I O B — AR SCARBE TR SRR A LU A S BUR . ik T
RER A MFEATIROCH =R A, & B P AR HEA ) vian tag R AT, 153
TAESCBUR S =2 5 R Aty EORIE T F 7 R AR HE I viag tag R SCHISEREME IR .
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R ZE K H
L S,
5 6 B = S RO

PITIR A B 26 23 AR TG IC B (R AU R AR 2 vian tag (RAFFIEITON BTk $ S ik
ITACLEE, Forp, Prid R R T T faoons i i S0 A 7 SR 4645 1Y) vian tag SEAT (R FF

2. MRAEBUMESK 1 Prididivk, b, Pridde kst 2RI TISE B 1 R UL RIS AR 2R
vlan tag PRFFLLITONS Prid $i SCREAT AL FEAL G

FIv i e BB 4% MRS P i O e TR 3 SR X T iR RO HEAT AL B, b, il
SRS THE 70 T iR SCH 2 B P-vian FREEIEAT AL HE .

3. MRIRBCRESR 2 Pridfdiik, Horb, ik B sRns AR s P id s e B2 AE I 4% Hh P AL 1Y
AEE WCEAE PN K B i

4. MRIEBCRIZESR 2 Pridi ik, Forb, (EPTIBe s 8eas g MORD I ra o0 205 00 e A4 S st
F MG N, Pk R AR TSE LB I vian tag TR BY 16 THURIRNTE S0 XS ik 4R S AT
AL PR AT HE

2055 Frd R S 5 P R A A 1 vian tag FEFT AR I RIS, MR Bk B0 SRms L8 BT
S NPT P-vlan.

5. MRS 2 PrikiOrik, Hodr, 78 Pl R es S X 45 P A AR ST TR B
BN, FridEe R s R TS L B A vian tag P B 28 TIURNBH 13 SRME X B $R SCat A7 b # A
T

2055 Frd R SC 5 P IR A A I vian tag FEFT AR I RIS, MR Bk B0 S ms kB
ARSI ATIA P-vian BEAT B Ab PR

6. ARMWEARIE SR 2 Prikiorid, Hodr, 78 B Ao es S X 46 1) P (0 4R S (1) 4%
I, BT iE A e A3 TIAE BC S 1K) vian tag £ B3 356 TR 0% S s o BT SRl SC3EAT A
HEE:

2055 Frd R SC 5 B P IR EA A Y vian tag HEAT AR A TR, HE 4 Bk SR g B B
P R SCH B BT P-vlan.

7. CMIROCACHARE, WA THERRET, B
P, BB IR = R AR IR

KPR, B D 2R DR T IE B A AR AR FRAE vian tag R FFIEITON Py B4 SC
BEATARER, Forb, Prd ORaFIEITUN T80 i RS0 P I 645 4 1 vlan tag HEAT fR

FFo

8.  MRIRBAER 7 PriffdeE, H, Pridab A s
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10.

I1.

12.

ALFRELTT,  BE AR ik ORI TRUMVER 198 SR 0 P ik SCakAT A0 2], Joh, frid
R S0 ] TR 20 BTk 4R SC AR 28 B P-vian FREEIEAT AL B

MRISBOMEK 8 Prik e s, b, Prid@iie s Al o Pk i R i 216 M 25 F T Ak 1
AEE WCEAE PN K B i

MG ZER 8 P E, b, FEPTIR S R MO 0 1) 194 6 A0 e A R SR
HHTEDL R, Pk At B H RS

2055 Frd R S 5 P R A A 1 vian tag FEFT AR I RIS, MR Bk B0 SRms L8 BT
S NPT P-vlan.

WHEARAN TR 8 Prid s, Hrh, TERTIREE R ed A X 2 I P 3 4 S ()i & 1S
T, kAP s

2055 Frd R SC 5 P IR A A I vian tag FEFT AR I RIS, MR Bk B0 S ms kB
ARSI ATIA P-vian BEAT B Ab PR
PRI TR 8 Prid s, Hrh, TERTIREE R ed A W2 my H P 03 4 S (s %
PG, Pridab s s o udE.

2055 Frd R SC 5 B P IR EA A Y vian tag HEAT AR A TR, HE 4 Bk SR g B B
P R SCH B BT P-vlan.
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P22

Wb PR R 24

& 2

P22

Ab PR 24

A EE L TE32

K 3
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\ e 7K P-vlan
YE C (RRZEI- 141 Eﬂ%z}:ﬁ%ﬁ vlan tag(ﬁ%)ﬁ%
B C PRI ID | i D1 vl B0 RS

Vlan 100

FE M2 P-vlan

& 4



3/3

WO 2016/188201 PCT/CN2016/076535
$511 —— AR QINQ 440K 4938 b K9 F T XL E
§512 — | & B QINQ ik 448 % 693ty 454 49 Vian cag(#F 2 R A 4792
4
$513 —— R E A P M vian R L P M vian 3 KA %

] P-vlan 44 vlan #13% & 49 H Ao — & vlan 69 1k

v

$514 —| £ARLE

$521 —— AR QINQ k440K 4938 b K9 F IR E

$522 — 1 X E QINQ L4548 X 6935 B 46K 89 Vian rag(A7 ) R H A7
\4

§523 —— A FEMBMA T ZEHE v ivlan ng (FF%) il v ZE

B igvian mg (FF4) 2 69viandnik k09 L bk

)\

s524 —| RARE

$531 —— %A QINQ 440k 934 d R a9 T RXE

§532 — 1 & B QINQ ik 448 % 6955 45 K 49 Vian ag(#5 ) BRAF 4532
V

$533 ——{ K E /7 M vian KA 3 20 2 A vian 2 49 vian £

#F R F) B I E vlan 89501k

\
s538 — ZARE

K s



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2016/076535

A. CLASSIFICATION OF SUBJECT MATTER

HO4L 29/06 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L; HO4Q; HOAW

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

virtual, local, network

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
CNPAT, CNKI, WPI, EPODOC, 3GPP: packet processing, third layer, forwarding, in advance, configuration, virtual local area

network tag, keep, option, indicate, user, original, translation strategy, user side, network side, vlan, tag, transmit+, packet, layer,

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X CN 102263774 A (H3C TECHNOLOGIES CO., LIMITED), 30 November 2011 1-12
(30.11.2011), description, paragraphs [0048]-[0049], [0087]-[0092], [0100]-[0101] and
[0107]-[0111], claims 1-20, and figures 1-3

X CN 102263679 A (H3C TECHNOLOGIES CO., LIMITED), 30 November 2011 1-12
(30.11.2011), description, paragraphs [0039]-[0040], [0079]-[0084], [0093]-[0094] and
[0100]-[0104], claims 1-10, and figures 1-3

A CN 102158422 A (H3C TECHNOLOGIES CO., LIMITED), 17 August 2011 (17.08.2011), 1-12
the whole document

A US 7633956 B1 (CISCO TECH., INC.), 15 December 2009 (15.12.2009), the whole 1-12
document

[ Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or

other means

“P” document published prior to the international filing date
but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the

invention
“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone
“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person
skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search
11 May 2016 (11.05.2016)

Date of mailing of the international search report

27 May 2016 (27.05.2016)

Name and mailing address of the ISA/CN:
State Intellectual Property Office of the P. R. China
No. 6, Xitucheng Road, Jimengiao
Haidian District, Beijing 100088, China

Facsimile No.: (86-10) 62019451

Authorized officer

WANG, Chengmiao
Telephone No.: (86-10) 010-62413573

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT

. ) International application No.
Information on patent family members

PCT/CN2016/076535
Patent Documents referred Publication Date Patent Family Publication Date
in the Report

CN 102263774 A 30 November 2011 US 2015319139 A1 05 November 2015
WO 2011147305 Al 01 December 2011
US 2013064247 A1 14 March 2013
EP2577918 Al 10 April 2013

CN 102263679 A 30 November 2011 None

CN 102158422 A 17 August 2011 None

US 7633956 B1 15 December 2009 US 2010061379 A1 11 March 2010

Form PCT/ISA/210 (patent family annex) (July 2009)



N

[ b BB S
PCT/CN2016/076535

A FR 2R
HOAL 29/06(2006. 01) i

FEIE R % R 23 2% (TPC) B3 [a] i 47 I [ 22 79 2K

EANTPCPY 432

B. o ZR AT

T 2R ) B AR BR S S0k (PR B 73 2R R GL A3 2K 5)
HO4L; HO4Q; HO4W

AL RS Z AT (93 Fo 1 PR SCHR A A O B SRR

7E [ oA 22 e 25 ) Y fE T B8 (B R RO A2 B, R AR A (i AD )
CNPAT, CNKI, WPI, EPODOC, 3GPP: #RZCabE, —JZ, #&k, R3C, Tk, BE, BHREMIRE, R, EI,

/s, A/, JRLG, BNEESERE, AW, MZEM, vlan, tag, transmit+, packet, layer,virtual, local, network
C. AR
% Ry SR AF, LR, FEPMHRBE BRI EIE=S
X CN 102263774 A (BUHAE=EBIEHARFRAF) 20114 114 30H (2011 - 11 - 30) 1-12
B E0048]- [0049] . #5[0087]- [0092]E%. #[0100]- [0101]E%. &
_____________________ [0107]— [O111]1E%, AF)FEKEE1-2000, FHE1-3
X CN 102263679 A (BiIHAE—BIEHAFRAF) 20114 115 30H (2011 - 11 - 30) 1-12
B E0039]- [0040] . 55[0079]- [0084]E%. #[0093]- [0094]E%. &
_____________________ [0100]— [0104]E%, AF)EKEE1-1010, FHE1-3
A CN 102158422 A (BiIHAE =BG HAAIRAR) 20114 87 17H (2011 - 08 - 17) 1-12
_____________________ '8
A US 7633956 Bl (CISCO TECH., INC.) 20094 128 15H (2009 - 12 - 15) 1-12
E9'8

[]aessor ek e i,

LRI R

w FUHSCHR) R ARSEAL.
WARRERIAA R IER T E AR —RR&N
FEEFRERRSRECE AMMELRERE R

A] RSO S BB SRA R BE B S, BN AR B — RS | S0
%E@Eﬁ%ﬁ%i%lﬁ@%%ﬁmﬁ%ﬁmiﬁ(m B
WROSRATE (. R Al 77 4 TR RS

2ATH T [ br BB BRI TR ESRAGL S B30 #

“pr
“p”
“p,”

“n”
“p»

EHIEH AL R 25 oA, S AERAL, (B2 TR

T RS RE S
v TIIXRIA, WA, TR G R
B A B O b
“W,%%wxmx# HPNS B AL £
ST T AR AR B BT 5, Bk &
G
wgr FRERI SO

I P R S 72 1)
20164 5H 11H

I PR R 4 iy H 4
20164 54 27H

TSA/CNfF A FRAD 25 Hohit

rrte N RILAN [ [ 2K &1 1R 7= A=) (TSA/CN)
AR B b RO IE X A PG L3R 65 100088

HEHS (86-10) 62019451

F

HiES0 (86-10)010-62413573

% PCT/ISA/210 (Z5271) (2009%7H)




P R [ 1 3 5
KT AR EFIIE B

PCT/CN2016/076535
K2 3 B & SO Pl Rl 7l Pl
CN 102263774 A 20114F 11H 30H us 2015319139 Al 20154 11H 5H
WO 2011147305 Al 20114F 12H 1H
us 2013064247 Al 20134 3H 14H
EP 2577918 Al 20134 47 10H
----- CN 102263679 A 2011£|511H 30H 36
----- CN 102158422 A 2011£|58H 17H 36
----- us """"""7633956 Bl 2009f|512ﬁ 15H US 2010061379 Al 2010£|53H 11H

3R PCT/TSA/210 (RIGEERIFHE) (200947 H)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - claims
	Page 12 - claims
	Page 13 - drawings
	Page 14 - drawings
	Page 15 - drawings
	Page 16 - wo-search-report
	Page 17 - wo-search-report
	Page 18 - wo-search-report
	Page 19 - wo-search-report

