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2 
APPARATUS , SYSTEM AND METHOD FOR FIG . 5 is an exemplary computing system for implement 

IDENTIFYING AND MITIGATING ing various aspects of the systems and methods described 
MALICIOUS NETWORK THREATS herein . 

FIELD OF THE DISCLOSURE 5 DETAILED DESCRIPTION 

Aspects of the present disclosure involve the identifica Aspects of the present disclosure involve detecting mali 
tion and mitigation of malicious network threats . Network cious network threats , identifying the origin of such threats , 
traffic data is collected from a variety of sources and identifying the location of such threats , and / or mitigate the 
analyzed to identify a potential threat . The threat may then 10 effects of such threats , among other things , in a network . The 
be mitigated according to the type of threat . system may take such actions based on a limited set of 

information concerning network traffic . Aspects of the pres 
BACKGROUND ent disclosure take advantage of various network attributes , 

statistics , behavior and other data as described in U.S. patent 
The Internet and networks in general are infested with 15 application Ser . No. 12 / 698,004 , titled “ Analysis of Network 

numerous malicious actors that use various forms of mal Traffic , ” filed on Feb. 1 , 2010 , the disclosure of which is 
ware to damage computers , steal data and intellectual prop hereby incorporated by reference . 
erty , interrupt communications , extort businesses and indi In one specific example illustrated in FIG . 1 , a network 
viduals , and steal personal data and money , among other 100 configured to collect network traffic and identify mali 
nefarious acts . Thus , numerous different mechanisms have 20 cious networks threats is depicted . The network 100 includes 
been designed and developed to detect , identify , block , a first computer network 110 , which includes a large number 
prevent , mitigate and otherwise thwart such malware . As of different types of interconnected components including 
such defensive technologies have advanced the bad actors routers , switches , gateways , servers , etc. , interconnected 
have developed new malware to continue with their mali with fiber or other communication mediums . In particular , 
cious acts . Thus , there is an ongoing and continuous need to 25 the first computer network 110 includes a plurality of edge 
improve the ability to detect malicious network threats , routers 120-130 around the logical periphery of the first 
identify the bad actors , and / or mitigate the effects of such computer network 110. In one specific example , the first 
threats , and eliminate such threats , among other goals . network 110 may be considered a primary network or 

backbone network that may carry traffic for other networks , 
SUMMARY 30 such as the second computer network 180 . 

Edge routers typically receive and transmit network traffic 
Implementations of the present disclosure involve a sys to and from edge routers of other networks , which may be 

tem and / or method for identifying and mitigating malicious considered peer networks . For example , the first computer 
network threats . More specifically , the system and method network 110 may connect to a second computer network 180 
allow for the analysis of network data collected by a number 35 via an edge router 130 at the logical periphery of the first 
of sources to identify the presence of a malicious network computer network and an edge router 170 at the logical 
threat . Features or the network data may be weighted and periphery of the second computer network 180. Each edge 
analyzed to generate a risk score for predicting malicious router 120-130 has one or more interfaces for sending and 
activities . Malicious threats may then be mitigated accord receiving network traffic . In this example , a first edge router 
ing to the nature of the threat . A database with information 40 130 from the first computer network 110 is connected to a 
related to the identified threat may be updated and informa second edge router 170 from the second computer network 
tion related to the threat may be relayed to third parties . 180. Computing devices 190,195 , such as personal comput 

ers , laptop computers , tablet computers , and other electronic 
BRIEF DESCRIPTION OF THE FIGURES devices , are connected to the second computer network 180 , 

45 but are able to access the first computer network 110 and any 
Aspects of the present disclosure may be better under other networks logically connected to the first computer 

stood and its numerous objects , features , and advantages network 110. Thus , data may travel from one of the com 
made apparent to those skilled in the art by referencing the puting devices 190,195 , through the second network edge 
accompanying drawings . It should be understood that these router 170 , to the first network edge router 130 , and to a 
drawings depict only typical embodiments of the present 50 destination on the first computer network 110 and vice versa . 
disclosure and , therefore , are not to be considered limiting in Each edge router 120-130 of the first computer network 
scope . 110 may also operate a traffic monitoring application for 

FIG . 1 is a system diagram depicting a network , which logging the traffic being routed through the edge router . The 
may be a backbone network , configured to collect network traffic may be logged by taking periodic snapshots that 
traffic and identify malicious network threats from such 55 describe the traffic flowing through the edge router ( e.g. 
network traffic data ; entering or leaving the first computer network 110 ) . For 

FIG . 2 is a flow diagram of one particular method for example , the computing devices 190,195 may each be 
identifying and mitigating malicious network threats , connected to one or more servers that are logically con 
including identifying the threats , creating and updating a nected to the first computing network 110. The first edge 
reputation database , taking mitigating actions against such 60 router may take a snapshot that includes any network data 
threats and / or pushing reputation information to client fire associated with the actions of the computing devices 190 , 
walls and other client defensive systems ; and 195. Details regarding the network data collected are dis 

FIG . 3 is a system diagram outlining one particular cussed below . The snapshots may be provided to one or 
implementation of a system for identifying and mitigating more network flow collectors 140 operating within the first 
malicious network threats ; 65 computer network 110 . 

FIG . 4 is a flow diagram of one particular method for A network flow collector 140 generally receives network 
identifying and mitigating malicious network threats ; data and statistics from one or more traffic monitoring 
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applications , consolidates the data , and provides information SNMP counter may be integrated in each edge router 
related to the identity of who sends and receives network 120-130 and be configured to measure the number of octets 
traffic at each edge router in the first computer network 110 . that have been sent or received by the edge router's inter 
The network flow collector 140 may operate on one of the faces . Thus , the traffic aggregator module may poll the 
edge routers 120-130 or may operate on an independent 5 SNMP counter and determine the amount of network traffic 
system working in association with the edge routers 120 sent to or received at the edge router interface . A traffic rate 
130. The information accumulated by the network flow may be calculated by comparing two readings from the 
collector 140 may for example include , an edge router SNMP counter , determining the difference , and dividing by 
identifier , an interface identifier for the particular edge router the time between the readings . Similarly , SNMP messages 
( in the case of multiple network interfaces per router ) , a 10 can be used to query the current amount of network traffic 
source port , a destination port , an origin Autonomous Sys at any time . A SNMP request for information may be sent to 
tem ( AS ) number , an origin AS name , a destination AS each connected device and network status and usage infor 
number , and / or any other network data information . Such mation may be returned . 
information may also include an estimation or approxima A network mapping enrichment module 142 may also be 
tion of the amount traffic transceived at that particular 15 used to monitor and collect network data . The network 
ingress interface of an edge router 120-130 , as well as the mapping enrichment module 142 is configured to collect 
rate of the traffic flowing through the edge router 120-130 . network data from border gateway protocol ( BGP ) tables 
For example , a computer user may want to visit a website associated with the first computer network's 110 ( a primary 

that is hosted on a server connected to the first computer network ) connectivity relationships with its secondary net 
network 110. The computer user enters in the address of the 20 works ( e.g. the second computer network 180 ) . BGP infor 
website and the user's electronic device 190 may send a mation and tables may also be obtained from third party 
request for data for displaying the website to the second vendors that gather and distribute such collections of data . 
computer network 180. The request may be routed from the The BGP tables include , for example , routing tables that are 
second computer network 180 to the first computer network advertised by secondary networks . The routing tables have 
110 through the edge routers 170 , 130 that logically connect 25 connectivity information ( e.g. , IP addresses , AS paths , etc. ) 
the two networks . The edge router 130 of the first computer that describes which destinations are reachable from a 
network 110 may take a snapshot of the traffic passing particular ingress router in a secondary network that inter 
through the edge router 130 that includes an identifier for the faces with an egress router in the primary network . Further 
edge router 130 , an AS number and name for the computer more , the BGP tables associated with the various secondary 
user's electronic device 190 , and a AS number for the 30 networks can be localized into one or more aggregated BGP 
destination server . This snapshot may then be uploaded to tables within a primary network ( the first computer network 
the network flow collector 140. In another example , the 110 ) , thus providing a more global and complete view of the 
website may be hosted on a server connected to a third primary network's connectivity with its secondary networks . 
network ( not depicted ) via one of the other edge routers In particular , the mapping of network connectivity may 
( 120-128 ) . As data is being passed between the first com- 35 provide egress AS numbers associated with network traffic . 
puter user's electronic device 190 and the server snapshots With egress AS numbers , it can be determined to which 
may be taken of the traffic at each of the edge routers the secondary network ( i.e. , directly interfaced network ) the 
traffic passes through ( here edge router 130 and one of edge traffic is being sent ( via an egress router interface of the 
routers 120-128 ) . The snapshots from each of edge routers primary network ) . Although depicted as a part of the net 
may then be uploaded to the network flow collector 140. 40 work flow collector 140 , the network mapping enrichment 
Thus , the data collected by the network flow collector 140 module 142 may operate independently from the network 
will show traffic entering and leaving the first computer flow collector 140 on an independent system . 
network 110 . Network data that is collected at the network flow col 

The traffic monitoring application may also include a lector 140 and other collection modules may be sent to a 
traffic measurement aggregator module ( not shown ) logi- 45 processing cluster 150 , such as a Hadoop® cluster , where 
cally connected to each edge router interface . The traffic the data from throughout the network is aggregated and 
monitoring application may be located at one or more of the processed . In one example the network data that is retrieved 
edge routers 120-130 , or located somewhere within the first by the network flow collector 140 may be formatted in 
network 110. The traffic measurement aggregator modules comma separated value form ( CSV ) , JavaScript Object 
are configured for collecting network data and statistics to 50 Notation form ( JSON ) , or any other text - based format . The 
provide information related to an amount ( or rate ) of data processing cluster 150 analyzes the network data to identify 
transceived at a particular edge router interface . The traffic malicious traffic patterns using the network data in conjunc 
measurement aggregator module is able to quickly and tion with previously accumulated network data stored in the 
accurately determine the amount ( or rate ) of network traffic reputation database 160. The processing cluster 150 also 
since it is directly associated with each edge router interface . 55 updates a reputation database 160 according to the analysis 
Thus , the traffic measurement aggregator module is typically for future use . In one embodiment , the processing cluster 
more accurate than the traffic measurement provided by the 150 includes a distributed computing system . As data is 
network flow collector 140 since the traffic measurement received from the collector and various modules , it may be 
aggregator module is directly associated with to each edge distributed by a load balancer to ingester nodes . The ingester 
router interface instead of receiving periodic snapshot data . 60 nodes may then further distribute the data to insertion nodes 
The traffic measurement aggregator module generally does which filter , normalize , aggregate , and decorate the data and 
not , however , record who sent or who received this network insert it into a database located in a distributed file system . 
traffic . Referring now to FIG . 2 , a method for identifying and 

In one example , the traffic aggregator module may utilize mitigating malicious network threats 200 is depicted . The 
simple network management protocol ( SNMP ) counters 65 processing cluster 150 receives network traffic data collected 
and / or SNMP messaging to determine the amount of net by the network flow collector 140 , the traffic measurement 
work traffic passing through an edge router interface . A aggregator module , the network mapping enrichment mod 
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ule 142 , and / or any other network data collecting device of lists identifying bad actors and pushes to client firewalls 
( operation 210 ) . Various applications may operate on the ( operations 250 , 260 ) . For example , any traffic from the bot 
processing cluster 150 to analyze the collected data and command computer to the bots may be blocked from passing 
detect malicious network threats by analyzing the network through the first computer network 110 by routing the data 
data as well as network traffic patterns . The processing 5 to a null route that leads to nowhere . In another example , the 
cluster 150 identifies any malicious traffic patterns , mali infrastructure equipment such as routers , switches , and 
cious data , sources of malware , compromised or infected firewalls may include ACLs to only permitting specifically 
computers , computers issuing commands or otherwise con authorized traffic to the infrastructure equipment . An attack 
trolling the compromised / infected computers , suspect net may be mitigated by updating ACLs to specifically block the 
works , and any other malicious network threats ( operation 10 malicious threat . Threats may further be mitigated by pub 
220 ) . The processing cluster 150 also uploads network data lishing information related to the threat . The published 
associated with the identified malicious network activity to information may then be used by third parties to block the 
the reputation database 160 ( operation 230 ) . The system threat on their systems . For example , antivirus and anti 
then takes an appropriate action to mitigate the particular malware producers may use the published information to 
malicious network activity ( operation 240 ) . For example , the 15 provide updates for their software to remove the malware 
system may null route the malicious network traffic , logi utilized by a botnet . 
cally separate a malicious network , and / or take any other In another example , the initial transmission of bots or 
action that effectively eliminates the threat . Information other malware may be identified by the processing cluster 
related to the threat may also be provided to other networks 150 based on a series of the same size packets emanating 
so that they may also block the malicious activity ( operation 20 from a common location and being transmitted to multiple 
250 ) . For example , information related to a malicious threat locations . This pattern may indicate some form of malware 
may be pushed to firewalls on a friendly network so that the distribution . The similarity of the packets may be based on 
firewalls may block any traffic coming from the threat . a statistically analysis of a subset of all of the packets sent 
For example , many forms of malware involve the use of in the actual malware transmission . Other characteristics of 

a botnet . Generally speaking , a botnet is a collection of 25 the transmitted data may also be used to improve the 
malware infected computers that are being used , typically confidence that the algorithm is correctly identifying mal 
without the owner's knowledge , for malicious , illegal , and ware . For example , the system can also identify the port 
otherwise improper purposes . Typically , malware is distrib from which the packets emanate . Data is often sent from 
uted from one or more computers and the malware allows ports 20 ( FTP data transfer ) or 80 ( http ) ; so , data streams 
for a remote user to take control of the infected computer 30 emanating from other ports may be identified as suspicious 
creating a bot . One type of attack that may emanate from a by the processing cluster 150 and one or more mitigating 
botnet is a denial of service ( DOS ) attack . At a high level , operations may be established in response . 
a DOS attack involves sending a large volume of requests to In general , the data available at any given router is sparse 
a website or other service , thereby overwhelming the site due , in part , to the sheer volume of traffic flowing with some 
and causing it to crash or effectively crash by using all of the 35 networks and the practical ability to record and process such 
bandwidth the site has available . The likelihood of success vast amounts of data . However , by collecting the data and 
of such an attack is increased when the attack emanates from then processing collectively in a cluster , greater visibility of 
many machines . Thus , botnets are often used to perform the network overall is provided than at any given edge 
what is referred to as a Distributed DOS ( DDOS ) attack . router . Further , a processing cluster can implement statistical 
Distributed DNS attacks are both difficult to identify and 40 methods and fingerprints to identify traffic likely associated 
prevent because the attack originates from multiple com with some form of malware or other malicious traffic . Past 
puters in multiple locations . network statistics and fingerprint information may be stored 

In operations , network data is collected by the network in the reputation database 160 and accessed by the process 
collector 140 and modules as discussed above ( operation ing cluster 150 at any time . Moreover , the system may be 
210 ) . The network data is then aggregated and processed to 45 configured to learn so that over time as more threats are 
identify a DOS or DDOS attack through traffic patterns , identified and confirmed , fingerprints may be updated and 
volume of traffic , and rate ( operation 220 ) . Assuming , for improved so that should traffic or other network data suggest 
example , that a DDOS attack initially starts with malware a threat , there will be ever increasing confidence that the 
infected computers , and then using network traffic data , the threat is real and not a false positive . 
present system identifies the infected computers by recog- 50 In addition , the processing cluster or other computing 
nizing the occurrence of a DDOS attack and tracing back the device or devices may also access and / or generate reputation 
sources of the attack . Since bots are typically controlled by information for various computing devices accessible and / or 
some other computer , network traffic data may be used to communicating over a network . Besides the data collection 
identify the source of communications to the bot , which may and processing devices and methods described above , repu 
be the bot command computer or computers by tracing 55 tational data may be obtained from open source intelligence 
communications being sent to each bot , back to the com ( OSI ) sources , sensors on various networks ( e.g. , intrusion 
munications origination . Thus , a bot command computer ( s ) detection systems , honeypots , data collected in SPAM sys 
may be identified by tracing communications back from the tems , DNS data , abuse complaint records , etc. The finger 
target of the DDOS attack , to the bots performing the DDOS prints may be combined with such reputational information 
attack , and then to the bot command computer that commu- 60 from the reputation database and collectively used to iden 
nicated with the bots . Information related to the attack , the tify malware , infected computers , computers distributing 
attacking bots , and the bot command computer may be malware , networks from which malware emanates , etc. So , 
uploaded to the reputation database ( operation 230 ) . for example , certain networks connected to the Internet may 
When these various infected or distributing computers are over time become associated with various nefarious activi 

identified , various steps may then be taken to eliminate , 65 ties such as distributing malware , controlling bots , initiating 
reduce or otherwise mitigate the bad actions through the use DOS attacks , etc. Thus , if some of the patterns identified 
of null routes , access control list ( ACL ) blocks , publications above , such as suspicious data emanating from an odd port 
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to various computers , also originate from a network with a Once the data has been decorated , the system sends the 
bad reputation , the system can identify the threat and react decorated data to the reputation database 330 for storage 
accordingly . For example , the system can cut off the server ( operation 450 ) . The reputation database 330 may operate as 
where the data is originating , intercept packets , or even cut a conventional database that is locally or remotely located . 
off the AS number from the broader network . 5 For example , the database 330 may operate on a distributed 

FIG . 3 depicts a more detailed system for identifying and file system operating across multiple servers . The decorated 
data is stored as a record 331-336 in the database 330. The mitigating malicious network threats . In this embodiment , 

the processing cluster 150 includes a data retrieval system records are divided according to the record type , in this case , 
IP address records and domain records . Each record 331-336 and formatting system 320 and the reputation database 160 

includes a database 330 , a machine learning and analysis 10 includes two types of data , human readable data 338 and 
feature data 337. Human readable data 338 includes data that system 340 , and user input 350. In alternative embodiments , is in a user understandable format , while feature data 337 the various computing systems may be combined onto a includes the same information in a computer readable for single computing system or may be further divided into a mat . plurality of discrete systems . FIG . 4 depicts a process for The database 330 may be accessed and modified by a identifying malicious systems . The system is configured to machine learning analysis system 340 and by users 350. The 

retrieve information from a variety of sources about domains machine learning analysis system 340 includes a feature 
and IP addresses that are known to host malicious activity . weighting system 342 , a reputation system 343 , and an 
In general , the data is formatted , aggregated , stored , and attack prediction system 341. The feature weighting system 
analyzed to determine a risk level of an IP or domain and to 20 342 is configured to assign a weight to each feature in a 
predict potential attacks to a network . record that corresponds to a threat associated with that 

A data retrieval system 310 of the processing cluster 150 feature ( operation 460 ) . For example , the feature weighting 
regularly gathers information about IP addresses and system 342 may assign a low weight to features related to 
domains from a variety of trusted sources 300-307 ( opera port 80 ( the default port for unsecure internet connection ) 
tion 400 ) . The sources may include any electronically acces- 25 since it is common to have traffic on port 80. On the other 
sible sources that have been selected by an administrator and hand , the feature weighting system 342 may add a higher 
have information related to the activities of IP addresses and weight to features related to a port that is not associated with 
domains . The sources 300-307 may include honeynets 300 , common activity . 
Open Source Intelligence ( OSINT ) databases 301 , trusted The reputation algorithm 343 may parse through the 
partner databases 302 , intrusion detection system alerts 303 , 30 weighted features to generate a risk score for each IP address 
the origin of spam detected on the network 304 , machine and domain . The reputation algorithm 343 evaluates the 
learning systems 305 , abuse complaints 306 or any other features and also may compare new activity to past activity , 
source of information 307 . determining whether a system fits a profile for a malicious 

The data retrieval system 310 is responsible for the IP address or domain . For example , a computer operating at 
scheduling of retrieving data from the sources 300-307 as 35 an IP address with no firewall operating , ports open , and 
well as communicating in the appropriate manner with each outdated software , may not be an actual threat at a given 
source 300-307 . This may include communicating with the time , but , given the computer's poor security , is likely to be 
sources 300-307 using a conventional network such as the a threat at a later time and receives a higher risk score than 
Internet or an enterprise intranet . For example , a source that a secure computer . The attack prediction system 341 then 
is accessible using the internet may have a specific API for 40 correlates the risk score and changes in the risk score of an 
accessing data stored by the source . The data retrieval IP address or domain to determine if an attack is imminent 
system 310 is capable of connecting to the Internet and ( operation 470 ) . 
communicates with the source using the appropriate API . FIG . 5 illustrates an example general purpose computer 
As data is retrieved by the data retrieval system 310 from 500 that may be useful in implementing the described 

the sources , a data formatting system 320 may filter and 45 technology . The example hardware and operating environ 
package the data into a uniform record format for storage . ment of FIG . 5 for implementing the described technology 
This may be accomplished by passing the received data includes a general purpose computing device in the form of 
through a filtering system 321 configured to remove any a personal computer , server , or other type of computing 
unwanted or malformed information ( operation 410 ) . The device . In the implementation of FIG . 5 , for example , the 
filtered data is then passed to a normalization system 322 50 general purpose computer 500 includes a processor 510 , a 
that repackages the data into a standard format ( operation cache 560 , a system memory 570 , 580 , and a system bus 590 
420 ) . The formatted data may then be passed to an aggre that operatively couples various system components includ 
gator 323 that is configured to combine multiple records for ing the cache 560 and the system memory 570 , 580 to the 
the same IP address or domain into a single record , as well processor 510. There may be only one or there may 
as to remove any duplicate records ( operation 430 ) . 55 than one processor 510 , such that the processor of the 

The aggregated records are transmitted to a decoration general purpose computer 500 comprises a single central 
system 324 that adds tags to the records ( operation 440 ) . The processing unit ( CPU ) , or a plurality of processing units , 
tags include identifiers for the record and may be extracted commonly referred to as a parallel processing environment . 
from the data itself or retrieved from an internal or external The general purpose computer 500 may be a conventional 
source . For example , if a domain has previously been 60 computer , a distributed computer , or any other type of 
encountered , the system may retrieve tagging information computer ; the invention is not so limited . 
from a previously created record . If a domain or IP address The system bus 590 may be any of several types of bus 
has never been encountered before , the system may perform structures including a memory bus or memory controller , a 
a WHOIS lookup to retrieve the registered users or assignee peripheral bus , a switched fabric , point - to - point connec 
of the domain , the domain name , a block of IP addresses 65 tions , and a local bus using any of a variety of bus archi 
associated with the domain , or any other information that tectures . The system memory may also be referred to as 
may be received by a WHOIS lookup . simply the memory , and includes read only memory ( ROM ) 

be more 
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570 and random access memory ( RAM ) 580. A basic interconnected machine or circuit engines within one or 
input / output system ( BIOS ) 572 , containing the basic rou more computer systems . The implementation is a matter of 
tines that help to transfer information between elements choice , dependent on the performance requirements of the 
within the general purpose computer 500 such as during computer system implementing the invention . Accordingly , 
start - up , is stored in ROM 570. The general purpose com 5 the logical operations making up the embodiments of the 
puter 500 further includes one or more hard disk drives or invention described herein are referred to variously as 
flash - based drives 520 for reading from and writing to a operations , steps , objects , or engines . Furthermore , it should 
persistent memory such as a hard disk , a flash - based drive , be understood that logical operations may be performed in 
and an optical disk drive 530 for reading from or writing to any order , unless explicitly claimed otherwise or a specific 
a removable optical disk such as a CD ROM , DVD , or other 10 order is inherently necessitated by the claim language . 
optical media . The foregoing merely illustrates the principles of the 

The hard disk drive 520 and optical disk drive 530 are invention . Various modifications and alterations to the 
connected to the system bus 590. The drives and their described embodiments will be apparent to those skilled in 
associated computer - readable media provide nonvolatile the art in view of the teachings herein . It will thus be 
storage of computer - readable instructions , data structures , 15 appreciated that those skilled in the art will be able to devise 
program engines and other data for the general purpose numerous systems , arrangements and methods which , 
computer 500. It should be appreciated by those skilled in although not explicitly shown or described herein , embody 
the art that any type of computer - readable media which can the principles of the invention and are thus within the spirit 
store data that is accessible by a computer , such as magnetic and scope of the present invention . From the above descrip 
cassettes , flash memory cards , digital video disks , random 20 tion and drawings , it will be understood by those of ordinary 
access memories ( RAMs ) , read only memories ( ROMs ) , and skill in the art that the particular embodiments shown and 
the like , may be used in the example operating environment . described are for purposes of illustrations only and are not 

A number of program engines may be stored on the hard intended to limit the scope of the present invention . Refer 
disk 520 , optical disk 530 , ROM 570 , or RAM 580 , includ ences to details of particular embodiments are not intended 
ing an operating system 582 , a network threat detection 25 to limit the scope of the invention . 
system 584 such as the one described above , one or more 
application programs 586 , and program data 588. A user What is claimed is : 
may enter commands and information into the general 1. A system for identifying malicious threats on a network 
purpose computer 500 through input devices such as a comprising : 
keyboard and pointing device connected to the USB or 30 a computing device including a processor coupled to a 
Serial Port 540. These and other input devices are often system memory , the system memory storing instruc 
connected to the processor 510 through the USB / serial port tions for execution on the processor , the instructions 
interface 540 that is coupled to the system bus 590 , but may configured to cause the processor to : 
be connected by other interfaces , such as a parallel port . A retrieve network data associated with at least one of an 
monitor or other type of display device may also be con- 35 IP address or a domain , wherein the network data 
nected to the system bus 590 via an interface , such as a video comprises information indicating an amount of data 
adapter 560. In addition to the monitor , computers typically transceived by multiple elements of the network ; 
include other peripheral output devices ( not shown ) , such as analyze the network data and identify a malicious 
speakers and printers . network threat by performing the steps of : 

The general purpose computer 500 may operate in a 40 normalizing the network data to a standard format ; 
networked environment using logical connections to one or supplementing the network data with at least one tag 
more remote computers . These logical connections are that identifies the network data ; 
achieved by a network interface 550 coupled to or a part of determining whether the network data indicates that 
the general purpose computer 500 ; the invention is not a series of packets of a same size have been 
limited to a particular type of communications device . The 45 transmitted from a common location to the mul 
remote computer may be another computer , a server , a tiple elements of the network ; 
router , a network PC , a client , a peer device , and typically determining types of ports from which the packets 
includes many or all of the elements described above emanated ; 
relative to the n general purpose computer 500. The logical storing the network data in a database ; 
connections include a local - area network ( LAN ) a wide - area 50 weighting the network data according to a threat 
network ( WAN ) , or any other network . Such networking associated with the network data , wherein the 
environments are commonplace in office networks , enter network data is related to the packets and wherein 
prise - wide computer networks , intranets and the Internet , weighting the network data is based on the types 
which are all types of networks . of ports from which the packets emanated ; and 

The network adapter 550 , which may be internal or 55 generating a risk score for the weighted data ; and 
external , is connected to the system bus 590. In a networked based on the risk score for the weighted data , per 
environment , programs depicted relative to the general pur forming a mitigating action to neutralize the mali 
pose computer 500 , or portions thereof , may be stored in the cious network threat , wherein the mitigating 
remote memory storage device . It is appreciated that the action comprises at least one of a null routing the 
network connections shown are example and other means of 60 malicious network threat , publishing a list identi 
and communications devices for establishing a communica fying a bad actor committing the malicious net 
tions link between the computers may be used . work threat , or logically separating the IP address 

The embodiments of the invention described herein are or domain from the network . 
implemented as logical steps in one or more computer 2. The system as recited in claim 1 , wherein the instruc 
systems . The logical operations of the present invention are 65 tions are further configured to cause the processor to : 
implemented ( 1 ) as a sequence of processor - implemented compare a new activity at the IP address or the domain to 
steps executing in one or more computer systems and ( 2 ) as a past activity at the IP address or the domain ; 
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determine whether the new activity fits a profile for a 7. Amethod for identifying malicious threats on a network 
malicious IP address or domain ; comprising : 

correlate the risk score with a previous malicious threat ; retrieving a network data associated with at least one IP 
and address , wherein the network data comprises informa 

adjust the risk score according to the correlation . tion indicating an amount of data transceived by mul 
3. The system as recited in claim 2 , wherein the instruc tiple elements of the network ; tions are further configured to cause the processor to : analyzing the network data and identify a malicious predict a network - based attack according to at least the network threat by performing the steps of : risk score for the weighted data . normalizing the network data to a standard format ; 4. A method for identifying malicious threats on a network 10 supplementing the network data with at least one tag comprising : that identifies the network data ; retrieving a network data associated with at least one of an determining whether the network data indicates that a IP address or a domain , wherein the network data 

comprises information indicating an amount of data series of packets of a same size have been transmit 
transceived by multiple elements of the network ; ted from a common location to the multiple elements 

analyzing the network data and identify a malicious of the network ; 
network threat by performing the steps of : determining types of ports from which the packets 
normalizing the network data to a standard format ; emanated ; 
supplementing the network data with at least one tag storing the network data in a database ; 

that identifies the network data ; weighting the network data according to a threat asso 
determining whether the network data indicates that a ciated with the network data , wherein the network 

series of packets of a same size have been transmit data is related to the packets , wherein weighting the 
ted from a common location to the multiple elements network data is based on the types of ports from 
of the network ; which the packets emanated , and wherein a lower 

determining types of ports from which the packets 25 weighting is given to network data related to packets 
emanated ; emanating from a type of port that commonly trans 

storing the network data in a database ; mits packets , and 
weighting the network data according to a threat asso generating a risk score for the weighted data , wherein 

ciated with the network data , wherein the network in the risk score is determined based on the weighted data is related to the packets and wherein weighting 30 data and an evaluation of security of a computer the network data is based on the types of ports from operating at the IP address ; and which the packets emanated ; and based on the risk score for the weighted data , performing generating a risk score for the weighted data ; and 
based on the risk score for the weighted data , performing a mitigating action to neutralize the malicious network 

a mitigating action to neutralize the malicious network 35 threat , wherein the mitigating action comprises at least 
threat , wherein the mitigating action comprises at least one of a null routing the malicious network threat , 
one of a null routing the malicious network threat , publishing a list identifying a bad actor committing the 
publishing a list identifying a bad actor committing the malicious network threat , or logically separating the IP 

address or domain from the network . malicious network threat , or logically separating the IP 
address or domain from the network . 8. The method as recited in claim 7 , wherein the risk score 

5. The method as recited in claim 4 , wherein the risk score is generated by : 
is generated by : comparing a new activity at the IP address to a past 

comparing a new activity at the IP address or the domain activity at the IP address or the domain ; 
to a past activity at the IP address or the domain ; determining whether the new activity fits a profile for a 

determining whether the new activity fits a profile for a 45 malicious IP address ; 
malicious IP address or domain ; correlating the risk score with a previous malicious threat ; 

and correlating the risk score with a previous malicious threat ; 
and adjust the risk score according to the correlation . 

adjust the risk score according to the correlation . 9. The method as recited in claim 8 , further comprising 
6. The method as recited in claim 5 , further comprising so predicting a network - based attack according to at least the 

predicting a network - based attack according to at least the risk score for the weighted data . 
risk score for the weighted data . 

40 


