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System and Method for Monitoring a Premises Based on Parsed

Codec Data

BACKGROUND

This description relates to operation of video monitoring networks such as
those used for security, intrusion and alarm systems installed on industrial,
commercial, or residential premises.

It is common for businesses, homes, and other premises to have various types
of systems for monitoring the premises by recording video, which can be used to
determine if there is an emergency on the premises, such as intrusion, fire, accident,
or other emergency situation that may require an alarm condition or other alert.

Systems that are deployed on a physical premises for monitoring and
surveillance of the physical premises can include imaging devices, such video
cameras. Video data are acquired by the imaging devices and raw video data are
encoded using a codec (video encoder/decoder) such that encoded data can be
communicated using fewer network resources than would be needed for

communicating the raw video data.

SUMMARY

As described herein, the encoded video data is sent to a monitoring system and
is used directly by the monitoring system prior to decoding of the encoded data by a
decoder in a codec at the monitoring system, which returns the video data to its
original format. The monitoring system thus processes video with a lower latency.

The monitoring system analyzes the encoded data. The analysis can include
thresholding the data, comparing the encoded data to predefined criteria, or applying
“deep learning” and “behavioral pattern recognition™ analysis techniques to the
encoded data to determine if an emergency state exists on the premises. If the
monitoring system determines that the emergency state exists, an alert, notification, or
other prompt can be sent to an authorized user, such as a police dispatcher, a property
owner, security service, medical service, or other user of the monitoring system.

According to an aspect, a method for detecting conditions at a physical

premises includes receiving, by a computing system, from a video sensor system
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deployed at the physical premises, block-based encoded video data encoded with a
block-based encoder in the video sensor system, parsing, by the computing system,
the block-based encoded video data to extract from the block-based encoded data
macroblock arrays that correspond to areas of a frame of video data reducing, by the
computing system, the macroblock arrays to one or more data clusters and applies, by
the computing system, a pattern recognition algorithm to the one or more data clusters
to detect patterns in the one or more data clusters.

The following may be included in one or more implementations.

The monitoring system determines, by the computer system, from the detected
patterns, irregularities in the one or more data clusters, which correspond to an
occurrences of an event at the physical premises. In some implementations, the
monitoring system applies rules to the event to determine a response. In some
implementations, the response is an alert and the monitoring system generates an alert
based on the determined event and sends the generated alert to a user device. In some
implementations, the one or more macroblock arrays comprise inter-prediction motion
prediction vectors. In some implementations, the one or more macroblock arrays
comprise intra-prediction motion prediction modes. In some implementations, the
one or more macroblock arrays comprise color transform data. In some
implementations, reducing the one or more macroblock arrays to one or more data
clusters applies one or more of principal component analysis, factor analysis, and
cluster analysis. In some implementations, using a pattern recognition algorithm
comprises implementing an artificial neural network pattern recognition algorithm. In
some implementations, the encoded video data is compressed using one of the H.264
codec and the H.265 codec. In some implementations, the one or more macroblock
arrays comprise macroblock density data.

Other aspects include systems and computer program products.

An advantage of using the embedded motion data directly is that fewer
computer operations are required for monitoring, processing, and analysis of the data.
Detailed motion analysis can be performed using embedded motion data directly. An
advantage of the current system includes processing and analysis of higher video
resolutions for monitoring a premises. High definition image processing and analysis

can be performed.
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The details of one or more embodiments of the invention are set forth in the
accompanying drawings and the description below. Other features, objects, and
advantages of the invention is apparent from the description and drawings, and from

the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 is a schematic of an exemplary monitoring system.

FIG. 2 is a schematic diagram of dataflow for the monitoring system.

FIG. 3 is a schematic diagram of an exemplary monitoring system network.

FIG. 4 is a schematic of an exemplary codec.

FIG. 5 is a flow diagram showing processing using encoded video data of
potential events at a physical premises.

FIG. 6 is a diagram showing components of the device for processing data for

the monitoring system.

DETAILED DESCRIPTION

Described is a monitoring system that uses encoded video data for monitoring
a physical premises. The encoded video data is analyzed by the system to determine if
an emergency situation has occurred or is occurring, such as a fire, invasion or other
security breach, property damage, personal injury, or other such emergency situation.
A message, such as a prompt, alert, call, text description, or other message can be sent
to a user of the monitoring system. A user of the monitoring system can include a
police dispatcher, property owner, police officer, security officer, or any other party
authorized to monitor the physical premises.

Referring now to FIG. 1, an example deployment 10 of a monitoring system
20, for example an intrusion detection system, installed at a premises 24, is shown. In
this example, the premises 24 is a commercial premises, but the premises 24 may
alternatively be any type of premises or building, e.g., industrial, etc. The monitoring
system 20 includes a central panel 16, the data processing system 60, and
sensors/cameras 12 disbursed throughout the premises 24. The monitoring system 20
is in communication with a central monitoring station 40 (also referred to as central
monitoring center) via one or more data or communication networks 30 (only one
shown), such as the Internet; the phone system or cellular communication system

being examples of others. The central panel 16 receives signals, such as encoded
3
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video data 54, from several cameras/sensors 12 that send to the central panel 16
information about the status of the monitored premises 24. The encoded data 54 are
forwarded to the data processing system 60. A rules engine (not shown) checks the
processed data. When a particular circumstance or event is determined to have
occurred, such as an emergency event (e.g., an intrusion), the rules engine generates a
message to be transmitted to an authorized user.

The cameras 12 generate video data. Video data can include video and image
data at varying frame rates and resolutions. For example, the video data can be high
definition video, such as 4 megapixel resolution, at 30 frames per second. In another
example, the video data can have a resolution of 640x480 and a frame rate of 10
frames per second. Other frame rates and resolutions are possible. The cameras can
encode the video data using an encoder 52. The encoded data 54 can have a smaller
data footprint than the video data and can facilitate transmission of the data. The
cameras 12 can monitor different areas of the physical premises 24 or overlapping
areas of the physical premises 24. The cameras 12 can be calibrated such that the
monitoring system 20 can compare data received from cameras 12 monitoring the
overlapping areas of the physical premises for data redundancy to improve system
veracity and reduce false alarms. For example, data from each camera 12 can be
marked using an identifier. A rules engine 72 (described in more detail with respect to
FIG. 2, below) can use such an identifier to determine that the data is being received
from cameras 12 set up to “double-check™ one another, affecting how the data are
interpreted or weighted for use in determining if an event has occurred and
determining a response, such as transmitting a message.

The central panel 16 functions as a hub for the cameras 12 on the physical
premises 24. The central panel 16 sends the received signals to the data processing
system 60, using the network 30 if the data processing system is not local. The central
panel 16 manages the signals such that the data processing system 60 is able to
process the encoded data 54 from each of the cameras 12. In some implementations,
the central panel 16 passes the signal directly to the data processing system 60. In
some implementations, the central panel 16 multiplexes the encoded data, holds
unprocessed data in a buffer, or otherwise stores the received data 54 until the data
processor 60 is available (e.g., has available resources) to process the encoded data

54. In some implementations, a server 18 manages a database (not shown) to store



10

15

20

25

30

WO 2017/189351 PCT/US2017/028792

historical data for later access. An exemplary central panel 16 includes a processor
and memory, storage, a user interface and a network interface card (NIC) coupled via
a bus (all not shown). The user interface can include a physical screen, buttons, knobs,
or the like, such that a user present at the physical premises can adjust the monitoring
system 20 settings, such as turning the monitoring system 20 off or on; run system
diagnostics; check the viewing angle of each camera 12; and adjust or perform other
system 20 maintenance or operation.

Also shown in FIG. 1 is the central monitoring station 40. In some
implementations, the central monitoring station 40 can communicate with many
monitoring systems 20 at different physical premises 20. In some implementations, a
dispatch center 44 is part of the central monitoring station 40. The dispatch center 44
includes personnel stations (not shown) and server(s) systems 18 running a program
that populates a database 76 (not shown) with historical data. In one implementation,
the central monitoring station 40 receives encoded video data 54 from one or more of
the cameras 12 at the physical premises 24.

In some implementations, the dispatch center 44 receives message data
detailing the event that has occurred and a recommended response. For example, one
or more of the server 18 and data processing system 60 can be present at the physical
premises 24. The processing of the encoded data 54 can be done at the physical
premises 20 to reduce network usage. In such an example, the message data is sent
from the monitoring system 20 to the dispatch center 44 when the monitoring system
20 determines that a response is needed, such as an alert status or emergency status.

In some implementations, the message data can be sent directly from the
monitoring system 20 to an authorized user, such as an owner of the physical
premises 20, in addition or instead of the dispatch center 44. In some
implementations, the dispatch center 44 is considered an authorized user of the
monitoring system 20.

Referring now to FIG. 2, shows details of the deployment 11 of FIG. 1. The
monitoring system 20 monitors the physical premises 24 by capturing sensor data.
One type of sensor data are video data captured by one or more cameras 12. The
camera 12 encodes the captured data using an encoder 52 and sends the encoded data
54 to the data processing system 60 using the network 30. The data processing system

60 receives the encoded data 54 using an interface (not shown) and routs the data to a
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parser 56. The parser receives the encoded data 54 and parses the encoded data to
extract encoding information from a bitstream representing the encoded data. The
parser can also identify the extracted data type for later use. The parsed data 58 are
sent to one or more modules depending on the identified type of data. For example,
motion vector data can be sent to at least the motion compensation reduction module
62, and color transform data can be sent to at least the color transform reduction
module 64. Once each module has reduced received data to a cluster type, the cluster
data 68 are sent to an aggregator module 70. The aggregator module 70 can apply one
or more pattern recognition algorithms to the cluster data 68. For example, aggregator
may determine that movement occurred at a particular location on the physical
premises. Pattern information is sent to a rules engine 72. The rules engine determines
whether the pattern information represents the occurrence of an event at the physical
premises (e.g., an intrusion) and determines a response (e.g., take no action, send a
message to an authorized user, etc.).

The camera 12 can be any device that can record video data, such as a mobile
phone, digital camera, web camera, video camera, and the like. The camera 12
includes a sensor 50 for recording image data. An encoder 52 is included, typically in
the camera 12 or as a discrete device. The encoder 52 receives the image data from
the sensor 50 output of the camera 12 and encodes the image data (described in more
detail relating to FIG. 4, below) into a format that is used for transmission. For
example, the image data can be encoded using block-based motion compensation and
a transform-based coding framework that take advantage of spatial and temporal
redundancy in a sequence of images in the image data to compress the image data.
Video coding standards such as H.264/AVC (Advanced Video Coding) or H.265 can
be used, though other, non-standard encoding approaches can be used as well.

The data processing system 60 receives the encoded data 58 and prepares the
data for analysis by the aggregator module 70 and the rules engine 72. The data
processing system 60 can include the data processing system 60 described in further
detail in relation to FIG. 7. The exemplary data processing system 60 includes the
parser 56, a plurality of modules for processing the parsed data 58, the aggregator
module 70, and the rules engine 72.

The encoded data 54 are received by the parser 56. The parser 56 extracts the

encoding information to generate parsed data 58. The encoded data 54 is
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decompressed by the parser 56 such that syntax elements specifying are produced
from code words in the encoded bitstream. The series of syntax elements can specify
the coding modes used by the encoder 52 (e.g., context adaptive variable length
coding, context adaptive binary arithmetic coding, etc.), motion vectors, quantized
coefficients, and the like. For example, the parser 56 extracts motion compensation
data, such as the motion vector, from the bitstream and associates the extracted data
with an identifier for later use. The parser 54 can be part of the camera 12, part of the
data processing system 60, or a stand-alone module. For example, the camera 12 can
send only the parsed data 58 over the network 30 to the data processing system 60 in
order to reduce the usage of network resources.

In some implementations, the parser 54 can extract motion vector data,
quantized coefficient data, color transform vectors, inter-prediction data, intra-
prediction data, macroblock density data, and other data from the encoded data
(described in greater detail in relation to FIG. 4).

The parsed data 58 can be sent to a plurality of modules for processing. In
some implementations, the data processing system can include a motion
compensation reduction module 62, an intra-prediction module 64, a density data
module 65, and a color-transform module 66. Each module receives a portion of the
parsed data 58. In some implementations, the motion compensation reduction module
62 receives motion vector data. In some implementations, the intra-prediction module
64 receives intra-frame data which can include gradient density information. In some
implementations, the density data reduction module 65 receives frame density data.
Frame density data can include a number of sub-blocks being used within each
macroblock. In some implementations, the color transform reduction module 66
receives color values. Color values can be YUV (e.g., brightness, luminance or luma,
and chroma) values which are transformed to HSV (e.g., hue, saturation, and lightness
or color value) values. The parsed data 58 can include transform coefficients for each
module. The parsed data 58 can include macroblock array data, intra-frame prediction
data, motion data, and color transform data (described in greater detail in relation to
FIG. 4).

A module reduces the parsed data 58 into cluster data 68. In some
implementations, the parsed data 58 is reduced by the module using techniques such

as principal component analysis (PCA), factor analysis, or cluster analysis. The
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clusters identify relationships in the parsed data 58. Each form of analysis generates
statistical information that represents one or more macroblock regions, frames, or data
types. The cluster data 68 is a statistical association of the data for each data type. For
example, the motion compensation reduction module 62 can encapsulate motion
vector data for a frame for analysis by the aggregation module 70. The cluster data
can indicate trends in the encoded data 54 that can be identified by the aggregator
module 70 and flagged for the rules engine 72.

The aggregator module 70 may receive cluster data 68 indicating uninteresting
macroblock data that does not need to be analyzed further (such as if there is no
motion for a portion of the image data. For example, the aggregation module 70 can
receive principal components, factors, or clustering data indicating motion for a frame
or series of frames. The aggregation module 70 truncates and concatenates the data
arrays for those portions of the cluster data 68 that exhibit no significant changes. The
aggregation module 70 aggregates and transforms the data arrays using pattern
recognition algorithms such that the cluster data 68 becomes more manageable for
rules engine 72 In some implementations, the cluster data 68 contain related data,
such as motion vector data, from a specific period of time that can be analyzed by the
aggregator module 70 for patterns and compared with cluster data 68 from other
modules (e.g. the color transform vector data) for that period of time to determine if a
pattern exists.

In some implementations, the aggregator module 68 can cross-compare
interesting data received from the one or more modules of the data processing system
60 to determine if a pattern exists or to confirm that a pattern exists. For example,
motion vector data can indicated that there was a sudden motion over the last set of
received image data frames for a given macroblock region. The color transform vector
data can be used to confirm that a color gradient experienced significant change for
the same macroblock region over the same period of time. This could indicate, for
example, a slip-and-fall incident on a physical premises 24.

The cluster data 68 that has been aggregated and analyzed for patterns and for
object recognition is sent to a rules engine 72. The rules engine 72 checks the
determined patterns and classified objects and determines whether message data
should be sent to the user device 74. In some examples, the rules engine may

determine that the recognized pattern indicates that nothing is wrong or that normal
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activity is taking place for a particular physical premises 24 or for a particular time of
day.

For example, a department store can be expected to be full of people moving
through the store during operating hours but might not be expected to have people
moving though the store when the store is closed. The rules engine 72 can be
programmed for a particular premises 24 to ensure that message data are sent only
under circumstances specified by the user.

In another example, different types of message data are sent by the rules
engine 72 depending on the type of pattern or object that is recognized from the
processed encoded video data. For example, the monitoring system 20 can initiate a
call to the police when the processed decoded data indicates a likelihood of detection
of an intruder, whereas the monitoring system 20 can simply send a text message to
the user device 74 when the processed data indicates that a front door has been left
open for too long a period of time.

The encoded data 54, the parsed data 58, the cluster data 68, the aggregated
data, and the message data, can be transmitted over a network 30. The network 30 can
include a wireless device 141. Wireless device 141 can include Wi-Fi routers, Wi-Fi
access points, wireless tracking devices, beacons, computing devices, laptops and so
forth. In some examples, wireless device 141 includes cellular networks such as LTE
networks. The wireless device 141 can communicate via the network 30 to the
monitoring system 20 and communicate with the user device 74, the rules engine 72,
the aggregator module 70, and the data processing system 60. In some examples,
wireless device 141 can be a fixed location wireless device, such as fixed location
router or computer. In other examples, wireless device 141 can be discoverable (e.g.,
by the monitoring system 20), when one or more of wireless devices 141 are
connected to a network or connected to a port.

Parsed data 58 includes macroblock arrays from the encoded data 54 which
have been separated from the image data for separate processing by the data
processing system 60. The macroblock arrays include a macroblock array of inter-
prediction motion prediction vectors. The macroblock arrays include a macroblock
array of color transforms. The macroblock arrays include a macroblock array of intra-
prediction modes. The macroblock arrays include macroblock density data. The

parsed data 58 can be sent in real time to the data processing system 60 or
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periodically. The parser 56 can use a pipelined architecture to reduce the overall
reaction time of the system when operating in real-time and to ensure that the freshest
available image data is being sent to the data processing system 60.

Message data can include information such as an instruction, question, alert,
notification, or other such information. The message data can be transmitted in the
format of an SMS message, IVR message, email, push notification, telephone call, or
a similar format. The aggregator module 70 can designate the conditions in which the
rules engine 72 generates and transmits message data 162 to the user device 74. Once
message data has been generated by the rules engine 72, the message data can be
transmitted to the user device 74 using the network 30.

The user device 74 can be used to receive the message data from the rules
engine 72. The user device 74 can include a computer processor, a means for
receiving message data, and a user interface. The user device 74 can be a computer,
mobile phone, tablet, laptop, radio receiver, or other such device. The user device 74
can be a wireless device which can connect to the Interet. The user device can
receive the message data and render an image on a user interface such that the
authorized user can interpret the message.

The database 76 can store data of the monitoring system 20. The database 76
can include a single device or a network of devices. The database 76 can also store
programs used by the monitoring system 20, such as the programs of the data
processing system 60, the aggregator module 70, or the rules engine 72. The database
76 can be local to the monitoring system 20 or in a remote location. The database 76
can communicate with the rest of the monitoring system 20 using the network 30.

Referring now to FIG. 3, an exemplary (global) distributed network topology
for a monitoring system 20 is shown. In FIG. 3 the monitoring system 20 is a
distributed network 81 that is logically divided into a set of tiers or hierarchical levels
80-85.

In an upper tier or hierarchical level 80 of the network are disposed servers
and/or virtual servers 18 running a “cloud computing” paradigm that are networked
together using well-established networking technology such as Internet protocols or
which can be private networks that use none or part of the Internet. Applications that
run on those servers 18 communicate using various protocols such as for Web Internet

networks XML/SOAP, RESTful web service, and other application layer technologies
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such as HTTP and ATOM. The monitoring system 20 has direct links between
devices (nodes) as shown and discussed below.

In one implementation hierarchical level 80 includes a central processing
station 40 comprised of one or more of the server computers 18 and which includes or
receives information from a parser 58, data processing system 60, and aggregator
module 70 as will be described below.

The distributed network 81 includes a second logically divided tier or
hierarchical level 82, referred to here as a middle tier that involves gateways 88
located at central, convenient places inside individual buildings and structures. These
gateways 88 communicate with servers 18 in the upper tier whether the servers are
stand-alone dedicated servers and/or cloud based servers running cloud applications
using web programming techniques. The middle tier gateways 88 are also shown
with both local area network 84 (e.g., Ethemet or 802.11) and cellular network
interfaces 86. In some embodiments wired cameras (not shown) can be included in
aspects of the distributed network 81.

Each gateway 88 is equipped with an access point (fully functional camera
node or “F” camera node) that is physically attached to that access point and that
provides a wireless connection point to other nodes in the wireless network. The links
(illustrated by lines not numbered) shown in FIG. 3 represent direct (single-hop MAC
layer) connections between devices. A formal networking layer (that functions in
each of the three tiers shown in FIG. 3) uses a series of these direct links together with
routing devices to send messages (fragmented or non-fragmented) from one device to
another over the network.

The distributed network 81 includes a third logically divided tier or
hierarchical level 85 that involves one or more cameras 12. An exemplary camera 12
includes a processor device, e.g., a CPU and or other type of controller device that
executes under an operating system, generally with 8-bit or 16-bit logic for simple
camera or 32 and 64-bit logic for integrated camera 12. The camera 12 can have a
relatively small flash/persistent store and volatile memory in comparison with other
the computing devices on the network. The camera 12 can have a network interface
card that interfaces the camera to the network 30. Typically a wireless interface card
is used, but in some instances a wired interface could be used. Alternatively, a

transceiver chip driven by a wireless network protocol stack (e.g.,
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802.15.4/6LoWPAN) can be used as the (wireless) network interface. These
components are coupled together via a bus structure. The camera also includes a
sensor element 50 and a sensor interface that interfaces to the processor. Sensor 50
can be a CCD array sensor, a CMOS sensor, or other image-capturing sensor.

FIG. 4 shows an example codec 90 having a coder control 93 and a decoder
95. An input frame 96 of the video data is divided into macroblock regions. Each
macroblock is used for constructing predicted frames in typical decoding and
associated with transform coefficients. Transform coefficients are generated by the
encoder using a transform process (e.g., discrete cosine transform). The transform
coefficients are produced for the macroblocks of the frame and together represent
quantized transform coefficients data 92. Control data 97 can be retained. The
transform coefficients data 92 can be scaled (e.g., quantized) to reduce data footprint.
The transform coefficients data 92 can be re-ordered and encoded using entropy code
(e.g., context-adaptive variable length coding, context adaptive binary arithmetic
coding, etc.). The encoded coefficients, together with side information required to
decode the macroblock (e.g. macroblock prediction mode, quantizer step size, motion
vector information, etc.) form the encoded data 54 (e.g., a compressed bitstream).

For the codec 90 to restore the input frame 96, the decoder 96 is used. The
quantized macroblock coefficients data 92 are decoded in order to reconstruct a frame
for encoding of further macroblocks. The transform coefficients data 92 are re-scaled
and inverse transformed using a scaling inverse transform 100 (e.g., an inverse
discrete cosine transform). A difference macroblock is generated. A prediction
macroblock is added to the difference macroblock to produce a reconstructed
macroblock, which is a distorted version of the original macroblock due to encoding
data loss. A deblocking filter 101 is applied to reduce the effects of blocking
distortion at the block boundaries and reconstructed reference frame 104 is produced
from a series of macroblocks reconstructed macroblocks.

The parser 56 extracts information from the encoded data 54 using the decoder
96 of the codec 90. For example, the quantized transform coefficients data 92 can be
sent to the one or more modules 62, 64, 65, 66. In some implementations, intra-frame
and inter-frame prediction data 94, which are generated using I-frames (e.g., key
frames or reference frames), is combined with transform and scaling information 91

using, for example, motion compensation 98 to produce (in this case) motion
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estimation data 99. The intra-frame prediction data 94 is generated using a prediction
mode of the codec 96. Samples are predicted using previously decoded samples from
the macroblocks proximate to the macroblock being decoded. Motion data 102 is
generated using the motion compensation 98 and motion estimation 99 modules. The
frame density data (not shown) can include the number and sizes of the macroblocks
being analyzed. For example, a macroblock, which can be typically a size of 16x16
pixels, can be subdivided into one or more 8x8 pixel blocks or 4x4 pixel blocks to
enhance compression fidelity in complex regions of a frame. The size of a macroblock
can be extracted from the encoded data 54 by the parser. The motion data 102, intra-
frame prediction data 94, frame density data, and color transform data (not shown) are
sent by the parser 56 to the one or more modules 62, 64, 66 along with the quantized
transform coefficients data 92 for use in generating cluster data 68. In some
implementations, the intra-frame prediction data 94 and frame density data can be
provide information indicating an anomaly, even if no motion is detected. For
example, frame density information can be compared to a calibrated image (e.g., an
“all clear” image) such that an object that is out of place or obstructing a path can be
detected. For example, if a jar falls off a shelf at a supermarket and spills its contents
on the floor of an aisle, the density data for a particular portion of the image will
indicate a change in the uniformity of the floor of the aisle from what is considered
nominal. For example, a region of a frame might normally have large macroblocks,
indicating uniform image data, but if a new object is introduced to the region, the
macroblock size might be reduced by the encoder to preserve image fidelity, which
can be interpreted as an anomaly. The aggregator module 70 and the rules engine 72
could determine that the floor is covered in debris, which could be dangerous, and
decide to send an alert to the manager. As time passes, the rules engine 72 could
determine that more messages need be sent (e.g., at an increasing frequency) until the
nominal situation is restored.

Referring now to FIG. 5, a block diagram 110 shows a process for detecting
conditions at a physical premises. At step 102, the monitoring system receives from a
video sensor system deployed at the physical premises, block-based encoded video
data that were encoded with a block-based encoder in the video sensor system. At
step 104, the monitoring system parses the block-based encoded video data to extract

from the block-based encoded data macroblock arrays that correspond to areas of a

13



10

15

20

25

30

WO 2017/189351 PCT/US2017/028792

frame of video data. At step 106, the monitoring system reduces the macroblock
arrays to one or more data clusters, and analyzes the data clusters to detect changes in
the data clusters from frame to frame. At step 108, the monitoring system can analyze
the data clusters by applying one or more pattern recognition algorithms to the data
clusters to detect changes in patterns in the data clusters. These pattern recognition
algorithms can be any of well-known types such as supervised and unsupervised
pattern recognition algorithms, which from changes in the detected patterns, can
determine at step 110 whether the changes are irregularities that correspond to an
occurrences of an event at the physical premises. At step 112, the monitoring system
applies rules to the determined event to formulate an appropriate response. At step
114, a response is sent. In some implementations, the response is an alert that is
generated based on the determined event and send to a user device.

FIG. 6 is a block diagram 130 showing examples of components of the
monitoring system 20. User device 74 can be any sort of computing device capable of
taking input from a user and communicating over networks 141, 30 with a data
processing system 60 and/or with other client devices. User device 74 can be a
mobile device, a desktop computer, a laptop, a cell phone, a personal digital assistant
("PDA"), a server, an embedded computing system, a mobile device and so forth.

The data processing system 60 can be a variety of computing devices capable
of receiving data and running one or more services. In an example, system 60 can
include a server, a distributed computing system, a desktop computer, a laptop, a cell
phone, a rack-mounted server, and the like. The data processing system 60 can be a
single server or a group of servers that are at a same position or at different positions
(i.e., locations). The data processing system 60 and user device 74 can run programs
having a client-server relationship to each other. Although distinct modules are
shown in the figures, in some examples, client and server programs can run on the
same device. In some examples, the parser 56, the aggregator 70, and other
components can be included in the data processing system 60.

System 60 can receive data from the camera 12 and/or client device 74
through input/output (I/O) interface 144. 1/O interface 144 can be a type of interface
capable of receiving data over a network, including, e.g., an Ethernet interface, a
wireless networking interface, a fiber-optic networking interface, a modem, and so

forth. System 60 also includes a processing device 160 and memory 148. A bus
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system 158, including, for example, a data bus and a motherboard, can be used to
establish and to control data communication between the components of system 60.

Processing device 160 can include one or more microprocessors. Generally,
processing device 160 can include an appropriate processor and/or logic that is
capable of receiving and storing data, and of communicating over a network (not
shown). Memory 148 can include a hard drive and a random access memory storage
device, including, e.g., a dynamic random access memory, or other types of non-
transitory machine-readable storage devices. Memory 148 stores computer programs,
such as the data processing program 154, which are executable by processing device
160. These computer programs include an aggregator 70 for implementing the
operations and/or the techniques described herein. The aggregator 70 can be
implemented in software running on a computer device, hardware or a combination of
software and hardware.

Implementations of the subject matter and the functional operations described
in this specification can be implemented in digital electronic circuitry, in tangibly-
embodied computer software or firmware, in computer hardware, including the
structures disclosed in this specification and their structural equivalents, or in
combinations of one or more of them. Implementations of the subject matter
described in this specification can be implemented as one or more computer
programs, i.e., one or more modules of computer program instructions encoded on a
tangible program carrier for execution by, or to control the operation of, a processing
device. Alternatively or in addition, the program instructions can be encoded on a
propagated signal that is an artificially generated signal, e.g., a machine-generated
electrical, optical, or electromagnetic signal that is generated to encode information
for transmission to suitable receiver apparatus for execution by a processing device.
A machine-readable medium can be a machine-readable storage device, a machine-
readable storage substrate, a random or serial access memory device, or a combination
of one or more of them.

The term “processing device” encompasses all kinds of apparatus, devices,
and machines for processing information, including by way of example a
programmable processor, a computer, or multiple processors or computers. The
apparatus can include special purpose logic circuitry, e.g., an FPGA (field

programmable gate array) or an ASIC (application-specific integrated circuit) or RISC
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(reduced instruction set circuit). The apparatus can also include, in addition to
hardware, code that produces an execution environment for the computer program in
question, e.g., code that constitutes processor firmware, a protocol stack, an
information base management system, an operating system, or a combination of one
or more of them.

A computer program (which may also be referred to as a program, software, a
software application, a script, or code) can be written in any form of programming
language, including compiled or interpreted languages, or declarative or procedural
languages, and it can be deployed in any form, including as a stand-alone program or
as a module, component, subroutine, or other unit suitable for use in a computing
environment. A computer program may, but need not, correspond to a file in a file
system. A program can be stored in a portion of a file that holds other programs or
information (e.g., one or more scripts stored in a markup language document), in a
single file dedicated to the program in question, or in multiple coordinated files (e.g.,
files that store one or more modules, sub-programs, or portions of code). A computer
program can be deployed to be executed on one computer or on multiple computers
that are located at one site or distributed across multiple sites and interconnected by a
communication network.

The processes and logic flows described in this specification can be performed
by one or more programmable computers executing one or more computer programs
to perform functions by operating on input information and generating output. The
processes and logic flows can also be performed by, and apparatus can also be
implemented as, special purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application-specific integrated circuit) or RISC.

Computers suitable for the execution of a computer program include, by way
of example, general or special purpose microprocessors or both, or any other kind of
central processing unit. Generally, a central processing unit will receive instructions
and information from a read-only memory or a random access memory or both. The
essential elements of a computer are a central processing unit for performing or
executing instructions and one or more memory devices for storing instructions and
information. Generally, a computer will also include, or be operatively coupled to
receive information from or transfer information to, or both, one or more mass storage

devices for storing information, e.g., magnetic, magneto-optical disks, or optical
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disks. However, a computer need not have such devices. Moreover, a computer can
be embedded in another device, e.g., a mobile telephone, a smartphone or a tablet, a
touchscreen device or surface, a personal digital assistant (PDA), a mobile audio or
video player, a game console, a Global Positioning System (GPS) receiver, or a
portable storage device (e.g., a universal serial bus (USB) flash drive), to name just a
few.

Computer-readable media suitable for storing computer program instructions
and information include all forms of non-volatile memory, media and memory
devices, including by way of example semiconductor memory devices, e.g., EPROM,
EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks or
removable disks; magneto-optical disks; and CD-ROM and (Blue Ray) DVD-ROM
disks. The processor and the memory can be supplemented by, or incorporated in,
special purpose logic circuitry.

To provide for interaction with a user, implementations of the subject matter
described in this specification can be implemented on a computer having a display
device, e.g., a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for
displaying information to the user and a keyboard and a pointing device, e.g., a mouse
or a trackball, by which the user can provide input to the computer. Other kinds of
devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, e.g., visual
feedback, auditory feedback, or tactile feedback; and input from the user can be
received in any form, including acoustic, speech, or tactile input. In addition, a
computer can interact with a user by sending documents to and receiving documents
from a device that is used by the user; for example, by sending web pages to a web
browser on a user’s client device in response to requests received from the web
browser.

Implementations of the subject matter described in this specification can be
implemented in a computing system that includes a back-end component, e.g., as an
information server, or that includes a middleware component, e.g., an application
server, or that includes a front-end component, e.g., a client computer having a
graphical user interface or a Web browser through which a user can interact with an
implementation of the subject matter described in this specification, or any

combination of one or more such back-end, middleware, or front-end components.
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The components of the system can be interconnected by any form or medium of
digital information communication, e.g., a communication network. Examples of
communication networks include a local area network (“LAN") and a wide area
network (“WAN?), e.g., the Internet.

The computing system can include clients and servers. A client and server are
generally remote from each other and typically interact through a communication
network. The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each
other. In another example, the server can be in the cloud via cloud computing
services. In addition, the logic flows depicted in the figures do not require the
particular order shown, or sequential order, to achieve desirable results. In addition,
other actions may be provided, or actions may be eliminated, from the described
flows, and other components may be added to, or removed from, the described
systems. Likewise, actions depicted in the figures may be performed by different
entities or consolidated.

Elements of different embodiments described herein may be combined to form
other embodiments not specifically set forth above. Elements may be left out of the
processes, computer programs, Web pages, etc. described herein without adversely
affecting their operation. Furthermore, various separate elements may be combined
into one or more individual elements to perform the functions described herein.

Other implementations not specifically described herein are also within the

scope of the following claims.
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WHAT IS CLAIMED IS:
1. A method for detecting conditions at a physical premises, the method
comprising:

receiving, by a computing system, from a video sensor system deployed at the
physical premises, block-based encoded video data encoded with a block-based encoder
in the video sensor system;

parsing, by the computing system, the block-based encoded video data to extract
from the block-based encoded data macroblock arrays that correspond to areas of a frame
of video data;

reducing, by the computing system, the macroblock arrays to one or more data
clusters; and

applying, by the computing system, a pattern recognition algorithm to the one or

more data clusters to detect patterns in the one or more data clusters.

2. The method of claim 1 further comprising:

determining, by the computer system from the detected patterns, irregularities in
the one or more data clusters, which correspond to an occurrences of an event at the
physical premises;

applying rules to the event to determine a response.

3. The method of claim 2 wherein the response is an alert and the method
further comprises:
generating an alert based on the determined event; and

sending the generated alert to a user device.

4. The method of claim 1, wherein the one or more macroblock arrays

comprise inter-prediction motion prediction vectors.

19



WO 2017/189351 PCT/US2017/028792

5. The method of claim 1, wherein the one or more macroblock arrays

comprise intra-prediction motion prediction modes.

6. The method of claim 1, wherein the one or more macroblock arrays

comprise color transform data.

7. The method of claim 1, wherein reducing the one or more macroblock
arrays to one or more data clusters applies one or more of principal component analysis,

factor analysis, and cluster analysis.

8. The method of claim 1, wherein using a pattern recognition algorithm

comprises implementing an artificial neural network pattern recognition algorithm.

9. The method of claim 1, wherein the encoded video data is compressed

using one of the H.264 codec and the H.265 codec.

10. The method of claim 1, wherein the one or more macroblock arrays

comprise macroblock density data.

11. A system for detecting conditions at a physical premises, the system
comprising:
one or more camera sensors deployed at the physical premises;
a central monitoring station, the central monitoring station comprising a data
processing system configured to perform operations comprising:
receiving, from a video sensor system deployed at the physical premises,
block-based encoded video data encoded with a block-based encoder in the video
sensor system;
parsing the block-based encoded video data to extract from the block-
based encoded data macroblock arrays that correspond to areas of a frame of

video data;
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reducing the macroblock arrays to one or more data clusters; and
applying a pattern recognition algorithm to the one or more data clusters to

detect patterns in the one or more data clusters.

12. The system of claim 11 wherein the operations further comprise:

determining, by the computer system from the detected patterns, irregularities in
the one or more data clusters, which correspond to an occurrences of an event at the
physical premises;

applying rules to the event to determine a response.

13. The system of claim 12 wherein the response is an alert and the operations
further comprise:
generating an alert based on the determined event; and

sending the generated alert to a user device.

14. The system of claim 11, wherein the one or more macroblock arrays

comprise inter-prediction motion prediction vectors.

15. The system of claim 11, wherein the one or more macroblock arrays

comprise intra-prediction motion prediction modes.

16.  The system of claim 11, wherein the one or more macroblock arrays

comprise color transform data.

17.  The system of claim 11, wherein reducing the one or more macroblock
arrays to one or more data clusters applies one or more of principal component analysis,

factor analysis, and cluster analysis.

18. The system of claim 11, wherein using a pattern recognition algorithm
comprises implementing an artificial neural network pattern recognition algorithm.
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19. The system of claim 11, wherein the encoded video data is compressed

using one of the H.264 codec and the H.265 codec.

20. One or more machine readable hardware storage devices storing
instructions that are executable by one or more processing devices of a data processing
system to perform operations comprising:

receiving, from a video sensor system deployed at the physical premises, block-
based encoded video data encoded with a block-based encoder in the video sensor
system,;

parsing the block-based encoded video data to extract from the block-based
encoded data macroblock arrays that correspond to areas of a frame of video data;

reducing the macroblock arrays to one or more data clusters; and

applying a pattern recognition algorithm to the one or more data clusters to detect

patterns in the one or more data clusters.
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