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2 
SIGNATURE VERIFICATION SYSTEM , All the elements in the verification equations that are not 
SIGNATURE - DEVICE , VERIFICATION included in o are public keys . 

DEVICE , AND SIGNATURE VERIFICATION The system in non - patent literature 4 allows a signature to 
METHOD be composed of a smaller number of group elements than the 

system in Non - patent literature 3. This method , however , 
TECHNICAL FIELD provides security only in groups based on asymmetric 

bilinear mapping , and there is specific attack in groups based The present invention relates to a signature verification on symmetric bilinear mapping , which is used often in system , a signature device , a verification device , and a encryption protocols . signature verification method that provide a digital signature 10 
method which is easy to use in encryption protocols . PRIOR ART LITERATURES 

5 

BACKGROUND ART Non - Patent Literatures 

A digital signature is a value s that can be calculated only 15 
when a signer who knows a secret key sk corresponding to Non - patent literature 1 : Jan Camenisch and Anna Lysy 
a public key pk uses the secret key sk correctly for a message anskaya , " Signature Schemes and Anonymous Credentials 
M , and the value is used as an electronic signature . Any form Bilinear Maps , ” Crypto 2004 , LNCS 3152 , pp . 56-72 
party can verify the validity of the correctly calculated Non - patent literature 2 : Matthew Green and Susan 
signature by using the public key pk , and any third parties 20 Hohenberger , “ Universally Composable Adaptive Oblivious 
that do not know the secret key sk cannot obtain the valid Transfer , " IACR e - Print archive , 2008/163 [ retrieved on 
signature s . Dec. 31 , 2011 ] , Internet < URL http://eprint.iacr.org/cgi-bin/ 

The digital signature is used as a basic element in a variety getfile.pl?entry=2008/163&version=20080806 : 
of encryption protocols used for electronic money , creden 150034 & file = 163.pdf , 
tials systems , and the like . In particular , advanced uses are 25 Non - patent literature 3 : Masayuki Abe , Kristiyan Haral 
frequently found among applications that require private ambiev and Miyako Ohkubo , “ Signing on Elements in 
information of the user . For example , in combination with Bilinear Groups for Modular Protocol Design , ” IACR 
zero - knowledge proofs , if elements ( public key pk , e - print 2010/133 [ retrieved on Dec. 31 , 2011 ] , Internet signature s , message M ) of a signature are true ones that < URL http://eprint.iacr.org/2010/133 > 
satisfy a verification equation , any third party is convinced 30 Non - patent literature 4 : Masayuki Abe , Jens Groth , Kris 
of the fact with some or all of the elements kept secret . tiyan Haralambiev , and Miyako Ohkubo , “ Optimal Struc Recent progress in pairing technology has enabled zero ture - Preserving Signatures in Asymmetric Bilinear Groups , " 
knowledge proofs ( Jens Groth and Amit Sahai , “ Efficient Crypto 2011 , Springer 
Non - interactive Proof Systems for Bilinear Groups , ” Euro 
crypt 2008 , LNCS 2965 , pp . 415-432 ) that efficiently prove 35 SUMMARY OF THE INVENTION 
the fact that elements of a group satisfy an equality defined 
as a product of bilinear mapping . Accordingly , if all the Problems to be Solved by the Invention 
elements of a signature are group elements and if the 
signature verification equation is a product of bilinear map The security of the technologies in Non - patent literatures 
ping , the corresponding signature system can easily keep 40 1 and 2 in actual implementations is unclear . In the system 
any element of the signature secret . The signature system in in Non - patent literature 3 , a signature consists of seven 
which all the elements of a signature are group elements and group elements , and to verify a signature consisting of K the signature verification equation is a product of bilinear group elements with respect to a message , 10 + 2K pairing 
mapping is referred to as a group structure preserving operations are needed . This means a long signature bit 
signature system . 45 length and a large amount of computation . The system in 
Known conventional technologies of group structure pre Non - patent literature 4 does not provide security in groups 

serving signature systems include the technologies in Non based on symmetric bilinear mapping , 
patent literatures 1 to 4. The technology in Non - patent In view of the problems given above , an object of the 
literature 1 is referred to as a CL - Signature method . This present invention is to provide a group structure preserving 
method , however , uses idealized impractical elements , 50 signature system that can be applied also to groups based on 
which are referred to as random oracles , and its security in symmetric bilinear mapping , that has a short signature practical implementations is unclear . length , and that enables efficient computation of verification 

The system in Non - patent literature 2 is an improved equations . 
CL - Signature method which does not use random oracles . 
This method , however , ensures security only with respect to 55 Means to Solve the Problems 
a message selected at random , and security from chosen 
message attacks , which is generally demanded as the secu A signature verification system according to the present 
rity of signatures , is unclear . invention comprises a signature device which generates a 
Non - patent literature 3 describes a method that is guar signature and a verification device which verifies the signa 

anteed to be resistant to chosen message attacks . In this 60 ture . It is assumed that G1 , G2 , and Gy represent groups of 
method , signature consists of seven group elements o = ( z , order p , e represents pairing of G * G2 ? G7 , 8 , represents 
r , s , t , u , v , w ) that satisfy the two verification equations any generator of group G1 , 82 represents any generator of 
given below . group G2 , K represents a predetermined integer not smaller 

than 1 , k represents an integer between 1 and K , both 
e ( Q1 , ã? ) e ( az , ã2 ) = e ( 822 ) e ( grr ) e ( s , t ) II ; = jke ( gim ; ) , 65 inclusive , mi , mx represent elements of group G? , 

message Mis M = m ,, ... , mx ) , “ represents a power ; Ys , Os , 
elb 1,5 ) e ( 12,52 ) = e ( hz ) e ( hu ) e ( v , w ) IL = e ( h ; m ; ) You Ong Yu , Oro Yv , dvs ( Y1 , 81 } , ... , { Yk , Ox } are integers 
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between 0 and p - 1 , both inclusive ; and gs , hs , g , h ,, Su hus equations and can ensure security even with symmetric 
g , h , { g? , h , } , ... , { & x hx } are given as follows : bilinear mapping , like the method in Non - patent literature 3 . 

In addition , since a signature o consists of four group 
gs 81 Ys h? = gids elements W , s , t , and r , the signature can be made shorter than 
g , = g Y , hp = gì , that in Non - patent literature 3 , which requires seven group Su = gi Yu h , = gi 
gy = g2Y h ,, = 82 8 , elements . If Yu and Y , are set to 0 , the number of pairing 
Sk = gi Yk hz = gi OK operations in verification can be reduced to 6 + 2K ; if Yu and 

10 Y , are selected at random , the number of operations can be where k = 1 , ... , K. reduced to 7 + 2K . Therefore , the amount of computation The signature device comprises at least a signature 
recording unit and a signature generating unit . The signature becomes smaller than that for 10 + 2K operations in Non 
recording unit records information indicating p , G1 , G2 , G7 patent literature 3 . 
e , 81 , and g2 , information needed to obtain e ( gu , gy ) and e?h , 
h . ) , and data that includes g , h , 80 h , { 81 , h , } , ... , { & K 
hx } as a public key vk and records data that includes vk , BRIEF DESCRIPTION OF THE DRAWINGS 
Ys , ds , Yoo do , Yus Owe Yug , { Y1 , 81 } , ... , { YK , Ox } as a secret 
key sk . The signature generating unit selects & and p at FIG . 1 is a view showing an example configuration of a 
random from integers between 0 and p - 1 , both inclusive , signature verification system of the present invention ; 
obtains w , s , t , and r , as given below , FIG . 2 is a view illustrating a processing flow of a 

signature device ; 
w = 8 , FIG . 3 is a view illustrating a processing flow of a 

verification device . s = 82 , 

15 

20 

25 

K 1/87 
850 = ( steven I -8k mk DETAILED DESCRIPTION OF THE 

EMBODIMENTS k = 1 

K 1 / s 
Yu.Yy - Ys . 30 

r = 182 201 - Yk 
mk 

k = 1 
Now , embodiments of the present invention will be 

described in detail . Components having identical functions 
will be denoted by the same reference numerals , and a 
duplicated description thereof will be omitted . and generates , as a signature o , data that includes w , s , t , 

and r . 35 

40 
1 

The verification device comprises at least a verification First Embodiment recording unit and a verifying unit . The verification record 
ing unit records the public key vk . The verifying unit checks 
whether two equations Configuration and Processing 

e ( & w & x ) = e ( 8,9 ) e ( got ) ( II ; = 1 ke ( gmx ) ) e ( w , r ) , FIG . 1 shows an example configuration of a signature 
verification system of the present invention . FIG . 2 illus 

elhugh ) = e?h , she ) ( h , t ) Ilz = 1 Kelho , mz ) trates a processing flow of a signature device , and FIG . 3 
are satisfied , and determines that the signature is correct illustrates a processing flow of a verification device . The when the two equations are satisfied , or determines that the signature is incorrect when at least one of the two equations 45 signature verification system comprises at least a signature 

is not satisfied . device 100 and a verification device 200. The signature 
Here , Yu and y , may be set to 0. In that case , gu = g , = 1 and device 100 records a secret key sk and a public key vk and 

e ( gu , 8x ) = 1 , so that the public key vk does not require any generates a signature o with respect to a message M. The information to obtain e ( & u gv ) . The secret key sk does not require Yu or y . The signature generating unit should obtain 50 verification device 200 records the public key vk and verifies 
r , as given below . whether the signature o is a correct one generated by using 

the secret key sk for the message M. The public key vk , the 
message M , and the signature o are shared by the signature 

r = ( 8778.7174_mza ) " 55 device 100 and the verification device 200 , and the sharing 
means may use a network or a portable recording medium . 

The verifying unit should check whether the two equa In FIG . 1 , the signature device 100 and the verification 
tions given below are satisfied . device 200 are connected by a network 800 . 

1 = e ( 8 , S ) e ( & pt ) ( II / = . Ke ( tmp ) ) e ( w , r ) , The following symbols are used below : G1 , G2 , and GT 
elhinh ) -eth , se ) ( h , t ) II , Kelh m ) represent groups of order p ; e represents pairing of 

GjxG2 ? G7 ; 81 represents any generator of group G1 , 82 
represents any generator of group Gz ; K represents a pre 

Effects of the Invention determined integer not smaller than 1 ; k represents an 
65 integer between 1 and K , both inclusive ; m? , 

A signature verification system according to the present represent elements of group Gi ; message M is 
invention performs verification by using two verification M = m1 , ... , mx ) ; ̂  represents a power . 

60 

mk 
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A key generating unit 110 selects Ys , Os , Yo , do , Yu , dus e ( & w & x ) = e ( 855 ) e ( 841 ) ( IIx = 1 Iz = ke ( gim ; ) ) e ( w , r ) , 
Yus Oy Y? , 8 , } , ... , { Yx , Ox } from integers between 0 and 
p - 1 , both inclusive . The selection should be made at ran elhuh ) = e ( h , s ) e ) ( h , t ) IIx = 1 Keahzmz ) 
dom . Then , g , h , g , h , g , h , g , h ,, { 81 , h ; } , { 8x , hx } are 
obtained as follows ( S110 ) : If the two equations are satisfied , the verifying unit 210 

determines that the signature is correct . If at least one of the 
two equations is not satisfied , the verifying unit 210 deter 

gs = g? Ys h , = g 8 mines that the signature is incorrect ( S210 ) . 
gi = gi Yt h ; = g? & Description of Verification Equations 
gu gi Yu hu = g , ou 
Sy = 82 Y h , = 82 8 , The left side of the first verification equation above is 
Sk gi Yk hz = g1 Ok ( k = 1 , ... , given as follows . 

5 

10 

K ) 

el & u , & v ) = e ( g?u , 8 ' ) 
15 

e ( 81 , 82 ) \ u - Yv 

The right side is given as follows . 
20 

K 

elgs , she 81 , ) || elek , me 
k = 1 

These data items may be obtained beforehand and may be 
used in common for multiple signatures or may be changed 
each time a signature is generated . 

The signature device 100 comprises at least a signature 
recording unit 190 and a signature generating unit 120. The 
key generating unit 110 may be comprised in the signature 
device 100 or in a different unit . The signature device 100 
may also comprise a signature input - output unit 180 that 
exchanges data through the network 800. The signature 
recording unit 190 records information indicating p , G1 , G2 , 
Gt , e , 81 , and g2 , information needed to obtain e ( gu , g ) and 
ech ,, h ) , and data that includes g , h , g , h ,, { 81 , h , } , 
{ & k , hx } , as the public key vk , and records data that includes 
vk , Ys , O. , Y , O. Yu , Own Yu , O { Y? , 8 , } , ... , { Yx , Ox } as the 
secret key sk ( S190 ) . For example , a statement A indicating 
p , G1 , G2 , G7 , e , 81 , and g2 , and gs , hs , & , hq , Su Sy , hy , { 81 , 
h ; } , . { & x , hx } may be held as the public key vk . 30 
Alternatively , a statement A indicating p , G1 , G2 , Gp , e , 819 
and g2 , and g , h , go h , elgu g ) , eh ,, h ) { 81 , h , } , .. 
{ & x , hx } may be held as the public key vk . 

The signature generating unit 120 selects & and p at 
random from integers between 0 and p - 1 , both inclusive , 35 
obtains w , s , t , and r as given below , and generates data that 
includes w , s , t , and r as the signature o ( S120 ) . 

?? 25 elgts , le 31 . 

K 1/4 

Yurviso . Il mi - Yk 

ma ) } erw . n ) = 
szvest ( efort - term ) " 1 cvet " , mos ) 

qof Ceremos 
eles site is the four ( n - 1 . 
Trice *** - 1-1 ) 

= e ( 81 , 82 ) \ s : p 
k = 1 

el8 ** , mk ) 

M 
€ ( 81 , 82 ) Ys + p + Y : ( 84-6v - 05 - PW642 ( 81 , 82 . 2 ) 5 : ( Yu : Yv - Y8 : – Y'Ou Ov - OgP ) / & t 15 

K K K Y1 / 8 
40 e ( 81 , mk ) ** À el81 , mk ) S + 1 - Y 15 mk 

k = 1 k = 1 k = 1 

w = 81 , 
s = 82 , 

1 = ( 8 m #sy - s * * _ mi * ) 16 
r = { 2 } *** 59.77 11 , mapya 

somwifor ( 
fu . K 15 . ( - 91/8/8 

mk = e ( 81 , 82 ) \ u + Yv 
k = 1 

45 

Accordingly , if the signature is correct , the first equation 
is satisfied . The left side of the second equation is given as 
follows . 

. 

elhun hv ) = e ( 81 " , 8 ' ) 
= e ( 81 , 82 ) OwOv 

The right side is given as follows . 

The message M for which the signature is made consists 
of K elements of group Gj . Ordinary messages are integers 
of any length , but the message M in the present invention 50 
consists of K elements of group Gj . If a message for which 
a signature is made is short , the message M should be 
created by padding so as to have K elements of group G. 
One of the elements of group G , should be chosen before 
hand as the value to be padded with . The signature input- 55 
output unit 180 sends the signature o a through the network 
800 to the verification device 200 ( S180 ) . 

The verification device 200 comprises at least a verifica 
tion recording unit 290 and a verifying unit 210. The 
verification recording unit 290 records the public key vk 60 
( S290 ) . The verification device 200 may also comprise a 
verification input - output unit 280 that exchanges data 
through the network 800. The verification input - output unit 
280 receives the signature o through the network 800 
( S280 ) 

The verifying unit 210 checks whether the following two 
equations are satisfied . 

K 

elhs , s ) elho , 1 ) || elhk , mx ) = 

k = 1 

le * . 63749 ( 4 ** ( 1 ) * ) " ) leis mk ) = 
65 

e ( 81 , 827 ° se ( 81 , 8218206s PW8 , 
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-continued Accordingly , the amount of computation becomes smaller 
than that for 10 + 2K operations in Non - patent literature 3 . 

e ( 81 , mk ) * 71f - 84 : e ( g1 , mx Jº * = e ( 81 , 82 ] © zóv Modification 
A modification will be described also with reference to 

5 FIGS . 1 to 3. A signature verification system of the modi 
fication comprises at least a signature device 100 ' and a Accordingly , if the signature is correct , the second equa verification device 200 ' . The conditions of the groups and tion is satisfied . variables are the same as those in the first embodiment Reason why security is provided even with symmetric except that Yu and y , are set to 0. In that case , gugv = 1 and bilinear mapping egu gu = 1 , and the public key vk does not require any Since symmetric bilinear mapping gives information to obtain e ( gu , g ) . The secret key sk does not 
require Yu or Y » . A signature generating unit 120 ' should 
obtain r as follows . e ( 81 , 82 ) ( 82 , 811 ) = e ( 81 , 82 ) e ( 82 , 81 ) -1 

10 

-1 

15 
= 1 

1 / C 
-Ysp - Yk r = 82 -Y mk 

k = 1 multiplying by eg , ge ( ga , g .-- ) does not change the result 
of operations on the groups . For example , the first verifica 
tion equation can be converted as follows . 20 

A verifying unit 210 ' should check whether the two 
equations given below are satisfied . 

K 

el & u , & v ) = e ( & s , she ( 81 , 1 ) e ( 8k , mk ) | e ( w , r ) , Jew 1 = e ( 8,5 ) e ( got ) ( IIX = 1 ke ( 8km ) ) e ( w , r ) , 
k = 1 25 

el & s , she ( 81 , 1 ) e ( 81 , mile ( 82 , m2 ) e ( ga , mk ) e ( w , r ) = e ( & s , s ) e ( 81,1 ) 
e ( 81 , mile ( 81 , 82 ) ( 82 , 81 ' ) e ( 82 , m2 ) elgk , mk ) e ( w , r ) = 

eles , s ) e ( 8t , t ) e ( 81 , M182 ) e ( 82 , m28? ! ) ... el8k , mke ( w , r ) 

elhugh , ) = e ( h , s ) e ( h , t ) Ilz = 1 Kelhi , mx ) 
In other words , the signature verification system of the 

present invention can be modified to a signature verification 
30 system that does not use Yue Yve Su , or gy , as follows . 

A key generating unit 110 ' selects Ys , Os , Yoo dy dus Oy , 
{ Y1 , 8 , } , ... , { YK , OK } from integers between 0 and p - 1 , 
both inclusive . The selection should be made at random . 
Then , g , h ,, g , h , h ,, h , { 81 , h , } , ... , { ex , hx } are obtained 
as follows ( S110 ' ) : 35 

It means that the first equation is satisfied even for a 
message M = m? , m'2 , ... , mx ) that includes m ' , and m , 
which are given by m ' ; = m 82 and m'2 = m281-7 . Accordingly , 
with symmetric bilinear mapping , the security of the signa 
ture cannot be ensured by the single equation alone . 

The second equation for the message M ' will be consid 
ered next . The right side of the second equation is given as 
follows . 

h , = g . 8 
h , = g1 " , 

gs = gi Ys 
g , = g Y , 
hy = gi on 
h , = 82 8 , 
gk = g Y 

40 

hk = gi OK ( k = 1 , ... , K ) 
elhs , s ) e ( ht , t ) e ( h? , míle ( h2 , m ) elhk , mk ) = 

elhs , s ) e ( ht , t ) e ( h? , m182 ) e ( h2 , m28? ! ) ... elhk , mk ) = A signature recording unit 190 ' records information indi 
45 cating p , G1 , G2 , G7 , e , 81 , and g2 , information needed to 

elhs , s ) e ( ht , 1 ) e ( hi , mile ( hi , 82 ) e ( h2 , 81 ) e ( h2 , m2 ) elhk , mk ) obtain ehu , h ) , and data that includes gs , h , go ho , 
{ 81 , h1 } , ... , { & k , hx } as the public key vk and records data 

Since e ( h ,, 82 ) e ( h2 , & -1 ) is not 1 , the equation does not that includes vk , Ys , Os , Yu , dc , Oy , { YK , Ox } as the secret 
match the left side , e?h ,, h ) . That is , the second equation is key sk ( S190 ' ) . For example , a statement A indicating p , G? , 

50 G2 , Gye , 81 , and g2 , and 8s , hs , guh , hu , hy , not satisfied . Accordingly , by using the two verification { 81 , h1 } , ... , { & x , hx } may be held as the public key vk . equations , security can be ensured even with symmetric Alternatively , a statement A indicating p , G1 , G2 , G7 , e , 81 , bilinear mapping and g2 , and g2 , and g , h ,, & , h ,, e?h , h , ) , { 81 , hi } , . Effects { 8x , hx } may be held as the public key vk . The signature verification system according to the present The signature generating unit 120 selects & and p at 
invention uses the two verification equations for verification random from integers between 0 and p - 1 , both inclusive , 
and can ensure security even with symmetric bilinear map obtains w , s , t , and r , given as follows , and generates , as a 
ping , like the method in Non - patent literature 3. Accord signature o , data that includes w , s , t , and r ( S120 ' ) . 
ingly , an encryption protocol can be efficiently configured by 
combining the digital signature of the present invention with 60 
elements ( a public key encryption method , commitment , w = 81 , 
etc. ) of a different encryption protocol , generated on groups = 82 , based on symmetric bilinear mapping . Moreover , since the 
signature c consists of four group elements w , s , t , and r , the 

-Ek signature length is shorter than that in Non - patent literature 65 
3 , which requires seven group elements . The number of 
pairing operations in verification can be reduced to 7 + 2K . 
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-continued A computer that executes this type of program first stores 
the program recorded on the portable recording medium or 
the program transferred from the server computer in its 
storage unit . Then , the computer reads the program stored in 

5 its storage unit and executes processing in accordance with 
A signature input - output unit 180 ' sends the signature o the read program . In a different program execution form , the 

through the network 800 to the verification device 200 computer may read the program directly from the portable 
recording medium and execute processing in accordance ( S180 ' ) . with the program , or the computer may execute processing The verification device 200 ' comprises at least a verifi cation recording unit 290 ' and the verifying unit 210 ' . The 10 in accordance with the program each time the computer 

verification recording unit 290 ' records the public key vk receives the program transferred from the server computer . 
Alternatively , the above - described processing may be ( S290 ' ) . The verification device 200 ' may comprise a veri 

fication input - output unit 280 ' that exchanges data through executed by a so - called application service provider ( ASP ) 
service , in which the processing functions are implemented the network 800. The verification input - output unit 280 ' 15 just by giving program execution instructions and obtaining receives the signature o through the network 800 ( S280 ' ) . the results without transferring the program from the server The verifying unit 210 ' checks whether the following two computer to the computer . The program of this form verification equations are satisfied . includes information that is provided for use in processing 

1 = e ( 8 ) e ( got ) ( IIx = 1 ke ( 8k , mx ) } e ( w , r ) , by the computer and is treated correspondingly as a program 
20 ( something that is not a direct instruction to the computer but 

is data or the like that has characteristics that determine the 
elhugh , ) = e?h , she?h , t ) IIX = 1 Kelhi , mz ) processing executed by the computer ) . 

If the two equations are satisfied , the verifying unit 210 In the description given above , the devices are imple 
determines that the signature is correct ; if at least one of the mented by executing the predetermined programs on the 
two equations is not satisfied , the verifying unit 210 ' deter- 25 computer , but at least a part of the processing details may be 
mines that the signature is incorrect ( S210 ' ) . implemented by hardware . 

The modification differs from the first embodiment just in 
that Yu and Y , are set to 0. In that case , since gu = g = 1 and INDUSTRIAL APPLICABILITY 
e?gu gy ) = 1 , if the signature is correct , the two equations 
given above are satisfied . The present invention can be used as a basic element in a 
Like the method in non - patent literature 3 , the modifica variety of encryption protocols used for electronic money , 

tion uses the two verification equations in verification and credentials systems , and the like . 
can ensure security even with symmetric bilinear mapping . 
In addition , because the signature o consists of four group DESCRIPTION OF REFERENCE NUMERALS 
elements w , s , t , and r , the signature is shorter than that in 35 
Non - patent literature 3 , which requires seven group ele 100 , 100 ' : Signature device 
ments . Moreover , the number of paring operations in veri 110 , 110 ' : Key generating unit 
fication can be reduced to 6 + 2K . Accordingly , the amount of 120 , 120 ' : Signature generating unit 
computation becomes smaller than that for 10 + 2K opera 180 , 180 ' : Signature input - output unit 
tions in Non - patent literature 3 . 190 , 190 ' : Signature recording unit 
Program , Recording Medium 200 , 200 ' : Verification device 

Each type of processing described above may be executed 210 , 210 : Verifying unit 
not only time sequentially according to the order of descrip 280 , 280 ' : Verification input - output unit 
tion but also in parallel or individually when necessary or 290 , 290 ' : Verification recording unit 
according to the processing capabilities of the devices that 45 800 : Network . 
execute the processing . Appropriate changes can be made to What is claimed is : 
the above embodiments without departing from the scope of 1. A signature verification system comprising : 
the present invention . a signature device which includes processing circuitry 
When the configurations described above are imple configured to generate an electronic signature that is 

mented by a computer , the processing details of the func- 50 applied to electronic data , the electronic signature cor 
tions that should be provided by each device are described responding to a particular user , and to transmit the 
in a program . When the program is executed by a computer , electronic data and the electronic signature to the 
the processing functions described above are implemented verification device via a network , and 
on the computer . a verification device , connected to the signature device 

The program containing the processing details can be 55 via the network , which includes processing circuitry 
recorded in a computer - readable recording medium . The configured to receive the electronic data and the elec 
computer - readable recording medium can be any type of tronic signature , and to verify that the electronic data 
medium , such as a magnetic storage device , an optical disc , was transmitted by the particular user by verifying the 
a magneto - optical recording medium , or a semiconductor electronic signature , 
memory . wherein the processing circuitry of the signature device is 

This program is distributed by selling , transferring , or configured to : 
lending a portable recording medium such as a DVD or a record information indicating p , G1 , G2 , G7 , e , 81 , and 
CD - ROM with the program recorded on it , for example . The g2 , information needed to obtain e ( gu , gy ) and e ( hu , 
program may also be distributed by storing the program in h ) , and data that includes gs , hs , 8 h 
a storage unit of a server computer and transferring the 65 { 81 , h , } , ... , { x , hx } as a public key vk and records 
program from the server computer to another computer data that includes vk , Ys , Os , Yo , Ora Yu , dua Yv , dve 
through the network . { Y1 , 01 } , ... , { dk , Ok } as a secret key sk ; 

40 
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select & and p at random from integers between 0 and a public key vk and records data that includes vk , 
p - 1 , both inclusive , obtains w , s , t , and r , as given Ys , O , Y O { Y? , 8 , } , ... , { Yx Ox } as a secret 
below , key sk ; 

select & and p at random from integers between 0 and 
p - 1 , both inclusive , obtains w , s , t , and r , as given 
below , 

s = 82 , 

5 

w = 81 , 

K 1/87 = gía W = 
Sudy - 052 

t = 82 Mk 10 
s = 82 , k = 1 

K 1/3 K 1/07 
-ok r = 8 YuYy - Ys p -Yk t = 82 mk 

k = 1 k = 1 

ui 1 / C 
-YsP r = 82 -Yt 11 mk 

k = 1 and generate , as a signature o , as the electronic signature , 
data that includes w , s , t , and r ; and 

the processing circuitry of the verification device is con 
figured to : 
record the public key vk ; and 
check whether two equations 

20 and generate , as a signature o , as the electronic signa 
ture , data that includes w , s , t , and r ; and 

the processing circuitry of the verification device is con 
figured to : 
record the public key vk ; and 
check whether two equations e ( 8w8x ) = e ( 85 , s ) e ( g , t ) ( II ; = 1 * e ( 81 , mz ) ) e ( w , r ) , 

25 

30 

as 

M = m 40 

as 

45 

elhuh , ) = e ( h? , s ) e ) ( h , 1 ) ; = 1 Kelhi , mx ) 1 = e ( 858 ) e ( got ) ( IIX = 1 ke ( 8 | mx ) } e { w , r ) , 
are satisfied , and 

determine that the electronic signature is correct when the elhuhu ) = e?h ,, s ) e ) ( hot ) Ilz = 1 Kelhi , mz ) 
two equations are satisfied , and determine that the are satisfied , and determine that the electronic signature 
electronic signature is incorrect when at least one of the is correct when the two equations are satisfied , or 
two equations is not satisfied , determine that the electronic signature is incorrect 

where G1 , G2 , and Gy represent groups of order p , e when at least one of the two equations is not satis 
represents pairing of GxGzG1 g , represents any fied , 
generator of group G1 , 82 represents any generator of 35 where G1 , G2 , and G7 represent groups of order p , e 
group G2 , K represents a predetermined integer not represents pairing of G , xG2 ? G1 , & represents any 
smaller than 1 , k represents an integer between 1 and K , generator of group G1 , 82 represents any generator of 
both inclusive , mj , ... , mx represent elements of group group G2 , K represents a predetermined integer not 
G1 , message M , the electronic data , is smaller than 1 , k represents an integer between 1 and K , 

mx ) , ^ represents a power ; both inclusive , mj , .. , mxrepresent elements of group 
Ys , ds , Yon On Yus Owo Yu , dve { Y1 , 8 } , ... , { Yk , 8x } are G? , message M , the electronic data , is 

integers between 0 and p - 1 , both inclusive ; and M = ( m ] , ... , mk ) , ̂  represents a power ; 
& s , h , g , h ,, Suhu , g , h ,, { 81 , h1 } , ... , { & x , hx } are given Ys , O , Y O , O , O ( V1 , 81 } , ... , { Yx , Ox } are integers 
as follows : between 0 and p - 1 , both inclusive ; and 

8581 Ys h = 8.8 & s , h , g , h , h , h , { 81 , h , } , ... , { 8x , kx } are given as 
881 Yr h = 8 , ̀ 8 , follows : 
Su = 8i ̂ Yuh , = g2`8 gs g . Yh = 8.8 
g = g2 y , h = 8 , ̀ 8 , g . 81 Yh , 8 , 8 
8x 8. YhX8,8 h = g , ̂ 

where k = 1 , ... , K . h = 828 
2. A signature verification system comprising : 8k81 Yx hg , OK 
a signature device which includes processing circuitry where k = 1 , ... , K. 

configured to generate an electronic signature that is 3. A signature device configured to generate an electronic 
applied to electronic data , the electronic signature cor signature that is applied to electronic data , the electronic 
responding to a particular user , and to transmit the 55 signature corresponding to a particular user , and to transmit 
electronic data and the electronic signature to the the electronic signature to a verification device , connected to 
verification device via a network , and the signature device via network , that is configured to 

a verification device , connected to the signature device verify that the electronic data was transmitted by the par 
via a network , which includes processing circuitry ticular user by verifying the electronic signature , the signa 
configured to receive the electronic data and to verify 60 ture device comprising : 
that the electronic data was transmitted by the particu processing circuitry configured to 
lar user by verifying the electronic signature , record information indicating p , G1 , G2 , G7 , e , 81 , and 

wherein the processing circuitry of the signature device is g2 , information needed to obtain e ( gu , g ) and e ( hu , 
configured to : hy ) , and data that includes & s , hs , & c hq 
record information indicating p , G1 , G2 , G7 , e , 81 , and 65 { 81 , h , } , ... , { 8x , hx } as a public key vk and records 

82 , information needed to obtain e?h , h ) , and data data that includes vk , Ys , ds , Yo , di , Yu , Owo Yva dva 
that includes g , h , g , h ,, { 81 , h , } , ... , { gx , hx } as { Y1 , 01 } , ... , { Yk , Ox } as a secret key sk ; 
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select & and p at random from integers between 0 and and generate , as a signature o , as the electronic signa 
p - 1 , both inclusive , obtains w , s , t , and r , as given ture , data that includes w , s , t , and r ; 
below , where G1 , G2 , and Gy represent groups of order p , e 

represents pairing of GixG2 - G1 represents any 
generator of group G1 , 82 represents any generator of 
group G2 , K represents a predetermined integer not 
smaller than 1 , k represents an integer between 1 and K , s = 82 , both inclusive , mj , .. , mx represent elements of group 
G? , message M , the electronic data , is 
M = m? , mx ) , ^ represents a power ; 

Ys , Os , Yo , On On Oy , { Y1 , 81 } , ... , { Yx , Ox } are integers 
between 0 and p - 1 , both inclusive ; and 

8s , hs , Si h ,, h ,, h , { 81 , h1 } , ... , { & x , kx } are given as 
follows : 

gs = 81 Ys h = g , S 
g . 8 Yh , g . 8 and generate , as a signature o , as the electronic signa h , = 8184 ture , data that includes w , s , t , and r ; h , 820 , where G1 , G2 , and Gy represent groups of order p , e 84-8 . Yh = 8.8 % 

represents pairing of G , xG2 ? G1 , represents any 20 where k = 1 , ... , K . 
generator of group G1 , 82 represents any generator of 5. A verification device configured to receive an electronic 
group G2 , K represents a predetermined integer not signature that is applied to electronic data , the electronic 
smaller than 1 , k represents an integer between 1 and K , signature corresponding to a particular user and being 
both inclusive , m? , .. , my represent elements of group received , along with the electronic data , from a signature 

message the electronic data , is 25 device , connected to the verification device via a network , 
M = m? , mk ) , ^ represents a power ; and the verification device being configured to verify that 

Ys , Os , Yo Or Yu Yv , O , { Y1 , 0 , } , ... , yx , Ox } are the electronic data was transmitted by the particular user by 
integers between 0 and p - 1 , both inclusive ; and verifying the electronic signature , the verification device 

& s , hs , & c , h ,, Su , h , g , h ,, { 81 , h1 } , ... , { & k , hx } are given comprising : 
as follows : processing circuitry configured to 

& s = 81 Ys h = 8 , ̂ record information indicating p , G1 , G2 , G7 , e , 81 , and 
g - gi Y , h , gas , g2 , information needed to obtain e ( gu , gy ) and e ( hu 
& u = 8iYuh , 8 , 841 h ) , and data that includes g , h , goh ,, 
g , g2 Y , h , g2 8 , { 81 , h , } , ... , gx , hx } as a public key vk ; 
ex S. Ykh = 8 . ̂  check whether two equations 
where k = 1 , ... , K. e ( & w & v = e ( 85 , s ) e ( grt ) ( II : = 1 ke ( g / mz ) ) e ( w , r ) , 4. A signature device configured to generate an electronic 

signature that is applied to electronic data , the electronic elhuh , ) = e ( h , s ) e ) ( hot ) II = l Kelhi , mz ) signature corresponding to a particular user , and to transmit 
the electronic signature to a verification device , connected to 40 are satisfied , and 
the signature device via a network , that is configured to determine that the electronic signature is correct when the 
verify that the electronic data was transmitted by the par two equations are satisfied , or determine that the elec 
ticular user by verifying the electronic signature , the signa tronic signature is incorrect when at least one of the two 
ture device comprising : equations is not satisfied , 

processing circuitry configured to where G1 , G2 , and G? represent groups of order p , e 
record information indicating p , G1 , G2 , G7 , e , 81 , and represents pairing of GjxG2 ? G7 Si represents any 
g2 , information needed to obtain eh , h ) , and data generator of group G? , g2 represents any generator of 
that includes gg , h , g , h , { 81 , h , } , ... , ígx , hx } as group G2 , K represents a predetermined integer not 
a public key vk and records data that includes vk , smaller than 1 , k represents an integer between 1 and 
Ys , Os , Yo , de , Ou dwa { Y1 , 8 , } , ... , { Yk , Ox } as a secret 50 K , both inclusive , mj , mx represent elements of 
key sk ; group G? , message M , as the electronic data , is 

select & and p at random from integers between 0 and M = ( m ) , mk ) , represents a power ; 
p - 1 , both inclusive , obtains w , s , t , and r , as given Ys , Os , Yo , de , Yue dwa Yux Oy { Y1 , 81 } , . , { YK , Ox } are 
below , integers between 0 and p - 1 , both inclusive ; and 

gs , hs , g , h , Su , hu , & v , h? , { 81 , h , } , ... , { & x , hx } are given 
as follows : 

gsgi Ys h = g . Og 
881 Yh = 8i s = 82 , 881 Yuh , 818 , 
gv = g2 Y , h = 82-8 , 
ge = g Y hsg 6 , 
where k = 1 , ... , K. 
6. A verification device configured to receive an electronic 

signature that is applied to electronic data , the electronic 
65 signature corresponding to a particular user and being 

received , along with the electronic data , from a signature 
device , connected to the verification device via a network , 
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and the verification device being configured to verify that 
the electronic data was transmitted by the particular user by 
verifying the electronic signature , the verification device 
comprising : 

processing circuitry configured to 
record information indicating p , G1 , G2 , G1 , 2 , 81 , and 

g2 , information needed to obtain e ( hy , hy ) , and data 
that includes g , h , g , h , { g? , h , } , ... , { ex , hx } as 
a public key vk ; 

check whether two equations 

k = 1 
5 

K 1 / C 

Yurviso.pl ma - Yk r = 82 
10 k = 1 

1 = elg , s ) e ( gpt ) ( II ; = 1 ke ( 81 , mx ) } e { w , r ) , 1 

1 15 

20 

... 

as 

M = ( m , 

35 

as 

echych . ) = e ( h.se ) ( 1,1 ) II - leh ,, ma ) and generates , as a signature o , as the electronic signature , 
data that includes w , s , t , and r ; 

are satisfied , and 
determine that the electronic signature is correct when the a verification recording step in which the verification 

two equations are satisfied , or determine that the elec device records the public key vk ; and 
tronic signature is incorrect when at least one of the two a verifying step in which the verification device checks 
equations is not satisfied , whether two equations 

where G1 , G2 , and G? represent groups of order p , e 
represents pairing of GixG2 G7 81 represents any e ( 8w8v ) = e ( 8. , ) e ( gut ) ( II : = 1 ke ( 81Mz ) ) e ( w , r ) , 
generator of group G1 , g2 represents any generator of 
group G2 , K represents a predetermined integer not 
smaller than 1 , k represents an integer between 1 and K , 25 elhuh , ) = e ( h ) e ) ( h , t ) II ; = , Kelmz ) 
both inclusive , m? , mx represent elements of group are satisfied , and determines that the electronic signature is G1 , message M , the electronic data , is 

mx ) , A represents a power ; correct when the two equations are satisfied , or determines 
Ys , Os , Yo O , O O , { Y1 , 81 } , ... , { Yk , Ox } are integers that the electronic signature is incorrect when at least one of 
between 0 and p - 1 , both inclusive ; and 30 the two equations is not satisfied , 

& s , hq , r , h , hy , hy , { 81 , h , } , ... , { 8x , kx } are given as 
follows : where G1 , G2 , and G7 represent groups of order p , e 

gsgi Ys h = 8 , ̀ 8 represents pairing of G?xG2 ? G? , gi represents any 
ggy , h , g . 8 , generator of group G1 , 82 represents any generator of 
h 8,8 group G2 , K represents a predetermined integer not 
h = 828 smaller than 1 , k represents an integer between 1 and K , 
gx = gYk h = 8 , OK both inclusive , mj , ... , mg represent elements of group 
where k = 1 , ... , K. G? , message M , the electronic data , is 
7. A signature verification method used in a signature M = ( mj , . mx ) , “ represents a power ; 

verification system that includes a signature device which 40 Ys , ds , Yv , dr Yu du Yu , dve { Y1 , 8 , } , ... , { Yk , Ox } are includes processing circuitry configured to generate an elec integers between 0 and p - 1 , both inclusive ; and tronic signature that is applied to electronic data , the elec 
tronic signature corresponding to a particular user , and to g , h , g , h , g , h ,, g , h , { g ,, h , } , ... , gx , hx } are given 
transmit the electronic data and the electronic signature to as follows : 
the verification device via a network , and a verification 45 88. Yr h = 8 , 8 
device , connected to the signature device via a network , 
which includes processing circuitry configured to receive the 8. 8. Yh = 8 , 8 , 
electronic data and to verify that the electronic data was u = 8i Yuh , 8 , 984 
transmitted by the particular user by verifying the electronic ggz Y , h = g , 8 
signature , the signature verification method comprising : 

a signature recording step in which the signature device & k = 8? Yk hxg , DK 
records information indicating p , G1 , G2 , G7 , e , 81 , and where k = 1 , ... , K. 
82 , information needed to obtain e ( gu , g ) and e ( hy , h , ) , 8. A signature verification method used in a signature 
and data that includes 859 h , g , h , { 81 , h , } , ... , { ex , verification system that includes a signature device which hx } as a public key vk and records data that includes 55 vk , Ys , O , Y Or Yu , So Yu , Y1 , 8 , } , ... , { YK , Ox ) as includes processing circuitry configured to generate an elec 
a secret key sk ; tronic signature that is applied to electronic data , the elec 

a signature generating step in which the signature device tronic signature corresponding to a particular user , and to 
selects & and p at random from integers between 0 and transmit the electronic data and the electronic signature to p - 1 , both inclusive , obtains w , s , t , and r , as given 60 
below . the verification device via a network , and a verification 

device , connected to the signature device via a network , 
which includes processing circuitry configured to receive the 

w = 81 , electronic data and to verify that the electronic data was 
s = 82 , transmitted by the particular user by verifying the electronic 

signature , the signature verification method comprising : 
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a signature recording step in which the signature device a verifying step in which the verification device checks 
records information indicating p , G1 , G2 , G1 e , 819 and whether two equations 
g2 , information needed to obtain e ( hy , hy ) , and data that 1 = e ( 8 , s ) e ( & pt ) ( II / = 1 ke ( 81Mz ) ) e ( w , r ) , includes gs , hp , g , h , { 81 , h , } , ... , & x , hx } as a public 
key vk and records data that includes vk , Ys , ds , Yos e ( huhu ) = e?h , s ) e ) ( h , t ) II } = 1 de Ik = 1 elhjmp ) 
Oy Oy ( Y1 , 0 , } , ... , { Yx , Ox } as a secret key sk ; are satisfied , and determines that the electronic signature is 

correct when the two equations are satisfied , or it is deter a signature generating step in which the signature device mined that the electronic signature is incorrect when at least selects & and p at random from integers between 0 and one of the two equations is not satisfied , p - 1 , both inclusive , obtains w , s , t , and r , as given where G1 , G2 , and Gy represent groups of order p , e 
below , represents pairing of G , G , Gp g , represents any 

generator of group G1 , 82 represents any generator of 
group G2 , K represents a predetermined integer not 

w = gì , smaller than 1 , k represents an integer between 1 and K , 
both inclusive , m? , s = 82 , , mx represent elements of group 

message M , the electronic data , is 
M = m , mx ) , ^ represents a power ; 

' Ys , O , Y O , O O , { Y1 , 81 } , ... , Yk , Ox } are integers 
between 0 and p - 1 , both inclusive ; and 

gs , h ,, go , h ,, hq , hy , { 81 , h1 } , ... , { & k , kx } are given as 
follows : 

gs = g1Ys h = g , 
8. 8. Yh = 8.8 
h = g , 8 , 

and generates , as a signature o , as the electronic signature , h = g2 8 
data that includes w , s , t , and r ; 8x8 Yh = 8.8 % 

a verification recording step in which the verification where k = 1 , . . . , K. 
device records the public key vk ; and 
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