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NETWORK ASSISTED TERMINAL TO SIM/UICC KEY ESTABLISHMENT

BACKGROUND OF THE INVENTION
Field of the Invention

The present invention relates to a method for establishing a secret that is
shared between a mobile device and a smart card (SIM or UICC). In
particular, the method utilizes a cellular network operator to perform a key
exchange that is necessary to establish the shared secret which is then used
to protect an interface between the mobile device and the smart card.

Description of Related Art

The following abbreviations are herewith defined, at least some of which are

referred to in the ensuing description of the prior art and the present invention.

3GPP Third Generation Partnership

AVEC Authentication Vector

BSF Bootstrapping Server Function

B-TID Bootstrapping Transaction ldentifier

CMLA Content Management License Administrator
DRM Digital Right Management

GAA Generic Authentication Architecture

GSM Global System for Mobile Communications
GBA Generic Bootstrapping Architecture

HSS ‘"Homes Subscriber Server

IMEI Terminal [dentity

KID Key Ildentifier

MAC Message Authentication Code

PC Personal Computer

PDA Personal Digital Assistant

CONFIRMATION COPY
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RAND Random Challenge

SIM Subscriber Identity Module

SKMN Subscriber Key Management Node

TE Mobile Device

TID Terminal Identity

UE User Equipment

uvIiCC UMTS Integrated Circuit Card

UIM User Identity Module

UMTS Universal Mobile Telecommunications System

Mobile operators typically consider a smart card (e.g., SIM, UICC) as being a
key component in their business. Consequently, mobile operators have been
developing and promoting the extended usage of the smart card. However,
the security of smart card is dependent on the device holding the card, i.e.,
the mobile device, and currently the interface between the mobile device and
the smart card is not protected. This is a problem especially in applications
like the two discussed below where the main threat happens to be the mobile

user.

One such application involves a SIM lock function. As shown in FIGURE 1
(PRIOR ART), the SIM lock function 100 is a feature in a GSM/UMTS mobile
device 102 that allows a mobile operator (not shown) to "lock" the mobile
device 102 to a particular network and/or a particular smart card 104 (e.g.,
SIM 104, UICC 104). To make a check of the smart card 104, the mobile
device 102 needs to read configuration information 106 stored in the smart
card 104. And, since the interface 108 between the mobile device 102 and
the smart card 104 is not protected. This means that the interface 108 is
vulnerable to attacks, which if successful can trick the mobile device 102 into
thinking that a fraudulent smart card (and consequently another network)

which happens to be an authorized smart card 104. This is not desirable.
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For a more detailed discussion about the SIM lock function, reference is made
to the following document:

e 3GPP TS 22.016: “3GPP Personalization of ME”.
The contents of this document are incorporated by reference herein.

Another application is associated with DRM, which involves the
protection of content from illegal usage and reproduction. Referring to
FIGURE 2 (PRIOR ART),' there is a typical scenario shown where the DRM
could be used in which a user 200 would like to move protected content 202
that is stored in the smart card 204 (e.g., SIM 204, UICC 204) from one
mobile device 206 (shown as MT 206) to another mobile device 208 (shown
as TE 208). The DRM is based on mechanisms that allow a piece of the
content 202 to be linked to a rights object which contains usage rules and/or
keys needed to display or play the protected content 202. The rights object is
handled by a DRM agent 210, which is typically implemented in part or whole
within the smart card 204. If this is the case, then the clear text content 202
and/or rights objects information needs to be transferred from the smart card
204 to TE 208 via the MT 206. This puts security requirements on the
interfaces 212 and 214 between the smart card 204 and the MT 206 and TE
208. And, since the interfaces 212 and 214 are not protected this means that
the content 202 could be accessed and copied by an unauthorized device (not
shown). This is not desirable. For a more detailed discussion about DRM,
reference is made to the following document:

e Vodafone, Ericsson and Gemplus, “Use Case Description
for UICC-ME Interface Project”, Ver. 0.5, January 2005.
The contents of this document are incorporated by reference herein.

As can be seen, in the current state of the art there can be a
problem when there is an unprotected interface between the mobile device
and the smart card. This problem and other problems are solved by the

present invention.
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BRIEF DESCRIPTION OF THE INVENTION

The present invention is related to a method that enables a mobile device and
a smart card (e.g., SIM, UICC, or any other smart cards) to establish a shared
secret KE which can then be used to secure an interface between
themselves. A mobile operator helps in the establishment of the shared
secret (KE) by taking part in a key exchange between the mobile device and
smart card. The mobile operator's involvement is desirable since they can
keep track of mobile device-smart card pairs and if necessary they can block
the security establishment between the mobile device and the smart card in
order to prevent fraudulent behavior.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present invention may be had by
reference to the following detailed description when taken in conjunction with
the accompanying drawings wherein:

FIGURE 1 (PRIOR ART) is a block diagram that is used to help
describe a problem with a SIM lock function which is solved by the present
invention;

FIGURE 2 (PRIOR ART) is a block diagram that is used to help
describe a problem with DRM which is solved by the present invention;

FIGURE 3 is a flow diagram that is used to help describe the
steps of a method for establishing a secret key that can be used to secure an
interface between a mobile device and a smart card in accordance with a first
embodiment of the present invention;

FIGURE 4 is a flow diagram that is used to help describe the
existing GSM authentication/key generation process that can be used by the
method shown in FIGURE 3 in accordance with the present invention; and

FIGURE 5 is a flow diagram that is used to help describe the
existing UMTS authentication/key generation process that can be used by the

method shown in FIGURE 3 in accordance with the present invention; and
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FIGURE 6 is a flow diagram that is used to help describe the
steps of a method for establishing a secret key that can be used to secure an
interface between a mobile device and a smart card in accordance with a

second embodiment of the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS
The present invention relates to a method for establishing a shared secret
between a mobile device and a smart card (which contains a SIM or USIM
application). In particular, the present invention relates to a method that
utilizes a cellular network operator (and subscriber database) to perform a key
exchange that is necessary to establish the shared secret between the mobile
device and the smart card (SIM or UICC). To help accomplish this, the
method utilizes a key generation function associated with the existing
GSM/UMTS authentication standards. A step-by-step description of one
embodiment of the present invention is provided next with respect to FIGURE
3. ,

Referring to FIGURE 3, there is a signal flow diagram illustrating
a step-by-step description of the key exchange method in accordance with a
first embodiment of the present invention. In this embodiment, it is assumed
that the mobile device 302 has accessed and is attached to the cellular
network 304. This means that the mobile device 302 has been authenticated
to the cellular network 304 and is using an attached smart card 306, which
contains a SIM or USIM application. A mobile user 308 is associated with the
mobile device 302 and the smart card 306. The steps are as follows:

(1) The mobile device 302 sends a pairing request message
310 to a dedicated node 312 in the cellular network 304. In this example, the
dedicated node 312 is called the Subscriber Key Management Node (SKMN)
312 and it can use any suitable protocol like, for example, http/TCP/IP. As
shown, the pairing request message 310 contains the following payload:
subscription identity (UserlD), terminal identity (TID), a key identifier (KID) or a
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certificate (CERT _t). If the certificate (CERT _t) is added, then it could be a
CMLA certificate (see CMLA technical specification, www.cm-la.com). If
desired, some key exchange information (KX_t) like a Diffie-Helman public
key, g%, can be added. Also, a random nonce or time stamp value (N/T) could
be added. And, it is also possible to add some integrity protection data like a
Message Authentication Code (MAC_t) or a digital signature (SIG_t) which
can be calculated over certain parts or all of the data. In case the MAC is
added, then the MAC could be calculated by using the key corresponding to
KID. It should be appreciated that the TID and KID could be identical and if
this is the case then only one ID needs to be sent from the mobile device 302
to the network 304.

(2) The SKMN 312 contacts a subscriber database 314 and
sends the UserlD and the KID or CERT _t to the subscriber database 314.

(3) The subscriber database 314 generates and sends the
SKMN 312 an authentication vector (AVEC) (UMTS or GMS) that includes
among other information a random challenge RAND. The SKMN 312 also
receives either a key, K, corresponding to KID or it receives an OK check of
the certificate given to the subscriber database 314.

(4) If step 3 was successfully performed, then the SKMN 312
checks (if applicable) the MAC_t received in step 1 using the key, K,
corresponding to KID, or it checks (if applicable) the signature SIG_t using the
verified CERT. In addition, the SKMN 312 might also check the nonce/time
stamp N/T against information stored therein or in the subscriber database
314). This check can be performed such that the SKMN 312 checks that the
same or lower value than the received N/T has not been used before for the
particular TID or User ID. After this, the SKMN 312 derives a shared
encryption key KE (related to the GSM/UMTS encryption key and/or integrity
key (UMTS case)) using the existing GSM/UMTS authentication standards
(see FIGURES 4 and 5).
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(5) If a certificate was received in step 1, then the SKMN 312
might encrypt the KE to KE' using the public key in this certificate. Another
option is to generate SKMN Key exchange information (KX_n) like a Diffie-
Hellman public key, g%, and then use this information to encrypt KE as KE'. In
either case, the SKMN 312 encrypts the KE to form KE'.

6) The SKMN 312 sends a GSM random challenge, RAND, or
UMTS RAND and AUTN (received in step 3 as part of the authentication
vector AVEC) to the mobile device 302. In addition, the SKMN 312 also
sends the encrypted key KE', the key exchange information (KX_n)(if
applicable), the nonce or time stamp value received in step 2 (if applicable), a
SKMN certificate (CERT_n) (if applicable), and a MAC (MAC_n) or signature
(SIG_n) that are calculated over all or certain parts of the data (if applicable).
If the MAC is sent, then it is calculated by using key K.

(7) If applicable, the mobile device 302 verifies the SIG_n or
MAC_n and if the check is OK it then proceeds with decrypting the value KE’
either using its own private key or by using the KX_t and KX_n. It is important
to note that the mobile device 302 does not derive the shared key KE by using
the existing GSM/UMTS authentication standards instead it decrypts the KE'
that was sent to it from the SKMN 312. At this point, the SKMN 312 and the
mobile device 302 each have the shared key KE.

(8) The mobile device 302 sends the RAND (in GSM case) or
the RAND and AUTN (in UMTS case) to the smart card 306.
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(9) The smart card 306 then calculates the shared key KE
using the existing GSM/UMTS authentication standards. At this point, the
mobile device 302 and the smart card 306 now share a secret KE (verified by
the cellular network 304) which is used to protect the interface between
themselves. Like the SKMN 312, the smart card 306 derives the shared
encryption key KE (which is related to the GSM/UMTS encryption key and/or
integrity key (UMTS case)) by using the existing GSM/UMTS authentication
standards. A brief discussion about these standards is provided next with
respect to FIGURES 4 and 5.

First, a discussion is provided about how the celluiar network 304 and the
smart card 306 when configured in accordance with GSM can each use the
existing GSM authentication standard to derive the shared encryption key KE
(discussed below as shared secret Kc). As shown in FIGURE 4, the GSM
authentication process is based on a 128-bit secret key, Ki, which is stored in
the SIM smart card 306. The cellular network 304 stores the secret key Ki in
the subscriber database 314 (shown as the HLR/AuC 314). The HLR/AuC
314 uses the Ki to derive the authentication vector AVEC which in this case is
known as a triplet (see box 4.1 and step 3 in FIGURE 3). Each ftriplet is
composed of:

¢ RAND: 128-bit random number, to be used as a challenge.

e Kc: 64-bit long key, intended to be used as an encryption key

over the air interface.
e SRES: 32-bit response to the challenge.

Once the cellular network 304 has the authentication vector AVEC, it uses the
RAND to generate the Kc (which is related to the shared key KE). Then, the
cellular network 304 challenges the mobile device 302 with the RAND (see
signal 406 and step 6 in FIGURE 3). The mobile device 302 then forwards
the RAND to the SIM card 306 (see step 8 in FIGURE 3) which generates the
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Kc using the received RAND and the internally stored Ki (see box 4.2 and
step 9 in FIGURE 3). The mobile device 302 sends a response SRES to the
cellular network 304 (see signal 408). In response, the cellular network 304
checks the correctness of the response SRES (see box 4.3). If the received
SRES is correct, then the cellular network 304 stores the Kc. The SIM card
306 also stores the Kc (see box 4.4). At this point, the cellular network 304
and the SIM smart card 306 each have the shared secret Kc. In the preferred
embodiment, the encryption key KE=Kc. But, the KE can be in any form that
is related to Kc. For instance, one could set KE=Kc+SRES in order to have
96 bits of protection. For a more detailed discussion about the GSM

authentication process, reference is made to the following document:
e 3GPP TS 43.020 v.5.0.0 “Security Related Network Functions

(Release 5)”, July 2002.

The contents of this document are incorporated by reference herein.
Second, a discussion is provided about how the cellular network
304 and the smart card 306 when configured in accordance with UMTS can
each use the existing UMTS authentication standard to derive a shared
encryption key KE (discussed below as shared secret CK|IK). As shown in
FIGURE 5, the UMTS authentication process is similar to the GSM
authentication process, but the UMTS authentication process has some

additional security mechanisms:
e The mobile device 302 is assured that the mobile operator (not
shown) is the claimed one.
e An additional key IK is derived and used to ensure integrity
protection over the air interface.

o Longer keys and response values are used for increased security.
As in the GSM authentication process, there is a 128-bit secret key, K, which

is stored in the UICC 402. The cellular network 304 stores the secret key K in
the subscriber database 314 (shown as the HLR/AuC 314). The HLR/AuC
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314 uses the secret key K to derive the authentication vector AVEC which is
known as a quintet (see box 5.1 and step 3 in FIGURE 3). Each quintet is
composed of:
» RAND: 128-bit random number, to be used as a challenge.
o XRES: 32-bit to 128-bit response to the challenge.
e CK: 128-bit long key, to be used as a cipher key over the air
interface.
e IK: 128-bit long key, to be used as an integrity key over the air
interface.
o AUTN: 128-bit value, used for network authentication.

Once the cellular network 304 has the authentication vector AVEC, it
challenges the mobile device 302 with the RAND and AUTN values from the
quintet (see signal 506 and see step 6 in FIGURE 3). The mobile device 302
then forwards the RAND and AUTN to the UICC 306 (see step 8 in FIGURE
3). In response, the UICC 306 checks that the AUTN is correct, and then it
generates RES, CK and IK, using the received RAND and the internally
stored K (see box 5.2 and step 9 in FIGURE 3). The mobile device 302 then
sends a response RES to the cellular network 304 (see signal 508). The
cellular network 304 then checks the correctness of the response RES (see
box 5.3). If the received RES is correct, then the cellular network 304 stores
CKand IK. The UICC 306 also stores CK and IK (see box 5.4). At this point,
the cellular network 304 and the UICC 306 each have shared secrets CK and
IK. In the preferred embodiment, the shared key KE=CK|IK, where |
denotes a concatenation of the two key values. However, the shared key KEt
can be related to any variation of the shared secrets CK and IK. For a more
detailed discussion about the UMTS authentication process, reference is
made to the following document:

e 3GPP TS 33.102: “3G Security Architecture (release 6)” Sept. 2003.
The contents of this document are incorporated by reference herein.
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To further exemplify the usage of the present invention, a description is
provided next about another embodiment of the key exchange method that
involves an extension to the existing 3GPP GBA (Generic Bootstrap
Architecture) procedure/standard. The existing 3GPP GBA procedure allows
the known UMTS authentication and key derivation functions to be used to
“bootstrap” shared secrets for more general purposes (such as web
authentication etc.). And, the existing 3GPP GBA standard enables two
different basic key bootstrap procedures, one terminal based (works without
UICC card upgrade) and one UICC based (works only with upgraded UICC
cards). For a detailed description about the existing 3GPP GBA procedure,
reference is made to the following document:

o 3GPP TS 33.220: “Generic Authentication Architecture (GAA); Generic

Bootstrapping Architecture”.

The contents of this document are incorporated by reference herein.

However, the existing 3GPP GBA procedure does not provide any method to
bootstrap a shared secret between the mobile device 302 and smart card 306.
This is solved by the present invention as described next with respect to
FIGURE 6.

Referring to FIGURE 6, there is a signal flow diagram illustrating
a step-by-step description of the key exchange method in accordance with a
second embodiment of the present invention. In this embodiment, it is
assumed that the mobile operator and the mobile device manufacturer have
agreed that one particular mobile platform (software/hardware/standard) is to
be considered trusted and as an evidence of this a unique secret value K is
stored securely in the cellular network 304 (the HSS 314') and the smart card
306. The secret value K is identified through the key identifier, KID. The
steps are as follows:

(1) The mobile device 302 sends a pairing request message
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310' to a BSF 312" located in the cellular network 304. As shown, the pairing
request message 310" contains the following payload: subscription identity
(UserlD), terminal identity (IMEI), a key identifier (KID), a Diffie-Helman public
key, g*, a random nonce (N) and a MAC value (MAC_t). The MAC is
calculated as MAC_t=H(UserlID||IMEI||KID||g*|N,K), where H is a suitable
MAC function such as HMAC and K is the secret value corresponding to the
identity KID. For a detailed discussion about HMAC, reference is made to the
following document:

e H. Krawczyk, M. Bellare and R. Canetti, "HMAC: Keyed-Hashing for

Message Authentication”, RFC 2104, February 1997.

The contents of this document are incorporated by reference herein.

(2) The BSF 312' contacts the HSS 314' and sends it a request
with the following parameters: IMEI and KID.

(3) The HSS 314' fetches a UMTS authentication quintuple
including RAND, AUTN, XRES, CK, IK for the mobile user 308 as well as the
platform key K and sends these parameters back to the BSF 312'. However,
before this is done, the HSS 314' checks to see if the UserlD is blocked in the
cellular network 304. And, if the UserlD is blocked then the HSS 314' will not
send this data to the BSF 312"
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(4) The BSF 312' checks the received MAC _t value using the key K.
Next, the BSF 312' checks if the IMEI number is blocked and if it is then the
BSF 312' does not proceed with the bootstrapping procedure. The BSK 312'
also checks if the nonce N has been used together with the received IMEI
number before. If it has, then the bootstrapping procedure is aborted (or an
error is sent to the mobile device 302). Next, the BSF 312' calculates a
shared key KE as a concatenation of CK and IK, KE = CK||IK, where CK and
IK are the UMTS encryption and integrity keys respectively (see FIGURE 5).
A Diffie-Hellman secret, y, and public values, g, are then generated and
calculated respectively. The secret Diffie-Hellman value is then used to
calculate the Diffie-Hellman secret as g®¥. This value is then truncated to the
size of shared key KE, [g”].. Next, the shared key KE is encrypted as KE' =
KE®[g¥],. Finally, the BSF 312' calculates the MAC_n values as MAC_n =
H(RANDI||AUTN]|g"[IN|IKE",K).

(6) The BSF 312' then sends a request response message
316' to the mobile device 302 with the following payload: RAND, AUTN, ¢*, N,
KE’, MAC_n.

(6) The mobile device 302 verfies the MAC_n value using the
stored secret K. In addition, the mobile device 302 verifies that the value N is
the same value as it sent in the pairing request message 310' in step 1. If
these checks are OK, then the mobile device 302 calculates the Diffie-
Hellman secret as g"* and then it derives the shared key KE as KE'®
KE®[g"™]»). At this point, the BSF 312' and the mobile device 302 each have
the shared key KE.

(7) The mobile device 302 sends the RAND and AUTN values
to the UICC 306 (USIM smart card 306).

13/22



WO 2006/094838 PCT/EP2006/002349

(8) The UICC 306 verifies the AUTN and derives the shared
key KE as CK]|IK where CK = f3(RAND,S) and IK = (f4(RAND,S) and where S
is the UICC-HSS shared secret value and f4 and 5 are algorithms defined in
the aforementioned 3GPP TS 33.102 standard. The UICC 306 (USIM smart
card 306) also calculates a response RES using the algorithm f2 and the
secret S.

(9) The UICC 306 (USIM smart card 306)~sends the response
RES to the mobile device 302.

(10) The mobile device 302 sends a message- 318" containing-a
Digest AKA response, RES to the BSF 312'.

(11) The BSF 312' checks the response RES.

(12) If step 11 was OK, then the BSF 312' sends an OK along
with a GBA specific identity B-TID back to the mobile device 302. At this
point, the mobile device 302 and the smart card 306 now share a secret KE
(verified by the cellular network 304) which can be used to protect the
interface between themselves.

It should be appreciated that the order of the steps shown in
FIGURES 3 and 6 can be changed and such changes should still be
considered within the scope of the present invention. For instance, the smart
card 306 can derive the shared key KE before the mobile device 302 derives
the shared key KE.
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From the foregoing, it can be readily appreciated by those
skilled in the art that the present invention allows a mobile device 302 and
smart card 306 to establish a shared secret KE which is related to the
GSM/UMTS encryption key and/or integrity key (UMTS case). Those skilled
in the art will also appreciate that the present invention utilizes standard
procedures to as large extent as possible, but new features and protections
are introduced that allows the establishment of a secure key KE between the
mobile device 302 and the smart card 306. In addition, those skilled in the art
will appreciate that the procedure described herein is in the control of the
mobile operator. Hence, the mobile operator can keep track of mobile device-
smart card pairs and this makes it easy for the mobile operator if necessary to
block the security establishment between a certain smart card (through IMS)
and a certain mobile device (through IMEI) in order to prevent fraudulent
behavior.

Following are some additional features and advantages of the
present invention:

(1) 1t should be appreciated that a shared key in accordance
with ISO 7816-3, TLS protocol could be used in addition to the present
invention wherein the present invention can be used to establish the shared
secret between the mobile device and smart card and then the
communications between the mobile device and smart card can be protected
(encrypted and integrity protected) by the TLS shared key.

(2) The present invention is also more desirable than existing
technology like OMA which does not establish a secure interface between the
mobile device and the smart card. The OMA is briefly described as follows:

(A) The Open Mobile Alliance (OMA) has a standardized
solution (see www.openmoiblealliance.org) for copy protection of OMA
content such and multimedia files. The OMA DRM v2 standard assumes a
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trusted DRM agent is implemented on the mobile device. The DRM agent
needs to be certified and needs to identify itself using certificates issued by
the CMLA organization. This means that each CMLA compliant mobile device
must contain a unique private-public key pair that is certified by the CMLA
organization. This scheme is not as desirable as the present invention since if
the authentication is based on general mechanisms such as trusted
certificates, then there is a risk that any mobile device can set-up a “secure
channel” with any other UICC. And, then in practice, there will be no high
security level because too large a set of mobile devices will be able to
establish “trusted channels”. Furthermore, the mobile operator will have no
control over when and how the "secure channels" are configured between
mobile devices and UICCs.

(3) It should be appreciated that each of the components
described herein like the mobile device, SKMN, BSF etc. has a
processor/computer/logic incorporatéd therein that can perform various
actions in accordance with the present invention by using specialized circuits
or circuitry (e.g., discrete logic gates interconnected to perform a specialized
function), program instructions, or a combination of both.

(4) It should also be appreciated that the present invention can
be implemented in any type of smart card inéluding future smart cards.

Although two embodiments of the present invention have been illustrated in
the accompanying Drawings and described in the foregoing Detailed
Description, it should be understood that the invention is not limited to the
embodiments disclosed, but is capable of numerous rearrangements,
modifications and substitutions without departing from the scope of the
invention as set forth and defined by the following claims.
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CLAIMS:
1. A method for establishing a shared key (KE) between a mobile device
and a smart card, said method comprising the steps of:
sending, from said mobile device, a first message to a mobile operator
which upon receiving the first message said mobile operator generates:
an encrypted shared key (KE');
a random challenge value (RAND); and
if needed, an authentication token (AUTN);
receiving, at said mobile device, a second message from said mobile
operator, wherein said second message includes:
the encrypted shared key (KE");
the random challenge value (RAND); and
if present, the authentication token (AUTN);
decrypting, at said mobile device, the encrypted shared key (KE') to
determine the shared key (KE);
sending, from said mobile device, a third message fo said smart card,
wherein said third message includes:
the random challenge value (RAND); and
if present, the authentication token (AUTN);
using, at said smart card, the random challenge value (RAND) and if
present the authentication token (AUTN) to determine the shared key (KE).

2. The method of Claim 1, wherein said mobile operator, said mobile
device and said smart card are configured in accordance with a GSM
standard or a UMTS standard.

3. The method of Claim 1, wherein said first message includes:

a subscription identity (UserlD); and

a key identifier (KID) or a certificate (CERT_t) when a terminal identity
(TID) is equal to the key identifier (KID).
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4. The method of Claim 1, wherein said first message includes:
a subscription identity (UserlD);
a terminal identity (TID); and
a key identifier (KID) or a certificate (CERT _t).

5. The method of Claim 1, wherein said first message further includes at
least one of:

key exchange information (Kx_t);

a random nonce or time stamp value (N/T); and

a message authentication code (MAC_t) or a digital signature (SIG_t).

6. The method of Claim 1, wherein said second message further includes
at least one of:

key exchange information (Kx_n);

a random nonce or time stamp value (N/T);

a certificate (CERT _n); and

a message authentication code (MAC_n) or a digital signature (SIG_n).

7. The method of Claim 1, wherein when said mobile operator, said
mobile device and said smart card are configured in accordance with a GSM
standard then the shared key (KE) is related to a GSM encryption key (Kc)
and the authentication token (AUTN) is not needed.

8. The method of Claim 1, wherein when said mobile operator, said
mobile device and said smart card are configured in accordance with a
UMTS standard then the shared key' (KE) is related to an UMTS
encryption/integrity key (CKIK) and the authentication token (AUTN) is
needed.
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9. The method of Claim 1, wherein said mobile operator, said mobile
device, said smart card are configured in accordance with a 3GPP Generic
Bootstrap Architecture.

10. The method of Claim 1, wherein said first message includes:
a subscription identity (UseriD);
a terminal identity (IMEI);
a key identifier (KID);
a Diffie-Helman public key (g%);
a random nonce (N); and
a message authentication code (MAC_t)

11.  The method of Claim 1, wherein said second message further includes:
a Diffie-Helman public key (g);
a random nonce (N); and

a message authentication code (MAC _n).

12. A mobile device/smart card that uses a mobile operator to help
establish a shared key (KE) which is used to protect an interface between
said mobile device and said smart card, wherein:
said mobile device comprising:
logic that sends a request message to a mobile operator and then
receives:
an encrypted shared key (KE");
a random challenge value (RAND); and
if present, an authentication token (AUTN); and
logic that decrypts the encrypted shared key (KE') to determine the
shared key (KE);
logic that sends said smart card the following:
the random challenge value (RAND); and
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if present, the authentication token (AUTN); and
said smart card comprising:
logic that receives the following:
the random challenge value (RAND); and »
if present, the authentication token (AUTN); and
logic that determines the shared key (KE) using the random
challenge value (RAND) and if present the authentication token (AUTN).

13.  The mobile device/smart card of Claim 12, wherein when said mobile
operator supports a GSM architecture then the shared key (KE) is related to a
GSM encryption key (Kc) and the authentication token (AUTN) is not needed.

14.  The mobile device/smart card of Claim 12, wherein when said mobile
operator supports a UMTS architecture then the shared key (KE) is related to
an UMTS encryption/integrity key (CKIK) and the authentication token
(AUTN) is needed. |

15.  The mobile device/smart card of Claim 12, wherein said mobile
operator supports a 3GPP Generic Bootstrap Architecture.

16. A mobile network comprising:
- a node/database that receives a request message from a mobile

device and then determines at least the following:
an encrypted shared key (KE");
a random challenge value (RAND); and
if needed, an authentication token (AUTN);

said node/database sends said mobile device the following:

the encrypted shared key (KE');
the random challenge value (RAND); and
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if present, the authentication token (AUTN), wherein said mobile
device decrypts the encrypted shared key (KE') to determine a shared key
(KE), wherein said mobile device sends a smart card the random challenge
value (RAND) and if provided the authentication token (AUTN), wherein said
smart card uses the random challenge value (RAND) and if provided the
authentication token (AUTN) to determine a shared key (KE), wherein said
mobile device and said smart card use their shared keys (KEs) to protect an
interface between themselves.

17. The mobile network of Claim 16, wherein when said mobile operator
supports a GSM architecture then the shared key (KE) is related to a GSM
encryption key (Kc) and the authentication token (AUTN) is not needed.

18. The mobile network of Claim 16, wherein when said mobile operator
supports an UMTS architecture then the shared key (KE) is related to an
UMTS encryption/integrity key (CKIK) and the authentication token (AUTN) is
needed.

19.  The mobile network of Claim 16, wherein said mobile operator supports
a 3GPP Generic Bootstrap Architecture.

21/22



WO 2006/094838
1/4

102

PCT/EP2006/002349

/104

MOBILE DEVICE

MOBILE PLATFORM
SIM LOCK FUNCTION

SMART CARD

FILE MANAGER
INFORMATION

106

100
FIG. 1 ®roOR A&RT)
TE
208
MOBILE
APPLICATION
/200
204
MT 20 SMART CARD
MT UICC BRIDGE> APPL!C@
\o14
~9502 210
JoPLCATION — 206 CONTENT/DRM AGENT

F'IG. 2 (PRIOR ART)




WO 2006/094838 PCT/EP2006/002349

2/4
/ 308 / 304
MOBILE USER CELLULAR NETWORK 3
306 302 312
4 L L SUBSCRIBER
SMART CARD MOBILE sam DATABASE
(SIM, UICC) DEVICE (HLR/ AuC)

310
1) UserlD, TID, KID/CERT_t,
IKX_ALIN/T], IMAC_t/SIG..1)

4

2) UserlD, KID/CERT, R

/7

3) K/0K, AVEC,

N

4)[Check MAC_t using K/
Check SIG_t using CERT]
[Check N/T]

Derive KE

5)[Generate KX_nl
Encrypt KE->KE'

6) RAND, AUTN (UMTS only), KE',
[(KX_n], [CERT_n], IMAC_n/SIG__n]

~

7 [Check CERT_n]
[Check MAC.n using K/
[Derive decryption key]
Decrypt KE'-)KE

8) RAND, AUTN (UMTS only)

¢
Bold - Denotes additions to current
9) Derive KE GSM/UMTS authentication
Verify AUTN (UMTS only) procedure

[ 1- Denotes on optional value
according to the present invention

FIG. 3



WO 2006/094838 PCT/EP2006/002349

3/4
Mobile Device | 302 Cellulor Network 304
SiM 306 HLR/AUCf314

1

RAND, K¢ and
SRES are generated 4.1
406 by HLR/AuC

Challenge (RAND)

Kc ond SRES
4.2 are derived from
RAND and Ki 408

Response {(SRES)

If the received

4.4 Store Kc SRES is correct, 4.5
store Kc
FIG. 4
Mobile Device | 300 Cellular Network 104
UCC] 456 RLRIAC] 5, |
|

{
RAND, XRES, CK, K
and AUTN are a1
906 generoted by HLR/AuC

Challenge (RAND, AUTN)

AUTN is checked,
and RES, CK, K
are derived from
RAND and K

0.2
/,5()8
Response (RES)

AN
4

if the received
RES matches XRES,
store CK and KK

5.4~ Store CK and I 9.5

FIG. 5



WO 2006/094838

PCT/EP2006/002349
4/4
Vs 308 / 304
MOBILE USER CELLULAR NETWORK
306 902 312 el
SMART CARD MOBILE BSF HSS
(uIce) DEVICE (HLR/AuC)

310
1) UserlD, IMEL, KID, N, ¢*, MAC._l\)

DMELKD

7

3) K, RAND,
L XRES, CK, KK

N

4)Check MAC-t using K
Check N
Derive KE = CKIIK
Generate y, Calc. gY
KE' ~ KED{g ' 1a
315‘\ Colculate MAC n
, 5)RAND, AUTN, g7, N, KE', MAC_n

N

6) Check MAC_n K
KE = KE'®lg’*1a

7) RAND, AUTN

<

8) The cord verifies AUTN and derives
KE = CKIIK = f3(RAND,S)If4(RAND,S)
Calculate RES

9) RES . 318

Bold - Denotes additions to current
3IGPP GBA standord

" Request Authorization
{RES is used)

7

1) Check RES
12) Return 0K

N\

FIG. 6



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2006/002349

A. CLASS OF SUBJECT MATTER
TNV, HOALO/0B - H0AQ7/32

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L HO4Q

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, IBM-TDB, INSPEC

Etectronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A US 2004/157584 Al (BENSIMON MICHAEL ET AL)
12 August 2004 (2004-08-12)

paragraphs [0015], [0068], [0070] -
[0073]

A US 2003/220096 Al (SMEETS BERNARD)

27 November 2003 (2003-11-27)

paragraphs [0010], [0012], [0019],
{00201, [o0025], [0026]

A US 6 504 932 B1 (VASNIER FREDERIC ET AL)
7 January 2003 (2003-01-07)

column 2, Tine 1 - Tine 10

column 3, Tine 10 - line 43

A US 6 023 689 A (HERLIN ET AL)

8 February 2000 (2000-02-08)

X column 2, Tine 9 - Tine 40

=

1-19

1-19

1-19

1,12
16-19

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents :

*A* document defining the general state of the art which is not
considered to be of particular relevance

*E* earlier document bui published on or after the international
filing date

invention

which is cited to establish the publication date of another
citation or other special reason (as specified)

*T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the

*X* document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
"L* document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone

*Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,

*O' document referring to an oral disclosure, use, exhibition or documentt is combined with one or more other such docu-
other means ments, such combination being obvious 1o a person skilled
*P* document published prior to the international filing date but in the art.
later than the priority date claimed *&" document member of the same paitent family
Date of the actual completion of the international search Date of mailing of the intemational search report
23 May 2006 : 06/06/2006
Name and mailing address of the ISA/ Authorized officer

Fax: (+31-70) 340-3016 Cretaine, P

Form PCT/ISA/210 {second sheet) (Aprit 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2006/002349

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant o claim No.

A

' EP 1 513 040 A (FRANCE TELECOM)
9 March 2005 (2005-03-09)
abstract

1,12,16

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2006/002349
Patent document Pubtlication Patent family Publication
cited in search report date member(s) date
US 2004157584 Al 12-08-2004 CN 1523914 A 25-08-2004
EP 1427231 Al 09-06-2004
FR 2847756 Al 28-05-2004
JP 2004180310 A 24-06-2004
US 2003220096 Al 27-11-2003 AU 2003240471 Al 17-11-2003
WO 03094557 Al 13-11-2003
EP 1502467 Al 02-02-2005
US 6504932 Bl 07-01-2003 AU 745627 B2 28-03-2002
AU 1319399 A 12-08-1999
CA 2258221 Al 26-07-1999
CN 1233120 A 27-10-1999
DE 69925391 D1 30-06-2005
DE 69925391 T2 02-02-2006
EP 0932317 Al 28-07-1999
ES 2243039 T3 16-11-2005
FR 2774238 Al 30-07-1999
JP 11285080 A 15-10-1999
SG 94320 Al 18-02-2003
™ 421955 B 11-02-2001
US 6023689 A 08-02-2000 EP 0858186 Az 12-08-1998
JP 10242959 A 11-09-1998
us 5915021 A 22-06-1999
EP 1513040 A 09-03-2005 CN 1592307 A 09-03-2005
JP 2005078653 A 24-03-2005
US 2005097327 Al 05-05-2005

Form PCT/ISA/210 (patent tamily annex) (April 2005)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

