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The invention relates to a method for producing forge-proof documents using a security module which generates a temporary
secret which Is unknown to the document producer. The temporary secret, in conjunction with information revealed about the
Identity of the security module, Is transferred in encrypted form to an authentication unit. Said authentication unit recognizes the
Identity of the security module and decodes the temporary secret together with other information which is encoded in such a way
that only one checking station can implement decoding. The authentication unit transfers data to the document producer who
transfers producer data, which Is integrated into the document, to the security module. The security module irreversibly links the
data Inputted by the document producer to the temporary secret in such a way that only repeated linking of the same data in the
same manner yields an identical result. It is not possible to draw conclusions about the temporary secret. The result of said
Irreversible linkage of data to the temporary secret is integrated into the document.
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METHOD AND SYSTEM FOR THE PRODUCTION OF PORGE-FROOF DOCUMENTS
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g (57) Abstract: The invention relates to a method for producing forge-proof documents using a security module which generates a
o0 temporary secret which is unknown to the document producer. The temporary secret, in conjunction with information revealed about
) the identity of the security module, is transferred in encrypted form to an authentication unit. Said authentication unit recognizes
& the identity of the security module and decodes the temporary secret together with other information which is encoded in such a
Q way that only one checking station can implement decoding. The authentication unit transfers data to the document producer who
w=y transters producer data, which is integrated into the document, to the security module. The security module irreversibly links the
& data inputted by the document producer to the temporary secret in such a way that only repeated linking of the same data in the same
o manner yields an identical result. It is not possible to draw conclusions about the temporary secret. The result of said irreversible
linkage of data to the temporary secret is integrated into the document.
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Zur Erkldrung der Zweibuchstaben-Codes und der anderen
Abkiirzungen wird auf die Erkldrungen ("Guidance Notes on
Verdfttentlicht: Codes and Abbreviations") am Anfang jeder reguldren Ausgabe
—  mit internationalem Recherchenbericht der PCT-Gazette verwiesen.

(57) Zusammenfassung: Verfahren zur Erstellung falschungssicherer Dokumente unter Einsatz eines Sicherungsmoduls, das ein
temporires, einem Dokumenthersteller unbekanntes, Geheimnis erzeugt das zusammen mit der Identitdt des Sicherungsmoduls ver-
schliisselt an eine Bescheinigungsstelle libergeben wird, die das temporidre Geheimnis entschliisselt. Die Bescheinigungsstelle er-
kennt die Identitat des Sicherungsmoduls und verschliisselt das temporare Geheimnis zusammen mit weiteren Informationen derart,
dass nur eine Priifstelle sie entschliisseln kann. Die Bescheinigungsstelle iibermittelt die Informationen an den Dokumenthersteller,
der eigene Daten, die in das Dokument eingebracht werden, dem Sicherungsmodul {ibergibt. Das Sicherungsmodul verkniipit die
selbst vom Dokumenthersteller eingebrachten Daten mit dem temporidren Geheimnis irreversibel, so dass ausschlieBlich bei wie-
derholter Verkniipfung derselben Daten in derselben Weise ein identisches Ergebnis entstehen kann. Das Ergebnis der irreversiblen
Verkniipfung der Daten mit dem tempordren Geheimnis wird in das Dokument tibernommen.
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Description

Method for producing and checking forgery-proof documents

The invention relates to a method for producing forgery-proof documents using a secu-
rity module, whereby the security module gencrates a temporary secret which remains
unknown to a document producer, whereby the temporary secret, together with infor-
mation that reveals details about the identity of the security modulc, is transferred in
encrypted form to an authentication unit, whereby an authentication unit decrypts the
temporary secret, recognizes the identity of the security module and encrypts the tcmpo-
rary secret, together with additional information, in such a way that only a checking unit
can carry out a decryption and then the authentication unit transmits the encrypted tem-
porary sccret and the additional information to the document producer, whereby the
document producer transfers its own data, which has been introduced into the doc ument,
to the security module, whereby the security module irreversibly links the temporary
secret with the data that the document producer itself has introduced, in such a way that
only when the same data is linked again in the same manner can an identical result be

obtained, and whereby it is not possible to draw conclusions about the temporary secret.

The invention also relates to a method for checking the authenticity of a given docu-

mernt.

This method and this system, which pertain to (he operating principle of a sceurity
module in the realm of the digital signature and of the use of encryption techniques,

involve three entities in addition to the security module:

* the producer/processor of a document, hereinafler referred to as “document pro-
ducer”’,

* an authentication unit that can identify the security module and link it to the identity
of the document producer and
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* achecking unit where the integrity of the document and the identity of the document

producer are checked.

Systems for digital signature such as, for example, the public key signature method
according to patent specifications DE 195 13 896 Al or DE 197 03 929 A1, arc known

for ensuring that documents are forgery-proof and for 1dentifying document producers.

A digital signature 1s a seal that relates to digital data and that is generated with a pri-
vate signature key, whereby said scal — by means of an appertaining public key that is
provided with a signature key certificate — makes it possible to verify the owner of the
signature key and the integrity of the data (see Article 2, Clause 1 of SigG — German
Signature Law). According to the terminolo gy employed here, a checking unit is capa-
ble of checking the digital signaiure of a document producer and thus its identity as well
as the integnity of the data contained in the document, if it knows the public signature
key of the document producer that is provided with a signature key certificate.

Using the method of the digital signature is problematic when either the checking unit
does not know the public signature key of the document producer that is provided with a

signature key certificate of a certification unit or else when the document producer does

not have its own private or public signature key.

The invention is based on the objcctive of creating a method for producing and/or
checking forgery-proof documents that can also be used when the checking unit does

not know the public signature key of the document producer and/or when the document

producer does not havc its own private or public signature key.

According to the invention, this objective is achieved in that the result of the Irreversible

linking of the temporury secret with the data introduced by the document producer is
Incorporated into the document.
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unt checks whether the result of an irreversible linking of a secret with data introduced

by a document producer have been incorporated into the document, in that the checking
unit decrypts the secret and additional information that were encrypted by an authenti-

cation unit.

Here, it is especially advantageous for the checking unit to irreversibly link the
decrypted temporary secret with the data introduced into the document by the document
producer, in the same manner as a security module used to produce the forgery-proof

document.

In order to increase data security when producing documents, it is advantageous to per-
form the method for producing the documents in such a way that the additional infor-
mation transferred by the authentication unit, together with the temporary secret, 1is

transmitted in encrypted form to the document producer.

Here, 1t 1s especially advantageous for the additional information trunsferred by the
authcntication unit, which is transmitted to the document producer, together with the

temporary secret, to be transmitted in such a way that only a checking unit can carry out
a decryption.

Advantageously, the method is performed in such a way that the additional information
transferred by the authentication unit contains details on the 1dentity of the document

producer and on the validity of the documents generated by the document producer.

In order to check whether the documents were generated by means of the method
described above by the document producer who is authorized to do so, it 1s advanta-
geous 1o carry out the method to check the authenticity of the document in such a way
that the checking unit compares the result of the irreversible Inking that it has per-

formed itself with the result of an irreversible linking that was performed by the docu-
ment producer and incorporated into the document.

Here, 1t is advantageous that the comparison determines whether data introduced into
the document by the document producer has been forged.
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Although the steps of producing and checking are carmed out separately from each
other, it is especially advantageous to combine them mto a total process in which the

documents are generated as well as checked according to predefined critena.

In this context, it is advantageous that there is no direct communication and no shared

data storage and data processing between the authentication unit and the checking unit.
Additional advantages, special features and practical refinements of the invention can be
gleaned from the subordinate claims and from the following presentation of a preferred
embodiment with reference to the drawings.

The drawings show the following:

Figure 1 — a security module that can be used in the method and

Figurc 2 — a schematic representation of a system for generating and checking forgery-
proof documents.

With the method and system described here, a checking unit to which both the docu-
ment producer and the document it has produced are not known has the possibility to
reliably check the integrity of the data contained in the document as well as the 1dentity

of the document producer, even without the use of a digital signature.

For this purpose, the document producer uses a security module that is realized by using

two data output ports and one data input port (see Figure 1).

The active units are:

* a secret generator that generates an unpredictable temporary secret (random num-
ber),
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* an encryption machinc that uses a known method to encrypt an input value with a

key stored 1n a register,

* 2 hash machine that, on the basis of an input value, uses a known method to form a
hash value of this input value (see Article 17, Clause 2 of SigV — German Signature
Regulations) and

* two combination machines, each of which combines a result value on the basis of

two Input values.

The passive units are:

* akeyregister in which a key is stored, with which the encryptions can be gencrated
which can only by decrypted by the confirmation unit,

* an identification register containing data with which the security module can

unambiguously identify itself at an confirmation unit and

* an mmtermediate memory unit in which the secret generated 1n the secret generator is
temmporarnly stored.

The data input ports and the data output ports are the only direction-specific input and
output possibilities for the security module. Neither the document producer nor third

partics can gain any other type of cntry or access to the security module. Specifically,
the data input ports and data output ports are the following:

* adata output port 1 via which the data is output that is transferred to the authentica-
tion unit,

* adata output port 2 via which the data is output that is incorporated into the docu-
ment and
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* adata input port via which the information can be input into the security module by

the document producer.

Preferably, the security module described below is used in the method to produce for-

gery-proof documents.

In the security module, a secret generator creates an unpredictable secret (for example, a
random number) that remains unknown outside of the secur ty module and it transfers
this secret to the combination machine 1 on the one hand and to the intermediate mem-
ory unit on the other hand. The combination machine 1 combines the secret with the

data contained in the identification register that unambiguously identifies the security

value is output from the security module via the data output port 1 1n order to be trans-

ferred to the authentication unit.

When the authentication unit decrypts the result value that has been output and trans-
ferred from the data output port 1, said authentication unit breaks down this result valye
into the secret and into the data from the Identification register, then identifies the secu-
rity module on the basis of the data from the identification register and encrypts the
secret and additional information with a key that can only be decrypted by the checking
unit, then the encrypted secret and additional Information can be transferred to the

document producer, who then incorporates them into the document and they can subse-
quently be decrypted by the checking unit.
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Preferably, the following is incorporated into the document:

* the data that the document producer itself has introduced into the security module

via the data input port,

* the hash value that has been output by the security module via the data output port 2

and

° the secret and the additional information encrypted by the authentication unit that
can only be decrypted by the checking unit.

A checking unit checks the integrity of the document and the identity of the document
producer in that the secret and the additional information encrypted by the authentica-
tion unit are decrypted by means of a known method and in that a hash value is formed
in the security module on the basis of a combination of the secret and the data intro-
duced by the document producer itself and this hash value is compared Lo the transmit-
ted hash value. If the comparison of the hash values — analogously to the checking of a
digital signature — yields the identity of the generated and transmitted hash values, then

the document cannot have been forgcd.

The authentication unit transmits additional information to the document producer
encrypted in such a way that only the checking unit can decrypt it, whereby said infor-
mation 1s transferred to the document producer to be incorporated into the torgery-proof
document for purposes of information on the 1dentity of the document producer and on

the period of validity of the documents generated by the document producer.

A preferred area of application of the invention is that document producers are, for
example, persons who use a computer (PC) to themselves print out entrance tickets,

plane tickets or vouchers whose integrity can be verified by a checking unit that, for
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ized by means of the interaction of software with programmable hardware and that is at

least temporarily a component of the hardware and software of the PC of the document

producer.

The mvention can ensure that, for example, even without checking the digital signature
of the document producer with all of the consequences this entails (individual publi¢
signature key of all document producers to be checked), the checking unit that controls
the entrance can verify the integrity of a document that was issued within the sphere of
influence of an unreliable document producer via its PC and printer. The security mod-
ule ensures the integnty of information that was inscrted into the document by the
document producer without the knowledge of the authentication unit as well as the

identifiability of the document producer.

Advantageous effects of this invention can be scen in the fact that compames and
organizations — by using security modules — can offer their clients the means to easily
print out documents via the Internet whose integrity can be checked reliably. It is espe-
clally advantageous here that the document producer can dispense with the use of digital
signatures, which is associated with a considerable infrastructural and organizational
complexity as wcll as country-specific legal uncertainty. Moreover, with the method
and system described, it is advantageous that the scope of the information within the
document that serves for the checking unit to check the document is very small in com-
parison to a digital signature, where the public signature key of the document, producer
provided with a signature key certificate of a certification unit, can constitute a compo-
nent of the document. It is also advantageous that,' in order to check the integrity, there
does not have to be any direct communication or shared data storage and processing
between the authentication unit and the ch ecking unit. Finally, it is advantageous that
the communication between the security module and the authentication unit on the one
hand, and between the document production and document checking on the other hand
can be fundamentally uncoupled from each other in such a way that several documents

can be produced on the basis of one communication between the security module and

the authentication unit, into which documents different document-specific data can be
imput by the document producer.
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An advantageous method for producing and checking forgery-proof documents will be

described below with reference to Figure 2.

Figure 2 shows a system in which information generated by a document producer is
transferred to an authentication unit, where it is processed and once again transferred to
the document producer. The document producer uses the information transmitted by the
authentication unit to produce forgery-proof documents. A procedure preferably sepa-
rated from the document production is the checking of the forgery-proof documents in a

checking umit.
The system presented contains the process steps 1 to 8 described below.

In a first process step 1, a temporary secret is generated in the form of a random number
that is encrypted together with an identification number of the security module with the
public key of the authentication unit so that the document producer cannot gain access

to this temporary secret and it can only be decrypted by the authentication unit.

should be pointed out that this transfer can also go via an unsecured route since only the
authentication unit is capable of decrypting the information.

In a subsequent process step 3, the authentication unit decrypts the random number and
the identification number with the private key of the authentication unit. The random
number is encrypted with additional information on the identity of the document pro-
ducer and on the period of validity of the documents produced by the document pro-

ducer in such a way that only the checking unit can decrypt the random number and the
additional information.

In the process step designated with the reference numeral 4, the encrypted information
is transferred to the document producer. It should be pointed out that this transfer can

also go via an unsecured route since only the checking unit is capable of decrypting the
information.
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For this reason, the method is especially well-suited for use in data networks that can
hardly or not at all be secured against unauthorized access such as, for examplc, the

Internet.

In the process step designated with the reference numeral 5, the document producer
enters its own data into the secunity module, whereby said data serves to identify the

document.

In the process step designated with the reference numeral 6, a hash value is formed from
the combination of the data input by the document producer and the stili-stored random
number. The subsequently produced document conlains the data that the document pro-
ducer itself introduces into the document, the just-formed hash value as well as the

encrypted information of the authentication unit.

A further process step 7 involves the transfer of the document consisting of the data of

the user, the hash value and the encrypted information of the authentication unit (see
item 3).

In a checking unit, a process step designated with the reference numeral & entails a

the data that the document producer itself has introduced into the document, to form a
hash value and this is done by means of the same, generally known method that was
used in the security module to form the hash value. A companson of the formed hash
value with the transferred hash value provides reliable information as to whether the
data introduced by the document producer itself was forged. According to Claim 2,
additional information on the identity of the 'documcnt producer and on the period of

validity of the documents generated by the document producer can be decrypted here.

Through the method and the system for producing forgery-proof documents using a

security module, a checking unit to which both the document producer and the docu-

ment 1t has produced are not known has the possibility to reliably check the integrity of
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the data contained in the document as well as the identity of the document producer,
even without the use of a digital signature. All of the checking information needed for
this purpose, which has to be incorporated into the document, is made available to an
authentication unit with which the security module used for the production of the docu-
ment communicates prior to producing/processing the document. The method and the
systemn are especially well-suited to give pcople the possibility to use their own PCs to
print out, for example, entrance tickets or vouchers that can be reliably checked for their

integrity.
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Patent Claims

1. A method for producing forgery-proof documents using a security module,

» whereby the security module generates a temporary secret which remains
unknown to a document producer,

* whereby the temporary secret, together with information that reveals details
aboul the identity of the secunty module, 1s transferred in encrypted form to
an authentication unit,

* whereby an authentication unit decrypts the temporary secret, recognizes the
identity of the security module and encrypts the temporary secret, together
with additional information, in such a way that only a checking unit can carry
out a decryption and then the authentication unit transmits the temporary
secret and the additional information to the document producer,

* whereby the document producer transfers its own data, which has been intro-
duced mto the document, to the security module,

* whereby the security module irreversibly links the temporary secret with the
data that the document producer itself has introduced in such a way that only
when the same data is linked again in the same manner can an identical result
be obtained, and

*  whereby it is not possible to draw conclusions about the temporary secret,

characterized in that the result of the irreversible linking of the temporary secret

with the data mtroduced by the document producer jis incorporated into the docu-
ment.

2.  The method according to Claim 1, characterized in that the additional informa-
tion transferred by the authentication unit, together with the temporary secret, 1s
transmitted in encrypted form to the document producer.

3.  The method according to Claim 2, characterized in that the additional informa-

tion transferred by the authentication unit, which is transmitted to the document
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producer, together with the temporary secret, 1s transmitted 1n such a way that

only a checking unit can carry out a decryption.

4.  The method according to one or more of the preceding claims, characterized in
that the additional information transferred by the authentication unit contains
details on the identity of the document producer and on (he validity of the docu-

ments generated by the document producer.

>.  The method for checking the authenticity of a document, characterized in that
the checking unit checks whether the result of an irreversible linking of a secret

that were encrypted by an authentication unit, and in that the checking unit irre-
versibly links the decrypted temporary secret with the data introduced into the

document by the document producer, in the same manner as a security module
used to produce the forgery-proof document.

6.  The method according to Claim §, characterized in that the checking unit com-
pares the result of the irreversible linking that it has performed itself with the

result of an irreversible linking that was performed by the document producer and
Incorporated into the document.

7. The method according to Claim 6, characterized in that the comparison deter-

mines whether data introduced into the document by the document producer has
been forged.

8. A method for producing and later checkin g forgery-proof documents, character-

ized in that the documents are produced by a method according to one or more of
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Claims 1 to 4, and in that the documents are subsequently checked by means of a

method according to one or more of Claims 5 to 7.

9. The method according to Claim 8, characterized in that there is no direct
commurnucation and no sharcd data storage and data processing between the

authentication unit and the checking unit.
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Method and system for producing
forgery-proof docnments
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Method and system for producing
forgery-proof documents
Drawing 2
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