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(57) ABSTRACT 
A method and system are provided in which a broadband 
gateway may be operable to handle at least one physical layer 
connection to at least one corresponding network access Ser 
Vice provider. The broadband gateway may receive content 
and associated metadata through the at least one network 
access service provider. The broadband gateway may deter 
mine, based on the received metadata and on one or more 
rules associated with a user profile, whether to enable access 
to at least a portion of the received content by a device con 
nected in a peer-to-peer configuration with the broadband 
gateway. The broadband gateway may communicate to Such 
device an indication that at least a portion of the received 
content is available for sharing. The metadata may comprise 
rating information, copyright information, language informa 
tion, and privacy rules. The rating information may be modi 
fied based on information received by the broadbandgateway 
from other users. 
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FIELD OF THE INVENTION 

Certain embodiments of the invention relate to 
broadband access. More specifically, certain embodiments of 
the invention relate to providing user-generated content via a 

BACKGROUND OF THE INVENTION 

As the use of home networks grow in popularity, the 
capabilities of today's gateway devices may not be adequate 
to Support certain applications and content to be provided 
through Such networks. 

Further limitations and disadvantages of conven 
tional and traditional approaches will become apparent to one 
of skill in the art, through comparison of Such systems with 
the present invention as set forth in the remainder of the 
present application with reference to the drawings. 

BRIEF SUMMARY OF THE INVENTION 

0049. A system and/or method for providing user-gener 
ated content via a gateway, as set forth more completely in the 
claims. 
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0050. Various advantages, aspects and novel features of 
the present invention, as well as details of an illustrated 
embodiment thereof, will be more fully understood from the 
following description and drawings. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF 
THE DRAWINGS 

0051 FIG. 1 is a block diagram illustrating an exemplary 
communication system that comprises a home network Ser 
Viced by abroadband gateway, inaccordance with an embodi 
ment of the invention. 
0052 FIGS. 2A and 2B are block diagrams that illustrate 
exemplary broadband gateways, in accordance with embodi 
ments of the invention. 
0053 FIG. 3A is a block diagram that illustrates exem 
plary utilization of metadata associated with received con 
tent, in accordance with an embodiment of the invention. 
0054 FIG. 3B is a diagram that illustrates exemplary 
obtaining metadata information utilizing the Software agent 
of FIG. 3A, in accordance with an embodiment of the inven 
tion. 
0055 FIGS. 4A-4C are diagrams that illustrate exemplary 
user interface information presented based on rating informa 
tion and user profile, in accordance with an embodiment of 
the invention. 
0056 FIG. 5 is a diagram that illustrates exemplary 
embedding of rating information in one or more data streams 
utilizing the software agent of FIGS. 3A and 3B, in accor 
dance with an embodiment of the invention. 
0057 FIG. 6 is a diagram that illustrates content sharing 
by a broadband gateway, in accordance with an embodiment 
of the invention. 
0058 FIG. 7 is a flow chart that illustrates exemplary steps 
for content sharing, in accordance with an embodiment of the 
invention. 
0059 FIG. 8 is a flow chart that illustrates exemplary steps 
for handling rating information in metadata associated with 
received content, in accordance with an embodiment of the 
invention. 
0060 FIG.9 is a flow chart that illustrates exemplary steps 
for inserting rating information into content, in accordance 
with an embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0061 Certain embodiments of the invention can be found 
in a method and system for providing user-generated content 
via agateway. In accordance with various embodiments of the 
invention, a broadband gateway may be communicatively 
coupled to one or more devices and may also be operable to 
handle at least one physical layer connection to at least one 
corresponding network access service provider. The broad 
band gateway may receive content and metadata associated 
with the content through the at least one network access 
service provider. The broadband gateway may determine, 
based on the received metadata and on one or more rules 
associated with a user profile, whether to enable access to at 
least a portion of the received content by a device in a peer 
to-peer configuration with the broadband gateway. The 
broadband gateway may communicate to Such a device an 
indication that at least a portion of the received content is 
available for sharing. The metadata may comprise rating 
information, copyright information, language information, 
and privacy rules. The rating information may be modified or 
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updated based on information received from other users. The 
rating information may comprise one or more descriptors that 
convey a rating value. 

0062. In accordance with other embodiments of the inven 
tion, a method and system may be provided in which the 
broadband gateway may assign metadata to content, the 
metadata being embedded into one or more data streams. The 
content may be user-generated content, for example. The 
broadband gateway may communicate, through the at least 
one corresponding network access service provider, the con 
tent and the assigned metadata to a device connected in a 
peer-to-peer configuration with the broadband gateway. The 
metadata assigned by the broadband gateway may comprise 
one or more of rating information, copyright information, 
language information, and privacy rules. 
0063. To perform some of the operations described herein, 
the broadband gateway may utilize a software agent, or other 
like Software program and/or application. For example, the 
broadband gateway may enable a Software agent to be 
executed that is able to obtain and/or extract content, rating 
information, copyright information, language information, 
privacy rules, and/or other content-related information from 
downloaded data and/or from data streams. Similarly, the 
Software agent may be utilized to embed and/or insert con 
tent, rating information, copyright information, language 
information, privacy rules, and/or other content-related infor 
mation into data and/or streams of data, for example. In this 
regard, a rating value defined by a viewer or a user, or by 
multiple viewers or users, may be assigned, aggregated, and/ 
or attached by the broadband gateway to content, including to 
user-generated content. In some instances, the input from 
separate users, such as friends and family, for example, may 
be aggregated into a single rating value that may be assigned 
to the content. In other instances, the input from separate 
users may be utilized to modify or update a rating value 
associated with a particular content. 
0064 FIG. 1 is a block diagram illustrating an exemplary 
communication system that comprises a home network Ser 
Viced by abroadband gateway, inaccordance with an embodi 
ment of the invention. Referring to FIG. 1, there is shown a 
home network 100a, a plurality of distribution networks 110. 
a plurality of network access service providers 120, and a 
plurality of content providers 130. The home network 100a 
may be serviced by a broadband gateway 102. 
0065. The content providers 130 may generate, capture, 
and/or package content, such as multimedia content, for 
example, that may be distributed to end users. Content origi 
nating from the content providers 130 may be distributed to 
end users (e.g., consumers) by the network access service 
providers 120. The term “network access service provider” as 
utilized herein, may be distinguished from the more generic 
term “service provider that may refer to services other than 
providing physical layer access to a network. An entity that 
functions as a network access service provider, however, may 
also provide content and/or services other than network 
access. In some instances, an entity that functions as a net 
work access service provider may generate, capture, and/or 
package content, such as multimedia content, for example, 
that may be distributed to end users. The content received 
through the network access service providers 120 may com 
prise, for example. programming scheduling information 
and/or metadata associated with Such programming. In some 
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instances, the metadata may originate in a server, Such as a 
web server, associated with one or more of the content pro 
viders 130. 

0066. The network access service providers 120 may com 
prise various entities and/or networks that provide access to 
content and/or services using different access technologies, 
Such as multimedia, television, Internet, phone, Ethernet, 
multimedia over coax alliance (MoCA), passive optical net 
work (PON), and/or cellular services, for example, to a plu 
rality of end users. The end users may utilize devices that may 
be configured to support the necessary networking and/or 
communication infrastructures and/or standards. For 
example, end users may utilize cellular devices or Smart 
phones, personal computers (PCs), servers, and/or set-top 
boxes. Exemplary network access service providers may 
comprise, for example, cellular service providers (e.g., 
AT&T, Verizon), cable television (CATV) providers (e.g., 
Comcast, RCN, Cox), satellite television providers (e.g., 
DirectTV, DISH Network), Internet service providers (ISPs), 
digital subscriber line (DSL) providers, WiMAX providers, 
and/or plain old telephone service (POTS) providers. In an 
exemplary embodiment of the invention, the broadband gate 
way 102 may enable connecting to a plurality of network 
access service providers 120 to facilitate receiving content 
originating from one or more of the content providers 130. 
When more than one network access service provider 120 
provides access to content and/or services to the broadband 
gateway 102, each network access service provider 120 may 
do so through a separate physical layer access. In an embodi 
ment of the invention, a separate physical layer access may be 
enabled in the broadband gateway 102 by having a separate 
network interface for each network access service provider 
120 within the broadband gateway 102. 
0067. The plurality of distribution networks 110 may 
comprise one or more networks that may be operable to 
enable wireless and/or wired communication among a plural 
ity of entities based on one or more networking and/or com 
munication infrastructures. In this regard, the plurality of 
distribution networks 110 may be utilized to enable distrib 
uting content generated by the content providers 130 and/or 
by the network access service providers 120 to end users. The 
network connectivity available via the plurality of distribu 
tion networks 110 may be based on one or more communi 
cation standards and/or protocols. The plurality of distribu 
tion networks 110 may comprise, for example, the Internet 
110a, a CATV network 110b, a satellite television (TV) net 
work 110c, a wireless local area network/wide area network 
(LAN/WAN) 110d, and/or a cellular network 110e. 
0068. The Internet 110a may comprise a system of inter 
connected networks to enable exchange of data between a 
plurality of nodes, based on one or more networking stan 
dards, including, for example, the Internet Protocol (IP). For 
example, the Internet 110a may enable connectivity among a 
plurality of private and public, academic, business, and/or 
government nodes and/or networks. The physical connectiv 
ity may be provided in the Internet 110a via, for example, the 
Public Switched Telephone Network (PSTN), copper wires, 
fiber-optic cables, wireless interfaces, and/or other protocols 
and/or standards-based interfaces. The transport functional 
ity may be performed in the Internet 110a based on, for 
example, one or more protocols, such as the Transmission 
Control Protocol/IP (TCP/IP), for example. The CATV net 
work 110b may comprise suitable distribution nodes, sys 
tems, and/or Subnetworks that may enable forwarding of 
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communication between CATV providers and a plurality of 
cable-TV consumers. For example, the CATV network 110b 
may comprise a network offiber optics and/or coaxial cables 
for use in CATV broadcasts. The Satellite TV network 110C 
may comprise Suitable distribution nodes, systems, and/or 
subnetworks that may enable communication of satellite TV 
broadcast by satellite TV providers to a plurality of consum 
ers. For example, the satellite network 110c may comprise a 
plurality of orbiting satellite nodes and/or one or more terres 
trial centers in a satellite-TV system. 
0069. The LAN/WAN network 110d may comprise suit 
able logic, circuitry, interfaces, and/or code that may be oper 
able to enable implementation of one or more wired and/or 
wireless LAN or WAN standards and/or protocols. Exem 
plary WAN technologies comprise, for example, WiMAX 
based networks. Exemplary LAN technologies may com 
prise, for example, those based on IEEE 802.11 standards, 
including, for example, WiFi-based networks. The cellular 
network 110e may comprise Suitable logic, circuitry, inter 
faces and/or code that may be operable to enable communi 
cation via one or more cellular technologies. Exemplary cel 
lular technologies may comprise Code Division Multiple 
Access (CDMA), wideband CDMA (WCDMA), 
CDMA1000, High-Speed Downlink Packet Access (HS 
DPA), Global System for Mobile Communications (GSM), 
General Packet Radio Services (GPRS), Enhanced Data 
Rates for Global Evolution (EDGE), and/or Universal Mobile 
Telecommunication System (UMTS). The cellular network 
110e may comprise, for example, a plurality of control and/or 
Switching nodes, and a plurality of base stations that enable 
transmission and/or reception of cellular based communica 
tions between the cellular network 110e and cellular capable 
devices. 

0070 The home network 100a may correspond to a loca 
tion that may comprise a plurality of devices which may be 
serviced and/or managed by the broadband gateway 102. In 
this regard, the location may be a residence (e.g., home, 
apartment), a small business, a school, a library, and/or other 
like settings in which users may want to obtain access to 
service and/or to content provider networks. The broadband 
gateway 102 may be utilized in the home network 100a to 
provide connectivity between the home network 100a and the 
network access service providers 120, the distribution net 
works 110, and/or the content providers 130. 
0071. The broadband gateway 102 may comprise suitable 
logic, circuitry, interfaces, and/or code that may be operable 
to provide connectivity between one or more devices in a 
home network, such as the home network 100a, and a plural 
ity of external networks. For example, the broadband gateway 
102 may support configuring and/or using a plurality of 
broadband connections 108 to the distribution networks 110. 
The broadband connections 108 may comprise wired and/or 
wireless connections between the broadband gateway 102 
and the distribution networks 110, which may enable com 
munication between the broadband gateway 102 and the net 
work access service providers 120. The broadband gateway 
102 may operate as an interface device that may allow one or 
more network access service providers and/or content pro 
viders to interact with various devices in the home network. In 
this regard, the broadband gateway 102 may enable commu 
nication with each of the network access service providers 
120 through separate interfaces. That is, each network access 
service provider 120 from the plurality of network access 
service providers 120 may interface with the broadband gate 
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way 102 through a network interface that is separate and/or 
different from a network interface associated with each of the 
other network access service providers 120. 
0072 A single broadband gateway 102 may be operable to 
handle multiple physical layer access connections, where a 
physical layer may refer to an OSI layer 1. The connections 
may provide access to one or more of the distribution net 
works 110. The distribution networks 110 may be owned, 
operated, leased, or otherwise associated with different net 
work access service providers 120. For example, one network 
access service provider 120 may provide network access to 
the broadband gateway 102 through a cable television con 
nection over coaxial cabling associated with the CATV net 
work 110b. In another example, a different network access 
service provider 120 may provide network access to the 
broadband gateway 102 through a DSL connection over 
twisted-pair cabling associated with the Internet 110a. In 
Some instances, the broadband gateway 102 may be operable 
to concurrently communicate over several physical layer con 
nections associated with the multiple network access service 
providers 120. 
0073. The broadband gateway 102 may be operable to 
perform and/or provide various services that may pertain to 
enabling and/or facilitating reception of multimedia content. 
The content may be delivered through one or more network 
access services providers 120 and their associated networks, 
which may include at least some portions of the distribution 
networks 110. For example, the broadband gateway 102 may 
be operable to perform such operations as network access 
related processing (e.g., PHY/MAC, transport layer process 
ing), encryption and/or decryption, user and/or account 
authentication, and/or at least some of video and/or audio 
processing operations that may be needed for consumption of 
multimedia content. The broadband gateway 102 may com 
municate with various devices in the home network 100a, 
using wired and/or wireless communication links. 
0074 Devices serviced by, and/or connected to the broad 
band gateway 102 may comprise content consuming devices 
and/or other, non-content consuming household or home 
devices that may be operable to interact with the broadband 
gateway 102. For example, the broadband gateway 102 may 
service, and/or may communicate with a plurality of home 
devices 104a-104i in the home network 100a. The home 
devices may comprise, for example, one or more of a televi 
sion 104a, a laptop computer 104b, a detector 104c (e.g., a 
Smoke detector, a carbon monoxide detector, a security 
alarm), a computer and/or server 104d. a mobile phone 104e. 
a speaker 104f an AM/FM radio 104g, a phone 104.h, an 
appliance 104i (e.g., refrigerator), and a digital video recorder 
(DVR) or personal video recorder (PVR) 104i. The broad 
band gateway 102 may interact with each of the home devices 
104a-104i via links 106a-106i, which may be supported by 
the broadband gateway 102 and the corresponding home 
device. For example, the link 106a between the broadband 
gateway 102 and the television 104a may comprise a High 
Definition Multimedia Interface (HDMI) cable and/or 60 
GHZ WiGig wireless connection/interface. The link 106b 
may comprise, for example, a wired Ethernet link, a wireless 
Ethernet link, a Universal Serial Bus (USB) link, or an IEEE 
1394 link. The link 106c may comprise, for example, a two 
wire link or a wireless link. The link 106d may comprise, for 
example, a wired Ethernet link, a wireless Ethernet link, a 
USB link, oran IEEE 1394 link. The link 106e may comprise, 
for example, a wireless Ethernet link, a USB link, or a cellular 
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link. The link 106fmay comprise speaker wire and/or a wire 
less link. The link 106g may comprise, for example, AM 
and/or FM radio transmissions broadcast received using the 
broadband gateway 102. The link 106h may comprise, for 
example, a phone line. The link 106i may comprise, for 
example, a wired or wireless Ethernet link. The link 106i may 
comprise, for example, a wired or a wireless link. 
0075. In the exemplary embodiment of the invention illus 
trated in FIG. 1, although the devices 104a-104i, which may 
be communicatively coupled to only the broadband gateway 
102, are shown, the invention may not be so limited. Accord 
ingly, the devices 104a-104i, which may be communicatively 
coupled to multiple broadband gateways in a local or home 
network, may be implemented without departing from the 
spirit and scope of various embodiments of the invention. 
0076. As illustrated in FIG. 1, a plurality of home net 
works 100b, ... , 100n, may also be connected to the distri 
bution networks 110. These home networks 100b, ..., 100m 
may operate in Substantially the same manner as the home 
network 100a. By having more than one home network con 
nected to the distribution networks 110, various applications, 
Such as peer-to-peer communication and/or data aggregation 
operations may be possible by utilizing the broadband gate 
ways 102 in the home networks. Each of the home networks 
100a, 100b, ..., and 100m may be a source of content, such 
as user-generated content, for example, which may be com 
municated to any one of the other home networks. In this 
regard, content and/or other information in a broadband gate 
way 102 may be shared, including user-generated content, by 
enabling access to Such content by another broadband gate 
way 102, or similar device, that is located in the same home 
network or in a different home network. 

0077. In operation, the broadband gateway 102 may be 
utilized as an interface device that may allow one or more of 
the network access service providers 120 and/or the content 
providers 130 to interact with various devices in a home 
network, such as the home network 100a. The broadband 
gateway 102 may be operable to perform and/or provide 
various services that may pertain to enabling and/or facilitat 
ing reception of content, such as multimedia content, for 
example. The broadband gateway 102 may distribute the 
received content to one or more devices in the home network 
100a for consumption. The broadband gateway 102 may also 
be operable receive content and metadata associated with the 
content through one or more of the corresponding network 
access service providers 120. The received content may be in 
the form of downloadable television programs from content 
providers such as Hulu and/or similar content providers, for 
example. The received content may also be in the form of 
streaming content such as movies from Netflix, YouTube, 
and/or other similar content providers, for example. More 
over, the received content may be downloaded and/or 
streamed user-generated content received from a source in 
any one of the home networks 100b, . . . , 100m that is in a 
peer-to-peer configuration with the broadband gateway 102. 
0078. The received metadata may be in one of several 
standardized and/or proprietary formats that the broadband 
gateway 102 may be operable to support. The format of the 
received metadata may depend on the type of content and/or 
the Source of the content. The received metadata may com 
prise one or more of rating information, copyright informa 
tion, language information, privacy rules, and other content 
related information. 
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007.9 The rating information that is associated with the 
received content may comprise one or more descriptors that 
convey at least a rating value. For example, descriptors such 
as the syntax utilized in a Region Rating Table (RRT) may be 
comprised within the received metadata to convey informa 
tion about the rating value or values that are applicable to the 
programs and/or the content comprised within a particular 
transport stream and/or data stream received by the broad 
band gateway 102. In another example, descriptors such as 
the syntax elements utilized in Code Point Registry for 
MPEG-2-based standards, or other similar syntax elements, 
may be utilized to convey metadata information, such as 
rating information, associated with a particular content. 
0080. The broadband gateway 102 may determine, based 
on the received metadata and on one or more rules associated 
with a user profile, whether to enable access from a device, 
Such as another broadband gateway (e.g., broadband gate 
ways 102 in home networks 100b, . . . , 100m), to at least a 
portion of the received content. The device may be connected 
in a peer-to-peer configuration with the broadband gateway 
102. The broadband gateway 102 may communicate to the 
device an indication that at least a portion of the received 
content is available for sharing. Once Such an indication is 
provided, the device may access and/or retrieve the content 
from the broadband gateway 102. 
0081. The rating information may be modified in the 
broadband gateway 102 based on information received from 
one or more devices, such as one or more other broadband 
gateways 102. For example, users of one or more of the other 
broadband gateways 102 in the home networks 100b, . . . . 
100m, may provide rating information that may be utilized to 
modify or update a rating value associated with a particular 
COntent. 

0082. The broadband gateway 102 may be operable to 
assign or attach metadata to content, Such as user-generated 
content, for example. The broadband gateway 102 may 
embed or insert the metadata into one or more data streams. 
The broadband gateway 102 may communicate, through at 
least one network access service provider 120, the content 
and the assigned metadata to a device connected in a peer-to 
peer configuration with the broadband gateway. Such device 
may be another broadband gateway 102 in any of the home 
networks 100b, ..., 100m, for example. 
0083. In some embodiments, the broadband gateway 102 
may obtain the rating information from the received metadata 
and may determine, based on the obtained rating information, 
whether to update a content directory in the broadband gate 
way 102 to reflect the received content. The determination 
may be based on one or more rules. Such as rating rules, for 
example, associated with a user profile. 
0084. The broadband gateway 102 may be operable to 
assign rating information to content and may generate meta 
data associated with the content. The generated metadata may 
comprise the assigned rating values. As described above, the 
rating information may comprise descriptors, such as syntax 
elements, that conveya certain rating value and/or other infor 
mation associated with the content. The broadband gateway 
102 may communicate, through one or more of the corre 
sponding network access service providers 120, the content 
and the generated metadata to a device that is in a peer-to-peer 
configuration with the broadband gateway 102. Such as 
devices that are part of any one of the home networks 100b, . 
. . , 100m. The broadband gateway 102 may embed, insert, 
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and/or attach the assigned rating information into one or more 
data streams associated with the generated metadata and/or 
the content. 
I0085 FIG. 2A is a block diagram illustrating an exem 
plary broadband gateway, in accordance with an embodiment 
of the invention. Referring to FIG. 2A, there is shown a more 
detailed view of an exemplary architecture of the broadband 
gateway 102 described above with respect to FIG. 1. The 
broadband gateway 102 may comprise Suitable logic, cir 
cuitry, code, and/or interfaces that may be operable to provide 
connectivity between one or more networks, such as the dis 
tribution networks 110, for example, and one or more devices 
in a home network, such as the home devices 104a-104i in the 
home network 100a. Access from the broadband gateway 102 
to the distribution networks 110 may be provided through one 
or more of the network access service providers 120. 
I0086. The broadband gateway 102 may operate as an 
interface device that allows one or more network access Ser 
vice providers 120 and/or content providers 130 to interact 
with various devices in the home network 100a, such as the 
home devices 104a-104i. Moreover, when more than one 
network access service provider 120 is utilized to provide 
access, the broadband gateway 102 may handle each of net 
work access service providers 120 through a separate physi 
cal layer access. 
I0087. The broadband gateway 102 may comprise suitable 
hardware and/or software to provide some or all of the func 
tions and/or operations of one or more of a modem, a router, 
and a switch. The modem functions and/or operations may be 
those of a DSL modem, a cable modem, or a wireless cable 
modem, for example. The router functions and/or operations 
may be those of a wireless router, for example. The switch 
functions and/or operations may be those of a network Switch, 
or a local area network (LAN) switch, for example. In some 
instances, the broadband gateway 102 may communicate 
with the various devices in the home via more than one home 
network. 
I0088. The broadband gateway 102 may comprise one or 
more modules. Each of these modules may comprise hard 
ware, software, or a combination thereofthat may be utilized 
to perform various operations associated with the broadband 
gateway 102. In an embodiment of the invention, the broad 
band gateway 102 may comprise a provider interface module 
202, a processor module 204, a memory module 206, and a 
client network interface module 208. The modules in the 
broadband gateway 102 may communicate with one or more 
of the other modules through one or more buses and/or con 
nections 205. In some instances, the broadband gateway 102 
may be such that the various modules listed above may be 
distributed over multiple devices. In such instances, the buses 
and/or connections 205 may enable communication between 
the various modules across the multiple devices. Moreover, 
the modules listed above are provided by way of illustration 
and not of limitation. Other configurations and/or architec 
tures of the broadband gateway 102 may also be imple 
mented. For example, the broadband gateway 102 may be a 
virtual gateway that is setup in a network by utilizing virtual 
machines (VMs) and/or next-generation (NG) data centers. 
I0089. The provider interface module 202 may comprise 
Suitable logic, circuitry, code, and/or interfaces that may be 
operable to receive data and/or to send data through one or 
more of the network access service providers 120, for 
example. The data received and/or sent may be associated 
with content from the content providers 130 and/or from the 
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network access service providers 120. The provider interface 
module 202 may be operable to support multiple communi 
cation protocols, standards, and/or data transport technolo 
gies. As illustrated in FIG. 2A, the provider interface module 
202 may be operable to interface with one or more of the 
network access service providers 120. In an embodiment of 
the invention, the provider interface module 202 may be 
operable to interface with N of the network access service 
providers 120. The provider interface module 202 may be 
communicatively coupled to the various network access Ser 
vice providers 120 via a plurality of broadband connections 
108 described above with respect to FIG. 1. 
0090 The processor module 204 may comprise suitable 
logic, circuitry, code, and/or interfaces that may be operable 
to process data received and/or sent through one or more of 
the network access service providers 120, and/or data 
received from and/or sent to one or more devices in the home 
network 100a. In this regard, the processor module 204 may 
comprise one or more portions that are Suitable to handle 
certain types of data such as video data and/or audio data, for 
example. For example, the processor module 204 may com 
prise a core processor (not shown), a video processor (not 
shown), and an audio processor (not shown). 
0091. The processor module 204 may be operable to per 
form operations associated with processing content and meta 
data received by the broadband gateway 102. The content and 
the metadata may be received from data that is downloaded 
and/or streamed to the broadband gateway 102. The processor 
module 204 may be utilized to obtain information, such as 
copyright information, language information, and/or privacy 
rules, for example, which may be embedded, inserted, and/or 
attached to the received metadata. The processor module 204 
may be utilized to obtain other information, such as rating 
information, for example, which may be included in the 
received metadata. The processor module 204 may utilize the 
rating information that is obtained from the received metadata 
to update a content directory stored in the memory module 
206. Once the content directory is updated, the processor 
module 204 may generate a user interface. Such as an Elec 
tronic Programming Guide (EPG) or an Interactive Program 
ming Guide (IPG), for example, which may be communi 
cated to a home device to present the updated content 
directory information to a user. 
0092. The processor module 204 may be operable to deter 
mine whether to make the content received accessible to other 
devices connected to the broadband gateway 102, including 
devices connected in a peer-to-peer configuration with the 
broadband gateway 102. Such determination may be based on 
the received metadata associated with the received content 
and/or on one or more rules associated with a user profile. 
That is, a user of the broadband gateway 102 may provide a 
set of rules that enable content sharing with other users. When 
new content is received, the processor module 204 may deter 
mine whether such content is to be shared by considering the 
characteristics of the content and/or the rules set by the user. 
0093. The processor module 204 may also be operable to 
assign rating information to content and to generate metadata 
associated with the content. In this regard, the generated 
metadata may comprise the assigned rating information. The 
processor module 204 may embed, insert, and/or attach the 
assigned rating information into one or more data streams 
associated with the generated metadata. In some instances, 
the assigned rating information may be aggregated to other 
rating information associated with the content. The rating 

Jan. 7, 2016 

information assigned by the processor module 204 may com 
prise one or more descriptors that conveyarating value. Other 
information, Such as copyright information, language infor 
mation, and/or privacy rules, for example, may be embedded, 
inserted, and/or attached to the generated metadata by the 
processor module 204. 
0094. To perform the various operations described above, 
the processor module 204 may enable the execution of one or 
more software agents, or other like software programs and/or 
applications. For example, a software agent may be executed 
that is able to obtain and/or extract content, rating informa 
tion, copyright information, language information, privacy 
rules, and/or other content-related information from data 
received by the broadband gateway 102. Similarly, the same 
or other Software agent may be utilized to embed, insert, 
and/or attach content, rating information, copyright informa 
tion, language information, privacy rules, and/or other con 
tent-related information into data that is to be communicated 
by the broadband gateway 102. 
0.095 The memory module 206 may comprise suitable 
logic, circuitry, code, and/or interfaces that may be operable 
to store data utilized in the operations of the broadband gate 
way 102. For example, the memory module 206 may be 
utilized to store configuration data, parameters, device infor 
mation, tracking and/or monitoring information, security 
information, and intermediate processing data, for example. 
The memory module 206 may comprise storage media that 
may be integrated in the broadband gateway 102 and/or may 
be removable such as a removable storage device. 
0096. The memory module 206 may be operable to store 
content and/or information obtained from metadata associ 
ated with the content. For example, the memory module 206 
may store content, rating information, copyright information, 
language information, privacy rules, and/or other content 
related information from data received by the broadband 
gateway 102. The memory module 206 may store content 
and/or information to be embedded, inserted, and/or attached 
to metadata associated with the content. For example, the 
memory module 206 may store content, rating information, 
copyright information, language information, privacy rules, 
and/or other content-related information for data to be com 
municated by the broadband gateway 102. 
(0097. The memory module 206 may be utilized to store 
one or more user profiles. A user profile may comprise a set of 
preferences and/or rules for a particular user. The user profile 
may indicate a particular user's preferences with respect to 
the type and/or capabilities of the devices in which that user 
receives, displays, and/or reproduces content. The user pro 
file may indicate preferences with respect to the quality, type, 
genre, and/or cost of content for that particular user. The user 
profile may also indicate security preferences such as the type 
of actions, tasks, features, and/or operations that the user may 
allow a downloaded application to perform. Moreover, the 
user profile may indicate restrictions as to the type of content 
that may be made available. For example, the user profile may 
be utilized to filter out or remove violent content, mature or 
adult content, and/or content that otherwise the user considers 
to be inappropriate. In this regard, the user profile may have 
time and/or location information that may indicate when and/ 
or in which of the home devices 104a-104i is content to be 
filtered out or removed from user access. The preferences 
and/or rules of the user profile may be utilized with the opera 
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tions of a software agent or other like Software program 
and/or application that may be executed by the processor 
module 204. 
0098. The user profile may also include a set of rules that 
indicate whether content available in the broadband gateway 
102 (e.g., in the memory module 206) is to be made accessible 
to devices outside the home network associated with the 
broadband network 102. Such devices may comprise other 
devices in other home networks, including devices connected 
in a peer-to-peer configuration with the broadband gateway 
102. The set of rules may indicate the type of content that may 
be shared. The set of rules may also indicate the devices 
and/or users with which certain content is to be shared. The 
user profile may also include rules associated with aggregat 
ing, modifying, and/or updating rating information based on 
information received from other users. In this regard, the user 
profile may indicate which devices and/or which users of such 
devices are allowed to provide information related to rating 
information. 
0099. The memory module 206 may be utilized to store 
one or more content directories. A content directory may 
comprise information, including programming scheduling 
information, related to content that may be available to the 
broadband gateway 102 through one or more of the network 
access service providers 120. A content directory may also 
comprise information related to content that may be available 
to the broadband gateway 102 from one or more of the home 
devices 104a-104i and/or related to content that is locally 
available in the memory module 206. The information asso 
ciated with a content directory may be updated based on 
content that is received and/or made available to the broad 
band gateway 102. The information in a content directory 
may be utilized with the operations of a software agent or 
other like Software program and/or application that may be 
executed by the processor module 204. 
0100. The client network interface module 208 may com 
prise Suitable logic, circuitry, code, and/or interfaces that may 
be operable to receive data from and/or send data to one or 
more devices in the home network. The client network inter 
face module 208 may be operable to support multiple com 
munication protocols, standards, and/or data transport tech 
nologies. 
0101 FIG.2B is a block diagram illustrating an exemplary 
broadband gateway, in accordance with another embodiment 
of the invention. Referring to FIG. 2B, there is shown the 
broadband gateway 102 with the provider interface module 
202 comprising N separate network interfaces 203-1, . . . . 
203-N, each of which is associated with one of the N network 
access service providers 120. In this manner, the broadband 
gateway 102 may separately interface with the network 
access service providers 120. The network interfaces 203-1, . 
... 203-N may enable the broadband gateway 102 to handle 
separate physical layer access for each of the N network 
access service providers 120. For example, the broadband 
gateway 102 may interface with each of a cellular service 
provider, a CATV provider, a satellite television provider, an 
ISP, and/or POTS provider through a separate network inter 
face, each of which comprises Suitable logic, circuitry, code, 
and/or interfaces to enable physical layer access. 
0102 FIG. 3A is a block diagram that illustrates exem 
plary utilization of metadata associated with received con 
tent, in accordance with an embodiment of the invention. 
Referring to FIG. 3A, there is shown the broadband gateway 
102 described above. Also shown are a software agent 300 
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and a content processing application 310, both of which may 
be executed on the processor module 204. The software agent 
300 may be utilized to obtain and/or extract content, rating 
information, copyright information, language information, 
privacy rules, and/or other content-related information from 
data received by the broadband gateway 102 through the 
provider interface module 202, for example. The software 
agent 300 may be utilized to embed, insert, and/or attach 
content, rating information, copyright information, language 
information, privacy rules, and/or other content-related infor 
mation into data that is to be communicated by the broadband 
gateway 102 through the provider interface module 202, for 
example. 
0103) The content processing application 310 may be uti 
lized to process content and/or information associated with 
the content. In one example, the content processing applica 
tion 310 may be utilized to generate a graphical user interface 
(GUI) that may be communicated to one or more of the home 
devices 104a-104i through the home network interface mod 
ule 208. In this regard, the content processing application 310 
may prepare the GUI based on whether certain content is 
Suitable for a particular user. For example, the content pro 
cessing application 310 may include, as part of the program 
schedule to be presented by the GUI, information about con 
tent that has a certain rating that makes such content appro 
priate for a particular user. Whether such content may be 
included in the program schedule may be determined by the 
content processing application 310 and/or by the software 
agent 300. 
0104. In some instances, the content processing applica 
tion 310, and/or other like software program and/or applica 
tion, may be utilized to generate a GUI or other interface that 
may be presented to a user to enable the user to provide input 
regarding the type of rating that may be assigned to content 
available at the broadband gateway 102. In this regard, the 
content may be user-generated content that the user may wish 
to share with others through the network access service pro 
viders 120, for example. For example, a device in any one of 
the home networks 100b, ..., 100m may be in a peer-to-peer 
configuration with the broadband gateway 102 and may be a 
Source and/or a recipient of user-generated content. 
0105. Although a single software agent has been shown 
with respect to FIG. 3A, the invention need not be so limited. 
In some embodiments, instead of using a single Software 
agent, multiple software agents may be executed on the pro 
cessor module 204 to perform the various operations 
described herein. That is, some operations may be performed 
by one software agent while other operations may be per 
formed by other software agents. For example, information 
extraction operations and information embedding operations 
may be performed by different software agents. In another 
example, content sharing operations may be performed by 
another Software agent. In yet another example, ratings-re 
lated operations may be performed by one software agent 
while other metadata information may be handled by other 
Software agent or agents. Moreover, multiple software agents 
may be executed concurrently on the processor module 204. 
0106 FIG. 3B is a diagram that illustrates exemplary 
obtaining of metadata utilizing the software agent of FIG.3A, 
in accordance with an embodiment of the invention. Refer 
ring to FIG.3B, there is shown the software agent 300 of FIG. 
3A receiving data from a plurality of sources 350. The data 
may be received by the software agent 300 through the pro 
vider interface module 202 and/or may be stored in the 
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memory module 206 before being received by the software 
agent 300. The software agent 300 may process the received 
data, which may comprise content and metadata associated 
with the content. When the data is received in multiple data 
streams, the software agent 300 may be operable to handle the 
various encapsulating layers of data that may be received by 
the broadband gateway 102. 
0107 The received metadata may be comprised in one or 
more locations and/or layers. For example, the received meta 
data may be within a header of a video packet in an elemen 
tary data stream, in descriptors associated with an MPEG-2 
transport layer, and/or in a Real-time Transport Protocol 
(RTP) packet. In another example, watermarking information 
may be embedded in the video data itself. In yet another 
example, copy control information may be embedded in a 
transport layer or other similar layer. 
0108. The software agent 300, and/or other like software 
program and/or application, may be utilized to separate the 
received content from the received metadata and may extract 
information in the received metadata. Once separated from 
the received metadata, the received content may be processed 
and may be referred to as edited content, for example. As 
described above, the received metadata may be in any one of 
a plurality of standardized and/or proprietary formats that 
may be supported by the software agent 300. The information 
extracted from the received metadata may comprise rating 
information and/or other information, such as copyright 
information, language inforamtion, privacy rules, or the like. 
01.09. In some embodiments, the software agent 300, and/ 
or other like Software program and/or application, may deter 
mine whether certain content is to be made available by the 
broadband gateway 102 for sharing with a device. Such as a 
device in any one of the home networks 100b, . . . , 100n, 
including other broadband gateways 102. The software agent 
may utilize the received metadata and/or one or more rules 
associated with a user profile to determine whether certain 
content is to be shared. When content sharing is to be enabled, 
the Software agent may generate an indication that is to be 
communicated to the device with which content is to be 
shared. The indication may comprise a signal or may be 
embedded in a signal, a packet, a frame, or other like data 
Structure. 

0110. In some embodiments, the software agent 300, and/ 
or other like Software program and/or application, may deter 
mine a rating value or values associated with the received 
content based on the rating information that is extracted from 
the received metadata. For example, the software agent 300 
may obtain the rating value or values from one or more 
descriptors in the rating information. The descriptors may be 
in the form of syntax elements that convey the rating value or 
values associated with the received content. 

0111. In some embodiments, the software agent 300, and/ 
or other like Software program and/or application, may 
modify extracted rating information based on information 
received from one or more devices, such as one or more other 
broadband gateways 102. For example, users of one or more 
devices in the home networks 100b, ..., 100m, may provide 
rating information that may be utilized to modify or update a 
rating value associated with a particular content. 
0112. In some embodiments, the software agent 300, and/ 
or other like Software program and/or application, may be 
utilized to filter out or remove a particular content from the 
content that may be made available to a content directory 
based on the rating value or values associated with that par 
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ticular content. In Such instances, the Software agent 300 may 
obtain a set of preferences and/or rules related to the content 
restrictions from a user profile. The software agent 300 may 
utilize these preferences and/or rules to determine whether 
the content is appropriate for a particular user and whether to 
update information associated with the content directory to 
reflect the availability of the received content. When the con 
tent is appropriate and the content directory is updated, the 
broadband gateway 102 may update a program or content 
schedule graphically displayed to a user through a user inter 
face to reflect the availability of the received content. 
0113 FIG. 4A is a diagram that illustrates an exemplary 
user interface information being presented based on rating 
information and user profile, in accordance with an embodi 
ment of the invention. Referring to FIG. 4A, there is shown a 
user A that is presented with a GUI 420 being displayed on the 
television 104a, which is connected to the broadbandgateway 
102 through the link 106a. The broadband gateway 102 may 
be aware that the current user is the user A from input pro 
vided by the user A and/or from other input received by the 
broadband gateway 102. Such as sensor input, for example, 
that identifies the current user as the user A. 

0114. In this exemplary scenario, the software agent 300 
described above may extract or obtain rating information 
related to content received by the broadband gateway 102. 
The broadband gateway 102 may have received content A, B, 
C, D, E, and F, for example, from one or more sources through 
the network access service providers 120. The rating infor 
mation and a user profile associated with the user A may be 
utilized to determine whether the content received is appro 
priate and is to be included in the content directory. In this 
instance, as illustrated by the GUI 420, it is determined that 
content A, B, D, and F are appropriate or in accordance with 
the preferences and/or rules associated with the user A, and 
consequently, such content is included in the content direc 
tory and presented to the user A through the GUI 420. Content 
Cand E, however, may have a rating value or values that make 
Such content inappropriate for the user A at the current time. 
The user A may make a selection of content to consume based 
on the content being presented with the understanding that the 
broadband gateway 102 may have filtered out or removed 
content that may have been deemed inappropriate by the user 
A 

0115 FIG. 4B is a diagram that illustrates another 
example of user interface information being presented based 
on rating information and user profile, in accordance with an 
embodiment of the invention. Referring to FIG. 4B, there is 
shown a user B that is presented with a GUI 430 being 
displayed on the television 104a. The broadbandgateway 102 
may be aware that the current user is the user B from input 
provided by the user Band/or from other input received by the 
broadband gateway 102. Such as sensor input, for example, 
that identifies the current user as the user B. 

0116. In this exemplary scenario, the software agent 300 
may extract or obtain rating information related to content A, 
B, C, D, E, and F, for example, received by the broadband 
gateway 102. The rating information and a user profile asso 
ciated with the user B may be utilized to determine whether 
the content received is appropriate and is to be included in the 
content directory. In this instance, as illustrated by the GUI 
430, it is determined that content A, B, C, and E are appro 
priate or in accordance with the preferences and/or rules 
associated with the user B, and consequently, such content is 
included in the content directory and presented to the user B 
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through the GUI 430. Content D and F, however, while appro 
priate for the user A as shown in FIG. 4A, may have a rating 
value or values that make Such content inappropriate for the 
user B at the current time. The user B may make a selection of 
content to consume based on the content being presented with 
the understanding that the broadband gateway 102 may have 
filtered out or removed content that may have been deemed 
inappropriate by the user B. 
0117 FIG. 4C is yet another diagram that illustrates an 
example of user interface information being presented based 
on rating information and user profile, in accordance with an 
embodiment of the invention. Referring to FIG. 4C, there is 
shown the user A that is presented with a GUI 440 being 
displayed on a television 404a, which is connected to the 
broadband gateway 102 through a link 406a. There is also 
shown the user B that is presented with a GUI 450 being 
displayed on a television 404b, which is also connected to the 
broadband gateway 102 through a link 406b. The televisions 
404a and 404b may be in different locations of a home or 
residence and may be part of a home network Such as the 
home network 100a described above. The broadband gate 
way 102 may be aware that the current users are the user A and 
the user B from input provided by the users and/or from other 
input received by the broadband gateway 102, such as sensor 
input, for example, that identifies the current users. 
0118. As described above with respect to FIGS. 4A and 
4B, the software agent 300 may extractor obtain rating infor 
mation related to content A, B, C, D, E, and F, for example, 
received by the broadband gateway 102. The rating informa 
tion and a user profile associated with the users A and B may 
be utilized to determine whether the content received is 
appropriate and is to be included in the content directory. In 
this instance, as illustrated by the GUIs 440 and 450, it is 
determined that content A, B, D, and F are appropriate or in 
accordance with the preferences and/or rules associated with 
the user A, while content A, B, C, and E are appropriate or in 
accordance with the preferences and/or rules associated with 
the user B. Consequently, content A, B, D, and F is presented 
to the user A through the GUI 440 and content A, B, C, and E 
is presented to the user B through the GUI 450. Each of the 
users may make a selection of content to consume based on 
the content being presented with the understanding that the 
broadband gateway 102 may have filtered out or removed 
content that may have been deemed inappropriate by the user. 
0119. In an embodiment of the invention, the broadband 
gateway 102 may support different content directories for 
different users or a single content directory for all users. 
When a single content directory is supported, the software 
agent 300 and/or the content processing application 310 may 
be utilized to present to a user, information from the content 
directory related to content that may be deemed appropriate 
by that user. 
0120 In some embodiments, because the broadband gate 
way 102 may modify or update rating information, including 
rating values, based on information provided by other users 
(e.g., friends, family), the content that is made available to 
users A and B through GUIs in the various scenarios 
described above may change based when such modification 
or update occurs. In this regard, the content directory may be 
dynamically updated as a result of modifications or updates to 
rating information. 
0121 FIG. 5 is a diagram that illustrates exemplary 
embedding of rating information in one or more data streams 
utilizing the software agent of FIGS. 3A and 3B, in accor 
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dance with an embodiment of the invention. Referring to FIG. 
5, there is shown the software agent 300 receiving content, 
Such as user-generated content, for example. The Software 
agent 300 may also receive information from a user profile 
and/or input from a user to generate metadata associated with 
the content. The metadata generated by the Software agent 
300 may comprise rating information, such as descriptors that 
indicate a rating value or values assigned to the content, 
and/or copy control information associated with the content, 
which may comprise watermarking, for example. The Soft 
ware agent 300 may determine the rating value or values 
assigned to the content based on information comprised 
within the content, the information from the user profile, 
and/or the user input. In some instances, the metadata gener 
ated by the software agent 300 may comprise information 
Such as copyright information, language information, privacy 
rules, or other like content-related information. 
0.122 The metadata generated by the software agent 300 
may be embedded, inserted, and/or attached to one or more of 
a plurality of data streams 510. For example, the generated 
metadata may be comprised in header of a video packet in an 
elementary data stream, in descriptors associated with an 
MPEG-2 transport layer, and/or in a Real-time Transport 
Protocol (RTP) packet. In another example, watermarking 
information may be embedded in the video data itself. In yet 
another example, copy control information may be embedded 
in a transport layer or other similar layer. 
I0123 FIG. 6 is a diagram that illustrates content sharing 
by a broadband gateway, in accordance with an embodiment 
of the invention. Referring to FIG. 6, there is shown the home 
networks 100a, 100b, ..., 100n described above with respect 
to FIG. 1. The broadband gateway 102 in the home network 
100a may enable content to be shared with one or more 
devices in the home networks 100b, ..., 100n. Such devices 
may include the broadband gateways 102 in the home net 
works 100b, . . . , 100n. Moreover, such devices may be 
connected to the broadbandgateway 102 in the home network 
100a in a peer-to-peer configuration. 
0.124 When content is to be shared, the broadband gate 
way 102 in the home network 100a may generate one or more 
indications that may be communicated to the appropriate 
devices to inform those devices that content is available for 
sharing. In this regard, the broadband gateway 102 in the 
home network 100a may make different content available to 
different devices based on the metadata associated with the 
content and/or sharing rules. When the broadband gateway 
102 in the home network 100a generates and/or assigns meta 
data to certain content, such content may be made available to 
one or more devices in the home networks 100b, ... , 100m 
based on the metadata and/or on sharing rules. 
0.125. In some embodiments, users of one or more devices 
in the home networks 100b, ..., 100m may provide informa 
tion to the broadband gateway 102 in the home network 100a 
that may be utilized to modify or update rating information 
associated with certain content. The modification or update of 
rating information may be based on rules provided by a user 
profile, for example. 
0.126 FIG. 7 is a flow chart that illustrates exemplary steps 
for content sharing, in accordance with an embodiment of the 
invention. Referring to FIG. 7, there is shown a flow chart 700 
associated with the operation of a broadband gateway that 
may enable communication with a plurality of devices, 
wherein the broadband gateway is operable to handle a plu 
rality of physical layer connections to a plurality of corre 
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sponding network access service providers. In this regard, the 
broadband gateway may be the broadband gateway 102 
described above, the plurality of device may be the home 
devices 104a-104i described above, and the network access 
service providers may be the network access service provid 
ers 120 described above. 
0127. At step 710, the broadband gateway 102 may 
receive data through one or more data streams, the data com 
prising content and associated metadata. The content and the 
metadata may be received by the broadband gateway 102 
from one or more of the home devices 104a-104i and/or 
through the one or more of the corresponding network access 
service providers 120. 
0128. At step 720, the broadband gateway 102 may deter 
mine whether to enable a device. Such as a device in another 
home network, to access at least a portion of the received 
content. The broadband gateway 102 may utilize a software 
agent, such as the software agent 300 described above, to 
make the determination of whether to enable sharing of con 
tent with other devices. The devices with which content may 
be shared may include the broadband gateways 102, or other 
like devices, in the other home networks. 
0129. At step 730, the broadband gateway 102 generate 
one or more indications to inform the appropriate devices that 
content is available for sharing. The indications may be com 
municated to the appropriate devices through a signal gener 
ated by the broadband gateway 102. A Software agent, such as 
the software agent 300, may be utilized to generate the indi 
cations and/or the signals associated with the indications. 
Once the appropriate devices are notified, the devices may 
automatically, and/or through user input, obtain the received 
content from the broadband gateway 102. 
0130 FIG. 8 is a flow chart that illustrates exemplary steps 
for handling rating information in metadata associated with 
received content, in accordance with an embodiment of the 
invention. Referring to FIG. 8, there is shown a flow chart 800 
associated with the operation of a broadband gateway that 
may enable communication with a plurality of devices, 
wherein the broadband gateway is operable to handle a plu 
rality of physical layer connections to a plurality of corre 
sponding network access service providers. In this regard, the 
broadband gateway may be the broadband gateway 102 
described above, the plurality of device may be the home 
devices 104a-104i described above, and the network access 
service providers may be the network access service provid 
ers 120 described above. 
0131. At step 810, the broadband gateway 102 may 
receive content and metadata associated with the content 
through one or more of the corresponding network access 
service providers 102, wherein the received metadata may 
comprise rating information associated with the received con 
tent. The rating information may comprise one or more 
descriptors that convey a rating value. The broadband gate 
way 102 may receive one or more data streams that comprise 
the received content and the received metadata. In some 
instances, the received content may comprise user-generated 
content. Moreover, the received content and the received 
metadata may be received from a source, through the one or 
more of the corresponding network access service providers 
120, wherein the source may be in a peer-to-peer configura 
tion with the broadband gateway 102. 
0.132. At step 820, the broadband gateway 102 may obtain 
the rating information from the received metadata. In some 
instances, the broadband gateway 102 may verify one or both 
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of the received content and the received metadata before 
obtaining the rating information from the received metadata. 
For example, the broadband gateway 102 may analyze copy 
control information and/or watermark information to deter 
mine that the received content and/or the received metadata 
have not been altered and/or tampered before proceeding to 
obtain the rating information. 
I0133. At step 830, the broadband gateway may determine, 
based on the obtained rating information, whether to update a 
content directory in the broadband gateway 120 to reflect the 
received content. The determination of whether to update the 
content directory may be based on one or more rules associ 
ated with a user profile. In this regard, the determination may 
be performed, at least in part, by the processor module 204, 
while the content directory and/or the user profile may be 
stored in the memory module 206. The operations associated 
with the steps 810, 820, and/or 830 may be performed by, for 
example, the software agent 300 described above, or other 
like Software program and/or application. 
I0134. At step 840, when the content directory is updated to 
reflect the received content, the broadband gateway 102 may 
generate a user interface based on the updated content direc 
tory. The user interface may be generated by, for example, the 
content application 310 described above or other like soft 
ware program and/or application. At step 850, the broadband 
gateway 102 may communicate the user interface to one or 
more of the home devices 104a-104f such that information 
associated with the received content may be presented to a 
USC. 

0.135 FIG.9 is a flow chart that illustrates exemplary steps 
for inserting rating information into content, in accordance 
with an embodiment of the invention. Referring to FIG. 9. 
there is shown a flow chart 900 associated with the operation 
of a broadband gateway that may enable communication with 
a plurality of devices, wherein the broadband gateway is 
operable to handle a plurality of physical layer connections to 
a plurality of corresponding network access service provid 
ers. In this regard, the broadband gateway may be the broad 
band gateway 102 described above, the plurality of device 
may be the home devices 104a-104i described above, and the 
network access service providers may be the network access 
service providers 120 described above. 
0.136. At step 910, the broadband gateway 102 may assign 
rating information to content. The content may be content 
received by the broadband gateway 102 from one or more of 
the home devices 104a-104i and/or content received through 
the one or more of the corresponding network access service 
providers 120. The rating information may comprise one or 
more descriptors that convey a rating value. 
0.137. At step 920, the broadband gateway 102 may gen 
erate metadata associated with the content, the generated 
metadata may comprise the assigned rating information. In 
this regard, the broadband gateway 102 may embed the 
assigned rating information into one or more data streams 
associated with the generated metadata. 
0.138. At step 930, the broadband gateway 102 may com 
municate, through one or more of the corresponding network 
access service providers 120, the content and the generated 
metadata to a device in a peer-to-peer configuration with the 
broadband gateway 102. 
0.139. Certain embodiments of the invention may com 
prise a system in which a broadband gateway, Such as the 
broadband gateway 102, may be communicatively coupled to 
a plurality of devices, such as the home device 104a-104i, for 
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example. The broadband gateway 102 may be operable to 
handle at least one physical layer connection to at least one 
corresponding network access service provider, such as at 
least one of the network access service providers 120. The at 
least one physical layer connection may comprise a plurality 
of physical layer connections and the at least one correspond 
ing network access service provider may comprise a plurality 
of corresponding access service providers, and each of the 
plurality of physical layer connections may correspond to a 
respective one of the plurality of corresponding access Ser 
vice providers. 
0140. The broadband gateway 102 may comprise one or 
more processors and/or circuits that are operable to receive 
content and metadata associated with the content through the 
at least one corresponding network access service provider 
120. The received metadata may comprise rating information 
associated with the received content. The rating information 
may comprise one or more descriptors that convey a rating 
value. The content and the associated metadata may be 
received through the provider interface module 202 of the 
broadband gateway 102. The provider interface module 202 
may receive one or more data streams that comprise the 
received content and the received metadata. In some 
instances, the received content may comprise user-generated 
content. Moreover, the received content and the received 
metadata may be received from a source, through the at least 
one corresponding network access service provider 120, 
wherein the source may be in a peer-to-peer configuration 
with the broadband gateway 102. 
0141. The processor module 204, for example, may be 
operable to obtain the rating information from the received 
metadata. In some instances, the processor module 204 may 
verify one or both of the received content and the received 
metadata before obtaining the rating information from the 
received metadata. For example, the processor module 204 
may analyze copy control information and/or watermark 
information to determine that the received content and/or the 
received metadata have not been altered and/or tampered 
before proceeding to obtain the rating information. The pro 
cessor module 204 may be operable to obtain the rating infor 
mation from metadata that is formatted in one of a plurality of 
formats supported by the processor module 204. 
0142. The processor module 204 may be operable to deter 
mine, based on the obtained rating information, whether to 
update a content directory in the broadband gateway to reflect 
the received content. The determination of whether to update 
the content directory may be based on one or more rules 
associated with a user profile. The content directory and/or 
the user profile may be stored in the memory module 206. The 
processor module 204 may support the operations described 
above by enabling the execution of a Software agent. Such as 
the software agent 300, or other like software program and/or 
application. 
0143. When the content directory is updated to reflect the 
received content, the processor module 204 may generate a 
user interface based on the updated content directory. The 
user interface may be generated by, for example, the content 
application 310 described above, or other like software pro 
gram and/or application, executing on the processor module 
204. The processor module 204 and the home network inter 
face module 208 may be operable to communicate the gen 
erated user interface to one or more of the home devices 
104a-104f such that information associated with the received 
content may be presented to a user. 
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0144. Certain embodiments of the invention may com 
prise a method and a system in which the processor module 
204 of the broadband gateway 102 may assign rating infor 
mation to content. The content may comprise user-generated 
content, for example. The processor module 204 may gener 
ate metadata associated with the content. The generated meta 
data may comprise the assigned rating information. The pro 
cessor module 204 and the provider interface module 202 of 
the broadband gateway 102 may be utilized to communicate, 
through the at least one corresponding network access service 
provider 120, the content and the generated metadata to a 
device that is connected in a peer-to-peer configuration with 
the broadband gateway 102. 
0145 Another embodiment of the invention may provide a 
non-transitory machine and/or computer readable storage 
and/or medium, having stored thereon, a machine code and/or 
a computer program having at least one code section execut 
able by a machine and/or a computer, thereby causing the 
machine and/or computer to perform the steps as described 
herein for providing user-generated content via a gateway. 
0146 Accordingly, the present invention may be realized 
in hardware, Software, or a combination of hardware and 
software. The present invention may be realized in a central 
ized fashion in at least one computer system or in a distributed 
fashion where different elements may be spread across sev 
eral interconnected computer systems. Any kind of computer 
system or other apparatus adapted for carrying out the meth 
ods described herein is suited. A typical combination of hard 
ware and software may be a general-purpose computer sys 
tem with a computer program that, when being loaded and 
executed, controls the computer system Such that it carries out 
the methods described herein. 
0147 The present invention may also be embedded in a 
computer program product, which comprises all the features 
enabling the implementation of the methods described 
herein, and which when loaded in a computer system is able 
to carry out these methods. Computer program in the present 
context means any expression, in any language, code or nota 
tion, of a set of instructions intended to cause a system having 
an information processing capability to perform a particular 
function either directly or after either or both of the following: 
a) conversion to another language, code or notation; b) repro 
duction in a different material form. 
0148 While the present invention has been described with 
reference to certain embodiments, it will be understood by 
those skilled in the art that various changes may be made and 
equivalents may be substituted without departing from the 
Scope of the present invention. In addition, many modifica 
tions may be made to adapt a particular situation or material 
to the teachings of the present invention without departing 
from its scope. Therefore, it is intended that the present inven 
tion not be limited to the particular embodiment disclosed, 
but that the present invention will include all embodiments 
falling within the scope of the appended claims. 
What is claimed is: 
1. A method, comprising: 
receiving, in a broadband gateway, received content, 

wherein the broadband gateway is configured to inter 
face with the at least one network access service pro 
vider through at least one physical layer connection and 
is configured to service a home network comprising 
viewing devices for viewing the received content 
received from the broadband gateway via the home net 
work; and 
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using, in the broadband gateway, information received 
from one or more of the devices to provide a program 
rating, wherein the program rating is provided within a 
header of a video packet in an elementary data stream, in 
descriptors associate with an MPEG-2 transport layer, or 
in a real-time transport protocol packet. 

2. The method of claim 1, wherein the broadband gateway 
provides the rating value as a modification of a rating pro 
vided in first metadata provided with the received content to 
the broadband gateway. 

3. The method of claim 2, further comprising embedding 
the rating value into second data metadata provided by the 
broadband gateway with the received content to at least one of 
the viewing devices. 

4. The method of claim 3, wherein the second metadata 
further comprises at least one of copyright information, lan 
guage information, or a privacy rule. 

5. The method of claim 1, further comprising determining, 
using the program rating and on one or more rules associated 
with a profile for a device of the devices, whether to enable 
access to at least a first portion of the received content by the 
device connected in a peer-to-peer configuration with the 
broadband gateway. 

6. The method of claim 1, further comprising: 
updating a content directory based on the second metadata 

and on a plurality of rules associated with a user profile; 
and 

generating a user interface based on the content directory. 
7. The method of claim 1, further comprising: 
embedding by the broadband gateway water marking data 

in the received content, the received data being video 
data. 

8. The method of claim 1, further comprising: 
verifying one or both of the received content and received 

metadata before using, in the broadband gateway, the 
information received from the one or more of the devices 
to provide the program rating. 

9. A system, comprising: 
one or more processors, one or more circuits, or any com 

bination thereof, the one or more processors, one or 
more circuits, or any combination thereof being oper 
able to be used in a broadband gateway, the broadband 
gateway being configured for servicing a home network 
comprising a plurality of devices for viewing received 
content, the broadband gateway being configured for 
communication with the devices and one of a plurality of 
network access service providers, the one or more pro 
cessors, the one or more circuits, or any combination 
thereof, being operable to: 

receive the received content and received metadata associ 
ated with the received content, the received content and 
received metadata being received from at least one of the 
plurality of network access service providers and com 
prising water marking data embedded in Video data or 
copy control data embedded in a transport layer, 

determine whether the received content or the received 
metadata has been altered using the water marking data 
or the control copy data and obtaining before a received 
rating value in the metadata if the received content or the 
received metadata has not been altered; and 

determine, based on the rating value and on one or more 
rules associated with a profile for one of the devices, to 
update a content directory to reflect the received content 
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in the broadband gateway for one of the devices in 
response to the received rating value and a profile for the 
one of the devices. 

10. The system of claim 9, wherein the one or more pro 
cessors, the one or more circuits, or any combination thereof, 
being further operable to: 

modifying the rating value in the received metadatabased 
on information received from a device connected in a 
peer-to-peer configuration at the broadband gateway, 
wherein the rating value is modified by the broadband 
gateway to provide a modified rating value, wherein the 
modified rating value is provided in generated metadata, 
the generated metadata being provided by the broadband 
gateway, wherein the modified rating value and the 
received rating value are directed to an appropriateness 
of the received content and are associated with the 
received content. 

11. The system of claim 9, wherein the user profile com 
prises one or more rules defining at least one of a content 
preference associated with quality, type, genre, or cost. 

12. The system of claim 10, wherein the one or more 
processors, the one or more circuits, or the combination 
thereof, are operable to extract the received content and the 
received metadata from one or more data streams received by 
the broadband gateway and embed the modified rating value 
into the generated metadata at the broadband gateway. 

13. The system of claim 9, wherein the received metadata 
comprises copyright information, language information, and 
a privacy rule. 

14. The system of claim 10, wherein the generated meta 
data comprising the modified rating value is provided with the 
received content in at least one data stream for at least one of 
the devices at the broadband gateway and by the broadband 
gateway. 

15. The system of claim 9, wherein the one or more pro 
cessors, the one or more circuits, or the combination thereof, 
are further operable to: 

update a content directory based on the received metadata 
and on the one or more rules associated with the device 
profile; and 

generate a user interface based on the updated content 
directory for a device of the devices associate with the 
device profile. 

16. The system of claim 9, wherein the one or more pro 
cessors, the one or more circuits, or the combination thereof, 
are operable to communicate to the device connected in the 
peer-to-peer configuration with the broadband gateway an 
indication that at least a second portion of the received con 
tent is available for sharing. 

17. A system, comprising: 
abroadband gateway operable to communicate with a plu 

rality of devices for viewing received content, wherein 
the broadband gateway comprises a first interface for a 
network access service provider and a second interface 
for a plurality of devices, the broadband gateway being 
configured for communication with the devices and the 
network access service providers, the broadband gate 
way being configured to determine whether received 
content or received metadata has been altered before 
receiving a rating value using copy control information 
or watermark information. 

18. The system of claim 17 wherein the devices are mobile 
phones. 
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19. The system of claim 17, wherein the broadband gate 
way is configured to update a content directory in response to 
received metadata for the received content and one or more 
rules associated with a device profile and generate a user 
interface based on the updated content directory for a device 
of the devices associate with the device profile. 

20. The system of claim 17, wherein the receiving metadata 
is provided with the received content in at least one data 
stream for at least one of the devices at the broadbandgateway 
and by the broadband gateway. 
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