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SYSTEM AND METHOD FOR DYNAMIC MULTIFACTOR AUTHENTICATION

The present invention relates to a system and method of dynamically
authenticating a user of a communications system. Rapid growth in the areas of online
commercial and banking transactions has necessitated the development of various
methods of authenticating users of such systems while preventing identity theft. -

The vast majority of current online authentication methods use what is known
as static single-factor authentication. This scheme involves a user having some form
of static login identification (ID) and static password. Using a browser on a local
access device such as a personal computer, a user initiates an authentication request
with a remote authentication device by first entering a login ID and a password on a
web page. The remote atuthentication device then validates the login ID/password
combination and, if valid, produces some sort of authentication signal. Although simple
toimplement, static single-factor authentication schemes have sever shortcomings and
are most vulnerable to two types of attacks.

The first type of attack to which static single-factor authentication is prone is
known as “phishing”. In this scenario, a malevolent third.party first sets up a website
which is designed to look and function like a Wek\Jsite‘ in which a User' would want to
enter authentication information. Then, the third party lures the user to the forged
website. This step is usually accomplished by sending an email to a user containing a
link to the forged website and including a message designed to pressure the user to
immediately take some form of action by login in to their account. The user then enters
his or her static login ID and password in the forged website, thereby unwittingly
providing their authentication information to the third party.

The second type of attack to which static single-factor authentication is prone
is known as “keyboard logging”. This attack, although more difficult to set into action,
is considerably more effective than “phishing” in that it is virtually undetectable to even
the most computer literate user. This type of attack sees a user unwittingly
downloading a piece of “spyware” which is either bundled with another piece of
software which the user intends to download or is distributed with a virus. Spyware is
a piece of software that covertly gathers user information, such as keyboard strokes
and information pertaining to websites which a user has visited, and pe;iodically sends
this information to a malevolent third party. Such information can then easily be cross-

referenced in order to extract the authentication information of a user.
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Two-factor authentication has recently been developed in order to overcome

" the ‘weaknesses associated with static single-factor authentication systems. The

' “smartc‘ard” was the first of such systems to be developed and is currently being used

in most countries in Europe. This system relies on the use of a card comprising a

microprocessor which contains information needed to communicate with a smartcard

reader. Once the smartcard reader has validated the card itself, a user enters a

Personal Identification Number (PIN) into the réader and information is sent to a

remote authentication device. Althbugh this solution is more secure than static single-

factor authentication systems, smartcards do have considerable disadvantages. Firstly,

smartcards necessitate the use of smartcard readers. This all but precludes the use

of such a system with simple local access devices such as personal computers. Also,

a user must remember a PIN nurhberfor each card in his or her possession. A solution

to this problem is to for a user to have only one PIN for multiple smartcérds. This

solution, however, will see the user’s PIN being employed in a much wider variety of

circumstances, thereby exposing the PIN to more chances of being fraudulently used.

If a card and its associated PIN is intercepted, they can freely be used by malevolent
third parties.

Another embodiment of a two-factor authentication system employs a user’s
biometrics to provide a second layer of authentication. For example, systems have
been developed which employ the use of thumb print scanner to authenticate a user.
These systems, although secure, are very expensive to implement and are therefore
not currently deployed commercially. Also, in situations where a user is not supervised,
it is pbssible to replicate thumb prints in order to contravene these systems. Thus,
biometric-based systems don’t lend themselves well to remote online authentication..

A recent development in the art of user authentication has been the advent of
dynamic two-factor authentication. These systems, currently thought to be the most
secure of all economically viable options, are based on the use of tokens which
pseudo-randomly generate codes. Users of such systems are provided with their own
token that usually takes the form of an electronic device which is small enough to be
attached to a key ring. The electronic device uses an algorithm to pseudo-randomly
produce a series codes which are displayed to the user. For example, a new code
could be generated and presented to the user every 60 seconds. A remote
authentication device authenticates the user based on a combination of a login ID,
password and the current code which appears on the token. Thus, when a user

requests authentication, a login ID is entered as well as the password and the current
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code which appears on the token. However, these systems are still vulnerable to

phishing in that a third party, once having captured a code via a forged website, could

. have up to 60 seconds o login to the real website or indeed authorise a fraudulent

transaction using the login name, the password and the current code appearing on the
token. Other disadvantages of this method of dynamic two-factor authentication is the
need for the user to carry around a token for each institution with which he or she
transacts, the bulkiness of the tokens themselves and the high costs involved in
manufacturing the tokens. Because of this disadvantage, token-based dynamic two-
factor authentication systems, although well known, are not suitable for wide-scale use.

What is needed is an improved system for providing dynamic two-factor
authentication. 4

In order to solve the problems associated with prior art forms of authentication,
the present invention provid es a method of authenticating a user, the method
comprises the steps of:

sending an authentication request to a remote authentication device;

generating a first piece of authentication llnformatlon

receiving at a mobile device, the first piece of authentication lnformatlon from
either an access terminal or the remote authentication device;

generating, within the mobile device of the user, a second piece of
authentication information which is at least partially based on the received first piece
of authentication information;

sending the second piece of authentication information to the remote
authentication device;

validating the second piece of authentication information; and, if the second
piece of authentication information is successfully validated,

generating an authentication signal.

Preferably, the first piece of authentication information contains an
authentication code. ‘

Preferably, the first piece of authentication information contains transactional
information related to a transaction which the user wishes to make.

The first piece of authentication information may be received at the mobile

device from the remote authentication device.
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The first piece of authentication information may be received via Short Message
Service (SMS), Multimedia Message Service (MMS) or via any other wireless data
communication means. .

The first piece of authentication information may be captured from a piece of
paper using optical acquiring means of the mobile device.

The first piece of authentication information may be received at the mobile
device from the access terminal. |

The first piece of authentication information may be received using Bluetooth™,
Universal Serial Bus (USB) or any other form of local wired or wireless data
communication means.

| The first piece of authentication information may be captured from the access
terminal using an audio acquiring means of the mobile device. ‘

The first piece of authentication information may be captured from a display
means of the access terminal using an optical acquiring means of the mobile device.

The authentication information may be captured from the access terminal using
a digital camera on the mobile device.

The step of generating the second piece of authentication information may be
done using the International Mobile Equipment Identity (IMEI), information relating to
the Subscriber Identity Module (SIM) or any other information specific to the mobile
device of the user.

The information specific to the mobile device may include an encryption key.

The step of validating the second piece of authentication information may
further comprise the steps of: 4

receiving information relating to the location of the mobile device; and

validating the second piece of authentication information only if the information
relating to the location of the mobile device indicates that the mobile device is in a
predetermined location.

The step of validating the second piece of authentication information may
further comprise the steps of:

receiving information relating to the location of the mobile device;

receiving information relating to the location of the access terminal;

comparing the location of the mobile device with the location of the access
terminal; and

validating the second piece of authentication information only if the location of

the mobile device matches the location of the access terminal.
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The second piece of authentication information may comprise biometric data.
The second piece of authentication information may comprise at least a partial
finger print scan of at least one of the user’s fingers.

The present invention further provides a system for authenticating a user, the
system comprises:

sending means for sending an authentication request to a remote authentication
device;

generating means for generating a first piece of authentication information;

receiving means for receiving at a mobile device, the first piece of
authentication information from either an access terminal or the remote authentication
device; ,

generating means for generating, within the mobile device of the user, a second
piece of authentication information which is at least partially based on the received first
piece of authentication information; A

sending means for sending the second piece of authentication information to

the remote authentication device; ,

validating means for validating the second piece of authentication information;

. and

generating means for'generating an authentication signal if the second piece
of authentication information is successfully validated by the validating means.

Preferably, the first piece of authentication information contains an
authentication code.

Preferably, the first piece of authentication information contains transactional
information related to a transaction which the user wishes to make.

The first piece of authentication information may be captured from a piece of
paper using optical acquiring means of the mobile device.

The system may be arranged such that the first piece of authentication
information is received at the mobile device from the remote authentication device.

The system may be arranged such that the first piece of aufhentication ‘
information is received via Short Message Service (SMS), Multimedia Message Service
(MMS) or via any other wireless data communication means.

The system may be arranged such that the first piece of authentication
information is received at the mobile device from the access terminal.
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The system may be arranged such that the first piece of éuthentication
information is received using Bluetooth™, Universal Serial Bus (USB) or any other form
of Iocél wired or wireless data communication means. ,

The system may be arranged such that the first piece of authentication
information is captured from the access terminal using an audio acquiring meané of the
mobile device.

The system may be arranged such thét the first piece of authentication
information is captured from a diéplay means of the access terminal using an optical
acquiring means of the mobile device.

The system may be arranged such that the authentication information is
captured from the access terminal using a digital camera on the mobile device.

The system may be arranged such that the generating means generates the
second piece of authentication information using the international Mobile 'Equipment
Identity (IMEI), information relating to the Subscriber Identity Module (SIM) or any other |
information specific to the mobile device of the user. A

The system may be arranged such that the information specific to the mobile
device includes an encryption key.

The validating means may further comprise:

receiving means for receiving information relating to the location of the mobile
device, wherein the validating means only validates the second piece of authentication
information if the information relating to the location of the mobile device indicates that
the mobile device is in a predetermined location.

The validating means may further comprise:

receiving means for receiving information relating to the location of the mobile
device;

receiving means for receiving information relating to the location of the access
terminal;

comparing means for comparing the location of the mobile device to the
location of the access terminal, wherein the validéting means only validates the second
piece of authentication information if the location of the access terminal matches the
location of the mobile device.

The second piece of authentication information may comprise biometric data.
The second piece of authentication information may comprise at least a partial

finger print scan of at least one of the user's fingers.
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The mobile device may be a hardware token which comprises:
optical input means;

processing means; and

display means.

The mobile device may further comprise:

a finger print scanner.

Thus, the present invention provides several advantages over the prior art. A
first of these advantages is that the present invention utilises the ever increasing
processing power of ubiquitous mobile devices in order to provide multifactor dynamic
authentication. The use of already wide spread mobile devices provides a significant
decrease in implementation and maintenance costs. A second of these advantages is
that a second authentication factor is sent to the mobile device automatically (e.g. via
Bluetooth™ or SMS) or semi-automatically (e.g. via a camera phone). This makes the
system of the present invention much easier to use and therefore more marketable.
Furthermore, because of the fact that the second authentication factor is entered into |
the mobile device either automatically or semi-automatically, the system can generate
messages with longer codes and a greater amount of transactional information,

thereby providing increased security and usability.

In the Drawings:

Figure 1 is a diagram representing an authentication system according to a first
embodiment of the present invention;

Figure 2 is a diagram representing an authentication system according to a
second embodiment of the present invention; ‘

Figure 3 is a diagram representing the process of carrying out step S103 of
Figure 2;

Figure 4 is a diagram representing the process of carrying out step S104 of
Figure 2;

Figure 5 is a diagram representing an authentication system according to a third
embodiment of the present invention;

Figure 6 is a diagram representing the processes involved in carrying out steps
$203, S204, and S206 of Figure 5;

Figure 7 is a diagram of the possible distribution of security items in an

authentication system according to the present invention;
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Figure 8 is a diagram of one example of the present invention; and
Figure 9 is a diagram representing a hardware token in accordance with one

example of the present invention.

In reference to Figure 1, the system of the present invention comprises at least
one access terminal 4. The access terminal 4 can be a network connected computer,
a Point of Sales (POS) terminal or any other networked device. The system further
comprises a remote authentication device 3 such as a network server. Finally, the.
system comprises at least one mobile device 2 such as a mobile telephone, pager or
Personal Digital Assistant (PDA). Alternatively, the mobile device could be a dedicate
piece of hardware.

According to a first embodiment of the present invention, a user 1 first makes
an authentication request to the remote authentication device 3 via the acceés terminal
4. The authentication request is associated with a specific transaction which the user
1 wishes to perform. Such transactions can include operations related to banking
services, transactions of a commercial nature, logon scenarios or any other transaction
in which a user 1, for any reason, would need to be authenticated. Alternatively, an
authentication request can be sent to the remote authentication device 3 via the mobile
device 2. The remote authentication device 3 then generates a message which is sent
either directly to the mobile device 2, using a Short Message Service (SMS) a
Multimedia Message Service (MMS) or via any other wireless data communication
means (i.e. GPRS, 3G, etc.). In either case, the message is preferably encoded and
encrypted and may include information relating to the transaction. '

If the message is displayed to the user, the user 1 may then either input the
message into the access terminal 4 in order for it to be sent to the remote
authentication device 3 or send the message directly to the remote authentication
device 3 using the mobile device 2. Alternatively, in another example of the present
invention, the message may not be shown to the user 1 and be sent directly to the
remote authentication device 3.

In the example of a system where the second message is displayed to the user
1, the user 1 must enter the second message into the access terminal 4 in order for the
second message to be communicated to the remote authentication device 3. Once
received by the remote authentication device 3, the second message is then validated.

If the second message is successfully validated, an authentication signal is generated .
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and may be sent to the access terminal 4 indicating that the user 1 has been
authenticated by the remote authentication device 3.

In the example of a system where the second message is automatically sent
back to the remote authentication device 3, from the mobile device 2, the user 1 does
not need to enter the message in the access terminal 4. As in the previous example,
once received by the remote authentication device 3, the second message is then
validated. If the second message is successfully validated; an authentication signal is
sent to the access terminal 4 indicating that the user 1 has been authenticated by the
remote authentication device 3. , A

The second message may contain further authentication information. Such
information could comprise biometric information such as a picture of the face of user
or a thumb print which could be processed on either the mobile device or, alternatively,
sent directly to the authentication server and processed and validated there. Another
example of biometric data could consist of a recording of the users voice, again, for
analysis and validation at the mobile device or at the authentication device.

Inreference to Figure 2, a second embodiment of the present invention will now
be described. When a user 1 wishes to be authenticated for the purposes of a specific
transaction such as a banking or commercial transaction, the user 1 enters his
personal information into an access terminal 4 (step S101). This information may be
a user 1 name or an account name and a password. The access terminal 4 then sends
the personal information of the user 1 to a remote authentication device 3 via a
computer network (step 102) along with information pertaining to the specific
transaction which the user 1 wishes to perform. The remote authentication device 3
then validates the user name or account name and password of the user 1.

Now, in reference to Figure 2 and Figure 3, if the user 1 or account name and
password are successfully validated, the remote authentication device 3 then produces
a message which it encrypts and encodes in order to ensure reliable detection. The
message may be partially based on a randomly generated code, such as an alpha-
numeric code as well as transactional information relating to the requested transaction
(e.g. Transfer £100 from account A to account B). Adding transactional information
provides a transaction signature that ensures transaction integrity against “man-in-the-
middle” attacks such that attackers cannot change the content of the transaction
without being detected, dissimilarly to systems relying only on dynamic passwords (e.g.

tokens) which are not associated with any form of transaction information.
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Finally, the encrypted and encoded message is embedded into a cover signal

so that the original signal and modified signal are perceptually indistinguishable. The

cover signal could be a sound signal or an image signal. The image signal can be a

single image or a sequence of images forming a video signal. The encrypted and
encoded signal can be embedded into a cover image signal using any known form of

steganography or digital watermarking. Alternatively, the message could be encoded

" into a visual code where the code itself is the primary data object and no cover signal

is used. One of several examples of this is the use of a barcode. Then, the modified
signal is sent to the access terminal 4 (step S103).

Now, in reference to Figure 2 and Figure 4 and in the case where the modified
signal is a digital image signal, the modified signal is displayed on the screen of the
access terminal 4, so as to be in clear sight of the user 1. The user 1 then uses the
camera on his or her mobile device 2 to capture the image from the accéss terminal
4 (step S104). Typically, the modified image will be sent to the access terminal by way
of a computer network and displayed to the user by means of a web browser.
Alternatively, the modified image can be sent to the access terminal by way of email.

In another example of the invention, the modified signal could be sent to the
access terminal and subsequently printed out on a piece of paper or any other media
which would provide a visual representation of the signal. Alternatively, the modified
signal could be sent to the user on a piece of paper in the form of, for exampile, a letter.

Once the modified signal is captured, the mobile device 2 may authenticate the
source of the image. Then, using software installed on the mobile device 2, the image
is then processed in order to extract the encoded and encrypted message. 4

In the case where the modified signal is a digital sound signal, the modified
signal is reproduced by the access terminal 4, so as to be audible by the user 1. The
user 1 then uses a microphone on his or her mobile device 2 to capture the reproduced
digital sound signal (step S104). Using software installed on the mobile device 2, the
sound is then processed in order to extract the encoded and encrypted message.

In either of the above cases, the extracted message is decoded and decrypted.
The generated code and transactional information is then displayed to the user 1 (step
105). If the user 1 is satisfied as to the correctness of the transactional information, he
or she may enter the resulting code into the access terminal 4 (step S106). The code
is then sent to the remote authentication device 3 in order to be compared to the code
which was originally generated in step S102. If the code matches the code which was

originally generated, the user 1 is successfully authenticated. This can be done by, for
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example, sending an authentication signal to a third party, such as a bank or an online

. retailer or alternatively‘, sending an authentication signal to a local client operating on

the access terminal 4.

Now, in reference to Figure 5 and Figure 8, a third embodiment of the present
invention shall be described. In this embodiment, the user 1 enters personal
information such as a user 1 name and password into the access terminal 4 (step
S201). The personal information is then sent to the remote authentication device 3 via
a computer network (step S202) along with details of the transaction which the user 1
intends to perform. . A

Once received by the remote authentication device 3, the password and user
name are validated and, if the validation process is successful, the information
pertaining to the transaction is added to a randomly generated code and the resulting
message is encrypted, encoded and interleaved. The resulting encrypted and encoded
message can then be embedded into either an audible or visual cover signal. If the
encrypted and encoded message is embedded into an image signal, any known form
of steganography or digital watermarking can be used.

Alternatively, the message could be encocjed into a visual code where the code
itself is the primary data object and no cover signal is used. One of several examples
of this is the use of a barcode.

In both of the above cases, the modified signal is then sent to the access
terminal 4 (step S203).

Now, in reference to Figure 5 and Figure 6 and in the case where the modified
signal is a digital image signal, the cover signal into which the encoded and encrypted
message is embedded can be an image containing visual transactional information
related to the transaction which has been requested by the user 1 (e.g. “£1,222 to acc.
42455434"). The image may be encrypted in order to be securely delivered to the
access terminal. The modified signal is displayed on the screen of the access terminal
4, so as to be in clear sight of the user 1. The user 1 then uses the camera on his or
her mobile device 2 to capture the image from the access terminal 4 (step 3204)‘.
Using software installed on the mobile device 2, the image is then processed.in order
to extract the encoded and encrypted message, which is displayed to the user 1. Inan -
alternative embodiment, a dedicated integrated circuit (IC) installed 'in the mobile
device could be used for all processing steps. ’

In the case where the modified signal is a digital audio signal, the cover signal

into which the encoded and encrypted message is embedded can be an audio signal
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containing audible transactional information such as a mechanised voice reading out
the sentence "£1,222 to account 4255434". Then, the modified audio signal is
repréduced by the access terminal 4, so as to be audible by the user 1. The user 1
then uses the microphone on his or her mobile device 2 to capture the reproduced
digital sound signal (step S204). Using software installed on the mobile device 2, the
sound is then processed in order to extract the encoded and encrypted message,
which is then reproduced so as to be audible to the user 1. Alternatively, the message
could be presented to the user in text form.

Then, in both of the above cases, the user 1 of the mobile device 2 is given the
choice to either accept the transaction which is being described in the message or
refuse it.

The software on the mobile device 2 decodes and decrypts the message, and,
if the transaction is accepted by the user, signs the message before sen.ding it to the
remote authentication device 3. Alternatively, the software on the mobile device simply
digitally signs the message, without decoding and decrypting it, and then sends the
signed message to the remote authentication device 3.

If the transaction is refused, the encoded and encrypted message is sent to the
remote authentication device 3 without being d‘igitally signed. Alternatively, the
encrypted message could not be sent at all and the authentication device would have
a timeout function which would cancel any authentication request which took longer
than a fixed period of time. The mobile device 2 can send the message to the remote
authentication device 3 via any known form of mobile communication (e.g. SMS, MMS,
or étandard GPRS or 3G).

Other information specific to the mobile device (such as a network operator’s
ID) could also be added to the signed message. In reference to Figure 8, one example
of the present invention would see the authentication device 3 and the access terminal
4 being connected over the Internet or some other data-communication network. In this
example, the authentication device 3 would use information contained in a Internet
Protocol packet header to determine the lntérnet Protocol address of the access
terminal 4. Once this is done, the authentication device verify the location of the mobile
device 2. Using this information, the authentication device 3 can determine the location
of the geographic locations of both the mobile device 2 and the access terminal 4.

If the geographic locations of the mobile device 2 and the geographic location
of the access terminal 4 are the same, the authentication device 3 will proceed with the

authentication method. However, if the geographic locations are different, the
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authentication device 3 will not continue with the authentication process and the user
will not be authenticated. In an alternative example, the authentication server will
continue with the authentication of the user but will produce a geographic location
failure notification signal which gan then be used to alert a third party to the fact that
the mobile device 2 appears to be in a different geographic location to that of the
authentication device. The above geographic location match can be performed at any
time before the user if successfully authenticated. |

In another, simpler, example, the geographic location of the mobile device 2

alone can be determined and used for validation. This example of the invention would

- be particularly suited for application where certaih online activity is restricted in specific

geographic locations (e.g. online gambling in the United States).

Again, with reference to Figures 5 and 6, once the message is received by the
authentication device 3, the signed message is decrypted, decoded and then validated.
If the signed message is successfully validated by the remote authentication device 3,
the user 1 is successfully authenticated. This can be done by, for example, sending an .
authentication signal to a third party, such as a bank or an online fetailer or
alternatively, sending an authentication signal to a local client operating on the access
terminal 4. ‘ '

In each embodiment of the present invention, the message which has been
decoded and decrypted by the mobile device can be sent to the authentication device
3 any number of times over any period of time. For example, the present invention
could be used to distribute a PIN code to a user so that the user could then send the
PIN code to the authentication device 3 any number of times such that the user could
be authenticated whenever he or she wished.

Now, in reference to Figure 3, a possible distribution of security items of the

authentication system according:to the present invention will now be described. When

- interacting with an access terminal 4, a user 1 may use a personalised magnetic card

or smartcard 5. The details of these cards could be registered with the remote
authentication device 3 and could constitute, along with a password which would also
be registered at the remote authentication device 3, the first authentication factor.

Security between the remote authentication device 3 and the mobile device 2:
may be implemented in a variety of ways. One example is asymmetric cryptography
where a public cryptographic key would be stored in the remote authentication device
3 and a private key would be stored in the mobile device 2.
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Furthermore, information relating to a specific Subscriber Identity Module (SIM)
in the mobile device 2 could be stored on the remote authentication device 3 and used
as a key to encrypt the randomly generated message. ,
Finally, the International Mobile Equipment Identity (IMEI) number of the mobile
5 device 2 could be stored on the remote authentication device 3 and used as a key to
encrypt the randomly generated message. Thus, only the mobile device 2 with that
specific IMEI could decrypt the message.
Now, in reference to Figure 9, although the mobile device of the present can be
a mobile phone, it can also be a dedicated hardware token which, for example,
10 comprises a camera module 10 or other optical capturing means, a microcontroller 8
for processing the information input via camera module 10, memory means 9 and a
display module 11 for display information to the user. The mobile device may also
corﬁprise a finger print scanner 7 for scanning at least a part of a user's'finger print.
The finger print scanner can also be used as a trigger for actuating at least a part of
15 the mobile device. 4
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CLAIMS

1. A method of authenticating a user (1), the method comprising the steps of:
sending an authentication request to a remote authentication device (3);
generating a first piece of authentication information;
receiving at a mobile device (2), the first piece of authentication information

from either an access terminal (4) or the remote authentication device;
generating, within the mobile device of the user, a second piece of

authentication information which is at least partially based on the received first piece

of authentication information; A

sending the second piece of authentication information to the remote

authentication device;

validating the second piece of authentication information; and, if the second
piece of authentication information is successfully validated,

generating an authentication signal.

2. The method of claim 1 wherein the first piece of authenticatiqn information

contains an authentication code.

3. The method of any of claims 1 or 2, wherein the first piece of authentication
information contains transactional information related to a transaction which the

user (1) wishes to make.

4, The method of any of the preceding claims, wherein the first piece of
authentication information is received at the mobile device (2) from the remote

authentication device (3).

5. The method of claim 4, wherein the first piece of authentication information
is received via Short Message Service (SMS), Multimedia Message Service (MMS)

or via any other wireless data communication means.

6. The method of any of claims 1 to 3, wherein the first piece of authentication
information is captured from a piece of paper using optical acquiring means of the

mobile device (2).
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7. The method of any of claims 1 to 3, wherein the first piece of authentication

information is received at the mobile device (2) from the access terminal (4).

8. The method of claim 7, wherein the first piece of authentication information
is received using Bluetooth™, Universal Serial Bus (USB) or any other form of local

wired or wireless data communication means.

9. The method of claim 7, Wherein the first piece of authentication information
is captured from the access terminal (4) using an audio acquiring means of the

mobile device (2).

10. The method of claim 7, wherein the first piece of authentication information
is captured from a display means of the access terminal (4) using an optical

acquiring means of the mobile device (2).

11. The method of claim 10, wherein the authentication information is captured

from the access terminal (4) using a digital camera on the mobile device (2).

12, The method of any of the preceding claims, wherein the step of generating
the second piece of authentication information is done using the International
Mobile Equipment Identity (IMEI), information relating to the Subscriber Identity
Module (SIM) or any other information specific to the mobile device (2) of the user

(1).

13. The method of claim 12, wherein the information specific to the mobile

device (2) includes an encryption key.

14. The method of any of the preceding claims, wherein the step of validating

the second piece of authentication information further comprises the steps of:
receiving information relating to the location of the mobile device (2); and
validating the second piece of authentication information only if the

information relating to the location of the mobile device indicates that the mobile

device is in a predetermined location.
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15. The method of any of claims 1 to 13, wherein the step of validating the

. second piece of authentication information further comprises the steps of:

receiving information relating to the location of the mobile device (2);

receiving information relating to the location of the access terminal (4);

comparing the location of the mobile device with the location of the access
terminal; and

validating the second piece of authentication infdrmation only if the location

of the mobile device matches the location of the access terminal.

16. The method of any of the previous claims, wherein the second piece of

authentication information comprises biometric data.

17. The method of claim 16, wherein the second piece of authentication
information comprises at least a partial finger print scan of at least one of the user's
fingers.

18. A system for authenticating a user, the system comprising:

sending means for sending an authentication request to a remote
authentication device (3);

generating means for generating a first piece of authentication information;

receiving means for receiving at a mobile device (2), the first piece of
authentication information from either an access terminal (4) or the remote
authentication device;

generating means for generating, within the mobile device of a user (1), a
second piece of authentication information which is at least partially based on the
received first piece of authentication information;

sending means for sending the second piece of authentication information to
the remote authentication device;

validating means for validating the second piece of authentication
information; and

generating means for generating an authentication signal if the second piece

of authentication information is successfully validated by the validating means.

19. The system of claim 18 wherein the first piece of authentication information
contains an authentication code.

Q
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20. The system of any of claims 18 to 19, wherein the first piece of
authentication information contains transactional information related to a transaction

which the user wishes to make.

21. The system of any of claims 18 to 20, wherein the first piece of
authentication information is captured from a piece of paper using optical acquiring
means of the mobile device (2).

22. The system of any of claims 18 to 20, wherein the system is arranged such
that the first piece of authentication information is received at the mobile device (2)

from the remote authentication device (3).

23. The system of claim 22, wherein the system is arranged such that the first
piece of authentication information is received via Short Message Service (SMS),
Multimedia Message Service (MMS) or via any other wireless data communication
means.

24, The system of any of claims 18 to 20, wherein the system is arranged such
that the first piece of authentication information is received at the mobile device (2)

from the access terminal.

25. The system of claim 24, wherein the system is arranged such that the first
piece of authentication information is received using Bluetooth™, Universal Serial .

Bus (USB) or any other form of local wired or wireless data communication means.

26. The system of claim 24, wherein the system is arranged such that the first
piece of authentication information is captured from the access terminal (4) using an

audio acquiring means of the mobile device (2).

27. The system of claim 24, wherein the system is arranged such that the first
piece of authentication information is captured from a display means of the access

terminal (4) using an optical acquiring means of the mobile device (2).
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28. The system of claim 27, wherein the system is arranged such that the
authentication information is captured from the access terminal (4) using a digital

camera on the mobile device (2).

29. The system of any of claims 18 to 28, wherein the system is arranged such
that the generating means generates the second piece of authentication information
using the International Mobile Equipment Identity (IMEI), information relating to the
Subscriber Identity Module (SIM) or any other information specific to the mobile
device (2) of the user (1).

30. The system of claim 29, wherein the systém is arranged such that the

information specific to the mobile device (2) includes an encryption key.

31. The system of any of claims, wherein the validating means further
comprises:

receiving means for receiving information relating to the location of the
mobile device (2), wherein the validating means only validates the second piece of
authentication information if the information rela‘ting 1o the location of the mobile

device indicates that the mobile device is in a predetermined location.

32. The system of any of claims 18 to 30, wherein the validating means further
comprises:

receiving means for receiving information relating to the location of the
mobile device (2); A

receiving means for receiving information relating to the location of the
access terminal (4);

comparing means for comparing the location of the mobile device to the
location of the access terminal, wherein the validating means only validates the
second piece of authentication information if the location of the access terminal

matches the location of the mobile device.

33. The system of any of claims 18 to 32, wherein the second piece of

authentication information comprises biometric data.



WO 2007/072001 PCT/GB2006/004829

10

15

1

20

34’: The system of claim 33, wherein the second piece of authentication

information comprises at least a partial finger print scan of at least one of the user's

~ fingers.

35. The system of any of claims 18 to 34, wherein the mobile device (2) is a
hardware token comprising:

optical input means (10);

processing means (8); and

display means (11).

36. The system of any of claim 35, wherein the mobile device further comprises:

a finger print scanner (7).



PCT/GB2006/004829

WO 2007/072001

1/8

=2jowlal

|e20]

L 3d4N9old




WO 2007/072001 PCT/GB2006/004829

2/8

S103

S102

S101
S106

FIGURE 2




PCT/GB2006/004829

WO 2007/072001

\3‘18

¥ 34NOI4
LQOLLOL
0100400 .
Oovvoo_\ h_u_m._V 4 Mw% V\
* uonpenxe exep papodsp T /MN,
MIABP dIgoW . uondAi1sp co_ummu_“_uu_o_wg ,/\H/J
Aq paunided abew T ~
€ JdNoi4d
1001104
0100100
001 1001 adevy
opays  [eubis 150y BYl  bessaw pejdAsous  UORdADUS  apod
ul Buippaguwa pue JlIPWWASe uonedylan

Buiaeaaqul/buipodua



PCT/GB2006/004829

WO 2007/072001

4/8

G 34Nol4




PCT/GB2006/004829

WO 2007/072001

5/8

9 34NOId

paulDap J0 paslioyine uopoesue.

A3UBp] JBWOISND SBIYLIDA

901ADP 3jIgowl
AQ paJanyded abeuw)

i,
g
gl

uondAidsp

g

paubis Ajjebip abew

LOOLLOL YEYEPSSYTH "20e
0100100 0} J9jsueny zzzZ'1¥
0011001 adsy
obessaw  uondAidus HORRWIOM)
o1dAious JMIBWWASE : .

jeubis obals leubis 3soy aip P uoipesue.)

ut buippaquia pue
jooid-sadwey Buiaesioqul pue
\m.:_ _uﬁ_vuc“m. 9P0D UOIILDILIDA




PCT/GB2006/004829

WO 2007/072001

6/8

A2y D1qnd sa.03s

%)
wmwﬁl
E=—]
. Crmm—

€

s.19]s163.

L 3dNolid

A
ojeAlld sa103s




PCT/GB2006/004829

WO 2007/072001

718

g YN

wopbuny pajun Anunod
pue|bug uopuo :AJD
0C'8ET €8T CTC S! ssalppe dI

dI s,auoyd ajiqow

dI S,/euluwLI)

wopbuy payun :Aiuno)
pue|bul abpuqued :A3D
CT'TT'POT ETC SI ssalppe d]




PCT/GB2006/004829

WO 2007/072001

8/8

:/V

6

6 34N

\

N AHOWIW

01 J1NAON VHINYD (<4—>—<—>

A

A1NAON AY1dSIA

d3T1041INODOHIIN

A

A 4

A 4

HANNVYOS LNIHdYIONIA/HIDOIEL




INTERNATIONAL SEARCH REPORT

International application No

PCT/GB2006/004829

CLASSIFICATION OF SUBJECT MATTER

A
INV. HO04Q7/38 H04L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

H04Q HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ

C. DOCUMENTS CONSIDERED TO BE RELEVANT

figure 1

column 1, Tines 5-9
column 2, Tines 5-41
column 3, lines 14-20
columns 4-6

column 8, Tines 49-58

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 5 668 876 A (FALK ET AL) 1-13,
16 September 1997 (1997-09-16) 16-30,
33-36
Y 14,15,
31,32

Further documents are listed in the continuation of Box C.

See patent family annex.

T

e

* Special categories of cited documents :

document defining the general state of the art which is not
considered 1o be of particular relevance

eatlier document but published on or after the international
filing date

document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other speciat reason (as specified)

" document referring 10 an oral disclosure, use, exhibition or

other means

* document published prior to the international filing date but

later than the priority date claimed

*T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theoty underlying the
invention

*X* document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

*Y" document of particular relevance; the claimed invention
cannol be considered to involve an inventive step when the
document is combined with one or more other such docu—
‘m?;:ls, ?tuch combination being obvious to a person skilled
inthe art.

*&* document member of the same patent family

Date of the actual completion of the international search

19 March 2007

Date of mailing of the intemational search report

29/03/2007

Name and mailing address of the 1ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340—2040, Tx. 31 651 epo nl,
Fax: (+31~70) 340-3016

Authorized officer

Chimet, Dan

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/GB2006/004829

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

paragraphs [0038], [0052], [0055],
[00571 - [0067], [0070]

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X EP 1 102 157 A (ERICSSON TELEFON AB L M 1-5,7,8,
[SE1) 23 May 2001 (2001-05~23) 14,15,
18-20,
22-25,
31,32
paragraphs [0019], [0033], [0035] -
[0037]
Y Us 2004/190718 A1l (DACOSTA BEHRAM MARIO 1415,
[US]) 30 September 2004 (2004-09-30) 31,32

Form PCT/ISA/210C {continuation of second sheet) (Aprll 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/GB2006/004829
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 5668876 A 16-09-1997 AU 692881 B2 18-06-1998
AU 2688795 A 19-01-1996
CN 1156531 A 06-08-1997
DE 69534687 12 20-07-2006
EP 0766902 A2 09-04-1997
FI 965161 A 13-02-1997
JP 10502195 T 24-02~-1998
JdP 2006344240 A 21-12-2006
Wo 9600485 A2 04-01-1996
EP 1102157 A 23-05-2001  NONE
US 2004190718 Al 30-09-2004 US 2006078122 Al 13-04-2006
WO 2004095857 Al 04-11-2004

Form PCTISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - wo-search-report
	Page 31 - wo-search-report
	Page 32 - wo-search-report

