(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property 3

Organization
=

International Bureau

(43) International Publication Date

(10) International Publication Number

WO 2019/018716 A1l

24 January 2019 (24.01.2019) WIPOIPCT

(51) International Patent Classification:

Andy; North Yakima Avenue, Apt. 103, Tacoma, Washing-

HO04L 9/12 (2006.01) HO04L 12/70 (2013.01) ton 98403 (US).
HO4L 12/66 (2006.01) (74) Agent: PHAM, Chinh H. et al.; Greenberg Traurig LLP,
(21) International Application Number: One International Place, Suite 2000, Boston, Massachusetts

PCT/US2018/043000 02110 (US).
(22) International Filing Date: (81) Designated States (unless otherwise indicated, for every
20 July 2018 (20.07.2018) kind of national protection available): AE, AG, AL, AM,
(25) Filing Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH,CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
(26) Publication Language: English DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
.. HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
(30) Priority Data: KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME,
62/535,263 21 July 2017 (21.07.2017) US MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI NO, NZ,
(71) Applicant: INFRAREDS, INC. [US/US]; 500 Amory OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
Street, Suite 2, Jamaica Plain, Massachusetts 02130 (US). SC, 8D, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
. . TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(72) Imventors: ALLEN, Chris; 2 Maple Place, Jamaica Plain,

Massachusetts 02130 (US). GREGOIRE, Paul; 685 Sea (84) Designated States (unless otherwise indicated, for every

Star Street, Henderson, Nevada 89002 (US). ANDERSON,
Todd; 43 Weybridge Street, Middlebury, Vermont 05753
(US). RATH, Rajdeep; 4D Tripti Abasan 58A, Santosh
Roy Road, Kolkata, West Bengal 70008 (IN). SHAULES,

kind of regional protection available): ARIPO (BW, GH,
GM,KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

(54) Title: SYSTEM AND METHOD FOR USING A PROXY TO COMMUNICATE BETWEEN SECURE AND UNSECURE

DEVICES

220

ALRHQ7

HEASSION

Z9]

WEBSOUKET CONMECTION
C TARGET REDS PFRO NODE

ARSIHEATE EMEIANGE

PROXY SERVER BELHA SERVER INSTARCE

wo 20197018716 A1 | 0K 00 OO OO

Fig. 3

(57) Abstract: The present invention relates to systems and methods suitable for establishing communication between secure and
unsecure devices. In particular, the present invention relates to systems and methods that enables communication between secure and
unsecure devices utilizing communication protocols that require implementation over secured connections.

[Continued on next page]



WO 2019/018716 A1 {0000 N

EE, ES, FL, FR, GB, GR, HR, HU, IF, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



WO 2019/018716 PCT/US2018/043000

SYSTEM AND METHOD FOR USING A PROXY TO COMMUNICATE BETWEEN
SECURE AND UNSECURE DEVICES

RELATION APPLICATIONS

[0001] This application claims priority to and the benefit of U.S. provisional patent
application no. 62/535,263, filed on July 21, 2017, which is incorporated herein by reference

in its entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to systems and methods suitable for establishing
communication between secure and unsecure devices. In particular, the present invention
relates to systems and methods that enables communication between secure and unsecure

devices utilizing communication protocols that require implementation over secured

connections.

BACKGROUND

[0003] The advent of the Internet and increased access to computer networks has
facilitated the ability for service providers and end users to communicate seamlessly over the
Internet to provide access to different services (e.g., streaming, gaming, communication, file
transfer, etc.). Service providers and end users can communicate in a number of different
ways utilizing different communication protocols. The Transmission Control Protocol (TCP)

and the Internet Protocol (IP), for example, are foundational protocols for many protocols
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used to communicate over the Internet and networks. As the usage of the Internet has grown
and different types of Intemet enabled devices have become available, other communication
protocols have been created to simplify secure communication between devices. For
example, end users can access content and services through web browsers and/or mobile
applications without having to coordinate a direct connection with another end user or service

provider.

[0004] With services readily available to users and ease of connectivity between
unknown devices, there is an increase in risk associated with communications between those
devices. To protect service providers and end users from malicious behavior, a variety of
security and restriction standards and protocols have been developed for use when
communicating between devices. Internet open standards is an example of such a standard
and places certain restrictions on connections (e.g., TCP and User Datagram Protocol (UDP)
connections protocols) made from web browser clients. These restrictions are covered in the
Cross-origin resource sharing (CORS) standard and can be interpreted differently across
different web browsers. In one implementation of CORS, a browser client cannot establish a
connection from a secure site to an unsecure endpoint. This requirement is becoming the
standard through adoption by mainstream browsers (e.g., such as Google Chrome) and may
apply to all browsers as a part of the official HTMLS3 specification. This has far reaching

implications for how data can be shared between devices when a web browser is involved.

[0005] One example of such a limitation occurs when a web browser used on a device
attempts to make a remote connection to an endpoint with a Web Real-Time Communication
(WebRTC) because browser clients have limited access to publish multimedia (e.g., from
camera or microphone) when connecting to a remote server. Access can be limited because
the server endpoint needs to be secured with an SSL certificate. In particular, similar to
CORS, the WebRTC architecture also comes with its own set of rules defined by open
standards which define limitations and boundaries for the mechanism flow. One of the core
policies being that a secured connection (SSL enabled) is required by WebRTC client to
connecting to a remote media server endpoint (e.g., the connection must be established using
a secure protocol (typically Secure WebSockets or WSS)). Thus, WebRTC connections
require that an SSL certificate be installed on the remote server to which you connect. In

situations where multiple media servers in a clustering and/or cloud configuration are needed
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to handle large amounts of media traffic, all server instances in the cluster which the browser
needs to connect to are accessible over a secured connection (SSL enabled) to function under
WebRTC. These restrictions have the potential to become a widespread issue because
WebRTC offers an optimal low latency framework for communication which has seen a viral
adoption over the recent years and usage continues to grow. Therefore, WebRTC is preferred
for many implementations for sharing multimedia between devices but cannot currently be

utilized efficiently in infrastructures that use cluster/cloud computing.

[0006] While the above search restrictions placed on publishing clients, browsers
prohibit a connection between a secure client and an unsecure server, and because most web
pages are delivered securely today, this means that you absolutely must use secure
connections for all browser communication. As service providers begin scaling the
architecture outwards (to handle Internet traffic larger than can be handled by a single
instance), there will be issues with having to manage SSL certificates for multiple instances
in the cluster, which in turn requires each instance to have its own domain name as well as an
SSL certificate. More specifically, SSL uses domain names and authorizing entities to
validate the certificates, and such that each server instance in the installation would normally

require a different domain and its own SLL certificate.

[0007] The development of cloud computing also comes with similar issues. Cloud
platforms offer dynamic instance management using their Application Program Interfaces
(API)s and streaming setups using a stream manager, or other management tool, can utilize
auto scaling features of the cloud platform and have server nodes added/removed
dynamically in real time as network traffic changes. Irrespective of whether a cluster is
manually setup or whether it's created by auto scaling, however, the problem remains the
same. More specifically, it is tedious and not practical to set up domains and install
certificates for each dynamic cloud instance and for instances being managed through auto

scaling.

SUMMARY

[0008] There is a need for improvements for providing secure communication between

secured and unsecured devices when implementing a protocol that requires secure
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connections. The present invention provides, in various embodiments solutions to address

this need, in addition to having other desirable characteristics.

[0009] In accordance with example embodiments of the present invention, method for
providing secure communication between secured and unsecured devices is provided. The
method includes receiving, at a proxy service via a secure connection, a connection request
from a client on a subscriber device, the connection request including a node address for a
target publisher device, connecting, via an unsecure connection, the proxy service to the
target publisher device, and establishing a bridge between the subscriber device and the target
publisher device via the proxy service. The method also includes utilizing a proxy channel
over the bridge to negotiate a connection between the subscriber device and exchanging data

between the subscriber device and the publisher device over the connection.

[0010] In accordance with aspects of the present invention, the proxy service is
implemented on a stream manager server configured with a domain name and an Secure
Socket Layer (SSL) certificate. The stream manager can be implemented on a cloud
infrastructure. The process for establishing the bridge can include negotiating session setup
information between the subscriber device and the publisher device using an Interactive

Connectivity Establishment (ICE) technique.

[0011] In accordance with aspects of the present invention, the bridge can include the
connection between the subscriber device and the proxy service which uses a WebSocket
secure (WSS) secure connection or a Hypertext Transfer Protocol Secure (HTTPS)
connection and the connection between the publisher device and the proxy service which uses
a WebSocket (WS) unsecure connection or a Hypertext Transfer Protocol (HTTP)
connection. The bridge can enable secure data to flow from a secure subscriber device to an

unsecure publisher device.

[0012] In accordance with aspects of the present invention, the subscriber device
connects to the proxy service from a web browser client. The publisher device can be a media
server without a domain or SSL certificate and is configured to broadcast multimedia to
connected subscriber devices. The connection can be a direct connection between the

subscriber device and the publisher device or the connection is a Network Address
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Translation (NAT) connection and the connection is configured to exchange multimedia data

between the subscriber device and the publisher device.

[0013] In accordance with aspects of the present invention, the proxy service is
configured to keep the bridge open during the exchange of the multimedia data between the
subscriber device and the publisher device using a pinger mechanism. The method can further
include balancing load between subscriber devices and publisher devices with a load
balancer. The proxy service can provide WebRTC information exchange between the secured
and unsecured devices for efficiency and reliability. The publisher device can include
streaming clusters including plurality of physical nodes or virtual instances. The method can
further include creating custom headers to track original client information for the subscriber

device and the publisher device.

[0014] In accordance with example embodiments of the present invention, a system for
providing secure communication between secured and unsecured devices is provide. The
system includes a proxy service in electronic communication with a subscriber device via a
secure connection and a target publisher device in electronic communication with the proxy
service via an unsecure connection. The proxy service, in response to receiving a connection
request from the client device, is configured to establish a bridge between the subscriber
device and the target publisher device via the proxy service and utilize a proxy channel over
the bridge to negotiate a connection between the subscriber device to facilitate an exchange
of multimedia data between the subscriber device and the publisher device over the

connection.

[0015] In accordance with aspects of the present invention, the proxy service is
implemented on a stream manager server configured with a domain name and an Secure
Socket Layer (SSL) certificate. The stream manager can be implemented on a cloud
infrastructure. The process for establishing the bridge can include negotiating session setup
information between the subscriber device and the publisher device using an Interactive
Connectivity Establishment (ICE) technique. The bridge can include the connection between
the subscriber device and the proxy service uses a WebSocket secure (WSS) secure
connection or a Hypertext Transfer Protocol Secure (HTTPS) connection and the connection

between the publisher device and the proxy service uses a WebSocket (WS) unsecure
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connection or a Hypertext Transfer Protocol (HTTP) connection. The bridge can enable

secure data to flow from a secure subscriber device to an unsecure publisher device.

[0016] In accordance with aspects of the present invention, the subscriber device
connects to the proxy service from a web browser client. The publisher device can be a media
server without a domain or SSL certificate and is configured to broadcast multimedia to
connected subscriber devices. The connection can be configured to exchange multimedia data
between the subscriber device and the publisher device and the connection can be a direct
connection between the subscriber device and the publisher device or a Network Address
Translation (NAT) connection. In accordance with aspects of the present invention, the proxy
service is configured to keep the bridge open during the exchange of the multimedia data

between the subscriber device and the publisher device using a pinger mechanism.

[0017] The method can further include balancing load between subscriber devices and
publisher devices with a load balancer. The proxy service can provide WebRTC information
exchange between the secured and unsecured devices for efficiency and reliability. The
publisher device can include streaming clusters including plurality of physical nodes or
virtual instances. The method can further include creating custom headers to track original

client information for the subscriber device and the publisher device.

BRIEF DESCRIPTION OF THE FIGURES

[0018] These and other characteristics of the present invention will be more fully
understood by reference to the following detailed description in conjunction with the attached

drawings, in which:

[0019] FIG. 1A is an exemplary configuration for a streaming cluster type network, in
accordance with the present invention;

[0020] FIG. 1B is exemplary configuration for daisy chain clustering type network, in
accordance with the present invention;

[0021] FIG. 2 is an exemplary process for stream manager routing operations, in

accordance with the present invention;
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[0022] FIG. 3 is an exemplary process for establishing a multimedia session using a
stream manager proxy server, in accordance with the present invention;

[0023] FIG. 4 is an exemplary process for implementing auto scaling with a stream
manager, in accordance with the present invention;

[0024] FIG. 5 is an exemplary operation of a stream manager proxy server, in
accordance with the present invention;

[0025] FIG. 6 is an exemplary process for implementing load balancing with a stream
manager proxy server, in accordance with the present invention; and

[0026] FIG. 7 is an exemplary computer architecture, in accordance with the present

invention.

DETAILED DESCRIPTION

[0027] An illustrative embodiment of the present invention relates to methods and
systems for providing communication between secured and unsecured devices through socket
proxying to allow client web browsers on client devices (e.g., subscriber devices) to comply
with security policies (e.g., WebRTC, CORS, etc. policies) defined by various open
standards. The present invention provides a proxy service implemented with a stream
manager server that which can pass data between a secure web browser client and an
unsecure connection on the server side (e.g., publisher server devices). More specifically, in
an example embodiment, the present invention leverages WebSocket communication from a
web browser client to a WebRTC (or similar protocol) based media server node proxied

through an intermediary proxy server implemented with a stream manager device.

[0028] When implementing a protocol such as WebRTC, HTTPS, etc., if the server is
not secured (SSL enabled) the communication will fail. This issue applies to both client to
server (publish) data flows or server to client (subscribe) data flows. The stream manager
proxy server of the present invention solves the unsecure server access problem by providing
a proxy service hosted within itself. Additionally, the WebRTC security policy only blocks
client-server connectivity on unsecure connections, not server-server connections. Leveraging
this aspect of WebRTC, the stream manager proxy server generates a server to server

unsecure connection between itself and the WebRTC media server for every WebRTC client
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connection that is established using WebSocket using a unique combination of steps that

yield an improvement to client to unsecure device communications.

[0029] To initialize the stream manager proxy server of the present invention, the
browser client provides the stream manager proxy server the public IP address of the media
server that it wants to connect to, along with the target media server application scope, over a
secure WebSocket connection made between the client and the stream manager proxy server.
The stream manager proxy server then creates a server to server connection between itself
and the target media server synchronously. The pair of stream manager proxy server to media
server connection and client to stream manager proxy server connection, form a bridge which

allows the secure client to talk to the unsecure media server.

[0030] Once a bridge is established, all parameters passed in by the secure client are
transferred to the unsecure target media server as they arrive on stream manager proxy server
channel and responses received from the media server are relayed back to the client via the
stream manager proxy server channel. This solution makes it possible for a secure client to
talk to an unsecure server placed anywhere. Additionally, a proxy channel can be initialized
for ICE data exchange and any communication between the server and the client. Once the
connectivity is established and ICE exchange is completed successfully, the audio/video
flows between the client and server either directly or using NAT (as necessary). The proxy
channel remains active for any future communication between the client and the media server
and remains open / active and terminates when either the client closes connection or the
media server closes the proxy connection. For example, both secure and unsecure
connections use a special “ping-pong” or pinger mechanism to keep the WebSocket
connection alive even when no useful data flows through them. The “ping-pong™ or pinger
mechanism can include any combination of active status tracking known in the art, for
example, periodically pinging the device to see if it (and the connection with another device)
is still active. This solution works equally well with cloud instances as well as managed

nstances.

[0031] Through the implementation of the proxy service, the present invention provides
a unique combination of steps that addresses a plurality of problems in the art. More

specifically, the present invention provides a unique combination of steps and technologies to
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provide solutions for real-time data oriented applications where the multimedia data needs to
be transmitted from a secure location to one or more unsecure locations. The present
invention also addresses issues related to geo location applications where real-time location
information needs to be transmitted from a secure application to an unsecure server.
Additionally, the present invention can be implemented with any cloud based WebSocket
application where the application works with virtual machines with a non-permanent IP
address a permanent domain name is not available for SSL certification) and has data that
needs to be transmitted in-between servers over WebSocket from secure to unsecure
endpoint. Thus, the present invention provides an improvement to at least one technological
area which is necessitated by the improvement of technology (e.g., computing devices and

the Internet).

[0032] Additionally, although the present invention commonly refers to example
implementations including web browsers over WebRTC, WebRTC has applications for non-
browser devices, including mobile platforms and IoT devices, such that the present invention
is not intended to be limited to utilization with web browsers. For example, the present
invention could be utilized with browser-based Voice over IP (VoIP) telephony, also called
cloud phones or web phones, which allow calls to be made and received from within a web
browser, replacing the requirement to download and install a softphone or other similar
technologies. Additionally, the solution provided by the present invention is generic to all
WebRTC streaming scenarios that fall within the scope of service provided by a media
server. For example, the solution provided by the present invention can be applicable to, but
not limited to, one to many streaming (one publisher to many subscribers) over WebRTC,
one to one streaming over WebRTC (chat), many to many streaming (conferencing) over
WebRTC, WebRTC based online video recording (publisher without subscriber), any
WebSocket Arbitrary Data Transmission where connectivity rules conform to secure-origin
policy and you are unable to setup a SSL enabled domain for the server. Moreover, the
present invention is not limited to use of WebRTC but can be implemented within any

combination of protocols that do not allow clients to connect to unsecure devices.

[0033] FIGS. 1 through 7, wherein like parts are designated by like reference numerals
throughout, illustrate an example embodiment or embodiments of improved operation for

providing secure communication between secured and unsecured devices, according to the
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present invention. Although the present invention will be described with reference to the
example embodiment or embodiments illustrated in the figures, it should be understood that
many alternative forms can embody the present invention. One of skill in the art will
additionally appreciate different ways to alter the parameters of the embodiment(s) disclosed

in a manner still in keeping with the spirit and scope of the present invention.

[0034] The present invention is directed to methods and systems that provide a proxy
solution for implementation within existing and future stream manager configurations. As
would be appreciated by one skilled in the art, a stream manager is a software application
which runs on a web server or other computing infrastructure that can be configured act as an
Application Program Interface (API) centered around multimedia streaming. The proxy
solution provided by the present invention can be implemented with any combination of
stream manager and other multimedia management solutions configured to provide
multimedia to end user devices (e.g., through a web browser). For example, the proxy
solution provided by the present invention can be deployed within a stream manager
implemented on a cloud infrastructure or a hosted/managed infrastructure (consisting of
managed physical hardware instead of a virtual machine as provided on cloud). Additionally,
the proxy solution provided by the present invention may be described in conjunction with
the stream manager terminology because the technical improvement is implemented on the
stream manager and runs alongside other services. The proxy solution of the present
invention, however, is not directly dependent on the capabilities of a stream manager, and can
be extended to any arbitrary browser based application where data is transmitted between a

secure and an unsecure endpoint.

[0035] The stream wanager proxy sohuion can alse be adapted o operate with scalable
vittual systems. In cloud mfrastructures, for example, a siream manager Can manage spinning
up and spinning down cloud nstances dynamically from a virtual machine image based on a
foad mcurred on the system by connecting clients {e g, on subscriber devices). In particolar,
the stream manager can use the ¢loud plaiform’s AP o request creation and/or delation of
nstances by providing additional parameters such as instance iype, metance tags (meta), a
machine 1mage dentifier, eic. Scaling up streaming infrastructures in a cloud infrastructure

can involve creating clusters of media server nodes (as depicted in FIG. 4) to handle more

-10 -
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internet traffic than could be handled by a single server instance. The present invention can

be implemented in any combination of network configurations.

[0036] FIG. 1A depicts an example of a conventional streaming cluster 100 that includes
server nodes grouped together for streaming management, based on their intended role and
capacity. In particular, FIG. 1A depicts how publisher devices 102 can publish content to
subscriber devices 104 for consumption. As would be appreciated by one skilled in the art,
the publisher device 102 can include any combination of computing devices configured to
provide and/or receive multimedia to requesting users/device. Similarly, the subscriber device
104 can include any combination of devices configured with a client to request multimedia
and/or provide multimedia to other devices. For example, the publisher device 102 can be
servers configured to host one-way streaming services provided to other users (e.g.,
subscribers) or two-way streaming services (e.g., data, video, audio, or combination thereof).
In the example system 100 of FIG. 1A, the publisher devices 102 communicates over the
network through an origin device 106 (or ingest endpoint) and the subscriber devices 104
communicate over the network through an edge device 108. As would be appreciated by one
skilled in the art, the origin device 106 and edge devices 108 can be any combination of
computing devices or instances of virtual machines known in the art and can be configured to
serve more than one publisher device 102 or subscriber device 104. The origin and edge
devices can be provided to establish reliable connections between remote devices (e.g.,

subscriber/publisher devices).

[0037] As would be appreciated by one skilled in the art, the system 100 is not limited to
a two-tier system of origin nodes 106 and edge nodes 108 connected directly to each other. In
some configurations, the origin nodes 106 and edge nodes 108 can be connected together in a
daisy chain fashion with one or more intermediary nodes 110 bridging the traffic between the
remote origin nodes 106 and edge nodes 108 end points, as depicted in FIG. 1B. The use of
intermediary nodes 110 in a streaming system is typically for geographic distribution, and
allowing clients from multiple dispersed locations to connect with minimal latency. The use
of intermediary nodes 110 in a streaming system can also extend the capacity of what a single
origin node 106 can deliver to multiple edge nodes 108. Additionally, if relaying nodes or
servers are initialized between the origin node 106 and the edge nodes 108, then capacity can

expand by the number of edge node 108 connections that each relay can handle.

-11 -
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[0038] Regardless of the network configuration, initially, publisher devices 102 and
subscriber devices 104 are not necessarily directly connected to each other (e.g., priorto a
streaming session). Therefore, a mechanism can be required to coordinate between the
publisher devices 102 and subscriber devices 104 to establish a connection for exchanging
multimedia. In some embodiments, a stream manager device 210 can be configured to
establish the connection and manage communications between the publisher devices 102 and
subscriber devices 104. In some embodiments, the stream manager device 210 can be a proxy
server with a domain name and has a SSL certificate installed thereon. The stream manager
proxy server 210 can be configured to register a WebSocket data listener to handle incoming
client connection, manage proxy connections between the publisher devices 102 and
subscriber devices 104, and proxy all information received from each of the publisher devices
102 and subscriber devices 104 without any alteration to what is received. The stream
manager device 210 can also be configured to allow remote procedure calls (RPC) over proxy
connections, allow invocation of client methods from remote media servers, ensure that
connections are kept alive even after negotiations are complete, and observer and terminate
the communication bridge if either connection or the proxy connection terminates. As would
be appreciated by one skilled in the art, the communication between the devices
communication can be bidirectional such that either device can initiate an exchange of
information. For example, the publisher devices 102 or subscriber devices 104 client can call
something on the stream manager device 210 (server), the stream manager device 210 can
call specific publisher devices 102 or subscriber devices 104, or the publisher devices 102 or
subscriber devices 104 can call one another. Likewise, notifications can be sent to all

publisher devices 102 or subscriber devices 104 connected to a single stream.

[0039] FIG. 2 depicts an example implementation and process 200 of a stream manager
proxy server 210 establishing a connection between a publisher device 102 and a subscriber
device 104 through utilization of an origin device 106 and edge device 108. As would be
appreciated by one skilled in the art, the process 200 can be utilized to connect any number of
publisher devices 102 or subscriber devices 104 using any combination of intermediary origin
devices 106 and edge devices 108 (if any) and is not intended to be limited to the
configuration depicted in FIG. 2.

12 -



WO 2019/018716 PCT/US2018/043000

[0040] At Step 1 of the process 200, the stream manager proxy server 210 can receive a
request from a publisher device 102. For example, the publisher device 102 can transmit a
request to the stream manager proxy server 210 to make a multimedia stream available to
subscribers. At Step 2 of process 200, the stream manager proxy server 210 can lookup
available origin nodes 106 for a broadcast (e.g., from a data store 220) and select an origin
node(s) 106 to be utilized. As would be appreciated by one skilled in the art, any combination
of selection methods and criteria can be utilized for selecting nodes. For example, the stream
manager proxy server 210 can utilize a round robin, logistical regression, or random number
generator and criteria such as bandwidth, CPU, and RAM load, geolocation, etc. to select an
origin node(s) 106 from the list of available origin nodes 106. At Step 3 of process 200, the
stream manager proxy server 210 returns the selected origin node(s) 106 to the requesting
publisher device 102. At Step 4 of the process 200, the publisher device 102 can utilize the
information provided by the stream manager proxy server 210 to connect to the selected

origin node(s) 106.

[0041] The process 200 can follow a similar set of steps when establishing an edge node
108 for a requesting subscriber device 104. Specifically, at Step 5 of process 200, the stream
manager proxy server 210 can receive a request from a subscriber device 104. For example,
the subscriber device 104 can transmit a request to the stream manager proxy server 210 to
make connect access to an edge node 108 for accessing a multimedia broadcast. During Step
5 of process 200, the stream manager proxy server 210 can lookup available edge nodes 108
(e.g., from a data store 220) and select an edge node(s) 108 to be utilized for connection to a
broadcast (e.g., via the origin node 106). For example, the stream manager proxy server 210
can utilize a round robin or random number generator to select an edge node(s) 108 from the

list of available edge nodes 108.

[0042] At Step 6 of process 200, the stream manager proxy server 210 on return the
selected edge node(s) 108 to the requesting subscriber device 104. At Step 7 of the process
200, the subscriber device 104 can utilize the information provided by the stream manager
proxy server 210 to connect to the selected edge node(s) 108. After Step 7 of process 200, a
connection has been established between the publisher device 102 and the subscriber device
104 via the origin node 106 and the edge node 108 provided to the respective devices 102,
104 by the stream manager proxy server 210. Thereafter, this connection can be utilized to

stream multimedia between devices. Additionally, as would be appreciated by one skilled in

-13 -
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the art, the process 200 can be implemented in a system that does not include origin nodes

106 and/or edge nodes (e.g., as depicted in FIG. 3).

[0043] In some embodiments, the present invention can be configured to enable reliable
bidirectional communication between a browser client (e.g., subscriber device 104) and a
media server (e.g., publisher device 102) providing the multimedia content. In for example,
the present invention can provide bidirectional communication between a browser on a
mobile computing device and a server on a cloud platform, by leveraging WebRTC
information exchange between the browser client and the server on by could computing
platform (e.g., using process 300). When setting up a WebRTC communication, WebRTC
signaling is utilized to exchange information between two participants about each other to
setup a multimedia streaming session. This is also known as signaling and negotiation and for
signaling and negotiation to succeed, a WebRTC communication requires one of the

participants should be on a secure connection.

[0044] FIG. 3 depicts an example implementation of a signaling and negotiating process
600 for setting up a WebRTC communication in system 100. In particular, FIG. 3 shows an
overview of an exemplary process 300 for establishing WebRTC communication between a
subscriber device 104 and a publisher device 102 using a stream manager proxy server 210 as
an intermediary. Initially, the stream manager proxy server 210 is setup as a secure server.
For example, the stream manager proxy server 210 is created with a domain name and an
SSL certificate such that it can be used as part of a secure connection. The stream manager
proxy server 210 proxy can be configured as entry points for broadcaster devices 102 and
subscriber device 104 (e.g., between a subscriber device 104 and edge node 108 and/or a
broadcaster 102 and an origin node 106). The SSL certificate will allow the setup a real-time
communication (e.g., via WebRTC connections) and compliance with rules enforced by web
browsers (e.g., Cross-Origin Resource Sharing (CORS)). Additionally, SSL is required for
the signaling phase in WebRTC, which can be done over HTTPS or Secure WebSockets
(WSS). Once the signaling is completed the stream manager proxy server 210 proxy node is
no longer required and the browser (e.g., on the subscriber device 104) can connect directly
with another node (e.g., origin node 106 or publisher device 102) to exchange multimedia.
This provides the benefit of protocols such as WebRTC without restrictions created by secure

and unsecure devices trying to utilize said protocols.
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[0045] At Step 1 of the process 300, a client on a subscriber device 104 connects to the
stream manager proxy server 210 over a secure connection. The subscriber device 104 also
sends and address for an intended publisher device 102 (e.g., media server) that it wants to
exchange multimedia. For example, the client can negotiate a connection to the stream
manager proxy server 210 proxy using a WebSocket Secure (WSS) protocol and can provide

a target IP for the media server of the publisher device 102.

[0046] At Step 2 of the process 300, using the target address for the publisher device
102 (as provided by the client subscriber device 104), the stream manager proxy server 210
can establish a server to server connection between itself and the target publisher device 102
media server rather than over an unsecure connection (when the media server does not have a
domain name/SSL). For example, the stream manger 210 proxy server can establish a server
to server connection using the WebSocket (WS) protocol to connect to an unsecure device on
a private cloud network. The combination of the secure WebSocket connection with the
subscriber device 104 and the server to server connection with the publisher device 102
creates a traversal bridge between the subscriber device 104 and the publisher device 102 via
the stream manager proxy server 210 (e.g., via bidirectional messaging over WebSockets).
Once established, the bridge provides a proxy channel that allows for secure data to flow to
an unsecure endpoint and vice versa, even when implemented within protocols that typically
do not allow such functionality (e.g., WebRTC). Accordingly, the stream manager proxy
server 210 can be used to establish WebRTC communications between a web browser (e.g.,
on a subscriber device 104) and an unsecure media server (e.g., publisher device 102) which
typically would not be permitted. Although the example provided herein relates to the
utilization of WebSockets for signaling and proxying, the invention is not intended to be
limited to using WebSockets for WebRTC signaling. Any combination of techniques to send
signaling data between devices can be utilized without departing from the scope of the
present invention. For example, since HTTP has similar functions and restrictions as
WebSockets, the present invention can be used to proxy a secure HTTPS call to a non-secure

HTTP connection on the cluster node.

[0047] In some embodiments, the stream manager proxy server 210 is configured to host

a socket proxy service, a targeted media server instance, and a client for communicating
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across the proxy channel. For example, in a WebRTC implementation, the stream manager
proxy server 210 hosts a WebSocket proxy protocol, with a targeted media server instance,
and the WebRTC client using JavaScript for communicating across the proxy. In particular,
the stream manager proxy server 210 is configured to facilitate all the services and protocols
for the two peer devices (e.g., the subscriber device 104 and the publisher device 102) to

communicate with each other using the open WebRTC standards.

[0048] To initialize the WebRTC session, after the proxy channel connection to the
stream manager proxy server 210 has been established, both the peer devices must know
about one another’s location, capabilities, and other necessary details (e.g., World Wide Web
Consortium (W3C) standards). This step is known as the peer discovery, and in some
embodiments, signaling is exchanged between the subscriber device 104 and the publisher
device 102 over the proxy channel for peer discovery. Typically, when utilizing a WebRTC
protocol there are at least two types of signaling data that is exchanged. The types include
Session Description Protocol (SDP) session control messages and ICE candidates. SDP is a
format for describing the capabilities of a media capable device. In the present invention, the
media capable devices can be any of the origin nodes 106, the edge nodes 108, the subscriber
devices 104, and the publisher devices 102. During the signaling/peer discovery process,
using SDP, the devices can each send a list of their capabilities (e.g., which codecs it can use,
the resolutions it can produce, and other detailed information to set-up the stream) to each

another.

[0049] Once each of the devices agree on how to communicate with one another, based
on the shared information and capabilities, the process 300 moves to the ICE candidates
phase (Step 3). ICE is a protocol used to help establish connections between devices across
the Internet. The information in an ICE candidate includes whether to use UDP or TCP for
transmission, the IP address of the client, and other details for making a direct connection to
the peer. In particular, ICE is utilized to find the best path to connect peer devices. As would
be appreciated by one skilled in the art, the best path may be direct connection between the
devices or can be provided when a direct connection is not possible (i.e. behind Network

Address Translations (NATS)).
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[0050] ICE also can include two sub-protocols known as Session Traversal Utilities for
Session Traversal Utilities for NAT (STUN) and Traversal Using Relays around NAT
(TURN) to help connect the devices. STUN servers are used to bypass firewalls/NATs and
TURN servers are an extension of STUN that are used if a direct peer-to-peer (P2P)
connection cannot be established using STUN. To enable their respective functionalities,
STUN server allows clients to find out their public address, the type of NAT they are behind
and the Internet side port associated by the NAT with a particular local port and TURN
servers use a protocol that allows a client to obtain IP addresses and ports from such a relay.
STUN and TURN servers can be fundamental to be able to set-up WebRTC connections, in
accordance with the present invention. ICE candidates and the details of STUN/TURN
servers can be communicated during the signaling stage. Additionally, browser clients can

include an API to define the STUN/TURN server that are preferred to be utilized.

[0051] Once peer discovery is complete, and ICE data has been obtained, the peer
devices exchange this data with each other so that the WebRTC session (e.g., multimedia
streaming) can be established between them. The ICE data exchange can be accomplished
over standard a WebSocket proxy connection between the client and the media server. In
some embodiments, a WebSocket channel is established between the subscriber devices 104
and the publishing device 102 on the proxy channel to generate a suitable message format for

relaying the ICE data between the peer devices.

[0052] Thereafter, at Step 4 of the process 300, the connectivity can be established
between devices and multimedia streams can flow directly between them or via NAT over the
STUN/TURN server(s) 220 if direct data flow is not possible. It is important to note that the
proxy channel can be used to manage discovery, establish, and maintain a connection
between a secure device and an unsecure device while the connection between the devices (or

over NAT) is utilized to share multimedia between the devices.

[0053] In some embodiments, the stream manager proxy server 210 can implement a
standard mechanism for connection management spawn multiple WebSocket proxy bridges at
any given time over WebSocket. This enables the stream manager proxy server 210 to be
utilized in dynamic environments (e.g., virtual devices) with multiple instances running for a

particular publisher. For example, the stream manager proxy server 210 can be configured to
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work with publisher devices 102 implemented in cloud environments. When working
streaming on cloud infrastructures, or any large-scale deployment, the most useful and
efficient feature used in cloud computing is “Auto Scaling”. Auto scaling allows a system to
dynamically scale the size of a server fleet by adding and/or removing media server instances
as the traffic/demand shrinks or expands. For example, as a media server has more client
requests, the system can auto scale to expand the number of virtual machines to facilitate the

requests and maintain multimedia stream quality.

[0054] FIG. 4 depicts an example of auto scaling using a stream manager proxy server
210. In the example implementation of FIG. 4, the cluster on the left of FIG. 4 has an origin
server 106 used for incoming streams, and two edge nodes 108. Once a threshold has been
reached, and is detected by the stream manager 210 (based on a configuration on the stream
manager), that the cluster needs more capacity for subscriber clients connected to the edge
nodes, the system will “scale out”. Scaling out means that the stream manager 210 will spin
up anew virtual instance (e.g., using a cloud network API), and assign roles to the new
instances, as shown in the cluster on the right side of FIG. 4. In some embodiments, an edge
node 108 can be assigned as an entry point to the new instance, as depicted in FIG. 4.
Similarly, once a load on the nodes reaches a minimum threshold (also defined in the stream
manager 210), the stream manager 210 can “spin down” an entry edge node 108 to a surplus
cluster and remove the cluster (e.g., scale in). As would be appreciated by one skilled in the
art, although FIG. 4 depicts scaling in and out with edge nodes 108 (accessing clusters of
instances), the same system 100 can be used to spin up and spin them down new origin nodes
106 based on the need to allow more publishing clients on the system 100. Additionally, as
would be appreciated by one skilled in the art, the proposed system is not limited to cloud
infrastructure with virtualized machine instances only. It can be used with physical hardware
based hosted nodes in a similar manner. For example. the same nfrastruciure can be used for
physical hardware, and bring online and offline these phvsical instances of media server

nodes.

[0055] Continuing with FIG. 4, a cloud computing environment is depicted with
multiple clusters that include a plurality of edge devices 108 and origin devices 106. One
benefit of cloud computing is the ability to auto scale the number of computing entities. As
would be appreciated by one skilled in the art, when auto scaling in a cloud computing

environment, the server instances are created and removed in real time as dynamic instances.
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Dynamic instances, however, are truly “dynamic” as their [P addresses change between
system startups, such that it is not possible for system administrators to install Secure Socket
Layer (SSL) certificates on these instances, given the complexity of time and availability.
Even if a system does not use an auto scaling system, there is still the problem of scaling SSL
enabled nodes even on a manually managed setup. Having to install SSL on instances
manually for every existing WebRTC server and having to do the same when adding new
instances can be very time consuming and impractical. Accordingly, streaming clusters
including origin nodes 106 and edge nodes 108 may not have SSL on them, since they are
dynamic cloud instances with a temporarily allocated IP address. Therefore, the origin nodes
106 and edge nodes 108 may not be considered secure connections by the WebRTC interface

and can utilize the proxy server of the present invention to interact.

[0056] In some embodiments, the stream manager proxy server 210 is provided in
conjunction with the cloud platform’s APIs to provision dynamic auto scaling functionality to
a streaming architecture. In other words, to enable WebRTC communication from an
unsecure endpoint (e.g., dynamic endpoints), the present invention offers negotiations
between WebRTC participants and cloud/virtual instances through the stream manager proxy
server 210. This enables the ability for a system to scale-out and scale-in (e.g., load
balancing) efficiently, depending on a network load, without sacrificing the benefits of
utilizing the WebRTC protocol. As discussed with respect to FIG. 3, in this configuration, the
stream manager proxy server 210 instance itself is SSL enabled with a registered public
domain name for hosting WebRTC services and can provide a WebSocket proxy service for
the devices that cannot do so on their own (e.g., due to an unsecure device being a
participant). As such, the stream manager proxy server 210 can act as a negotiator configured
to pass WebRTC session setup information between a plurality of secure subscriber devices
104 client and unsecure publisher devices 102 (e.g., server) in a cloud (or similar)
environment, thereby bypassing the mandatory secure connectivity policy irrespective of
whether or not the publisher device 102 provides a secure connection (e.g., SSL installed

with a Domain name).
[0057] In some embodiments, the proxy server 210 can be used to set up a connection

between multiple origin nodes 106 for publisher devices 102. FIG. 5 depicts how a stream

manager proxy server 210 can be used to set up a connection between multiple subscriber
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devices 104 and multiple origin nodes 106 for publisher devices 102 (e.g., media servers). As
depicted is FIG. 5, the stream manager proxy server 210 can be associated with a domain
name (e.g., DOMAIN1.COM) and can have an SSL certificate. In operation, the subscriber
devices 104 will connect to the stream manager proxy server 210 directly using WSS and will
share the IP address of the origin node 106 for the publisher that the subscriber device wishes
to share multimedia with. Thereafter, the stream manager proxy server 210 can connect
directly with the specified origin node 106 using the provided IP address and WS to establish
a server to server connection. Once that process is complete, the broadcaster device 102 (via
an origin node 106) and subscriber device 104 can share multimedia directly with one
another, as depicted in FIG. 5. Alternatively, if direct sharing is not possible, the broadcaster
device 102 and subscriber device 104 can share multimedia over NAT, as discussed in
greater detail herein with respect to FIG. 3. Although FIG. 5 depicts the utilization of
subscriber devices 104 and origin nodes 106, any combination of device connections can be
utilized without departing from the scope of the present invention. For example, the stream
manager proxy server 210 can be the only connection between subscriber devices 104 and
publisher devices 102 or there can be a network of origin nodes 106 and edge nodes 108
facilitating the connection between the subscriber devices 104 and publisher devices 102

(e.g., similar to the structures discussed with respect to FIGS. 1A, 1B, and 2).

[0058] In some embodiments, the stream manager proxy server 210 can facilitate
capturing and transferring a client’s original IP address using custom headers over the proxy
connection. Generally, with proxies, the originating client IP address is overwritten by the
proxy’s IP address and headers can provide a great deal of information about the original
client behind the proxy. If the original IP of the client is not transmitted to server, it is
difficult to distinguish and track connections from different locations. Utilizing unique
headers, the stream manager proxy server 210 can preserve and transmit the original client
information using the custom header so that the media server node across the network knows
the original IP address of the client. This is useful for analytics, geo-mapping location based

authentication and much more.
[0059] An example of a header for use in accordance with the present invention is {Sec-

WebSocket-Key=XsuhAp80WSWenevmuVIFeQ==X-Forwarded-For-Meta-Port=52965, X-
Forwarded-For-Meta-Type=WEB, User-Agent=Mozilla/5.0 (Windows NT 10.0; WOW64;
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rv:53.0) Gecko/20100101 Firefox/53.0, Sec-WebSocket-Version=13, X-Forwarded-
For=192.168.1.45, X-Forwarded-For-Meta-Secure=false, Sec-WebSocket-Protocol=json}.
The X-Forwarded-For block can be used for the IP address of the originating client. The X-
Forwarded-For-Meta-Secure block can be used to relay whether the client session is over
secure connection (or not). This information can be obtained through the WebSocket
connection object. The X-Forwarded-For-Meta-Port block can be used to relate the
originating client’s port and the X-Forwarded-For-Meta-Type block can be used to provide

information about the originating client’s connection type.

[0060] In some embodiments, the stream manager proxy server 210 is designed to work
with a cloud load balancer solution to help scale up the capacity for the net WebRTC proxy
connections passing through it. As would be appreciated by one skilled in the art, any load
balanced TCP/UDP based system and combination of architecture (cloud or non-cloud
environment) could be used without departing from the scope of the present invention. In
operation, one or more stream manager proxy server 210 instances can be created on the
cloud infrastructure and can load-balance the instances using a load balancer provided by the
cloud platform. Each stream manager proxy server 210 instance can manage its own proxy
connections to the media server endpoint (e.g., publisher device 102 or origin node 106) and
each client WebSocket connection (e.g., subscriber device 104 or edge node 108) to proxy is

established over the load balancer.

[0061] FIG. 6 depicts an example implementation in which a load balancer 230 is
implemented within the system 100. In particular, FIG. 6 depicts an example implementation
of the system 100 with a load balancer 320 and how it interacts with the subscriber device
104 and publisher devices 102. In operation, multimedia data is received from web browser
client WebSocket connection and proxied through load balancer and then through the stream
manager proxy server 210 before it reaches the intended media server node. Initially, a client
on a subscriber device 104 submits a request for consuming proxy services (e.g., for a
connection to an unsecure media server via a web browser). For each proxy request
submitted by a client, the load balancer 230 can select a different stream manager proxy
server 210 instance to use, based on the existing traffic / network status for each of them.
Thereafter, the client connects to the proxy service provided by the stream manager proxy

server 210 by providing an IP address for a target publisher device 104 and starts an ICE
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negotiating and signaling process (e.g., as discussed with respect to FIGS. 2-5). After
receiving the ICE information, the client sets up a connection between each other and
initiates a media transmission directly or using a NAT, if necessary. If any data transmission
is needed during the media transmission then the data flows over the established proxy bridge

provided by the stream manager proxy server 210.

[0062] In some embodiments, the stream manager proxy server 210 uses a special
‘pinger’ mechanism to keep prevent the load balancer from closing the WebSocket
connection by continuously pinging client connections to make sure that they are alive.
Additionally, when using a load balancer 230, the transmissions are getting proxied twice. In
particular, the transmission is proxied the first time when it goes through the load balancer
230 and the second time when it goes through the stream manager proxy server 210. Since
the protocol of transmission is real-time there is almost no delay even when the data is going

through two servers.

[0063] Any suitable computing device can be used to implement the computing devices
(e.g., via the publisher device 102, subscriber device 104, origin nodes 106, edge nodes 108,
stream manager proxy server 210, etc.)and methods/functionality described herein and be
converted to a specific system for performing the operations and features described herein
through modification of hardware, software, and firmware, in a manner significantly more
than mere execution of software on a generic computing device, as would be appreciated by
those of skill in the art. One illustrative example of such a computing device 700 is in FIG. 7.
The computing device 700 is merely an illustrative example of a suitable computing
environment and in no way, limits the scope of the present invention. A “computing device,”
as represented by FIG. 7, can depicted in FIG. 7 include a “workstation,” a “server,” a
“laptop,” a “desktop,” a “hand-held device,” a “mobile device,” a “tablet computer,” or other
computing devices, as would be understood by those of skill in the art. Given that the
computing device 700 is depicted for illustrative purposes, embodiments of the present
invention may utilize any number of computing devices 700 in any number of different ways
to implement a single embodiment of the present invention. Accordingly, embodiments of
the present invention are not limited to a single computing device 700, as would be
appreciated by one with skill in the art, nor are they limited to a single type of

implementation or configuration of the example computing device 700.
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[0064] The computing device 700 can include a bus 710 that can be coupled to one or
more of the following illustrative components, directly or indirectly: a memory 712, one or
more processors 314, one or more presentation components 716, input/output ports 718,
input/output components 720, and a power supply 724. One of skill in the art will appreciate
that the bus 710 can include one or more busses, such as an address bus, a data bus, or any
combination thereof. One of skill in the art additionally will appreciate that, depending on
the intended applications and uses of a particular embodiment, multiple of these components
can be implemented by a single device. Similarly, in some instances, a single component can
be implemented by multiple devices. As such, FIG. 7 is merely illustrative of an exemplary
computing device that can be used to implement one or more embodiments of the present

invention, and in no way, limits the invention.

[0065] The computing device 700 can include or interact with a variety of computer-
readable media. For example, computer-readable media can include Random Access
Memory (RAM); Read Only Memory (ROM); Electronically Erasable Programmable Read
Only Memory (EEPROM); flash memory or other memory technologies; CD-ROM, digital
versatile disks (DVD) or other optical or holographic media; magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices that can be used to encode

information and can be accessed by the computing device 700.

[0066] The memory 712 can include computer-storage media in the form of volatile
and/or nonvolatile memory. The memory 712 may be removable, non-removable, or any
combination thereof. Exemplary hardware devices are devices such as hard drives, solid-
state memory, optical-disc drives, and the like. The computing device 700 can include one or
more processors that read data from components such as the memory 712, the various I/O
components 716, etc. Presentation component(s) 716 present data indications to a user or
other device. Exemplary presentation components include a display device, speaker, printing

component, vibrating component, etc.
[0067] The I/O ports 718 can enable the computing device 700 to be logically coupled to

other devices, such as I/O components 720. Some of the I/O components 720 can be built

into the computing device 700. Examples of such IO components 720 include a microphone,

-23 -



WO 2019/018716 PCT/US2018/043000

joystick, recording device, game pad, satellite dish, scanner, printer, wireless device,

networking device, and the like.

[0068] As utilized herein, the terms “comprises™ and “comprising” are intended to be
construed as being inclusive, not exclusive. As utilized herein, the terms “exemplary™,
“example”, and “illustrative”, are intended to mean “serving as an example, instance, or
illustration™ and should not be construed as indicating, or not indicating, a preferred or
advantageous configuration relative to other configurations. As utilized herein, the terms
“about”, “generally”, and “approximately” are intended to cover variations that may existing
in the upper and lower limits of the ranges of subjective or objective values, such as
variations in properties, parameters, sizes, and dimensions. In one non-limiting example, the

% ¢

terms “about”, “generally”, and “approximately” mean at, or plus 10 percent or less, or minus
10 percent or less. In one non-limiting example, the terms “about”, “generally”, and
“approximately” mean sufficiently close to be deemed by one of skill in the art in the relevant
field to be included. As utilized herein, the term “substantially” refers to the complete or
nearly complete extend or degree of an action, characteristic, property, state, structure, item,
or result, as would be appreciated by one of skill in the art. For example, an object that is
“substantially” circular would mean that the object is either completely a circle to
mathematically determinable limits, or nearly a circle as would be recognized or understood
by one of skill in the art. The exact allowable degree of deviation from absolute
completeness may in some instances depend on the specific context. However, in general,
the nearness of completion will be so as to have the same overall result as if absolute and
total completion were achieved or obtained. The use of “substantially™ is equally applicable
when utilized in a negative connotation to refer to the complete or near complete lack of an
action, characteristic, property, state, structure, item, or result, as would be appreciated by

one of skill in the art.

[0069] Numerous modifications and alternative embodiments of the present invention
will be apparent to those skilled in the art in view of the foregoing description. Accordingly,
this description is to be construed as illustrative only and is for the purpose of teaching those
skilled in the art the best mode for carrying out the present invention. Details of the structure
may vary substantially without departing from the spirit of the present invention, and

exclusive use of all modifications that come within the scope of the appended claims is
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reserved. Within this specification embodiments have been described in a way which enables
a clear and concise specification to be written, but it is intended and will be appreciated that
embodiments may be variously combined or separated without parting from the invention. It
is intended that the present invention be limited only to the extent required by the appended

claims and the applicable rules of law.
[0070] It is also to be understood that the following claims are to cover all generic and

specific features of the invention described herein, and all statements of the scope of the

invention which, as a matter of language, might be said to fall therebetween.
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CLAIMS

What 1s claimed is:

1. A method for providing secure communication between secured and unsecured
devices, the method comprising:

receiving, at a proxy service via a secure connection, a connection request from a
client on a subscriber device, the connection request including a node address for a target
publisher device;

connecting, via an unsecure connection, the proxy service to the target publisher
device;

establishing a bridge between the subscriber device and the target publisher device via
the proxy service;

utilizing a proxy channel over the bridge to negotiate a connection between the
subscriber device; and

exchanging data between the subscriber device and the publisher device over the

connection.

2. The method of claim 1, wherein the proxy service is implemented on a stream manager

server configured with a domain name and an Secure Socket Layer (SSL) certificate.

3. The method of claim 2, wherein the stream manager is implemented on a cloud

infrastructure.

4. The method of claim 1, wherein the establishing the bridge comprises negotiating session
setup information between the subscriber device and the publisher device using an Interactive

Connectivity Establishment (ICE) technique.

5. The method of claim 1, wherein the bridge comprises:
the connection between the subscriber device and the proxy service uses a WebSocket
secure (WSS) secure connection or a Hypertext Transfer Protocol Secure (HTTPS)

connection; and
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the connection between the publisher device and the proxy service uses a WebSocket

(WS) unsecure connection or a Hypertext Transfer Protocol (HTTP) connection.

6. The method of claim 1, wherein the bridge enables secure data to flow from a secure

subscriber device to an unsecure publisher device.

7. The method of claim 1, wherein the subscriber device connects to the proxy service from a

web browser client.

8. The method of claim 1, wherein the publisher device is a media server without a domain or

SSL certificate and is configured to broadcast multimedia to connected subscriber devices.

9. The method of claim 1, wherein:

the connection is a direct connection between the subscriber device and the publisher
device or the connection is a Network Address Translation (NAT) connection; and

the connection is configured to exchange multimedia data between the subscriber

device and the publisher device.
10. The method of claim 1, wherein the proxy service is configured to keep the bridge open
during the exchange of the multimedia data between the subscriber device and the publisher

device using a pinger mechanism.

11. The method of claim 1, further comprising balancing load between subscriber devices and

publisher devices with a load balancer.

12. The method of claim 1, wherein the proxy service provides WebRTC information

exchange between the secured and unsecured devices for efficiency and reliability.

13. The method of claim 1, wherein the publisher device comprises streaming clusters

including plurality of physical nodes or virtual instances.

14. The method of claim 1, further comprises creating custom headers to track original client

information for the subscriber device and the publisher device.
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15. A system for providing secure communication between secured and unsecured
devices, the system comprising:
a proxy service in electronic communication with a subscriber device via a secure
connection; and
a target publisher device in electronic communication with the proxy service via an
unsecure connection,
wherein the proxy service, in response to receiving a connection request from the
client device, is configured to:
establish a bridge between the subscriber device and the target publisher
device via the proxy service; and
utilize a proxy channel over the bridge to negotiate a connection between the
subscriber device to facilitate an exchange of multimedia data between the subscriber

device and the publisher device over the connection.

16. The system of claim 15, wherein the proxy service is implemented on a stream manager

server configured with a domain name and an Secure Socket Layer (SSL) certificate.

17. The system of claim 16, wherein the stream manager is implemented on a cloud

infrastructure.

18. The system of claim 15, wherein the establishing the bridge comprises negotiating session
setup information between the subscriber device and the publisher device using an Interactive

Connectivity Establishment (ICE) technique.

19. The system of claim 15, wherein the bridge comprises:

the connection between the subscriber device and the proxy service uses a WebSocket
secure (WSS) secure connection or a Hypertext Transfer Protocol Secure (HTTPS)
connection; and

the connection between the publisher device and the proxy service uses a WebSocket

(WS) unsecure connection or a Hypertext Transfer Protocol (HTTP) connection.
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20. The system of claim 15, wherein the bridge enables secure data to flow from a secure

subscriber device to an unsecure publisher device.

21. The system of claim 15, wherein the subscriber device connects to the proxy service from

a web browser client.

22. The system of claim 15, wherein the publisher device is a media server without a domain

or SSL certificate and is configured to broadcast multimedia to connected subscriber devices.

23. The system of claim 15, wherein:

the connection is configured to exchange multimedia data between the subscriber
device and the publisher device; and

the connection is a direct connection between the subscriber device and the publisher

device or a Network Address Translation (NAT) connection.
24. The system of claim 15, wherein the proxy service is configured to keep the bridge open
during the exchange of the multimedia data between the subscriber device and the publisher

device using a pinger mechanism.

25. The system of claim 15, further comprising balancing load between subscriber devices

and publisher devices with a load balancer.

26. The system of claim 15, wherein the proxy service provides WebRTC information

exchange between the secured and unsecured devices for efficiency and reliability.

27. The system of claim 15, wherein the publisher device comprises streaming clusters

including plurality of physical nodes or virtual instances.

28. The system of claim 15, further comprises creating custom headers to track original client

information for the subscriber device and the publisher device.
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