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SYSTEMS AND METHODS FOR INCENTIVIZING DIGITAL IDENTITY

VERIFICATION

TECHNICAL FIELD

[0001] The present disclosure generally relates to identity verification, and more specifically

relates to incentivizing verification of a digital identity.

BACKGROUND

[0002] The ability for a system of governance to uniquely identify individuals is fundamental

to a functioning society. As a result, it is desirable to uniquely identify individuals with a low

probability that the individuals are fake and also with a low probability of deception. It is also

desirable to allow identified individuals the ability to make provable statements with a low

probability of forgery.

[0003] Current techniques for verifying an individual’s identity are based on tying the

individual’s identity to a government issued document, such as a driver’s license, passport, birth

certificate, social security card, etc. These forms of identity verification require government

support, and with some effort can be falsified. Private identity systems that currently exist are

also based on government created documents, and so are also susceptible to the same flaws of

having counterfeits. Fake identities are problematic because they allow individuals to subvert

traditional channels of responsibility. Identity theft is also problematic because it causes

innocent people to be harmed by the actions of bad actors. As a result, there is a need for

improved identity verification, and related incentives, to overcome these issues.

SUMMARY

[0004] The present disclosure provides for systems and methods for incentivizing verification

of a digital identity. According to one embodiment of the present disclosure, a computer-

implemented method for incentivizing verification of a digital identity is provided. The method

includes generating a first digital identity through at least a first certified device, the first digital

identity including a first secure digital artifact uploaded to an auditable chain of a public ledger

to establish a first physical identity of a first user. The method also includes associating the first

digital identity with a new digital identity, the new digital identity including a new secure digital

artifact uploaded to the auditable chain of the public ledger to establish a second physical

identity of a second user, the first digital identity providing verification for the new digital

identity. The method also includes providing rewards to the first user for associating the first

digital identity with the new digital identity, the rewards including social and/or monetary

incentives for associating the first digital identity with the new digital identity.



[0005] According to one embodiment of the present disclosure, a system is provided that

includes means for storing instructions, and means for executing the stored instructions that,

when executed by the means, cause the means to perform a method for incentivizing verification

of a digital identity is provided. The method includes generating a first digital identity through at

least a first certified device, the first digital identity including a first secure digital artifact

uploaded to an auditable chain of a public ledger to establish a first physical identity of a first

user. The method also includes associating the first digital identity with a new digital identity,

the new digital identity including a new secure digital artifact uploaded to the auditable chain of

the public ledger to establish a second physical identity of a second user, the first digital identity

providing verification for the new digital identity. The method also includes providing rewards

to the first user for associating the first digital identity with the new digital identity, the rewards

including social and/or monetary incentives for associating the first digital identity with the new

digital identity.

[0006] According to one embodiment of the present disclosure, a system is provided for

incentivizing verification of a digital identity including a memory storing sequences of

instructions, and a processor configured to execute the sequences of instructions, which when

executed, causes the processor to perform generating a first digital identity through at least a first

certified device, the first digital identity including a first secure digital artifact uploaded to an

auditable chain of a public ledger to establish a first physical identity of a first user. The

execution of the sequences of instructions also causes the processor to perform associating the

first digital identity with a new digital identity, the new digital identity including a new secure

digital artifact uploaded to the auditable chain of the public ledger to establish a second physical

identity of a second user, the first digital identity providing verification for the new digital

identity. The execution of the sequences of instructions also causes the processor to perform

providing rewards to the first user for associating the first digital identity with the new digital

identity, the rewards including social and/or monetary incentives for associating the first digital

identity with the new digital identity.

[0007] It is understood that other configurations of the subject technology will become readily

apparent to those skilled in the art from the following detailed description, wherein various

configurations of the subject technology are shown and described by way of illustration. As will

be realized, the subject technology is capable of other and different configurations and its several

details are capable of modification in various other respects, all without departing from the scope

of the subject technology. Accordingly, the drawings and detailed description are to be regarded

as illustrative in nature and not as restrictive.



BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The accompanying drawings, which are included to provide further understanding and

are incorporated in and constitute a part of this specification, illustrate aspects of the subject

technology, and together with the description serve to explain the principles of the subject

technology. In the drawings:

[0009] FIG. 1 illustrates an example blockchain system for practicing some implementations

of the disclosure.

[0010] FIG. 2A illustrates an example system for creating a secure digital identity, according

to certain aspects of the disclosure.

[0011] FIG. 2B illustrates an example system for creating a verified digital association,

according to certain aspects of the disclosure.

[0012] FIG. 3 is a block diagram illustrating an example device through which a verified

digital association can be created, according to certain aspects of the disclosure.

[0013] FIG. 4 illustrates an example architecture for creating a verified digital association,

according to certain aspects of the disclosure.

[0014] FIG. 5 illustrates an example social graph of associated digital identities, according to

certain aspects of the disclosure.

[0015] FIG. 6 illustrates an example flow diagram for creating a verified digital association,

according to certain aspects of the disclosure.

[0016] FIG. 7 is a block diagram illustrating an example computer system with which aspects

of the subject technology can be implemented.

[0017] In one or more implementations, not all of the depicted components in each figure may

be required, and one or more implementations may include additional components not shown in

a figure. Variations in the arrangement and type of the components may be made without

departing from the scope of the subject disclosure. Additional components, different

components, or fewer components may be utilized within the scope of the subject disclosure.

DETAILED DESCRIPTION

[0018] The detailed description set forth below is intended as a description of various

implementations and is not intended to represent the only implementations in which the subject

technology may be practiced. As those skilled in the art would realize, the described

implementations may be modified in various different ways, all without departing from the scope

of the present disclosure. Accordingly, the drawings and description are to be regarded as

illustrative in nature and not restrictive.



General Overview

[0019] In today’s highly connected digital world, digital identities are used by individuals to

communicate with others (e.g., phone number, email), access applications (e.g., social media,

games, financial institutions), execute transactions (e.g., financial transactions, sign legal

documents), and more. An identity, in this context, is some form of digital signature that can be

used to authorize an individual to perform activities online. To use an identity, one must

authenticate that they are, in fact, the person to whom the digital signature belongs.

[0020] Digital identities, while useful for enabling access to online goods and services, are also

inherently insecure and unverifiable. They are subject to problems such as having one’s identity

stolen (i.e., identity theft) in which the thief claims the identity of another person and performs

activities on behalf of that person. Access granted by the identity can be used to steal,

misrepresent, or perform other fraudulent activities. Furthermore, individuals may also commit

identity falsification, where one establishes an identity containing facts about his or herself that

are not true (e.g., name, age, nationality) in order to gain access to goods, services, and other

things for which their own identity would not otherwise have access (e.g., a separate identity

enabling one to vote multiple times in an election).

[0021] The system described herein does not require any existing documentation on who

people are. Rather, individuals acquire a device, such as a smartphone, and that device includes

a private key. The private key is kept in the hardware of the device, such that the private key is

inextricably tied to the device. By combining a private key on a device with an operating system

on the device, applications executed on the device are able to be ran in a secure environment.

For example, all inputs to the device, whether through a GPS sensor, a camera, a microphone,

etc., can be certified by both the application developer and the operating system on the device.

The operating system provides security by only allowing applications that are associated with

trusted and certified developers to be executed on the device.

[0022] According to another aspect of the present disclosure, the operating system could be in

the device hardware itself and therefore immutable. As a result, the hardware device includes

fixed software that cannot be modified, which eliminates the threat of any security issues. For

example, such a device would include a private key that is tied to the device’s hardware, and

would be unable to create or otherwise upload digital images without taking an original digital

photograph.

[0023] According to an aspect of the present disclosure, a secure and verifiable digital identity

may be created by a user who owns a device, such as a smartphone. The user takes a picture of

themselves, which establishes a visual identity of the user. Then, to further build on that visual



identity, the user can take a picture of themselves with someone else at the same time using their

device. This establishes the visual identities of two people, and further confirms the visual

identity of the user. For example, these two people both have a unique device and a key that

cannot be copied. Both devices take the photograph at the same time and place, and both devices

certify that the face recognition of the two people in the photograph is the same person as before.

Additional verifications can be built into the device, such as biometric verifications (e.g.,

fingerprint) to verify that the people are the same. As the user takes more photographs of

themselves, either alone or with other people, their digital identity associated with their device

becomes more established and secure. This is because the relationships a person has in their

lives is what makes them unique. A person can only be in one place at one time, and the device

with the private key can also only be in one place at one time. As a result, the location of the

device and any other devices/users it is associated with becomes a unique and difficult to forge

identity.

[0024] In order to forge fake identities under the disclosed system, a bad actor would need to

purchase multiple devices. The bad actor would then need to make connections with many other

devices. The other devices would also need to be integrated into a social web of real people. As

a result, it would be very difficult and expensive for bad actors to forge a fake identity.

[0025] According to a further aspect of the present disclosure, the photographs including

sensor data that was collected at the time the photograph was taken (e.g., a short video

containing audio and other information) is uploaded to a blockchain. The blockchain time

stamps the photograph and logs all relationships the user has with other people through the

photograph. In this way, the blockchain allows everyone in the world to verify the uniqueness of

individuals and to audit the relationships to identify clusters and other information that would

clearly stand out as fraudulent. For example, when a user identifies suspicious activity, they can

access the photographs, look at the people involved, and hold those people accountable for any

fraud. Thus, the entire world can verify the user identities without having to rely on a single

centralized issuer.

[0026] The disclosed system addresses a problem in traditional digital identity verification

systems, namely the technical problem of incentivizing verification of a digital identity that

cannot be stolen or falsified. As described above, conventional digital identity verification

techniques are susceptible to the same issues of falsification and identity theft that also plague

traditional forms of government-issued identification. The disclosed system solves this technical

problem by providing a solution also rooted in computer technology, namely, by creating a

verifiable digital identity that is stored in a blockchain.



[0027] The disclosed subject technology further provides improvements to the functioning of

the computer itself because it improves the security of the computer and reduces the cost of

resources for validating identities. Specifically, individuals are incentivized to validate each

other’s identities, improving and streamlining the validation process. This overcomes

shortcomings associated with current solutions, which are monetarily costly and involve greater

system resources.

[0028] As used herein, the term “blockchain” refers generally to an open and distributed public

ledger comprising a growing list of records, which are linked using cryptography. By design, the

blockchain is resistant to modification of the data. The blockchain can include an auditable

database that provides a distributed, replicated ledger of cryptographically certified artifacts

whose contents are extremely difficult to tamper with without detection, and therefore, are with

very high probability, true copies of the intended content, and whose content are open for

inspection via a suitable query interface.

[0029] As used herein, the term “block” generally refers to a record that is kept in a

blockchain. For example, each block contains a cryptographic hash of the previous block, a

timestamp, and transaction data, which can generally be represented as a merkle tree root hash.

[0030] As used herein, the term “token” generally refers to virtual currency tokens that may

reside on their own blockchains and may represent an asset or utility. For example, a token may

represent customer loyalty points on a blockchain that is used to manage details for a retailer.

Another token may allow a holder to view 10 hours of streaming content on a video-sharing

blockchain. Another token may represent a cryptocurrency, such as Bitcoin. Tokens may be

tradable and transferrable among the various participants of the blockchain. Tokens may also

serve as transaction units on blockchains that are created using standard templates, like that of

the Ethereum network, which allows a user to create his/her own tokens. Such blockchains work

on the concept of smart contracts or decentralized applications, where programmable, self

executing code is used to process and manage the various transactions occurring on the

blockchain. Tokens may be exchanged for other tokens and/or liquid currencies (e.g., US

dollars) through currency exchanges.

Example System Architecture

[0031] F G. 1 illustrates a blockchain system 100 that can be utilized for creating and verifying

a digital identity. As shown, the blockchain system 100 includes several blocks 110. For

simplicity, three blocks 110 are shown. Each block 110 includes a previous hash 102, a

transaction root 104, a timestamp 106, and a nonce 108.



[0032] The previous hash 102 is the value obtained by hashing a previous block 110 in the

blockchain system 100. For example, if block 110b is the Nth block in the blockchain system

100, then the previous hash 102b is the value of the hash of block N-l, which in this case would

be block 110a. Similarly, the previous hash 102c is the value of the hash of block 110b.

[0033] The transaction root 104 is the root hash value of a hash tree 120 (e.g., a merkle tree)

over all transactions to be added to the block 110. For example, transactions 112a, 112b, 112c,

and 112d are to be added to block 110b. According to an aspect of the present disclosure,

transactions 112a-112d may be any type of transaction, and may include any type of data of any

length such as photographs, videos, sound recordings, etc. In order to add transactions 112a-

112d to the blockchain system 100, each transaction 112a-112d is hashed to obtain hashed

transactions 114a, 114b, 114c, and 114d. For example, hashing transaction 112a yields hashed

transaction 114a, hashing transaction 112b yields hashed transaction 114b, and so on.

[0034] The hashed transactions 114a- 114d are then hashed with each other to obtain hashes

116a and 116b. For example, hashed transaction 114a is hashed with hashed transaction 114b to

obtain hash 116a, and hashed transaction 114c is hashed with hashed transaction 114d to obtain

hash 116b. Finally, hash 116a is hashed with hash 116b to obtain the transaction root 104b. It

will be appreciated that although the hash tree 120 for block 110b is shown, it is understood that

all transaction roots 104 of all blocks 110 in the blockchain system 100 include a corresponding

hash tree 120. As a result, each block 110 added to the blockchain system 100 is a confirmation

of all the transactions that occurred before, making the blockchain system 100 effectively

permanent and immutable. This is because it would be computationally impractical/impossible

to modify the blocks 110 of the blockchain system 100 by any bad actors.

[0035] According to an aspect of the present disclosure, hashing can be accomplished using

cryptographic hash functions such as, including, but not limited to, Secure Hash Algorithm

(SHA) 0, SHA-1, SHA-2, SHA-3, ..., SHA-256, etc., or Digital Signature Hash Algorithm

(DSA).

[0036] In operation, rewards may be issued to users who add blocks 110 to the blockchain

system 100. The rewards may include monetary fees or other incentives that may be spent either

within or outside of the blockchain system 100. In order to maintain fairness of reward

distribution and to ensure the integrity of the blockchain system 100, users must compete with

each other to add each block 110. For example, users competing to add block 110b to the

blockchain system 100 must include a proof-of-work to be considered valid. This proof-of-work

is tied to the nonce 108 and is verified by other users (e.g., nodes) each time a block 110 is

added. According to an aspect of the present disclosure, the nonce 108 is a 32-bit field whose



value may be adjusted to either speed up or slow down the addition of new blocks 110.

Although a proof-of-work system has been described, it is understood that the implementations

also apply to other types of systems regardless of distributed consensus protocol, including but

not limited to, distributed proof-of- stake.

[0037] According to an aspect of the present disclosure, the blockchain system 100 can include

publicly distributed block headers, which is a technology known to meet the requirements of

storing replicated artifacts in publicly available distributed storage facilities that cannot be

tampered with, and that are readily available for inspection. According to an aspect, the

blockchain system 100 is a public blockchain.

Example System for Creating a Digital Identity

[0038] FIG. 2A illustrates an example system 200 for creating a secure digital identity 220,

according to certain aspects of the disclosure. The system 200 includes a user 202 (e.g., a first

user), a certified device 204 (e.g., a first certified device), certified data 206, and a blockchain

208. The certified device 204 includes a private key 210 (e.g., a first private key) that is tied to

hardware of the certified device 204. For example, the private key 210 may include an

International Mobile Equipment Identity (IMEI) number, or other such unique identifier of the

certified device 204. The certified device 204 can include a smartphone, tablet computer, laptop

computer, personal digital assistant (PDA) or any other such device.

[0039] According to an aspect of the present disclosure, the user 202 first certifies

himself/herself to the certified device 204 by entering certification information, such as a

passcode, password, biometric input, etc. For example, the user 202 may use a fingerprint or

other biometric input to unlock the certified device 204.

[0040] According to an aspect of the present disclosure, the user 202 uses the certified device

204 to obtain the certified data 206 (e.g., a user-generated item). For example, the user 202 may

install a certified application 212 (e.g., a first certified application) that uses the private key 210

to generate the certified data 206. The certified application 212 may be accessed by verifying a

biometric of the user 202, such as a fingerprint, voice, iris, face, etc. The certified application

212 may be configured to only execute on the certified device 204, and may utilize the private

key 210 to certify that the generated certified data 206 is from the user 202. This is because the

certified device 204 can only be in one place at a time, and the user 202 can also only be in one

place at a time. Therefore, the generated certified data 206 is certain to be from the user 202.

For example, the user 202 utilizes the certified device 204 to take a photograph of

himself/herself. The photograph is certified by the certified device 204 to generate the certified



data 206. The certified data 206 is then uploaded to the blockchain 208. For example, the

blockchain 208 may be substantially similar to the blockchain system 100 described above.

Once on the blockchain 208, the photograph of the user 202 is validated through facial

recognition software, and becomes a digital identity 220 of the user 202. As the user 202 takes

and uploads additional photographs of himself/herself, the digital identity 220 of the user 202

becomes more established and secure.

[0041] According to an additional aspect, the certified data 206 may include various types of

data. For example, the certified data 206 may include a live photograph of the user 202. The

live photograph (e.g., a short video) can include additional information captured simultaneously

at the time the photograph was taken. The live photograph can include several frames of the user

202 captured in sequence over a short period of time (e.g., one second), as opposed to a single

frame photograph. Such additional information can include location information such as GPS

data, environmental sounds, a timestamp, or any other such sensor data. The inclusion of this

additional information adds to the security of the certified data 206 by further certifying it is the

user 202 taking the photograph, and makes it even more difficult for a bad actor to spoof.

[0042] According to another aspect of the present disclosure, an operating system of the

certified device 204 can be in the device hardware itself and therefore immutable. As a result,

the certified device 204 includes fixed software that cannot be modified, which eliminates the

threat of any security issues. For example, the certified device 204 can include the private key

210 that is tied to the device’s hardware. Thus, the certified device 204 would be unable to

create or otherwise upload digital images without taking an original digital photograph.

[0043] According to an aspect of the present disclosure, to further build on the visual digital

identity 220, the user 202 can take a picture of themselves with someone else using another

certified device 204 at the same time. This establishes the visual identities of two people, and

further confirms the visual identity of the user 202. For example, these two people both can have

a unique device 204 and a private key 210 that cannot be copied. Both devices 204 take the

photograph (e.g., the certified data 206) at the same time and place, and both devices 204 certify

that the face recognition of the two people in the photograph is the same person as before.

Additional verifications can be built into the device 204, such as biometric verifications (e.g.,

fingerprint) to verify that the people are the same. As the user 202 takes more photographs of

themselves, either alone or with other people, their digital identity 220 associated with their

device 204 becomes more established and secure. This is because the relationships a person has

in their lives is what makes them unique. A person can only be in one place at one time, and the

device 204 with the private key 210 can also only be in one place at one time. As a result, the



location of the device 204 and any other devices/users it is associated with becomes a unique and

difficult to forge identity 220.

[0044] According to an additional aspect of the present disclosure, the user 202 may be

designated as a trustworthy source. For example, once the user 202 has uploaded a threshold

amount of certified data 206, has been active for a defined period without issues, or otherwise,

the user 202 may become designated as a trustworthy source. Once designated as a trustworthy

source, whenever the user 202 interacts with another user (e.g., takes a photo of or with another

person), the interaction can be given higher credence. Furthermore, it can be incentivized to

have two trustworthy sources interact with each other to form stronger verifications for the

digital identity 220. In this way, anomalies may be detected quicker as well, because if

trustworthy sources suddenly interact with random strangers, which are outside their circle of

trust, then it can be inferred that an attempted breach has occurred.

[0045] According to a further aspect of the present disclosure, the photographs (e.g., the

certified data 206) including sensor data that was collected at the time the photograph was taken

(e.g., a short video containing audio and other information) is uploaded to the blockchain 208.

The blockchain 208 time stamps the photograph and logs all relationships the user 202 has with

other people through the photograph. In this way, the blockchain 208 allows everyone in the

world to verify the uniqueness of individuals and to audit the relationships to identify clusters

and other information that clearly stand out as fraudulent. For example, when a user 202

identifies suspicious activity, the user 202 can access the photographs, look at the people

involved, and hold those people accountable for any fraud. Thus, the entire world can verify the

user’s digital identity 220 without having to rely on a single centralized issuer. This saves on

resources such as time and money.

[0046] Another advantage is that this allows a person to use his/her own face as his/her own

proof of identity. Conventional forms of identification have avoided using solely a person’ s

visual or biometric features (e.g., fingerprint, iris, voice, face) because these features may easily

be spoofed. For example, a person’ s face is public for everyone to see, and could be spoofed by

creating a mask of the person’s face. However, in the implementations described herein, it is not

just the visual representation of the person that creates the digital identity 220, but it is also the

relationships the person has with other people that are not easily faked, in addition to their face,

that secures their digital identity 220.

[0047] According to another aspect of the present disclosure, the digital identity 220 includes a

cryptographically signed digital artifact that is created by the device 204, which can be used

authoritatively to represent an individual. For example, the digital identity 220 can contain



identifying information, such as a photo, fingerprint, audio recording, other sensor data, GPS

location, etc.

[0048] According to aspects of the present disclosure, the digital identity 220 can include

certified representations of the certified data 206 and/or the certified data 206 itself, which are

stored on the blockchain 208.

[0049] As described herein, the system 200 creates verifiable digital identities when people

capture certified data 206 using their certified devices and log the certified data 206 to the

blockchain as the digital identity 220.

[0050] FIG. 2B illustrates an example system 250 for creating a verified digital association

270, according to certain aspects of the disclosure. The digital association system 250 includes

all the features described above, in relation to the digital identity system 200, and further

includes a user 252 (e.g., a second user), a certified device 254 (e.g., a second certified device),

association data 256, and a digital association 270. The certified device 204 includes a private

key 260 (e.g., a second private key) that is tied to hardware of the certified device 204.

[0051] Similar to FIG. 2A above, each user (e.g., user 202 and user 252) creates their own

digital identity and stores it on the blockchain 208. For example, user 202 creates digital identity

220 (e.g., a first digital identity) and user 252 creates digital identity 222 (e.g., a second digital

identity) according to the steps outlined above in FIG. 2A.

[0052] To create the digital association 270, user 202 and user 252 can create association data

256 together using their respective certified devices (e.g., certified device 204 and certified

device 254). For example, the users can each take a photograph that includes both users

together. The photograph can be taken at or around the same time, and/or at or around the same

location. For example, facial recognition and other biometric analysis of sensor input combined

with geolocation data enable local validation of the association data 256. The certified devices

validate and certify the association data 256 to generate the digital association 270. For example,

each certified device can sign off on the association data 256 after checks are made by each

certified device to ensure the association data 256 has not been tampered. The digital association

270 can include a certified representation of the association data 256. The digital association 270

is stored on the blockchain 208. Using this process, individuals can establish and verify the

uniqueness of their identities.

[0053] An advantage of creating the digital association 270 is that the digital association 270

verifies the digital identities (e.g., digital identity 220 and digital identity 222) of the users. This

is because the use of multiple devices provides the ability to perform additional checks to further

verify the validity of the association data 256 and the corresponding digital association 270. It is



understood that although two certified devices are described, three or more certified devices may

similarly act together to create the digital association 270.

[0054] According to an aspect of the present disclosure, a certified application 262 (e.g., a

second certified application) can be installed on the second device 254. The second certified

application 254 can be the same or different from the first certified application 212. The

certified applications on each device can coordinate with each other to manage the recording

activity on both certified devices. For example, both certified devices can be held in place to

take the photograph of both individuals. When each certified device detects suitable content

(e.g., both individuals’ faces are recognizable in the photograph), both certified devices

simultaneously take a photograph.

[0055] According to an aspect of the present disclosure, each device creates association data

256. The association data 256 is checked by the device that created it for tampering, and is then

sent to the other device for a comparison. For example, first certified device 204 can take a first

photograph and verify that the photograph has not been tampered. The first certified device 204

digitally signs the photograph and sends the digitally signed photograph to the second certified

device 254 for another round of validations. Similarly, the second certified device 254 can take a

second photograph that is substantially similar to the first photograph. The second device 254

verifies the validity of the second photograph, digitally signs the second photograph, and send

the digitally signed photograph to the first certified device 204 for further validation. According

to an aspect, on receipt, each certified device can perform a comparison of both photographs,

including surroundings, by comparing audio signals and other signals (e.g., WiFi and other radio

signals) in the area. These are examples of techniques that can be used to determine that the

photographs taken on each certified device represent the same digital signature and/or digital

signing occasion.

[0056] According to a further aspect, each certified device can add its signature to the

photograph received from the other, then sends the signed copy back to the other device, where

each certified device can compare its originals with the doubly-signed copy. At completion of

this process, each certified device will have two photographs of the same event, such that both

photographs are signed by both parties. Each certified device can then register the signing

transaction with both multi-signed photographs as part of the digital association 270 with the

blockchain 208.

[0057] According to an aspect of the present disclosure, the digital association 270 can include

a cryptographically signed digital artifact created by two or more certified devices in close

proximity. The digital association 270 can be used to authoritatively represent a relationship



between two unique digital identities (e.g., first digital identity 220 and second digital identity

222) to establish a verified relationship. For example, the verified relationship can be a certified

relationship between two individuals that establishes a mutually auditable verification of each

other.

[0058] According to an aspect of the present disclosure, the association data 256 can contain a

photograph of two or more people. The photograph can be a live photo captured as several

frames in sequence over a short period of time (e.g., one second), as opposed to a single frame

photograph. The association data 256 can also contain GPS location and use communication

latency to establish proof of presence (i.e., to certify the people in the photograph were actually

in the same location), and can also contain other sensor information recorded by the certified

devices that can be used to establish the context of the association data 256, including, but not

limited to, background audio, WiFi transmissions, and other radio frequencies and recordable

characteristics of the environment.

[0059] According to aspects of the present disclosure, the digital association 270 can include

certified representations of the association data 256 and the digital identities (e.g., first digital

identity 220 and/or the second digital identity 222) and/or the association data 256 and the digital

identities themselves, which are stored on the blockchain 208.

[0060] As described herein, the system 250 creates verifiable identities when people capture

association data 256 using their certified devices and log the association data 256 to the

blockchain as the digital association 270.

[0061] F G. 3 is a block diagram illustrating an example device 300 through which a digital

identity can be created, according to certain aspects of the disclosure. The device 300 can be any

electronic device, including, but not limited to, a smartphone, laptop, tablet computer, PDA etc.

According to an aspect, the device 300 includes a central processing unit (CPU) 302 (e.g., an

Advanced RISC Machines (ARM) processor), a camera 304, a microphone 306, a Global

Positioning System (GPS) 308, a T3 microprocessor chip 310, a secure identification element

312 (e.g., fingerprint, facial identification, other biometric input, password, passcode, etc.), and a

network connectivity module 330 (e.g., antenna configured for wireless communications,

Bluetooth, WiFi, etc.). The T3 microprocessor chip 310 and the secure identification element

312 can be included in a secure enclave 320. For example, the secure enclave 320 is where

secure elements are separately housed in the device 300 to resist/prevent tampering.

[0062] According to an aspect of the present disclosure, the CPU 302 is communicatively

coupled with each of the camera 304, the microphone 306, the GPS 308, and the secure enclave

320. Furthermore, the T3 microprocessor chip 310 is communicatively coupled to the secure



identification element 312. It is understood that the device 300 can include additional elements

that are not illustrated, such as elements that are included in standard mobile electronic devices

such as smartphones.

[0063] According to further aspects, the device 300 can include a smartphone configured

produce certified artifacts, such as the digital identities and verifications described herein. The

device 300 can utilize integrated hardware and an operating system with secure capability that

restricts access to and use of protected information to only their intended purposes. The device

300, in a cryptographically secure way, can authenticate and certify data and calculations using

sensor inputs on the device 300 (e.g., collect a fingerprint, perform facial recognition, retinal

scan, record an audio signature, etc.). The device 300 can further be configured to take a photo,

record location, and can also record other types of data, such as, including but not limited to, an

audio signature, radio transmissions, WiFi activity. The device 300 can further be configured to

digitally certify any resulting content as only belonging to the authenticated individual. The

device 300 can be utilized by that individual to generate a digital signature to authorize activity,

such as certifying the individual’s approval of transactions of various kinds.

[0064] According to an aspect of the present disclosure, the device 300 includes a smartphone

(e.g., an iPhone) with various sensor inputs and a secure enclave processor that is configured to

run a secure operating system (e.g., iOS, Android, etc.) and run an application that utilizes the

smartphone’s capabilities in accordance with the systems and methods described herein.

[0065] FIG. 4 illustrates an example architecture 400 for creating a verified digital association,

according to certain aspects of the disclosure. The architecture 400 includes a first device 402, a

second device 404, an optional certifier 406 (e.g., a third-party certifier), content addressable

storage (CAS) 408, a memory bank 410 (e.g., cloud storage), and a blockchain 412 (e.g., the

blockchain system 100 of FIG. 1).

[0066] According to an aspect of the present disclosure, the first device 402 and the second

device 404 take a photo 420 together. The photo 420 can be five megabytes in size, or any other

size. For example, the first device, which belongs to a first person, takes the photo 420 of the

first person with a second person. The second device 404, which belongs to the second person,

takes the same or similar photo 420 of the first person with the second person at or around the

same time. The first device 402 and the second device 404 communicate the photo 420 to each

other. The first device 402 and the second device 404 both verify that the photo 420 contains the

face of the person that they are expecting (i.e., faces of the first person and the second person).

The first device 402 and the second device 404 both digitally sign the photo 420, confirming that

the photo 420 is authentic. The first device 402 and the second device 404 each upload the photo



420 to the CAS 408. For example, the CAS 408 can be storage where the photo 420 can be

hashed and stored under a file name. A copy of the photo 420 and its hash is also uploaded from

the CAS 408 to the memory bank 410. This way, when the photo 420 is later downloaded, it can

be verified against its copy.

[0067] According to an aspect of the present disclosure, the first device 402 and the second

device 404 also upload the digitally signed photo 420 to the blockchain 412. For example, a link

of the photo 420 can be uploaded to the blockchain 412. It can be later verified that the first

device 402 and the second device 404 took the photo 420 by comparing data of the photo 420

and its hash that is stored in the blockchain 412 with the copy of the photo 420 and its hash

stored through the CAS and the memory bank 410.

[0068] According to an additional aspect of the present disclosure, the optional certifier 406

co-signs the upload photo 420 in order for it to be valid. The optional certifier 406 may be a

trusted third-party, and thus further protects against tampering of the photo 420. The optional

certifier 406 can certify the photo 420 by confirming that the faces in the photo 420 are the faces

of the first person and the second person. For example, the optional certifier 406 has access to a

database where it can verify the faces of the first person and the second person.

[0069] According to certain aspects, an individual establishes his/her device-specific identity

and authentication with his/her respective device (e.g., creates a password, provides a

fingerprint). For example, an individual has an application (e.g., the certified application 212

from FIG. 2A) installed on their device (e.g., a certified device). According to an aspect, the

individual manually downloads and installs the application, or it can be pre-installed on the

device.

[0070] According to certain aspects, after an individual has established his/her identity by

taking a photo of his/herself and registering the identity creation transaction and related certified

photo data (e.g., the certified data 206 of FIG. 2A) with the auditable storage (e.g., the

blockchain system 100 of FIG. 1), to establish a personal identity, the collaborative, social

identity creation and verification process can begin. For example, two individuals with suitable

devices use the application on one of the devices to take a joint photo (e.g., photo 420) of the two

individuals together. The joint photo captures several frames in sequence over a short period of

time (e.g., one second), and also captures sound and possibly other signals in the proximity (e.g.,

WiFi network availability, radio waves, etc.), and the geolocation of the individuals.

[0071] According to an aspect, the use of the application may or may not be evident to the

user. For example, an individual can explicitly start the application (e.g., touch the application

icon) and then select the option to create a new joint photo. As another example, the device can



have the application pre-installed and associated with the device’s camera application, in which

case when the user takes a picture, the application is activated and can determine whether the

individual is attempting to take a joint picture with another individual. For example, similar

capability exists in cameras that can detect QR codes.

[0072] After the two individuals take their joint photo together, the application on each device

taking the photo uses recognition techniques, such as 3D-facial recognition, to verify that two

individuals are in the photo, and that the authenticated individual of the device is one of those

two. When the application has confirmed those conditions, the application signs the joint photo

with the device’s digital signature capability, then sends a copy of the photo to the other

individual’s device.

[0073] In another example, an individual can share his or her identifying features that allow the

application on the other individual’s device to identify both faces simultaneously. When a

device receives the signed photo from the other individual’s device, it uses recognition

techniques, such as facial recognition, to verify that two individuals are in the photo, and that the

authenticated user of the device is one of those two. When the application has confirmed those

conditions, the application signs the joint photo with the device’s digital signature capability.

The device recognizes that the photo has already been signed by another individual. The device

presents a human readable form of the identity of the other individual (e.g., the individual’s

name) and asks for confirmation that this is, indeed, a valid photo of the two individuals

together. Additional checks can be made to determine that the individuals are in close proximity,

such as using geo-location information, time of day, latency of communication between the two

devices, etc.

[0074] The device sends a copy of the photo signed by both individuals to the original device

(i.e., the one taking the photo). The application on the device confirms that the photo is signed

by both individuals, performs a comparison of the photo with the original to ensure the photo has

not been tampered with, and updates its photo with the copy signed by both individuals. Each

device sends a digitally signed statement to the auditable database registering the transaction.

This statement can include the multi-signed photo or some other suitable representation of the

photo, such as a digital hash of the photo.

[0075] Each device uploads its digitally signed copy of the photograph to a content storage

server (e.g., CAS 408). The content storage server can handle the photo in several ways. For

example, the content storage server can detect duplicate copies of the photo and store only one

copy, annotating that it received a copy from each device. The content storage server can also

choose to store the copy of the photo from each device, noting which device the phot came from.



According to an aspect, the content storage server can retain previous copies of a joint photo

from the same individuals, or it can choose to replace previous copies with the most recent. The

content storage server can also store some number of copies, such as the most recent three, or

any other user-defined limit.

[0076] On completion of this process, the identities that each individual in the joint photo has

established on his or her device is now verifiably registered in the auditable database. The

individuals become mutually auditable verifiers of the other individual. An individual repeating

the process with the same individual over time, and performing the process with many other

individuals further strengthens that individual’s identity, and provides avenues for auditing

identities and detecting fraudulent use or abuse of the individual’s identity.

[0077] Economic Incentives System

[0078] FIG. 5 illustrates an example social graph 500 of associated digital identities 510-1 to

510-9, according to certain aspects of the disclosure. The social graph 500 may be generated

based on associations of digital identities 510. For example, the digital identities 510 may be

created according to the above-described features in FIGS. 1-4. Each time a digital identity (e.g.,

digital identity 510-1) is associated with another digital identity (e.g., 510-2), a link is created

between the two digital identities. As more users join and create digital identities 510, more

links are created between the various digital identities. It is understood the social graph 500 is

exemplary only, and may represent a portion of a larger interconnected graph.

[0079] According to aspects of the present disclosure, users may be incentivized to contribute

to the social graph 500 for strengthening the verifiability of identities and also to detect attempts

to use identities fraudulently. For example, a user may be incentivized (e.g., receives incentives)

to create a new digital identity (e.g., digital identity 510-1). The digital identity 510-1 may be

created according to the above-described features in FIGS. 1-4. After creation of the digital

identity 510-1, the user may be incentivized to associate the digital identity 510-1 with other

digital identities (e.g., digital identities 510-2 and 510-3). The user may also receive incentives

for inviting new users to create new digital identities.

[0080] As illustrated in close-up 530 of digital identity 510-1, the digital identity 510-1 may be

linked to other digital identities through various links 512 to 520. For example, link 512 may be

a link to a new user, link 514 may be a link to a good friend generated within the past 24 hours,

link 516 may be a link to the same good friend generated within the past week, link 518 may be a

link to a user in another city, and link 520 may be a link to a user in another country. It is

understood that the links described are exemplary only, and links for other associations may also

be included.



[0081] According to aspects of the present disclosure, different incentives may be rewarded for

different types of activities. For example, rewards may be offered for creating new links,

verifying links to friends, activity in the past 24 hours, activity in the past week, links to users in

other cities (e.g., other regions), and links to users in other countries. In an implementation, the

rewards may be proportional to a distance between two users. For example, more rewards may

be awarded for users in different countries than for users in the same city. It is understood that

rewards may be offered for other activities as well.

[0082] According to an aspect of the present disclosure, two individuals taking verified photos

together (e.g., as described above in FIGS. 1-4) may establish a verifiable identity registered in

an auditable database. The individuals become mutually auditable verifiers of the other

individual. Repeating the process with the same individual over time, and performing the

process with many other individuals further strengthens an individual’s identity, and provides

avenues for auditing identities and detecting fraudulent use or abuse of the individual’s identity.

Providing incentives for user activities may strengthen the verifiability of identities through

social networking and a rewards structure.

[0083] The social networking (e.g., social graph 500) and rewards system described herein

encourages individuals to connect to create verified photos of the individuals, which may reward

incentives as the individuals perform actions. According to an aspect, points may be rewarded

for actions. For example, a number of points awarded may vary by types of actions. Actions

may be registered using an application (e.g., a certified application, as described above) to

establish a verifiable digital identity. The fact that the application is being used might be visible

to the individual (e.g., an interactive application on the individual’s device). Actions may also

be integrated with other features of the device (e.g., with a camera button), such that the use of

the application is not immediately evident.

[0084] According to an aspect, the points may be converted to rewards. For example, the

nature of the rewards may be selected to be desirable to individuals, thus providing incentives to

participate. Rewards may be financial, such as cash currency or tokens with monetary value that

may be exchanged for liquid currency. Rewards may also be non-financial, such as points that

have no monetary value but have social or competitive value, such as increasing a rank in a

social game. Rewards may also include combinations of points that may be converted to

monetary value. It is understood that other financial and non-financial rewards may be offered

as incentives.

[0085] Actions targeted at increasing the number of times an individual’s identity may be

corroborated in an auditable database to form network patterns (e.g., in a mathematical sense)



based on the connectedness of the individuals through their digital identities. According to an

aspect, each verified photo may represent an edge in a graph (e.g., social graph 500) connecting

two nodes (e.g., digital identities 510), where the nodes represent individuals. The size of the

graph (e.g., reflecting the number of unique verified photos) and the presence of patterns in the

graph enable the use of graph theory, machine learning, artificial intelligence, and other

techniques for auditing identities and detecting fraudulent use or abuse of the individual’s

identity.

[0086] According to additional aspects, multiple categories of rewards may be supported. For

example, a ranking reward may incentivize individuals to increase the number of connections an

individual has. This is because large numbers of connections results in clustering in the social

graph 500, which is formed by individuals connecting with each other. Adding quality

characteristics to edges in the graph (e.g., the edges represent relationships between individuals)

enables assigning of quality ratings to connections. For example, an individual may annotate a

verified photo with qualifiers to indicate a level of trust. The connectedness and quality ratings

may be utilized in algorithms to assign point values to individuals based on the size and quality

of connections of their graphs.

[0087] Points may also be awarded to an individual for connecting another individual to the

system the first time. For example, if individual A takes a verified photo with individual B, and

it is individual B’s first verified photo, individual A receives points for bringing individual B into

the system. If both individual A and individual B are new, both receive points. The reward is

intended to incentivize individuals to recruit new members to the system to increase the social

graph 500. Points may also be rewarded for geographical diversity of connections (e.g., more

rewards for larger distances between connected individuals). It is understood that points may be

rewarded for other types of connections as well, for incentivizing user contribution to the social

graph 500.

[0088] In an implementation, each reward category may include an algorithm for determining

point values. For example, if an individual takes a verified photo with the same person at least a

week later, that individual may receive more incentives for repeating that action a second time

and also a third time. According to an aspect, points may be awarded in increasing order (e.g.,

10 points, 20 points, 30 points, etc.), and then in decreasing order (e.g., 20 points, 10 points, 1

point, etc.). For example, points may be increased for taking verified photos with the same

person at least five times, after which points are decreased until they reach just one point. This is

because an ongoing friendship has been established because the user has seen the same person at

least a week apart five times. Eventually the points rewarded reach only one point for each



additional photo to prevent abuse. Reducing points in this manner also incentivizes forming and

establishing links with other users over a certain period of time (e.g., six verified photos over a

certain period of time, or five photos over five weeks or more with one person, etc.). In this way,

a user may be associated with friends, family, co-workers, associates, acquaintances, etc.

[0089] According to an aspect, voting may be utilized to verify identities of individuals. For

example, individual A may be detected in separate verified photos (e.g., at home, at work,

outdoors, etc.). The face of individual A may look similar in all the verified photos, and the

verified photos may be from the same town, within a specified time period, etc. In order to

authenticate an identity of individual A, a voting notification may be sent to users in a social

network that are connected to individual A, querying the users whether it is or it is not individual

A in the verified photos. Incentives may be rewarded to users who provide truthful answers, and

disincentives may punish users who are caught lying. Disincentives may include loss of rights

related to their digital identities, losing points, losing rewards, etc. Because results of the voting

are stored in a public database (e.g., a public ledger), it would be unwise for users to lie,

particularly because the whole world can inspect it. Lying may be determined based on results

of the voting, where it is unanimous except for a few outliers who are presumably lying. In order

to be fair, users may be granted a predetermined number of failed tries before being punished.

[0090] According to aspects, identity verification may be presented as a challenge. For

example, individual A may be detected a home and at work within a certain period of time, based

on uploaded verified photos. A challenge may be sent out to users to take a picture with

individual A. For further rewards, pictures may be taken with individual A at two different

locations within a certain period of time. If it is possible to take a photo with individual A at the

two different locations (e.g., at home and at the office), then it verifies that individual A was at

those places. In this way, anomalies (e.g., whether it is possible to be in two places within a

certain time period) may be verified by challenging other users to verify the anomaly.

Additional challenges may be included to force interactions, otherwise it may be proven that

those anomalies are impossible, resulting in a confirmation of a false identity.

[0091] The users selected to participate may be selected randomly from the population. In an

implementation, separate groups of users are asked to participate. If the separate groups reach a

similar conclusion, then the identity is verified. Otherwise, if there is disagreement, then there is

a likelihood of fraud. As discussed above, there are social incentives for telling the truth and

disincentives for lying. In this way, an automated jury dispute resolution system (e.g.,

collaborative massive decentralized abuse detection) may be created where people can verify

each other’ s identities. In an implementation, a computer-learning algorithm may be utilized to



determine situations having a high likelihood of abuse, and may query the appropriate users to

audit the situation to determine if there is indeed abuse. Upon resolution, the users would be

appropriately rewarded.

[0092] The techniques described herein may be implemented as method(s) that are performed

by physical computing device(s), as one or more non-transitory computer-readable storage media

storing instructions (e.g., stored sequences of instructions) which, when executed by computing

device(s), cause performance of the method(s), or, as physical computing device(s) that are

specially configured with a combination of hardware and software that causes performance of

the method(s).

[0093] FIG. 6 illustrates an example process flow diagram 600 for a computer-implemented

method for incentivizing digital identity verification, according to certain aspects of the

disclosure. For explanatory purposes, the example process 600 is described herein with

reference to the blockchain system 100 of FIG. 1, the digital association system 250 of FIG. 2B,

and the social graph 500 of FIG. 5. Further for explanatory purposes, the blocks of the example

process 600 are described herein as occurring in serial, or linearly. However, multiple blocks of

the example process 600 may occur in parallel. In addition, the blocks of the example process

600 need not be performed in the order shown and/or one or more of the blocks of the example

process 600 need not be performed. For purposes of explanation of the subject technology, the

process 600 will be discussed in reference to FIGS. 1, 2B, and 5.

[0094] At block 602, a first digital identity is generated through at least a first certified device,

the first digital identity including a first secure digital artifact uploaded to an auditable chain of a

public ledger to establish a first physical identity of a first user. For example, the first digital

identity may be created via a photo of two individuals taken together using one or both of the

individuals’ certified devices (e.g., a first certified device and/or a second certified device), such

that the photo may be the mechanism to associate the two individuals together. At block 604, the

first digital identity is associated with a new digital identity, the new digital identity including a

new secure digital artifact uploaded to the auditable chain of the public ledger to establish a

second physical identity of a second user, the first digital identity providing verification for the

new digital identity. At block 606, rewards are provided to the first user for associating the first

digital identity with the new digital identity, the rewards including social and/or monetary

incentives for associating the first digital identity with the new digital identity.

[0095] According to an aspect of the present disclosure, the rewards may include financial

rewards, such as cash currency and/or tokens with monetary value that may be exchanged for

cash currency. The rewards may also include non-financial rewards such as points having social



or competitive value for a social ranking. The rewards may be provided based on increasing a

rank associated with the first user, the rank based on a number of other users associated with the

first user. The rewards may provided based on geographical diversity of other users associated

with the first user. The rewards may be provided based on new user referrals by the first user.

The rewards may also be provided based on an activity level of the first user. The activity level

may include, but is not limited to, repeat activity (e.g., repeat photos) with an existing user

association. For example, a means of verification may include a confidence level between two

parties. The confidence level is better built through repeat activity over time, rather than a flurry

of activity in a short period (e.g., rapid activity to increase rewards).

[0096] According to an aspect of the present disclosure, the process 600 further includes

penalizing the first user for fraudulent activity by removing rewards. According to an aspect of

the present disclosure, the process 600 further includes querying the first user regarding

verification of a second digital identity, receiving a response from the first user regarding the

verification of the second digital identity, comparing the response with other responses from

other users to determine a confidence score, and providing the rewards to the first user based on

the confidence score.

Hardware Overview

[0097] FIG. 7 is a block diagram illustrating an example computer system 600 with which the

blockchain system 100 of FIG. 1, the digital association system 250 of FIG. 2B, and the social

graph 500 of FIG. 5 may be implemented. In certain aspects, the computer system 700 may be

implemented using hardware or a combination of software and hardware, either in a dedicated

server, or integrated into another entity, or distributed across multiple entities.

[0098] Computer system 700 (e.g., blockchain system 100, digital identity system 200, and

social graph 500) includes a bus 708 or other communication mechanism for communicating

information, and a processor 702 coupled with bus 708 for processing information. According to

one aspect, the computer system 700 can be a cloud computing server of an IaaS that is able to

support PaaS and SaaS services. According to one aspect, the computer system 700 is

implemented as one or more special-purpose computing devices. The special-purpose

computing device may be hard-wired to perform the disclosed techniques, or may include digital

electronic devices such as one or more application-specific integrated circuits (ASICs) or field

programmable gate arrays (FPGAs) that are persistently programmed to perform the techniques,

or may include one or more general purpose hardware processors programmed to perform the

techniques pursuant to program instructions in firmware, memory, other storage, or a

combination. Such special-purpose computing devices may also combine custom hard-wired



logic, ASICs, or FPGAs with custom programming to accomplish the techniques. The special-

purpose computing devices may be desktop computer systems, portable computer systems,

handheld devices, networking devices, or any other device that incorporates hard-wired and/or

program logic to implement the techniques. By way of example, the computer system 700 may

be implemented with one or more processors 702. Processor 702 may be a general-purpose

microprocessor, a microcontroller, a Digital Signal Processor (DSP), an ASIC, an FPGA, a

Programmable Logic Device (PLD), a controller, a state machine, gated logic, discrete hardware

components, or any other suitable entity that can perform calculations or other manipulations of

information.

[0099] Computer system 700 can include, in addition to hardware, code that creates an

execution environment for the computer program in question, e.g., code that constitutes

processor firmware, a protocol stack, a database management system, an operating system, or a

combination of one or more of them stored in an included memory 704, such as a Random

Access Memory (RAM), a flash memory, a Read Only Memory (ROM), a Programmable Read-

Only Memory (PROM), an Erasable PROM (EPROM), registers, a hard disk, a removable disk,

a CD-ROM, a DVD, or any other suitable storage device, coupled to bus 708 for storing

information and instructions to be executed by processor 702. The processor 702 and the

memory 704 can be supplemented by, or incorporated in, special purpose logic circuitry.

Expansion memory may also be provided and connected to computer system 700 through

input/output module 710, which may include, for example, a SIMM (Single In Line Memory

Module) card interface. Such expansion memory may provide extra storage space for computer

system 700, or may also store applications or other information for computer system 700.

Specifically, expansion memory may include instructions to carry out or supplement the

processes described above, and may include secure information also. Thus, for example,

expansion memory may be provided as a security module for computer system 700, and may be

programmed with instructions that permit secure use of computer system 700. In addition,

secure applications may be provided via the SIMM cards, along with additional information,

such as placing identifying information on the SIMM card in a non-hackable manner.

[00100] The instructions may be stored in the memory 704 and implemented in one or more

computer program products, e.g., one or more modules of computer program instructions

encoded on a computer readable medium for execution by, or to control the operation of, the

computer system 700, and according to any method well known to those of skill in the art,

including, but not limited to, computer languages such as data-oriented languages (e.g., SQL,

dBase), system languages (e.g., C, Objective-C, C++, Assembly), architectural languages (e.g.,



Java, .NET), and application languages (e.g., PHP, Ruby, Perl, Python). Instructions may also be

implemented in computer languages such as array languages, aspect-oriented languages,

assembly languages, authoring languages, command line interface languages, compiled

languages, concurrent languages, curly-bracket languages, dataflow languages, data-structured

languages, declarative languages, esoteric languages, extension languages, fourth-generation

languages, functional languages, interactive mode languages, interpreted languages, iterative

languages, list-based languages, little languages, logic-based languages, machine languages,

macro languages, metaprogramming languages, multiparadigm languages, numerical analysis,

non-English-based languages, object-oriented class-based languages, object-oriented prototype-

based languages, off-side rule languages, procedural languages, reflective languages, rule-based

languages, scripting languages, stack-based languages, synchronous languages, syntax handling

languages, visual languages, with languages, embeddable languages, and xml-based languages.

Memory 704 may also be used for storing temporary variable or other intermediate information

during execution of instructions to be executed by processor 702.

[00101] A computer program as discussed herein does not necessarily correspond to a file in a

file system. A program can be stored in a portion of a file that holds other programs or data (e.g.,

one or more scripts stored in a markup language document), in a single file dedicated to the

program in question, or in multiple coordinated files (e.g., files that store one or more modules,

subprograms, or portions of code). A computer program can be deployed to be executed on one

computer or on multiple computers that are located at one site or distributed across multiple sites

and interconnected by a communication network, such as in a cloud-computing environment.

The processes and logic flows described in this specification can be performed by one or more

programmable processors executing one or more computer programs to perform functions by

operating on input data and generating output.

[00102] Computer system 700 further includes a data storage device 706 such as a magnetic

disk or optical disk, coupled to bus 708 for storing information and instructions. Computer

system 700 may be coupled via input/output module 710 to various devices. The input/output

module 710 can be any input/output module. Example input/output modules 710 include data

ports such as USB ports. In addition, input/output module 710 may be provided in

communication with processor 702, so as to enable near area communication of computer system

700 with other devices. The input/output module 710 may provide, for example, wired

communication in some implementations, or wireless communication in other implementations,

and multiple interfaces may also be used. The input/output module 710 is configured to connect



to a communications module 712. Example communications modules 712 include networking

interface cards, such as Ethernet cards and modems.

[00103] The components of the system can be interconnected by any form or medium of digital

data communication (e.g., a communication network). The communication network can include,

for example, any one or more of a personal area network (PAN), a local area network (LAN), a

campus area network (CAN), a metropolitan area network (MAN), a wide area network (WAN),

a broadband network (BBN), the Internet, and the like. Further, the communication network can

include, but is not limited to, for example, any one or more of the following network topologies,

including a bus network, a star network, a ring network, a mesh network, a star-bus network, tree

or hierarchical network, or the like. The communications modules can be, for example, modems

or Ethernet cards.

[00104] For example, in certain aspects, communications module 712 can provide a two-way

data communication coupling to a network link that is connected to a local network. Wireless

links and wireless communication may also be implemented. Wireless communication may be

provided under various modes or protocols, such as GSM (Global System for Mobile

Communications), Short Message Service (SMS), Enhanced Messaging Service (EMS), or

Multimedia Messaging Service (MMS) messaging, CDMA (Code Division Multiple Access),

Time Division Multiple Access (TDMA), Personal Digital Cellular (PDC), Wideband CDMA,

General Packet Radio Service (GPRS), or LTE (Long-Term Evolution), among others. Such

communication may occur, for example, through a radio-frequency transceiver. In addition,

short-range communication may occur, such as using a BLUETOOTH, WI-FI, or other such

transceiver.

[00105] In any such implementation, communications module 712 sends and receives electrical,

electromagnetic, or optical signals that carry digital data streams representing various types of

information. The network link typically provides data communication through one or more

networks to other data devices. For example, the network link of the communications module

712 may provide a connection through local network to a host computer or to data equipment

operated by an Internet Service Provider (ISP). The ISP in turn provides data communication

services through the world wide packet data communication network now commonly referred to

as the “Internet.” The local network and Internet both use electrical, electromagnetic, or optical

signals that carry digital data streams. The signals through the various networks and the signals

on the network link and through communications module 712, which carry the digital data to and

from computer system 700, are example forms of transmission media.



[00106] Computer system 700 can send messages and receive data, including program code,

through the network(s), the network link, and communications module 712. In the Internet

example, a server might transmit a requested code for an application program through the

Internet, the ISP, the local network, and communications module 712. The received code may

be executed by processor 702 as it is received, and/or stored in data storage 706 for later

execution.

[00107] In certain aspects, the input/output module 710 is configured to connect to a plurality of

devices, such as an input device 714 and/or an output device 716. Example input devices 714

include a keyboard and a pointing device, e.g., a mouse or a trackball, by which a user can

provide input to the computer system 700. Other kinds of input devices 714 can be used to

provide for interaction with a user as well, such as a tactile input device, visual input device,

audio input device, or brain-computer interface device. For example, feedback provided to the

user can be any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile

feedback, and input from the user can be received in any form, including acoustic, speech,

tactile, or brain wave input. Example output devices 716 include display devices, such as an

LED (light emitting diode), CRT (cathode ray tube), LCD (liquid crystal display) screen, a TFT

LCD (Thin-Film-Transistor Liquid Crystal Display), or an OLED (Organic Light Emitting

Diode) display, for displaying information to the user. The output device 716 may comprise

appropriate circuitry for driving the output device 716 to present graphical and other information

to a user.

[00108] According to one aspect of the present disclosure, the blockchain system 100, the

digital identity system 200, and/or, and social graph 500 can be implemented using a computer

system 700 in response to processor 702 executing one or more sequences of one or more

instructions contained in memory 704. Such instructions may be read into memory 704 from

another machine-readable medium, such as data storage device 706. Execution of the sequences

of instructions contained in main memory 704 causes processor 702 to perform the process steps

described herein. One or more processors in a multi-processing arrangement may also be

employed to execute the sequences of instructions contained in memory 704. Processor 702 may

process the executable instructions and/or data structures by remotely accessing the computer

program product, for example by downloading the executable instructions and/or data structures

from a remote server through communications module 712 (e.g., as in a cloud-computing

environment). In alternative aspects, hard-wired circuitry may be used in place of or in

combination with software instructions to implement various aspects of the present disclosure.



Thus, aspects of the present disclosure are not limited to any specific combination of hardware

circuitry and software.

[00109] Various aspects of the subject matter described in this specification can be implemented

in a computing system that includes a back end component, e.g., a data server, or that includes a

middleware component, e.g., an application server, or that includes a front end component, e.g.,

a client computer having a graphical user interface or a Web browser through which a user can

interact with an implementation of the subject matter described in this specification, or any

combination of one or more such back end, middleware, or front end components. For example,

some aspects of the subject matter described in this specification may be performed on a cloud

computing environment. Accordingly, in certain aspects, a user of systems and methods as

disclosed herein may perform at least some of the steps by accessing a cloud server through a

network connection. Further, data files, circuit diagrams, performance specifications, and the

like resulting from the disclosure may be stored in a database server in the cloud-computing

environment, or may be downloaded to a private storage device from the cloud-computing

environment.

[00110] Computing system 700 can include clients and servers. A client and server are

generally remote from each other and typically interact through a communication network. The

relationship of client and server arises by virtue of computer programs running on the respective

computers and having a client-server relationship to each other. Computer system 700 can be,

for example, and without limitation, a desktop computer, laptop computer, or tablet computer.

Computer system 700 can also be embedded in another device, for example, and without

limitation, a mobile telephone, a personal digital assistant (PDA), a mobile audio player, a

Global Positioning System (GPS) receiver, and/or a television set top box.

[00111] The term “machine-readable storage medium” or “computer-readable medium” as used

herein refers to any medium or media that is provided including instructions or data to processor

702 for execution. The term “storage medium” as used herein refers to any non-transitory

computer readable storage medium that stores data and/or instructions that cause a machine to

operate in a specific fashion. Such a medium may take many forms, including, but not limited

to, non-volatile media, volatile media, and transmission media. Non-volatile media include, for

example, optical disks, magnetic disks, or flash memory, such as data storage device 706.

Volatile media include dynamic memory, such as memory 704. Transmission media include

coaxial cables, copper wire, and fiber optics, including the wires that comprise bus 708.

Common forms of machine-readable media include, for example, a floppy disk, a flexible disk, a

hard disk, magnetic tape, any other magnetic medium, a CD-ROM, a DVD, any other optical



medium, punch cards, paper tape, any other physical medium with patterns of holes, a RAM, a

PROM, an EPROM, a FLASH EPROM, any other memory chip or cartridge, or any other

medium from which a computer can read. The machine-readable storage medium can be a

machine-readable storage device, a machine-readable storage substrate, a memory device, a

composition of matter effecting a machine-readable propagated signal, or a combination of one

or more of them.

[00112] As used in this specification of this application, the terms “computer-readable storage

medium” and “computer-readable media” are entirely restricted to tangible, physical objects that

store information in a form that is readable by a computer. These terms exclude any wireless

signals, wired download signals, and any other ephemeral signals. Storage media is distinct from

but may be used in conjunction with transmission media. Transmission media participates in

transferring information between storage media. For example, transmission media includes

coaxial cables, copper wire, and fiber optics, including the wires that comprise bus 708.

Transmission media can also take the form of acoustic or light waves, such as those generated

during radio-wave and infra-red data communications. Furthermore, as used in this specification

of this application, the terms “computer,” “server,” “processor,” and “memory” all refer to

electronic or other technological devices. These terms exclude people or groups of people. For

the purposes of the specification, the terms display or displaying means displaying on an

electronic device.

[00113] In one aspect, a method may be an operation, an instruction, or a function and vice

versa. In one aspect, a clause or a claim may be amended to include some or all of the words

(e.g., instructions, operations, functions, or components) recited in other one or more clauses,

one or more words, one or more sentences, one or more phrases, one or more paragraphs, and/or

one or more claims.

[00114] To illustrate the interchangeability of hardware and software, items such as the various

illustrative blocks, modules, components, methods, operations, instructions, and algorithms have

been described generally in terms of their functionality. Whether such functionality is

implemented as hardware, software, or a combination of hardware and software depends upon

the particular application and design constraints imposed on the overall system. Skilled artisans

may implement the described functionality in varying ways for each particular application.

[00115] The word “exemplary” is used herein to mean “serving as an example, instance, or

illustration.” Any embodiment described herein as “exemplary” is not necessarily to be

construed as preferred or advantageous over other embodiments. Phrases such as an aspect, the

aspect, another aspect, some aspects, one or more aspects, an implementation, the



implementation, another implementation, some implementations, one or more implementations,

an embodiment, the embodiment, another embodiment, some embodiments, one or more

embodiments, a configuration, the configuration, another configuration, some configurations,

one or more configurations, the subject technology, the disclosure, the present disclosure, other

variations thereof and alike are for convenience and do not imply that a disclosure relating to

such phrase(s) is essential to the subject technology or that such disclosure applies to all

configurations of the subject technology. A disclosure relating to such phrase(s) may apply to all

configurations, or one or more configurations. A disclosure relating to such phrase(s) may

provide one or more examples. A phrase such as an aspect or some aspects may refer to one or

more aspects and vice versa, and this applies similarly to other foregoing phrases.

[00116] A reference to an element in the singular is not intended to mean “one and only one”

unless specifically stated, but rather “one or more.” Pronouns in the masculine (e.g., his) include

the feminine and neuter gender (e.g., her and its) and vice versa. The term “some” refers to one

or more. Underlined and/or italicized headings and subheadings are used for convenience only,

do not limit the subject technology, and are not referred to in connection with the interpretation

of the description of the subject technology. Relational terms such as first, second, and the like

may be used to distinguish one entity or action from another without necessarily requiring or

implying any actual such relationship or order between such entities or actions. All structural

and functional equivalents to the elements of the various configurations described throughout

this disclosure that are known or later come to be known to those of ordinary skill in the art are

expressly incorporated herein by reference and intended to be encompassed by the subject

technology. Moreover, nothing disclosed herein is intended to be dedicated to the public,

regardless of whether such disclosure is explicitly recited in the above description. No claim

element is to be construed under the provisions of 35 U.S.C. §112, sixth paragraph, unless the

element is expressly recited using the phrase “means for” or, in the case of a method claim, the

element is recited using the phrase “step for.”

[00117] While this specification contains many specifics, these should not be construed as

limitations on the scope of what may be claimed, but rather as descriptions of particular

implementations of the subject matter. Certain features that are described in this specification in

the context of separate embodiments can also be implemented in combination in a single

embodiment. Conversely, various features that are described in the context of a single

embodiment can also be implemented in multiple embodiments separately, or in any suitable

subcombination. Moreover, although features may be described above as acting in certain

combinations and even initially claimed as such, one or more features from a claimed



combination can in some cases be excised from the combination, and the claimed combination

may be directed to a subcombination or variation of a subcombination.

[00118] The subject matter of this specification has been described in terms of particular

aspects, but other aspects can be implemented and are within the scope of the following claims.

For example, while operations are depicted in the drawings in a particular order, this should not

be understood as requiring that such operations be performed in the particular order shown or in

sequential order, or that all illustrated operations be performed, to achieve desirable results. The

actions recited in the claims can be performed in a different order and still achieve desirable

results. As one example, the processes depicted in the accompanying figures do not necessarily

require the particular order shown, or sequential order, to achieve desirable results. In certain

circumstances, multitasking and parallel processing may be advantageous. Moreover, the

separation of various system components in the aspects described above should not be

understood as requiring such separation in all aspects, and it should be understood that the

described program components and systems can generally be integrated together in a single

software product or packaged into multiple software products.

[00119] The title, background, brief description of the drawings, abstract, and drawings are

hereby incorporated into the disclosure and are provided as illustrative examples of the

disclosure, not as restrictive descriptions. It is submitted with the understanding that they will

not be used to limit the scope or meaning of the claims. In addition, in the detailed description, it

can be seen that the description provides illustrative examples and the various features are

grouped together in various implementations for the purpose of streamlining the disclosure. The

method of disclosure is not to be interpreted as reflecting an intention that the claimed subject

matter requires more features than are expressly recited in each claim. Rather, as the claims

reflect, inventive subject matter lies in less than all features of a single disclosed configuration or

operation. The claims are hereby incorporated into the detailed description, with each claim

standing on its own as a separately claimed subject matter.

[00120] The claims are not intended to be limited to the aspects described herein, but are to be

accorded the full scope consistent with the language claims and to encompass all legal

equivalents. Notwithstanding, none of the claims are intended to embrace subject matter that

fails to satisfy the requirements of the applicable patent law, nor should they be interpreted in

such a way.



WHAT IS CLAIMED IS:

1. A computer-implemented method for incentivizing social verification of a digital

identity, comprising:

generating a first digital identity through at least a first certified device, the first

digital identity comprising a first secure digital artifact uploaded to an auditable chain of

a public ledger to establish a first physical identity of a first user;

associating the first digital identity with a new digital identity, the new digital

identity comprising a new secure digital artifact uploaded to the auditable chain of the

public ledger to establish a second physical identity of a second user, the first digital

identity providing verification for the new digital identity; and

providing rewards to the first user for associating the first digital identity with the

new digital identity, the rewards comprising social and/or monetary incentives for

associating the first digital identity with the new digital identity.

2. The computer-implemented method of claim 1, wherein providing the rewards

comprises providing financial rewards comprising at least one of cash currency and/or tokens

with monetary value that may be exchanged for cash currency.

3. The computer-implemented method of claim 1, wherein providing the rewards

comprises providing non-financial rewards comprising points having social or competitive value

for a social ranking.

4. The computer-implemented method of claim 1, wherein the rewards are provided

based on increasing a rank associated with the first user, the rank based on a number of other

users associated with the first user.

5. The computer-implemented method of claim 1, wherein the rewards are provided

based on geographical diversity of other users associated with the first user.

6. The computer-implemented method of claim 1, wherein the rewards are provided

based on new user referrals by the first user.

7. The computer-implemented method of claim 1, wherein the rewards are provided

based on an activity level of the first user, the activity level comprising repeat activity with an

existing user association.



8. The computer-implemented method of claim 1, further comprising:

penalizing the first user for fraudulent activity by removing rewards.

9. The computer-implemented method of claim 1, further comprising:

querying the first user regarding verification of a second digital identity;

receiving a response from the first user regarding the verification of the second

digital identity;

comparing the response with other responses from other users to determine a

confidence score; and

providing the rewards to the first user based on the confidence score.

10. A system for incentivizing social verification of a digital identity, comprising:

a memory storing sequences of instructions; and

a processor configured to execute the sequences of instructions which, when

executed, causes the processor to perform:

generating a first digital identity through at least a first certified device,

the first digital identity comprising a first secure digital artifact uploaded to an

auditable chain of a public ledger to establish a first physical identity of a first

user;

associating the first digital identity with a new digital identity, the new

digital identity comprising a new secure digital artifact uploaded to the auditable

chain of the public ledger to establish a second physical identity of a second user,

the first digital identity providing verification for the new digital identity; and

providing rewards to the first user for associating the first digital identity

with the new digital identity, the rewards comprising social and/or monetary

incentives for associating the first digital identity with the new digital identity.

11. The system of claim 10, wherein:

providing the rewards comprises:

providing financial rewards comprising at least one of cash currency

and/or tokens with monetary value that may be exchanged for cash currency.

12. The system of claim 10, wherein:

providing the rewards comprises:



providing non-financial rewards comprising points having social or

competitive value for a social ranking.

13. The system of claim 10, wherein the rewards are provided based on increasing a

rank associated with the first user, the rank based on a number of other users associated with the

first user.

14. The system of claim 10, wherein the rewards are provided based on geographical

diversity of other users associated with the first user.

15. The system of claim 10, wherein the rewards are provided based on new user

referrals by the first user.

16. The system of claim 10, wherein the rewards are provided based on an activity

level of the first user, the activity level comprising repeat activity with an existing user

association.

17. The system of claim 10, further comprising stored sequences of instructions,

which when executed by the processor, cause the processor to perform:

penalizing the first user for fraudulent activity by removing rewards.

18. The system of claim 10, further comprising stored sequences of instructions,

which when executed by the processor, cause the processor to perform:

querying the first user regarding verification of a second digital identity;

receiving a response from the first user regarding the verification of the second

digital identity;

comparing the response with other responses from other users to determine a

confidence score; and

providing the rewards to the first user based on the confidence score.

19. A non-transitory computer readable storage medium is provided including

instructions that, when executed by a processor, cause the processor to perform a method for

incentivizing social verification of a digital identity, the method comprising:

generating a first digital identity through at least a first certified device, the first

digital identity comprising a first secure digital artifact uploaded to an auditable chain of

a public ledger to establish a first physical identity of a first user;



associating the first digital identity with a new digital identity, the new digital

identity comprising a new secure digital artifact uploaded to the auditable chain of the

public ledger to establish a second physical identity of a second user, the first digital

identity providing verification for the new digital identity; and

providing rewards to the first user for associating the first digital identity with the

new digital identity, the rewards comprising social and/or monetary incentives for

associating the first digital identity with the new digital identity.

20. The non-transitory computer readable storage medium of claim 19, wherein the

method further comprises:

querying the first user regarding verification of a second digital identity;

receiving a response from the first user regarding the verification of the second

digital identity;

comparing the response with other responses from other users to determine a

confidence score; and

providing the rewards to the first user based on the confidence score verifying the

first certified device belongs to the first user.
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