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(54} Method and apparatus for scrambling and descrambling of video signals using edge fill

(57) A video-scrambling system induces a random
wabble i.e., time shifting, in the lacation of active portion
of the video frame, without affecting the horizontal sync
signal and colorburst in each video line, thus providing
both security and concealment. The security is en-
hanced by filling in the gap between the nominal begin-
ning of active video and the actual beginning of active
video with a synthesized video signal which replicates
the adjacent active video using a digitally generated fill-
ing paftern. Also, a random noise ovetlay further con-
ceals the locaficn of the gap. Additional concealment is
provided by wiggling in time the location of the horizontal
sync signal using one or two frequencies and also by
randomly altering the location of the vertical sync signal.
The NTSC digital encoding in accordance with the in-
vention is simplified by using only two channels, chromi-
nance and luminance, and by a heterodyne circuit for
chrominance stablility, NTSC encoding is enhanced by
providing detai! nermally lost, by use of the chroma
channel. Additionally, a non-standard video signal may
be provided with a portion of the colorburst on the front
poerch ot the horizontal blanking, fhus allowing use of &
relatively simp!e decoder.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] This invention relates to signal processing of
time domain efectronic signals, such as videa informa-
tion signals. In particular, the lnvention relates to im-
provements in scrambling and descrambling such sig-
nals to prevent unauthorized use thereof, including sev-
erat improvements in security and concealment,

Description of Related Ant

[0002] Commonly assigned U.S. Patent No.
5,058,157 issued October 15, 1991 to John O. Ryan (in-
corporated herein by reference) discloses a method and
apparatus for encrypting {scrambling) and decrypting
(descrambling) information signals normally arranged
as a succession of lines of active information, with each
fine having a fine timing reference, such as color video
(television) signals. The active video portioh of each line
is time shifted with respect to the horizontal sync portion
of that line using a predetermined slowly varying time-
shifting function, The time-shifting information is con-
veyed to the decryption site by encoding the instanta-
neous value of the time-shifting waveform for the begin-
ning of each field in the vertical blanking portion of that
field. To provide a reasonable maximum time-shifting
range, portions of the trailing edge of the active video in
the preceding line and portions of the leading edge of
the active video in the current line are discarded. During
decryption, the original line timing and colorburst signais
are discarded and new signals are generated which are
1ime displaced from the active video portion by the orig-
inal amount before encryption. This provides a secure
video type information encryption and decryption tech-
nigue compatible with all video tape formats and trang-
rmissien systems, and which is free of picture impair-
ments caused by the interaction of the scrambling algo-
rithm and the chroeminance consecutive line averaging
systems used in color-heterodyne recording.

[0003] The type of time shifting performed may com-
prise any one of a number of slowly varylng functions,
such as a sinusoidal waveform or a linearly changing
ramp signal. The rate of change in the signal, i.e. the
"wobble", is relatively slow when compared to the line
rate of the input signals to be processed. For video type
signals, a sinusoidal waveform having a frequency of no
more than about 20 Hz is used. The absolute amount of
time shifting performed is preferably fimited to a maxi-
mum value which, in the case of NTSC video signals,
does not exceed = total of 4 microseconds (plus ar mi-
nus 2 microseconds in each direction).

[0004] The instantaneous vaiue of the time shifting
waveform function at the beginning of each field is con-
veyed along with the field information, typically during
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the vertical blanking interval. For example, with respect
to a sinuscidal time shifting function, the starting ampli-
tude of the waveform during a given field is transmitied
during the vertical blanking interval as a single byte of
information which, when combined with a separately
provided authorization key, enables a descrambiling cir-
cuit 10 synthesize the scrambling waveform function.
Decryption is performed by restoring the original timing
refationship between the horizontal sync {and color-
burst) and the active video portion of the correspending
line, This is done by generating new line timing tefer-
ence signals (horizontalsync and calorburst) which bear
the same timing relationship to the active video portion
as do the original line timing reference signals before
encryption. The resulting descrambled signals still con-
taintime base errors, butthese errors are within the cap-
ture or correction range of the follow-an television mon-
itor/receiver.

[0005] Figures 1A and 1B herein correspond to Fig-
ures 3A and 3B of the above cited U.S, Patent No.
5,058,157, and illustrate the manner In which the scram-
bled signals are descrambled at the reception site, e,
the descrambler, With reference to Figure 1A, three suc-
cessive lines of NTSC video are shown which have been
time shifted succassively by increasing amaunts. (The
active video portions of each of the lines in Figures 1A
and 1B are only fractionally illustrated.) The topmost line
represents a line N having ne time shifting between the
active video portion and the end of herizontal blanking,
andthe time between the beginning of a herizontal syne
portion and the active porticn is designated as t;. The
next line N+1 has undergone time shifting In the delay
direction so that the time between the beginning of the
horizontal sync portion and the beginning of active video
portioh is t, greater than ty. Line N+2 has undergone
even more time shifting in the deiay direction by an
amount labeled t, which is greater than t,. These three
successive lines represent lines from the upper partion
of a raster image. The line timing reference part of each
of tines N, N+1 and N+2 are all temporally aligned in
Figure 1A, the leading edge of the horizontal syn¢ por-
tion of each line is exactly alighed with the leading edge
of the horizontal sync portion of the other lines. The
same is true of the location of the colerburst portions
(hatched areas), The active video portions, however,
are deliberately misaligned in lines N+1 and N+2 with
respect to line N,

[0008] Figure 1B illustrates the signals for the same
three lines after descrambling, i.e. decryption. As can
be seen in this figure, the leading edges of the horizontal
sync portions of the three lines are no longer precisely
aligned, but are rather staggered; however, the distance
between the leading edge of the horizontal sync portion
endthe beginning of active video is the sameforallthree
lineg, i.e. the value ty. Similarly, the colorburst portions
(hatched areas) of the three lines are ne lenger tempo-
rally aligned, but are rather staggered in the same fash-
ion as the horizontal sync portions. Relative positioning
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of the active video portion of the three lines remains the
same.

[0007] Although the descrambled signals are still rel-
atively misaligned, the precise timing relationship t, be-
tween the leading edge of horizontal sync and the be-
ginning of active video ensures that each line of infor-
mation, as processed by the follow-on television receiv-
er or monitor, can be properly displayed, provided that
the timing error in a given line does not exceed the cap-
ture range of the television receiver or monitor synchro-
nization circuitry. The time shifting appliedto the originat
signals during encryption is relatively slowly varying (20
Hz for NTSC TV) compared ta the video line rate.
[0008] Figures 2A and 2B herein are the same as Fig-
ures 4A and 4B of U.S. Patent No. 5,058,187, These
figures show in block diagram form a scrambler system
capable of providing the above-described scrambling.
As seen in Figures 2A and 2B, input video to be scram-
bled is coupled to an input terminat 11 of a video input
processeor unit 12. Processor 12 furictions to normalize
the incaming video signal relative to gain, DC offsetand
bandwidth and provides a stable low impedance buffer
unit for the video appearing on output terminal 13. In
addition, the incoming vertical and horizontal sync por-
tions are separaied from the input video by processor
unit 12 and supplied as input to a sync/timing generator
and phase locked loop 15.

[0009] The signals frem processor unit 12 appearing
on output terminal 13 are coupled to & conventional NT-
SC decoder and anti-alias filter 16 in which the lumi-
nance companent Y and chrominance quadrature com-
ponents |,Q are separated for three channel paralfe!
pracessing in the digital domain. The Y output of unit 16
is coupled to an analog-to-digital converter 18 in which
the luminance Is converted from analog to digital form
at a preselected clock rate by means of an input sample
clock signal supplied on clock input line 19. The Input of
converter 18 is coupled to an input portion of a dual-
ported luminance memory unit 20. This is then the Y
channel memory connected to the Y channel DfA con-
verier 22, Memory unit 20 is configured as a memory in
which a word is written frorm A/D converter 18 into every
memory cycle and a ward is read from memary unit 20
to a digital-to-analog converter unit 22 every memory
cycle.

[0010] Read/write control signals and multi-bit ad-
dress signals are supplied to the luminance memory unit
20 from a memeory controfler unit 24. The output of lu-
minance channel memory unit 20 is coupled to the input
of a digital-to-analog converter 22, in which the multi-bit
digital words output from memory 20 are converted into
analog samples at the clock rate by clock signals sup-
plied from unit 15 on clock input line 23. The output of
converter unit 22 is coupled 1o the input of an NTSC en-
coder and low pass filter unit 25 in which the luminance
signal is combined with the | and Q chreminance com-
penents and renomnalized with respect ta band-width
and DC offset. The |, Q chrominance quadrature com-
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ponents are processed in an essentially identical man-
ner ta that described above for the luminance compe-
nent Y in respectively units 18', 20' and 22' and 18", 20",
and 22", which function in the same manner respectively
as do units 18, 20 and 22,

{0011] Sync timing unit 15 generates the input clock
signals used to provide the sample clock for A/D con-
verter unit 18, the read and write clock signals fram
memeory unit 20, and the clock signals for D/A converter
unit 22. Preferably, unit 15 is comptised of a discrete
phase detecior, & number of sampling gates, and error
amplifier and a crystat clock oscillator.

[0012] The above described units are coudled to a us-
er interface device 32, such as a keyboard terminal, via
controller unit 34 and a plurality of control registers 36,
[0013] The above described device and the associat-
ed scrambling method have several shortcomings.
[0014] First, the device is relatively expensive and
complicated In that there are three sets of A/D convert-
ers and associated memories, cne for each of the Y, |,
and Q components, Thus, there are three independent
channels for digital processing, each channel requiring
relatively expensive components, thus increasing the
cost and complexity of the scrambling device.

[0015] Secondly, the method of scrambling as depict-
ed in Figures 1A and 1B while reascnably secure has
the potential defect that In the process of moving the
active portion of the video to the right as shown in the
drawings, the leading and trailing edges of the horizontal
sync signal have both been moved totheright also. This
displacement of the normally well known position of har-
izental syne within the horizontal blanking interval could
be detected by a clever pirate, i.e, unauthorized user, to
determine the amount of wobble (time displacement) in
each line. The pirate would be able at least in theory to
descramble the signal to determine what the amount of
wobble and reverse the process, thus obtaining a de-
scrambled and viewable signal. Thus, the method as de-
picted in Figures 1A and 1B is lacking in the very high
degree of security desirable for a commercial scram-
bling system.

[0016] Another shortcoming of the above-desciibed
scrambling system is that while providing security, (e.
generally preventing unauthorized use, the scrambled
signal when viewed on a normal televislon set is not
completely concealed. Thatis, a determined viewer who
is willing to watch a television picture which is in effect
harizontally jumping back and forth can still watch the
prograrn and understand at least partly what Is going on,
This is undesirable for transmission for instance of adult
type material where it is desired to prevent children from
watching even the scrambled picture. This is especially
problematic because it has been detenmined by exper-
imeniation that such adult type material, i.e. depiciions
of sexual activity, is particulary easy to follow on the pic-
iure by a viewer even though the picture is scrambled.
This is anather way of saying that the scrambling while
relatively secure does not provide an adequate level of
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concealment for all program material.

[0017] Another problem associated with the above
described device is one common to comb-type NTSC
decoders in which the composite video is subjected to
a one-line delay. Simple addition of the delayed video
o the same video before the delay causes the chremi-
nance portion of the two signals to cancel, leaving only
luminance. Simifarly and simultaneously, subtraction of
the delayed signal from the undelayed signal {or vice
versa) causes the luminance portion to cancel, leaving
only chrominance. This problem is not specific to a
scrambling device but is typically encountered in videc
processors which perform NTSC decoding and is the
reduction of vertical detail, resulting in smeared verticat
edges in the picture. This is due to the two-line stmma-
tion process of the Y, | and Q compenents in which fine
grain picture detall tends to be lost when the composite
video is converted to digital and then in the digital do-
main a luminance/chrominance separation is per-
formed, It is known that this problem can be overcome
by complicated and expensive circuitry which takes the
incoming composite video signal in the analog domain,
using a band pass or high pass filter to isolate the
chrominance component before separation. The band
pass filtered signal Is then delayed and subjected to the
subtraction process. The band pass filtering removes
the vertical lJuminance edges because they are low fre-
quency in nature. Thuys the chrominance separation is
performed only on the high frequencies and having done
this, the resultant separated chrorminance has no lumi-
nance component. Finally the luminance signal is Iso-
|ated by subtracting the finished, high frequency chromi-
nance signal from the incoming composite video so
thereis no loss of vertical detail. This process Is effective
but when done digitally requires two A/D conversions:
one for the band passed {or high passed} chrominance
and one for the broad band compoesite video. It would
be desirable to eliminate or simplify this process In arder
to reduce the number of components needed and re-
duce the amount of processing on the signal.

[0018] Thus, the method and apparatus disclosed in
the above cited patent while adequate is still subject te
significant improvement in both security, concealment,
and complexity.

[0019] Itisto be understood that the above cited pat-
ent is commeonly assigned with the present invention
and that the above description is not an admission that
the subject matter disclosed and claimed in the above
cited patent is necessarily prior art with respect to the
subject matter of the present disclosure and claims.

SUMMARY OF THE INVENTION

[0020] A scrambler and descrambler are provided in
accordance with the invention to overcome the above
described shortcomings of the method and apparatus
disclosed in the above cited patent and also to provide
improved security and concealment and greater flexibil-
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ity L.e. additional applications.

[0021] In accordance with the invention, first the prob-
lem of the easily detected edge of horlzontal blanking in
the scrambled signal is overcome by filling in the gap
between the position where active video would nominal-
ly start or end and where it actually starts and ends due
to the scrambling process of Figure 1A. This gap is filled
with signals which are undetectable compared to the ex-
pected active video, preventing the pirate from building
a device which would be able to track electronically the
transition at the gap. This "edge fill" process recqegnizes
that for four adjacent (successive) pixels, the luminance
will generally be refatively static and the chrominance
will describe one complete cycle in these four pixels.
Thus if at the edge of the active portion of the video, i.
e, the edge of the picture, four adjacent pixels are re-
peated In sequence, this provides a continuous unbro-
ken chrominance sine wave with exactly the phase and
amplitude of those four sampled pixels and a luminance
signal which mimics that of the four pixels. This in eftect
genetates acontinuous signal which matches the single
set of four pixels for as long as is desired, i.e, the se-
quence of four pixels may be repeated as long as de-
sired to fill the gap. A number of pixels other than four
may also be used.

[0022] In accordance with the invention this edge fill
Is provided In the digital domain by stopping the normal
incrementation cf the address counters for the eight
most significant of the ten bits which define the location
of each pixel, while the two least significant bits eentinue
to run, i.e. toincrement narmally. Thus the elght "frozen"
most significant bits define a set of four pixels, and the
two running least significant bits cycle through those
tour. Thus at the right edge of the picture where the ac-
tive video has been moved to the left due to the scram-
bling process {see Fig. 1A) opening & gap at the right
edge of active video, If the address performs its normal
incrementation until the edge of the active videa is
reached, at that point the eight most significant bits in
the pixel value are stopped and the twe least significant
bits are allowed to run. This generates a repetitive set
of four pixels defined by the changing of the two least
significant bits, This “pseuda-active” video is stretched
as long as desired, defining the desired pseudo-active
video fill at the edge of the picture, i.e. at the end of the
active video portion of ane [ine. Similarly, at the left edge
of the picture, the sight MSB's are set fo the address of
the first four pixels of the active video and the two LSB's
allowed to run. This "anticipates” the video content of
the left edge of the picture in a manner identical to that
described above; when the left-edge gap has been
filed, the eight MSB's are released or "unfrozen” and
the address increments normally.

[0023] In & refinement of this edge fill process, to pre-
vent a clever pirate from detecting that at the edge fill
each pixel would be identical, 2 low leve! and low fre-
quency noise signal is added, i.e. a random noise over-
lay, so as to slightly disturb the steady state which is the
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repeated pixel data. This insertion of what amounts to
edges, i.e. variation, In that portion of the active video
would prevent the pirate from distinguishing the edgefill
from the active picture by observing where there is no
change. This random noise s provided on luminance
and also both portions of the chrominance (for Y, | and
Q). Otherwise, an extremely clever pirate could decode
all three signals and look for a steady state on any one
of them. This random noise is provided in either the dig-
ital or analog domaln in various embodiments of the in-
vention.

[0024] Also in accordance with the invention, the
problemn of the relative complexity of the three channel
NTSC digital decoder as described above and shown in
Figures 2A and 2B is overcome by a simplification which
anly separates luminance from chrominance, thus using
only two channels instead of three; thus Y, | and Q in-
stead become only luminance which is Y and chromi-
nance designated C. Luminance is then caused to "wob-
ble" {time shift) in terms of the location of the beginning
of active video in each line directly, with the separated
chrominance portion identically wobbling and then proc-
essed by a heterodyne circuit which frequency stabilizes
the chrominance. Thus the processing is done in only
two channels - luminance and chrominance, which
saves substantially on the amount of expensive circuit
elerments provided and improves the tracking of chromi-
nance with respect to colorburst. Additionally, advanta-
geously the reduction of the amount of encoding and
decoding for NTSC signals reduces the generation of
undesirable artifacts in the picture.

{0025] In accordance with another aspect of the in-
vention, a sync "wiggle" is provided as a concealment
overlay to the main timeshifting scrambling system. This
means that there is a further medification of the videa
signal which obscures the picture when viewed prior 1o
descrambling, thus preventing an unauthorized person
from seeing anything recognizable on the picture if he
atternpts to view the picture without having descrambled
it. This concealment overlay involves in one embodi-
ment time shifting in a pseudo random fashion the loca-
tion of the horizontal sync signal in each line. In another
embodiment, the sync signa! lecation is wiggled in a
more complex fashion by using two non-fixed, i.e. gen-
uinely random patterns, hence moving the location of
the sync signal in a more complex fashion.

[0026] I[n another version, the sync wiggfe also in-
cludes a vertical sync wiggle, {.e. the locaticns of the
vertical sync signals in the vertical blanking interval are
wiggled in pseuda-random or other fashion in addition
to the horizontal wiggle, thus adding a vertical rolling ef-
fect to the appearance of the scrambled picture when
displayed cn a television screen. The resulting patterns
tend to roll through the picture vertically, obscuring the
picture in two dimensions. In one embediment the ver-
tical wiggle is performed in afour field sequence in which
in the first field the vertical syne is reinserted so as to be
advanced, i.e. move forward in time. In the second field
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the vertical sync is removed. in the third field the vertical
sync is reinserted so as to be moved farback, |.e. to the
right in time as far as possible, In the fourth field In the
sequence again the vertical sync signal is removed. This
process confuses both newer type television sets which
have line counters which aftempt to track the moving
vertical syne and hence will become confused develop-
ing a jump, and also, will confuse the older type televi-
sion sets in which the absence of the sync pulse will
cause uncontrollable rolling again completely obscuring
the picture.

[0027] In accordance with another aspect of the in-
vention, the above-described problem of loss of vertical
detail in NTSC decoders is overcome by recovering the
missing vertical detail from the pre-existing chromi-
nance channel. This is performed by providing as de-
scribed above the two separated signals chrominance
(*chroma") and luminance ("luma"), The chroma signal
also contains the "missing" luma vertical detail. The
chroma channel data in the digital domain will in any
case be converted to analog form. Then in all pertions
of the video picture outside the vertical blanking interval
the ¢hroma information is low pass filtered to remove
the chrominance itself, leaving the missing vertical detail
information, which Is simply added back into the luma
analog signal. This restores the missing vertical detail
without any extra, expensive digital processing or extra-
neous A/D conversion steps.

[0028] In accordance with another aspect of the in-
vention, the predetermined slowly varying time shifting
function (the wobble) is provided by digitally generating
a low frequency, randomly frequency modulated sine
wave. This is done by operating a digital counter from a
randomly-varying clock source, and applying the output
of the counter as an address to a programmable read-
only memory (FROM) which holds the sine wave func-
tion, Thus at each step the PROM outputs a digital word
representing one point on the sine curve. This data is
then applied to a digital analog converter providing an
analog output signal. In accordance with the invention
the above described sine wave would in most cases pro-
vide excessive amounts of information which it would
not be possible to process. Thus in accordance with the
Invention instead the sine wave is sampled at the field
rate, L.e. 80 Hz, and only the samples are transmitted,
Then the decoder may reconstruct the same sine wave
from the sampled data.

[0029] The predetermined slowly varying time shifting
function, as described above, varies at about 20 Hz or
tess which is less than half the 60 Hz sample rate, there-
by aflowing perfect reconstruction of the original sine
wave In accordance with well-known sampling theory
requirements. Thus in accordance with the invention the
digitally generated sine wave from the PROM is fatched
oncepervideofield, i.e. at 680 Hz, into alatch which holds
the digitat word to suitable precision over the timed du-
ration of the entire video field. Then once in each video
field the data is read out from the latch and applied to a
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D/A converter, thereby generating an analog-domain
version of the sampled sine wave. This wave fotm is
smoothed by a conventional filter and applied to the cir-
cuitry which conirols the position of the picture in the
output video signal,

[0030] Simuitaneously, the latched digital data is
transmitted to the decoder, which then performs in the
same order the similar function in extracting the digital
word, latching this word and holding it over one video
field and applying the data to a digita! to analog convert-
er, thus providing the output function which allows de-
scrambling of the signal. The step approximation then
is smoothed through an identical RC filter to that in the
encoder, thereby testoring an analog type sine wave
matching that in the encoder. The decoder has then
merely 10 regenerate horizontal sync, herizontal blank-
ing, and colerburst signals in accordance with the recov-
ered/reconstructed sine wave and insert them into the
received scrambled video wave form to complete the
descrambling precess.

[0031] In accordance with another aspect of the in-
vention, for use with a dedicated video system (non net-
work compatible) the time-shift wobbling of the active
video portion of the line Is allowed to result in a narrowed
horizental blanking interval. This allows maintenance of
the full width of the active video and hence an improved
picture at the picture edges. Althocugh such a system
would not be compatible with for instance broadcast or
cable television, it would be suitable for use with dedi-
cated system such as a video cinema application where
transmission is not required, but where it is desired to
retain the full width of the picture. Thus it is possible to
reduce the duration of the herizontal blanking interval to
provide space for the active portion of the video i.e. the
picture to "wobble Into" without having to lose any por-
tion of the signal thereby. If the width of a horizontal
blanking interval is thus reduced, there is still the neces-
sity to transmit an adequate length colorburst partion of
the signal. This is performed in accordance with the in-
vention by locating a portion of the colorburst on the front
porch of the horizontal blanking interval and the remain-
der of the colorburst conventionally on the rear perch of
the horizental blanking interval. In a variation, the color-
burst can be started on the front porch and afiowed to
continue all the way through the sync pulse.

[0032] Also in accordance with the invention a video
inversion plcture concealment method is provided
wherein on a line-by-line basis particular lines of the pic-
ture are Inverted in random fashion, i.e, the light portions
are dark and the dark porticns are light. The pattern of
which lines are inverted or not inverted changes in ran-
dom fashien at a predetermined rate so as to offer the
desired degree of concealment. Such video inversion is
also relatively secure in the sense that it would be diffi-
cult for a pirate to determine in real time whethar any
particular line is inverted or not and hence it would be
difficult to defeat this concealment technigue.

[0033] Also provided in accordance with the invention
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is a vertical wobble in the active video in the sense of
time digplacement of the location of the vertical blanking
interval in a slowly varying fashian in succession video
fields, analogously to the previously described horizon-
tal waobble.

BRIEF DESCRIPTION OF THE FIGURES

[0034]

Figures 1A and 1B show scrambled and descram-
bled signals as disclosed in U.S. Patent No.
5,058,157,

Figures 2A and 2B show a block diagram of a
scrambler unit as disclosed in U.S. Patent No.
5,058,157.

Figure 3 shows a flowchart of the scrambling proc-
ess in accordance with the present invention.
Figure 4 shows & block diagram of a scrambling de-
vice In accordance with the present invention.
Figure 5 shows a block diagram of random nolse
overlay circuitry in accordance with the present in-
vention.

Figure 8 shows a block diagram of the input board
poitien of the circuitry of Figure 4.

Figure YA shows a block diagram of the control
board portion of the circuitry of Figure 4.

Figure 7B shows the wide band oscillator portion of
the cireuitry of Figure 7A.

Figure 8 shows a block diagram of the RAM board
portlon of the cireuitry of Figure 4.

Figure 9 shows a block diagram of the eutput board
portion of the circuitry of Figure 4.

Figures 10A,10B, 10C, 10D, and 10E show spectra
depicting a heterodyne function performed by the
circuitry of Figure 9.

Figure 11 shows in block diagram form another ver-
sion of the heterodyne circuitry of Figure 9.

Figure 12 shows a flowchart of the descrambling
precess in accordance with the present invention.
Figure 13 shows a block diagram of & descrambler
in accordance with the present invention.

Figures 14A, 148, 14C depict waveforms relating
to the descrambler of Figure 13.

Figures 15A, 15B, 15C show the use of pre-burst in
the scrambler of Figure 4.

Figures 16A, 16B show block diagrams of descram-
blers using digital HBE synthesis and interpolation
in accordance with the invention.

Figure 17 shows a vertica! wobble, i.e. scrambling
funetion, in accordance with the invention,

DETAILED DESCRIPTION OF THE INVENTICON

SCRAMBLER OPERATION

[0035] Throughoutthe description following, specified
parameters ("eight-bit", "ten-bit", "0-909 counters" etc.)
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refer to the preferred embodiment of the invention in the
particular case of a 4-times subcarrier frequency sam-
pled NTSC-standard unit. The principles described
herein are generally applicable to other standards (such
as PAL}, and other sampling rates by applying detail
modifications in accordance with principles well knewn
to those versed in the art.

[0036] Figure 3 is a flowchart showing scrambling in
accordance with the Invention as performed in the
scrambling device, Beginning at step 42, the incoming
analog video signal is digitized and written into & con-
ventianal random access memory. In parallel, the con-
ventional random-number generator generates a ran-
domly varying number in step 44, Then the randomly
generated number is converted to an analog waveform
and the waveform is used to make the wobbling time
base for purposes of video encryption in step 46.
[0037] Step 48 generates an analog waveform in con-
junction with the randomly frequency modulated sine
wave which is used to generate a wobbling time base.
In an alternative embodiment, the wobbling time base
can be generated digitally, identically to the process de-
scribed for the digital descrambler (Fig. 16A). The 1:
1880 counter 588 referenced there provides precisely
the desired address bus. In step 48, for the digitized vid-
€0 previously written inte memory, the luminance Y is
separated from the chrominance C by an addition and
subtraction pracess and both of the signals Y, C are read
out of memory with the same randomly waobbling timing.
This provides both luminance and chrominance which
are wobbling. Since there Is intrinsically a one line defay
in this separation process of step 48, the vertical blank-
ing interval video, which is not scrambled but needs to
match time-wise with luminance and chrominance, is
delayed by one line in step 50 so as to maintain its time
alignment with the luminance and chrominance portion
of the signals.

[0038] This provides three signals: luminance,
chrominance and vertical interval. The luminance signal
is wobbling, the chrominance signal is webbling, and the
vertical interval signal is stable in terms of time. There
is need then to restore the phase stability of the chroma
signal, as is done in the heterodyne process of step 52.
Thenthe composlte video signal is reconstructedin step
60 by putting the chroma back on the luma, reblanking,
then generating sync. Thus the webbling luma and the
phase stable, heterodynad wobbling chroma are com-
bined and in the vertical interval the output signal is
switched over to the stable vertical interval output signal
from step 54. In the horizontal interval there is a need
to synthesize a sync pulse which wiggles for purposes
of concealment. This is done in step 58 where there is
synthesis of a position modulated heorizontal sync for
concealment overlay, This synthesized sync is then
added into the composite video signal in step 60,
[0038] Thereisalso a needto transmitthe information
needed for descrambling to the decoder device (not
shown). Thus the randomly varying number from step
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44is latched into one line of the vertical blanking interval
in step 56. This data is formally encrypted by conven-
tional means in order to prevent a pirate (unauthorized
person} from extracting the randemly varying number.
{0040] Figure 4 shows a block diagram of a scrambler
for the process of Figure 3. Beginning in the upper left
hand portion of Figure 4 the conventional input video
signal is input to frame input buffer 66. The conventional
clamping and AGC {automatic gain control) processes
are performed in block 72. Conventional genlock is per-
formed on the input video signal in block 68 by operating
acrystal oscillator al four times the subcarrier frequency
which is phase-locked to the incoming colorburst signal.
The output of the genlock circuitry 68 is then the write
clock signal, The incormning video signal is applied to a
video analog-to-digital converter 74, outputting from A/
D converter 74 a digitized videa signal.

{0041] This digitized video signal is then applied to a
digital systern which inciudes a one horizontal line bulter
76 providing a one video line delay. Both the input and
output of the buffer 76 are provided to adder block 78
and summed therein digitally. The output of adder black
78 is the Y (luminance) signal. Similarly the input and
output of buffer 76 are subtracted in subtractor block 80,
the output of which is the C (chrominance) signal. Thus
the input video signal is separated into a two channel
signal l.e., chreminance and luminance, The outputs of
adder 78 and subtractar 80 are still stable In terms of
time, The output of adder 78 is provided to buffer g2

‘which is also one video line in length. The output of sub-

tractor 80 {which is the chrominance signal) is provided
to buffer 84 which is giso one video line long.

[0042] Each of buffers 78, B2, and 84 are sc-called
"ping-pong RAM's" i.e., dual banked random access
memories providing double buffering. Thus each of
these buffers includes two random access memoty
banks, one of which Is written into and on the next video
line the second one Is written into while the first one is
being read cut from. In alternate embeodiments, any suit-
able "real-time" FiFO-type memory or shift register may
be used.

[0043] Wirite address block 70 receives the write clock
signal fram genlock circuitry 68. Thus the write address
block Is locked in time 1o the input write clock sfgnal, and
thereby to the input video signal. That write clock signal
is four times the subcarrier frequency and is stable so
that the luminance and chrominance are written in 2 sta-
ble synchronous fashion to the buffers 82 and 84 re-
spectively.

[0044] in order to write to the buffers 82 and 84 three
steps are taken. First, it is necessary to apply the signal
data which it is desired to write, Secondly, one must sup-
ply addresses of the location in the buffers to which the
data is to be written to. Third, it is necessary to tall the
buffers when the writing is 1o take place. Thus the write
address block 70 also provides the write timing. There
is a 10 bit wide address bus from write address block
70 and also a clock line connecting blogk 76 t¢ each
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buffer 82 and 84, The write address system i.e., beth
the address bus and the clock, are stable with respect
to the Input video signal. The read address {which is pro-
vided from read address circuitry 94) and its corre-
sponding clock signal are wobbling in time as described
below.

[0045] Thus when the contents of the luminance buff-
er 82 and the chrominance buffer 84 are output with the
wobbling address signal from read address block 70, the
resultant is a wobbling video signal. At this paint lumi-
nance and chrominance from respectively buffers 82
and 84 are wobbling time-wise in the digital domain.
These two signals are fed respectively to luma digital to
analog (D/A) converter 104 and chroma digital to analog
(D/A) converter 98 along with the matching clock signals
and the address bus data. Thus the output of chroma
D/A canverter 98 and luma D/A converter 104 are ana-
log signals.

{0046] The chroma signa! autput by chroma D/A con-
verler 98 is heterodyned to achieve phase stability; this
functior: is performed in the heteredyne block 100 as ex-
plained in detail below.

[0047] Now referring to the center {eft hand portien of
Figure 4, a randomly varying number is generated by
random number generator 88 which outputs a frequency
modulated sine wave in the digital domain. This is
latched once per video field and provided to data digital
to analog (D/A) converter 90 thus providing a stepped
approximation of the sine wave. This stepped approxi-
mation of the sine wave is smoothed and drives a phase
lock loop (PLL) 92 so that the frequency provided out of
phase lock loop 92 Is tracking the sine wave, i.e., track-
ingthe phase of the phase lock loop, thereby generating
a read clock signal which includes the wobble in terms
of time. This read clock signal is then applied tc & coun-
ter in read address block 94, This read address block
94 outputs a running address bus which is applied to
buffers 82 and 84 as described above. Read address
block 94 is essentially a counter. Thus the read address
signal from block 94 is wobbling in time, unlike the write
address signat from block 70 which is stable in time. The
output of both write address block 70 and read address
block 94 are on 10 bit wide buses and the output signals
of these two counters 70 and 94 are ramping l.e,, count-
Ing up.

[0048] Thus data is written simuitaneously to both
buffer 82 and buffer 84 and both buffer 82 and buffer 84
are read simultaneously. The write address bus signals
provided from write address block 70 are ona 10 bit wide
bus and the data i.e., the addresses, are counting up
from O to 909 which is the digital length conventionally
assigned to one video fne, in an NTSC system with a
4Fgc sampling rate. Similarly, the read address from
read address counter 94 is counting from 0 to 908, but
the timing thereof varies with respect to the write ad-
dress by the amount of the wobble which typiceally varies
from +2 to -2 microseconds. Thus another way of de-
scribing the wobble is that if one looks at the instant in
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which the write address has a value OF,, the read ad-
dress atthat same time would have a different value and
might not reach OF, until 2 microseconds later or per-
haps 2 microseconds earlier.

[0049] Thus the chroma analog signal from block 88
and the luma analeg signal from block 104 are wobbling
in time when read respectively in digital form from buff-
ers 84 and 82, As described abave, the chroma signal
from bleck 98 must be heterodyned to maintain its rela-
tive phase. That is, it is desired to malntain stabliity of
the relative phase with respect to colorburst of the chro-
ma signal, but still to alfow the amplitude and phase
modulation envelopes to wobble, This is done as de-
scribed in further detail below by using the read clock
signal from phase lock loop 92 which glso includes a
webble which is identical to that In the chroma signal,
and applying the read clock signal te a double balanced
modulator eircuit in heterodyne circuit 100. Then if the
difference is taken between the two signals, the wobbls
on the read clock signal is subtracted from the wobble
on the chroma signal, resulting in a phase-stable chro-
ma signal with its envelope wobble unaffected.

[0050] Also, the digitized video output from butier 76
is also delayed one line as applied te vertlcal blanking
interval D/A converter 106, The vertical blanking interval
date is not wobbling but is stable. Thus the vedical and
horizontal blanking Interval signals are regenerated in
vertical blanking Interval and horizontal blanking interval
regenerator 108.

[0051] Then alf three signals from blocks 100, 104,
and 108 are combined together in video adder 102 to
reform composite video with the vertica! interval data in-
serted during the proper time. Also inserted is the en-
cryption data from encrypt data block 96, which s typi-
cally inserted in the region of line 20 of the vertical blank-
ing interval. Then the output of the video adder 102 is
provided to output driver 110 {which Is a conventional
amplifier) providing output analog video signal as
shown.

[0052] The various blocks shown in Figure 4 in the
preferred embodiment of the invention in the scrambling
device are embodied in circuitry conventionally located
on various printed circuit boards which include integrat-
ed circuits and discrete components. [n the preferred
embediment the scrambling device includes four such
printed circuit boards, the first of which is the input board
which includes input buffer 66, genlock circuitry 68,
clamping AGC circuitry 72, and videc A/D canverter 74.
The second board is the RAM {random access memory)
board which includes buffer 76, adder 78, subtractor 80,
buffer 82, and buffer 84. The third board is the control
board which includes write address circuitry 70, ran-
domly varying number generator 88, data D/A 90, phase
lock loop 82, read address circuitry 94, and encrypt cir-
cuitry 96. The fourth board is the output board which in-
cludes chroma DfA 98, heterodyne circuitry 100, video
adder 102, luma D/A 104 VBI D/A 100, VBI/HBI regen-
eration 108, and output driver 110, Each ofthese boards



18

is discussed below in further detail.

[0053] Figure 5 shows the random noise overlay gen-
eration circuitry as discussed above which provides the
added concealment to the edge fill. There are four dif-
ferent parameters in the edge-fill region that must be
randomized for full security: (1) the luminance ("Y"), (2)
the in-phase chrominance compenent ("I'), (3) the
quadrature chrominance component ("Q"), and (4) the
envelope or timing of the inserted noise ensemble. It
should be pointed out that any or all of these may be
ornitted for a simpler but less secure implementation.
Alternatively, the entire system may be implemented as
shown but using fewer than four independent noise gen-
erators (that is, sharing neise sources), again with re-
duced effectiveness,

[0054] As shownin Figure §, random noise generatar
#1122, and the 2MHz LPF 124 generate random lumi-
nance. Random nolse generator #2 138 and its associ-
ated balanced modulator 140 generate a random "I
chroma compenents; random nolse generator #3 128,
the 90-degree phase shifter 138 and the related bal-
anced modulator 130 generate a random "Q" 136 chro-
ma component; the two are combined in the first sum-
ming stage 132 and band-passed 134 to form a totally
random chroma signal. The random luma and random
chrorma are combined in the second surnming stage 126
and gated 118 on and off so as to generatly fill the *edge-
fill" region of the frame. The transition from edge-fill
noise to standard video and back agein, at the left and
right sides of the frame, respectively, must be sufficiently
random intime and gentle in amplitude so as not to per-
mit detection; to this end, random noise generator #4
112 generates a random timing function using generator
114 which when filtered 116 is applied to the noise gate
118. The edges of the gating waveform are softened by
the 200-nanosecond shaping filter 116 to avoid detecta-
bility of the gating function itself, and the resultant gated
composite noise waveform Is simply added linearly 120
at & suitable low level to the wobbled video signal, The
output of the cireuit of Figure 5 is provided in the video
output board (see below, Figure 8) at some suitable
point, for instance into the uma kianking switch stage
414,

[0055] Note that the filter characteristics described
above are indicative only; other cutoff frequencles,
bandwidths and risetimes could be used as the applica-
tion warrants.

SCRAMBLER INPUT BOARD

[0056] Figure 6 shows in detail the circuitry of tha input
board as discussed above which includes {with refer-
ence to Figure 4), input buffer 68, genlock 68, clamping
AGC circuitry 72, and video A/D cireuitry 74. Each of the
blocks shown on input board circuitry In Figure 8 is con-
ventional and well known in the video area, The clamp-
ing and AGC circuitry 72 of Figure 4 is shown on Figure
6 as including conventional AGC circuitry 140, arnplifier

EP 1233 621 A2

10

15

20

25

3¢

35

40

45

50

55

16

144, back porch clamp 148, amplifier 144, second back
porch clamp 142 for the AGC circultry 140, synctip AGC
circuitry 148, white peak AGC circuitry 150 and 5 MHz
LPF 154, The processed video is provided to four times
subcartier to the four times subcarrier frequency A/D
converter 74 which outputs digital video to the RAM
board discussed below. The genlock circuitry alse in-
cludes the voltage control erystal oscillator 158 which is
at four times the subcatrrier frequency. This Tour times
subcarrier frequency is then divided by four in divider
160 and provided to a subcarrier phase detectar 152
which compares the output frequency from divider 160
to the colorburst of the incoming signal from amplifier
144, Thus this ensures that the voltage control oscillator
158 does operate in exact synchronicity with the Incom-
ing colorburst,

[0057) Thus the output of voitage control oscillator
158 is the reference frequency which is four times the
subcarrier frequency. Also the output of divider 160 is
the reference frequency subcarrier signal. Also provided
as part of the Input board are conventional horizontal
timing one shots 164 which are for various internal tim-
ing purpases.

[0058] The lower portion of Figure 6 shows the digital
circuitry for generating the timing pulses forthe horizon-
tal resel signal which s provided to the RAM board as
described below, as well as vertical timing for various
internal purposes ("housekeaping").

SCRAMBLER CONTROL BOARD

[0059] Figure 7A shows the control board which in-
cludes (referring to Figure 4) the write address block 70,
randomly varying number generator 88, data D/A 90,
phase lock lcop 92, read address block 94, and encryp-
tion circuitry 6. Beginning at the upper left hand portion
of Figure 7A, the reference 4 times subcarrier frequency
and horizontal reset signals are received from the input
board circuitry of Figure 8. These input signals are then
provided to the write counter 200 which generates the
stable {non-wobbled) write address on a ten bit bus as
shown. The ouiput of the write counter is also provided
to write EPROM 202 which at the proper point in the
video line in response to the count from counter 200 out-
puls respectively signals for generating the sync gate,
burst gate, and the line 20 gate signals, and for resetting
the counter itself.

[0060] An output of the write EPROM 202 is also pro-
vided to read counter 204 for initial synchronization pur-
posas. Read counter 204 outputs a count to the read
PROM 206 which in response then generates the phase
lock loop gating pulse. Blocks 208 through 230 and in-
cluding also 258 generate the wobbled read address
{(RADR) which is used by the RAM board as described
below for purposes of scrambling.

[0061] Thelowerline of circuit blocks of Figure 7A pro-
vide the sync overiay concealment function i.e, the wig-
gled sync signal as a fixed pseudo-random patiern. The
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output CS designates composite sync. Beginning at the
left hand portion of the bottom portion of Figure 7A, the
input signal is the vertical blanking interval puise, This
signal is used to reset a line counter 262 which is incre-
mented by the write beginning of line (WBOL) command
which comes from WBOL comparator 210.

[0062] The line counter 262 is used because in this
particular embodiment the sync wiggle is provided in a
fixed pseudo-random pattern on various lines of each
video field. Thus one runs a line rate address count
which is provided to a sync pattern EPROM 264 and
line-by-line the sync pattern EPROM describes the off-
seti.e., amount of wiggle that Is desired on the horizontal
sync pulse in each line. That offset value from EPROM
284 is applied to sync/burst logic and one shots 266 to
generate the actual sync pulses. Circuit 266 Is also con-
trolled by two switches one of which is the sync overlay
switch which determines if the sync overlay is function-
ing or not, and also a sync width switch which deter-
mines whether the width of the inserted sync signal is
less than neminal. The output of the one shots in block
266 is the CS (compaosite sync) signal whieh is provided
te the output board as described, and the burst gate sig-
nal which is provided to the blanking portion of the blkg/
invertlogicin arder to "unblank” the colarburst. The sync
width switch connected to circuitry 266 allows the reduc-
tion of width in the horizontal sync signal in order to ac-
commodate the wiggle of sync. This is therefore non-
network compatibie video, i.e., non-NTSC stendard vid-
eo which in fact can be used successfully by most video
equipment including standard television sets, but may
upset or be affected by various types of transmission
equipment.

[0063] The blanking and invert logic 270 receives the
output signal from the sync/burst Jogic ene shots 266 for
purposes of performing inversion of video for further
concealment under control of the attached invert switch.
Thus the "invert" line which is one output of block 270
indicates that a given video line is inverted or not, CB
refers to composite blanking which is provided as a con-
trol line to the output board for determining when to
blank and when not to blank. The logic for video inver-
sion as shown In block 270 fs that in order to aveid clues
to a pirate as to the presence of video inversion, when
inverting 1t Is desired that the colorburst remain nonin-
verted. Thus the inverted line must be inits non-inverted
position during the horizontal blanking interval. Thus
block 270 is gated by both vertical blanking interval and
also by the horizontal blanking pulse.

[0064] With reference to the conceaiment by use of
overlays, the sync/burst logic and one shots 266 are
controlled by a sync overlay switch as shown. It is pos-
sible to drive this switch by a random number generator
(es described above with reference to Figure 5} thus
providing a random form of sync concealment. This
"sync wiggle" has been found to operate well at 330 Hz.
This, of course, does not provide any problem in remov-
al of same by the descrambler which invariably regen-
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erates new sync for each blanking interval in any case.
Also, in accordance with the invention it is a further med-
ification 10 “double-wiggle" the horizontal sync using two
dissimilar frequencies to provide further conceaiment as
in Figure 5. Furthermore, it is also possible at the same
time to vary the location of the vertical sync signals, i.e,
a vertical sync wiggle, which would add further conceal-
ment.

[0065] The second to last row of circult blocks in Fig-
ure 7A begins with the random clock generator 240
which provides (in response to write address signals)
random numbers te frequency modulated counter 242
which then causes the sine EPROM 244 to output an B
bit data word to vertical latch 246. The sine EPROM 244
is contrelled by a switch PK which enables or disables
the EPROM and thereby turns the basic wobble "on" or
"off." The 8 bit data word from the sine EPROM 244 is
also encrypted ih encryptor 271 and provided to a par-
allel to serial converter 272. Thus the 8 bit words cutput
by the sine EPROM 244 are puf into serial form and in-
serted as data on [ine 20 or thereabouts, as the appli-
cation suggests, of the vertical blanking interval of each
video field for transmission to the descrambler for de-
scrambling purposes, Then the descrambler (as de-
scribed below) removes the B bit data words, decrypts
themn and applies them to an identical set of circuitry Tor
purposes of descrambling.

[0066] Frequency modulated counter 242, applied to
sine EPROM 244, ganerates a randomly FM'd sine
wave output, typically in the region of 3-15Hz. The out-
put of vertical latch 246 when enabled at line 18 of the
VB! is then provided to digital to analog converter 248
to output an analog signal which is then smocthed by a
conventional RC low pass filter 250 with a time constant
of the order of 10 milliseconds, and provided to compa-
ratar 252, the second input of which is connected to a
ramp generator 258 which provides in response to write
address 7 line a ramp or "sawiooth” wave form at a rate
of four times hotizontal frequency.

[0067] Thus comparator 252 generates a set of mov-
ing edges which are moving in time exactly as it is de-
sired for the picture to waobble. The 4H phase detecter
254 compares those moving edges to a phase lock loop
(PLL) gate signal from EPROM 208, thereby locking the
read clock and the read address o those edges by
means of error amplifier 256, The output of the error am-
plifier 256 is the amplified output of phase detector 254
which is provided to voltage conirolled crysta! oscillator
258 which is designated as the "read" oscillator and Is
operating at four times the subcarrier frequency (fsc).
The output of voltage oscillator 258 is the read clock
(RDCK). This read clock signal is thus webbled i.e., op-
erating at exactly four times subcarrier frequency but
displaced from its nominal location by up to + 2 micro-
seconds as controlied ultimately by the action of random
number generater 240,

[0088] Thus read oscillater 258 provides a wobbled
read clock signal RDCK, which is in contrast ta the anal-
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ogous oscillator 158 which provides a stable reference
signal of 4 times subcarrier frequency reference signal.
Thus these two oscillators 158 and 258 one of which
(158) is stable and cne of which (258) is wobbling pro-
vide timing signals applied to respectively the write
counter 200 and the read counter 204 of Figure 7a. Both
counters 200, 204 are divide by 910 counters {since
there are 910 cycles of four times subcarrier per NTSC
video line}; thus counters 200 and 204 are both running
at the video line rate. This is conventional except that
the read counter 204 is wokbling. The outputs of
counters 200, 204 are provided respectively to the write
address bus WADR which is stable and the read ad-
dress bus RADR which is wobbled. Each of these buses
are 10 bit widgth buses as shown.

[0068] With regard 1o the remainder of the circuitry
shown in Figure 7A, as discussed above if the active
portion of the video on each line is moved to the right a
gap is developed on the left edge which must be filled
in; thus there are two points of interest In time at the left
edge of each video line. The first point of interest is when
it is needed to have the video (at the beginning of the
gap) andthe secondtime is when the video will be avail-
able (the end of the gap.) In between those two defined
times it is necessary to provide an “edge fill" signal re-
sembling the active video. It will be seen that these two
times correspond respectively to the beginning of the
active line for the write cycle and the beginning of the
active line for the read cycle. It will be seen that an iden-
tical situation occurs on the right side of the picture whan
the picture is moved to the left. In this case the two times
of interest are {a) when the read video has been ex-
hausted and (b) when the video is no longer required.
These two times correspond respectively to the end of
the active line forthe readcycle and the end of the active
Jine for the write cycle,

[0070] The problem is that the read system and the
write system are asynchronous, meaning that they can-
not remain in the proper time relationship. Thus an in-
terface is provided in which the address or addresses
that are the desired beginning and end of the lines i.e.,
"BOL" and "EOL" for the write system and for the read
system are defined. Then the write end of line (WREOL}
comparator 208, the read end of line (RDEOL) compa-
rator 209 and the write beginning of line (WRBOL) com-
parator 210 and the read beginning of line {RDBOL)
comparator 212 compare the actual addresses coming
out of the read counter 204 and the write counter 200 to
the preset values corresponding to the desired read &
write BOL & EOL. When these addresses match the pre-
set values, that says that each counter has reached the
point where it is desired to start filling in the active video,
or has reached the pointwhere it is no longer necessary
to continue to fill in the video because now the actual
active videe is being provided (on the left edge) or the
beginning of horizental blanking interval has been
reached {on the right edge).

[0071] Block 218 is the *fill end-of-line" one-shot cir-

0

15

20

25

30

35

40

45

50

55

11

cultry, and below that is the "fill beginning-of-iing" one-
shot circuitry 222, For the left edge, the write beginning
of line comparator 210 defines the left edge of the active
video where it is desired to start the filing process. The
read beginning of line comparator 212 determines when
it is possible to stop the filling i.e., edge fill process. Thus
both the outputs of comparators 210 and 212 are pro-
vided to the fill beginning of line one shots 222 and the
output of one shots 222 is a pulse which is high only
when Is necessary to fill the left edge of the line. Thus
the end of that pulse is moving with the wobble, On av-
erage, half the time that pulse is not provided because
it is not necessary to {ill in the left edge of the line be-
cause the picture has been moved to the left instead of
to the right,

[0072] Forthe right edge of the picture, the fill end of
line one shots 218 simitarly are controlled by the write
end of line comparator 208 and the read end of line cem-
parator 209, and provide an analegous output signal
iooking for the end of each video or an active portion.
Thus the "fili end-of-line" one-shots 218 generate a sin-
gle pulse that is high when it is desired to till the end of
the line. The output of one shot circuits 218 and 222 are
displaced from one another by the width of horizontal
blanking; the inner edges correspond to the edge of for-
mal blanking and the outer edges comespond to the
edge of the moving active portion of video.

[0073] The portion in between the two pulses is the
region in which a stable colorburst must be generated
which matches in amplitude and phase the moving
colorburst which intrinsically results from the wobbling
read cycle. The "fill burst" flip flop is set by the trailing
edge of the EQL pulse and reset by the leading edge of
the BCL pulse. The "end-of-line" tri-state 228 looks at
the address defined as the read end-of-the-line (that is,
the address which is to be uysed to fill the right-side gap
period,} and similarly the "peginning-of-ling" tri-state
224 provides an analogous signal for the left-side gap,
Feor the "fill burst” region the address used is that of the
center of colorburst. Thus under contrel of the command
signals from the one shots 218 and 222, an address is
elther provided at the end of line ar the address of the
middle of the colorburst or the address of the beginning
of the line as provided on the bus which Is connected to
the eight most significant bit read address select circuit-
ry 230.

[0074] Neotethatall of the busses inthe central postion
of Figure 7A are only eight bits wide, because it is the
two least significant biis of the ten bit address system
which are allowed to run {as described abaove). Thus the
selact circuitry 230 selects between three fixed address-
es corresponding to the end of line, the colorburst, and
the beginning of line. The burst (colotburst) tri-state 226
as shown is controlted by the output of the fill burst flip-
fiop and also by the burst address. The effect of setting
the eight MSB's of the address buss to the address cor-
respending to the center of colorburst is to fill the entire
read-cycle HB{ with a continuous sine wave exactly
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malching the input calorburst, regardiess of the wobble
state. The desired output colorburst can then simply be
gated out. Thus the select address provided on read ad-
dress bus RADR switches between the actual running
address count from the read counter 204 and the static
states which are the output of the select circuit 230,
which runs normally during active video but is frozen at
the end of line, or beginning of line, and in the middle of
the burst. Thus the ten bit read address is wobbled and
at the desired intervals stops te perform the fill process.
[0075] The four times subcarrier frequency voltage
cantrolled crystal oscillator 258 of Figure 7A also de-
scribed with other embodiments in copending and com-
monly owned U.S. patent application serfal no.
07/860,643 entitled "Wide Frequency Deviation Voltage
Controlled Crystal Oscillator”, inventor Ronald Quan, at-
torney docket no. M-1854, incorparated herein by refer-
ence. Figure 7B of the present disclosure Is one embod-
iment of the wide frequency deviation voltage controlled
crystal oscillater. In Figure 7B the output signal {"OUT")
corresponds to the wobbled read clock (RDCK) of Fig-
ure 7A and the voltage control input (Vgguraol) coire-
sponds to the output of error amp 256 of Figure 7A.
[0076] With reference to Figure 78, first crystal 313 is
connected in series with resistor 312. The series
combination of resister 312 and crystal 313 is driven by
a first driving transistor 325. Current supplies 327 and
328 connect the emitters of transistars 325 and 326 to
a negative supply voltage Ve and the collector of
transistor 325 1o a positive supply voltage Vee. The
phase control circuit includes & varactor {voitage
controlled variable capacitor), diode 320 along with
capacitors 321, 322 and 323 and an inductor 324. The
phase imposed by the phase control circuit is varled by
adjusting the VoonrroL Which changes the capacitance
cf the varactor diode 320, Dicdes 329, 329 limit the
amplitude of the osciliations in the circuit.

[0077] Asecondtransistor 325', a second crystal 313"
and a resistor 312" are coupled to commen base ampli-
fier transistor 326 emitter transistor 325, first crystal 313
and first resistor 312, The emitter of transistor 325' is
connected to a current source 327" to negative supply
voltage Vg, and a collector of transister 325' is connect-
ed to positive supply voltage V. Crystals 313 and 313"
are driven in-phase with each other. The varactor diode
320 has & relatively low ratio (i.e. 2:1) of maximum to
minimum capaciiance.

[0078] The resonant frequencies of crystals 313 and
313, respectively, are selected such that they are
spaced at a predetermined interval (e.g. 3 KHz). The
value of resistors 312 and 312" is typically about 150 to
300 ohims. Unity-gain buffer 330 provides the output sig-
nal.

SCRAMELER RAM BOARD

[0G79] Figure B depicts in detail the RAM board which
includes certain blocks of Figure 4 including buffer 78,
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adder 78, subtractor 80, Y buffer 82, and C buffer 84,
As shown in Figure B, there is an input latch 340 (not
shown In Figure 4) receiving the video from the input
board and supplying same to ping-pong RAM buffer
342,344 Adder 78 and subtractor 80 as shown in Figure
8 are the same as in Figure 4. The buffer 82 for the Y
luminance channel of Figure 4 in Figure 8 is shown as
a ping-pong RAM including dual RAM banks 350 and
352 each of one horizental line (1H) length. Similarly,
the buffer 84 for the chrominance channel of Figure 4 is
shown in Figure 8 as being ping-pong RAM 380, 362,
[00B0] Both the luma and chroma channe! which are
desired to be webbled must switch from the write ad-
dress system to the read address system because the
write address and the write clock are stable as coming
in, i.e. WADR and WRCK, whereas the read address
RADR and read clock RDCK are hoth stable. The se-
lector circuits 354 and 364 steer the clocks and address
busses respectively for the luma channel and the chro-
ma channel so that at any given video line one of the
buffers in each pair of buffers 350, 352, and 360, 362 is
writing and the other is reading. The horizontal blanking
interval reset signal is provided to the 1H flip-flop 356
for control of the select circuitry 354 so that the buffer
pairs alternate reading and writing appropriately.

SCRAMBLER OUTPUT BOARD

[0081] The output board portion of the block diagram
of Figure 4 includes the chroma D/A converter 88, the
luma D/A converter 104, the vertical blanking interval D/
A converter 108, the heterodyne circuit 100, the video
adder 102, the output driver 110, the VBI/HBI regener-
ation 108.

[0082] As canbe seen in Figure 9 showing the output
board, the luma DAC (digital to analog converter) 104,
VBl DAC 106, chroma DAG §8, and output driver 110
are the same blocks as in Figure 4. Additionally, Figure
9 shows the line 20 data at the upper ieft hand portion
of the figure which is provided as discussed above from
the control board of Figure 7A geing to a line 20 inject
circuitry 400 which is then provided to iuma blanking
switch 414, Additienally, the video invert signal also pro-
vided as shown in the lower right hand portion of Figure
7A is provided in the upper left hand portion of Figure 9
tothe luma DAC 104 which also receives the luma digital
signal from the RAM board output bus as shown. Addi-
tionally, the digitized vertical blanking Interval signal
from the RAM board {which is time stable) is provided
to the VBIDAC 106 and the chrema digitized signal from
the RAM (which is wobbled) is provided from the RAM
beard also to chroma DAC 28; the chroma DAC is con-
trolled by the source video invert signal as is the luma
DAC.

[0083] The VBI switch 406, controlled by the VB! sig-
nal, switches in the vertical blanking interval as desired
in the appropriate partion of the signal. The output of
VBl switch 408 is then filtered by a conventional inverse
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sine X/X type filter to compensate far sampling-induced
higt frequency roll off, The autput of the fitter 410 is then
provided to summing amplifier 412. The output of sum-
ming amplifier 412 is provided to the iuma blanking
switch 414. The "fill burst” action replaces the entire HBI
signal with continuous burst at the output of the RAM
beard. The acticn of the luma blanking switch is to re-
insert H blanking and H sync, and to get the continuous
burst to form the expected colorburst, thereby regener-
ating the desired HBI format. The output of luma blank-
ing switch 414 is then filtered by low pass filter 418 for
removing the extraneous sampling sidebands frequen-
cies above about 5 MHz. The cutput of low pass filter
416 then is provided to the cutput driver amplifier 110.

[0084) Similarly, the output of the chroma DAC 98 is
connected to vertical blanking interval switch 420 for
switching out the chroma signal during vertical blanking,
The output of the vertical blanking switch 420 is then
subject to low pass fitter 422 to remove the chroma fre-
quencies above about 2 MHz and then also subject to
the black clipper 412 and hence follows the same path
as described above for the [uma DAC,

[0GB5] With regard to restoration of the vertical detail
from the chroma channel output, this is performed by
the output board circuitry of Figure 9. As shown, this
takes place except during vertical blanking under controi
of vertical blanking switch 420 which switches out chro-
ma during vertical blanking. This chroma signal during
the active video portion of the line is filtered by low-pass
filter 422 and black clipped at summing amplifier 412
and recomnbined with luma, thus restoring the missing
vertical detail. This is because the migsing vertical detail
appears in the chroma channel, so low pass filtering re-
moves the chroma content, leaving oniy the vertical de-
tall, and adding it back to the luma channel restores the
missing vertical detail. Sync shaper 426 and blanking
shaper 428 convert the logic-level CS (composlie sync)
and CB (composite blanking) signals to analog signals
of the required levels and having the standard rise and
fall times, i.e., 140 microseconds for NTSC.

[00B6] The lower part of Figure § is the heterodyne
circuit 100 of Figure 4, As shown, analeg chroma data
from chroma DAC 98 is provided to an inverse sine X/
X filter 424 to restore losses in high frequencies due to
sample and holding In A/D. This filtered chroma signal
{which is wobbling in time) is not however at the nominal
3.58 MMz subcarrier frequency. Thus this signal is pro-
vided to balance modulator 438 for further processing.
[0087] Subcarrierfrequency voltage controlled crystal
oscillator 450 is part of a loop including subcarrier fre-
quency phase detector 448 which drives errar amplifier
448 which in turn drives subcarrier frequency veltage
control oscillator 450, The output of frequency control
osciflator 450 is divided by 2 by divider 452 to provide a
frequency ohe-half of the subcarrier frequency. The out-
put of divider 452 is provided to two band pass filters
43B, 454, the first filter 436 passes only the fifth harmon-
ic of half of the subcarrier fraquency i.e., 5/2 Fsc. The
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secend band pass filter 454 is passing only the third har-
monic, Le. 3/2 Fs¢. Band-pass filter 454 then outputs
the stable carrier 3/2 Fgg signal which is applied to bal-
ance modulator 456 which mixes this with the divided-
by-4 Read clock signal (RDCK) which is wobbled and is
equel to (four times the subcarrier frequency/4).
[0088] This RDCK signal is divided by four at divider
458 thus eulputting the wobbled subcarrier frequency,
which at balance modulator 456 is modulated with the
3/2 of the subcarrier frequency, The output of balance
modulator 456 is then filtered at band-pass filter 460 to
select the 5/2 of subcarrier frequancy (upper sideband)
which contains the wobbled subcarrier frequency. In the
figure, this is labeled "webbled carrier” and is then ap-
plied to balance modulator 442,

[0089] The upper arm of the heterodyne circuit as
shown accepts the fifth harmonlc of the stabla subcarrier
frequency divided by 2 from band-pass filter 438 and
maodulates that at balance meduiator 438 with the wob-
bled chroma from filter 424, The output of balance mod-
utater 438 Is then filtered by band-pass filter 440 (having
a pass band about 3 MHz wide) to select the 7/2 of the
subcarrier frequency. The output of band-pass filer 440
is then 7/2 of subcarrier frequency {upper sideband)
which contains weobbled chroma, which when mixed in
balance modulator 442 with the wobbled carrier pro-
vides a stable chroma signal at 3.58 MHz {to the chroma
blanking switch 430) via lower sideband output of bal-
ance modulator 442.

[0090] The object of this hetercdyne circuit is that the
amount of wabbling {jittering} of the video line is well
known via the master clock, via the read clock (RDCK)}
timing signals. That is, this master ¢lock's sighal is ac-
tually tied to the changes in frequency in proportion to
the changes in the scrambled chroma frequency, i.e.,
the wobbling. Thus this read clock sighal can be used
as a form of cancellation to remove the wobbling from
the chroma slgnal in terms of the frequency. As shown,
the burst signal which helps control subcarrier frequen-
cy phase detector 446 is the colorburst signal from the
output video. The video oulpui colorburst thus matches
the input video source colorburst,

[0091] The operation of this heterodyne circuit is
shown with further reference to the frequency spectra
of Figures 10A through 10E. Starting with Figure 104,
the input program chroma signal (prior te scrambling) is
shown distributed over a spectrum centered at 3.58
MHz L.e., the subcarrier trequency. Upon scrambling in
Figure 10B, the wobbling chroma which is provided from
the chroma DAC 98, is shown "jittering” {wobbled) by
AF and having a center frequency of 3.58 MHz = AF.
The master clock at the same time is "jittering" {wob-
bling) by exactly the same amount at four times the sub-
carrerfrequency, i.e., centered at 14.32 MHz with a jitter
of 4 times AF, as shown in Figure 10C. This Is because
the wobble in the chroma is exactly ohe-gquarter of the
master clock.

[0092] Asshownin Figure 10D, by band-pass filtering
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the heterodyne circuit selects 7/2 of subcarrier frequen-
oy which confirms wobbling chroma and the 5/2 of sub-
carrler frequency, both of which include the sarne
amount of webble, i.e., + AF,

[0093] Thus by subtracting cut (modulating and se-
lecting the lower sideband) the 7/2 of subcarrier fre-
quency chroma from 5/2 subcarrier frequency (both of
which include the AF wobbling), ene arrives atthe output
of the low-pass filter which is a stable 3.58 MHz and
which is the desired stable chroma signal.

[0094] Figure 11 shows a different version of the het-
erodyne circuit in accordance with the invention as ap-
plied to the above-described scrambling system. As
shown, the master clock varies infrequency by + 4times
AF due to the scrambling process, in order to cause the
desired wobbling in the video thereby scrambling the
video. The "programin" video s digitized by the A/D con-
verter in block 470 and separated into the Y {fuminance)
and C (chrominance) channels, each of which is proc-
essed to be wobbled by the master clock by +4 AF. After
the master clock varies both Y and C components i.e.,
wobbles them in a time-varying way, the C chrominance
component has color frequencies that are undesirably
not stable ("jittered"). Thus the object of the hetercdyne
circuit is to stabilize the scrambled chrominance com-
ponent frequency so that the television receiver can
view the color with use of a simple low-cost descram-
bling device.

[0095] It is known that the master clock is at 4 times
subcarrier frequency 4 AF. Ag shown, after the digitat

processing, both the Y and the C signals are converted

back to analog by D/A converters in block 470, thus out-
putting the so-called "Y" jittered (wobbled) signal and
the "C" jittered (wobbled) signal which is the undesirably
unstable carrier frequency. The heterodyne circuit at the
lower left-hand portion of the figure applies the master
clock signal (which is also designated the RDCK signal)
which is divided by 4 at divider 474 and which is then
multipiied by a stable 3/2 times the subcarrier frequency
by balance modulator 476. As noted, the subcarrier fre-
quency is 3.58 MHz. The upper sideband of the output
of balance modulator 476 is selected by band-pass fitter
478 to obtain 3/2 of the frequency subcarrier plus the
subcartier frequency £ AF. Atthe same time the G (wob-
bled chroma) component which is subcarrier frequency
+ AFisfirstfiltered at hand pass filter 482 by the inverse
sign X/X filter 424 of Figure 9. The output of band-pass
filter 482 is then multiplied by a stable 5/2 subcarrier fre-
quency signal at modulator 484 and the output of mod-
ulator 484 is filtered at band pass filter 486 to pass the
upper side-band to provide 7/2 times the subcarrier fre-
quency  AF.

[0Q96] As noted above {see Figure 9}, the stable 3/2
subcarrier frequency and 5/2 subcarrier frequency are
provided from a phase-locked veltage controlled oscil-
lator that is locked to incoming stable video color fre-
quency, i.e., the reference subcarrier frequency. The
outputs of band-pass filters 478 and 486 are multiplied
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by balancemodulator 480 and then fitered atband-pass
filter 488 so that the lower sideband output is a chroma
signal at frequency subcartier which is free of the +AF
wobble. As shown in Figure 9 (but net in Figure 11), the
burst from the output iow pass filter 432 is sent back to
the phase detector 446 to phase lock the subcarrier fre-
quency voltage control oscillator 450 to incoming video
color frequency. As shown in Figure 11, the output ¢hro-
ma signal from band-pass filter 488 is then added by a
video adder to the wobbled luminance signal Y', the out-
put of which is low-pass filtered at 490 to provide the
output video which includes the wobbled luminance sig-
nal and a wobbled chroma signal with stable subcarrier
frequency.

[0097] [n conventional heteradyne color stabilizers
the master clock/4 s really the colarburst from the Input
video. This could have been done here as well in a sim-
ilar way by taking the wobbled colorburst from inverse
Sin X/X filter 424, but the color chrema stabilization
would not have been as effective and thus chroma
would be more unstable. For the best chroma stabiiity
RDCK (unigue to this system) is used as described
above,

[0038] With regard to the above-described hetero-
dyne circuit, its applicability is in addition to use in
scrambling. For instance, itis suitable for use with any
sort of video processing which involves time-base er-
rors.

DESCRAMBLER

[0095] The wobbled video output signal from the en-
coder or scrambler circuitry of Figure 4 is transmitted
conventionally by coaxial cable, satellite, broadcast tel-
evision, cable television or otherwise 1o a descrambler
(decoder), which typically is located in a heme and the
descrambled output of which Is connected to a conven-
tianal home television set or monitor. One of the objects
of the present invention is to provide a system which is
highly secure, offers adequate concealment, and yet
compatible with a low cost and reliable decoder. This is
because there are thousands or tens of thousands of
deceders made and used and hence, is essential that
they be relatively low cost and require littie servicing
since they are located at the home. Note that this is not
the case with the scrambler which is typically located at
a head-end and of which there are relatively few (cne
per TV channel) in any one television system.

[0100] Figure 12is aflowchart of the descrambler sig-
naf processing. [n step 500 the scrambled video is re-
ceived and the encrypted random number [which is the
decoding seed) extracted. From this extracted number,
in step 502 the random number is dectypted and con-
verted to an analeg wave form. Then in step 504, this
analog wave form generates a wobbling time base
which tracks the input video, i.e., includes the informa-
tion necessary to indicate exactly how the video is wob-
bling. From that data It is possible to synthesize in step




27

506 the required wobbling heorizental sync, blanking,
and colorburst. In step 508 the input signal's complete
horizontal blanking interval is replaced with & complete
synthesized wobbling horizontal blanking interval made
up from the synthesized sync, blanking, and colorburst
which tracks the video, thus allowing the signal to be
viewed on a conventional television receiver.

[0101] Figure 13 shows in biock diagram fonm one
embodiment of the decoder for performing the process-
ing of Figure 12. Inthe upper left hand portion the scram-
bled video input signal is provided to an input buffer 520.
in the descrambling data path, the dala is extracted by
data extractor 522 and then conventionaily decoded by
decryptor 524, The data has been converted from digital
to analog form in block 526, smoothed by low pass filter
528 and provided to comparator array 630.

[0102]1 Meanwhile phase lock loop 534 is locked to the
horizontal line rate of incoming horizontal sync, to drive
an analog ramp generator §36. The comparator array
530 then compares the horizontal ramp with the varying
DC (direct current) signal coming out of low pass filter
528 to provide a moving edge at the point at which they
cross, i.e. where the comparison is made, from which
edge it is possible to time scale all elements of the hor-
izontal blanking interval.

{0103] This comparator data is then used to generate
burst, herizontal sync, and blanking pulses using color-
burst regenerator 542 and horizanta! blanking interval
regenerator 544 which are applied to video switch 548,
Video switch 548 switches between the active video
which (with one exception) is not to be processed by the
descrambler and the horizontat blanking interval which
is processed by the lower portion of the circuitry of Fig-
ure 13. The video switch 548 is driven by the regener-
ated horizontal blanking.

[0104] The input video from buifer 520 is processed
by the descrambler only o the extent that the video is
reinverted wherever it has been previously inverted by
the scrarmbler in order to restore the original video. This
now fully non-inverted video is provided to video switch
548, the cutput of which thenis provided to cutput driver
550 for the video output to the TV receiver or monitor.
[0105] The analog ramp generator 536 generates &
series of waveform ramps as shown in Figure 14A which
are clocked with horizontal sync from PLL 534. As
shown in Figure 14A each ramp has the duration ade-
quate to cover the entire regenerated HBI Including the
wobble -- that is, around 20 microseconds. Thus the
comparator compares the rarmps with a reference volt-
age which is shown as a horizontal line in Figure 14A.
The comparator provides as output the square pulses
shown in Figure 148 each of which is wobbling in time
synchronausly with the wobble present in the input vid-
eo, as shown by the horizontal arrows at the leading
edge of each horizontal pulse in Figure 148,

[0106] As shown in Figure 14B, there is one such
square pulse output of the cormparator for each video
line. Thus this edge moves in time synchronously with
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the wobble. Then using the single wobbling edge for
each line as shown in Figure 148, it is possible fully to
reconstruct the harizontal blanking interval, as shown in
Figure 14C by the vertical arrows which indicate six edg-
es which are: (1) the |eading edge of horizontal blanking;
{2) the leading edge of the horizontal sync pulse; (3) the
trailing edge of the hotizontal sync pulse; {4) the leading
edge of colorburst; (5) the trailing edge of colorburst;
and (8) the end of the horizontal sync pulse. In accord-
ance with one embodiment of the invention, this is done
by providing an array of six different comparators each
with_an offsel to the preceding one. Alternatively a sin-
gle comparator would generate the first edge and then
& sequence of timed one-shots would provide the other
five edges of the horizontal blanking interval.

[0107] The chief task of the descrambler, in addition
ta ramaoving the inversion of the active portion of the vid-
eo, is to generate a horizontal synchronization pulse
which maves in exact synchronism with the time in-
duced wabble and a colorburst which moves in exact
synchronism with the time-induced wobble. The resto-
ration of the syne puise is relatively straightferward, but
the restoration of the colorburst is more difficult as
shown with reference te Figure 1B. In line N the color-
burst occurs in time advanced as regards to location of
the colorburst in line N+1 and the colerburst in line N+2
is retarded relative to the location of the colorburst in
line N+1. Thus the descrambler must provide a sine
wave which matches in amplitude and phase a color-
burst which has not yet occurred for certain particular
lines.

[0108] Thus the circuitry must anticipate the location
of colorburst for particular lines. This is performed in the
descrambler in one embodiment by using the colorburst
to ring a crystal filter in the burst regenerator 542 of Fig-
ure 13, so that the fliter rings at the same amplitude and
phase for an entire line thus generating a continuous
wave having the same amplitude and phase as the
colorburst, This typically requires two cascaded oscillat-
ing crystals to provide afilter that rings well enough (that
is having a high enough Q) so that the output has not
dropped away to zero prior lo the end of the video line,
[0109] One improvement in accordance with the in-
vention over use of these two cascaded crystals Is to
provide a non-standard form of the colorburst, by divid-
ing the colorburst Into two pertions (or more) in the
scrambler. Figure 15A shows a conventional RS-170A
horizontal blanking interval with colorburst ("burst®) on
the back porch. Figure 158 shows in accordance with
the invention that instead a first partion of the burst is a
pre-burst portion provided on the front parch of the hor-
izonta! blanking intetval of each video line, with the re-
maining of the colorburst located conventionally on the
back poreh of HB. Thus there would be no need to make
the crystalfilter ring for more than akout 5 microseconds
i.e., not eventhe full duration of horizontal blanking, This
has the advantage of allowing use of a simpler and less
expensive descrambler, but is a non-standard format
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due to the need for the provision of the pre-burst. This,
therefore, is a non-network transparent, i.e., non-NTSC
compatible system suitable for use with for instance a
video cinema application.

[0110] Analternative approach {shown in Figure 15G)
is to superimpose a continuous "colorburst” upon the
entire HBI -- that is, start "burst" at the beginning of
blanking and let it run ail the way through, adding the
sync pulse linearly.

DESCRAMBLER WITH DIGITAL SYNTHESIS OF HBI

[0111] The above described descrambling process
invoives synthesizing {regenerating} horizontal sync,
blanking, and celorburst that track the video “wobble",
and replacing the incoming standard syng, btanking and
burst with them to form a video signal having a unified
time-base variation (the "webble"), which the TV receiv-
er gan track in order to present a stable, "descrambled”
picture,

[0112] In ancther embodiment those sync, blanking,
and bursi signals are generated digitally in the descram-
bler. The subsequent insertion into the analog signal,
and all of the video signal processing {clamping, AGC,
inversion, etc.} remain in the analog domain as with the
above described "analog" embodiment of Figure 13.
{0118] The following circuitry is for NTSC; PAL works
similarly but with different numerical values, as will be
apparent to one skilled in the art. The horizontal offset
required for each line's horizontalblanking interval {HBI}
is mathematically calculated based upon seme suitable
interpofation algorithm from the field-rate data byte sent
in the vertical interval. That offset is applied as a preset
or preload to a “divide-by-1820" counter running at 8
times subcarrier frequency, nominally organized so that
the counter counts ot the entire line - - that is, the count
of 1820 takes 63.555 microseconds. It will be seen that,
It the counter {s preset with a value of, say "10", the coun-
ter wilf finish with its count to 1820 in a time 349 nano-
seconds sooner than if it had not been so preset. If the
counter Is In fact designed to count to 1880, and previ-
slon made for preloads ranging from O to 120, the net
effect is that the line-time as set by the counter can be
varied by 2 microseconds, in increments of 35 nano-
seconds,

[0114] [n practice, with the present scrambling proc-
ess, the line-to-line variation of line length is no mere
than 10 nanoseconds; thus the counter need only
achieve acountof 1820 +/- 1, or 1821 with apreset rang-
ing from © 1o 2, {1t will be seen thai the time ofiset accu-
mulation over 240 lines in a single frame, at 10 nano-
seconds/line, is 2.4 microseconds).

[0115] Then referring to the block diagram of Figure
16A, the tap row of blocks is the analog video processing
carresponding to the similarly numbered elements of
Figure 13. Inthe second row, an oscillator 578 operating
at 8*Fsc is phase-locked to incoming colorburst by the
subcarrier PLL 576. lts cutput is divided by eight at di-
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vider 580 to produce a 3.58 MHz signal which is gated
by burst gating 582 to form the naw colorburst, as well
as providing a clock for the 1;1880 counter 588.
[0116] In the third row, the data byte in the vertical in-
terval is separated from the incoming video and decrypt-
edinblock 584, and supplied to the line-offset calculator
586 (a microprocessor), The calculator 586 calculates
in real time the line-by-line offset required to fit the ver-
tical-rate data byte, and supplies that number (stitlin real
tirme) to the divide-by-1880 counter 588, The calculator
586 can be simple since at most it only has to ¢alcutate
one number tc eight-bit precision every 83.555 micro-
seconds; moreover, It will generally have at least four
lines {or 245 microseconds) in which to work, In an al-
ternative emboditment of Figure 168 (otherwise similar
to that of Figure 16A), in order to reduce the required
clock speed without degracing the fineness of time res-
olution, the system rung at 4* Fscinstead of 8* Fse, and
the counter is preloaded with only the 7 most significant
bits of the offset word. This limits the shift to a minimum
increment of 70 nanoseconds; the last bit (LSB) which
defines the 35 nanosecond shift is used to invent the
clock in an XOR gate 587. The inversion causes the
“tralling edge" to be the active edge instead of the "lead-
ing edge", into tatch 589, and thereby shifts the latch
output by the desired 35 nanoseconds.

[0117] Referring to both Figures 16A and 16B, the
11-bit output of the counter 588 is conventionally decod-
ed at edge decoder 590 to provide six timing edges cor-
responding to leading and trailing edges of the desired
sync, blanking, and burst gate pulses; it will be seen that
these edges are moving, as an ensémble, with the de-
clared "wobble" due to the ling-rate varying preset to the
counter. The timing edges are conventionally applied to
three R-S flipflops 592 to generate the actual pulses. In
practice, additional "house-keeping" pulses can be sim-
ilarly decoded and formed as required.

[G11B] In the fourth row, the sync signal is separated
at sync stripper 594 from the video and separated fur-
ther into horizontal and vertical sync pulses at separa-
tion block 586. The horizontal syne is used to reset the
1880 counter 588; the vertical Is used to reset a divide-
by-525 counter 596, which is clocked by horizontal sync
and used to count lines in the frame in line number de-
coding block 600 for various house-keeping purposes
-- in particular, to inhibit the HBI regeneration process
in block 544 during the 22 lines cof the vertical interval.

VERTICAL SYNC TIMESHIFT SCAAMBLING

[0119] The object of this embodiment is to cause the
picture wobble in the vertical as well as horizontal. The
implementation requires only that the present one-line
memary {RAM)} which drives the adder 78 and subtrac-
tor 80 on the RAM board be extended to something like
twenty-one lines, with provision to select the output of
any of the twenty-one fines randomly. In practice, then,
compared with the video out of the eleventh of the twen-
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ty-one memory stages, video from the first is advanced
by ‘en lines and video from the last is delayed by ten
lines; twenty lines peak-to-peak out of 240 active lines
per field compares directly to 4 microseconds horizental
motion out of 52 microseconds active picture width. A
second randomiy frequency modulated digital sine-like
signal (analogous to the one which varies the read ad-
dress for horizontal wobble) is used to select the output
of different palirs of 1H buffer delays to be appliedto the
adder and subtractor for Y/C separation.

[0120] The number of 1H memory buffers can be var-
ied for different applications and any suitable rate of var-
iation can be used; in particular the rate of variation can
be randamly contrelled as with the horizontal scrambling
of the Figure 4 system, in which case a second byte of
data would be added to the vertical Interval to describe
the vertical variation, analogous to the first byte used to
describe the horizontal variation. The second byte
would of course be encrypted like the first byte.

[0121] Figure 17, shows such a system with a 5-line
variation and replaces in toto the block 76 labelled "1H
BUFFER" of Figure 4. Figure 17 shows portions corme-
sponding to the cireultry of Figure 9 including video A/D
74, adder 78 and subtractor 80, Five 1H buffers 602,
604, 608, 608, 610 replace the single 1H bufter 76 of
Figure 4, The buffers 802, ..., B10 are selected accord-
ing to a randemly varying number generated by random
number generator 612, which as described above gen-
erates a frequency modulated digital sine wave-like sig-
nal to select one of buffers 602, ..., 610 for each video
field thus randomly varying the amount of vertical
timeshifting. In any case, for the selecied buifer, the
adder 78 and subtractor 80 are driven with the selected
buffer's input and output, analogously o the circuit of
Figure 4. Thus at all times the adder 78 and subtractor
B0 are presented with two video signals differing by ex-
actly cne line (1H) and thus the Y-C separation pro-
ceeds uninhibited.

[0122] Descrambiing requires simply that the vertical
sync signal be wobbled to match the picture, analogous-
ly to the above-described horizontal wobble; TV sets,
monltors or projectors which use ling-counting vertical
deflection systems would be modified to accept a time-
varying line-count, while the older muitivibrater-based
TV units would require ne modification.

[0123] Edgefill provisions similar to those described
above are used to fill the top of the frame when the pic-
ture is shifted downward and the bottom of the frame
when the picture is shifted upward; miner variations of
the above described edge fill circuitry accomplish this.
[0124] The above description of the inventian is illus-
trative and not limiting: further modifications will be ap-
parent to one of ordinary skill in the art in the light of this
disclosura and the appended claims.
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Claims

1. A method for concealing the presence in a scram-
bling video signal of the location of the edge of ac-
tive video timeshifted relative to the horizontal
blanking internal in each video fine by filling at the
edge, cornprising the steps of:

determining the endpoints of a time gap be-
tween the timeshifted edge of active video and
nominal position thereof:

during the duration of the time gap, repeating a
selected set of a predetermined number of pix-
els from the edge of active video thus generat-
ing a signal matching the active video signal at
the edge of the active video; and

inserting the generated signal comprising the
repeated set of pixels into the video signal dur-
ing the duration of the time gap at the edge of
ihe active video,

wherein the predetermined number of pixels is
four.

2. The method of claim 1, wherein the step of gener-
ating comprises the steps:

determining the endpeints of a time gap be-
tween the timeshifted edge of active videa and
a nominal position thereof;

during the duration of the time gap, repeating a
selocted set of a predetermined number of pix-
els from the edge of active video; and

inserting the repeated set of pixels into the vid-
eo signal during the duration of the time gap.

3. A method for concealing the presence in a scram-
bled video signal of the location of the edge of active
video timeshifted relative to the horizontal blanking
internal in each video line by filling at the edge while
maintaining a stable colorburst signal, comprising
the steps of:

determining the endpoints of a time gap be-
tween the timeshifted edge of active video and
a nominal position thereof;

during the duration of the time gap, repeating a
selected set of a predetermined number of pix-
els from the edge of active video thus generat-
ing a signal matching the active videa signal at
the edge of the active video;

inserting the generated signal comprising the
repeated set of pixels into the video signal dur-
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ing the duration of the time gap at the edge of
the active video;

generating a stable colorburst signal matching
in amplitude and phase the colorburst of the
scrambied video signal; and

inserting the generated stable colorburst signal
inte the scrambled video signal.

The method of claim 3, wherein the predetermined
number of pixels is four.

A method for concealing the presence in a scram-
bled video signal of the location of the edge of active
video timeshifted relative to the horizontal blanking
internal in each video line by filling atthe edge, com-
prising the steps of:

determining the endpoints of a time gap be-
tween the timeshifted edge of active video and
& normal position thereof;

during the duration of the time gap, repeating a
selected set of & predeterminad number of pix-
els from the edge of active video thus generat-
ing a signal matching the active video signal at
the edge of the active video;

inserting the generated signal comprising the
repeated set of pixels inte the video signal dur-
ing the duration of the time gap at the edge of
the active video;

generating a random noise at a particular fre-
guency associated with one compaonent of the
video signal;

adding the random heise to the video signal
during the duration of the time gap.

6. The method of claim 5, further comprising the steps

of:

generating additional random noise at a partic-
ular frequency associated with a second com-
ponent of the video signal; and

adding the additicnal random noise to the video
signal during the duration of the lime gap.

A systemn for concealing the presence in a scram-
bled video signal of the location of the edge of
timeshifted active video relative to the horizontal
blanking interval in each line by filling at the edge,
comptising:

at least two comparators for defining respec-
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tively the beginning and end of a time gap be-
tween the timeshilted edge of the active video
and a nominal non-timeshifted position thereof;

logic circuitry for generating signals at the de-
fined beginning and end of the time gap;

a select circuit for selecting a series of pixels at
ihe time gap;

means for repeating the series of pixels forthe
duration of the time gap; and

means for Inserting into the video signal the re-
peated series of pixels during the duration of
the time gap whereln the series of pixels com-
prises four pixels.

8. The device of claim 7, further comprising a random

noise system to caonceal the time gap, comprising:

et least one noise generafor for generaling
nolse at afrequency asscciated with ene of the
components of the video signal; and

means for inserting the noise into the video sig-
nal during the duration of the time gap.

9. A system for vertically scrambling video signals,

comprising:

means for timeshifting the horizontal lines of
the video signal relative te the vertical syne sig-
nal of that field, whereln the horizontal lines in
each field are timeshifted by an amount differ-
entirom the amount of timeshifting of the hori-
zontal lines in a previcus video fisld; and

an encryptor for inserting into the video signal
an encrypled indication of the amount of
timeshifting;

wherein the means for timeshifting comprises;

a plurality of series connected delays each
capable of storing one horizontal video
line, and

a random number of generator for deter-
mining which of the plurality of delays the
herizental lines in a particutar video field
are to be passed through, thereby varying
the amount of timeshifting in each succes-
sive field.

10. A system for concealing the presence in a scram-

bled video signal of the location of the edge of
timeshifted active video refative to the herizontal
blanking interval in each line by filling at the edge,
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compriging:

at least two compatrators for defining respec-
tively the beginning and end of a time gap be-
tween the timeshifted edge of the active video
and a nominal hen-timeshifted position thereof;

logic circuitry for generating signals at the de-
fined beginning and end of the time gap:

a select circuit for selecting a series of pixels at
the time gap;

means for repeating the series of pixels for the
duration of the time gap; and

means for inserting into the video signal the re-
peated series of pixels during the duration of
the time gap;

at least one neise generator for generating
noise at a frequency associated with one of the
compoenents of the video signal; and

means for inserting the noise into the video sig-
nal during the duration of the time gap.

The method of claim 10, whereln the predetermined
number of pixeis is four.

A system for concealing the presence in a scram-
bled video signal of the location of the edge of
timeshifted active video relative to the harizontal
blanking interval in each line by filling at the edge,
comprising:

at least two comparators for deflning respec-
tively the beginning and end of a time gap be-
tween the timeshifted edge of the active video
and a nominal non-timeshifted position thereof,

logic circuitry for generating signals at the de-
fined beginning and end of the time gap;

a select circuit for selecting a serles of pixels at
the time gap;

means for repeating the series of pixels for the
duration ot the time gap;

rneans for inserting into the video signal the re-
peated series of pixels during the duration of
the time gap;

at least one noise generator for generating
noise at a frequency associated with at least
one of the components of the video signal; and

10

20

25

30

35

40

45

50

55

19

36

means for inserting the noise into the video sig-
nal during the duration of the time gap.
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