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(57) ABSTRACT

Various embodiments pertain to techniques for measuring a
user’s privacy level as a user interacts with various web ser-
vices. In various embodiments, entities with which the user
interacts are detected and sensitive information shared by the
user is logged to determine what a given entity knows about
the user. In some embodiments, sensitive information that is
shared by auser can be processed using a predictive algorithm
to ascertain a user’s level of privacy. When a user’s identity is
predicted by the algorithm, a user can be alerted to the loss of
anonymity. In various embodiments, user-defined areas of
anonymity can be used to measure a user’s definition of
privacy. In some embodiments, alerts can also be provided to
the user when a new, previously undisclosed, piece of infor-
mation is shared by the user.
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MONITORING AND MANAGING USER
PRIVACY LEVELS

RELATED APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/518,955, entitled Monitoring and
Managing User Privacy Levels, filed Oct. 20, 2014, which is
a continuation of, and claims priority to, U.S. patent applica-
tion Ser. No. 13/417,363 entitled Monitoring and Managing
User Privacy Levels filed Mar. 12, 2012, now U.S. Pat. No.
8,893,287, the entire contents of which is hereby incorporated
herein by reference in its entirety.

BACKGROUND

[0002] The collection of vast amounts of personal data via
the Internet has raised a variety of privacy-related concerns.
During interactions with web service providers, users may
disclose information to the service provider in order to facili-
tate a transaction. Privacy issues can be raised regarding the
collection of, use of, sharing of, and level of control exercised
over sensitive data, in addition to user access to disclosed
sensitive data. Sensitive data can include a user’s real name,
address, email address, phone number, birth date, all or part of
a user’s social security number, demographic information,
health information or other data that a user may regard as
sensitive or personal in nature.

[0003] Internet privacy involves the ability to not only con-
trol information revealed by a user during an online session,
but to also control who can access the disclosed information.
For example, a user may disclose data to a web service pro-
vider without knowing that the data will be shared with
another entity. As another example, a user may provide one
piece of information to a first web service, and another piece
of information to a second web service, that, when put
together, can identify the user within a particular degree of
certainty. In some situations, if a user was aware of the infor-
mation being shared and the impact the disclosure can have
on the user’s privacy, the user may decide not to share the
information or can accept that the user’s identity may be
known to the web service.

SUMMARY

[0004] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

[0005] Various embodiments pertain to techniques for mea-
suring a user’s privacy level as a user interacts with various
web services. In various embodiments, entities with which
the user interacts are detected and sensitive information
shared by the user is logged to determine what a given entity
knows about the user. In some embodiments, sensitive infor-
mation that is shared by a user can be processed using a
predictive algorithm to ascertain a user’s level of privacy.
When a user’s identity is predicted by the algorithm, a user
can be alerted to the loss of anonymity.

[0006] In various embodiments, user-defined areas of ano-
nymity can be used to measure a user’s definition of privacy.
For example, a user can indicate that health information,
identity information, and financial information are consid-
ered by the user to be private information. When the predic-
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tive algorithm identifies a loss of anonymity associated with
theuser’s health, identity, or financial information, the system
can alert the user. In some embodiments, alerts can also be
provided to the user when a new, previously undisclosed,
piece of information is shared by the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] While the specification concludes with claims par-
ticularly pointing out and distinctly claiming the subject mat-
ter, it is believed that the embodiments will be better under-
stood from the following description in conjunction with the
accompanying figures, in which:

[0008] FIG. 1illustrates an example operating environment
in accordance with one or more embodiments;

[0009] FIG. 2 depicts an example process for detecting data
disclosed to an entity in accordance with one or more embodi-
ments;

[0010] FIG. 3 depicts an example process for determining a
user’s loss of privacy in accordance with one or more embodi-
ments;

[0011] FIG. 4 depicts an example process for determining
information that can be ascertained by an entity in accordance
with one or more embodiments;

[0012] FIG. 5 depicts an example process for assisting a
user in determining whether to share data in accordance with
one or more embodiments; and

[0013] FIG. 6 is a block diagram of an example device that

can be used to implement one or more embodiments.
DETAILED DESCRIPTION

[0014] Overview

[0015] Various embodiments pertain to techniques for mea-

suring a user’s privacy level as a user interacts with various
web services. In various embodiments, entities with which
the user interacts are detected and sensitive information
shared by the user is logged to determine what a given entity
knows about the user. In some embodiments, sensitive infor-
mation that is shared by a user can be processed using a
predictive algorithm to ascertain a user’s level of privacy.
When a user’s identity is predicted by the algorithm, a user
can be alerted to the loss of anonymity. In some embodiments,
prediction of the user’s identity results from a combination of
data that results in a positive identification of a user on a first
page of search results.

[0016] In various embodiments, user-defined areas of ano-
nymity can be used to measure a user’s definition of privacy.
For example, a user can indicate that health information,
identity information, and financial information are consid-
ered by the user to be private information. When the predic-
tive algorithm identifies a loss of anonymity associated with
theuser’s health, identity, or financial information, the system
can alert the user. In some embodiments, alerts can also be
provided to the user when a new, previously undisclosed,
piece of information is shared by the user.

[0017] In the discussion that follows, a section entitled
“Example Operating Environment” describes an operating
environment in accordance with one or more embodiments.
Next, a section entitled “Example Embodiments™ describes
techniques for measuring a user’s privacy level as a user
interacts with various web pages or web services. In some
embodiments, sensitive information that is shared by a user
can be processed using a predictive algorithm to ascertain a
user’s level of privacy. In some embodiments, alerts can also
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be provided to the user when a new, previously undisclosed,
piece of information is shared by the user. Finally, a section
entitled “Example Device” describes an example device that
can be used to implement one or more embodiments.

[0018] Consider, now, an example operating environment
in accordance with one or more embodiments.

[0019] Example Operating Environment

[0020] FIG. 11is an illustration of an example environment
100 in accordance with one or more embodiments. Environ-
ment 100 includes a client device 102 communicatively
coupled to a website hosting server 104 and a privacy moni-
toring server 106 through network 108.

[0021] Client device 102 can include one or more proces-
sors 110 and computer-readable storage media 112. Client
device 102 can be embodied as any suitable computing device
such as, by way of example and not limitation, a desktop
computer, a portable computer, a netbook, a handheld com-
puter such as a personal digital assistant (PDA), a cell phone,
and the like.

[0022] Computer-readable storage media 112 includes one
or more software applications, which can include a software
executable module in the form of'a web browser 114. Browser
114 can receive content from and send content to other serv-
ers, such as website hosting server 104 and privacy monitor-
ing server 106, via network 108, such as the Internet. In
various embodiments, browser 114 includes a plug-in 116.
[0023] Inone or more embodiments, plug-in 116 is config-
ured to monitor data traffic between client device 102 and
other devices, such as website hosting server 104. In various
embodiments, plug-in 116 can detect a uniform resource
locator (URL) input into an address bar of browser 114 or to
which browser 114 is otherwise directed to (e.g., a link lead-
ing to the URL is selected by a user). Browser 114 receives
code that causes a web page 118 to be rendered within a
window of browser 114. In addition to detecting the URL to
which the browser has navigated, plug-in 116 is also config-
ured to detect data shared by a user and data included in the
background of web page 118.

[0024] Data shared by a user can include information, both
sensitive and non-sensitive, entered into one or more fields
included on web page 118, information regarding the amount
of time the website is displayed by browser 114, and the like.
Data included in the background of web page 118 can include
information in the code corresponding to the web page, such
as hypertext markup language (HTML) or script. For
example, assume that web page 118 calls another web page or
website in the background. This call is coded within the
HTML or script for web page 118. Plug-in 116 detects the call
in the code and is configured to record the web page that is
being called by web page 118.

[0025] Web page 118 resides on computer-readable storage
media 120 of website hosting server 104. website hosting
server 104 also includes at least one processor 122 that is
configured to execute modules embodied on computer-read-
able storage media 120.

[0026] Plug-in 116 can track the information disclosed via
client device 102. Disclosed information, including sensitive
and non-sensitive data, can be grouped by entity. In various
embodiments, an entity can be a single service, such as mul-
tiple web pages hosted by website hosting server 104, or it can
be various entities, such as friends or connections, within a
service. For example, if website hosting server 104 hosts a
social network, such as Facebook®, the entire social network
hosted by website hosting server 104 can be an entity, or each
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friend or group of friends connected to a user can be an entity
(Facebook® is a registered trademark of Facebook, Inc.). An
entity can be any group having access to a given segment of
data.

[0027] Once data is grouped according to entity by plug-in
116, the plug-in can provide the information to privacy moni-
toring module 124. In some embodiments, data is transmitted
to privacy monitoring module 124 before it is grouped
according to entity, and privacy monitoring module 124 can
group the data accordingly. Privacy monitoring module 124 is
configured to receive data, such as various pieces of sensitive
data shared with one or more entities and recorded by plug-in
116, and return information regarding the privacy level of a
user.

[0028] Privacy monitoring module 124 resides with a data
indexer 126 on computer-readable storage media 128 on pri-
vacy monitoring server 106. Privacy monitoring server 106
also includes at least one processor 130 that is configured to
execute various modules embodied on computer-readable
storage media 128, such as privacy monitoring module 124.
[0029] In various embodiments, combinations of data
shared with a particular entity are entered into a query algo-
rithms and compared to data indexer 126. If the information
returned by data indexer 126 includes a positive identification
of'the user or returns a high probability score that the user can
be identified, privacy monitoring module 124 can provide a
notification to client device 102 that the user has potentially
lost anonymity. In some embodiments, the query algorithms
and data indexer can be part of a search engine, and a positive
identification indicates that an entity entering the data com-
bination into a search engine web page can result in a positive
identification of the user on the first page of listings or within
the first N results, e.g., first 10 results, presented on a search
engine results page (SERP).

[0030] In various embodiments, privacy monitoring mod-
ule 124 is further configured to receive information from
plug-in 116 as well as directly from website hosting servers,
such as website hosting server 104. For example, privacy
monitoring module 124 can receive information from plug-in
116 on a user’s primary device, and can receive information
from the website hosting server 104 when the user has
accessed hosted content, such as web page 118, from an
alternate device, such as a mobile device. The privacy moni-
toring module 124 is configured to sort the disclosed sensitive
data according to entity and can submit one or more queries to
determine a privacy level for the user.

[0031] The computer-readable storage media included in
each device or server can include, by way of example and not
limitation, all forms of volatile and non-volatile memory
and/or storage media that are typically associated with a
computing device. Such media can include ROM, RAM, flash
memory, hard disk, removable media and the like. One spe-
cific example of a computing device is shown and described
below in FIG. 6.

[0032] Generally, any of the functions described herein can
be implemented using software, firmware, hardware (e.g.,
fixed logic circuitry) or a combination of these implementa-
tions. The terms “module,” “functionality,” and “logic” as
used herein generally represent software, firmware, hard-
ware, or a combination thereof. In the case of a software
implementation, the module, functionality, or logic represent
program code that performs specified tasks when executed on
a processor (e.g., CPU or CPUs). The program code can be
stored in one or more computer-readable memory devices.
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The features of the user interface techniques described below
are platform-independent, meaning that the techniques may
be implemented on a variety of commercial computing plat-
forms having a variety of processors.

[0033] Environment 100 is referenced by the following
description of various embodiments in which user privacy is
monitored and managed.

Example Embodiments

[0034] FIG.2 illustrates an example process 200 for detect-
ing data disclosed in accordance with one or more embodi-
ments. The process can be implemented in connection with
any suitable hardware, software, firmware, or combination
thereof. In at least some embodiments, the process can be
implemented in software, such as plug-in 116.

[0035] Block 202 ascertains a navigation to a URL. This
can be performed in any suitable way. For example, plug-in
116 can ascertain that a user has entered a URL into an
address bar in a web browser user interface, has selected a link
causing the browser to be redirected to the URL, or has
otherwise navigated to the URL. In some embodiments,
information regarding navigation to the URL, such as the
name of the web page to which the URL leads, can be logged
and included with other collected data.

[0036] Next, block 204 detects data that is provided as part
of'a user’s interaction. This can be performed in any suitable
way. For example, plug-in 116 can extract data transmitted as
part of a user query or a user input into a web page, such as
answers filled into a user profile web form. In some embodi-
ments, data can be extracted from HTML, script, or other
code of the web page. For example, if the web page to which
the user has navigated calls another web page in the back-
ground, data regarding the called web page can be detected.
Other data included in the code of the web page can be
extracted as well, such as, by way of example and not limi-
tation, data regarding the IP address from which the request
for the page was transmitted, user login credential informa-
tion, information regarding a user’s previous request for the
web page, or time spent viewing the web page.

[0037] Optionally, block 206 groups the data according to
entity. This can be performed in any suitable way. For
example, data relating a user’s search query and links on a
resultant search engine results page (SERP) visited by the
user, can be grouped together to represent information dis-
closed to the search engine provider. As another example,
data associated with a user’s visit to the MSN® website, such
as a page view history within the MSN® website and key-
words extracted from a user’s search on Bing® can be
grouped together because the user accessed all of these pages
while logged in with an MSN® account, while data associ-
ated with a user’s visit to Facebook®, such as pages the user
“likes” or personal information included on the user’s profile,
can be grouped separately from the data from MSN® and
Bing® (MSN® and Bing® are registered trademarks of
Microsoft Corporation; Facebook® is a registered trademark
of Facebook, Inc.).

[0038] In some embodiments, such as when a user has
linked multiple accounts, such as linking a Facebook®
account and an MSN® account, the data can be grouped in a
single entity, as the linked accounts can enable information
from one account or disclosed to one website to be accessed
by the other. In various embodiments, disclosed data can
belong to more than one entity.
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[0039] In various embodiments, an entity may not include
an entire website. For example, if a user shares some infor-
mation in an online profile with one group but shares different
information with another group on the same website, each of
these groups can be a distinct entity for the purposes of sorting
and evaluating disclosed data. For example, assume that a
user has a “family” group and a “coworkers” group on a social
network. The user can share some information, such as pic-
tures from family events, personal telephone numbers, and
birthday information with users in the family group, while
keeping this information private from users in the coworkers
group. The user may share other information, such as a work
email address and a work phone number, with the coworker
group and not the family group. In addition, the user may
decide to share other information, such as a city of residence
and education information, with both users in the family and
coworkers groups. In this example, data shared only to the
family group (e.g., pictures from family events, personal tele-
phone numbers, and birthday information) and data shared
with both the family and coworkers groups (e.g., city of
residence and education information) can be grouped
together in one entity that includes all information known to
other users in the family group. Likewise, data shared only to
the coworkers group (e.g., work email address and work
phone number) and data shared with both the family and
coworkers groups (e.g., city of residence and education infor-
mation) can be grouped together into an entity that includes
all information known to other users in the coworkers group.

[0040] In embodiments where block 206 is not included,
the data can be grouped according to entity by another module
or device, such as privacy monitoring module 124 hosted on
privacy monitoring server 106.

[0041] Next, block 208 transmits data to a privacy moni-
toring service. This can be performed in any suitable way. For
example, plug-in 116 can transmit the data to privacy moni-
toring module 124 via network 108. Once one or more pieces
of data are transmitted, the process returns to block 204 to
detect disclosure of additional data.

[0042] Next, block 210 receives a notice of loss of anonym-
ity. This can be performed in any suitable way. For example,
upon determining that the data disclosed to a particular entity
has resulted in a positive identification of the user or a loss of
privacy according to the user’s defined preferences, privacy
monitoring module 124 can transmit a notice that is received
by plug-in 116. The plug-in 116 can then cause the notice to
be displayed to the user. For example, the plug-in can cause a
pop-up within the browser to be displayed.

[0043] FIG. 3 illustrates an example process 300 for deter-
mining a user’s level of privacy in accordance with one or
more embodiments. The process can be implemented in con-
nection with any suitable hardware, software, firmware, or
combination thereof. In at least some embodiments, the pro-
cess can be implemented in software, such as privacy moni-
toring module 124.

[0044] Block 302 determines an applicable privacy defini-
tion. This can be performed in any suitable way. For example,
a default privacy definition can be applied such that a user’s
home address, telephone number, social security number,
date of birth, or other similar information is considered sen-
sitive information. In various embodiments, a user can cus-
tomize the privacy definition applied, such as to include
financial information, health information, or other types of
personal and sensitive information. The privacy definition
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can include various pieces of information that, when dis-
closed and/or linked to a user’s name, can trigger a user’s loss
of privacy and/or anonymity.

[0045] Block 304 receives disclosed data. This can be per-
formed in any suitable way. For example, privacy monitoring
module 124 can receive data disclosed via client device 102
and detected by plug-in 116. In some embodiments, privacy
monitoring module 124 can receive data from one or more
web services or websites. For example, a user may have
installed a plug-in, such as plug-in 116, on a primary device,
such as a home computer, but may access a web service or
web page from other devices, such as a work computer or
mobile device. Privacy monitoring module 124 can receive
information regarding the data disclosed by the user on these
secondary devices from the web service or web page directly,
such as through an association of the data with a user’s login
credentials, in order to obtain a more complete picture regard-
ing the information shared by the user. In such embodiments,
a user’s login credentials for various web services or web
pages can be provided to the privacy monitoring service by
the user when the user creates an account with the privacy
monitoring service, completes a user profile with the privacy
monitoring service, or otherwise engages the service to moni-
tor the user’s privacy.

[0046] Block 306 optionally groups data according to
entity. In some embodiments, such as when the plug-in 116
has grouped the data according to entity and the privacy
monitoring module 124 does not receive additional data from
other sources, block 306 can be omitted. In other embodi-
ments, such as when plug-in 116 has not sorted the disclosed
data and/or the privacy monitoring module 124 receives data
from other sources in addition to the plug-in 116, data is
sorted and grouped according to entity. This can be performed
in any suitable way, examples of which are provided above.
[0047] Next, block 308 attempts to determine the identity
of the user based on data for a particular entity. This can be
performed in any suitable way. For example, a portion of the
data associated with a particular entity can be entered into an
algorithm and compared to a data index, such as an index
maintained by data indexer 126, to determine if the identity of
the user can be determined from the disclosed data. As an
example, the data shared with a search engine provider (e.g.,
keywords included in user queries and information from links
visited by the user) can be combined in various ways and a
probability of identifying the user can be determined.
Assume, for example, a user has searched for “Microsoft,”
“Boise, 1d.,” a cousin named “John Smith,” and a particular
medicine on a search engine. The data included in the entity
can also include the location of the user (such as through
reverse 1P lookup). The data points can be processed using
one or more algorithms, and when compared to a data index,
can determine that the data could lead to a top result for a
Microsoft employee named Jane Smith who is from Boise.
[0048] Block 310 determines if'the user has been identified.
This can be performed in any suitable way. If the user has not
been identified, such as when a user’s name or personal
information is not returned as a top result in the data index, the
process can return to block 304 to receive additional disclosed
data. If, however, the top result in the data index matches
information included in the user’s profile and/or privacy defi-
nition, block 310 can conclude that the user’s identity can be
determined, and block 312 transmits a notice of loss of pri-
vacy. A user can be concluded to be likely identified if the
user’s name or other identifying information is returned as
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one of the top results of the data indexer, is returned on the
first page of results of the data indexer. In some embodiments,
identifying information can be something other than infor-
mation unique to a user, such as a name or social security
number. For example, certain demographic information,
when combined together, can result in a likelihood of a match
to the user. For example, while “users within the Cincinnati,
Ohio area” can be a large group in which a user may not be
readily identified, “female users aged 24-30 within the Cin-
cinnati, Ohio area with professional degrees” can be a much
smaller group from which a user’s identity can be ascertained.
This information can return a notice of loss of privacy,
depending on the size of the identified group. In such embodi-
ments, a likelihood that the entity can determine the user can
be sufficient to determine that the user has been identified.
The likelihood can be a 75% or greater chance of identifying
the user, a 90% chance or greater of identifying the user, or
another number that can vary depending on the particular
embodiment.

[0049] Block 312 transmits a notice of loss of privacy to the
user. This can be performed in any suitable way. For example,
privacy monitoring module 124 can transmit a message to
client device 102 to be displayed, notifying a user that ano-
nymity or privacy of the user to a particular entity has been
lost. In some embodiments, privacy monitoring module 124
can periodically transmit a list of web pages or entities that
have a greater than X %, e.g., 75% chance of identifying the
user. The specific likelihood of the website or entity identi-
fying the user for inclusion on the list or report can vary
depending on the particular embodiment. In still other
embodiments, notices regarding a loss of privacy can include
information regarding with what other parties or entities an
entity is sharing information, such as via calls included on the
web page.

[0050] Invarious embodiments, merely knowing that a par-
ticular entity can identify a user may not be enough. For
example, if a user has input sensitive information or com-
pleted a user profile in order to obtain log-in credentials, the
user can assume that when the login credentials are used, the
entity can identify the user. Sensitive information provided in
the user profile can include, for example, a first name, last
name, date of birth, location of residence (e.g., street address,
city, state, and/or zip code), phone number, email address, or
age. The particular information included in the user profile
can depend on the particular web service. For example, if the
web service is a shopping service, financial information such
as a credit card number and/or billing address can be
included. As another example, if the web service is a health-
related service, health information such as height, weight,
medical history, and/or health insurance information can be
included. In various embodiments, completion of a user pro-
file with this sensitive data can result in the web service
providing a personalized experience. Where the user knows
or can assume that an entity can identify the user, some users
may desire how much the entity knows about them.

[0051] FIG. 4 illustrates an example process 400 for deter-
mining what an entity can determine about a user in accor-
dance with one or more embodiments. The process can be
implemented in connection with any suitable hardware, soft-
ware, firmware, or combination thereof. In at least some
embodiments, the process can be implemented in software,
such as privacy monitoring module 124.

[0052] Block 402 receives disclosed data. This can be per-
formed in any suitable way. For example, disclosed data can
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be received from a plug-in on a client device, such as plug-in
116, or can be received from a website hosting server, such as
website hosting server 104.

[0053] Optionally, block 404 groups data according to
entity. In some embodiments, such as when the plug-in 116
has grouped the data according to entity and the privacy
monitoring module 124 does not receive additional data from
other sources, block 404 can be omitted. In other embodi-
ments, such as when plug-in 116 has not sorted the disclosed
data and/or the privacy monitoring module 124 receives data
from other sources in addition to the plug-in 116, data is
sorted and grouped according to entity. This can be performed
in any suitable way, examples of which are provided above.

[0054] Next, block 406 selects a combination of data
points. This can be performed in any suitable way. For
example, when a user has disclosed a first name, last name,
and date of birth to an entity, the three points can form a
combination. If the user has also disclosed an age to the entity,
combinations can be formed from the first name/last name/
age, the last name/date of birth/age, the last name/age, and so
on. Combinations can include two or more data points. In
some embodiments, single data points can be used to deter-
mine how sensitive a particular piece of data can be. For
instance, a user’s social security number may return much
more information than a user’s age.

[0055] Block 408 compares the combination of data points
to adata index. This can be performed in any suitable way. For
example, the data points can be processed using one or more
algorithms for finding data in a data index, such as a search
engine data index, and when compared to the data index, can
be used to determine that the data could lead to information
regarding a user’s educational accomplishments, a user’s cur-
rent job, or a user’s page on a social network.

[0056] Block 410 outputs sensitive information obtainable
from the combination. This can be performed in any suitable
way. For example, if information previously indicated by a
user to be included in a privacy definition can be determined
based on a combination of data points provided to an entity, a
notification can be transmitted to the user. A notification to a
user can indicate that a particular item of sensitive informa-
tion may be ascertained by an entity or can include a listing of
various pieces of sensitive information that may be ascer-
tained by the entity. In some embodiments, periodic reports
(such as weekly or monthly reports) can show a user how
much an entity may have learned about the user over the
particular period or a history of the user’s interaction with the
entity.

[0057] The process can return to block 406 and select a
different combination of data points for processing. The com-
bination can be a new combination of the data points dis-
closed to the same entity, or can be a combination of data
points disclosed to a different entity.

[0058] As users become aware that their anonymity or pri-
vacy is being or has the potential to be lost, as well as what
certain entity can learn about them based on the information
they disclose to an entity, some users may endeavor to make
more intelligent choices when it comes to sharing informa-
tion with some entities.

[0059] FIG. 5 illustrates an example process 500 for assist-
ing a user in making disclosure choices in accordance with
one or more embodiments. The process can be implemented
in connection with any suitable hardware, software, firm-
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ware, or combination thereof. In at least some embodiments,
the process can be implemented in software, such as plug-in
116.

[0060] Block 502 receives disclosed data. This can be per-
formed in any suitable way. For example, plug-in 116 can
detect sensitive data thatis disclosed by a user of client device
102, or can receive sensitive data disclosed by a user from
privacy monitoring server 106 via network 108. Received
disclosed data can include, for example, sensitive data or data
that contributes to a loss of a user’s anonymity.

[0061] Optionally, block 504 groups data according to
entity. In some embodiments, such as when the plug-in 116
has received data from privacy monitoring server 106 that has
already been grouped, block 504 can be omitted. In other
embodiments, such as when plug-in 116 receives data from
multiple sources, data is sorted and grouped according to
entity. This can be performed in any suitable way, examples of
which are provided above.

[0062] Block 506 detects data intended for disclosure. This
can be performed in any suitable way. For example, plug-in
116 can detect a user input into a web page, such as answers
filled into a user profile web form or other information that
will be sent to a server as part of a web page request. In some
embodiments, data can be extracted from HTML, script, or
other code of the web page. For example, if the web page to
which the user has navigated calls another web page in the
background, data regarding the called web page can be
detected. Other data included in the code of the web page can
be extracted as well, such as, by way of example and not
limitation, data regarding the IP address from which the
request for the page was transmitted, user login credential
information, information regarding a user’s previous request
for the web page, or time spent viewing the web page. In
various embodiments, plug-in 116 detects the data before it is
transmitted from the client device.

[0063] Block 508 determines if the data intended for dis-
closure was already shared to the entity. This can be per-
formed in any suitable way. For example, plug-in 116 can
compare the data detected by block 506 to the data groups
according to the entity with which the detected data will be
shared. For example, if the user has entered a query into a
BING® search box, the plug-in can compare data in the
query, such as keywords, to data grouped as already having
been disclosed to BINGO.

[0064] If block 508 determines that the data detected by
block 506 has already been disclosed to the entity, the process
can return from block 508 to block 506 to detect additional
data to be disclosed to the entity. For example, if the user has
already shared certain information with an entity, sharing the
information again will not change what the entity knows
about the user.

[0065] If, however, the data has not previously been shared
with the entity, block 510 provides a notice to the user. This
can be performed in any suitable way. For example, plug-in
116 may cause a pop-up to be displayed by browser 114 to
confirm that the user wants to share the information. In some
embodiments, the notice can include an option for the user to
determine what disclosure of the detected data will enable an
entity to learn about the user.

[0066] Ifauser selects the option to determine the result of
disclosure of the detected data, the detected data can be trans-
mitted to the privacy monitoring module 124 for tentative
inclusion in the entity. Privacy monitoring module 124 can
determine what the entity can determine about the user when
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this piece of data is included in the data points, such as
through process 400, and can output sensitive information
resulting from combinations including the data detected by
block 506.

[0067] For example, assume a user has already shared her
first name, last name, and city of residence with a website.
The sharing may have occurred when the user completed a
user profile, for instance. These data points can be logged and
categorized according to the entity.

[0068] Upon asubsequent visit to the website, the user may
fill in a survey in which the user indicates an applicable age
range, a marital status, and an income range. Upon detecting
the information input by the user, plug-in 116 can provide a
pop-up to notify the user that this information has not yet been
disclosed to this particular entity and is currently not within
the knowledge the entity has about the user based on the
information already disclosed to it.

[0069] Theuser, curious to learn about the consequences of
sharing this information, can select an option on the pop-up
that says “Tell me more.” The plug-in 116 can transmit the
applicable age range, marital status, and income range to the
privacy monitoring module 124, which returns a list of sen-
sitive information the entity can learn about the user based
upon the data already disclosed and the data the user intends
to disclose. The user can decide to continue and share the new
information with the entity, or can decide to not complete the
survey because the entity could determine more information
about the user than the user would like.

[0070] Invarious embodiments, a privacy mode is provided
as part of one or more executable modules or applications.
The privacy mode can modify the behavior or configuration
of the executable module based on the risk of a loss of ano-
nymity or privacy of the user. For example, a web browser
may automatically change to a “private browsing” mode
when a user is inputting sensitive health data. In some
embodiments, the privacy mode can be automatically
engaged when a user’s risk of losing privacy exceeds a thresh-
old risk value. In various embodiments, privacy mode can be
engaged based on an entity with which the executable module
is interacting, an amount of information the entity knows
about a user, and/or an amount of new information the inter-
action with the entity would render obtainable.

[0071] Having considered various embodiments in which
user privacy is monitored and managed, consider now a
device that can be utilized to implement one or more embodi-
ments.

[0072]

[0073] FIG. 6 illustrates an example computing device 600
that can be used to implement the various embodiments
described above. Computing device 600 can be, for example,
client computing device 102 of FIG. 1, or any other suitable
computing device.

[0074] Device 600 includes input device 602 that may
include Internet Protocol (IP) input devices as well as other
input devices, such as a keyboard. Device 600 further
includes communication interface 604 that can be imple-
mented as any one or more of a wireless interface, any type of
network interface, and as any other type of communication
interface. A network interface provides a connection between
device 600 and a communication network by which other
electronic and computing devices can communicate data with
device 600. A wireless interface can enable device 600 to
operate as a mobile device for wireless communications.

Example Device
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[0075] Device 600 also includes one or more processors
606 (e.g., any of microprocessors, controllers, and the like)
which process various computer-executable instructions to
control the operation of device 600 and to communicate with
other electronic devices. Device 600 can be implemented
with computer-readable media 608, such as one or more
memory components, examples of which include random
access memory (RAM) and non-volatile memory (e.g., any
one or more of a read-only memory (ROM), flash memory,
EPROM, EEPROM, etc.). A disk storage device may be
implemented as any type of magnetic or optical storage
device, such as a hard disk drive, a recordable and/or rewrite-
able compact disc (CD), any type of a digital versatile disc
(DVD), and the like.

[0076] Computer-readable media 608 provides data stor-
age to store content and data 610, as well as device executable
modules and any other types of information and/or data
related to operational aspects of device 600. One such con-
figuration of a computer-readable medium is signal bearing
medium and thus is configured to transmit the instructions
(e.g., as a carrier wave) to the hardware of the computing
device, such as via the network 108. The computer-readable
medium may also be configured as a computer-readable stor-
age medium and thus is not a signal bearing medium.
Examples of a computer-readable storage medium include a
random access memory (RAM), read-only memory (ROM),
an optical disc, flash memory, hard disk memory, and other
memory devices that may use magnetic, optical, and other
techniques to store instructions and other data. The storage
type computer-readable media are explicitly defined herein to
exclude propagated data signals.

[0077] An operating system 612 can be maintained as a
computer executable module with the computer-readable
media 608 and executed on processor 606. Device executable
modules can also include browser 614 which can include a
plug-in 616 as described above and below. Plug-in 616 canbe,
for example, plug-in 116. In various embodiments, the func-
tionality of plug-in 116 can be performed by an integral part
of the browser, and plug-in 616 is not required.

[0078] Device 600 also includes an audio and/or video
input/output 618 that provides audio and/or video data to an
audio rendering and/or display system 620. The audio ren-
dering and/or display system 620 can be implemented as
integrated component(s) of the example device 600, and can
include any components that process, display, and/or other-
wise render audio, video, and image data.

[0079] Asbefore, the blocks may be representative of mod-
ules that are configured to provide represented functionality.
Further, any of the functions described herein can be imple-
mented using software, firmware (e.g., fixed logic circuitry),
manual processing, or a combination of these implementa-
tions. The terms “module,” “functionality,” and “logic” as
used herein generally represent software, firmware, hard-
ware, or a combination thereof. In the case of a software
implementation, the module, functionality, or logic repre-
sents program code that performs specified tasks when
executed on a processor (e.g., CPU or CPUs). The program
code can be stored in one or more computer-readable storage
devices. The features of the techniques described above are
platform-independent, meaning that the techniques may be
implemented on a variety of commercial computing plat-
forms having a variety of processors.

[0080] While various embodiments have been described
above, it should be understood that they have been presented
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by way of example, and not limitation. It will be apparent to
persons skilled in the relevant art(s) that various changes in
form and detail can be made therein without departing from
the scope of the present disclosure. Thus, embodiments
should not be limited by any of the above-described exem-
plary embodiments, but should be defined only in accordance
with the following claims and their equivalents.

1. A computing device comprising:

at least a memory and a processor to implement a browser

and a plug-in:

the browser configured to communicate data over a net-

work to a website hosting server that hosts a web page
responsive to receiving a user request to navigate to the
web page;

the plug-in configured to:

detect the data prior to the data being communicated
from the browser to the website hosting server; and

provide a notice that alerts a user of the browser that the
data may enable identification of the user or the
browser if the data is communicated to the website
hosting server.

2. The computing device of claim 1, wherein the data is to
be communicated from the browser to the website hosting
server as part of a web page request.

3. The computing device of claim 1, wherein the data
comprises an IP address associated with the computing
device.

4. The computing device of claim 1, wherein the plug-in is
further configured to prevent the data from being communi-
cated from the browser to the website hosting server.

5. The computing device of claim 1, wherein the notice
requests that the user confirm the communication of the data
to the website hosting server.

6. The computing device of claim 5, wherein the plug-in is
further configured to prevent the data from being communi-
cated to the website hosting server responsive to receiving a
request to not communicate the data to the website hosting
server.

7. The computing device of claim 5, wherein the plug-in is
further configured to communicate the data to the website
hosting server responsive to receiving a confirmation to com-
municate the data to the website hosting server.

8. The computing device of claim 1, wherein the notice
includes a selectable option to determine information that the
website hosting server could learn about the user or the
browser if the data is communicated to the website hosting
server.

9. A computer-implemented method comprising:

detecting data to be communicated by a browser to a web-

site hosting server as part of a navigation to a web page
hosted by the website hosting server;

determine whether the data may enable identification of the

browser or a user of the browser if the data is commu-
nicated from the browser to the website hosting server;
and
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prevent the data from being communicated from the
browser to the website hosting server responsive to
determining that the data may enable identification of
the browser or the user of the browser.

10. The computer-implemented method of claim 9,
wherein the data is to be communicated from the browser to
the website hosting server as part of a web page request.

11. The computer-implemented method of claim 9,
wherein the data comprises an 1P address associated with a
computing device that is running the browser.

12. The computer-implemented method of claim 9, further
comprising providing a notice that alerts the user that the data
may enable identification of the browser or the user of the
browser if the data is communicated to the website hosting
server.

13. The computer-implemented method of claim 12,
wherein the notice requests that the user confirm the commu-
nication of the data to the website hosting server.

14. The computer-implemented method of claim 13, fur-
ther comprising communicating the data to the website host-
ing server responsive to receiving a confirmation to commu-
nicate the data to the website hosting server.

15. A system comprising:

at least a memory and a processor to implement a plug-in

for a browser, the plug-in configured to perform opera-

tions comprising:

detecting data to be communicated from the browser to
a website hosting server as part of a navigation to a
web page hosted by the website hosting server;

determining, prior to the data being communicated to the
website hosting server, that the data has not been
previously disclosed to the website hosting server;
and

providing a notice that alerts a user of the browser that
the data has not been previously disclosed to the web-
site hosting server.

16. The system of claim 15, wherein the data is to be
communicated from the browser to the website hosting server
as part of a web page request.

17. The system of claim 15, wherein the data comprises an
IP address associated with a computing device that is running
the browser.

18. The system of claim 15, wherein the data comprises
data that may enable identification of the browser by the
website hosting server.

19. The system of claim 18, wherein the notice alerts the
user that that data may enable identification of the browser by
the website hosting server.

20. The system of claim 15, wherein the notice requests
that the user confirm the communication of the data to the
website hosting server.
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