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ACCESS CONTROL SYSTEM AND METHOD

FIELD OF THE INVENTION

The present application relates to access control. In particular, the application
relates to controlling access or entry points on the basis of communications sent to or from
mobile devices.

BACKGROUND OF THE INVENTION

Access control systems which use mobile devices, such as keyfobs or smartcards
are known. Readers at or near access or entry points (such as doors or gates) can be used
to read credentials (e.g. using magnetic stripes or RFID) from access devices and to make
access control decisions based on those credentials.

There Is a desire to improve the way access requests and decisions are made to
create a more efficient and seamless process for the user and a more secure system to
Improve security.

SUMMARY OF THE INVENTION

Aspects of the Invention are set out In the Independent claims and preferable
features are set out in the dependent claims.

There Is described herein a method for implementing access control using a mobile
device configured to generate access requests, the method comprising detecting a status
change of the mobile device, upon detecting a status change of the mobile device, triggering
logic on the mobile device into a state to monitor for receipt of one or more access control
pbeacons, recelving an access control beacon from an access control device, generating an
access request based on the received access control beacon and transmitting the access
request over a wireless communication interface of the mobile device.

Conventional access systems allow credentials to be read from mobile devices, such
as keyfobs or smartcards. However by providing more advanced mobile devices with
access control capabilities, 1t I1s possible to provide more functionalities and provide an
Improved access system. When providing access control from a mobile device, If the
mobile device Is constantly searching for beacons the power consumption i1s higher than
when beacons are searched for rarely. In order to provide a more seamless user experience
It 1s preferable to provide means for transitioning the mobile device into a monitoring state
without receiving direct user interaction (e.g. deliberate interaction from a user, such as
selecting options on a user interface or opening an access control application on the mobile
device). In access control, since the mobile device is carried by a user, who generally will be
active iIn some way (e.g. moving towards an access point), or there will be other detectable

changes In the user's environment, before the user requires access to the access point.
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Resultant changes In the state of the mobile device occur and these can be used to trigger
searching for beacons. This can provide reductions in energy consumption.

The access control preferably relates to entry point access control, for opening or
allowing access via entry points such as doors, gates, locks etc.

Preferably detecting a status change of the mobile device comprises determining that
the mobile device Is not stationary. Thus the method may further comprise, upon
determining that the mobile device is not stationary, triggering logic on the mobile device into
a state to monitor for receipt of one or more access control beacons.

Preferably determining that the mobile device is not stationary comprises receiving
motion data from an accelerometer, gyroscope, magnetometer or barometer of the mobile
device and determining that the received motion data is indicative of movement.

Preferably, determining that the mobile device Is not stationary comprises receiving
location data of the mobile device and determining from the received location data that the
mobile device IS moving.

For example, determining that the mobile device I1s moving may comprise
determining that the location of the mobile device has changed by more than a
predetermined distance and/or at more than a predetermined rate. The location data could
be one or more of geolocation, e.g. GPS, data derived from local wireless networks, such as
WLAN, e.g. Wi-Fi (IEEE 802.11), high-rate wireless PAN (IEEE 802.15.3), e.g. ultra-
wideband, Zigbee etc. (IEEE 802.15.4).

Preferably, detecting a status change of the mobile device comprises detecting the
mobile device has crossed a geofence.

In some embodiments, detecting a status change of the mobile device comprises
recelving sound data from a microphone of the mobile device, comparing the received sound
data to a predetermined sound signature and determining that the sound data matches a
predetermined sound signature.

Preferably the received sound data is outside the audible range, e.g. ultrasonic. This
provides an improved user experience.

Preferably the method further comprises transmitting a predefined sound from a
device located at or near an access point; and determining the received sound data to a
predetermined sound signature comprises identifying the sound data as indicative of the
transmitted predefined sound.

Preferably the device located at or near an access point is triggered to transmit the
predefined sound upon detecting a user interaction. The user Interaction could be, for
example, the user Interacting with the device, e.g. by pressing a button, touching a

touchscreen, or the user's motion being detected with a motion detector.
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There Is also described herein a method for implementing access control using a
mobile device configured to generate access requests, the method comprising periodically
monitoring, at the mobile device, for receipt of one or more access control beacons at
predetermined monitoring intervals; receiving an access control beacon from an access
control device; generating an access request based on the received access control beacon:;
and transmitting the access request over a wireless communication interface of the mobile
device.

By only monitoring for beacons periodically, energy consumption can be reduced
compared to monitoring constantly.

Preferably the method further comprises determining the location, e.g. geolocation, of
the mobile device and adjusting the monitoring intervals based on the determined location.

For example, the method may further comprise calculating the distance between the
mobile device and a premises to be accessed and the monitoring intervals may be adjusted
based on the distance. The premises to be accessed may also be defined as a premises
having at least one access control device or as a premises which can be controlled by the
access requests from the mobile device. Such premises may be associated with the mobile
device and/or the user of the mobile device.

Preferably determining the location comprises determining the mobile device has
crossed a geofence and adjusting the monitoring intervals based on the determined location
comprises setting the monitoring intervals to different predetermined values for each side of
the geofence.

The geofence may be, for example, centred on a premises which can be controlled
by the access requests from the mobile device. For example the geofence may be between
around 25m and Skm from the premises. In some embodiments, the geofence is at |east
50m from the premises and/or not more than 1km. Thus monitoring for beacons need only
happen when the mobile device is likely to be within range of beacons which can trigger an
access request at the mobile device.

Preferably monitoring for receipt comprises monitoring for receipt for a monitoring
time period, preferably wherein the monitoring time period is substantially smaller than the
predetermined monitoring intervals.

Preferably the predetermined monitoring intervals are at least 5 seconds In length
and not more than 30 minutes in length, preferable at least 20 seconds and/or not more than
20 minutes.

Preferably the mobile device has an application for generating access requests, the
application having at least one active state and at least one inactive state, and wherein

monitoring for receipt of one or more access control beacons and/or generating the access
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request Is performed by the application.

Preferably the mobile device has an operating system and wherein detecting a status
change of the mobile device Is performed by the operating system.

Preferably wherein upon detecting a status change of the mobile device, the method
comprises causing the application to transition from an inactive to an active state.

Preferably the access control beacons are wireless beacons, for example short range
wireless beacons such as Bluetooth (IEEE 802.15.1), Bluetooth Low Energy, or iBeacons.

A short range wireless beacon can be wireless communication with a range of less
than 100m, preferably less than 50m or less than 20m. The wireless beacons may have a
range of less than 10m, for example to reduce the number of wireless beacons received by a
mobile device at a premises with multiple access points.

Optionally, the access control beacon comprises an identifier (or encrypted or
hashed version thereof) of the access control device; and generating an access request Is
based on the identifier (or encrypted or hashed version thereof) of the access control device.

Preferably generating an access request i1s based on an identifier of the mobile
device or of the user of the mobile device.

There Is also described a computer-readable medium comprising instructions which,
when executed by a computer, cause the computer to carry out the method substantially as
described above.

There Is also described a mobile device comprising: a memory, preferably storing an
identifier of the mobile device and/or an access control application for generating access
requests; a communication Interface; and a processor; wherein the mobile device iIs
configured to perform the method substantially as described above.

There Is also described an access control system comprising: a mobile device
according as described above; and an access control device comprising: a memory; a
communication interface; and a processor; preferably wherein the access control device is

configured to transmit access control beacons.

There Is also described herein: a method for implementing access control using a
mobile device capable of communicating over a first wireless communication protocol and a
second wireless communication protocol, and being configured to generate access requests,
the method comprising, periodically determining whether the mobile device Is able to
communicate over the first wireless communication protocol, based on the determining,
setting at least one status flag, receiving a trigger for an access request at the mobile device,
upon receiving the trigger, generating an access request at the mobile device, selecting a

communication protocol from the first and second wireless communication protocols based
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on the previously set status flag and sending the access request to an access control device
using the selected wireless communication protocol.

By setting a flag, it is possible to make the selection of which wireless protocol to use
very quickly at the mobile device, which can improve the responsiveness of the system.

Conventional access systems allow credentials to be read from mobile devices, such
as keyfobs or smartcards. However by providing more advanced mobile devices with
access control capabillities, 1t i1s possible to provide more functionalities and provide an
Improved access system.

Communications over short-range wireless interfaces can be slow, e.g. Bluetooth
and RFID may take around 1-3 seconds to be transmitted, received and processed. This
delay provides a poor user experience. By providing a mobile device that can send access
requests over a different Interface, e.g. using a communication protocol with higher
pbandwidth such as WiFi or cellular, it is possible to improve access time.

However, such communication routes may not always be available. One option is to
attempt to send access requests via multiple communication channels at the same time, e.qg.
short-range communication such as Bluetooth as well as long-range via the Internet, such as
cellular. However this uses up unnecessary bandwidth and power. Alternatively, attempts
could be made to send access requests via different communication routes In order, e.g.
sent consecutively. However this means If the first route fails, the user could experience
considerable delay. By providing a determination as to whether communication is available
by one route, and storing a flag indicative of this determination, it is possible to make a
decision quickly as to which Is the best communication route to use, saving time and
resources.

VWhen access requests can be transmitted to the access controller via a long-range
communication method (as opposed to directly to the controller via short-range
communication in the vicinity of the entry point), it is possible for malicious access requests
to arrive at the access controller from devices that are not actually at the access point.
Therefore security may be compromised. Accessing computer systems, such as logging
onto a website, often takes into account multiple factors, such as the location or IP address
from which the request originates. However In building or entry control, this has generally
not been required due to the presupposed criteria that the requester is actually physically
present at the premises. Therefore further levels of authentication can be helpful in reducing
the security risk.

Preferably the status flag denotes the availability of communication over the first
wireless communication protocol; and wherein selecting a communication protocol

comprises selecting the first wireless communication protocol if the status flag denotes the
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first wireless communication protocol is available, regardless of whether or not the second
wireless communication protocol is available.

Preferably the first wireless communication protocol i1s a high bandwidth wireless
communication protocol and the second wireless communication protocol is a low bandwidth
wireless communication protocol.

The bandwidth refers to the bit-rate. The high bandwidth may, for example, be
selected from mediums or protocols including cellular and Wi-Fi (IEEE 802.11). The low
pandwidth could be one of Bluetooth, Bluetooth low energy (BLE) or Near Field
Communication (NFC).

The high bandwidth medium/protocol may have a bandwidth of at least 2 Mbps, or at
least 3 Mbps, more preferably at least 5 Mbps or at least 10Mbps. For example, Wi-FI (IEEE
802.11) generally has a bandwidth of around 11 Mbps and 4G LTE cellular networks can
handle bandwidths of around 10-20 Mbps and 4G LTE-Advanced can handle bandwidth
speeds of around 25-40Mbps.

The low bandwidth medium/protocol may have a bandwidth of less than 3 Mbps or 2
Mbps, more often not more than around 1.5 Mbps or 1 Mbps. For example, Bluetooth
generally has a bandwidth of around 800Kbps.

Preferably the first wireless communication protocol provides an Internet Protocol-
(IP-) based network link and the second wireless communication protocol provides a short-
range data link, and wherein determining whether the mobile device Is able to communicate
over the first wireless communication protocol comprises determining whether the mobile
device Is able to communicate over the |P-based network link.

The short range data link may use a communication protocol with a wireless range of
less than 200m or less than 100m, sometimes even less than 50m or 40m. For example
Bluetooth, BLE or NFC.

The Internet Protocol- (IP-) based network link may be provided using a long range
communication protocol, such as protocols with a range of at least 40m, preferably at least
50m or at least 100m. For example, WLAN or WiFI may be used. In other examples, the
long range communication protocol may be capable of longer range communication, such as
at least 400m or at least 500m or at least 1km. For example the long range communication
protocol could be cellular communication, e.g. GSM, CDMA, 3G, 4G, 5G, 3GPP etc.

Preferably the first wireless communication protocol is selected from cellular and Wi-
Fi and the second wireless communication protocol is selected from Bluetooth, BLE or NFC.

Preferably periodically determining whether the mobile device Is able to communicate
over the first wireless communication protocol comprises attempting to send a test message

from the mobile device using the first wireless communication protocol and monitoring for
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receipt of an acknowledgement of the test message at the mobile device.

The test message Is sent to a server of an access control system. For example, the
test message may be addressed to a server of an access control system. The server may
be a remote server, e.g. be located on a cloud system or remote from the premises for which
access Is being provided. In some cases the server Is located at the premises, but remote
from the access point. The server is generally a different device to the access control device
to which the access request Is sent. The access control device to which the access request
IS sent may, for example, be a reader or controller at the access point, for example having
logic to control the opening and closing and/or locking and unlocking of a door or gate at the
access or entry point. The method can thus further comprise the server receiving the test
message from the mobile device and sending an acknowledgement of the test message to
the mobile device. The acknowledgement of the test message may or may not be sent via
the same path (e.g. using the same network path and/or wireless protocols) as the test
message Is sent over from the mobile device.

Preferably the method further comprises, if an acknowledgement of the test message
IS not received at the mobile device within a predetermined test time period, waiting a
predetermined test interval period before attempting to send a further test message from the
mobile device using the first wireless communication protocol.

Thus the mobile device may periodically send test messages, and wait a certain time
period If no acknowledgement is received (e.g. If there i1s no connection via the first wireless
communication protocol), which can reduce power consumption, rather than continually
attempting to send a test message. The predetermined test Interval period may, for
example, be at least 10 minutes, at least 20 minutes or at least 40 minutes. The
predetermined test interval period is likely to be less than 24 hours, preferably less than 12
hours, more preferably less than 8 hours or 4 hours.

For example, where an access control application is used on the mobile device, the
application may generate and send the test message and if an acknowledgement is not
received within the predetermined test period, transition to an inactive or suspended or
terminated state. The application can then transition Iinto an active (foreground or
pbackground) state after the predetermined test interval period in order to send a further test
message.

Preferably periodically determining whether the mobile device Is able to communicate
over the first wireless communication protocol comprises monitoring for receipt of a test
message from an access server at the mobile device.

The test message from the server may be sent to one particular mobile device, or

may be a broadcast message to all devices In the area, e€.9. broadcast over a local network
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at the premises where access Is being provided.

Preferably the status flag is reset or expires after a predetermined time period. The
predetermined time period may be, for example, at least 1 minute and not more than 4
hours. In some embodiments the predetermined time period is at least 2 minutes or at least
5 minutes and/or is not more than 2 hours or not more than 1 hour. In some embodiments
the predetermined time period is additionally or alternatively not more than 30 minutes.

In some embodiments, periodically determining whether the mobile device iIs able to
communicate over the first wireless communication protocol comprises: attempting to send a
first test message from the mobile device using the first wireless communication protocol,
monitoring for receipt of an acknowledgement of the first test message received over the first
wireless communication protocol at the mobile device and upon receiving an
acknowledgement of the first test message, monitoring for receipt of one or more second
test messages received over the first wireless communication protocol at the mobile device;
and wherein the step of setting at least one status flag comprises setting the at least one
status flag upon receiving the acknowledgement of the first test message and updating the
at least one status flag upon receiving the acknowledgement of each of the one or more
second test messages.

By using a first test procedure that requires a round trip comprising a test message
from the mobile device followed by an acknowledgement message to the mobile device
iInitially and then a second test procedure that only requires a test message to be received at
the mobile device, it Is possible to reduce the amount of network bandwidth used and power
consumption compared to other networks. The first test procedure can signal to, e.qg., a
control server, that the mobile device requires the status flag to be updated (e.g. it may be
Indicative of the mobile device being at or near the access premises), whilst the second test
procedure ensures the status flag i1s kept up-to-date in case of changes in the connectivity
over the first protocol.

Updating the status flag may comprise setting resetting a timer, for example when a
status flag is reset or expires after a predetermined status expiry time period.

Optionally, the method further comprises: repeating the steps of attempting to send a
first test message and monitoring for receipt of an acknowledgement of the first test
message at time intervals of a first test interval length.

The first test may thus be repeated at predetermined time intervals. For example,
the server (or other device) which Is sending the second test messages may only send a
predetermined number of second test messages or send second test messages for a
predetermined second test time period In response to receiving a first test message. The

first test interval length Is, In some embodiments, similar to or at least as long as the
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predetermined time period at which the flag is reset or expires. Thus the first test interval
length may be, for example, at least 1 minute and not more than 12 hours. In some
embodiments the first test interval length Is at least 2 minutes or at least 5 minutes and/or Is
not more than 3 hours or not more than 1 hour. In some embodiments the first test interval
length Is additionally or alternatively at least 30 minutes.

Preferably the method further comprises: receiving the first test message from the
mobile device at a remote server, upon receiving the first test message, transmitting an
acknowledgement of the first test message from the remote server to the mobile device, and
subsequently transmitting a second test message from the remote server to the mobile
device.

Preferably the method also comprises repeating the step of transmitting a second
test message from the remote server to the mobile device for a predetermined time period or
a predetermined number of times.

Preferably determining whether the mobile device I1s able to communicate over the
first wireless communication protocol comprises attempting to send a test message from the
mobile device using the first wireless communication protocol and wherein attempting to
send a test message from the mobile device Is triggered by the mobile device detecting it is
located at or within a predetermined distance of a premises for which access can be
controlled based on access requests generated by the mobile device.

Preferably receiving a trigger for an access request comprises receiving an access
control beacon from an access control device over the second wireless communication
protocol.

The access request may be sent from the mobile device to the access control device
via an access control server (normally when the first protocol is selected, but not when the
second protocol Is selected), and the method may further comprise: receiving, at the access
control server, the access request from the mobile device; and transmitting, from the access
control server, the access request to the access control device or to a plurality of access
control devices including the access control device.

The mobile device can have an application for generating access requests, the
application having at least one active state and at least one Inactive state, and wherein
monitoring for receipt of one or more access control beacons and/or generating the access
request i1s performed by the application

There Is also described: a computer-readable medium comprising instructions which,
when executed by a computer, cause the computer to carry out the method substantially as
described above.

There Is also described: a mobile device comprising: a memory, preferably storing an
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identifier of the mobile device and/or an access control application for generating access
requests; a communication interface; and a processor; wherein the mobile device Is
configured to perform the substantially as described above.

There 1s also described: an access control system comprising: a mobile device as
described above; and at least one access control device comprising: a memory; a
communication interface; and a processor; preferably wherein the access control device iIs
configured to transmit access control beacons.

The system may further comprise: an access control server comprising: a memory; a
communication interface; and a processor; wherein the access control server is configured
to receive access requests from the mobile device and send the recelved access requests to

at least one of the at least one access control devices.

There Is also described herein a method for implementing access control using a
mobile device configured to generate access requests, the method comprising, receiving an
access request from the mobile device, the access request comprising an identifier indicative
of an access point to be accessed, determining at least one parameter associated with the
mobile device and/or the access point and assigning an authenticity level to the access
request based on the access point to be accessed and the at least one parameter.

Conventional access systems allow credentials to be read from mobile devices, such
as keyfobs or smartcards. However by providing more advanced mobile devices with
access control capabilities, 1t I1s possible to provide more functionalities and provide an
Improved access system.

Communications over short-range wireless interfaces can be slow, e.g. Bluetooth
and RFID may take around 1-3 seconds to be transmitted, received and processed. This
delay provides a poor user experience. By providing a mobile device that can send access
requests over a different Interface, e.g. using a communication protocol with higher
pbandwidth such as WiFi or cellular, it is possible to improve access time.

However, such communication routes may not always be available. One option is to
attempt to send access requests via multiple communication channels at the same time, e.g.
short-range communication such as Bluetooth as well as long-range via the Internet, such as
cellular. However this uses up unnecessary bandwidth and power. Alternatively, attempts
could be made to send access requests via different communication routes in order, e.g.
sent consecutively. However this means If the first route fails, the user could experience
considerable delay. By providing a determination as to whether communication is available
by one route, and storing a flag indicative of this determination, it is possible to make a

decision quickly as to which is the best communication route to use, saving time and
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resources.

VWhen access requests can be transmitted to the access controller via a long-range
communication method (as opposed to directly to the controller via short-range
communication in the vicinity of the entry point), it is possible for malicious access requests
to arrive at the access controller from devices that are not actually at the access point.
Therefore security may be compromised. Accessing computer systems, such as logging
onto a website, often takes into account multiple factors, such as the location or IP address
from which the request originates. However In building or entry control, this has generally
not been required due to the presupposed criteria that the requester is actually physically
present at the premises. Therefore determining authenticity levels can provide further levels
of authentication that can be helpful in reducing the security risk.

Preferably the access request comprises location data indicative of the
location of the mobile device and wherein determining the at least one parameter comprises
determining the location of the access point; and wherein the method further comprises,
comparing the location of the mobile device with the location of the access point; and
wherein assigning an authenticity level to the access request i1s based on the comparison of
the location.

By using the comparison of the location of the mobile device and the access point to
assess authenticity, it is possible to prevent allowing access requests from devices that are
clearly not at or near the access or entry point in question. Conventionally, access requests
have been made by transferring data over short-range wireless protocols, such as BLE or
NFC, from a mobile access device (e.g. fob) directly to a reader at the access point. This in
itself provides validation that the request originates from a user at or near the entry point.
However, where access requests may be received via longer-range communications (e.g.
via WI-FI, cellular and/or the Internet), providing this check Is another validation that can
prevent malicious access requests from being accepted. For example, a malicious device
may be able to “sniff’ an access beacon or advert (e.g. BLE Beacon) from an access device
at the access point and re-play the advert (e.g. via the Internet) to an authorised mobile
device that iIs remote from the access point. The remote mobile device phone would then
generate an access request and send the access request to the access point via the
Internet, resulting in the access point opening. By requiring the mobile device to include its
location In the access request and assigning an authenticity level to the access request
based on the location it Is possible to prevent this sort of attack.

Preferably comparing the location of the mobile device with the location of the access
point comprises determining the distance between the access point and the mobile device,

and assigning an authenticity level to the access request comprises comparing the distance
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between the access point and the mobile device to one or more threshold distances and
selecting an authenticity level from a plurality of authenticity levels based on the comparison
with the one or more threshold distances. The threshold distances may be, for example,
between around 50cm and 10m. In some embodiments the comparison may be made with
a first threshold distance and also with a second threshold distance, wherein the first
threshold distance 1s smaller than the second threshold distance. If the comparison
Indicates the mobile device Is less than or equal to the first threshold distance from the
access point, a first authenticity level may be assigned. If the comparison indicates the
mobile device Is more than the first threshold distance and less than or equal to the second
threshold distance, a second authenticity level may be assigned. The second authenticity
level may Indicate the access request is less likely to be an authentic, or legitimate, access
request (e.g. from an authorised user) than the first authenticity level. If the second
authenticity level is assigned, a challenge procedure may be Initiated, for example to further
verify the identity of the requester. If the comparison indicates the threshold distance is
larger than the second threshold distance, a third authenticity level may be assigned to the
access request. The third authenticity level may indicate the request is unlikely to be an
authentic or genuine request. In some embodiments, upon assigning a third authenticity
level to the request, the access request may be refused, or not allowed. The first threshold
distance can be between around 50cm and 3m, preferably between around 50cm and 2m.
The second threshold distance can be between around 1m and 10m, more preferably at
least 2m or 3m, sometimes between around 3m and 8m or 6m.

Preferably the location data indicative of the location of the mobile device comprises
one or more of geolocation data and data derived from a wireless local area network.

For example, the location data could be one or more of geolocation, e.g. GPS, data
derived from local wireless networks, such as WLAN, e.g. Wi-FI (IEEE 802.11), high-rate
wireless PAN (IEEE 802.15.3), e.g. ultra-wideband, Zigbee etc. (IEEE 802.15.4). Wireless
local area network data may a use received signal strength indication (RSSI) of one or more
wireless signals at the mobile device and a comparison with the location of one of more
wireless access points to identify the location.

Preferably the at least one parameter associated with the mobile device and/or the
access point comprises a historical measure based on a plurality of previous access
requests generated by the mobile device or on behalf of a user associated with the mobile
device. The historical measure may be based on at least three or at least five previous
access requests, more preferably at least 10 previous access requests.

Preferably the access point to be accessed is one of a plurality of access points at a

premises, and wherein determining at least one parameter associated with the mobile device
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and/or the access point comprises receiving data indicative of a previous access request
generated by the mobile device, the previous access request relating to one of the plurality
of access points assigning an authenticity level to the access request based on the
identification of the access point to be accessed and the previous access point.

Preferably determining at least one parameter associated with the mobile device
and/or the access point comprises receiving step data indicative of the number of steps
taken by a user holding the mobile device between the time of the previous access request
and the time of the access request and assigning an authenticity level to the access request
IS based on the received step data and a determination of the distance between the access
point of the previous request and the access point to be accessed.

Step data may be derived at the mobile device based movement detected by an
Integrated accelerometer of the mobile device and/or recelved from an accelerometer on a
separate device that can be linked to the mobile device, such as a pedometer or smart
watch, e.qg. Fitbit etc.

Preferably the access request and the previous access request each comprise
location data indicative of the location of the mobile device and wherein assigning the
authenticity level to the access request i1s based on location data indicative of the location of
the mobile device at the time of the previous access request and the time of the access
request and/or the distance moved by the mobile device between the time of the previous
access request and the time of the access request.

The time of the previous access request (first access request) and the access
request (second access request) can be the time each access request was generated, the
time each request was transmitted from the mobile device or the time each request was
received from the mobile device. Location data may be based on geolocation or wireless
network location data.

Preferably the method further comprises determining the distance between the
access point to be accessed and the access point of the previous access request and
wherein assigning an authenticity level to the second access request I1s based on the
determined distance. Preferably the method further comprises making an access control
decision based on the assigned authenticity level.

Preferably making the access control decision is selected from the group comprising
not authorising access to the access point based on the access request and allowing access
to the access point based on the access request. Allowing access may comprise unlocking
and/or opening a barrier at the access point, e.g. a door or a gate.

Preferably the method further comprises Initiating an access challenge procedure

pbased on the assigned authenticity level. Preferably initiating a challenge procedure



10

15

20

25

30

35

WO 2021/105683 PCT/GB2020/053013

14

comprises: sending a request for further information to the mobile device.

The challenge procedure may comprise sending a request for further information
from the mobile device. For example a user identification code (e.g. password or PIN) may
need to be entered and/or user biometric data may need to be provided (e.g. a fingerprint or
photo of the user's face for face recognition).

Preferably the method further comprises, after sending a request for further
Information to the mobile device, receiving the further information from the mobile device and
checking the received information against a set of stored access credential information.

Access control decisions may be further based on this check. For example, If the
result of the check iIs that the received information matches (or matches to a sufficient
extent) the set of stored access credential information, access may be provided/allowed.

Preferably the method further comprises updating the authenticity level for the
access request based on whether the received information matches the set of stored access
credential information.

Preferably the method further comprises selecting the set of stored access
credential information from a plurality of sets of stored access credential information based
on an identifier in the access request.

The mobile device may have an application for generating access requests, the
application having at least one active state and at least one inactive state, and the access
request may be generated by the application.

In some embodiments, the access request Is received from the mobile device via
device-to-device communication. In other embodiments, the access request I1s received
from the mobile device via an access control server, and the method further comprises:
recelving, at the access control server, the access request from the mobile device; and
transmitting, from the access control server, the access request to a plurality of access
control devices or to a plurality of access control devices including the access control device.

The access request may have been generated (at the mobile device) based on an
identifier (or encrypted or hashed version thereof) of an access control device, preferably
wherein the access request Is generated In response to receiving, at the mobile device, an
access control beacon comprises the identifier (or encrypted or hashed version thereof) of
the access control device. Thus the access request may comprise the identifier (or
encrypted or hashed version thereof). In some embodiments, a beacon may comprise an
encrypted version of the identifier, but the mobile device may decrypt this so the access
request comprises the unencrypted identifier of the access control device. This may be
particularly helpful when access requests are sent via a server (e.g. not directly to the

access control device).
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In some embodiments, the method comprises raising an alert based on the
authenticity level. Raising an alert could comprise sending an alert message to a system
operator, €.g. by sending to a device assigned to a system operator, such as a computer or
mobile device. Raising an alert could comprise sounding an alarm.

There Is also described herein: a computer-readable medium comprising instructions
which, when executed by a computer, cause the computer to carry out the method
substantially as described above.

There Is also described: an access control system comprising: at least one access
control device or access control server comprising: a memory; a communication interface;
and a processor; wherein the at least one access control device or access control server Is
configured to perform the method substantially as described above.

The access control system may further comprise: at least one access control device
comprising: a memory; a communication interface; and a processor; wherein the at least one
access control device or access control server is configured to perform the method
substantially as described above; and an access control server comprising: a memory; a
communication interface; and a processor; wherein the access control server is configured
to recelve access requests from the mobile device and send the recelved access requests to
at least one of the at least one access control devices.

The access control system may further comprise one or more mobile devices for

generating and sending access requests.

There Is also described herein a method for implementing access control using a
mobile device configured to generate access requests, the method comprising, generating,
at an access control device associated with an access point, a single access beacon code
from an identifier of the access control device or access point and a time-varying identifier
using a hashing or encryption algorithm, transmitting, from the access control device, an
access beacon comprising the access beacon code, receiving, at the access control device,
an access request from the mobile device, determining whether the access request
comprises the access beacon code or the time-varying identifier (or an encrypted or hashed
version thereof) and determining the validity of the access request based on the
determination of whether the access request comprises the access beacon code or the time-
varying identifier.

By using a hashing or encryption algorithm to create a single code from an identifier
of the access device and an element that varies with time it Is possible to provide improved
security because the access beacon code will change over time and so this can prevent

replay attacks. Furthermore, the identifier of the access control device will not be
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discoverable by devices that do not have knowledge of the encryption or hashing algorithm.

Conventional access systems allow credentials to be read from mobile devices, such
as keyfobs or smartcards. However by providing more advanced mobile devices with
access control capabilities, 1t I1s possible to provide more functionalities and provide an
Improved access system.

Communications over short-range wireless interfaces can be slow, e.g. Bluetooth
and RFID may take around 1-3 seconds to be transmitted, received and processed. This
delay provides a poor user experience. By providing a mobile device that can send access
requests over a different Interface, e.g. using a communication protocol with higher
pbandwidth such as WiFi or cellular, it is possible to improve access time.

VWhen access requests can be transmitted to the access controller via a long-range
communication method (as opposed to directly to the controller via short-range
communication in the vicinity of the entry point), it is possible for malicious access requests
to arrive at the access controller from devices that are not actually at the access point.
Therefore security may be compromised. Accessing computer systems, such as logging
onto a website, often takes into account multiple factors, such as the location or IP address
from which the request originates. However In building or entry control, this has generally
not been required due to the presupposed criteria that the requester is actually physically
present at the premises. Therefore further levels of authentication can be helpful in reducing
the security risk.

Access requests may identify the access/entry point in question by Including an
identifier of the access point or access point controller/reader, for example having obtained it
from the reader itself. However, it may be possible to detect, spoof and replay previous
genuine access requests and thus for unauthorised parties to gain entry or access.
Therefore some systems Include the access point identifier as well as a counter or rolling
number that changes over time to identify the access point, so any requester must have
obtained this from the access/entry point. However, it may still be possible to infer details
about the access point from such a communication. By providing a single code, created
from an access or entry point identifier and a changing (or time-varying) number, security
can be improved.

The method may also comprise, preferably at the access control device, repeating
the steps of generating a single access beacon code from the identifier of the access control
device or access point and a time-varying identifier using a hashing or encryption algorithm
and transmitting, from the access control device, an access beacon comprising the access
beacon code.

For each subsequent repetition of the generation step the time-varying identifier is
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different and so the access beacon code generated each time Is also different. Each time a
new code Is generated, that new code will be transmitted In a beacon. In some
embodiments, access beacons will be transmitted more frequently than codes are
generated, and thus multiple beacons can be transmitted having the same access beacon
code.

Preferably the method further comprises storing each of the generated access
beacon codes or each of the time-varying identifiers along with the associated code
generation or transmission time for each code, wherein the step of determining whether the
access request comprises the access beacon code or the time-varying identifier (or an
encrypted or hashed version thereof) comprises determining whether the access request
comprises one of the stored access beacon codes or the time-varying identifiers (or an
encrypted or hashed version thereof) and wherein determining the validity of the access
request Is based on the determination of whether the access request comprises one of the
stored access beacon codes or time-varying identifiers (or an encrypted or hashed version
thereof).

Preferably determining the validity of the access request is based on the code
generation or transmission time associated with the access code. Thus In some
embodiments only recently generated codes may be accepted. For example, there may be
a time threshold beyond which each access beacon code or time-varying identifier is no
longer accepted. The time threshold may be between around 2 seconds and 5 minutes,
more preferably between around 3 or 5 seconds and 3 minutes.

In some embodiments the step of generating a single access beacon code Is
repeated with a different time-varying identifier at predetermined generation intervals.

Alternatively or additionally the step of generating a single access beacon code is
repeated with a different time-varying identifier in response to receiving an access request or
determining an access request is valid.

If the access beacon code changes periodically, patterns may be inferred, so it may
be better to change the access beacon code In response to successful access requests.

In some embodiments, alternatively or additionally, the step of generating a single
access beacon code Is repeated with a different time-varying identifier in response to
recelving a user interaction at the access control device.

For example, the access control device (e.g. a reader or controller) may comprise a
user interface with one or more buttons, or switches, a touchscreen or a motion sensor. A
user interaction at the user interface can cause the access control device to generate a new
access beacon code. In some embodiments, the access control device only transmits

beacons In response to such user Interaction, e.g. a predetermined number of beacons or
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transmitting beacons for a predetermined time period.

This can help with power consumption and security, since there has to be a user
present at the access or entry point to trigger the beacon.

Preferably the hashing or encryption algorithm is an irreversible hashing algorithm,
and wherein determining whether the access request comprises the access beacon code or
the time-varying identifier comprises determining whether the access request comprises the
access beacon code.

Since the access beacon code was generated using an irreversible hashing
algorithm, the mobile device cannot invert it to find the time-varying code and must simply
return the access beacon code In the access request. This Is useful In preventing a replay
attack, and may speed up generation of the access request since the mobile device does not
have to decrypt the beacon code.

Preferably the access request is received from the mobile device via device-to-device
communication. Thus the mobile device and access control device are In direct
communication and the access request does not need to pass through any other device to
reach the access control device, such as a base station (for cellular communications) or a
wireless access point (for WLAN communications). Example device-to-device protocols
where the two devices are In direct communication with one another include Bluetooth,
Bluetooth Low Energy and NFC.

In other embodiments, the access request Is sent from the mobile device to an
access control server, the method further comprising, receiving, at the access control server,
the access request from the mobile device and transmitting, from the access control server,
the access request to a plurality of access control devices.

Thus the access control device will act only on requests that contain the access
beacon code or time-varying identifier for that particular access control device. Other access
requests may be ignored. Advantageously, neither the mobile device nor the server needs
to Identify the access control device so a hashed access beacon code can be used, which
may Improve security.

Preferably wherein the access request comprises the access beacon code (or an
encrypted version thereof), the method further comprising identifying, at the access control
server, one of the access control devices to which to send the access request based on the
access beacon code In the access request and sending the access request from the access
control server to the identified access control device.

Optionally the method further comprises: sending, from the access control device to
the access control server, the generated access beacon code(s) and an identifier of the

access control device storing, at the access control server, a link or mapping between the
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access beacon code(s) and the Iidentifler of the access control device and wherein
identifying, at the access control server, one of the access control devices to which to send
the access request Iis performed by matching the access beacon code In the access request
to the identifier of the access control device.

Preferably the hashing or encryption algorithm is a reversible encryption algorithm.
Preferably the access request from the mobile device comprises the identifier of the access
control device (or an encrypted version thereof); and wherein the method further comprises
transmitting, from the access control server, the access request to the access control device
based on identifying the identifier of the access control device Iin the access request.

Since the access beacon code can be decrypted, the mobile device may decrypt the
code to find the identifier of the access control device and include the access control device
identifier in the access request.

In some embodiments, the access request Is only determined as valid if the access
request includes the time-varying identifier, or an encrypted version thereof that is different
from the access beacon code.

Thus for an access request to be valid, in order for the mobile device to generate the
access request, it must have been able to decrypt the access beacon code to find the time-
varying code to include it in the access request. Thus the mobile device must have
knowledge of the encryption algorithm (or associated decryption algorithm). In some
embodiments, for added security the mobile device may then encrypt the time-varying
identifier using another encryption algorithm so it is unintelligible to malicious devices that
Intercept the access request. In embodiments where the request Is sent via an access
server, It may Include the static, or non-time-varying identifier of the access control device,
so that intermediate devices, such as the access control server, are able to determine where
to send the access request.

Advantageously, it may be possible to avoid replay access issues as the mobile
device must use an identifier that changes with time in the access request.

The mobile device may have an application for generating access requests, wherein
the application Is configured to monitor for receipt of the access control beacon and to
generate the access request.

The method may further comprise: making an access control decision based on the
determined validity of the access request, preferably wherein making the access control
decision Is selected from the group comprising: not authorising access to the access point
based on the access request; and allowing access to the access point based on the access
request. Not authorising access may cause a control command to be executed or sent that

causes the access point to be closed or locked, or to remain closed or locked. Authorising
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access may cause a control command to be executed or sent that causes the access point
to be opened and/or unlocked.

Thus the method may further comprise: sending or executing a control command
based on the access control decision.

The method may also comprise: receiving, at the mobile device, the access beacon
comprising the access beacon code; and generating, at the mobile device, an access
request based on the access beacon code.

The method may further comprise: decrypting, at the mobile device, the access
beacon code to determine the identifier of the access control device or access point and the
time-varying identifier. This Is generally only possible when the beacon code has been
developed by encryption, rather than by hashing.

There Is also described: a computer-readable medium comprising instructions which,
when executed by a computer, cause the computer to carry out the method substantially as
described above.

There Is also described: an access control device comprising: a memory;, a
communication interface; and a processor; wherein access control device Is configured to
perform the method substantially as described above.

There I1s also described: an access control system comprising: an access control
device, configured to perform some or all of the steps of the method substantially as
described above; and an access control server comprising: a memory; a communication
Interface; and a processor; wherein the access control server is configured to perform some
or all of the steps of the method substantially as described above, preferably only those
steps not performed by the access control device.

The system may further comprise a mobile device, preferably wherein the mobile
device Is configured to perform the steps performed at the mobile device In the method

described above.

There I1s also described herein: a method of monitoring a premises having at least
one access point, the method comprising recelving an access request from a mobile device,
wherein the access request includes mobile device location data indicative of the location of
the mobile device and data identifying an access point at the premises identifying one or
more possible locations of the access point based on the mobile device location data in the
access request and updating stored access point location data indicative of the location of
the access point based on the identified one or more possible locations.

The mobile device location data is generally indicative of the present (current)

location of the mobile device. For example, the location can be the location of the mobile
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device when it generates or transmits the access request. |In other embodiments, it could be
the location of the mobile device at the time an access beacon or advertisement for the
access point 1s received at the mobile device, wherein the access request comprises an
iIdentifier from the access beacon or an identifier linked to the access beacon.

VWhere access requests are received via longer-range communications (e.g. via Wi-
F1, cellular and/or the Internet), a further step can be provided to check the mobile device Is
actually close to the access point. For example, a reader or other access control device
positioned at the access point may transmit a short-range access beacon or advertisement,
which can be used to form or generate the access request. Vhen an access request is
received that has been generated using information from the beacon, it may be assumed
that the mobile device that generated the access request i1s within beaconing range of the
access point. For example, the beacon may be a short-range beacon having a range of e.g.
not more than 1m, preferably not more than 80cm, more preferably not more than 50cm.
The beacon may be a Bluetooth beacon, e.g. an iBeacon. In other scenarios, access
requests may have been received at or near the access point directly from the mobile device
over a short-range wireless protocol, such as BLE or NFC, directly from a mobile access
device (e.q. fob) to a reader at the access point. Thus a mobile device may be known to be
present at, or at least very close to, the access point.

Where the access request is the first access request received for the access point,
there may not be any location data stored for the access point and the step of updating
stored access point location data may simply comprise storing access point location data.

Conventional access systems allow credentials to be read from mobile devices, such
as keyfobs or smartcards. However by providing more advanced mobile devices with
access control capabillities, 1t i1s possible to provide more functionalities and provide an
Improved access system.

Communications over short-range wireless interfaces can be slow, e.g. Bluetooth
and RFID may take around 1-3 seconds to be transmitted, received and processed. This
delay provides a poor user experience. By providing a mobile device that can send access
requests over a different Iinterface, e.g. using a communication protocol with higher
pbandwidth such as WiFi or cellular, it is possible to improve access time.

However, such communication routes may not always be available. One option is to
attempt to send access requests via multiple communication channels at the same time, e.qg.
short-range communication such as Bluetooth as well as long-range via the Internet, such as
cellular. However this uses up unnecessary bandwidth and power. Alternatively, attempts
could be made to send access requests via different communication routes In order, e.g.

sent consecutively. However this means If the first route fails, the user could experience
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considerable delay. By providing a determination as to whether communication is available
by one route, and storing a flag indicative of this determination, it is possible to make a
decision quickly as to which is the best communication route to use, saving time and
resources.

VWhen access requests can be transmitted to the access controller via a long-range
communication method (as opposed to directly to the controller via short-range
communication in the vicinity of the entry point), it is possible for malicious access requests
to arrive at the access controller from devices that are not actually at the access point.
Therefore security may be compromised. Accessing computer systems, such as logging
onto a website, often takes into account multiple factors, such as the location or |P address
from which the request originates. However In building or entry control, this has generally
not been required due to the presupposed criteria that the requester is actually physically
present at the premises. Therefore further levels of authentication can be helpful in reducing
the security risk. In order to provide such authentication, it is helpful to use the location of
the access points (or devices located close to the access points). One way of finding this
location Is to ask for it to be entered Iinto the system by a user or operator on installation of
the access control devices. However, this Is time-consuming and prone to user errors. Thus
by providing means for the system to learn about the location of access control devices or
access points based on previous access requests, security can be improved.

Preferably the mobile device location data indicative of the location of the mobile
device comprises one or more of geolocation data and data derived from a wireless local
area network.

For example, the location data could be one or more of geolocation, e.g. GPS, data
derived from local wireless networks, such as WLAN, e.g. Wi-FI (IEEE 802.11), high-rate
wireless PAN (IEEE 802.15.3), e.g. ultra-wideband, Zigbee etc. (IEEE 802.15.4). Wireless
local area network data may a use received signal strength indication (RSSI) of one or more
wireless signals at the mobile device and a comparison with the location of one of more
wireless access points to identify the location.

Preferably the stored access point location data indicative of the location of the
access point comprises a stored set of one or more possible locations for the access point,
and wherein the method further comprises comparing the stored set of one or more possible
locations with the identified one or more possible locations and wherein the step of updating
stored access point location data i1s based on the comparison.

VWhere one or more of the identified possible locations are also present in the stored
set of possible locations, the likelihood of the access point being In those locations may be

higher. Each location in the stored set of possible locations may be assigned a probability
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likellhood. The step of updating stored access point location data may comprise changing
the assigned probability likelihood of the possible location.

Preferably the premises has a plurality of access points and wherein the mobile
device location data indicative of the location of the mobile device access point comprises
step data indicative of the number of steps taken by a user of the mobile device between the
time of a previous access request for one other access point at the premises and the time of
the access request, wherein the previous access request was received from the mobile
device; and wherein identifying one or more possible locations of the access point comprises
using the step data to estimate the position of the access point relative to the other access
point.

Step data may be derived at the mobile device based on movement detected by an
Integrated accelerometer of the mobile device and/or recelved from an accelerometer on a
separate device that can be linked to the mobile device, such as a pedometer or smart
watch, e.qg. Fitbit etc.

The time of an access request may be the time the access request i1s generated at
the mobile device. |In other embodiments, it could be a time an access beacon for the
access point is recelved at the mobile device.

Thus there may be a first access request for a first access point (l.e. the previous
access request for the other access point, generally a previous access point), and a second
access request for a second access point (the access request for the access point, also
termed the present or current access point). The second access request may include step
data indicative of steps taken by the user between generating the first access request and
generating the second access request.

Preferably the method further comprises retrieving stored access point location data
Indicative of the location of the other access point and determining one or more possible
locations for the access point based on the stored access point location data indicative of the
location of the other access point and the position of the access point relative to the other
access point.

For example, a predetermined distance covered per step may be used (e.g. a
predetermined distance that is indicative of an average distance covered by one step; the
average distance may be an average for the population in general, or an average associated
with the mobile device or user thereof, e.g. based on historical data or based on the user’s
height) to estimate the distance covered by the user of the mobile device In the steps taken
between the present access request and the access request (the present access request).

Then the possible locations of the access point (the present access point) can be

assumed to be not more than the estimated distance from the previous access point, e.g. the
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possible locations of the access point are within a radius of the previous access point and
the radius is equal to the estimated distance covered by the user in the steps.

The location of the previous access point may have been determined by looking up In
a stored data set that stores the location of each access point. The location of the other
access point may have been learned from previously reported access requests for that
access point and then stored. Alternatively, the stored location data of the other access
point may have been input, e.g. by a system administrator or installer, when the access point
was installed or commissioned.

Updating stored access point location data may comprise updating one or more
previously stored possible location for the access point, the previous locations preferably
having been identified from one or more previous access requests.

The previous location(s) may have been found from previous access requests, such
as from the location of mobile devices when generating previous access requests.

Preferably the premises has a plurality of access points, the method further
comprises repeating the steps of any preceding claim for at least one access request for
each of the plurality of access points and building a map of the locations or possible
locations of each of the plurality of access points at the premises.

There Is also described herein; a method of validating access requests In a premises
having an access point, the method comprising: learning the location of the access point
pbased on data contained In a first set of access requests for the access point subsequently
recelving a subseqgquent access request for the access point from a mobile device, the
subsequent access request including mobile device location data indicative of the location of
the mobile device and data identifying the access point and validating the subsequent
access request based on the learned location of the access point and the mobile device
location data.

Preferably validating the subsequent access request comprises assigning an
authenticity level to the access request.

In some embodiments, the step of learning the location of the access point comprises
a method as described further above.

Preferably the first set of access requests comprises at least three access requests,
preferably at least five access requests, more preferably at least ten access requests.

There Is also described herein: a method of monitoring a premises, the method
comprising receiving an access request from a mobile device, wherein the access request
INcludes data identifying an access point at the premises determining the location of the
access point and updating a stored location of the mobile device based on the determined

location of the access point.



10

15

20

25

30

35

WO 2021/105683 PCT/GB2020/053013

25

Thus it Is possible to track the location of the mobile device, or a user associated with
the mobile device, based on access requests made from the mobile device.

The location of the access point may be determined by looking up In a stored data
set that stores the location of each access point. The location of each access point may
have been learned from previously reported access requests for that access point and then
stored. Alternatively, the stored location data of each access point may have been input,
e.g. by a system administrator or installer, when the access point was installed or
commissioned.

There Is also described herein: a method of monitoring a premises, the method
comprising providing a plurality of access control devices, storing the location of each of the
plurality of access control devices, sending periodic advertisements from each of the plurality
of access control devices over a short-range wireless protocol, each advertisement
comprising data identifying the access point from which it i1s sent, receiving, at a mobile
device, one or more advertisements, each advertisement from a different one the plurality of
access control devices, determining the received signal strength at the mobile device of
each of the received one or more advertisements, identifying one or more possible locations
of the mobile device based on the received signal strength of each of the one or more
advertisements and the stored location of the access control device corresponding to each
advertisement and updating a stored location of the mobile device based on the identified
one or more |ocations.

Thus it Is possible to track the location of the mobile device, or a user associated with
the mobile device, based on the signal strength of received access advertisements, or
beacons.

The advertisement, or beacon, may be a short-range beacon having a range of e.g.
not more than 1m, preferably not more than 80cm, more preferably not more than 50cm.
The short-range wireless protocol may be for example Bluetooth, or Bluetooth® Low Energy
(BLE). The beacon or advertisement could, for example, be an iBeacon.

In some embodiments the access control devices are located at access points; In
some embodiments only a subset of the access control devices are located at access points.

Preferably receilving, at a mobile device, one or more advertisements comprises
receiving at least two advertisements from different access control devices.

If only one advertisement is used, it may only be possible to identify the location of
the mobile device as being anywhere at a certain radius from the access control device from
which the advertisement Is transmitted. However, where there are advertisements from two
different access control devices, the possible locations of the mobile device may be reduced,

e.g. to points on a single circle (if the height or elevation of the mobile device i1s not known,
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e.g. In a multi-storey building), or to two points If the height or elevation is known.

Optionally the method further comprises determining whether the at least two
advertisements are received at the mobile device within a predetermined threshold time of
each other and using the at least two advertisements to update the stored location of the
mobile device only If the at least two advertisements are received at the mobile device within
the predetermined threshold time of each other.

Preferably the method further comprising the method for updating the stored location
of the access point as described above, such that updating a stored location of the mobile
device Is based on the determined location of the access point identified In the access
request and on the identified one or more possible locations of the mobile device based on
the received signal strength of each of the one or more advertisements and the stored
location of the access control device corresponding to each advertisement.

For example, in one embodiment, the access request used may be the most recent
access request received from that mobile device. Then, this access request may identify a
section of the premises which the mobile device has most recently been allowed access to
(e.g. a different floor, or a different room or group of rooms). This can be used to determine
which of the possible locations identified from the signal strength of advertisements are more
likely to be indicative of the mobile device location.

In some embodiments, the mobile device has an application for generating access
requests, and the application 1s configured to monitor for receipt of one or more access
control beacons, or advertisements. The application can generate access requests based
on iInformation received In the access control beacon or advertisement.

The access request may be received from the mobile device via device-to-device
communication. For example, a direct communication such as Bluetooth or NFC.

Alternatively, the access request can be sent from the mobile device to an access
control server, the method further comprising: receiving, at the access control server, the
access request from the mobile device; and transmitting, from the access control server, the
access request to a plurality of access control devices or to a plurality of access control
devices Including the access control device. The access control server may forward the
access request to the access control device on the basis of an identifier (or encrypted or
hashed version thereof) that is included in the access request.

The access control beacon or advertisement and/or the access request may
comprise an identifier (or encrypted or hashed version thereof) of the access control device
or access point.

The method may further comprise: making an access control decision based on the

access request, preferably wherein making the access control decision is selected from the
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group comprising: not authorising access to the access point based on the access request;
and allowing access to the access point based on the access request.

There Is also described a computer-readable medium comprising instructions which,
when executed by a computer, cause the computer to carry out any of the methods
substantially as described above.

There Is also described herein an access control system comprising: at least one
access control device or access control server comprising: a memory; a communication
Interface; and a processor; wherein the at least one access control device or access control
server I1s configured to perform any of the methods substantially as described above.

There Is also described herein: an access control system, comprising: at least one
access control device comprising: a memory; a communication interface; and a processor;
wherein the at least one access control device or access control server is configured to
perform method steps as set out above; and an access control server comprising: a
memory; a communication interface; and a processor; wherein the access control server is
configured to receive access requests from the mobile device and send the received access
requests to at least one of the at least one access control devices.

The access control system may further comprise one or more mobile devices for

generating and transmitting access requests.

Any system feature as described herein may also be provided as a method feature,
and vice versa. As used herein, means plus function features may be expressed
alternatively in terms of their corresponding structure.

Any feature in one aspect of the invention may be applied to other aspects of the
iInvention, In any appropriate combination. |n particular, method aspects may be applied to
system aspects, and vice versa. Furthermore, any, some and/or all features in one aspect
can be applied to any, some and/or all features In any other aspect, in any appropriate
combination.

It should also be appreciated that particular combinations of the various features
described and defined In any aspects of the invention can be implemented and/or supplied
and/or used independently.

BRIEF DESCRIPTION OF THE FIGURES

Methods and systems for access control are described by way of example only, In
relation to the Figures, wherein:

Figure 1 illustrates s an access control system for a premises;

Figure 2 illustrates a system configured for implementing access control using a
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mobile device configured to generate access requests, In accordance with one or more
Implementations; and

Figures 3A, 3B, 3C, 3D, 3E, 3F, 3G, 3H, 3Il, 3J, 3K, 3L, 3M and 3N illustrate methods
for iImplementing access control and/or monitoring premises having access control systems
using mobile devices configured to generate access requests, In accordance with one or
more Implementations.

DETAILED DESCRIPTION

Figure 1 shows an access control system 100 that may be used for providing access
to various entry points within a premises based on using a user's smartphone 120 as a
credential. The system 100 comprises two readers 140, 144 which are positioned at fixed
locations at the premises. Each reader 140, 144 is associated with an entry point (or access
point), such as a door or gate. The readers 140, 144 are capable of transmitting short-range
wireless communications. Such short-range wireless communications may have a range of
greater than 30cm and less than 100m, for example around 50cm to 30m. In this example
the readers 140, 144 are configured for Bluetooth® and Bluetooth® Low Energy (BLE)
communication. Alternatively or additionally the readers can be capable of very short range
communication, such as Near Field Communication (NFC), which may have a range of less
than 10cm, for example between around 1cm and Scm.

Each reader 140, 144 i1s connected to an entry point controller 142, 146. The
controllers 142, 146 are each capable of controlling a door, a lock for a door or a gate. In
this case the connection between each reader 140, 144 and controller 142, 146 i1s wired,
specifically via an RS485 cable. However in other embodiments the connection may be
wireless. Other controllers may also be provided which are capable of one or more other
building automation or access control devices, such as lighting, heating or ventilation
appliances etc. The controllers 142, 146 store control logic for making control/access
decisions.

The system 100 also includes a wireless local area network (WLAN) access point
130, which Is capable of transmitting and receiving short-range wireless communications. In
this example the WLAN technology i1s Wi-FI (IEEE 802.11), but others such as Zigbee (IEEE
302.15.4) could also be used.

The WLAN access point 130 Is In communication with an Internet router 150 for
providing a connection to the Internet 170. The connection between the WLAN access point
130 and the Internet router 150 is wired, e.g. using an RS485 cable. There are also wired
connections between the entry point access controllers 142, 146 and the Internet router 150,
IN this example the wired connection Is provided by Ethernet (IPv4/IPv6) cables. The

smartphone 120 is also able to connect to the WLAN access point 130 via the wireless
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WLAN communication protocol.

The Internet 170 provides a connection to a cloud-based access control server 180,
which also stores logic for controlling the system. A GSM antenna 190 is also shown,
providing connectivity to the Internet 170. The smartphone 120 is able to communicate with
the GSM antenna 190 via cellular communications. This connection also provides Internet
access for the smartphone. Although only a single GSM antenna 190 is shown here, In
reality there will be a plurality of GSM or other cellular technology antennas for cellular
communication.

In alternative embodiments, other mobile devices may be used Iinstead of
smartphone 120, such as tablets or laptop computers, or less intelligent devices, such as
keyfobs.

In some embodiments the controllers 142, 146 may be integrated into the readers
140, 144 to provide wireless communication and control capability in a single device.

Although In the example of Figure 1 the Internet connection for the controllers 142,
146 Is provided by wired connections to the Internet router 150, In alternative embodiments
the access controllers 142, 146 may have WLAN capabilities, such that they can be
connected to the Internet router 150 wirelessly via the WLAN access point 130.

In order for a user to access one of the entry/access points the system must know
which entry point the user requires access to and must then verify that the user i1s permitted
to use that access point. An access request I1s therefore sent from the user's smartphone
120 to the controller 142, 146. In this system there are two routes by which the access
request can be transmitted from the smartphone 120 to the controller 142, 146. The first
route Is for the access request to pass from the smartphone 120 directly to one of the
readers 140, 144 via a short-range wireless communication, or a device-to-device
communication path (also referred to as a single hop radio communication). In this
embodiment the short-range direct communication used to transmit the access request Is
Bluetooth® or Bluetooth® Low Energy (BLE). The access request is then transferred to the
corresponding access controller 140, 144 via the wired connection.

The second route Is for the access request to pass from the smartphone 120 to one
of the controllers 144, 146 via the Internet 170. In this route, the Internet connection for the
smartphone may be provided by the GSM antenna 190 as part of the cellular
communications network, or may be provided by the WLAN access point 130 and Internet
router 150 at the premises. The access request Is sent to the cloud access control server
180 via the Internet 1/0. The cloud access control server 180 can then send the access
request to the relevant entry point access controller 144, 146, also via the Internet 1/0. The

Internet connection for the entry point access controllers 144, 146 is provided by the wired
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connection to the Internet router 150. The cloud access control server 180 may direct the
access request to the required controller 144, 146, e.g. If the access request contains
Information identifying the access controller 144, 146. Alternatively, the access server 180
may not be able to identify which controller 144, 146 the request relates to, so may send the
access request to a plurality of controllers 144, 146. Each controller may then be able to
determine whether the access request Is for that controller based on information or
identifiers included In the access request.

The access system requires some Kkind of user authentication to prevent
unauthorised persons gaining access at the entry points. Therefore each access request
may Include an identifier of the smartphone 120 or of the user of the smartphone, or an
encrypted or hashed version thereof, from which it may be possible to identify the user
and/or smartphone and determine whether access should be provided. The access request
could alternatively include some form of secret code that can only be generated at
authorised requestors, e.g. based on an identifier received from the reader. The controller
144, 146 Includes logic for making access control decisions based on received access
requests.

It Is also important to check the access request originates from a device close to the
entry point and/or reader 140, 144 for security reasons and to prevent access to multiple
entry points at the premises being based on a single access request. Therefore the
smartphone 120 generally has to obtain an identifier of the reader 140, 144 and/or of the
entry point access controller 142, 146, or an encrypted or hashed version thereof, prior to
generating the access request. The received identifier, or encrypted or hashed version
thereof, can then be Included In the access request by the smartphone 120. Alternatively,
the received identifier, or encrypted or hashed version, can be processed by the smartphone
120 to generate another code from which the access point can be identified.

The smartphone 120 can obtain said identification or code of the entry/ access point
or reader by receiving it in a communication from the reader 140, 144, generally a wireless
communication. For example the readers 140, 144 can emit access beacons, such as in the
form of Bluetooth or BLE beacons, containing the identifier or an encrypted or hashed
version of the identifier. The readers 140, 144 can emit beacons periodically, or may be
‘woken up” and caused to emit beacons by some form of user interaction. For example the
readers 140, 144 may have a user interface element, such as a button or touchscreen, or
may have a motion detector, such as a passive infrared (PIR) sensor, or touch switch, such
as a capacitance switch or resistance touch switch. The user interaction on such a user
Interface element can trigger the reader 140, 144 to start emitting beacons.

In alternative embodiments, the control logic could be stored on the server 180 and
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the server 180 could make access control decisions In addition or instead of the access
decisions being made at each controller 142, 146.

In alternative embodiments, the smartphone 120 could transmit a query
communication to the reader, asking the reader for the identifier of the entry point or
controller. The query message may be sent over a short-range communication, e.g.
Bluetooth or BLE or NFC. Upon receipt of the query message the reader can send a beacon
or other communication to the smartphone 120 with the identifier or encrypted or hashed
version thereof. This scenario generally requires some sort of user interaction on the
smartphone 120 to trigger the query message.

An access control application i1s provided on the smartphone 120 for generating entry
access requests and sending access requests to the controller. The application may need to
be In an active state to generate and send access requests.

There can be several different states for the access control application. In some
examples, there are five states for the application:

Non-running: the app is not running at all.

Inactive foreground: the app Is running In the foreground, but not receiving events.
This may happen, for example, when a call or SMS message is received.

Active foreground: the app Is running In the foreground, and receiving events. The
app generally takes up

Background running: The app Is running in the background, and executing code.

Suspended: The app is in the background, but no code is being executed.

However In some embodiments only some of these are available, for example only
the active foreground and non-running (and optionally the background running) states.

In a foreground state, or mode, the application may occupy some or all of the screen
of the mobile device, so that the interface of the app Is visible to the user. In background,
non-running and suspended states, or modes, the application may not be visible on the
screen of the mobile device, or the application interface (or a portion of the interface) may be
visible behind or alongside one or more other applications that are occupying the majority of
the screen of the mobile device. For example, In the background state the application may
occupy 25% or less, or 50% or less of the screen area. |n the background running state, the
application runs on the mobile device and can receive beacon data and process commands,
however the user Is not actively interacting with the application and the application may not
be displayed on the mobile device. This background state may be referred to as the
application running Iin the background.

In some embodiments, the application may have additional background states such

as a suspended state and/or a terminated state. In the suspended or terminated state the
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application may not actually be running on the device In the background, for example the
application may not be able to run code on the processor of the mobile device or actuate
commands. |In some cases, the application may not be able to receive beacon notifications
or process commands In the suspended and/or terminated state.

FIG. 3A to 3N illustrate methods for implementing access control and monitoring
premises using a mobile device configured to generate access requests, In accordance with
one or more implementations. The operations of the methods presented below are intended
to be Iillustrative. In some implementations, the methods may be accomplished with one or
more additional operations not described, and/or without one or more of the operations
discussed. Additionally, the order in which the operations of the methods are illustrated and
described below Is not intended to be limiting.

In some iImplementations, the methods may be implemented In one or more
processing devices (e.qg., a digital processor, an analog processor, a digital circuit designed
to process information, an analog circuit designed to process information, a state machine,
and/or other mechanisms for electronically processing information). The one or more
processing devices may include one or more devices executing some or all of the operations
of method In response to instructions stored electronically on an electronic storage medium.
The one or more processing devices may Iinclude one or more devices configured through
hardware, firmware, and/or software to be specifically designed for execution of one or more
of the operations of method.

Referring to FIG. 2, a system 200 configured for implementing access control using a
mobile device configured to generate access requests will now be described. In some
Implementations, system 200 may include one or more computing platforms 202, also
referred to herein as mobile device 202. Computing platform(s) 202 may be configured to
communicate with one or more remote platforms 204 according to a client/server
architecture, a peer-to-peer architecture, and/or other architectures. Remote platform(s) 204
may be configured to communicate with other remote platforms via computing platform(s)
202 and/or according to a client/server architecture, a peer-to-peer architecture, and/or other
architectures. Users may access system 200 via remote platform(s) 204. Remote platform
204 may be an access control server 204. There are also one or more access control
devices 203, each located at or adjacent or near an access point.

Mobile device 202 may be configured by machine-readable instructions 206.
Machine-readable Instructions 206 may include one or more Instruction modules. The
INnstruction modules may include computer program modules. The instruction modules may
INnclude one or more of status change detection module 208, access control beacon

receiving module 210, access request generating module 212, access request sending
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module 214, status flag setting module 228, trigger receiving module 230, communication
protocol selection module 232, signal strength determination module 252 and/or other
Instruction modules.

The access control devices 203 may also be configured by machine-readable
INnstructions. The access control devices 203 may include one or more of a sound transmittal
module 218, access request receiving module 246, parameter determination module 248,
authenticity level assignment module 250, access control decision making module 256,
access challenge procedure nitiation module 258, access beacon code generating module
2068, access beacon transmittal module 270, validity determination module 274, location
identifying module 284, and/or other instruction modules.

The access control server 204 may also be configured by machine-readable
Instructions. The access control server 204 may Include one or more of location
determination module 222, test message receiving module 242, test message transmittal
module 244, alert raising module 266, location identifying module 284, and/or other
Instruction modules. The access control server 204 may be capable of making access
control decisions In some embodiments, and so may include a decision making module 256.

The mobile device may be a mobile telephone, or smartphone, or may be a tablet or
personal computer. Generally the mobile device will have wireless communication
capabllity, such as short-range communication protocol (e.g. Bluetooth) and preferably
longer-range communication capability (e.g. cellular or WLAN).

Status change detection module 208 may be configured to detect a status change of
the mobile device. Status changes may comprise detecting a location of a mobile device
has changed (or changed by more than a predetermined amount) and/or detecting a
predetermined sound. Status change detection module 208 may be configured to, upon
detecting a status change of the mobile device, trigger logic on the mobile device into a state
to monitor for receipt of one or more access control beacons. Triggering logic may comprise
activating logic. Triggering logic to monitor for receipt of beacons may comprise switching
on a short-range wireless communication interface.

Beacons may be wireless messages or adverts, generally broadcast messages.
Preferably beacons are transmitted over short-range wireless communication protocols, e.g.
Bluetooth.

Access control beacon receiving module 210 may be configured to receive an access
control beacon from an access control device. An access control device may be a local
device configured to control an access point, such as a door or gate controller. Additionally
or alternatively, the access control device may have reader capabilities, e.g. be a card or

credential reader. The access control device may have a user interface. The access control
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device may have a presence detector, such as a motion detector.

Access control beacon receiving module 210 may be configured to receive an access
control beacon from an access control device. The access control beacon may include an
identifier of the access control device. Such an identifier may be a unique identifier of the
access control device. The identifier may be unique worldwide, or unique within a particular
access control system. Generating a single access beacon code may be repeated with a
different time-varying identifier in response to receiving a user interaction at the access
control device. The time-varying identifier may change over time, for example it may change
at a predetermined frequency (such as every few seconds or every minute or every five
minutes), or it may change dependent on access requests received for the access control
device (such as every time an access request for the access control device or corresponding
access point is received). A user interaction could be a user input, such as selection of an
option (e.g. via a button or screen of a user interface). Alternatively, it could be a user input
such as a sound, e.g. a voice-activated input detected on a microphone.

Access request generating module 212 may be configured to generate an access
request based on the recelved access control beacon. An access request may comprise a
request to be allowed access via the corresponding access point. [t may also comprise an
identifier of the mobile device and/or the user of the mobile device. The access request may
have been generated using information included in the access control beacon (such as the
access control device identifier).

Access request generating module 212 may be configured to generate an access
request based on the received access control beacon.

Access request transmittal module 214 may be configured to transmit, or send, the
access request over a wireless communication interface of the mobile device. The wireless
communication interface may be a short-range (e.g. where the range is <100m or <50m or
<20m), or device-to-device, or low bandwidth interface, such as Bluetooth or BLE or UWB.

Upon determining that the mobile device is not stationary, logic on the mobile device
may transition into a state to monitor for receipt of one or more access control beacons.

The mobile device may be configured to periodically determine whether the mobile
device Is able to communicate over the first wireless communication protocol.

Sound transmittal module 218 may be configured to transmit a predefined sound
from a device located at or near an access point, e.g. from the access control device. The
device located at or near an access point may be triggered to transmit the predefined sound
upon detecting a user interaction, e.g. by motion detection by a motion detector. Matching
the recelved sound data to a predetermined sound signature may include identifying the

sound data as indicative of the transmitted predefined sound. The received sound data may
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be outside the audible range, e.g. ultrasonic. The predetermined sound signature may be
stored sound data.

The mobile device may periodically monitor for receipt of one or more access control
beacons at predetermined monitoring intervals. The mobile device may monitor only during
monitoring periods, which can be separated by monitoring intervals (during which the mobile
device does not monitor). The monitoring time period may be substantially smaller than the
predetermined monitoring intervals. The predetermined monitoring intervals may be at least
5 seconds In length and not more than 30 minutes In length preferable at least 20 seconds
and/or not more than 20 minutes.

Location determination module 222 may be configured to determine the location of
the mobile device. This may be based on GPS or wireless communication data, such as
WLAN data. Location identifying module 284 may be configured to determine the location
of the access point.

The monitoring Intervals may be adjusted based on the determined location of the
mobile device. Adjusting the monitoring intervals based on the determined location may
INclude setting the monitoring intervals to different predetermined values for each side of a
geofence located at or near a premises.

An access control application (or software) on the mobile device may be caused to
transition from an inactive to an active state.

Status flag setting module 228 may be configured to, based on determining which
wireless communication routes are available, set at least one status flag. A trigger for an
access request may be recelved at the mobile device. Upon receiving the trigger, the mobile
device may generate an access request. Communication protocol selection module 232 may
be configured to select a communication protocol from the first and second wireless
communication protocols based on the previously set status flag.

Access request sending module 214 may be configured to send the access request
to an access control device using the selected wireless communication protocol. Access
request sending module 214 may be configured to send the access request from the access
control server to an identified access control device. The access control device may be
iIdentified from the access control beacon or advert.

The mobile device may be configured to, if an acknowledgement of a test message is
not received at the mobile device within a predetermined test time period, wait a
predetermined test interval period before attempting to send a further test message from the
mobile device using the first wireless communication protocol. The acknowledgement
message may be sent by a remote access control server. The test time period is preferably

less than 5 minutes, more preferably less than 3 minutes, more preferably less than 1
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minute. The test time period may be between 1 second and 30 seconds, preferably between
1 second and 15 seconds, more preferably between 1 second and 5 seconds or between 1
second and 3 seconds.

Upon the status flag being reset or expiring, the mobile device may an attempt to
send a further test message. The flag may be reset (e.g. removed or deleted) after a
predetermined time period.

The mobile device may be configured to repeat the steps of attempting to send a first
test message and monitoring for receipt of an acknowledgement of the first test message at
time intervals of a first test interval length. Thus sending consecutive first test messages
may be separated by a time equal to the first test interval length. The remote server may be
configured to repeat the step of transmitting a second test message from the remote server
to the mobile device for a predetermined time period (e.g. 30 minutes or 1 hour, preferably at
least 20 minutes, more preferably between 15 minutes and 12 hours) or a predetermined
number of times (e.g. at least 3 or at least 5 times).

The access control device may repeat the steps of generating a single access
beacon code from the identifier of the access control device or access point and a time-
varying identifier using a hashing or encryption algorithm and transmitting, from the access
control device, an access beacon including the access beacon code.

Test message receiving module 242 may be configured to receive the first test
message from the mobile device at a remote server. Test message receiving module 242
may be configured to, upon receiving the first test message, transmit an acknowledgement
of the first test message from the remote server to the mobile device. Setting at least one
status flag at the mobile device may Include setting the at least one status flag upon
receiving the acknowledgement of the first test message. Setting at least one status flag may
INnclude updating the at least one status flag upon receiving the acknowledgement of each of
the one or more second test messages.

Test message transmittal module 244 may be configured to transmit a second test
message from the remote server to the mobile device.

Access request recelving module 246 may be configured to recelve an access
request from the mobile device. The access request may include an identifier indicative of an
access point to be accessed, e.g. including a (unique) identifier of the access point or an
associated access control device. Access request receiving module 246 may be configured
to recelive, at the access control device, an access request from the mobile device.

Access request receiving module 246 may alternatively be configured to receive, at
the access control server, the access request from the mobile device. Access request

recelving module 246 may be configured to receive an access request from a mobile device.
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The access request may include mobile device location data indicative of the location of the
mobile device and data identifying an access point at the premises. Access request
receiving module 246 may be configured to subsequently receive a subsequent access
request for the access point from a mobile device. The subsequent access request Is thus
recelved after a first, or initial (or prior), access request. The subsequent access request
may Include mobile device location data indicative of the location of the mobile device and
data identifying the access point. The mobile device location data indicative of the location of
the mobile device may include one or more of geolocation data and data derived from a
wireless local area network. The premises may have a plurality of access points. The mobile
device location data indicative of the location of the mobile device may include step data
Indicative of the number of steps taken by a user of the mobile device between the time of a
previous access request for one other access point at the premises and the time of the
access request. Access request receiving module 246 may be configured to recelve an
access request from a mobile device.

Detecting a status change of the mobile device may include determining that the
mobile device Is not stationary. Detecting a status change of the mobile device may include
detecting the mobile device has crossed a geofence. Detecting a status change of the
mobile device may Include recelving sound data from a microphone of the mobile device.
Detecting a status change of the mobile device may include matching the received sound
data to a predetermined sound signature. Detecting a status change of the mobile device
may Include determining that the sound data matches a predetermined sound signature.
Determining the location may Include determining the mobile device has crossed a
geofence. Monitoring for receipt of one or more access control beacons and/or generating
the access request may be performed by an application on the mobile devuce. Generating
an access request may be based on an identifier of the mobile device or of the user of the
mobile device. Attempting to send a test message from the mobile device may be triggered
by the mobile device detecting it i1s located at or within a predetermined distance of a
premises for which access can be controlled based on access requests generated by the
mobile device. The access request and the previous access request each may Include
location data indicative of the location of the mobile device. The predetermined distance
may be at least 10m and/or not more than Skm or not more than 1km.

Initiating a challenge procedure may include sending a request for further information
to the mobile device. Determining whether the access request may Iinclude the access
beacon code or the time-varying identifier includes determining whether the access request
INncludes one of the stored access beacon codes or the time-varying identifiers (where they

are stored In the access control device and/or at the access control server). Determining the
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validity of the access request may be based on the determination of whether the access
request includes one of the stored access beacon codes or time-varying identifiers. |If a
request I1s determined invalid or not valid, it may be refused, or not allowed. Thus no access
control action may be taken in response. An alert may also be triggered. Determining the
validity of the access request may be based on the code generation (e.g. time at which code
IS generated In the access control device) or transmission time (e.g. time at which access
beacon Is transmitted from the access control device) associated with the access code.
Determining whether the access request includes the access beacon code or the time-
varying identifiler may include determining whether the access request includes the access
beacon code. The access request may be received from the mobile device via device-to-
device communication. Device-to-device communication may be direct communication
between devices, e.g. not via any other communication devices. Examples Include
Bluetooth or UWB, rather than communication over the Internet or over a WLAN network,
which may require multiple hops via multiple devices before reaching the destination.

The access request may be sent from the mobile device to an access control server.
The access request may include the access beacon code. |dentifying, at the access control
server, one of the access control devices to which to send the access request may be
performed by matching the access beacon code In the access request to the identifier of the
access control device. In some embodiments the access request may be only determined as
valid If the access request includes the time-varying identifier or an encrypted version
thereof. The previous, or prior, access request may have been received from the (same)
mobile device. Validating the subsequent access request may iInclude assigning an
authenticity level to the access request. The authenticity level may provide a probability of
how likely It I1s the access request originated from a legitimate, authorised user or from a
malicious attack.

The access request may include data identifying an access point at the premises.
The access request may include location data indicative of the location of the mobile device
and determining the at least one parameter may include determining the location of the
access point. Comparing the location of the mobile device with the location of the access
point may Iinclude determining the distance between the access point and the mobile device.
Assigning an authenticity level to the access request may include comparing the distance
between the access point and the mobile device to one or more threshold distances.
Threshold distances may be, for example, between around 50cm and 5m, more preferably
between around 50cm and 2m. Assigning an authenticity level to the access request may
INclude selecting an authenticity level from a plurality of authenticity levels based on the

comparison with the one or more threshold distances. The location data indicative of the
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location of the mobile device may include one or more of geolocation data and data derived
from a wireless local area network.

Determining at least one parameter associated with the mobile device and/or the
access point may include receiving data indicative of a previous access request generated
by the mobile device. Determining at least one parameter associated with the mobile device
and/or the access point may include assigning an authenticity level to the access request
pbased on the identification of the access point to be accessed and the previous access point.
The previous access point may be the access point the mobile device most recently
transmitted an access request for. Determining at least one parameter associated with the
mobile device and/or the access point may include receiving step data indicative of the
number of steps taken by a user holding the mobile device between the time of the previous
access request and the time of the access request. Assigning an authenticity level to the
access request may be based on the received step data and a determination of the distance
between the access point of the previous request and the access point to be accessed.
ldentifying one or more possible locations of the access point may include using the step
data to estimate the position of the access point relative to the other access point. Updating
stored access point location data may include updating one or more previously stored
possible location for the access point.

Updating a stored location of the mobile device may be based on the determined
location of the access point identified in the access request and on the identified one or more
possible locations of the mobile device based on the received signal strength of each of one
or more advertisements and the stored location of the access control device corresponding
to each advertisement. The recelved signal strength may be received signal strength at the
mobile device.

Parameter determination module 248 may be configured to determine at least one
parameter associated with the mobile device and/or the access point. Authenticity level
assignment module 250 may be configured to assign an authenticity level to the access
request based on the access point to be accessed and the at least one parameter.
Authenticity level assignment module 250 may be configured to assign an authenticity level
to the access request based on the comparison of the location. Assigning the authenticity
level to the access request may be based on location data indicative of the location of the
mobile device at the time of the previous access request and the time of the (subsequent)
access request and/or the distance moved by the mobile device between the time of the
previous access request and the time of the access request.

The access control device and/or access control server may be configured to

compare the location of the mobile device with the location of the access point. The access
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control device and/or the access control server may be configured to determine the distance
between the access point to be accessed and the access point of the previous access
request.

Access control decision making module 256 may be configured to make an access
control decision based on the authenticity level assigned to the access request. The
decision may comprise allowing access and thus activating commands or controls to allow
access. The decision may comprise not allowing access, and thus comprise activating
commands or controls to prevent access, or not simply activating commands or controls that
would allow access.

Access challenge procedure Initiation module 258 may be configured to Initiate an
access challenge procedure based on the assigned authenticity level, e.g to request further
Information or credentials before making an access decision.

Received further information may be checked against a set of stored access
credential information. Stored access credential information may include passwords, PINSs,
user IDs, or other Information such as bio identifiers (e.g. images of faces or iris or
fingerprints) for authorised users. The set of stored access credential information may be
selected from a plurality of sets of stored access credential information based on an identifier
IN the access request.

Authenticity level assignment module 250 may be configured to update the
authenticity level for the access request based on whether the received information matches
the set of stored access credential information.

Alert raising module 266 may be configured to raise an alert based on the
authenticity level.

Access beacon code generating module 268 may be configured to generate, at an
access control device associated with an access point, a single access beacon code from an
identifier of the access control device or access point and a time-varying identifier using a
hashing or encryption algorithm. The hashing or encryption algorithm may be an irreversible
hashing algorithm. The hashing or encryption algorithm may be a reversible encryption
algorithm. Reversible encryption algorithms can be decrypted to return to the inputs of the
encryption algorithm. Making the access control decision may be selected from the group
INcluding not authorising access to the access point based on the access request. Making
the access control decision may be selected from the group including allowing access to the
access point based on the access request.

Access beacon transmittal module 270 may be configured to transmit, from the
access control device, an access beacon Iincluding the access beacon code. Preferably the

beacon, or advertisement, I1s sent over a short-range wireless communication interface or
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protocol.

Validity determination module 274 may be configured to determine whether the
access request includes the access beacon code or the time-varying identifier. Validity
determination module 274 may be configured to determine the validity of the access request
pbased on the determination of whether the access request includes the access beacon code
or the time-varying identifier.

The access control device and/or the access control server may store each of the
generated access beacon codes or each of the time-varying identifiers along with the
associated code generation or transmission time for each code.

The access control server may be configured to identify one of the access control
devices to which to send the access request based on an access beacon code In an access
request received at the server.

The access control device may be configured to send, from the access control device
to the access control server, the generated access beacon code and an identifier of the
access control device. Generating an access request may be based on the identifier of the
access control device.

The access control server may be configured to store a link or mapping between the
access beacon code and the identifier of the access control device.

Location identifying module 284 may be configured to identify one or more possible
locations of the access point based on the mobile device location data in the access request.

Location determination module 222 may be configured to identify one or more
possible locations of the mobile device based on the received signal strength of each of the
one or more advertisements and the stored location of the access control device
corresponding to each advertisement. Location identifying module 284 may be configured to
update stored access point location data indicative of the location of the access point based
on the identifled one or more possible locations. The access control server may be
configured to build a map of the locations or possible locations of each of the plurality of
access points at the premises.

The access control server (or each Iindividual access point) may be configured to
learn the location of the access point based on data contained in a first set of access
requests for the access point. By way of non-limiting example, the first set of access
requests may Include at least three access requests, preferably at least five access
requests, more preferably at least ten access requests.

Validity determination module 274 may be configured to validate the subsequent
access request based on the previously learned location of the access point and the mobile

device location data.
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Location determination module 222 may be configured to update a stored location of
the mobile device based on the determined location of the access point. Location identifying
module 284 may be configured to update a stored location of the mobile device based on
the identified one or more locations.

An access control system may comprise a plurality of access control devices.
Location identifying module 284 may be configured to store the location of each of the
plurality of access control devices.

Access beacon transmittal module may be configured to send periodic
advertisements from each of the plurality of access control devices over a short-range
wireless protocol. Each advertisement may include data identifying the access point from
which it Is sent.

Access control beacon recelving module 210 may be configured to receive, at a
mobile device, one or more advertisements. By way of non-limiting example, determining
that the mobile device may be not stationary includes receiving motion data from an
accelerometer, gyroscope, magnetometer or barometer of the mobile device. Determining
that the mobile device may be not stationary includes determining that the received motion
data iIs indicative of movement. Determining that the mobile device may be not stationary
INncludes receiving location data of the mobile device. Determining that the mobile device
may be not stationary includes determining from the received location data that the mobile
device Is moving.

The mobile device may have an application for generating access requests. The
mobile device may have an operating system. Detecting a status change of the mobile
device may be performed by the operating system. Determining whether the mobile device
may be able to communicate over the first wireless communication protocol includes
determining whether the mobile device 1s able to communicate over an |IP-based network
link. Periodically determining whether the mobile device may be able to communicate over
the first wireless communication protocol can include attempting to send a test message
from the mobile device using the first wireless communication protocol.

Periodically determining whether the mobile device may be able to communicate
over the first wireless communication protocol can includes monitoring for receipt of an
acknowledgement of the test message at the mobile device. Periodically determining
whether the mobile device may be able to communicate over the first wireless
communication protocol includes monitoring for receipt of a test message from an access
control server (e.g. a remote or cloud-based) at the mobile device. Periodically determining
whether the mobile device may be able to communicate over the first wireless

communication protocol includes attempting to send a first test message from the mobile
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device using the first wireless communication protocol. Periodically determining whether the
mobile device may be able to communicate over the first wireless communication protocol
can include monitoring for receipt of an acknowledgement of the first test message received
over the first wireless communication protocol at the mobile device. Periodically determining
whether the mobile device may be able to communicate over the first wireless
communication protocol includes, upon recelving an acknowledgement of the first test
message, monitoring for receipt of one or more second test messages received over the first
wireless communication protocol at the mobile device. Determining whether the mobile
device may be able to communicate over the first wireless communication protocol may
INclude attempting to send a test message from the mobile device using the first wireless
communication protocol.

The at least one parameter associated with the mobile device and/or the access
point may Include a historical measure based on a plurality of previous access requests
generated by the mobile device or on behalf of a user associated with the mobile device.
The access request from the mobile device may Include the identifier of the access control
device. Each may advertisement from a different one the plurality of access control devices.
The historical measure may refer to requests generated or sent or received over a previous
or preceding time period.

The mobile device may be configured to determine the received signal strength at the
mobile device of each of the received one or more advertisements or access control
beacons.

It may be determined whether at least two advertisements are received at the mobile
device within a predetermined threshold time of each other before using them to determine
or update a location of the mobile device. At least two advertisements to update the stored
location of the mobile device only If the at least two advertisements are received at the
mobile device within the predetermined threshold time of each other.

In some iImplementations, monitoring for receipt may include monitoring for receipt
for a monitoring time period. In some implementations, the application may have at least one
active state and at least one Iinactive state. In some implementations, the access control
beacons may be wireless beacons, for example short range wireless beacons such as
Bluetooth, Bluetooth low energy, or iIBeacons. In some implementations, the status flag may
denote the availability of communication over the first wireless communication protocol. In
some Implementations, selecting a communication protocol may include selecting the first
wireless communication protocol If the status flag denotes the first wireless communication
protocol Is avallable, regardless of whether or not the second wireless communication

protocol is available.
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In some implementations, the first wireless communication protocol may be a high
pandwidth wireless communication protocol and the second wireless communication
protocol Is a low bandwidth wireless communication protocol. In some implementations, the
first wireless communication protocol may provide an internet protocol-based network link
and the second wireless communication protocol provides a short-range data link. In some
Implementations, by way of non-limiting example, the first wireless communication protocol
may be selected from cellular and Wi-Fi and the second wireless communication protocol is
selected from Bluetooth, BLE or NFC. In some implementations, the status flag may be reset
or expire after a predetermined time period. In some implementations, receiving a trigger for
an access request may include receiving an access control beacon from an access control
device over the second wireless communication protocol. In some Implementations, the
access point to be accessed may be one of a plurality of access points at a premises.

In some Implementations, the previous access request may relate to one of the
plurality of access points. In some implementations, assigning an authenticity level to the
second access request may be based on the determined distance. In some
Implementations, generating a single access beacon code may be repeated with a different
time-varying identifier at predetermined generation intervals. In some implementations,
generating a single access beacon code may be repeated with a different time-varying
identifier In response to receiving and access request or determining an access request Is
valid. In some implementations, updating stored access point location data may be based on
the comparison. In some implementations, the previous locations preferably may have been
identified or inferred from one or more previous access requests.

In some implementations, the premises may have a plurality of access points. In
some Implementations, receiving, at a mobile device, one or more advertisements may
INclude receiving at least two advertisements from different access control devices.
Preferably the different access control devices are located In different locations. The
different access control devices may have different (unique) identifiers.

In some Implementations, computing platform(s) 202, 203 and remote platform(s)
204 may be operatively linked via one or more electronic communication links. For example,
such electronic communication links may be established, at least in part, via a network such
as the Internet and/or other networks. It will be appreciated that this is not intended to be
limiting, and that the scope of this disclosure includes implementations in which computing
platform(s) 202, 203, 204, may be operatively linked via some other communication media.

A given remote platform 204 may include one or more processors configured to
execute computer program modules. The computer program modules may be configured to

enable an expert or user associated with the given remote platform 204 to interface with
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system 200, and/or provide other functionality attributed herein to remote platform(s) 204. By
way of non-limiting example, a given remote platform 204 and/or a given computing platform
202 may Include one or more of a server, a desktop computer, a laptop computer, a
handheld computer, a tablet computing platform, a NetBook, a Smartphone, a gaming
console, and/or other computing platforms.

Computing platform(s) 202, 203, 204 may include electronic storage, one or more
processors, and/or other components. Computing platform(s) 202, 203, 204 may include
communication lines, or ports to enable the exchange of information with a network and/or
other computing platforms. lllustration of computing platform(s) 202, 203, 204 in FIG. 2 is not
intended to be limiting. Computing platform(s) 202, 203, 204 may include a plurality of
hardware, software, and/or firmware components operating together to provide the
functionality attributed herein to computing platform(s) 202, 203, 204. For example,
computing platform(s) 202, 203, 204 may be implemented by a cloud of computing platforms
operating together as computing platform(s) 202, 203, 204.

Electronic storage on devices 202, 203, 204 may comprise non-transitory storage
media that electronically stores information. The electronic storage media of electronic
storage 316 may Include one or both of system storage that is provided integrally (i.e.,
substantially non-removable) with computing platform(s) 202, 203, 204 and/or removable
storage that Is removably connectable to computing platform(s) 202, 203, 204 via, for
example, a port (e.g., a USB port, a firewire port, etc.) or a drive (e.g., a disk drive, etc.).
Electronic storage may include one or more of optically readable storage media (e.g., optical
disks, etc.), magnetically readable storage media (e.g., magnetic tape, magnetic hard drive,
floppy drive, etc.), electrical charge-based storage media (e.g., EEPROM, RAM, etc.), solid-
state storage media (e.qg., flash drive, etc.), and/or other electronically readable storage
media. Electronic storage may include one or more virtual storage resources (e.g., cloud
storage, a virtual private network, and/or other virtual storage resources). Electronic storage
may store software algorithms, information determined by processor(s), information received
from computing platform(s) 202, 203, 204, and/or other information that enables computing
platform(s) 202 to function as described herein.

Processor(s) may be configured to provide information processing capabillities In
computing platform(s) 202, 203, 204. As such, processor(s) may include one or more of a
digital processor, an analog processor, a digital circuit designed to process information, an
analog circuit designed to process information, a state machine, and/or other mechanisms
for electronically processing information. These processing units may be physically located
within the same device, or processor(s) may represent processing functionality of a plurality

of devices operating In coordination. Processor(s) may be configured to execute the
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modules shown, and/or other modules. Processor(s) may be configured to execute the
modules by software; hardware; firmware; some combination of software, hardware, and/or
firmware; and/or other mechanisms for configuring processing capabilities on processor(s).
As used herein, the term "module” may refer to any component or set of components that
perform the functionality attributed to the module. This may include one or more physical
processors during execution of processor readable instructions, the processor readable
Instructions, circuitry, hardware, storage media, or any other components.

It should be appreciated that although the modules are illustrated in FIG. 2 as being
Implemented within three distinct processing units, in implementations in which processor(s)
INnclude multiple processing units, one or more of the modules may be implemented remotely
from the other modules. The description of the functionality provided by the different
modules s for illustrative purposes, and is not intended to be limiting, as any of modules
may provide more or less functionality than i1s described. For example, one or more of the
modules may be eliminated, and some or all of its functionality may be provided by other
ones of modules. As another example, processor(s) may be configured to execute one or
more additional modules that may perform some or all of the functionality attributed below to
one of the modules illustrated in Figure 2.

FIGs. 3A to 3N illustrate methods for implementing access control and monitoring
premises using a mobile device configured to generate access requests, in accordance with
one or more implementations. The operations of the methods presented below are intended
to be illustrative. In some implementations, methods may be accomplished with one or more
additional operations not described, and/or without one or more of the operations discussed.
Additionally, the order in which the operations of method 300 are illustrated in FIG. 3A to 3N
and described below Is not intended to be limiting.

FIG. 3A illustrates a method 300A for implementing access control, in accordance
with one or more implementations.

An operation 302 may include detecting a status change of the mobile device.
Operation 302 may be performed by one or more hardware processors configured by
machine-readable instructions including a module that is the same as or similar to status
change detection module 208, in accordance with one or more implementations. The status
change may be detected by based on one or more sensors of the mobile device, such as
motion or light sensors. For example, step 302 may comprise determining that the mobile
device I1s not stationary. This could be based on motion data from a sensor of the mobile
device such as from an accelerometer. Alternatively, or additionally, it may be based on
location data and detecting a change in the location data of the mobile device. Such

location data may be based on GPS or wireless signals.
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An operation 304 may include, upon detecting a status change of the mobile device,
triggering logic on the mobile device into a state to monitor for receipt of one or more access
control beacons. Operation 304 may be performed by one or more hardware processors
configured by machine-readable instructions including a module that is the same as or
similar to beacon monitoring module 220, in accordance with one or more implementations.

An operation 306 may include recelving an access control beacon from an access
control device. Operation 306 may be performed by one or more hardware processors
configured by machine-readable instructions including a module that is the same as or
similar to access control beacon receiving module 210, in accordance with one or more
Implementations.

An operation 308 may include generating an access request based on the received
access control beacon. Operation 308 may be performed by one or more hardware
processors configured by machine-readable instructions including a module that is the same
as or similar to access request generating module 212, in accordance with one or more
Implementations.

An operation 310 may Include transmitting the access request over a wireless
communication interface of the mobile device. The wireless communication interface could
utilise a short-range wireless protocol, such as BLE or Zigbee or NFC. Alternatively, the
wireless protocol could be longer-range, such as Wi-Fi or cellular. Operation 310 may be
performed by one or more hardware processors configured by machine-readable
Instructions including a module that is the same as or similar to access request sending
module 214, Iin accordance with one or more implementations.

FIG. 3B illustrates a method 300B for detecting a status change of a mobile device
using sound detection, In accordance with one or more implementations. For example,
method 300B may be performed as all or part of step 302 of method 300A shown in FIG. 3A.

An optional operation 312 may include transmitting a predefined sound from a device
located at or near an access point. For example, in some embodiments that device could<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>