w0 2024/245698 A1 | I 00O KO O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert J
(o wer Orgmiation 2 0 OO0 OO0 0 0 OO A0

International Bureau % (10) International Publication Number

WO 2024/245698 Al

(43) International Publication Date
05 December 2024 (05.12.2024) WIRPOIPCT

(51) International Patent Classification: (74) Agent: SCHAEFERJOHANN, Volker, Am Lindener
GO6V 10/25 (2022.01) GO6V 10/764 (2022.01) Hafen 21, 30453 Hannover (DE).

Go6Y 20/58 (2022.01) (81) Designated States (unless otherwise indicated, for every

(21) International Application Number: kind of national protection available). AE, AG, AL, AM,

PCT/EP2024/062457 AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,

CA, CH, CL, CN, CO, CR, CU, CV, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

06 May 2024 (06.05.2024) HN, HR, HU, ID, IL, IN, IQ, IR, IS, IT, IM, JO, JP, KE, KG,
(25) Filing Language: English KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,
MA, MD, MG, MK, MN, MU, MW, MX, MY, MZ, NA,

(22) International Filing Date:

(26) Publication Language: English NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA RO,
(30) Priority Data: RS, RU,RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH,
202311037296 30 May 2023 (30.05.2023) N TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.
(71) Applicant: ZF CV SYSTEMS GLOBAL GMBH
[CH/CH]; Giacomettistrasse 1, 3006 Bern (CH). (84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, CV,
GH, GM,KE, LR, LS, MW, MZ, NA, RW, SC, SD, SL, ST,
Sz, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,

(72) Inventor: THAZHATHETHIL MUSTHAFA, Mo-
hammed Sagheer; C1 B Block, Chennai 600125 (IN).

(54) Title: METHOD FOR ANONYMIZATION OF IMAGE DATA FOR A TELEMATICS DEVICE OF A VEHICLE, INPARTICU-
LAR UTILITY VEHICLE, TELEMATICS DEVICE, VEHICLE, COMPUTER PROGRAM

200a,200b~ 225~ 220
/) o,
[ [

227 / R
N E
.___r- [ :"i_'
261- 2807967
205,260~ 270)°"
261 2517 271 280_,_2_9_(_)7__
= |
N | \>{\\
2159 250
2D |
210 t
Fig. 1

(57) Abstract: Method (100) for anonymization of image data (250) for a telematics device (210) of a vehicle (200a), in particular
utility vehicle (200b), wherein the method (100) comprises: receiving (110), from a control unit (225) of an advanced driver assistance
system (220), a presence tag (260) indicating the presence or absence of a representation of a vulnerable road user (290) and/or of
a further vehicle (280) in sensor data (270) being acquired by a sensor device (226) of the advanced driver assistance system (220);
obtaining (120) the image data (250) from a camera device (215) being adapted to be connected to the telematics device (210); and
performing (130) anonymization of the image data (250), depending on the presence tag (260).

[Continued on next page]



WO 2024/245698 A | [IH1I] ) 00000000000 0O

DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE,
S, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))
— in black and white; the international application as filed

contained color or greyscale and is available for download
Jrom PATENTSCOPE



WO 2024/245698 PCT/EP2024/062457

Method for anonymization of image data for a telematics device of a vehicle, in

particular utility vehicle, telematics device, vehicle. computer program

The invention relates to a method for anonymization of image data for a telematics
device of a vehicle, in particular utility vehicle. The invention also relates to a
telematics device for a vehicle, in particular utility vehicle, to a vehicle, in particular

utility vehicle, and to a computer program.

A vehicle comprises a plurality of sensors which may be adapted to acquire data
which may contain personal data. Such personal data may comprise image data
which may relate to a person and/or a feature of a person. Personal data may also
comprise image data that may enable an identification of vehicle-specific information
which may be indicative of a person, such as a license plate and/or a number plate.

WO 2019/048034 A1 discloses an electronic logging and track detection system for
mobile telematics devices and method thereof. In particular, an electronic logging and
track detection system and system for mobile telematics devices, as smart phones
and/or mobile cellular phones is disclosed, which tend to change their sensing and
measuring orientation and direction in respect to the main direction of
movement/motion or moving sense, as for example given by a person with proper
motion holding a mobile phone within a moving vehicle. Instantaneous movement
telematics data are measured by and logged from sensors of the mobile telematics
devices and trips and/or trip-segments based on the instantaneous movement
sensory telematics data are automatically identified and detected at least by the
telematics sensors comprising an accelerometer sensor and a gyroscope sensor and
a Global Positioning System sensor. The telematics devices comprise one or more
wireless connections acting as a wireless node within a corresponding data
transmission network by means of antenna connections of the telematics device.
Therein, exteroceptive sensors or measuring devices can, for example, comprise at
least radar devices for monitoring surrounding of a motor vehicle and/or LIDAR

devices for monitoring surrounding of the motor vehicle, vehicle tracking devices
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and/or computer vision devices or video cameras for monitoring the surrounding of

the motor vehicle. Therein, the surrounding may comprise vehicles and pedestrians.

However, an anonymization of images captured through a road facing camera as an
example of a sensor for further applications, such as connected advanced driver
assistance systems, ADAS, may be advisable and/or mandatory due to requirements
relating to the compliance with a data protection regulation, e.g., of contractual form
and/or as regulated by law, e.g., Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation), GDPR.

The sensor data that is captured for performing an automatic driving function, a so-
called event, and/or for recording a backup, typically comprises image data and/or
video data with a comparatively large resolution and is thereby of a large size. Due to
data protection regulations, any personally identifiable information in the data may be
anonymized before it is shared, e.g., with a cloud server and/or viewed by a human

operator.

Image and/or video anonymization is usually performed using machine learning and,
specifically, by deep learning algorithms. Such algorithms are usually processing
and/or memory intensive. A vehicle telematics device, however, is usually
constrained with respect to memory storage and processing capabilities. Hence real-
time or even near real-time anonymization of any acquired data would allocate a
majority of the processing power and/or memory storage, which may result in other
applications on the device being be hampered and/or even in an insufficient

performance of the anonymization algorithm.

It is an object of the present invention to provide a technological contribution and to
improve at least one aspect of the prior art. In particular, an object of the invention
may be to provide an effective anonymization of image data which may be shared by
a telematics device of a vehicle.
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The object is solved by the subject-matter according to independent claim 1 and
according to the remaining independent claims. Dependent claims relate to preferred

embodiments.

According to an aspect of the invention, a method for anonymization of image data
for a telematics device of a vehicle, in particular utility vehicle, is provided. Therein
the method comprises: receiving, from a control unit of an advanced driver
assistance system, a presence tag indicating the presence or absence of a
representation of a vulnerable road user and/or of a further vehicle in sensor data
being acquired by a sensor device of the advanced driver assistance system;
obtaining the image data from a camera device being adapted to be connected to the
telematics device; and performing anonymization of the image data, depending on
the presence tag.

Therein, data may be acquired by different sensors: the sensor data may be acquired
by the sensor device and the image data may be acquired by the camera device. The
sensor device typically acquires the sensor data for further processing for performing
an automated driving function by the advanced driver assistance system. The
camera device is connected to the telematics device and the image data may be
communicated by the telematics device.

The invention has realized that it is not necessary to perform an anonymization of all
the image data that is acquired. It is further realized that the sensor data is, for the
purpose of performing the automated driving function, to be processed anyway so
that the presence tag may be derived while processing the sensor data. The
presence tag indicates the presence or absence of a representation of a vulnerable
road user and/or of a further vehicle and may thus be indicative of the necessity to
anonymize the image data. Therein, the presence or absence of a representation of
a vulnerable road user and/or of a further vehicle may relate to a pictorial description
of the vulnerable road user and/or of the further vehicle. The vulnerable road user
may be a person. The further vehicle may be a vehicle different from the ego vehicle
which comprises the telematics device.
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The presence tag may enable a selective anonymization of image data. This may
reduce the amount of image data which is to be anonymized may thus reduce
memory consumption and the allocation of computing capabilities. The above
approach helps reduce the number of frames, i.e., images, that would be processed
by the anonymizing algorithm.

Optionally, the anonymization of the image data is performed if the presence tag
indicates the presence of a representation of a vulnerable road user and/or a further
vehicle in sensor data. The presence tag may then be indicative of potentially
sensible personal data. Thus, the presence tag may serve as a trigger for the
telematics device to perform the anonymization of the image data. This achieves an
effective protection of personal data.

Optionally, the anonymization of the image data is dispensed with if the presence tag
indicates the absence of a representation of a vulnerable road user and/or a further
vehicle in sensor data. Therein, the presence tag may indicate that there is no
anonymizable information and/or no information that requires anonymization
comprised by the image data. Thus, performing the anonymization may be dispensed
with. This achieves an effective processing of data without allocating computational

resources for potentially unnecessary image processing operations.

Optionally, the presence tag is received via a vehicle data bus mmscr1;. Transmitting
the presence tag via a vehicle data bus, e.g., a CAN bus, Ethernet and/or any
suitable high speed data communication network may be an effective implementation
for providing and obtaining the presence tag. Therein, the control unit and the
telematics device may be interconnected by the vehicle data bus (mmscrz;.

Optionally, the sensor data comprises second image data, and the control unit
comprises an image processing module to process the second image data to obtain
the presence tag. There, the sensor device may comprise an ADAS camera device to
obtain the second image data. The content of the second image data relates to the
content of the image data. However, the second image data may be processed, by
the image processing module, for performing the automated driving function and for
obtaining the presence tag.
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Optionally, method comprises: receiving, from the control unit, a sensor timestamp
relating to a data acquisition time of the sensor data by the sensor device, and
performing anonymization of the image data is dependent on the sensor timestamp
and on an image timestamp relating to an image acquisition time of the image data
by the camera device. The timestamps may relate the data with the time at which the
data is acquired. l.e., the sensor timestamps relate to the data acquisition time at
which the sensor data is acquired, and the image timestamp relates to the image
acquisition time at which the image data is acquired. The sensor timestamp and the
image timestamp enable a direct comparison between the acquisition times. Therein,
the comparison of the timestamps and the presence tag may trigger or avoid
performing the anonymization of the image data. E.g., if the vulnerable road user
and/or a further vehicle is present in the sensor data and a difference between the
timestamps undercuts a threshold value, then the anonymization is performed, and

otherwise the anonymization may be dispensed with.

The above may, in other words, be summarized as follows: the approach helps to
mitigate some of the compute requirements for performing anonymization. The
control unit broadcasts on the vehicle data bus when it detects vulnerable road users
(VRUs) as well as vehicles in the field of view of the sensor device. If the telematics
device is made aware of this information by the presence tag, the anonymization
algorithm could be tweaked to only consider the frames and/or images that have the
same and/or a similar timestamp as the information of VRUs or vehicles on the road.
For such a system to be enabled, the telematics device is enabled to access the CAN
information broadcasted by the control unit.

According to an aspect of the present invention, a telematics device for a vehicle, in
particular utility vehicle, is provided. The telematics device is configured to performing
the method steps of the method as described above. Optionally, the telematics
device is configured to performing optional steps and/or realize optional features of

the method as described above to achieve a technical effect corresponding thereto.

Optionally, the telematics device is adapted to be connected to a control unit of an

advanced driver assistance system via a vehicle data bus rmvscrs;.
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According to an aspect of the present invention, a vehicle, in particular utility vehicle,
is provided. The vehicle, in particular utility vehicle, comprises the telematics device
as described above, a camera device being adapted to be connected to the
telematics device, an advanced driver assistance system with a control unit and a
sensor device. Optionally, the telematics device is configured to performing optional
steps and/or realize optional features of the method as described above to achieve a
technical effect corresponding thereto.

According to an aspect of the present invention, a computer program is provided. The
computer program comprises instructions which, when the program is executed by a
processor, causes the processor to carry out the method as described above.
Optionally, the computer program comprises instructions to realize optional and/or
preferred features and/or steps of the method as described above to achieve a

technical effect corresponding thereto.

Further advantages and technical features and their technical effects are disclosed in
the figures and the description thereof.

The figures show preferred embodiments as follows:

Fig. 1 aschematic of a vehicle, in particular utility vehicle, according to an
embodiment of the invention; and

Fig. 2 aschematic of a method according to an embodiment of the invention.

Figure 1 shows a schematic of a vehicle 200a, in particular utility vehicle 200b,
according to an embodiment of the invention. In the following, the vehicle 200a, in
particular utility vehicle 200b, is referred to as vehicle 200a, 200b. The vehicle 200a,
200b is a land vehicle 200a, 200b.

The vehicle 200a, 200b comprises a telematics device 210 and an advanced driver
assistance system 220. Each of the telematics device 210 and the vehicle 200a,
200b is adapted to perform the method 100 as described with reference to Figure 2.
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The telematics device 210 of Figure 1 comprises a communication module 211
(rmusct4110 communicate with a vehicle external device, e.g., with a server and/or a
cloud service provider (not shown). The communication module 211 is adapted to
communicate over one more vehicle-to-everything (V2X) interfaces, e.g., via a

cellular network and/or a wireless local area network.

The vehicle 200a, 200b comprises an imaging device 215, e.g. a video camera. The
imaging device 215 is adapted to acquire image data 250 relating to a surrounding of
the vehicle 200a, 200b. The image data 250 may comprise pixel graphics and/or a
sequence thereof. The image data 250 is acquired at an image acquisition time t’
which may be processed and/or stored as an image timestamp 251. The image
timestamp 251 is defined by the imaging device 215 to indicate the image acquisition

time t'.

In Figure 1, the image data 250 as illustrated by a box with a solid line comprises a
plurality of images, each of which is indicated by a box with a dashed line. The
plurality of images may be a sequence of images, wherein each of the images is
acquired at a specific image acquisition time t'. The course of image acquisition time
t' is schematically indicated by an arrow. Therein, in the surrounding of the vehicle, a
vulnerable road user 290 and/or a further vehicle 280 (ruuscrsimay be present as
indicated schematically with boxes with solid lines within the boxes with dashed lines.
The vulnerable road user 290 and/or further vehicle 280 (mmusctsimay be present in
one or more of the images and thus in the image data 250 or be absent in the image
data 250.

The imaging device 215 is connected to the telematics device 210. The telematics
device 210 is adapted to obtain the image data 250 and the image acquisition time t’
from the imaging device 215. The telematics device 210 may process and/or transmit
the image data 250 via the communication module 211.

The vehicle 200a, 200b comprises an advanced driver assistance system 220 and a
sensor device 226. The advanced driver assistance system 220 (ADAS) is adapted

to perform automated driving functions and/or driver assistance functions. To perform
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such functions, the advanced driver assistance system 220 comprises a control unit

225 which is connected to the sensor device 226.

The sensor device 226 is adapted to acquire sensor data 270 relating to the
surrounding of the vehicle 200a, 200b. The sensor device 226 may comprise a
plurality of sensors. The sensor data 270 may comprise pixel graphics and/or a
sequence thereof, i.e., second image data 271. Thus, the sensor device 226 may
comprise a second imaging device (not indicated). Furthermore, the sensor device
226 may comprise one or more sensors for acquiring distance-related information,
e.g., the sensor device 226 may comprise a radar sensor and/or a lidar sensor and/or
a camera sensor. The sensor data 270 is acquired at a sensor acquisition time t
which may be processed and/or stored as sensor timestamp 261. The sensor
timestamp 261 is defined by the sensor device 226 to indicate the sensor acquisition

time t.

Similar to the image data 250, the sensor data 270 as illustrated by a box with a solid
line comprises a plurality of pieces of data, each of which is indicated by a box with a
dashed line. The plurality of pieces of data may be a sequence of images, wherein
each of the images is acquired at a specific sensor acquisition time t. The course of
sensor acquisition time t is schematically indicated by an arrow. Therein, in the
surrounding of the vehicle, the vulnerable road user 290 and/or the further vehicle
280 mmscr7imay be present as indicated schematically with boxes with solid lines
within the boxes with dashed lines. The vulnerable road user 290 and/or further
vehicle 280 mmusctsimay be present in one or more of the pieces of data and thus in
the sensor data 270 or be absent in the sensor data 270.

The imaging device 215 and the sensor device 226 comprise an overlapping field of
view, detection area and/or detection volume. l.e., the vulnerable road user 290
and/or further vehicle 280 (mwscroimay be, at the same time, absent or present in
both, the sensor data 270 and the image data 250. l.e., the sensor data 270 may
comprise a representation of the vulnerable road user 290 and/or further vehicle 280
at the sensor acquisition time t and the image data 250 may comprise a
representation of the vulnerable road user 290 and/or further vehicle 280 [mmscrioiat
the image acquisition time t', wherein the sensor acquisition time t and the image
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acquisition time t' are comparable. The sensor acquisition time t and the image
acquisition time t' are comparable, if a difference between the sensor acquisition time
t and the image acquisition time t' undercuts a threshold, e.g., of a second or a
fraction thereof and/or a time that relates to an acquisition frequency, i.e., to the
difference between two consecutive image acquisition time t' and/or sensor

acquisition times t.

The control unit 225 comprises an image processing module 227 to process the
second image data 271 and to obtain a presence tag 260. The control unit 225 and in
particular the image processing module 227 is adapted to derive and/or compute,
based on the sensor data 270, the presence tag 260 indicating the presence or
absence of a representation of the vulnerable road user 290 and/or of the further
vehicle 280 in the sensor data 270.

The vehicle 200a, 200b comprises a vehicle data bus 205. The telematics device 210
and the control unit 225 are interconnected with each other via the vehicle data bus
205. The telematics device 210 is adapted to receive the presence tag 260 and the
sensor timestamp 261 via the vehicle data bus 205. The sensor data 270 may not be
available to the telematics device 210, e.g., is not broadcasted over the vehicle data
bus 205.

The telematics device 210 is adapted to obtain the presence tag 260 and to perform
an anonymization of the image data 250, depending on the presence tag 260. The
presence tag 260 indicates to presence or absence of the vulnerable road user 290
and/or of the further vehicle 280 in the sensor data 270 and thus also indicates, due
to the overlapping field of views, detection areas and/or detection volumes, the
presence or absence of the vulnerable road user 290 and/or of the further vehicle
280 in the image data 250. The presence tag 260 comprises an information relating
to the presence or to the absence or is void to indicate presence or absence. The
anonymization of the image data 250 is performed if the presence tag 260 indicates
the presence of a representation of a vulnerable road user 290 and/or a further
vehicle 280 in sensor data 270. The anonymization of the image data 250 is
dispensed with if the presence tag 260 indicates the absence of a representation of a
vulnerable road user 290 and/or a further vehicle 280 in sensor data 270.
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The telematics device 210 comprises a processor and a memory (not shown) and is
adapted to perform a machine learning algorithm to perform an anonymization of the
image data 250, e.g., by object detection for detecting potentially sensible pieces of
information within the image data 250 and applying, for example, a blurring filter to
the detected object.

Figure 2 shows a schematic of a method 100 according to an embodiment of the
invention. The method 100 is a method 100 for anonymization of image data 250 for
a telematics device 210 of a vehicle 200a, in particular utility vehicle 200b. Such a
vehicle 200a, 200b is described with reference to Figure 1.

The method 100 of Figure 2 comprises: receiving 110, from a control unit 225 of an
advanced driver assistance system 220, a presence tag 260 indicating the presence
or absence of a representation of a vulnerable road user 290 and/or of a further
vehicle 280 in sensor data 270 being acquired by a sensor device 226 of the
advanced driver assistance system 220. The presence tag 260 is received via a
vehicle data bus 205. The sensor data 270 comprises second image data 271, and
the control unit 225 comprises an image processing module 227 to process the
second image data 271 to obtain the presence tag 260.

The method 100 comprises: receiving 110°, from the control unit 225, a sensor
timestamp 261 relating to a data acquisition time t of the sensor data 270 by the
sensor device 226.

The method 100 comprises: obtaining 120 the image data 250 from a camera device

215 being adapted to be connected to the telematics device 210.

The method 100 comprises: performing 130 anonymization of the image data 250,
depending on the presence tag 260. The anonymization of the image data 250 is
performed if the presence tag 260 indicates the presence of a representation of a
vulnerable road user 290 and/or a further vehicle 280 in sensor data 270. The
anonymization of the image data 250 is dispensed with if the presence tag 260
indicates the absence of a representation of a vulnerable road user 290 and/or a
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further vehicle 280 in sensor data 270. Performing 130 anonymization of the image
data 250 is dependent on the sensor timestamp 261 and on an image timestamp 251
relating to an image acquisition time t’ of the image data 250 by the camera device
215.
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Claims

1. Method (100) for anonymization of image data (250) for a telematics device (210)
of a vehicle (200a), in particular utility vehicle (200b), wherein the method (100)
comprises:

- receiving (110), from a control unit (225) of an advanced driver assistance system
(220), a presence tag (260) indicating the presence or absence of a representation of
a vulnerable road user (290) and/or of a further vehicle (280) in sensor data (270)
being acquired by a sensor device (226) of the advanced driver assistance system
(220);

- obtaining (120) the image data (250) from a camera device (215) being adapted to
be connected to the telematics device (210); and

- performing (130) anonymization of the image data (250), depending on the
presence tag (260).

2. Method (100) as claimed in claim 1, wherein the anonymization of the image data
(250) is performed if the presence tag (260) indicates the presence of a
representation of a vulnerable road user (290) and/or a further vehicle (280) in sensor
data (270).

3. Method (100) as claimed in claim 1 or 2, wherein the anonymization of the image
data (250) is dispensed with if the presence tag (260) indicates the absence of a
representation of a vulnerable road user (290) and/or a further vehicle (280) in sensor
data (270).

4. Method (100) as claimed in any one of the preceding claims, wherein the presence
tag (260) is received via a vehicle data bus (205) (rmuscri17.

5. Method (100) as claimed in any one of the preceding claims, wherein the sensor
data (270) comprises second image data (271), and the control unit (225) comprises
an image processing module (227) to process the second image data (271) to obtain
the presence tag (260).

6. Method (100) as claimed in any one of the preceding claims, wherein method
(100) comprises:
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- receiving (110’), from the control unit (225), a sensor timestamp (261) relating to a
data acquisition time (t) of the sensor data (270) by the sensor device (226), and

- performing (130) anonymization of the image data (250) is dependent on the sensor
timestamp (261) and on an image timestamp (251) relating to an image acquisition
time (') of the image data (250) by the camera device (215).

7. A telematics device (210) for a vehicle (200a), in particular utility vehicle (200b),
configured to performing the method steps of the method (100) as claimed in any one
of the preceding claims.

8. The telematics device (210) as claimed in claim 7, wherein the telematics device
(210) is adapted to be connected to a control unit (225) of an advanced driver
assistance system (220) via a vehicle data bus (205) (rmmscri2].

9. A vehicle (200a), in particular utility vehicle (200b), comprising the telematics
device (210) as claimed in claim 7 or 8, a camera device (215) being adapted to be
connected to the telematics device (210), an advanced driver assistance system
(220) with a control unit (225) and a sensor device (226).

10. Computer program, comprising instructions which, when the program is executed
by a processor, causes the processor to carry out the method (100) of any of claims
1to 6.
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