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SYSTEMS AND METHODS FOR ROUTING
HOME AREA NETWORK (HAN) MESSAGES

ABSTRACT

Embodiments of the disclosure can provide systems and methods for routing home area
network (HAN) messages. In one embodiment, a system can be provided. The system
can include at least one memory that stores computer-executable instructions; at least one
processor configured to access the at least one memory, wherein the at least one
processor is configured to execute the computer-executable instructions. The computer-
executable instructions can receive, by the at least one processor, an instruction for a
HAN gateway; send the instruction to a transmission agent for routing to the HAN

gateway; and transmit, by the transmission agent, the instruction to the HAN gateway.
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SYSTEMS AND METHODS FOR ROUTING
HOME AREA NETWORK (HAN) MESSAGES

FIELD OF THE DISCLOSURE

[0001] Embodiments of the disclosure relate generally to communications, and more

particularly to, systems and methods for routing home area network (IIAN) messages.

BACKGROUND OF THE DISCLOSURE

[0002] Wide varieties of conventional utility meters are configured to measure
consumption and/or communicate with other network devices. For example, advanced
metering infrastructure (AMI) smart meters can be configured to transmit messages
containing consumption data and/or other monitoring data to household appliances as
well as servers and/or controllers. Over time, transmission of ‘numerous messages by a

smart meter can consume a non-negligible amount of power.
SUMMARY

[0003] Some or all of the above needs and/or problems may be addressed by certain
embodiments of the disclosure. Disclosed embodiments may include systems and

methods for routing home area network (HAN) messages.

[0004] According to one embodiment in the application, there is a disclosed system
including at least one memory that stores computer-executable instructions. The system
can include at least one processor configured to access the at least one memory, wherein
the at least one processor is configured to execute the computer-executable instructions.
The computer-executable instructions can receive, by the at least one processor, an
instruction for a home area network (HAN) gateway; send the instruction to a
transmission agent for routing to the HAN gateway; and transmit, by the transmission

agent, the instruction to the HAN gateway.
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[0005] According to another embodiment of the invention, there is disclosed a method.
The method can include receiving, by at least one processor configured to access at least
one memory, an instruction for a home area network (HAN) gateway; sending the
instruction to a transmission agent for routing to the HAN gateway; and transmitting, by

the transmission agent, the instruction to the HAN gateway.

[0006] Further, according to another embodiment of the invention, there is disclosed
one or more computer-readable media storing computer-executable instructions that,
when executed by at least one processor, configure the at least onc processor to perform
certain operations. The operations can include receiving, from an advanced metering
infrastructure (AMI) network interface card (NIC) an American National Standards
Institute (ANSI) C12.19 standard procedure instruction for a home area network (HAN)
gateway; sending the standard procedure instruction to a transmission agent for routing to
the HAN gateway; transmitting, by the transmission agent, the standard procedure
instruction to the HAN gateway; receiving, from the HAN gateway, HAN device data;
sending the HAN device data to a receiving agent for routing to an AMI NIC; and
transmitting, by the receiving agent, the HAN device data to the AMI NIC, wherein the
HAN gateway, the transmission agent, the receiving agent, and the AMI NIC are

integrated within a metering device comprising the at least one processor.

{0007] Other embodiments, systems, methods, computer-readable media, aspects, and
features of the invention will become apparent to those skilled in the art from the

following detailed description, the accompanying drawings, and the appended claims.
BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Reference will now be made to the accompanying drawings, which are not

necessarily drawn to scale, and wherein:

N
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[0009] FIG. 1 is a schematic block diagram of a utility meter connected to a home area
network (HAN) in communication with an advanced metering infrastructure (AMI) and a

headend server according to an embodiment of the disclosure.

[0010] FIG. 2 is a flow chart of an illustrative communication system between an AMI
network interface card (NIC) and a HAN gateway to encode a message for HAN devices

according to an embodiment of the disclosure.

[0011] FIG. 3 is a flow chart of an example method according to an embodiment of the

disclosure.
DETAILED DESCRIPTION

[0012] ustrative embodiments of the disclosure will now be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all
embodiments of the disclosure are shown. The disclosure may be embodied in many
different forms and should not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this disclosure will satisfy

applicable legal requirements. Like numbers refer to like elements throughout.

[0013] Ilustrative embodiments of the disclosure are directed to systems and methods
for routing home area network (HAN) messages. Certain embodiments can be
implemented for routing messages to home area network (HAN) devices from an
advanced metering infrastructure (AMI) network using manufacturer procedures. In
some examples, the metering devices may include network devices such as, butl not
limited to, demand response meters, smart meters, AMI devices, and/or HAN devices. In
some aspects, certain embodiments can provide messages and/or instructions to HAN
devices based on a wide variety of factors and/or scenarios. For example, messages
and/or instructions may be transmitted to the HAN from the AMI using certain
manufacturer procedures provided by the manufacturer of the HAN devices. In certain

examples, manufacturer procedures may be stored in an encoded table where certain
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subsections of the table can be decoded for certain instructions. For example, if the
messages and/or instructions may, in some cases, instruct the meter to put the HAN
devices in a low power mode for a predetermined amount of time, the message may come
from a headend server of an AMI network server. However, there may be no direct way
to communicate with a particular HAN device. The metering device may encode the
received message and route it to the proper HAN device. The encoded message may be

in a form of a manufacturer procedure for the device to receive and decode.

[0014] When utility companies or other electricity providers generate and/or provide
electricity to a grid, the grid may provide electricity to customers who consume the
electricity or to other utility companies. Additionally, in some examples, a headend
server may be utilized for controlling one or more other sub-grids, electricity networks,
and/or other consumers or customers. Further, in some examples, the headend server
may provide instructions to one or more networks of devices, each network including one
or more AMI devices, smart meters, HAN devices, and/or household appliances. As
such, the headend server may be configured to place one or more of the elements (i.c.,
devices) into a low power mode (i.e., a load shedding mode). For example, a portion of
an AMI system may be placed in a low power mode to reduce potentially wasted power
used by the AMI radios. In some examples, this may be especially useful during peak
usage time. Further, and by way of example only, the headend server may be configured
to generate one or more load control signals or messages for a group (i.e., a network) of
HAN devices. The message may include a group ID, a start time, a length of low power
mode, and/or an indication of the length of a low power mode. The message may be in
an XML format or other format accessible by the meter. The meter may then encode the
message as a manufacturer procedure to be read by the HAN device. The manufacturer
procedure instruction may comprise at least one of a scquence field, an index field, a

count field, a size field, or at least one HAN message field.

[0015] FIG. 1 is a schematic block diagram of an embodiment of a utility meter

connected to a HAN in communication with an AMI network and a headend server,

4

CA 2831833 2018-10-16



251699

according to an embodiment of the disclosure. In one embodiment, the system 100 may
include a headend server 122 configured to connect to one or more AMI networks 126.
The AMI network 126 may connect to, but is not limited to, the Internet, other public
networks and/or private networks. In this particular embodiment, the AMI network 126
is in communication with a utility meter 124. The utility meter 124 may be located at a
residence, office building, or any other location that utilizes power from the power
company. The AMI network 126 and the utility meter 124 may comprise the HAN
gateway. Further, the utility meter 124 may contain an AMI network interface card
(NIC) 128. The AMI NIC 128 may be configured with electric circuitry or implemented
using software or other possible methods. The AMI NIC 128 is configured to provide a
data link between the AMI network 126 and the HAN devices. The AMI NIC 128 may
be connected to a HAN router 130. The HAN router 130 may be implemented as
appropriate in hardware, software, firmware, or combinations thereof. Software or
firmware implementations of the HAN router 130 may include computer-executable or
machine-executable instructions wrillen in any suitable programming language to
perform the various functions described. The HAN router 130 may be configured to
route messages and instructions from the AMI NIC 128 to a HAN gateway 132. The
HAN gateway 132 may be implemented as appropriate in hardware, software, firmware,
or combinations thereof. Software or firmware implementations of the HAN gateway
132 may include computer-executable or machine-executable instructions written in any
suitable programming language to perform the various functions described. The HAN
gateway 132 may maintain connectivity between various HAN devices (not shown). The
HAN gateway 132 may communicate with the HAN devices using the existing electrical
connections. In other embodiments, the HAN gateway 132 may communicate with the

HAN devices using a local area network (LAN) or a neighborhood area network (NAN).

{0016] In this particular configuration, the utility meter 124 may connect the HAN
devices (not shown). The HAN devices may not contain an interface to communicate
directly with the AMI network 126. The utility meter 124 may comprise at least a

memory 102 and one or more processing units {(or processor(s)) 104. The processor(s)
5
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104 may be implemented as appropriate in hardware, software, firmware, or any
combination thereof. Software or firmware implementations of the processor 104 may
include computer-executable or machine-executable instructions written in any suitable
programming language to perform the various functions described. The utility meter 124
may also contain one or more communication connections 110 that allow the computing
device to communicate with a stored database, another computing device or server, user

terminals, and/or other devices on a network.

[0017] The memory 102 may store program instructions that are loadable and
exccutable on the processor(s) 104, as well as data generated during the execution of
these programs. Depending on the configuration and the type of utility meter 124, the
memory 102 may be volatile (such as random access memory (RAM)) and/or non-
volatile (such as read-only memory (ROM), flash memory, etc.). The utility meter 124
may also include additional removable storage 106 and/or non-removable storage 108
including, but not limited to, magnetic storage optical discs and/or tape storage. The
associated computer-readable media may provide —non-volatile storage of computer-
readable instructions, data structures, program modules, and other data for the computing
devices. In some implementations, the memory 102 may include multiple different types
of memory, such as static random access memory (SRAM), dynamic random access

memory (DRAM), or ROM.

[0018] The memory 102, the removable storage 106, and the non-removable storage
108 are all examples of computer-readable storage media. For example, computer-
readable storage media may include volatile and non-volatile, movable and non-
removable media implemented in any method or technology for storage of information
such as computer-readable instructions, data structures, program modules or other data.
Additional types of computer storage media that may be present include, but are not
limited to, programmable random access memory (PRAM), SRAM, DRAM, RAM,
ROM, electrically erasable programmable read-only memory (EEPROM), flash memory

or other memory technology, compact disc read-only memory (CD-ROM), digital

6
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versatile disc (DVD) or other optical storage, magnetic cassettes magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other medium which can be used to
store the desired information and which can be accessed by the server or other computing
devices. Combination of any of the above also should be included within the scope of

computer-readable media.

[0019] Alternatively, computer-readable communication media may include computer-
readable instructions, program modules, or other data transmitted within a data signal,
such as a carrier wave, or other transmission. However, as used herein, computer-

readable storage media does not include computer-readable communication media.

[0020] Turning to the contents of the memory 102 in more detail, the memory 102 may
include an operating system 116 and one or more application programs or services for
implementing the features disclosed herein including a routing module 118 and a HAN
gateway module 120. In certain aspects, the routing module 118 may be configured to
route messages received from the HAN devices through the HAN gateway module 120 to
the AMI network 126. The routing module 118 may also be configured to determine and

encode the message to the appropriate HAN device.

[0021] Further, the HAN gateway module 120 is configured to transmit messages to the
HAN devices using a wireless standardized protocol such as the wireless ZIGBEE®
protocol. The messages may be encoded in an appropriate manufacturer procedure for
each HAN device. The message may be transmitted between the utility meter 124 (HAN
gateway) and the HAN devices using a protocol such as the wireless ZIGBEE® protocol.
In certain examples, wireless ZIGBEE® may be a specification configured to transmit
high level communication messages using small, low-power digital radios based on
an IEEE 802 standard for personal arca networks. Many HAN gateway modules 120
may be configured with low-powered digital radios to transmit similar protocols such as
wireless ZIGBEE® to HAN devices. HAN gateway modules 120 may be used in mesh

network form to transmit data over longer distances, passing data through intermediate
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devices to reach more distant ones. Hence, the HAN devices may be configured to form

an ad-hoc network.

[0022] FIG. 2 is a flow chart of an example method for communications between an
AMI NIC and a HAN gateway to encode a message for HAN devices, according to an
embodiment of the disclosure. In operation block 206, a message may be received from
the AMI network 126 to the AMI NIC 128. The AMI NIC 128 may write a transmission
(TX) process, which in certain embodiments may be written in tabular format. The TX

process may be a manufacturer procedure that is configured for a particular HAN device.

[0023] At operation block 208, the HAN router 130 may identify a routing protocol or
the transmission process message. In certain embodiments, the routing procedure may be
bits encoded in the message indicating the HAN device for which the message is
indicated. The routing module 118 may route HAN messages between the AMI NIC and
HAN gateway. The routing module may identify the HAN devices for which the
messages are addressed. In operation block 210, the message may be buffered to be
transmitted to the HAN device. The buffer may provide capacity to store the message

prior to transmission if there is a queue of messages to be transmitted.

[0024] At operation block 212, the message is transmitted to the HAN device by the
HAN gateway 132. The HAN gateway 132 may determine which HAN device to
transmit the message and transmit the message using a wireless protocol such as a

Wireless ZIGBEE®.

[0025] At operation block 214, the HAN gateway 132 may receive an encoded message
from the HAN device. In certain embodiments, the HAN device may be configured to
transmit the message from a wireless protocol. Therefore, the HAN gateway 132 may be
configured to receive the message from the HAN device through a wireless protocol such
as a wireless ZIGBEE®. The HAN gateway 132 may be configured to transmit the

manufacturer procedure to the HAN router 130.
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[0026] At operation block 216, the read (RX) agent in the routing block may identify
the origination point of the message and transmit it to the AMI NIC 128. The HAN
router 130 may be configured to identify various HAN device messages in varying
formats. The HAN router 130 may also have a buffer 206 because the HAN router 130

may be configured to receive various messages.

[0027] At operation block 218, the message may be read by the read process in the AMI
NIC 128. The read agent may be configured to read the message from the HAN router

130 and convert the message into a format to transmit to the AMI network 126.

[0028] FIG. 3 is a flow chart indicating an example method 300 to implement HAN
routing using a manufacturer procedure according to an embodiment of the disclosure. In
method 300, in one example, the operation may be performed by a headend server 122,
AMI NIC 128, an AMI network 126, a HAN gateway module 120, or any combinations
thereof. At operation block 302, the AMI network 126 may receive an instruction for the
HAN gateway. The instruction may be in a format accepted by the Smart Energy Profile
2.0 standard such as XML. Alternatively, the instruction may be encoded in another
format accessible by the AMI network 126. The instruction may identify a device in the
HAN gateway 132 and may be used to control the HAN device. The instruction received
through the AMI network 126, may be transmitted to the AMI NIC 128 for processing.

f0029] At operation block 304, the instruction is sent to a transmission (TX) agent. The
TX agent may encode the instruction in a format readable by the HAN device. The TX
agent may also encode the location of the HAN device within the manufacturer

procedure.

[0030] At operation block 306, the manufacturer procedure may be transmitted to the
HAN gateway 132. The HAN gateway 132 may provide an interface to transmit the
instruction to the HAN device. In one example, the instruction may be to change a
setting on a HAN device. In other examples, the instruction may put certain HAN

devices in low power mode.
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[0031] At operation block 308, the HAN gateway 132 may receive data from the HAN
device. The HAN device may use a format such as a SEP to transmit the HAN message
over a wireless protocol such as a wireless ZIGBEE®. In one example, the HAN device
may transmit data regarding its current state. In other aspects, the HAN device may

transmit instructions for the HAN gateway.

[0032] At operation block 310, the HAN device data may be transmitted to the read
agent in the HAN router 130. The data may be transmitted through the HAN router 130.
The read agent may read the instructions written in the manufacturer procedures by the

AMINIC 128.

[0033] At operation block 312, the HAN device data may be transmitted to the AMI
NIC 128. The AMI NIC 128 may be connected to the HAN router 130. Therefore, the
instructions may be transmitted to the AMI NIC 128. The AMI NIC 128 may

communicate with the AMI network.

[0034] Illustrative systems and methods for implementing a communication mechanism
between an AMI and a HAN are described above. Some or all of these systems and
methods may, but need not, be implemented at least partially by architectures such as

those shown in FIG. 1 above.

[0035] It should be noted that the method 300 may be modified in various ways in
accordance with certain embodiments of the disclosure. For example, one or more
operations of the method 300 may be eliminated or executed out of order in other
embodiments of the disclosure. Additionally, other operations may be added to the

method 300 in accordance with other embodiments of the disclosure.

[0036] Although embodiments have been described in language specific to structural
features and/or methodological acts, it is to be understood that the disclosure is not
necessarily limited to the specific features or acts described. Rather, the specific features

and acts are disclosed as illustrative forms of implementing the embodiments.

10
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WHAT IS CLAIMED:

1. A system comprising:
a metering device coupled to a home area network (HAN) in communication
with an advanced metering infrastructure (AMI) network, the metering device comprising:
an AMI network interface card (NIC) configured to provide a data link between
the AMI network and one or more HAN devices;
at least one memory that stores computer-executable instructions;
at least one processor configured to access the at least one memory, wherein the
at least one processor is configured to execute the computer-executable instructions to:
receive, by the at least one processor, an instruction for a home area
network (HAN) géteway;
send the instruction to a transmission agent for routing to the HAN
gateway;
transmit, by the transmission agent, the instruction to the HAN gateway;
and
transmit the instruction, by the HAN gateway, to the one or more HAN
devices using one or more manufacturer procedures of the one or more HAN devices,
wherein the instruction comprises at least one HAN message having a
smart energy profile format, and
wherein the HAN gateway, the transmission agent, and the AMI NIC are

integrated within the metering device.

2. The system of claim 1, wherein the at least one processor is further
configured to execute the computer-executable instructions to receive, from the HAN

gateway, HAN device data.

3. The system of claim 2, wherein the at least one processor is further
configured to execute the computer-executable instructions to send the HAN device data
to a receiving agent for routing to the advanced metering infrastructure (AMI) network

interface card (NIC).

11
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4. The system of claim 3, wherein the at least one processor is further
configurcd to execute the computer-executable instructions to transmit, by the receiving

agent, the HAN device data to the AMI NIC.

5. The system of claim 3, wherein at least one of the transmission agent or

the receiving agent comprises a buffer.

6. The system of claim 3, wherein the receiving agent is integrated within

the metering device.

7. The system of claim 2, wherein the instruction for the HAN gateway is

received from the AMI NIC.

8. The system of claim 1 wherein the instruction for the HAN gateway

comprises a procedure instruction.

9. The system of claim 8, wherein the procedure instruction comprises at
least one of a sequence field, an index field, a count field, a size field, and at least one HAN

message field.

10.  The system of claim 9, wherein the at least one HAN message field

indicates an index of the instruction for the HAN gateway.

11.  The system of claim 8, wherein the transmission agent transmits the

instruction to the HAN gateway via a serial peripheral interface (SPI) connection.

12. A method, comprising:

coupling a metering device to a home area network (HAN) in communication
with an advanced metering infrastructure (AMI) network;

configuring an AMI network interface card (NIC) to provide a data link between
the AMI network and one or more HAN devices;

receiving, by at least one processor configured to access at least one memory, an

instruction for a home area network (HAN) gateway;

12
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sending the instruction to a transmission-agent for routing to the HAN gateway;

transmitting, by the transmission agent, the instruction to the HAN gateway; and

trapsmitting the instruction, by the HAN gateway, to the one or more HAN
devices using one or more manufacturer procedures of the one or more HAN devices,

wherein the instruction comprises at least one HAN message having a smart
energy profile format, and

wherein the HAN gateway, the transmission agent, and the AMI NIC are

integrated within the metering device.

13. The method of claim 12, further comprising receiving, from the HAN
gateway, HAN device data.

14.  The method of claim 12, further comprising sending the HAN device data
to a receiving agent for routing to the advanced metering infrastructure (AMI) network
interface card (NIC) and transmitting, by the receiving agent, the HAN device data to the
AMINIC.

15.  The method of claim 14, wherein the receiving agent is integrated within

the metering device.

16.  The method of claim 12, wherein the instruction for the HAN gateway is
received from the AMI NIC.

17. The method of claim 12, wherein the instruction for the HAN gateway
comprises a standard procedure instruction, and the standard procedure instruction
comprises at least one of a sequence field, an index field, a count field, a size field, or at

least one HAN message field.

18.  The method of claim 17, wherein the at least one HAN message field

indicates an index of the instruction for the HAN gateway.

19.  The method of claim 12, wherein the transmission agent transmits the
instruction to the HAN gateway via a serial peripheral interface (SPT) connection.

13
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20.  One or more non-transitory computer-readable media storing computer-
executable instructions that, when executed by at least one processor, configure the at least
one processor to perform operations comprising:

receiving, from an advanced metering infrastructure (AMI) network interface
card (NIC) an American National Standards Institute (ANSI) C12.19 standard procedure
instruction for a home area network (HAN) gateway;

sending the standard procedure instruction to a transmission agent for routing to
the HAN gateway;

transmitting, by the transmission agent, the standard procedure instruction to the
HAN gateway;

receiving, from the HAN gateway, HAN device data;

sending the HAN device data to a receiving agent for routing to an AMI NIC;
and

transmitting, by the receiving agent, the HAN device data to the AMI NIC using
one or more manufacturer procedures of the one or more HAN devices, wherein the
instruction comprises at least one HAN message having a smart energy profile format, and
wherein the HAN gateway, the transmission agent, the receiving agent, and the AMI NIC

are integrated within a metering device comprising the at least one processor.

14
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