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CONTEXTUALLY INTERACTING WITH APPLICATIONS
BACKGROUND

[0001] Traditionally, computing scenarios involve users interacting

with applications in isolation. More advanced scenarios involve multiple
applications providing different functionalities relating to a common context.
For example, a user, such as a clinician may utilize an imaging application
and a records management application when diagnosing a patient. Context
management systems can enable the lifecycle management of, and
coordination of, disparate applications to a common context. The
integration of applications into the common context is a complicated
undertaking that tends to require a large amount of actions by the context
management system and more notably, by the user.

SUMMARY
[0002] The present discussion relates to contextually interacting with
applications. One example can include a computer that has a set of
applications installed thereon. This example can also include a universal
resource identifier (URI) manager configured to receive a context-defining
URI. The URI manager configured to run a sub-set of the applications
specified by the context-defining URI and to set a common context for the
sub-set of the applications as specified by the context-defining URI.
[0003] Another example can receive information related to an entity.
This example can generate a link, such as a context-defining URI, that
specifies an application installed on a computer and a context for the
application relating to the entity.
[0004] A further example can receive a context-defining URI that
specifies an application to run and that defines a context for the application.
This example can run the application and set the context of the application
as defined by the context-defining URI.
[0005] The above listed examples are intended to provide a quick
reference to aid the reader and are not intended to define the scope of the

concepts described herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The accompanying drawings illustrate implementations of the

concepts conveyed in the present application. Features of the illustrated
implementations can be more readily understood by reference to the
following description taken in conjunction with the accompanying drawings.
Like reference numbers in the various drawings are used wherever feasible
to indicate like elements. Further, the left-most numeral of each reference
number conveys the Figure and associated discussion where the reference
number is first introduced.
[0007] FIG. 1 shows a system upon which contextually interacting with
application concepts can be employed in accordance with some
implementations.
[0008] FIGS. 2-3 illustrate examples of use cases for contextually
interacting with applications in accordance with some implementations of
the present concepts.
[0009] FIGS. 4-5 illustrate examples of flowcharts of methods for
contextually interacting with applications in accordance with some
implementations of the present concepts.

DETAILED DESCRIPTION

OVERVIEW

[00010] This patent relates to enabling application launching under a
common context. More specifically, a universal resource identifier (URI)
can be utilized to automatically launch one or more applications. The URI
can also establish a common context for the applications simply by the user
activating the URI. The inventive concepts can enable a web, or other
applications, such as a portal website, to be able to launch an application
and select a context without having a complicated integration.

SYSTEM EXAMPLES

[00011] FIG. 1 shows a system 100 in which common context
application launching can be implemented. In this case, system 100

includes a computer 102. The computer can communicate with a remote
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application 104, such as a web application or a web portal, via a network
106. Computer 102 can also include a local application 108 that will be
described in more detail below.

[00012] For purposes of explanation computer 102 can be
characterized as including an application layer 110 that operates upon an
operating system layer 112 that operates upon a hardware layer 114. The
application layer 110 can include a URI manager 116. The URI manager
can include or interact with a context protocol handler 118 and a receiving
component 120. The application layer 110 can also include a context
management system 122 that can include or interact with an application
management component 124. The application layer can also include a
number of applications. For purposes of explanation four applications
126(1)-126(N) are illustrated (the suffix "N" signifies that any number of
applications could be included). The hardware layer 114 can include a
processor 128 and storage 130, as well as additional hardware
components, such as input/output devices, buses, graphics cards, etc.,
which are not illustrated or discussed here for sake of brevity.

[00013] The URI manager 116 can be configured to manage URIs
received by computer 102. The URI manager's context protocol handler
118 can be configured to handle URI schemes on the computer 102 and
specifically to handle context-defining URIs on behalf of the URI manager.
In some cases, the context protocol handler 118 can be manifest as a
dynamic-link library (DLL) or executable registered to handle the context-
defining URI.

[00014] Viewed from one perspective, the context protocol handler 118
can be configured to operate in an isolated security environment to read
information from the context-defining URI. The context protocol handler
can convey the information to the receiving component 120 that is
configured to operate at a level of privilege that allows communication with
a context management system and an application management system. In

one case, the context protocol handler 118 can communicate a message
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containing information from the context-defining URI to receiving
component 120. For instance, the information can relate to an application
launch and/or context change information.

[00015] The receiving component 120 can be configured with sufficient
privlege on computer 102 to be able to interact with the context
management system 122 and/or the application management component
124. This configuration can allow the context protocol handler 118 to run in
an isolated security environment. For example, in one instance the context
protocol handler 118 may run in a protected mode of a graphical web
browser, such as Internet Explorer®. The receiving component 120 can
receive information from the context protocol handler 118 and can interact
with the context management system 122 in order to trigger applications to
securely launch.

[00016] The context management system 122 can be a mechanism for
providing a shared state or context between a set of applications. The
context management system can supply APIs that allows the applications to
manipulate that shared state. For instance, the context management
system can include APIs that inform the applications about changes to the
context. Further, the context management system can include APIs that
check with the various applications of the set to determine whether a
particular context change is acceptable to the individual applications before
the context change is actually implemented. For instance, if an individual
application is already running in a different context and has unsaved data,
changing the state may cause that unsaved data to be lost. The context
management system can negotiate with the individual application to take
actions to allow a safe context change. For example, the context
management system can cause the application to save the present context
of the individual application so that the application can safely change
contexts to the context defined in the context-defining URI.

[00017] The application management component 124 can verify that

taking a particular action relative to the shared context is allowed. For
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instance, in some cases, an administrator may have defined what actions
are authorized and/or which actions are not authorized. The application
management component can access this authorization information and
ensure that only authorized actions are actually allowed and prohibited
actions are not allowed to occur. In some cases, the receiving component
120 can operate cooperatively with the application management component
124 to ensure that a launch request from the context-defining URI matches
an authorized action.

[00018] The term "computer" or "computing device" as used herein can
mean any type of device that has some amount of processing capability
and/or storage capability. Processing capability can be provided by one or
more processors (such as processor 128) that can execute data in the form
of computer-readable instructions to provide a functionality. Data, such as
computer-readable instructions, can be stored on storage 130 that can be
internal or external to the computer. The storage can include any one or
more of volatile or non-volatile memory, hard drives, flash storage devices,
and/or optical storage devices (e.g., CDs, DVDs etc.), among others. As
used herein, the term "computer-readable media" can include transitory and
non-transitory computer-readable instructions. In contrast, the term
"computer-readable storage media" excludes transitory instances.
Computer-readable storage media includes "computer-readable storage
devices". Examples of computer-readable storage devices include volatile
storage media, such as RAM, and non-volatile storage media, such as hard
drives, optical discs, and flash memory, among others.

[00019] Examples of computing devices can include traditional
computing devices, such as personal computers, cell phones, smart
phones, personal digital assistants, or any of a myriad of ever-evolving or
yet to be developed types of computing devices. Further, aspects of
system 100 can be manifest on a single computing device or distributed
over multiple computing devices. For instance, in the latter case computer

102 can act as a client device and operate cooperatively with a server
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computer over network 106. In another case, computer 102 may operate
with cloud-based computing resources over network 106 and/or another
network.
[00020] As introduced above, system 100 can enable common context
application launching. In one such scenario, remote application 104 can
generate context-defining URI 132 as indicated at 136. As will be explained
below, when activated the context-defining URI 132 can cause one or more
of applications 126(1)-126(N) to be run according to a context defined by
the URI 132. For purposes of explanation, assume that context-defining
URI 132 indicates to launch applications 126(1)-126(N) (or a sub-set
thereof) and to set the context of each of these applications to hypothetical
patient identification number 12345. For instance, assume that remote
application 104 is running on a remote computer and is configured to
process patient lab results. Assume further that remote application 104 is
configured to provide notice to the patient's clinician whenever new lab
results are ready. In one case, the remote application could generate a
notification, such as an email that includes a template that reads "Dear Dr.
: new lab results have been received for patient __ . Click on
this link to automatically view the new lab results." The remote application
can populate the first field with the requesting doctor's name (e.g., the
doctor who requested the labs) and can populate the second field with the
patient identification (e.g. 12345). Embedded within the link is the context-
defining URI that can automatically open the applications and set the
applications to patient identification 12345 when the clinician clicks the link.
[00021] In this configuration, the context-defining URI 132 is received at
computer 102 by URI application manager 116 as indicated at 138. The
URI manager's context protocol handler 118 is configured to handle URI
schemas and can understand information contained in the context-defining
URI 132. The context protocol handler 118 can communicate the message
containing the information about the application launch and context to

receiving component 120 as indicated at 140.
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[00022] The receiving component 120 can be configured with sufficient
privlege on computer 102 to be able to interact with the context
management system 122 as indicated at 142. The receiving component
120 can interact with the context management system 122 in order to
trigger applications 126(1)-126(N) to securely run as indicated at 144, 146,
148, and 150. The context management system 122 can know if individual
applications are already running and as such don't need to be launched. In
such cases, the context management system 122 can check with the
individual applications to determine if a context change to patient
identification number 12345 is acceptable. For instance, application 126(1)
might be running and have unsaved data in another context (e.g., for
another patient identification number) such that changing contexts would
cause the unsaved data to be lost. The context management system 122
can negotiate with application 126(1) to take appropriate action to allow the
context change. Once the context management system has resolved any
context change issues, the applications can be automatically set to the
show information for patient identification 12345. Thus, through a single
action by the clinician of clicking the notification link, one or more
applications can be automatically launched and set to the patient's context
so that the clinician can instantly review the new lab results on his/her
computer 102.

[00023] As mentioned above, in some implementations the receiving
component 120 can also work with the application management component
124 as indicated at 152 to check whether the launch request of the context-
defining URI 132 is authorized according to various authorization and/or
security parameters.

[00024] In one implementation, the receiving component 120 may
utilize an application trigger that is a request to the application management
component 124 that the application management component start an
application configured as part of its settings of the context management

system. One such detailed example is described below.
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[00025] In this example, the context management system 122 can be
manifest as Vergence Launchpad® offered by Microsoft® Corporation. An
example context-defining URI can be:
launchpad://epic/?Method=SetContext&itemsName=patient.id.
mrn.clinic|patient.id.mrn.hospital&itemValues=123|456|&Launc
hAppFirst=True&ContinueOnFail=False&AppTitle=Eureka&Allo
wContextChangeCancellation=true
[00026] This context-defining URI tells the “launchpad” component to
start the application identified by “epic”. Before doing so, launchpad sets
two items into the common contextual data that “epic” has access to — two
patient IDs, one from a clinic and one from the hospital, so epic knows
which patient to view. This not only will allow the epic software to be
launched and tuned to a patient by a URI, but that context will be shared by
other applications.
[00027) In an alternative configuration, the context-defining URI may be
a request to start an application context adapter (“bridge”) that an
administrator has installed, which can start and interact with one or more
applications. For instance, the “bridge” protocol handler may be registered
to launch a Vergence bridge to interact with an application:
bridge://crm/?InitiateFollowupWorkflow=true&patient.id.mrn.ho
spital=12345
[00028] This context-defining URI tells the context management system
122 to launch the “crm” bridge, with a parameter passed to the bridge to tell
the CRM system to start a patient follow-up workflow. This illustrates the
ability to security launch a more sophisticated local script that can start and
control a locally-installed application.
[00029] In the above discussion, the context-defining URI 132 is
generated remotely from computer 102 and sent to the computer 102.
However, such need not be the case. For instance, local application 108
can generate a similar context-defining URI designated at 154. The local

application 108 may or may not be one of applications 126(1)-126(N) that
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are managed by context management system 122 and application
management component 124. In this example, local application 108 can
generate context-defining URI 154 that can be configured to cause one or
more applications to operate under a common context. The context-
defining URI 154 can be received by the context protocol handler 118 and
handled in a similar manner to that described above relative to context-
defining URI 132.

[00030] In summary the present applications can provide a secure
mechanism to interact with a context management system through the use
of a fire-and-forget context-defining URI. As more applications are moving
to the web, there are significant disconnects in business workflows because
otherwise a web application cannot launch, send data to, or otherwise
interact with applications installed on the client workstation or terminal
server. This makes the integration of cloud-hosted applications or portals,
as an example, much more difficult.

USE CASE EXAMPLES

[00031] FIG. 2 llustrates a use case scenario for contextually
interacting with applications. This scenario involves a pad type computer
202, but is applicable to other types of computers. In this scenario, pad
type computer 202, belongs to a clinician 204. For purposes of explanation,
the scenario is explained via 'instance 1' and a subsequent ‘instance 2'.
Starting with instance 1, the clinician is using a web-based electronic record
manager 206 to review information about an individual patient. In this
example, the patient is listed as John Smith with a unique identifier in the
form of 'patient ID' as indicated at 208. Further, the web-based electronic
record manager 206 is displaying lab results at 210 for the patient. In this
example, the lab results relate to a 'liver function panel'. Further, the web-
based electronic record manager indicates at 212 that 'new images are
available'. In this example, assume that the image viewer is a local
application that is installed on the pad-type computer 202. Assume further

that the clinician wishes to view the images and taps/touches the 'click here'
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icon as indicated at 214. (The clinician may alternatively use other
selection methods, such as voice or gesture, among others). The ‘click
here' icon can include, and/or be associated with, a context-defining URI as
introduced above relative to FIG. 1, but which need not be evident to the
user. Further, the pad type computer 202 can include a URI manager 216
that can manage handling of the context-defining URI.

[00032] As evidenced in instance 2, the click by the clinician launched
local imaging application 220 that is running on the pad type computer 202.
Further, without any effort by the user/clinician, the local imaging application
220 is set to the same context as the web-based electronic records
manager 206 (e.g., the local imaging application is displaying the new
images for patient ID SM12345). In this example, the new images 222 are
from the date 2012-12-27. In this example, the context relates to the
patient ID, but this only one example. In another example, the context
could relate to patient ID and date so that context is set to show the lab
results and the images obtained from the patient on the same day. In
summary, a single user action can cause multiple applications to operate in
a common context for the user. In this case, one application is a web-
application and one is a remote application. However, the present concepts
are applicable to other scenarios, such as making multiple local applications
operate according to a common context. One such example is described
below relative to FIG. 3.

[00033] FIG. 3 shows another use case scenario for contextually
interacting with applications. This scenario involves a smart phone type
computer 302, but is applicable to other types of computers. This scenario
continues with the example introduced above relating to a clinician and
his/her patient, but of course could relate to other scenarios in the medical
context or scenarios outside of the medical context. In this scenario, the
clinician receives a notification about the patient via the smart phone type
computer 302. In this example, the notification is an email notification 304

received in instance 1. The email indicates at 306 that new results are

10
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available for John Smith who has patient ID SM12345. The email also
includes a user activatable URI 308 that reads 'click here to view the new
results’. Note also that the smart phone type computer 302 can include a
URI manager 316 that can manage handling of context-defining URIs as
will be evidenced in instance 2. Assume that the clinician activates the user
activatable context-defining URI 308.

[00034] Instance 2 shows two applications launched on smart phone
type computer 302 by the URI manager 316 as a result of the clinician
activating context-defining URI 308. In this case, the applications include a
lab records application 318 and an imaging application 320. Both
applications are set to the context of Patient ID SM12345 as indicated at
322 and 324, respectively. In the case of the lab records application 318,
the context causes the application to present a liver function panel 326 for
the context defined in the context-defining URI 308 (e.g., patient ID
SM12345). In the case of the imaging application 320, the context causes
the application to present image 328 for the context defined in the context-
defining URI. Accordingly, the clinician can quickly review recent
information about his/her patient John Smith (e.g., patient ID SM12345)
simply by clicking on the context-defining URI 308 and without any
understanding of the context defining elements of the context-defining URI
or the functionality provided by the URI manager 316. The clinician simply
clicks the context-defining URI and without taking any other actions can
view the labs for the patient in the lab records application 318 and the
images in the imaging application 320. The URI manager 316 can handle
launching the applications and/or changing the context of the applications
without causing data loss and cause the context to be displayed in both
applications for the clinician. In summary, these use case scenarios can be
applied to any other type of user besides a clinician. The present
techniques can allow the user, through activation of the context-defining
URI to automatically launch one or more applications and to automatically

set the context of those applications for the user's convenience.

11
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METHOD EXAMPLES

[00035] FIG. 4 illustrates a flowchart of a technique or method 400 for
contextually interacting with applications.

[00036] At block 402, the method can receive information related to an
entity. For instance, the information can be a triggering event related to an
entity. In one example described above, the entity can be a patient. In that
example when new lab results are obtained, that information can function
as a trigger relative to the patient.

[00037] At block 404, the method can generate a link that specifies an
application installed on a computer and a context for the application relating
to the entity. In some implementations, the link can be manifest as a
context-defining URI. The context-defining URI can cause the application
to run on the computer to present information about the entity (e.g., in this
case the patient). The context-defined in the URI can automatically set the
application to present data about the entity when the context-defining URI is
activated (e.g., the application is set to the context of the entity).

[00038] FIG. 5 illustrates a flowchart of a technique or method 500 for
contextually interacting with applications.

[00039] At block 502, the method can receive a URI that specifies an
application to run and that defines a context for the application. In some
cases, the URI can be received on a computer upon which the application
is installed.

[00040] At block 504, the method can run the application and set the
context of the application as defined by the URI. In some configurations,
the method can determine whether running the application is authorized on
the computer. For instance, an administrator of the computer may have
manually defined what actions are authorized on the computer and which
actions are not authorized. Alternatively or additionally, the administrator
may have defined actions which are prohibited on the computer. The
method can ensure that only authorized actions are actually implemented.

In other implementations, the URI can be examined to determine whether to

12
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implement instructions conveyed by the URI. For instance, if the URI
contains a valid authorization (e.g., signature) from a trusted source, the
URI instructions may be implemented with or without regards to
authorizations established for the computer. Stated another way, the
authorization accompanying the URI and/or the trustworthiness of the
source can be evaluated in determining whether to implement the URI.
[00041] In some implementations, the method can check whether the
application is already running. If the application is not already running and
running the application is authorized, then the application can be launched.
[00042] In an instance where the application is already running the
method can determine whether setting the context as defined by the URI
should be allowed. For instance, if changing the context will cause data
loss, then the context change may be delayed. The method can take
various actions, such as by negotiating with the application until the context
change can be safely made.

[00043] The order in which the example methods are described is not
intended to be construed as a limitation, and any number of the described
blocks or acts can be combined in any order to implement the methods, or
alternate methods. Furthermore, the methods can be implemented in any
suitable hardware, software, firmware, or combination thereof, such that a
computing device can implement the method. In one case, the method is
stored on one or more computer-readable storage media as a set of
instructions such that execution by a computing device causes the
computing device to perform the method.

CONCLUSION

[00044] Although techniques, methods, devices, systems, etc.,
pertaining to contextually interacting with applications are described in
language specific to structural features and/or methodological acts, it is to
be understood that the subject matter defined in the appended claims is not

necessarily limited to the specific features or acts described. Rather, the
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specific features and acts are disclosed as exemplary forms of

implementing the claimed methods, devices, systems, etc.
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CLAIMS

1. At least one computer-readable storage medium having
instructions stored thereon that, when executed by a processor, cause the
processing device to perform acts, comprising:

receiving information related to an entity; and,
generating a link that specifies an application installed on a
computer and a context for the application relating to the entity.

2. The computer-readable storage medium of claim 1, wherein
the receiving information comprises receiving a triggering event.

3. The computer-readable storage medium of claim 1, wherein
the generating a link comprises generating a universal resource identifier
(URI).

4. The computer-readable storage medium of claim 1, further
comprising sending the link to the computer.

5. The computer-readable storage medium of claim 1, embodied
as a computer-readable storage device that is included on a remote
computer that also includes the processor.

6. A system, comprising:

a computer having a set of applications installed thereon; and,

a universal resource identifier (URI) manager configured to
receive a context-defining URI, the URI manager configured to run a sub-
set of the applications specified by the context-defining URI and to set a
common context for the sub-set of the applications as specified by the
context-defining URI.

7. The system of claim 16, wherein the URI manager comprises a
context protocol handler configured to operate in an isolated security
environment to read information from the context-defining URI and convey
the information to a receiving component that is configured to operate at a
level of privilege that allows communication with a context management

system and an application management system.

15



10

WO 2013/122843 PCT/US2013/025482

8. The system of claim 17, wherein the receiving component is
configured to operate cooperatively with the application management
system to determine whether actions defined in the context-defining URI
are allowed on the computer.

9. The system of claim 17, wherein the set of applications are
managed applications that are managed by the context management
system.

10. The system of claim 16, wherein the computer comprises
another application that is not part of the set of applications and wherein the

another application is configured to generate the context-defining URI.
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METHOD 400

402
N\

RECEIVE INFORMATION RELATED TO AN ENTITY IDENTIFY

404
N\

GENERATE A LINK THAT SPECIFIES AN APPLICATION INSTALLED
ON A COMPUTER AND A CONTEXT FOR THE APPLICATION
RELATING TO THE ENTITY

FIG. 4

METHOD 500

502
N\

RECEIVE A URI THAT SPECIFIES AN APPLICATION TO RUN AND
THAT DEFINES A CONTEXT FOR THE APPLICATION

504
AN

RUN THE APPLICATION AND SET THE CONTEXT OF THE
APPLICATION AS DEFINED BY THE URI

FIG. 5
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