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INSERTION OF USER INFORMATION INTO HEADERS TO ENABLE TARGETED
RESPONSES
CROSS REFERENCE TO RELATED PATENT APPLICATIONS
[0001] This application claims priority to US Patent Application No. 12/891,6835,
filed on 27 September 2010, entitled “Insertion of User Information into Headers to
Enable Targeted Responses,” which is hereby incorporated by referenced in its entirety.
BACKGROUND

[0002] The increase in distribution of media over the Internet has led to the desire
for advertisers and other content providers to develop new ways of reaching potential
consumers. Previously, an advertiser knew a general location of a person receiving the
advertisement. For example, an advertiser in a geographically-based television market
knew that the person viewing its add was in that television market. On the Internet,
however, advertisers typically do not know the location of the person receiving the
advertisements. Advertisers are able to take advantage of user activities monitored by
servers, such as a history of search queries tracked by a search engine. These user
activities may be used to formulate interests of consumers that are then used in
determining appropriate advertisements. User activities, however, often depend on a
current user location and are irrelevant when a user is no longer at that location. For
example, if a user is visiting a certain town and searches for restaurants in that town, that
search activity will be irrelevant to the user upon his or her departure and would thus be
a poor determiner of which advertisements are appropriate.

[0003] Many user devices, such as telecommunication devices, have mechanisms

for determining their locations. For example, many of these devices are equipped with
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Global Positioning System (GPS) components that enable a telecommunication device to
locate itself. This location information is sometimes provided to remote servers, such as
third party application servers. The downside of these mechanisms, however, is the
amount of power and processing they consume. Typically, user devices have limited
battery power and processing means that must be conserved. Thus, use of these user
device-based location mechanisms for providing servers with user locations is
problematic.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004] The detailed description is set forth with reference to the accompanying
figures, in which the left-most digit of a reference number identifies the figure in which
the reference number first appears. The use of the same reference numbers in different
figures indicates similar or identical items or features.
[0005] FIG. 1 illustrates an overview of an example telecommunication network
which includes devices that insert user interest categories and locations into headers of
messages sent from telecommunication devices to servers, in accordance with various
embodiments.
[0006] FIG. 2 illustrates an example message including a header portion, in
accordance with various embodiments.
[0007] FIG. 3 illustrates an interaction diagram of a GGSN configured to
determine user interest categories and to insert those categories in headers of messages
sent from telecommunication devices to servers, in accordance with various

embodiments.
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[0008] FIG. 4 illustrates an interaction diagram of a GGSN configured to provide
user activity data to an offline analysis node which determines user interest categories,
the GGSN inserting those categories in headers of messages sent from
telecommunication devices to servers, in accordance with various embodiments.

[0009] FIG. 5 illustrates a component level view of a computing device, in
accordance with various embodiments.

DETAILED DESCRIPTION

[0010] Described herein are techniques for inserting at least one of a client device
location or user interest categories in a header portion of a message transmitted from a
client device to a server. The insertion is performed by an intermediary device, such as a
gateway device, that transmits the message from the client device to the server. In some
implementations, the client device is a telecommunication device and the intermediary
device is a gateway support node, such as a Gateway GPRS Support Node (GGSN), of a
telecommunication network. As used herein, “GPRS” stands for “General Packet Radio

b

Service.” The telecommunication network may provide telecommunication services to
the client device.

[0011] In various implementations, the intermediary device gathers user activity
data describing activities of the user of the client device, such as browsing network
content. The intermediary device may also gather or receive data indicative of a client
device’s location, such as client device location coordinates. The intermediary device
may then either use the user activity data to determine user interest categories or provide

the user activity data to another device, such as an offline analysis node of the

telecommunication network for the offline analysis node to determine the user interest
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categories. The intermediary device or the other device may then provide the user
interest categories to another device, such as a Policy Control Rules Function node
(PCREF) of the telecommunication network, for storage. Also, the intermediary device
may provide the data indicative of the client device’s location to the other device storing
the user interest categories. The other device storing the user interest categories may
also include location-coordinate-to-zip-code mappings which the other device may use to
map the data indicative of the client device’s location to a zip code.

[0012] Upon receiving a message from the client device destined for a server, such
as a web server, the intermediary device may first communicate with another device
(e.g., the PCRF) to retrieve at least one of user interest categories or a zip code. The
other device may also provide policies and rules associated with a user of the client
device. In some implementations, the intermediary device performs the insertion
conditionally based upon these policies and rules. If the other device does not provide
any user interest categories, the intermediary device may determine such user interest
categories based on the user activity data it has gathered. The intermediary device then
inserts at least one of the client device location or user interest categories in a header
portion of the message, such as an extended header of a Hypertext Transfer Protocol
(HTTP) request message, and transmits the message to the server. Upon receipt, the
server then determines targeted content, such as advertising, and provides the targeted
content to the client device along with content requested by the client device in the
message.

[0013] Further described herein is a computing device, such as the PCRF

mentioned above, that is configured to receive and store user interest categories and to
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provide them to intermediary devices, such as the GGSN, upon request. The user
interest categories may be received from one intermediary device, multiple intermediary
devices, or another device (e.g., an offline analysis node). In some implementations, the
computing device may receive user interest categories that were determined based user
activity data gathered at multiple intermediary devices. Such user interest categories
may be determined by providing to a second intermediary device first user interest
categories that were determined based on user activity data gathered at a first
intermediary device, the second intermediary device modifying the user interest
categories based on user activity data that the second intermediary device has gathered.
In further implementations, the computing device may store a set of user interest
categories for each combination of a user and intermediary device or a user and a zip
code. Additionally, the computing device may store policies and rules, such as those
described above, and location-coordinate-to-zip-code mappings. Upon receiving
location coordinates from an intermediary device (e.g., with a request for user
categories), the computing device may determine a zip code based on the mappings and
provide that zip code to the intermediary device.

Overview

[0014] FIG. 1 illustrates an example telecommunication network which includes
devices that insert user interest categories and locations into headers of messages sent
from telecommunication devices to servers, in accordance with various embodiments.
As shown in FIG. 1, one or more telecommunication devices 102 may communicate
through a telecommunication network 104 with one or more servers 106. Each

telecommunication device 102 may connect to the telecommunication network 104
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through a Serving GPRS Support Node (SGSN) 108. The SGSNs 108 in turn
communicate with one or more Gateway GPRS Support Nodes (GGSN) 110 of the
telecommunication network 104. Messages flowing from the telecommunication devices
102 may be received by an SGSN 108, transmitted from the SGSN 108 to the GGSN
110, and transmitted from the GGSN 110 across the telecommunication network to the
servers 106. In handling messages and interactions with a telecommunication device
102, the GGSN 110 communicates with a Policy Control Rules Function node (PCRF)
112 that provides rules and policies associated with a user of that telecommunication
device 102. The GGSN 110 may also communicate with an offline analysis node 114 to
provide the offline analysis node with user activity data gathered by the GGSN 110.
[0015] As further shown in FIG. 1, a telecommunication device 102 may transmit
116 a message destined for a server 106. The GGSN 110, in receipt of that message and
acting as an intermediary node, may then insert 118 at least one of a telecommunication
device location, such as a zip code, or user interest categories in a header portion of the
message. The user interest categories may have been determined at least in part by the
GGSN 110, another GGSN 110, the offline analysis node 114, or some combination
thereof, and may have been received from the PCRF 112. The insertion 118 enables the
server 106 to provide targeted content to the telecommunication device 102 based on at
least one of the telecommunication device location or the user interest categories. The
GGSN 110 then transmits 120 the message to the server 106.

[0016] In various implementations, the telecommunication devices 102 may be
any sort of telecommunication devices. For example, the telecommunication devices

102 may include cellular phones, personal digital assistants (PDA), media players, game
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devices, personal computers (PC) or laptop computers. An example device capable of
implementing a telecommunication device 102 is illustrated in greater detail in FIG. 5
and 1s described in detail below with reference to that figure.

[0017] As shown in FIG. 1, the telecommunication devices 102 may communicate
with a telecommunication network 104. The telecommunication devices 102 may
receive telecommunication services from a telecommunication service provider
associated with the telecommunication network 104. Such telecommunication services
may include voice, messaging, and data services enabling users of the
telecommunication devices 102 to place and receive voice calls, send and receive text
messages, and browse network content. In some implementations, these
telecommunication services enable the telecommunication devices 102 to communicate
with servers 106, acting as client devices of those servers 106. The telecommunication
devices 102 may request content from the servers 106 and receive that content in answer
to the requests. The telecommunication devices 102 may also receive other content
provided by the servers 106, such as targeted content including advertisements. The
received content can then be displayed by the telecommunication devices 102 to users of
the telecommunication devices 102.

[0018] Also, in some implementations, the telecommunication devices 102 are
each associated with a user’s subscription to telecommunication services. In one
implementation, multiple telecommunication devices 102 may be associated with the
same subscription. Additionally, the telecommunication devices 102 may also travel

with their users and thus be used at a plurality of different geographic locations.
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[0019] In various implementations, the telecommunication network 104 may
comprise any one or more networks known in the art, such as cellular networks and/or
data networks, including wide area networks (WANs), local area networks (LANS),
personal area networks (PANs), and/or the Internet. As mentioned above, the
telecommunication network 104 may be a network of a telecommunication service
provider. Such a network may be a public or private network or may include a
combination of both public and private networks. A connection between the
telecommunication devices 102 and the telecommunication network 104 may be through
a number of routers, base stations, and/or devices acting as bridges between cellular and
data networks. In addition to the SGSNs 108, the GGSNs 110, the PCRF 112, and the
offline analysis node, the telecommunication network 104 may also include a number of
other devices, such as a home location register (HLR) or a mobile switching center.

[0020] Communications between the devices of the telecommunication network
104 utilize any sort of communication protocol known in the art for sending and
receiving messages, such as Transmission Control Protocol/Internet Protocol (TCP/IP),
HTTP, and/or Session Initiation Protocol (SIP). The devices of the telecommunication
network 104 are also connected to each other via wired and/or wireless connections, such
as through Fthernet and Wi-Fi connections. Also, telecommunication network 104 may
be associated with a single geographic location or with a number of dispersed geographic
locations. Because the devices of the telecommunication network 104 may be remote
from each other geographically, communications between the devices may be secured by

VPNs and network tunnels (not shown) or by point-to-point connections.
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[0021] In various embodiments, each server 106 may be implemented in any sort
of computer system, such as a personal computer (PC), a laptop computer, a workstation,
a server system, a mainframe, or a server farm. The servers 106 may be servers included
in the telecommunication network 104 selling applications or services related to the
telecommunication services provided to the telecommunication devices 102 or may be
publicly-available servers accessed, for instance, over the Internet. The servers 102
could include web servers of search engines or ecommerce sites, or could be any sort of
provider of content. In response to receiving HTTP requests such as requests for web
pages or search queries, the servers 106 may transmit web pages or other content to
requesting client devices. In some implementations, upon receiving HTTP request
messages, the servers 106 check an HTTP header or extended header of the message to
determine whether additional information about the user, such as the user’s location or
user interest categories, is present. If such information is present, the servers 106 may
modify the content that they provide to the client devices or may provide additional
content. For example, if a server 106 is a search engine, the server 106 may re-rank
search results based on the information found in the header, may provide targeted
advertisements along with the search results, or may do both of these actions. An
example device capable of implementing a server 106 is illustrated in greater detail in
FIG. 5 and is described in detail below with reference to that figure.

[0022] In some implementations, there may be an agreement between an entity
associated with the servers 106 and the telecommunication service provider to receive
the information about users of client devices in message headers. The agreement may

enable the servers 106 to receive such information in headers in exchange, for example,
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for payment of fees to the telecommunication service provider. In one implementation,
the servers 106 will only receive such information in message headers if there is an
agreement in place.

[0023] As further illustrated in FIG. 1, the telecommunication devices 102 may
connect to a plurality of SGSNs 108 of the telecommunication network 104. Each SGSN
108 each server 106 may be implemented in any sort of computer system, such as a
personal computer (PC), a laptop computer, a workstation, a server system, a mainframe,
or a server farm. Each SGSN 108 may connect to a plurality of telecommunication
devices 102. In alternate implementations, the telecommunication network 104 may
comprise a single SGSN 108. In some implementations, an SGSN 108 may be
associated with a geographic area and may be responsible for delivering network traffic
to and from telecommunication devices 102 in its geographic area. Functionalities of the
SGSNs 108 may include packet routing and transfer, mobility management, logical link
management, and authentication and charging functions. Each SGSN 108 may be
associated with a location register as well that stores location information (e.g., the cell
that the SGSN 108 belongs to) and user profiles of users registered with the SGSN 108.
The SGSNs 108 may further be in communication with base stations of the
telecommunication network 108 or other access points, receiving telecommunication
device traffic through the base stations/access points. Also, as shown in FIG. 1, the
SGSNs 108 may communicate with the GGSN 110. In some embodiments, the
communication may be through a network tunnel between one of the SGSNs 108 and the

GGSN 110, the network tunnel securing the communications between those devices. An
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example device capable of implementing the SGSN 108 is illustrated in greater detail in
FIG. 5 and is described in detail below with reference to that figure.

[0024] In various implementations, the GGSN 110 may be implemented in any
sort of computer system, such as a personal computer (PC), a laptop computer, a
workstation, a server system, a mainframe, or a server farm. While the
telecommunication network 104 is only shown as including a single GGSN 110, it may
include multiple GGSNs 110 associated, for instance, with multiple geographic areas or
locations. An example device capable of implementing the GGSN 110 is illustrated in
greater detail in FIG. 5 and is described in detail below with reference to that figure.
[0025] As mentioned above, the GGSN 110 communicates with the SGSNs 108,
receiving messages and other traffic destined for servers 106 and other devices that was
received by the SGSNs 108 from the telecommunication devices 102. In some
implementations, the GGSN 110 is responsible for internetworking between a GPRS
network of the telecommunication network 110 and one or more packet-switched
networks, such as a packet-switched network of the telecommunication network 104, the
Internet, or both. From the perspective of packet-switched networks communicating
with the GGSN 110, the GGSN 110 appears to be a router to a sub-network. Also, the
GGSN 110 converts GPRS packets received over the GPRS network from the SGSN 108
into a packet data protocol (PDP), and converts packets received in PDPs into GPRS
packets.

[0026] In some implementations, the GGSN 110 receives a PDP context message
from a telecommunication device 102 transmitted through a SGSN 108. The PDP

context message may be transmitted when a user first activates the telecommunication
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device 102, when the telecommunication device 102 first connects to a base station or
access point, or when a user first engages in a specific activity, such as network
browsing. Upon receiving a PDP context message, a packet data connection is
established between the telecommunication device 102 and the GGSN 110, and the
GGSN 110 sends a credit control request (CCR) to the PCRF 112 of the
telecommunication network 104. In return, the GGSN 110 may receive a credit control
answer (CCA) from the PCRF 112, the PCRF 112 specifying rules and policies
associated with the subscription plan of the user of the telecommunication device 102.
The GGSN 110 may then manage network traffic from the telecommunication device
102 based on those rules and policies.

[0027] In various implementations, the GGSN 110 also determines if the CCA
includes any user interest categories for the GGSN 110 to insert into subsequent
messages from the telecommunication device 102 to servers 106. The user interest
categories may be any sort of classifiers of user interests evidenced, for example, from
user activities. For example, if a user browses websites for three different restaurants,
“restaurant” may be included in the user interest categories. Also, the user interest
categories may be only Top-N categories, such as a top 3 categories, the ranking of the
categories also determines based at least in part on user activity data.

[0028] In some implementations, the GGSN 110 then monitors user activity data.
The monitoring may be performed regardless of whether the CCA included user interest
categories or performed only if the CCA did not include user interest categories.
Because traffic between the telecommunication device 102 and servers 106 flows

through the GGSN 110, the GGSN 110 is able to monitor and capture all network traffic.
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Such traffic may include booth browsing of network content and, in some
implementations, traffic with a dedicated application server of a provider of a
telecommunication device application. The GGSN 110 logs the monitored user activity
data in some form of storage, such as a file or database that may be stored locally or
remotely.

[0029] The GGSN 110 then utilizes the user activity data to determine user
interest categories or provides the user activity data to an offline analysis node 114. If
the CCA included user interest categories, the GGSN 110 may refrain from determining
new or updated user interest categories based on the user activity data. Or, in other
implementations, the GGSN 110 may determine updated user interest categories based
on the user interest categories received in the CCA and on the monitored user activity
data. In determining new or updated user interest categories, the GGSN 110 may utilize
a rules bases having rules and categories and may apply the rules base to the user activity
data and, if available, previous user interest categories. Different rules bases with
differing degrees of particularity may be used based on available processing and power
considerations. In some implementations, to allow for a more fine-grained analysis of
the user activity data and previous user interest categories, the data and categories may
be provided by the GGSN 110 to an offline analysis node. In implementations where the
GGSN 110 determines the user interest categories, the GGSN 110 may then provide the
user interest categories to the PCRF 110 for storage.

[0030] In various implementations, the GGSN 110 also receives or gathers
telecommunication device location information, such as location coordinates. The

GGSN 110 may receive or gather the location information in a number of ways. For
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instance, the GGSN 110 may receive the location information in the PDP context
message, in another message from the telecommunication device 102, or by intercepting
global positioning system (GPS) coordinates provided to the telecommunication device
102. The GGSN 110 may intercept such GPS coordinates while monitoring the user
activity data. The GGSN 110 may also gather location information by requesting such
information from a base station, access point, or SGSN 108. In one implementation,
rather than using location coordinates of the telecommunication device 102, the GGSN
110 may gather a location of a base station, access point, or SGSN 108 associated with
the telecommunication device 102 and may use that gather location as the location
information of the telecommunication device 102.

[0031] In some implementations, the GGSN 110 provides the gathered/received
telecommunication device location information to the PCRF 110 in the CCR. The PCRF
112 may then return another sort of location identifier, such as a zip code that is
associated with the telecommunication device location information, in the CCA. A zip
code or other location identifier may be more meaningful to a server 106 than the
telecommunication device location information.

[0032] In various implementations, the GGSN 110 may receive a message from
the telecommunication device 102, as shown by arrow 116 in FIG. 1. While the message
is shown as being transmitted directly from the telecommunication device 102 to the
GGSN 110, the message may be transmitted through any number of intermediate
devices, such as SGSN 108. The message received may be an HTTP request message
which may, in some implementations, be encapsulated in a GPRS packet for transfer

from the telecommunication device 102 to the GGSN 110.

14



10

15

20

WO 2012/047488 PCT/US2011/052020

[0033] Such as the HTTP request message 202 is shown in FIG. 2. As illustrated
in FIG. 2, the message 202 includes an HTTP header portion 204, an extended header
portion 206, and a message body 208. The contents of the HTTP header portion 204
may be defined by HTTP and include such information as sender and destination IP
addresses. The body 208 may include any sort of content or instructions or may even be
a random combination of bits. The extended header portion 206 may be a header utilized
by the telecommunication network 104 to communicate additional parameters to
message recipients, such as at least one of a location identifier or user interest categories.
The fields of the extended header portion 206 may each include a label, such as location
or categories, followed by data associated with the label, such as a location identifier or
user interest categories. In other implementations, the message 202 includes a single
HTTP header portion 204 and no extended header portion 206, and one or more fields of
the HTTP header portion 204 may be used to store at least one of the location identifier
or user interest categories.

[0034] Referring again to FIG. 1, once the GGSN 110 receives the message from
the telecommunication device 102, it may first translate the message, if necessary. For
example, if the message is an HTTP request encapsulated in a GPRS packet, the GGSN
110 may remove the GPRS packet encapsulation, leaving an HTTP request message
capable of being transmitted across a PDP network. The GGSN 110 then checks the
rules or policies received from the PCRF 112 to determine whether the server 106 that
the message is destined to is associated with an entity that has an agreement with the
telecommunication service provider. If there is such an agreement, the rules or policies

will indicate that the GGSN 110 should insert at least one of the location identifier or
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user interest categories in a header portion of the message. If there is no agreement, the
rules or policies may indicate this as well, and no insertion will take place. In other
embodiments, the GGSN 110 may insert the at least one of the location identifier or the
user interest categories regardless of any rules or policies.

[0035] The inserting is shown in element 118 of FIG 1. In wvarious
implementations, the inserting involves the GGSN 118 modifying a header portion of the
message, such as the extended header portion 206 or HTTP header portion 204 shown in
FIG. 2, to include at least one of the location identifier (e.g., zip code) or the user interest
categories. Upon inserting the at least one of the location identifier or user interest
categories, the GGSN 110 transmits the message to the server 106, as shown by arrow
120 in FIG. 1. While the message is shown as being transmitted directly from the GGSN
110 to the server 106, the message may be transmitted through any number of
intermediate devices. The server 106 that the message is transmitted to may be identified
as the destination in a header portion of the message.

[0036] In some implementations, the GGSN 110 may also transmit messages from
the server 106 to the telecommunication device 102, such as HTTP answer messages.
Such answer messages may include requested content such as web pages and targeted
content such as advertisements.

[0037] In various implementations, the PCRF 112 may be implemented in any sort
of computer system, such as a personal computer (PC), a laptop computer, a workstation,
a server system, a mainframe, or a server farm. While the telecommunication network
104 is only shown as including a single PCRF 112, it may include multiple PCRFs 112

that store the same rules or policies in a redundant fashion or in the manner of a storage
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area network. For the purposes of discussion, however, only a single PCRF 112 will be
described. An example device capable of implementing the PCRF 112 is illustrated in
greater detail in FIG. 5 and is described in detail below with reference to that figure.
[0038] As described above, PCRF 112 is capable of storing rules and policies
associated with subscription plans of users of telecommunication devices 102, location-
coordinate-to-zip-code mappings, and user interest categories. PCRF 112 may store this
information in a file or database or in any sort of structure. The file, database, or
structure may be local or remote.

[0039] In some implementations, the PCRF 112 receives one or both of the user
interest categories or location identifiers in the CCR from the GGSN 110. Upon
receiving the location identifiers, the PCRF 112 may look up the location identifiers in
the mappings and determine a location such as a zip code, a city and state, or an address
that can be utilized by the servers 106. The PCRF 112 may then return the location in
the CCA to the GGSN 110.

[0040] In other implementations, the PCRF 112 receives the user interest
categories from the offline analysis node 114.

[0041] Upon receiving the user interest categories from the GGSN 110 or the
offline analysis node 114, the PCRF 112 may do one of a number of things. First, the
PCRF 112 may replace any user interest categories currently associated with a
subscription plan of a user of a telecommunication device 102 with the received user
interest categories. These received user interest categories will be based at least partially
on the replaced user interest categories, the replaced user interest categories having been

previously provided to the GGSN 110, as described above. In one implementation, this
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allows user interest categories to be built from user activity data monitored at multiple
GGSNs at multiple locations. For example, a first GGSN 110 may monitor user activity
data, and either the first GGSN 110 or the offline analysis node 114 may determine user
interest categories based on that user activity data. Those user interest categories are
then stored by the PCRF 112 and provided to a second GGSN 110 at a second location
when the telecommunication device 102 is used at that second location. The second
GGSN 110 gathers user activity data and either determines updated user interest
categories based on the previous user interest categories or provides the user activity data
and previous user interest categories to the offline analysis node 114. The new user
interest categories, now based on user activity data gathered by multiple GGSNs 110 at
multiple locations, may then be stored by the PCRF 112.

[0042] In other implementations, the PCRF 112 may instead determine whether
the received user interest categories are associated with a different GGSN 110 or
different zip code than the user interest categories currently stored by the PCRF 112. If
the received user interest categories are associated with a same GGSN 110 or zip code as
those currently stored, then PCRF 112 may replace the previous categories with the
newly received categories, as described above. If the received user interest categories
are not associated with a same GGSN 110 or zip code as those currently stored, the
PCRF 112 may store the received user interest categories as well without replacing those
previously stored. In this manner, the PCRF 112 may maintain a set of user interest
categories for each GGSN 110 or each zip code.

[0043] In various implementations, the PCRF 112 provides the user interest

categories to the GGSN 110 in the CCA along with the location. If multiple sets of user
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interest categories are associated with the subscription plan of the user of the
telecommunication device 102 that is associated with the CCR, the PCRF 112 selects the
user interest categories to include in the CCA based on a zip code or GGSN 110.

[0044] In various implementations, the offline analysis node 114 may be
implemented in any sort of computer system, such as a personal computer (PC), a laptop
computer, a workstation, a server system, a mainframe, or a server farm. While the
telecommunication network 104 is only shown as including a single offline analysis node
114, it may include multiple offline analysis nodes 114. For the purposes of discussion,
however, only a single offline analysis node 114 will be described. An example device
capable of implementing the offline analysis node 114 is illustrated in greater detail in
FIG. 5 and is described in detail below with reference to that figure.

[0045] As described above, the offline analysis node 114 receives user activity
data and, if available, previous user interest categories from the GGSN 110. Upon
receiving the user activity data and user interest categories, the offline analysis node 114
determines user interest categories. In determining new or updated user interest
categories, the offline analysis node 114 may utilize a rules base having rules and
categories and may apply the rules base to the user activity data and, if available,
previous user interest categories. Different rules bases with differing degrees of
particularity may be used based on available processing and power considerations. In
some implementations, as mentioned above, the offline analysis node 114 is a dedicated
node capable of provided a more fine-grained determination of user interest categories
than the GGSN 110. Upon determining the user interest categories, the offline analysis

node 114 provides the user interest categories to the PCRF 112 for storage.
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Example Interactions

[0046] FIG. 3 illustrates an interaction diagram of a GGSN configured to
determine user interest categories and to insert those categories in headers of messages
sent from telecommunication devices to servers, in accordance with various
embodiments. The figure includes representations of the telecommunication device 102,
a server 106, the GGSN 110, and the PCRF 112, each representation including a graphic
depiction and a vertical line descending across the figure. Between these vertical lines
are horizontal lines terminating in arrows representing interactions between ones of the
telecommunication device 102, a server 106, the GGSN 110, and the PCRF 112. Each
horizontal line represents a single interaction or a group of interactions. When one of the
horizontal lines crosses a vertical line without terminating at an arrow, this indicates that
the system associated with the crossed line is not involved in the interaction. When one
of the horizontal lines crosses a vertical line, terminates at an arrow, and then resumes,
this indicates that the system associated with the crossed line is involved in the
interaction. For example, if a horizontal line extends between a first vertical line and a
third vertical line, crosses a second vertical line, and terminates with arrows at each of
the second and third vertical lines, this indicates that devices associated with each of the
first, second, and third vertical lines are involved in the interaction.

[0047] As illustrated, a telecommunication device 102 may send 302 a PDP
context message to the GGSN 110 to initiate a data connection between the
telecommunication device 102 and the GGSN 110. Such a message may be transmitted

through a SGSN 108 and may be transmitted in response to a user turning on the
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telecommunication device 102 or in response to a user engaging in browsing activity on
the telecommunication device 102.

[0048] Next, the user of the telecommunication device 102 engages in some
activity, such as browsing network content. This activity involves sending messages 304
associated with the user activity to or through the GGSN 110, the GGSN 110 monitoring
306 the user activity data. Also, the GGSN 110 may previously or concurrently transmit
a CCR to the PCRF 112, as discussed above.

[0049] Based on the monitored user activity data, the GGSN 110 determines 308
user interest categories associated with the user of the telecommunication device 102.
As mentioned above, this determining 308 may be performed based at least in part on a
rules base and also, if available, on previous user interest categories received from the
PCRF 112 in a CCA. The GGSN 110 then provides 310 the user interest categories to
the PCRF 112 for storage.

[0050] As further shown in FIG. 3 the telecommunication device 102 may again
send 312 a PDP context message to the GGSN 110 to initiate a data connection between
the telecommunication device 102 and the GGSN 110. The telecommunication device
102 may perform the sending 312 after the termination of a previous data connection
between the telecommunication device 102 and the GGSN 110. In one implementation,
the GGSN 110 that the PDP context message is sent 312 to may be a different GGSN
110 than the GGSN 110 that the telecommunication device 102 was previously
connected to. For example, the GGSN 110 may be a GGSN associated with a different

location.
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[0051] Upon receiving the PDP context message, the GGSN 110 sends 314 a CCR
to the PCRF 112. As mentioned above, the GGSN 110 may include in the CCR location
information associated with the telecommunication device 102, such as location
coordinates. The receiving or gathering of the location information is also described
above.

[0052] The GGSN 110 then receives 316 a CCA in response that includes user
interest categories stored by the PCRF 112, a location identifier such as a zip code, and
rules or policies associated with a user of the telecommunication device 102. As
mentioned above, the PCRF 112 determines the location identifier based on the location
information provided in the CCR and on mappings stored by the PCRF 112.

[0053] In various implementations, the GGSN 110 then receives 318 a message
from the telecommunications device 102, such as an HTTP request message destined for
a server 106. Upon receiving 318 the message, the GGSN 110 inserts 320 at least one of
user interest categories or the location identifier in a header portion of the HTTP request
message, such as an extended header portion of the message. In one implementation, the
GGSN 110 performs the inserting conditionally based upon the rules or policies provided
in the CCA.

[0054] The GGSN 110 then transmits 322 the message to the server 106 to which
the message was addressed. The server 106 may then determine targeted content to
include with the content requested from the server 106 or may modity the requested
content. The determining or modifying may be performed by the server 106 based on at
least one of the user interest categories or location identifier found in the message. The

server 106 may then transmit 324, in response, the request content and targeted content
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or the modified requested content. The transmission 324 may be through the GGSN 110,
as shown in FIG. 3.

[0055] FIG. 4 illustrates an interaction diagram of a GGSN configured to provide
user activity data to an offline analysis node which determines user interest categories,
the GGSN inserting those categories in headers of messages sent from
telecommunication devices to servers, in accordance with various embodiments. The
figure includes representations of the telecommunication device 102, a server 106, the
GGSN 110, the PCRF 112, and the offline analysis node 114, each representation
including a graphic depiction and a vertical line descending across the figure. Between
these vertical lines are horizontal lines terminating in arrows representing interactions
between ones of the telecommunication device 102, a server 106, the GGSN 110, the
PCRF 112, and the offline analysis node 114. Each horizontal line represents a single
interaction or a group of interactions. When one of the horizontal lines crosses a vertical
line without terminating at an arrow, this indicates that the system associated with the
crossed line is not involved in the interaction. When one of the horizontal lines crosses a
vertical line, terminates at an arrow, and then resumes, this indicates that the system
associated with the crossed line is involved in the interaction. For example, if a
horizontal line extends between a first vertical line and a third vertical line, crosses a
second vertical line, and terminates with arrows at each of the second and third vertical
lines, this indicates that devices associated with each of the first, second, and third
vertical lines are involved in the interaction.

[0056] As illustrated, a telecommunication device 102 may send 402 a PDP

context message to the GGSN 110 to initiate a data connection between the
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telecommunication device 102 and the GGSN 110. Such a message may be transmitted
through a SGSN 108 and may be transmitted in response to a user turning on the
telecommunication device 102 or in response to a user engaging in browsing activity on
the telecommunication device 102.

[0057] Next, the user of the telecommunication device 102 engages in some
activity, such as browsing network content. This activity involves sending messages 404
associated with the user activity to or through the GGSN 110, the GGSN 110 monitoring
406 the user activity data. Also, the GGSN 110 may previously or concurrently transmit
a CCR to the PCRF 112, as discussed above.

[0058] The GGSN 110 then provides 408 the user activity data and, if available,
previous user interest categories to the offline analysis node 114. The offline analysis
node 114 then determines 410 new or updated user interest categories based at least on a
rules base, the user activity data, and, if available, previous user interest categories.
Next, the offline analysis node sends 412 the determined user interest categories to the
PCREF 112 for storage by the PCRF 112.

[0059] As further shown in FIG. 4 the telecommunication device 102 may again
send 414 a PDP context message to the GGSN 110 to initiate a data connection between
the telecommunication device 102 and the GGSN 110. The telecommunication device
102 may perform the sending 414 after the termination of a previous data connection
between the telecommunication device 102 and the GGSN 110. In one implementation,
the GGSN 110 that the PDP context message is sent 414 to may be a different GGSN

110 than the GGSN 110 that the telecommunication device 102 was previously
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connected to. For example, the GGSN 110 may be a GGSN associated with a different
location.

[0060] Upon receiving the PDP context message, the GGSN 110 sends 416 a CCR
to the PCRF 112. As mentioned above, the GGSN 110 may include in the CCR location
information associated with the telecommunication device 102, such as location
coordinates. The receiving or gathering of the location information is also described
above.

[0061] The GGSN 110 then receives 418 a CCA in response that includes user
interest categories stored by the PCRF 112, a location identifier such as a zip code, and
rules or policies associated with a user of the telecommunication device 102. As
mentioned above, the PCRF 112 determines the location identifier based on the location
information provided in the CCR and on mappings stored by the PCRF 112.

[0062] In various implementations, the GGSN 110 then receives 420 a message
from the telecommunications device 102, such as an HTTP request message destined for
a server 106. Upon receiving 318 the message, the GGSN 110 inserts 422 at least one of
user interest categories or the location identifier in a header portion of the HTTP request
message, such as an extended header portion of the message. In one implementation, the
GGSN 110 performs the inserting conditionally based upon the rules or policies provided
in the CCA.

[0063] The GGSN 110 then transmits 424 the message to the server 106 to which
the message was addressed. The server 106 may then determine targeted content to
include with the content requested from the server 106 or may modity the requested

content. The determining or modifying may be performed by the server 106 based on at
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least one of the user interest categories or location identifier found in the message. The
server 106 may then transmit 426, in response, the request content and targeted content
or the modified requested content. The transmission 426 may be through the GGSN 110,

as shown in FIG. 4.

Example Svstems

[0064] FIG. 5 illustrates a component level view of an example device 502, in
accordance with various embodiments. The device 500 may serve as a
telecommunication device 102, a server 106, a SGSN 108, a GGSN 110, a PCRF 112, or
an offline analysis node 114. As shown, the device 500 may include a memory 502, the
memory storing modules and data 504. The device 500 further includes processor(s)
506, interfaces 508, a display 510, transceivers 512, output devices 514, input devices
516, and drive unit 518 including a machine readable medium 520.

[0065] In various embodiments, memory 502 generally includes both volatile
memory and non-volatile memory (e.g., RAM, ROM, Flash Memory, miniature hard
drive, memory card, or the like). Additionally, in some embodiments, when device 500
is a telecommunication device 102, memory 502 includes a SIM (subscriber identity
module) card, which is a removable memory card used to identify a user of the device
500 to the telecommunication network 104.

[0066] The modules and data 504 may be any sort of executable instructions and
data enabling the device 502 to perform one or more functions of one of the
telecommunication devices 102, the servers 106, SGSN 108, GGSN 110, PCRF 112, or

offline analysis node 114. The instructions may be organized into functions, classes,
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processes, threads, or applications. The data may be stored in any sort of data structure,
such as a file or database.

[0067] In some embodiments, the processor(s) 506 is a central processing unit
(CPU), a graphics processing unit (GPU), or both CPU and GPU, or other processing
unit or component known in the art.

[0068] In various embodiments, the interfaces 508 are any sort of interfaces
known in the art. Interfaces 508 include any one or more of an Ethernet interface,
wireless LAN interface, a near field interface, a DECT chipset, or an interface for an RJ-
11 or RJ-45 port. The a wireless LAN interface can include a Wi-Fi interface or a Wi-
Max interface, or a Bluetooth interface that performs the function of transmitting and
receiving wireless communications using, for example, the IEEE 802.11, 802.16 and/or
802.20 standards. The near field interface can include a Bluetooth® interface or RFID
for transmitting and receiving near field radio communications via a near field antenna.
For example, the near field interface may be used for functions, as is known in the art,
such as communicating directly with nearby devices that are also, for instance,
Bluetooth® or RFID enabled. A reader/interrogator may be incorporated into device
500.

[0069] In various embodiments, the display 510 is a liquid crystal display or any
other type of commonly used display in telecommunication devices or other computing
devices. For example, display 510 may be a touch-sensitive display screen, and can then
also act as an input device or keypad, such as for providing a soft-key keyboard,

navigation buttons, or the like.
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[0070] In some embodiments, the transceivers 512 include any sort of transceivers
known in the art. For example, transceivers 512 may include a radio transceiver and
interface that performs the function of transmitting and receiving radio frequency
communications via an antenna. The radio interface may facilitate wireless connectivity
between the device 500 and various cell towers, base stations and/or access points.

[0071] In some embodiments, the output devices 514 include any sort of output
devices known in the art, such as a display (already described as display 510), speakers, a
vibrating mechanism, or a tactile feedback mechanism. Output devices 514 also include
ports for one or more peripheral devices, such as headphones, peripheral speakers, or a
peripheral display.

[0072] In various embodiments, input devices 516 include any sort of input
devices known in the art. For example, input devices 516 may include a microphone, a
keyboard/keypad, or a touch-sensitive display (such as the touch-sensitive display screen
described above). A keyboard/keypad may be a push button numeric dialing pad (such
as on a typical telecommunication device), a multi-key keyboard (such as a conventional
QWERTY keyboard), or one or more other types of keys or buttons, and may also
include a joystick-like controller and/or designated navigation buttons, or the like.

[0073] The machine readable medium 520 stores one or more sets of instructions
(e.g., software) embodying any one or more of the methodologies or functions described
herein. The instructions may also reside, completely or at least partially, within the
memory 502 and within the processor 506 during execution thereof by the device 500.

The memory 502 and the processor 506 also may constitute machine readable media 520.
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[0074] Although the subject matter has been described in language specific to
structural features and/or methodological acts, it is to be understood that the subject
matter defined in the appended claims is not necessarily limited to the specific features or
acts described. Rather, the specific features and acts are disclosed as exemplary forms of

implementing the claims.
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CLAIMS

WE CLAIM:

1. A method comprising:

receiving from a client device, by an intermediary device, a message destined for
a server, the message including a header portion;

inserting, by the intermediary device, at least one of user interest categories or a
client device location in the header portion of the message, the insertion enabling the
server to target content to the client device based on the at least one of the user interest
categories or the client device location; and

transmitting, by the intermediary device, the message to the server.

2. The method of claim 1, further comprising gathering user activity

information associated with the client device, the user activity information including at

least network browsing activity involving the client device.

3. The method of claim 2, further comprising determining the user interest

categories based at least on the user activity information and on a rules base.

4. The method of claim 3, further comprising providing the determined user

interest categories to another device for storage.
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5. The method of claim 1, further comprising providing the user activity
information to another device to enable the other device to determine the user interest

categories based at least on the user activity information and on a rules base.

6. The method of claim 1, further comprising receiving the user interest

categories from another device that stores the user interest categories.

7. The method of claim 6, wherein the other device is a policy control rules
function (PCRF) node of a telecommunication network, the PCRF node storing at least
the user interest categories, location-coordinate-to-zip-code mappings, and policies or

rules associated with the client device.

8. The method of claim 7, further comprising performing the inserting based

at least on the policies or rules associated with the client device.

9. The method of claim 1, further comprising:

receiving location coordinates associated with the client device;

providing the location coordinates to another device; and

receiving from the other device a zip code associated with the location
coordinates, the intermediary device using the received zip code as the client device

location.
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10.  The method of claim 1, wherein the header portion is an extended header

of a hypertext transfer protocol request message.

11.  The method of claim 1, wherein the client device is a telecommunication
device and the intermediary device is a gateway support node of a telecommunication
network, the telecommunications network being associated with a telecommunications

service provider that provides telecommunication services to the client device.

12.  The method of claim 1, wherein the server is a web server and the targeted
content is advertising associated with content requested from the web server in the

message.

13. A method comprising:

receiving from a gateway device, by a computing device, a request associated
with a telecommunication device, the request including telecommunication device
location coordinates; and

providing to the gateway device, by the computing device, a zip code associated
with the telecommunication device location coordinates and user interest categories
associated with the telecommunication device to enable the gateway device to insert at
least one of the zip code or user interest categories in headers of messages transmitted

from the telecommunication device to servers through the gateway device.
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14.  The method of claim 13, wherein the computing device is policy control
rules function (PCRF) node of a telecommunication network, the PCRF node storing at
least the user interest categories, location-coordinate-to-zip-code mappings, and policies

or rules associated with the telecommunication device.

15.  The method of claim 14, further comprising determining the zip code based
on the telecommunication device location coordinates and on the location-coordinate-to-

zip-code mappings.

16.  The method of claim 13, further comprising receiving the user interest
categories from at least one of the gateway device, a plurality of gateway devices, or an

offline analysis node.

17.  The method of claim 13, wherein the user interest categories are specific to
the zip code, specific to the gateway device, or based on user activity data gathered at a

plurality of gateway devices associated with a plurality of locations.

18. A gateway device of a telecommunication network, comprising:
a processor; and
a plurality of executable instructions configured to be operated by the processor to
perform operations including:
receiving, from a policy device of the telecommunication network, user

interest categories associated with a telecommunication device, the user interest
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categories based at least in part on user activities observed by a plurality of
gateway devices associated with a plurality of locations,

receiving, from the telecommunication device, a message destined for a
server, the message including a header portion,

inserting at least one of a telecommunication device location or the user
interest categories in the header portion of the message, the insertion enabling the
server to target content to the telecommunication device based on the at least one
of the telecommunication device location or the user interest categories, and

transmitting the message to the server.

19.  The gateway device of claim 18, wherein the operations further include:

receiving location coordinates associated with the telecommunication device;

providing the location coordinates to the policy device; and

receiving from the policy device a zip code associated with the location
coordinates, the gateway device using the received zip code as the telecommunication

device location.

20.  The gateway device of claim 18, wherein the server is a web server and the
targeted content is advertising associated with content requested from the web server in

the message.

34



PCT/US2011/052020

WO 2012/047488

1/5

90T
NETNELS

90T
NEFYE

ocL
‘\mw<mmu§
aN3s

SISATYNY ANIN440

L Ol

Vit
3JaoN

9Ll coL
39vssan s301A3Q
anas NOILYOINNWNODT 13 L

13

801
NSOS

gl d3avaH
OLNI S3140931VD
NOILvOOT 14d3SN

voL

AHOMLIN
NOILYOINNWINODI13 | \/\/\ ......

///\\>/(>/{\>/\x///\\\\




PCT/US2011/052020

WO 2012/047488

2/5

0¢

> >

¥0¢ 93avaH d11H

A

20¢
39vssIn

A4
90¢
NOILVYOOT ANV SII-H09DA1LV)
:¥3avdH d3dnN3LxXd



WO 2012/047488

3/5

Device 102 GGSN 11

ISend PDP Context 302 I

j User Activity 304 Monitor User
I >| Activity

v

306

Determine
User Interest
Categories
308

N

Provide Categories 310

Send PDP Context

[O¥]

12

y

Request 314

Receive Categories and
Location 316

—_— —-— —— —

Message to Server 318 Insert Categories

or Location
I into Header
320

Transmit Message 322

PCT/US2011/052020

4 - Y

Transmit Targeted
Content 324

-



WO 2012/047488 PCT/US2011/052020

N 4/5

Device 102 GGSN 110 PCRF 11 0. A. Node 11 Server 106

Transmit Targeted I
Content 426 |

| sendPDP | | |

| Context 402 |

' Monitor User I I

l User Activity 404 Activity I | |
406

I I Provide I | |

User Activity 408 .
| . . Determine I
| | User Interest
| I I Categories |
Send Categories 410

| | | ae | |

I Send PDP I I I I

| Context 414 | | I I

>

I | Request416 >| | |

I I Receive Categories I I I

I I and Location I | |
= | |

| Message to I |

. Server 420 Insert Categories |

| or Location I I

into Header

I Transmit I I I

I Message 424 | I J

| | |

. | |

. | !

FIG. 4



WO 2012/047488 PCT/US2011/052020
5/5
/—DEVICE 500
(
(" MEMORY 502 A
MODULES AND
DATA
504

\

e r

PROCESSOR(S) TRANSCEIVERS
506 512 N
\ DRIVE UNIT
p 518
INTERFACES OUTPUT DEVICES N

208 214 MACHINE

\ \ READABLE

- s MEDIUM

DISPLAY INPUT DEVICES 520

510 516

\_ \_




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings

