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FG.5 

(?xml versions"10" encoding="UTF-8"? 
clocal version="0.20(2000 Sep 20)" 
(Screen information» 
cSCreen 

<! use for initial Screen 
<summary screen numbers"1"/ 
(frame frame number="1" location="+1+4” size="20x40" type="ming"/ 
(frame frame number="2" location="+46+4” size="20x40" type="ming"/ 
(frame frame number="3" location="+91+4" size="20X40" type="ming"/y 
(frame frame number-"4" location="+136+4" size="20x40" type="ming"/ 
frame frame number="5" location="+ 1 + 29" size="20x40" type="ming"/> 
frame frame number="6" location-"+46-29" size="20X40" type='ming"/> 
(frame frame number-"7" location="+91-29" size="20X40" type="ming"/> 
(frame frame number="1" location="+ 1 +4" size="20x40" type="ming"/ 
(frame frame number="1" location="+1+4" size="20X40" types"ming"/ 
frame frame number="1" location="+1+4" size="20X40" type="ming"/ 

(Screen/> 
KS Creex 

<! use for password input Screen> 
(summary screen number - "2"/> 
(frame frame number="1" location="+1+4" size="20X40" type="ming"/ 
(frame frame number="2" location="+46+4" size="20X40" type"ming"/> 
<frame frame number="3" location="+91 +4" size="20X40" type "ming"/> 
(frame frame number="4" location="h 136+4" size="20X40" type='ming"/> 
frame frame number="5" location "+1+29" size="20X40" type="ming"/ 
(frame frame number="6" location="+46+29" size="20X40" type="ming"/> 
(frame frame number="7" focation="+91+29" size="20X40" type="ming"/> 

(SCreen/> 
</screen informations 



Patent Application Publication Feb. 6, 2003 Sheet 6 of 15 US 2003/0028753 A1 

FG.6 
<page information 
kpagex 

k! use for initial Screens 
<summary page number="1" use screen number="1"/ 
kframe frame number-"1" frame key code="none"display characters="select user"/ 
kframe frame number="2" frame key code="2" display characters="user 1"/ 
(frame frame number="3" frame key code="3" display characters-"user 2"/> 
(frame frame number="4" frame key_code="4" display characters-"user 3"/ 
kframe frame number="5" frame key code="5" display characters="user 4"/ 

-- {frame frame number="6" frame key code="6" display characters="user 5"/ 
(frame frame number="7" frame key code "7" display characters "user 6"/ 

--- (frame frame number="8" frame key code="8" display characters="previous page"/ 
<frame frame number="9" frame key code="9" display charactersr"next page"/ 
«frame frame number="10" frame key code="10" display characters="cance?"/ 

c/pagex 
<pagex 

<! use for password input Screen 
(summary page_number-"2" use screen number-"2"/ 
kframe frame number="1" frame key code "none" display characters 
"enter password"/ 

<frame frame number="2" frame key code="none" display characters="user:"/ 
--- (frame frame number-"3" frame key code="none" display characters 

r'subtractive number '/ 
(frame frame number="4" frame key code="none" display characters "password:"/ 
kframe frame number-"5" frame key code 
-"character sequence" display characters"/ 
kframe frame number="6" frame key code="6" display characters "ok"/ 
(frame frame number="7" frame key code="7" display characters "cancel"/ 

K/paged 
cl use for user - SCreen) 
(summary page number="3" use screen number-"1"/ 
(frame frame number="1" frame key code="none" display characters 
-"select purpose of use"/ 
kframe frame number="2" frame key code "2" display characters "data"/ 
kframe frame number="3" frame key code-"3" display characters "report"/ 
kframe frame number="4" frame key code-"4" display characters "application"/> 
kframe frame number="5" frame key code-"5" display characters"contract"/> 
(frame frame number="6" frame key code="6" display characters""/ 
(frame frame number="7" frame key code="7" display characters""/ 
(frame frame number="8" frame key code-"8" display characters" 
{frame frame number="9" frame key code="9" display characters "next page"/ 
(frame frame number="10" frame key code "10" display characters "cance"/ 

k/page 
k/page informations 

previous page"/ 
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FG.7 

cuser informations 
KUSex 

ksummary name="initial Screen" use page number-"1"/ 
(transition frame key code="2" action="to key code user"/ 
(transition frame key code="3" action-"to key code user"/ 
(transition frame key code "4" action "to key code user"/ 
(transition frame key code="5" action-"to key code user"/ 
<transition frame key code "6" action "to key code user"/> 
(transition frame key code="7" action-"to key code user"/ 
(transition frame key code="8" action="none"/ 
(transition frame_key_code="9" action-"none"/: 
(transition frame key code="10" action-"to user initial screen"/ 
clog action-"date/ key code user / key monitoring"/> 

</users 
cLSex 

(summary name="user 1" use page number-"2"/ 
(transition frame key code="6" action="to user -1"/ 
ctransition frame key code="7" action="to user initial screen"/> 

c/user) 
KUSex 

(summary name="user 1-1” use page number "3"/ 
<transition frame key code-'2" action-"to user 1-2"/ 
(transition frame key code="3" action="to user 1-2"/ 
(transition frame key code="4" action="to user 1-2"/ 
(transition frame key code="5" action-"to user 1-2"/ 
ctransition frame key Code="6" action "none"/ 
(transition frame key code="7" action-"none"/ 
(transition frame key code="8" action="none"/ 
(transition frame key code-'9" action-"none"/: 
(transition frame key code="10" action-"to user initial screen"/ 

c/users 
</user informations 
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FG.8 

<log informations 
clog level» 
klog level="1"/ 
cappin appln="1"/ 
cappin appln-"copy"/> 
k/log level» 
klog level» 
clog level="2"/ 
cappln appln-"copy, printer"/ 
clog level» 

FG.9 

clog informations 
clog level» 
clog level="1"/ 
kfunction copy-"both-sides"/ 
cappin printer-"enlargement/reduction"/> 
c/log level» 
clog level» 
klog level="2"/ 
kfunction copyr"both-sides", sort/ 
clog level» 
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FG.11 

SEARCH USER INFORMATION, NAME = "NITIAL SCREEN" FROM USER S31 
NFORMATION 

READ WHOLE CORRESPONDING USER INFORMATION S32 

JS KEY CODE ENTERED? 

YES 

CREATE PROCESS TABLE CORRESPONDING TO KEY CODE S34 

"... e.g. 
FETCH USE PAGE NUMBER FROM ATTRIBUTES GIVEN TO S35 

CORRESPONDING USER INFORMATION 

RETREVE PAGE INFORMATION HAVING CORRESPONDING PAGE S36 
NUMBER 

READ WHOLE CORRESPONDING PAGE INFORMATION S37 

FETCH USE SCREEN NUMBER FROM ATTREBUTES GIVEN TO S38 
CORRESPONDING PAGE INFORMATION 

RETREVE SCREEN INFORMATION HAVING CORRESPONDING SCREEN S39 
NUMBER 

READ WHOLE CORRESPONDING SCREEN INFORMATION S4O 

DSPLAY FRAMEBASED ON WHOLE FRAME INFORMATION N SCREEN S41 
NFORMATION 

DSPLAY CHARACTERS WITH IN FRAMEBASED ON WHOLE FRAME S42 
NFORMATION IN PAGE INFORMATION 

S KEY CODE ENTERED 

YES 
RETREVE CREATED PROCESS TABLE AND DETERMINE USER TO S44 

TRANSIT NEXT re 
TRANSIT USER INFORMATION TO "USER 1 "AS ACTION IS "TO KEY CODE S45 

USER" 

RETREVE USER INFORMATION FOR NAME = "USER 1 "FROM USER S46 
NFORMATION 

READ WHOLE CORRESPONDING USER INFORMATION S47 

S48 NO 
S KEY CODE ENTERED? 

YES 
- sks contened - 9 



Patent Application Publication Feb. 6, 2003 Sheet 11 of 15 US 2003/0028753 A1 

F.G. 12 
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F.G. 13 
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DIGITAL COMPUTER AND SYSTEM FOR 
RECORDING INFORMATION ON OPERATIONS 

BACKGROUND OF THE INVENTION 

0001) 1) Field of the Invention 
0002 The present invention relates to a computer (“digi 
tal computer) and a System for recording information on 
operations. 

0003), 2) Description of the Related Art 
0004 Conventionally, a digital computer is often 
employed in complex machines that have multiple applica 
tions. The digital computer collects information on a log(log 
information) from the complex machine to manage users. 
Such digital computer is known to Store the collected log 
information into a memory in the main part of the digital 
computer and, if required, reads it out. 
0005. A conventional image formation apparatus and 
method of controlling the same is disclosed in, for example, 
Japanese Patent Application Laid-Open No. 11-341212. 
What is disclosed is a technology that allows acceptance of 
multiple jobs. History of executed jobs is displayed and final 
historical information is read out upon reception of an 
enquiry through a network. 
0006. In the above-described technology, the collected 
log information is directly Stored into a memory housed 
inside a main body of the devise. Therefore, if all operations 
performed by the user are logged together with the 
employed draft information, then the amount of required 
memory becomes massive and increases the total cost. If 
recording of log information is restricted uniformly to 
reduce the information to be Stored, even the log information 
to be recorded may not be recorded. 

SUMMARY OF THE INVENTION 

0007. It is an object of this invention to provide a digital 
computer and System for recording information on opera 
tions with which it is possible to efficiently log with reliable 
Storing of required log information without influence on 
various operations, Such as Storing, imparted from an exces 
Sive massive amount of data. 

0008. The digital computer according to one aspect of the 
present invention comprises an operation execution unit 
which operates in accordance with instruction information 
for instructing operations, and a historical information 
recording unit which extracts operations to be recorded from 
operations executed by the operation execution unit on the 
basis of log levels Stepwise indicative of contents in the 
operations executed by the operation execution unit and 
records historical information on the extracted operations. 
0009. The system for recording information on opera 
tions according to another aspect of the present invention 
comprises a plurality of digital computers and at least one 
manager. The digital computer includes an operation execu 
tion unit which operates in accordance with instruction 
information for instructing operations, a log level Storage 
unit which Stores log levels of operations executed by the 
operation execution unit and log items corresponding to the 
log levels, and a historical information recording unit which 
extracts operations to be recorded from operations executed 
by the operation execution unit on the basis of the log items 
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corresponding to the log levels among historical information 
on operations executed by the operation execution unit and 
records historical information on the extracted operations. 
The manager including a receiving unit which receives 
information transmitted from the multiple digital computers, 
and a recording unit which records the received information. 
0010. These and other objects, features and advantages of 
the present invention are specifically Set forth in or will 
become apparent from the following detailed descriptions of 
the invention when read in conjunction with the accompa 
nying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1A shown a perspective view of an arrange 
ment of a System using a complex machine that contains a 
digital computer according to a first embodiment of the 
present invention, 
0012 FIG. 1B shows a detail construction of an opera 
tion screen of the complex machine shown in FIG. 1A, 
0013 FIG. 2 is a block diagram which explains the 
digital computer of the first embodiment, 
0014 FIG.3 is a flowchart which shows brief operations 
in the arrangements shown in FIGS. 1 and 2, 
0.015 FIG. 4A through FIG. 4F show menu screens 
displayed on an operation touch panel shown in FIG. 1, 
0016 FIG. 5 shows an example of descriptions in control 
information of the first embodiment, including an initial part 
by XML, an initial Screen in Screen information and a 
password entry Screen, 
0017 FIG. 6 shows a part of descriptions in control 
information of the first embodiment, including an initial 
Screen in page information, a password entry Screen and a 
user 1-1 Screen, 

0018 FIG. 7 shows a part of descriptions in control 
information of the first embodiment, including an initial 
Screen in user information, a password entry Screen and the 
user 1-1, 
0019 FIG. 8 shows a part of descriptions in control 
information of the first embodiment for setting a key code of 
a frame for indicating an application and the corresponding 
action (log level) in combination, 
0020 FIG. 9 shows a part of descriptions in control 
information of the first embodiment for setting a key code of 
a frame for indicating an operational mode in an operation 
Screen on the complex machine and the corresponding 
action (log level) in combination, 
0021 FIG. 10 is a flowchart which briefly shows proce 
dures in a menu display proceSS and logging, 
0022 FIG. 11 is a flowchart which shows operations in 
a menu display process and logging process (a first third 
part), 
0023 FIG. 12 is a flowchart which shows operations in 
a menu display process and logging process (the middle 
third part), 
0024 FIG. 13 is a flowchart which shows operations in 
a menu display process and logging process (the last third 
part), 
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0.025 FIG. 14 is a flowchart which explains the process 
performed by PC when the digital computer of the first 
embodiment acquires user information from the PC over a 
network, 
0.026 FIG. 15 shows a system for recording information 
on operations according to a Second embodiment of the 
present invention, and 
0.027 FIG. 16 is a flowchart which shows a sequence of 
processes in the System for recording information on opera 
tions according to the Second embodiment. 

DETAILED DESCRIPTIONS 

0028. The digital computer and system for recording 
information on operations according to the present invention 
will be described in detail below with reference to the 
accompanying drawings. 

0029 FIG. 1A shows a perspective view of the complex 
machine of a first embodiment. The complex machine 
System according to the present invention comprises a 
complex machine 1 and a personal computer (PC) 2, which 
are individually connected to the Internet I. 
0030 Each section shown in FIG. 1A will be described 
in detail below. The complex machine 1 is a digital complex 
machine that includes one or more of, a draft tray 1b for 
Setting a draft thereon, a Scanner 1c which Scans the Set draft 
to acquire image data, a communication Section (shown in 
FIG. 2) which accepts image data from external devices, 
transmits the image data acquired at the Scanner 1C and 
receives other image data, and a printer id which prints the 
image data. The complex machine 1 operates as a copier 
using the Scanner 1C and the printer 1d in combination. It 
also operates as a printer using the communication Section 
and the printer 1d in combination. It further operates as a 
facsimile using the printer 1d, the communication Section, 
and the Scanner 1c. 

0031. The complex machine 1 contains specific applica 
tions for realizing multiple functions Such as copy, print, fax 
and Scanner, respectively. The complex machine 1 includes 
a Scanner engine 104 which drives a Scanner and a plotter 
engine 105 which prints the image. The scanner engine 104 
and plotter engine 105 have well-known configurations 
provided in common image formation apparatus and accord 
ingly their further explanation will be omitted. 
0.032 The complex machine 1 is equipped with an opera 
tion Screen 1a for instructing an operation from the user to 
the complex machine 1. Executions of copying, printing and 
faxing can be instructed to the complex machine 1 via the 
operation Screen 1a. 
0.033 FIG. 1B shows an example of the operation screen 
1a. As shown in FIG. 1B, the operation screen 1a has an 
operation touch panel 1aa and various operation buttons and 
dials. The operation touch panel 1aa displays an operation 
menu, which can be manipulated when the user touches the 
operation touch panel 1aa. Other operation buttons and dials 
than the operation touch panel 1aa in the operation Screen 1a 
may be omitted depending on applications provided in the 
complex machine 1. 

0034 PC 2 is employed to create data (hereinafter 
referred to as “control information”) per user required for 
menu display processing and logging. In the first embodi 
ment, XML is employed in a format of the control infor 
mation. 

Feb. 6, 2003 

0035 FIG. 2 is a block diagram which shows the major 
part of the complex machine 1 and PC 2 of the first 
embodiment. The complex machine 1 includes the operation 
screen 1a, a main controller 101, a memory 102 and a 
communication Section 103. The operation Screen 1a, main 
controller 101, the memory 102 and the communication 
section 103 are connected to an internal bus 110 to configure 
a digital computer 100 of the first embodiment. 
0036). In the above configuration, the main controller 101 
Serves as a correspondence Storage unit which Stores mul 
tiple levels and information to be Stored corresponding to 
each level. The operation Screen 1a Serves as an input unit 
which enters level information indicating at least the level 
and operation information for instructing operations to be 
performed by the complex machine 1. The Scanner 1c, the 
printer 1d, the scanner engine 104 and the plotter engine 105 
Serve as an operation execution unit which executes opera 
tions based on the operation information. The memory 102 
Severs as an operation recording unit which records only 
information on operations corresponding to the entered level 
information among the executed operations. AS the level of 
the first embodiment is employed to determine the operation 
information to be recorded on the basis of the level infor 
mation, hereinafter it is referred to as a log level. The 
operation information to be recorded corresponding to the 
log level is named as log information. 
0037. The main controller 101 includes a CPU and a 
ROM, not shown, and controls the whole operation of the 
complex machine 1. The main controller 101 operates on the 
basis of programs Stored in a Storage apparatus. It collects 
operation information (log information) on operations per 
formed by the apparatus and records it in the memory 102. 
0.038. The memory 102 includes a RAM (not shown) that 
is employed as a work area for the main controller 101 or to 
save (store) the recorded log information. This RAM is also 
employed to store an OS (operating System) required for 
operations of the complex machine 1 and control informa 
tion created by the PC 2. The communication section 103 is 
connected to the Internet to communicate with the PC 2. 

0039. The PC 2 includes a main controller 201, a HDD 
202, a communication section 203, a keyboard 204 and a 
mouse 205. Each of the above configurations is connected to 
an internal bus 210. The main controller 201 contains a 
CPU, not shown, which controls the whole operation of the 
PC2. The HDD 202 is employed to store the OS required for 
operations of the PC 2 and log information transmitted by 
the complex machine 1. 
0040. The communication section203 is connected to the 
Internet to communicate with the complex machine 1. The 
keyboard 204 and the mouse 205 serve as input units which 
enter instructions to PC 2 from the user. 

0041) The above-described digital computer 100 and PC. 
2 operate as shown in FIG. 3. PC 2 creates data (control 
information) per user required for menu display processing 
and logging (step S1). PC 2 downloads the created control 
information to the complex machine 1 (step S2). The control 
information is employed to create menu Screens displayed 
on the operation touch panel 1aa of the operation Screen 1a. 
A process for displaying a menu Screen on the operation 
touch panel 1aa (menu display processing) is executed by 
using the control information when each user employs the 
complex machine 1 (Step S3). 
0042 FIGS. 4A through 4F show menu screens dis 
played on the operation touch panel 1aa. FIG. 4A shows a 
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Screen for displaying multiple names of groups (depart 
ments) Such as planning, engineering and Sales, in which a 
user opens a tag of a group that includes the user among 
multiple groups. AS Shown in the figure, a tag of each group 
has keys that indicate names of perSons belonging to the 
group, Such as User A and User B. When a user touches the 
key indicating its own name, the main controller 101 
Switches the menu screen to another Screen shown in FIG. 
4B. The personal name is included in user information 
together with the later-described password. 
0.043 FIG. 4B shows a screen for facilitating to enter a 
password. The main controller 101 determines whether the 
entered password is a correct password that matches with the 
user name and, if yes, Switches the menu Screen to another 
Screen shown in FIG. 4C. The screen shown in FIG. 4C is 
employed for facilitating to Select a purpose of the use of the 
complex machine 1. The purposes include Data, Report and 
Application. After Selection of the purpose, the main con 
troller 101 then Switches the menu screen to another Screen 
shown in FIG. 4D that displays types of documents to be 
created, Such as Contract and Technical report. 
0044. After selection of the type of document in the 
screen shown in FIG. 4D, the main controller 101 displays 
contents selected in the screens shown in FIGS. 4A through 
4D. In addition, it Switches the menu Screen to a Screen 
(shown in FIG. 4E) for displaying functions of the complex 
machine 1 including copying and faxing. When a user 
confirms the content selected by the user itself from the 
displayed contents and Selects a function to use, the menu 
Screen is Switched to an operation Screen of each function 
(FIG. 4F). 
0.045 When the user, the function of the complex 
machine 1 to be employed and the purpose to use the 
complex machine 1 are thus entered, the main controller 101 
Sets a log level of log information based on the entered 
information. That is, in the Storage apparatus of the main 
controller 101, there are recorded passwords of multiple 
users, log levels of log information of the complex machine 
1 Set in multi-stages and corresponding relations between 
the passwords and the log levels. The log levels are Set, for 
example, as follows. 
0046 Log level 1 

0047 Copier: Number of copies 
0048 Printer: Number of prints 
0049 Facsimile: Number of faxed pages, Destina 
tion, Date of transmission 

0050 Log level 2 
0051 Copier: Number of copies, One-side/Both 
Sides, Enlargement/Reduction, Color/Monochrome 

0.052 Printer: Number of prints, Enlargement/Re 
duction, Color/Monochrome 

0053 Facsimile: Number of faxed pages, Destina 
tion, Date of transmission, Amount of transmitted 
data 

0054 Log level 3 
0055 Copier: Number of copies, One-side/Both 
Sides, Enlargement/Reduction, Color/Monochrome, 
Copied image (Compressed data) 
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0056 Printer: Number of prints, Enlargement/Re 
duction, Color/Monochrome, Printed image (Com 
pressed data) 

0057 Facsimile: Number of faxed pages, Destina 
tion, Date of transmission, Amount of transmitted 
data, 

0.058 Transmitted image (Compressed data) 
0059) The main controller 101 reads out the above log 
level corresponding to the user name and the password and 
Sets it in the complex machine 1 to record log information 
on the complex machine 1 in accordance with the log level 
thus Set. According to the above first embodiment, it is 
possible to alter the log level of log information per group 
that includes the user and to record the log information only 
required by each user or each group. Therefore, it is possible 
to eliminate the need for recording log information on a level 
not required by a user or a group and reliably ensure the 
required log information while Suppressing the data amount 
of log information to be recorded. 
0060 FIGS. 5 through 7 show control data for use in 
display of the menu screens shown in FIGS. 4A through 
4.F. 

0061 The control information shown in FIGS. 5 
through 7 has a data format that employs XML. The XML 
is described below. 

0062 XML (extensible Mark-up Language) is a language 
to impart a structure to a document and does not depend on 
a specific application. Through the use of the characteristic 
that a structure can be imparted, it is possible to describe a 
Structure of data processed in programs. Therefore, the 
control information in this example utilizes XML in the data 
format. 

0063 An XML document comprises an XML declara 
tion, a document type declaration and an XML instance. The 
XML declaration is a part beginning from “xml” and des 
ignating a version and a graphic character code. The docu 
ment type declaration is not required to describe data and the 
XML instance is employed to describe the contents of the 
data. 

0064. The XML instance includes elements such as a start 
tag, contents, an ending tag and blank elements. It is 
required to employ the Start tag to markup the Start of an 
arbitrary XML element that is not a blank element. It is 
required to employ the ending tag to markup the ending of 
an element that begins from the Start tag. The following 
additional information may be imparted on elements 
depending on attributes. 

0065 <element name attribute name 1=" Attribute 
value 1' attribute name 2="Attribute value 2'> 

0066 One that can explicitly indicate a document ele 
ment that has no lower element or no content is called a 
Space element tag. 

0067 <element name (attribute designation)/> 
0068 For example, the following two expressions have 
the same effect. 

0069 <image file="fig1.jpg"/> 
0070 <image file="fig1.jpg"/></imaged 
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0071 An example of descriptions in control information 
shown in FIGS. 5 through 7 will be described next. The 
control information contains Screen information, page infor 
mation and user information and is configured in the form of 
a link of descriptions in the above information. 
0.072 FIG. 5 shows descriptions in the control informa 
tion, including an initial part by XML, an initial Screen in the 
display Screen information and a password entry Screen. The 
Screen information shown in FIG. 5 describes information 
on basic layouts in the Screens displayed on the operation 
touch panel 1aa. The basic layouts are each Summarized by 
the Screen number. The user information designates the page 
number of a Screen to be displayed next. The page infor 
mation designates the Screen number corresponding to the 
Screen having the above page number. The main controller 
101 reads a part of the Screen information corresponding to 
the designated Screen number. 

0.073 FIG. 6 shows a part of descriptions in the control 
information, including an initial Screen in the page infor 
mation, a password entry Screen and a first Screen displayed 
to the user 1. The page information shown in FIG. 6 
describes information on each Screen to be displayed. It 
includes key codes of frames, characters displayed in the 
frame, Screen numbers indicating basic layouts to be 
employed. The information in the Screen to be displayed 
next, corresponding to the user information, is read out by 
the main controller 101 from a part of the page information 
at the corresponding page number. 

0074 FIG. 7 shows a part of descriptions in combination 
of frame key codes and the corresponding actions as the user 
information, including an initial Screen, a password entry 
Screen and a first Screen displayed to the user 1. Transition 
of Screens can be controlled by the user information. Each 
user information additionally includes items to be recorded 
per user and page information. 

0075. In other words, the user information includes a 
combination of actions for a page number used in each 
display Screen (a designated number of page information to 
be used) and a frame key code in each display Screen, and 
an item per user to be recorded as log information at each 
display screen. When the user touches the frame in the 
Screen displayed on the operation touch panel 1aa, the frame 
key code and action are read out and, in accordance with the 
information read out, the next operation is determined. 

0.076 AS described above, the first embodiment describes 
an example, in which the log level is set based on the user 
information (password). The present invention is not limited 
in such the first embodiment, however. Rather, the log level 
may be set in accordance with the application or the engine 
in the complex machine 1 other than the user information. 

0077. The log item at the log level in accordance with the 
application may be set, for example, as follows. 

0078 Copy 

0079 Log level 1: Number of copies 
0080 Log level 2: Number of copies, Enlargement/ 
Reduction, Color/Monochrome 

0081 Log level 3: Number of copies, Enlargement/ 
Reduction, Color/Monochrome, Copied image 
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0082) Printer 
0.083 Log level 1: Number of prints 
0084 Log level 2: Number of prints, Enlargement/ 
Reduction, Color/Monochrome 

0085 Log level 3: Number of prints, Enlargement/ 
Reduction, Color/Monochrome, Printed image 

0086) Facsimile 
0087 Log level 1: Number of faxed pages, Desti 
nation, Date of transmission 

0088 Log level 2: Number of faxed pages, Desti 
nation, Date of transmission, Amount of transmitted 
data 

0089 Log level 3: Number of faxed pages, Desti 
nation, Date of transmission, Amount of transmitted 
data, Transmitted image 

0090. Otherwise, the log level (log item) may be auto 
matically Set according to the Selection of the application as 
shown below. 

0091 Copy->log level 3 
0092) Print->log level 2 
0093. Facsimile->log level 1 

0094 FIG. 8 shows a part of descriptions for setting a 
key code of a frame indicating an application and the 
corresponding action (log level) in combination. 
0095 The log item at the log level in accordance with the 
engine may be Set, for example, as follows. 
0096 Scanner Engine 

0097 Log level 1: Number of scans 
0098 Log level 2: Number of scans, Scanning speed 
0099 Log level 3: Number of scans, Scanning 
Speed, Read image 

0100 Plotter Engine 
0101 Log level 1: Number of output pages 
0102 Log level 2: Number of output pages, Time 
for output 

0.103 Log level 3: Number of output pages, Time 
for output, Color of used toner 

0104) Otherwise, the log level (log item) may be auto 
matically Set according to the Selection of the engine as 
shown below. 

0105 Scanner engine->log level 3 
0106 Plotter engine->log level 2 

0107 The log levels of the present invention may be set 
in accordance with operation modes (also noted as functions 
Such as enlargement/reduction) of applications. The log 
levels may also be Set in accordance with a combination of 
the above-described user information and applications. FIG. 
9 shows a part of descriptions for Setting a key code of a 
frame indicating an operational mode in an operation Screen 
on the complex machine 1 and an action (log level) corre 
sponding to the key code in combination. When the above 
FIGS. 5 through 8, FIGS. 5 through 7 and 9 are sequen 
tially linked, the control information can be formed. The 
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control information described above is created in PC 2, then 
downloaded in the complex machine 1 with ftp and the like 
via the Internet, and stored in the memory 102. 
0108. The basic procedures in the menu display process 
ing and information recording (logging) performed in the 
complex machine 1 will be described next with reference to 
the flowchart shown in FIG. 10. 

0109) The main controller 101 retrieves the user infor 
mation from the user information in the control information 
for the name="Initial screen” (step S11). Then, from the 
description obtained by the retrieval at step S11, the main 
controller 101 reads the use page number (step S12). In 
addition, from the description obtained by the retrieval at 
step S11, the main controller 101 reads the instruction for 
logging and determine the information read out as the 
content of log information to be collected (collection level) 
(step S13). If no instruction for logging is present, a prede 
termined logging is performed. 

0110. The main controller 101 retrieves the description of 
the page number readout at Step S12 out of the page 
information in the control information (step S14). It reads 
the use Screen number out of the description of the page 
number obtained from the retrieval at step S14 (step S15). 
The main controller 101 retrieves the description of the use 
screen number read out at step S15 out of the screen 
information in the control information (step S16). 
0111. The main controller 101 creates a menu display 
Screen from the corresponding descriptions in the page 
information and Screen information obtained from the 
retrievals at step S14 and step S16 to display it on the 
operation touch panel 1aa (step S17). When the user enters 
(touches) the frame in the operation touch panel 1aa, the 
corresponding key code is read out from the user informa 
tion. In this case, the main controller 101 creates a proceSS 
table, which contains information on which programs (pro 
grams previously stored in the complex machine) to perform 
and of which of processes by the entered key code (Step 
S18). 
0112 The main controller 101 determines whether the 
user has employed the operation touch panel 1aa to enter the 
key code (step S19). If the user has not employed the 
operation touch panel 1aa to enter the key code (step S19: 
NO), a standby mode works to wait for an entry. If the user 
has entered (step S19: YES), it logs the entry operation 
performed by the user (step S20). It selects the action 
corresponding to the entered frame key code from the user 
information (step S21) and returns to step S12 for repeating 
the same processes based on the Selected action (user 
information). 
0113 Operations of the menu display and logging pro 
ceSS to be executed in the complex machine 1 will be 
described with reference to FIGS. 11 through 13. FIGS. 11 
through 13 are flowcharts which show operations in the 
menu display process and logging proceSS and exemplify an 
operation when the user 1 employs the complex machine 1 
for the purpose of creating Data. The control information is 
assumed to include the contents shown in FIG. 5, FIG. 6 
and FIG. 7. The operations of the menu display process and 
logging process have bases to repeat the above-described 
basic procedures shown in FIG. 10 per display screen. 
Therefore, operation Steps or operation contents common 
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with the above-described basic procedures shown in FIG. 
10 are omitted to describe in detail. 

0114. The main controller 101 reads the control informa 
tion stored in the memory 102. Then, it retrieves user 
information for the name="Initial screen” from plural user 
information (Step S31) and reads the whole corresponding 
user information (step S32). The main controller 101 deter 
mines whether or not the key code is entered (step S33). If 
the key code is not entered (step S33: No), it waits for an 
entry. If the key code is entered (step S33: Yes), it creates a 
process table corresponding to the entered key code (Step 
S34). 
0115 The main controller 101 fetches the use page 
number from the attributes given to the corresponding user 
information (step S35). It retrieves the page information 
having the corresponding page number (step S36) and reads 
the whole corresponding page information (Step S37). The 
main controller 101 fetches the use Screen number from the 
attributes given to the corresponding page information (Step 
S38). Then, it retrieves the screen information having the 
corresponding screen number (step S39), reads the whole 
corresponding Screen information (step S40) and displays a 
frame based on the whole frame information in the Screen 
information (step S41). It further displays characters within 
the frame based on the whole frame information in the page 
information (step S42). Through the above processes, the 
initial Screen is displayed on the operation touch panel 1aa. 
After the display of the initial Screen, the main controller 
101 proceeds to a standby mode to wait for another entry 
from the user (step S43). 
0116. When the user enters in the frame of “User 1", a 
key code="2" corresponding to “User 1 is returned. There 
fore, the main controller 101 retrieves the process table 
created at Step S34 and determines the user to transit next 
(step S44). In this case, as the action is “To key code user”, 
the user information transits to “User 1" (step S45). It 
retrieves the user information for the name="User 1' from 
the user information (step S46) and reads the whole corre 
sponding user information (step S47). A standby mode 
works to wait for a key code entry (step S48). If the key code 
is entered, it creates a process table corresponding to the 
entered key code (step S49). 
0117 The main controller 101 fetches the use page 
number from the attributes given to the corresponding user 
information (step S50). Then, it reads an instruction for 
logging from the attributes given to the corresponding user 
information to determine an operation of logging. If no 
instruction for logging is present, a predetermined logging is 
performed (step S51). Next, the main controller 101 
retrieves the page information having the corresponding 
page number (Step S52) and reads the whole corresponding 
page information (step S53). Then, it fetches the use Screen 
number from the attributes given to the corresponding page 
information (step S54), retrieves the screen information 
having the corresponding Screen number (step S55), and 
reads the whole corresponding Screen information (Step 
S56). It further displays a frame based on the whole frame 
information in the screen information (step S57). The main 
controller 101 displays characters within the frame based on 
the whole frame information in the page information (Step 
S58). Through the above processes, the password entry 
Screen is displayed 
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0118. The main controller 101 proceeds to a standby 
mode to wait for an entry from the user (step S59). If the user 
enters a password and touches on a frame of “OK”, the main 
controller 101 logs the input operation from the user 
(entered content) (step S60). When a key code="6" corre 
sponding to “OK” is returned, it retrieves the process table 
created at step S49 to determine the user to transit next (step 
S61). Referencing to the user information, as the action is 
“To user 1-1, the user information to be read transits to 
“User 1-1” (step S62). 
0119) The main controller 101 retrieves the user infor 
mation for the name="User 1-1 from the user information 
(step S63). It reads the whole corresponding user informa 
tion (Step S64), and proceeds to a standby mode to wait for 
a key code entry (step S65). If the key code is entered, it 
creates a process table corresponding to the entered key code 
(step S66). 
0120) The main controller 101 then fetches the use page 
number from the attributes given to the corresponding user 
information (step S67) and retrieves the page information 
having the corresponding page number (Step S68) Further, it 
reads the whole corresponding page information (Step S69). 
Then, it fetches the use Screen number from the attributes 
given to the corresponding page information (Step S70). The 
main controller 101 retrieves the screen information having 
the corresponding screen number (Step S71). It then reads 
the whole corresponding Screen information (Step S72) and 
displays a frame based on the whole frame information in 
the screen information (step S73). It further displays char 
acters within the frame based on the whole frame informa 
tion in the page information (step S74). Through the above 
processes, the use Selection Screen is displayed. 
0121 The main controller 101 proceeds to a standby 
mode to wait for an entry from the user (step S75). If the user 
touches on the part of "Data”, it logs the input operation 
from the user (step S76). When a key code="2" correspond 
ing to "Data' is returned, therefore, it retrieves the proceSS 
table created to determine the user to transit next (step S77). 
Here, referencing to the user information, as the action is 
“To user 1-2', the user information to be read transits to 
“User 1-2” (step S78). 
0122) The present invention is not limited in the above 
described case of acquiring the user information through the 
operation Screen 1a. Alternatively, it may be applied to 
acquiring the user information from PC 2 or any other PCs 
over the network through the communication section 103 or 
communication unit which connect the complex machine 1 
to external information devices. 

0123. When the user information is entered from a PC, 
the main controller 101 in the digital computer 100 converts 
a signal generated from the keys of the keyboard or mouse 
of the PC into a key code to execute the same proceSS as is 
noted in FIGS. 10 through 13. It converts the signal entered 
from the PC, which converted signal is employed to identify 
the user information. A menu Screen is created in accordance 
with the attribute of the user information and transmitted to 
the PC via a network. The transmitted menu screen is 
displayed on the display screen in the PC and employed by 
the user to Select the use, document and application along 
the menu Screen. 

0.124. The information selected by the user is transmitted 
to the digital computer 100, which records log information 
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on the complex machine 1, instructed by the user, at a log 
level in accordance with the user information. 

0.125. A process executed in the PC for entering the user 
information will be described next. FIG. 14 is a flowchart 
which explains the process performed by an arbitrary PC 
when the digital computer 100 acquires the user information 
from the PC over a network. 

0.126 To manipulate the complex machine 1 from the PC, 
the user Selects the group that contains the user itself from 
the menu Screen displayed on the display Screen, and Sub 
Sequently Selects the name of the user itself from the tag, 
using the mouse or keyboard. The PC determines whether 
the name of the user is selected (step S91) and, if the name 
of the user is not selected (step S91: No), waits for its 
Selection. 

0127. If the name of the user is selected (step S91: Yes), 
the PC then determines whether the password is entered by 
the user (step S92). If the password is entered (step S92: 
Yes), it transmits the entered password to the digital com 
puter 100 (step S93). Based on the response from the digital 
computer 100, it determines whether the transmitted pass 
word is coincident with the name of the group or user 
selected by the user (step S94). As a result of the determi 
nation, if the password is not coincident (step S94: No), it 
displays an error indication on the display Screen to show a 
mismatch of the password (Step S1). 
0128. To the contrary, if the password is coincident (step 
S94: Yes), it receives information for creating a menu screen 
from the digital computer 100 to display the menu screen on 
the display Screen. The user enters the use of the complex 
machine 1 and the type of document to be created in the 
menu screen. The PC transmits the entered information on 
the use and document to the digital computer 100 (step S95). 
Similarly, it transmits information on the application 
selected by the user (step S96). 
0129. After completion of the above processes, the digital 
computer 100 sends information for creating an operation 
Screen for the Selected application. This information is 
employed to display the operation Screen for the application 
on the display screen in the PC. The PC sends the opera 
tional condition for the complex machine 1 designated 
through the operation Screen by the user to the digital 
computer 100 to set the operational condition in the complex 
machine 1 (step S97). 
0.130. As described above, even when the PC sends the 
user information to the digital computer 100 via the network 
to set the log level, the digital computer 100 sets a log level 
in accordance with the user information and records log 
information at the Set log level. 
0131 AS described in the first embodiment, the present 
invention is not limited in the case of Setting the log level in 
accordance with the user information, application and 
engine. For example, without entering the user information 
Such as the password, the user may enter the level to be 
stored in the main controller 101 and select the level using 
the operation Screen 1a. 

0132) The user information is not limited in the pass 
word. Any other information may also be employed So long 
as it can Specify the user or the group that contains the user, 
Such as an employee number and an ID code. 



US 2003/0028753 A1 

0133) A second embodiment of the present invention will 
be described next. The second embodiment is a system for 
recording information on operations. There is provided the 
digital computer of the first embodiment equipped with the 
unit which transmits the log information to the outside, and 
a manager which manages multiple image formation appa 
ratus connected over a network. The manager includes a 
receiving unit which receives the transmitted log informa 
tion via the network. 

0134 FIG. 15 is a block diagram which shows a network 
arrangement in the System for recording information on 
operations according to the Second embodiment. AS shown 
in FIG. 15, the system for recording information on opera 
tions according to the Second embodiment comprises a 
management Server 720 and plural Sets of complex machines 
701 and 770, which are connected via a public network 760. 
The complex machines 701 and 770 have different assign 
ments of IP addresses or URIs. 

0135 The management server 720 is connected to a 
remote central manager 730 via a network such as the 
Ethernet 740. In the second embodiment, either of the 
management server 720 and the remote central manager 730 
serves as a manager. The complex machines 701 and 770 
have the same arrangement as that of the complex machine 
1 of the first embodiment. In addition, each of the complex 
machines 701 and 770 includes the digital computer 100 of 
the first embodiment mounted thereon. The digital computer 
100 is employed to transmit and receive the log information 
between the managers via the network. In the Second 
embodiment, the log information is transmitted and received 
on the basis of SOAP (Simple Object Access Protocol). 
0136. The complex machine 701 comprises a SOAP 
listener 212 and a SOAP proxy 211 in a NCS 128. The SOAP 
listener 212 is employed to receive a SOAP request message 
for requesting a processed result from a PC 700, the other 
complex machine 770 and the management server 720, 
analyze the contents and transmit a proceSS request to a CCS 
129. The SOAP proxy 211 is employed to create a SOAP 
response message including the processed result data from 
an authentication/availability-restricted State file 221, an 
account file 223 and a log file 224 and return it to the 
destination that sent the SOAP request message. Such the 
complex machine 701 also has a function as a SOAP server. 
0.137 AS described above, the second embodiment is 
configured to create, transmit and receive the log informa 
tion based on SOAP. Therefore, it is possible to transmit and 
receive information on processed results based on the Stan 
dard Specification among a large number of indefinite com 
plex machines, PCS and management Servers over the net 
work. Accordingly, the information on the processed result 
created by a single complex machine 1 can be easily utilized 
at any locations over the network for desired uses. 
0138 A multi-channel communication control unit 750, 
connected to the management Server 720, is connected to the 
public network 760 and, via communication controllers 710 
and connected to plural sets of the complex machines 701 
and 770. The complex machines 701 and 770 are connected 
to the PC 700 that serves as a printer client via a network 
such as the Ethernet(R780. This PC 700 is also equipped with 
a SOAP listener and a SOAP proxy (both not shown) to 
realize data interchange on SOAP. 
0.139. The communication controllers 710 are connected 
to facsimile devices and general telephones at clients. When 
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the facsimile devices and general telephones are not 
employed (lines are idling), they can communicate data 
(off-talk communication type) between the multi-channel 
communication control unit 750 and the communication 
controllers 710 via the public network 760. 
0140. The management server 720, employed to config 
ure the manager of the present invention, collects processed 
result data from the multiple complex machines 701 and 770 
as SOAP response messages and Sends them to the remote 
central manager 730 via a LAN 208. It is connected to the 
public network 760 via a multi-channel communication 
control unit (CCU) 209. The management server 720 has the 
Same arrangement as that of a general computer Such as a 
workstation. It is equipped with a SOAP proxy 721 and a 
SOAP listener 722 to realize data interchange on SOAP as 
shown in FIG. 7. 

0141. The SOAP proxy 721 is employed to create a 
SOAP request message for requesting a processed result and 
transmit it to the complex machine 701. The SOAP listener 
722 on the other hand is employed to receive a SOAP 
response message containing the processed result data from 
the complex machine 701, analyze the content and transmit 
it to the remote central manager 730. 
0142. The remote central manager 730 is employed to 
receive the result data, processed at the multiple complex 
machines 701 and collected by the management server 720, 
via the Ethernet(R740 to integrally manage them. 
0143. The processes executed in the above-described 
system for recording information on operations will be 
described with reference to a flowchart shown in FIG. 16. In 
this System for recording information on operations, a PC on 
the System is employed to initially activate a log information 
reading process (step S81). After activation, the log infor 
mation reading proceSS reserves an area on a shared memory 
(step S82). 
0144) When a candidate process is activated (step S83), 
the log information reading proceSS generates a Software 
interrupt to the candidate proceSS and Sends a Signal to the 
candidate proceSS from the log information reading process 
(step S84). A log information writing process in the Soft 
ware-interrupted candidate process writes the log informa 
tion in the Shared memory. 
0145 The area of the shared memory is limited. There 
fore, after the whole area is completely employed, it is 
required to return to the Start point of the area for further 
Writing. 
0146). At the time when the candidate process transfers 
the log information to the shared memory, it checks if a free 
Space is remained in the shared memory by an amount 
sufficient to transfer the information (step S85). If the space 
is present, the candidate proceSS transferS the log informa 
tion and Sends a transfer ending Signal to the log information 
reading process (step S86). When the log information read 
ing process receives a reading request Signal or a transfer 
ending Signal from the log information writing process in the 
candidate process, it reads communication contents (log 
information) from the shared memory (step S87), and trans 
fers the read-out communication contents to the PC via the 
network. 

0147 When the candidate process checks if a free space 
is remained in the shared memory by an amount Sufficient to 
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transfer the log information and finds that the free Space is 
not Sufficient, it sends a reading request Signal to the log 
information reading process (step S88). Then, the candidate 
proceSS interrupts the transfer process until it receives from 
the log information reading process a write enable Signal 
indicating that the shared memory is completely empty. 
0.148. On receipt of the reading request signal from the 
log information transfer process (the candidate process), the 
log information reading process promptly reads out the 
whole content Stored in the shared memory and transferS it 
to the PC via the network. After completion of the transfer, 
it sends a write enable signal to the candidate process (Step 
S89). 
014.9 The complex machines and PCs, though they are 
connected via the Internet as described in the Second 
embodiment, may be connected via other networks or wired/ 
wireleSS lines So long as they are communicatively con 
nected. 

0150. The control information of the present invention 
may be created when the user enterS XML language into a 
PC using the keyboard or mouse of the PC. Software for 
creating control information may be prepared Separately. 
This software operates to automatically create the XML 
control information when the user enters the minimum 
designated items from the PC. 
0151. In the first and second embodiments of the present 
invention, the control information is described to have a 
format that employs XML but it is not limited to this and 
other formats may be employed so long as the complex 
machine can read their languages. 
0152 The complex machines of the first and second 
embodiments may contain a CD-ROM drive to provide a 
function for rewriting operation programs. If the function for 
rewriting operation programs is provided, the operations of 
the first and Second embodiments can be executed Simply 
with programs. The complex machine may include a HDD 
as the memory. If the complex machine includes the HDD, 
it is desired that the HDD in the PC has a larger storage 
capacity than the HDD in the complex machine. This is 
effective to prevent the HDD in the PC from lacking in the 
remaining Storage capacity for the log information Sent from 
the complex machine. 
0153. The above-described embodiments are preferred 
embodiments of the present invention and may be varied 
within the Scope of the present invention. 
0154 As obvious from the forgoing explanations, 
according to one aspect of the invention, there are extracted 
operations to be recorded from operations executed by the 
operation execution unit on the basis of log levels Stepwise 
indicative of contents in the operations and recorded the 
historical information on the extracted operations. There 
fore, it is possible to efficiently log with reliable storing of 
required information without influence on various opera 
tions, Such as Storing, imparted from an excessive massive 
amount of data. 

O155 According to another aspect of the invention, infor 
mation on operations may be transmitted to the manager. 
Therefore it is possible to efficiently log with reliable storing 
of required information without influence of various opera 
tions, Such storing, imparted from an excessive massive 
amount of data. 
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0156 The present document incorporates by reference 
the entire contents of Japanese priority documents, 2001 
215929 filed in Japan on Jul. 16, 2001 and 2002-201183 
filed in Japan on Jul. 10, 2002. 
O157 Although the invention has been described with 
respect to a specific embodiment for a complete and clear 
disclosure, the appended claims are not to be thus limited but 
are to be construed as embodying all modifications and 
alternative constructions that may occur to one skilled in the 
art which fairly fall within the basic teaching herein set 
forth. 

What is claimed is: 
1. A digital computer, comprising: 

an operation execution unit which operates in accordance 
with instruction information for instructing operations, 
and 

a historical information recording unit which extracts 
operations to be recorded from operations executed by 
the operation execution unit on the basis of log levels 
Stepwise indicative of contents in the operations 
executed by the operation execution unit and records 
historical information on the extracted operations. 

2. The digital computer according to claim 1, further 
comprising a log level Storage unit which Stores the log 
levels and log items to be recorded in association with the 
log levels, wherein 

the historical information recording unit extracts opera 
tions to be recorded from operations executed by the 
operation execution unit on the basis of the log items 
corresponding to the log levels and records historical 
information on the extracted operations. 

3. The digital computer according to claim 2, further 
comprising a log level Selection unit which Selects a log 
level from plural log levels on the basis of the instruction 
information, wherein 

the historical information recording unit extracts opera 
tions to be recorded from operations executed by the 
operation execution unit on the basis of a log item 
corresponding to the log level Selected by the log level 
Selection unit and records historical information on the 
extracted operations. 

4. The digital computer according to claim 3, wherein the 
operation execution unit includes at least one engine, the log 
level Selection unit Selects a log level on the basis of an 
engine employed in an operation executed by the operation 
execution unit, and 

the historical information recording unit extracts opera 
tions to be recorded from operations executed by the 
operation execution unit on the basis of a log item 
corresponding to the log level Selected by the log level 
Selection unit and records historical information on the 
extracted operations. 

5. The digital computer according to claim 4, wherein the 
engine is at least one of a plotter engine for use in printing 
operations and a Scanner engine for use in image reading 
operations, and 

the log level Selection unit Selects a different log level in 
accordance with one of the plotter engine and the 
Scanner engine. 
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6. The digital computer according to claim 5, wherein the 
engine is the plotter engine, and the log items are informa 
tion on output operations of the plotter engine. 

7. The digital computer according to claim 6, wherein the 
information on output operations contains information on 
one or more of the number of drafts output by the plotter 
engine, a time required for output and a color of used toner. 

8. The digital computer according to claim 5, wherein the 
engine is the Scanner engine, and the log items are infor 
mation on operations for reading images by the Scanner 
engine. 

9. The digital computer according to claim 8, wherein the 
information on operations for reading images contains infor 
mation on one or more of the number of Scans, a Scanning 
Speed and a read image. 

10. The digital computer according to claim 3, wherein 
the operation execution unit includes at least one applica 
tion, 

the log level Selection unit Selects a log level on the basis 
of information on an application for use in operations 
executed by the operation execution unit, and 

the historical information recording unit extracts opera 
tions to be recorded from operations executed by the 
operation execution unit on the basis of a log item 
corresponding to the log level Selected by the log level 
Selection unit and records historical information on the 
extracted operations. 

11. The digital computer according to claim 10, wherein 
the application includes one or more of a copy application 
for executing copying in an image formation apparatus, a 
print application for executing printing, a Scan application 
for executing image reading and a facsimile application for 
executing facsimile, and 

the log level Selection unit Selects a different log level in 
accordance with the copy application, the print appli 
cation and the facsimile application. 

12. The digital computer according to claim 11, wherein 
the application is the copy application, and the log items are 
information on copy operations executed by the copy appli 
cation. 

13. The digital computer according to claim 12, wherein 
the information on copy operations contains information on 
one or more of the number of copies, presence/absence of 
variable magnification of images and monochromic/color 
images. 

14. The digital computer according to claim 11, wherein 
the application is the print application, and the log items are 
information on print operations executed by the print appli 
cation. 

15. The digital computer according to claim 14, wherein 
the information on print operations contains information on 
one or more of the number of prints, presence/absence of 
variable magnification of images and monochromic/color 
images. 

16. The digital computer according to claim 11, wherein 
the application is the facsimile application, and the log items 
are information on facsimile operations executed by the 
facsimile application. 

17. The digital computer according to claim 16, wherein 
the information on facsimile operations contains informa 
tion on one or more of the number of faxed pages, destina 
tions of facsimile, dates of transmission and amounts of 
transmitted data. 
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18. The digital computer according to claim 3, wherein 
the instruction information includes user information on a 
user who entered the instruction information, the log level 
Selection unit Selects a log level on the basis of the user 
information, and 

the historical information recording unit extracts opera 
tions to be recorded from operations executed by the 
operation execution unit on the basis of a log item 
corresponding to the log level Selected by the log level 
Selection unit and records historical information on the 
extracted operations. 

19. The digital computer according to claim 18, wherein 
there are a plurality of users, and the users are divided into 
at least one group, 

the log level Selection unit Selects a log level on the basis 
of a group that contains the user who entered the 
instruction information. 

20. The digital computer according to claim 2, wherein 
the instruction information includes level information for 
indicating log levels Stored in the log level Storage unit, and 

the historical information recording unit extracts opera 
tions to be recorded from operations executed by the 
operation execution unit on the basis of a log item 
corresponding to the level information and records 
historical information on the extracted operations. 

21. The digital computer according to claim 1, further 
comprising a manipulation unit which manipulates the 
operation execution unit, wherein the manipulation unit 
includes an input unit which enters the instruction informa 
tion. 

22. The digital computer according to claim 1, further 
comprising an input unit which receives the instruction 
information via a communication unit from external infor 
mation devices. 

23. The digital computer according to claim 22, wherein 
the communication unit utilizes the Internet. 

24. The digital computer according to claim 22, wherein 
the communication unit utilizes local area network. 

25. A System for recording information on operations, 
comprising: 

a plurality of digital computers, each including 

an operation execution unit which operates in accor 
dance with instruction information for instructing 
operations, 

a log level Storage unit which Stores log levels of 
operations executed by the operation execution unit 
and log items corresponding to the log levels, and 

a historical information recording unit which extracts 
operations to be recorded from operations executed 
by the operation execution unit on the basis of the log 
items corresponding to the log levels among histori 
cal information on operations executed by the opera 
tion execution unit and records historical informa 
tion on the extracted operations, and 

at least one manager including 
a receiving unit which receives information transmitted 
from the multiple digital computers, and 

a recording unit which records the received informa 
tion. 



US 2003/0028753 A1 

26. The System according to claim 25, wherein the man 
ager includes a management Server for collecting informa 
tion transmitted from the multiple digital computers. 

27. The System according to claim 25, wherein the man 
ager includes a remote central manager which integrally 
manages the information collected by the management 
SCWC. 

28. The system according to claim 25, wherein the digital 
computer includes a transmitting unit which transmits infor 
mation on the basis of simple object access protocol, and the 
receiving unit receives information on the basis of Simple 
object acceSS protocol. 

29. The system according to claim 28, wherein the digital 
computer includes a transmitting unit which includes a 
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Simple object acceSS protocol proxy, and the receiving unit 
includes a simple object access protocol listener. 

30. The system according to claim 25, wherein the digital 
computers are connected to the manager via the Internet. 

31. The System according to claim 25, wherein the digital 
computers are connected to the manager via wire or wire 
leSS. 

32. The System according to claim 25, wherein the digital 
computers transmit information in an extensible markup 
language format to the manager. 


