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(54) Title: SYSTEMS, DEVICES, AND METHODS FOR AUTHENTICATING A VALUE ARTICLE

FIG.1

(57) Abstract: Systems, devices, and methods for authenticating a value art-
icle are provided herein. In an embodiment, a system for authenticating a
value article that includes a luminescent material includes a portable comput-
ing device and an authentication device that is physically and electronically
separate from the portable computing device. The portable computing device
includes a microprocessor and a data receiver. The authentication device has
the capacity to electronically connect with the portable computing device,
and the authentication device includes an exciting light source, a photode-
tector, and a data transmitter. The exciting light source is provided to excite
luminescent material of the value article, and the photodetector is provided to
detect emitted radiation from the luminescent material after excitation. The
data transmitter has the capacity to transfer a detected radiation signal or data
derived therefrom from the authentication device to the data receiver of the
portable computing device when electronically connected.
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SYSTEMS, DEVICES, AND METHODS FOR AUTHENTICATING
A VALUE ARTICLE

PRIORITY CLAIMS

{8081} This application claims the benefit of U.S. Provisional Application No.
62/000,213, filed May 19, 2014,

TECHNICAL FIELD

{6602] The technical ficld generally relates to systems, devices, and methods for
authenticating a value article. More particularly, the invention relates to systems, devices,
and methods for authenticating value articles using a portable computer for ready

guthentication of the value article.
BACKGROUND

{083] In many applications, it is necessary to distinguish an original article from a copy
or counterfeit to validate the original article.  An original article that includes an
authenticating feature can be validated in moany ways., Some methods involve visible (Le.,
overt) authenticating features that are disposed on or incorporated into the article, such as a
hologram on a credit card, an embossed image or watermark on a bank note, a security foil,
a security ribbon, colored threads or colored fibers within a bank note, or a floating and/or
sinking tmage on a passport, While these features are casy to detect with the eye and may
not require equipment for authentication, these overt features are casily identified by a
would-be forger and/or counterfetter.  As such, in addition to overt features, hidden (ie.
covert) features roay be incorporated in original articles.  Examples of covert features
include invisible fluorcscent fibers, chemically sensitive stains, and taggants such as
fuminescent pigments or fluorescent dyes that are incorporated into the substrate of the

article.

10004] While authentication of covert features that cruploy taggants 13 highly reliable
through use of suthentication equipment, the cost of equipment required for authentication
is generally too high for and/or unavailable to the typical consumer or small business owner.

I
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Further, most authentication equipment is bulky and/or not easily portable, rendering use
thereof incomvenient for many. Production of portable authentication cquipment is
challenging because the authentication equipment generally includes a significant amount of
hardware, including an excitation source, a photodetector, a gain amplifier, an analog-to-
digital converter, a microprocessor, and other components, and it is difficult to include all of
those components in a sufficiently small package. To the extent that portable authentication
equipment has been developed, output from such authenfication equipment is generally
limited 1o a pass/fail indication or a numerical value resulting from authentication testing
due to Himited processing capability (1o conserve space) and lack of a user interface capable

of conveying additional information.

{B045] Accordingly, 1t 15 desirable to provide portable systems, devices, and methods of
authenticating value articles that are readily available to consumers and small business
owners, and that provide extensive processing capability. Furthermore, other desirable
features and characteristics of the present invention will become apparent from the
subsequent detailed description of the invention and the appended claims, taken in

corjunction with the accompanying drawings and this background of the invention.

BRIEF SUMMARY

{B086] Systems, devices, and methods for authenticating a value article are provided
herein. In an embodiment, a system for authenticating a value article that includes a
fuminescent material includes a portable computing device and an authentication device that
is physically and electronically separate frora the portable coraputing device. The portable
computing device includes a microprocessor, a graphical user interface, and a data receiver.
The auvthentication device has the capacity to clectronically connect with the portable
computing device, and the avthentication device mcludes an exciting light source, a
photodetector, and a data transmitter. The exciting light source is provided to excite
turninescent material of the value article, and the photodetector is provided to detect emitted
radiation from the luminescent material after excitation. The data transmitter has the
capacity to trausfer a detected radiation signal or data derived therefrom from the
authentication device to the data receiver of the portable computing device when

electronically connected.
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{6807] In another embodiment, an authentication device inchides an exciting light
source, a photodetector, and a data transmitter. The exciting light source is provided to
excite huminescent material of a value article, and the photodetector is provided to detect
emitied radiation from the luminescent material afier excitation. The data transmitter has
the capacity to transfer a detected radiation signal or data derived theretrom from the
authentication device to a data receiver of a portable computing device. The authentication
apparatus 13 incapable of applying an authentication algorithm to authenticate a value article

in the absence of the portable computing device.

{B008] In another embodiment, a method for authenticating a value article inchudes
providing the value article that includes g luminescent material thereon. An exciting light
source, a photodetector, and a portable computing device are provided. The portable
computing device inchudes a microprocessor. The portable computing device is physically
and clectronically separate from the photodetector and the exciting light source, and the
portable computing device is electronically connectable and disconpectable from the
photodetector and the exciting light source. The photodetector and the portable computing
device are electronically conunected.  The luounescent material on the value article is
exposed to light produced by the exciting light source. Emitted radiation from the
fuminescent material is detected using the photodetector to produce a detected radiation
signal. The detected radiation sigoal or data derived therefrom is transferred from the
photodetector to the microprocessor afier electronically connecting the photodetector and
the portable computing device. An authentication algorithm is applied to the data derived

from the detected radiation signal using the microprocessor.

BRIEF DESCRIPTION OF THE DRAWINGS

{6009} The various embodiments will heremafter be described in conjunction with the

following drawing figures, wherein like numerals denote like clements, and wherein:

{(016] FIG. 1 is 3 perspective disassembled view of g portable computing device and an
authentication device included in a system for anthenticating a value article in accordance

with an embodiment; and

(98]
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811 FIG. 2 1 functional biock diagram of a system for authenticating a value article
& o t=rl

in accordance with an embodiment.

DETAILED DESCRIPTION

{01 2] The following detailed description is merely exemplary in nature and is not
intended to limit the invention ov the application and uses of the invention. Furthermore,
there is 0o intention to be bound by any theory presented in the preceding background or the

following detailed description.

{0613} Systems, devices, and methods for authenticating a value article are provided
herein, The systems include a portable computing device that includes a microprocessor
and a data receiver, and the systems further include an authentication device that jnchides an
exciting light source, a photodetector, and a data transputter. The authentication device
interrogates the value article by exciting luminescent material of the value article and
detecting emitted rvadiation from the laminescent material after excitation using the
photodetector 1o produce a detected radiation signal.  The data transmitter of the
authentication device has the capacity to transfer detected radiation signal or data derived
therefrom to the data receiver of the portable computing device. As referred to herein,
“detected radiation signal” juchudes an analog signal of measurements from the
photodetector, and data derived from the signal refers to any data that result from
modification (e.g., amplification, signal conversion from analog to digital, etc.) of the
detected radiation signal. The microprocessor of the portable computer device applies an
authentication algorithm 1o the detected radiation signal or data derived therefrom, among
performing other functions, to authenticate the value article. The suthentication device is
physically and electronically separate from the portable computing device and i
electronically connectable and disconnectable from the portable computing device, thereby
enabling assemibly of the system only under circumstances where authentication of a value
article is desired. The portable computing device may be a smartphone, a tablet computer, a
laptop computer, smartwatch, or any other electronic device that inchides a microprocessor
and that 15 typically carried on or with a person during normal usage. The autheuntication
functions of the system arc thus split between the portable computing device and the

authentication device, with the authentication device interrogating the value article and

4
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providing a detected radiation signal or data derived therefrom to the portable computing
device, and with the portable computing device conducting analysis of the data to determine
authenticity. In this regard, the authentication device is free from a processor that actually
analyzes the data for purposes of determining authenticity, thereby minimizing stze, costs,
and complexity of the authentication device. As such, for consumers or businesses that have
a desire to authenticate value articles such as coins, banknotes, cards, or any other type of
article that incorporates a luminescent material for security purposes, the authentication
device can be readily obtained and used only when needed without being a permanent
fixture of the portable computing device, thereby providing for ease of use and portability
while aiso enabling processing capabilities of the portable computing device to be

employed.

{8014} Value articles that nclude a luminescent material and that may be authenticated
using the systems, devices, and methods described herein are not particularly limited and
may inchide an identification card, a driver’s license, a passport, identity papers, a banknote,
a check, a document, a paper, a stock certificate, a packaging component, a credit card, a
bank card, a label, a seal, a coin, a token, a casino chip, a medallion, or a postage stamp.
The value articles generally include a substrate and the luminescent material may be
inchuded in a surface-applied or embedded anthentication feature.  Suitable lominescent
materials are also not particularly bimaited provided that the luminescent materials are
capable of producing a detectable emission (i.e., output radiation of relatively high spectral
energy) in the infrared, visible, and/or ultraviolet portions of the electromagnetic spectrum
upon excitation of the materials by appropriate external energy souwrces. When a
fuminescent material omits radiation, the cmission occurs over a discrete span of time,
which may be defined by & measurable decay time constant and signal intensity level
Materials typically described as “fluorophors” (or “fluorescent™) exhibit very short emission
decay time constants in the micro-, nano- or pico-second range. Conversely, materials
typically described as “phosphors”™ exhibit longer decay time constants ranging from several
mitliseconds to mimutes or more {e.g., up to many hours). Fluorophors and phosphors are
both suttable fominescent materials that may be employed iu the valoe articles that are

subject to authentication as described herein,

{0015] An cxemplary embodiment of a systern for authenticating a value article that
includes a luminescont material will now be described with reference to FIGS. 1 and 2.

Referring to FIG. 1, the system 10 inchides a portable computing device 12 and an
5
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authentication device 14, The authentication device 14 is physically and electronically
separate from the portable computing device 12, By “physically separate”, it is meant that
the portable computing device 12 and the authentication device 14 are not permanently
connected to cach other, although afier use the authentication device 14 may be physically
connected to the portable computing device 12 in a manner that enables disconnection for
authentication of a value article 26, For example, as shown in FiG. 1, the authentication
device 14 may be physically connected to the portable computing device 12 by inserting a
conmector 16 such as a microphoune jack 16 of the authentication device 14 into a port 18
such as a microphone port 18 of the portable computing device 12. While the microphone
jack 16/microphone port 18 is useful for transfer of analog signals from the authentication
device 14 to the portable coroputing device 12, as described in further detail below, 1t is to
be appreciated that other forms of physical connection that support data transfer may be
employed that support transfer of digital signals such as, but not limited to, a USB/USB port
connection, a mini-USB/mini-USB  port  connection, an  Apple®  lightning®
adaptor/lightning port connection, an Apple® 30-pin connector/dock connection, or the like.
It is also to be appreciated that in other embodiments and although not shown, the
authentication device 14 may be physically connected to the portable computing device 12
through a connection that does not support data transfer, e.g., in embodiments where
wircless data transfer between the authentication device 14 and the portable computing

device 12 may occur.

{6016} Referring again to FIG. 1, the authentication device 14 further inclodes an
interrogation zone 21 that has the capacity to receive a portion of a value article 26 that
includes the lununescent material.  In an embodiment and as shown wmn FIG. 1, the
interrogation zone 21 includes a slot 24 into which at least a portion of the value article 26
may be placed, and it is to be appreciated that the interrogation zone 21 may have the
capacity to receive the entire valoe article 26 or only the portion thereof that includes the
fuminescent material, It is to be appreciated that the interrogation zone 21 may be
configured in any way that allows interrogation of the luminescent material of the value
article 26 by the authentication device 14, as described in further detail below, and the
nterrogation zone 21 may have a configuration different from that shown in FIG. 1. For
example, in other embodiments and although not shown, the interrogation zone may inchude
a scanning window that receives the portion of the vahie article 26 by passing the value

article 26 past the scanning window,
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{801 7] Referring to FIG. 2, additional features of the authentication device 14 will now
be described.  As set forth above, the authemtication device 14 primarily conducts
interrogation of the value articie 26 and generates data that is analyzed by the portable
computing device 12 to determine authenticity of the value article 26, To this regard, the
authentication device 14 includes components that enable interrogation of the value article
26 such as, but not limited to, an exciting light source 28 for exciting himinescent material
of the value article 26 and a photedetector 30 for detecting emitted radiation from the
furninescent material after exeitation. 1t is to be appreciated that the authentication device
14 may include multiple exciting light sources 28 and nuwltiple photodetectors 30,
depending upon particular design and functionality considerations desired for the
authentication device 14, The exciting light sowrce 28 may include, for example, one or
more low power laser diodes, LEDs, or other excitation sources. The photodetector 30 may
include one or more glectro-optical sensors, photodiodes, or other detection devices. The
authentication device {4 way further include a power supply 23 that is v electrical
corammunication with the exciting light source 28 and the photodetector 30, In crabodiments,
the power supply 23 is independent from a separate power supply (not shown) of the
portable computing device 12. For example, the power supply 23 of the authentication
device 14 may have the capacily to provide power from a replaceable or rechargeable
battery 25 that is maintained in the authentication device 14, Further, the authentication
device 14 may also include an excitation source driver 27 and a driver trigger receiver (not
shown). The excitation source driver 27 may be an electric power circuit that is used to
power (switch on/ott) the exciting light source 28 and that may be controlied by a
nmicroprocessor 36 of the portable computing device 12 as described in further detail below.
The light source trigger receiver receives control signals from the microprocessor 36 and

provides the control signal to the excitation source driver 27,

{0018 The photodetector 30 has sensitivity within a spectral band of interest, and
accordingly may detect emissions that are within that spectral band. For example, the
photodetector 30 may include a silicon delector, an indiom-gallium-arsenide (InGaAs)
detector {e.g., a telecom type or extended TnGaAs), 8 lead-sulfide detector, a lead-selenide
detector, a germaniwm detector, an indium-antimonide detector, an  indium-arsenide
detector, a platinum-silicide detector, an indrom-antimonide detector, or another type of

detector. In embodiments, multiple photodetectors 3¢ may be used and configured to detect

~3
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erpissions within a channel corresponding to different bands of interest, and such

photodetectors may be of the same or different type or class.

{8319] in an embodiment, an optical filter 32 may be positioned to filter the emissions
from the luominescent material before they are provided to the photodetector 30, so that
emissions only within an emission band {(i.e., a subset of the eutive spectrum) actually
impinge upon an active area of the photodetector 30, It is to be appreciated that multiple
optical filters 32 may be employed. The optical filter 32 may include, for example, one or
more long pass, bandpass, or other types of filiers that have the capacity to pass light only

within a spectral band of jnterest, and 1o reject all other hight,

{0028] The photodetector 30 produces the detected radiation signal, 1.¢., an electrical
signal that is proportional to the intensity of emissions that impinge on an active area of the
photodetector 30, More particularly, the detected radiation signal may be a signal {e.g., one
or more analog intensity values) that is produced by the photodetector 30 and that represents
an integrated intensity of the emissions received by the photodetector 30 along substantially
all or a portion of the length of the value article 26 {¢.g., between an incident and trailing
edge of the article}. The authentication device 14 may further include a gain amplifier 34
that is fo electronic comununication with the photodetector 30 for receiving the detected
radiation signal and for increasing amplitude of the signal, thereby producing data derived
from the detected radiation signal.  The power supply 23 may also be in elecinical

convuunication with the gain amplifier 34

{0021} As alluded to above, the authentication device 14 18 also electromically separate
from the portable computing device 12, The portable computing device 12 15 electronically
connectable (o and disconnectable from the authentication device 14 and, in particular, the
photodetector 30, To facilitate electronic connection and referring to FIG. 2, the
authentication device 14 includes g data transmitter 20 that has the capacity to transfer the
detected radiation signal or data derived therefrom from the authentication device 14, and
the portable computing device 12 includes a data receiver 22 that has the capacity to receive
the detected radiation signal or data derived therefrom from the date transmitter 20, As
referred to herein, the data transmitter 20 inchudes one or more clements that convey
detected radiation signal or data derived therefrom from the authentication device 14 to the
data receiver 22, In embodimeuts, the data transmitter 20 and/or the data recetver 22 may
be transceivers that have the capacity to both transroit and receive signals. In emboduments,

Q
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the authentication device 14 and the portable computing device 12 are clectrouically
connected through the physical connection, where the data transmitter 20 includes the
connector 16 and the data receiver 22 includes the port 18 that has the capacity to receive
the connector 16, In embodiments, the connector 16 18 an analog connector such as a
microphone jack and the data receiver 22 includes an analog input port 18 such as a
microphone port that has the capacity to physically receive the analog connector 16
Alternatively, the authentication device 14 and the portable computing device 12 may be
electronically connected through a wireless clectronic conunection (not shown), such as
through a WiFi connection, a Bluetooth connection, or the like. In this embodiment, the
data transmitter 20 may inchude a wireless antenna {not shown) for transmitting the detected

radiation data.

{9022} In embodiments, the authentication device 14 has the capacity to transfer the
detected radiation signal or data derived therefrom as an analog signal to the portable
computing device 12, In particular, authentication is generally conducted on data derived
from the detected radiation signal after conversion into a digital signal using an analog to
digital converter. However, because an analog to digital converter 18 another cormponent
that may add size, complexity, and/or cost to the authentication device 14, and because the
portable computing device 12 generally alse inchides an analog to digital converter 338, the

signal transferred from the authentication device 14 roay be in analog form.

{60231 Referring to FIG. 2 and as alluded to above, 1o addition to the data recetver 22,
the portable computing device 12 may further inchude an analog to digital converter 38 for
converting analog signals from the authentication device 14 to digital signals. However, it
is t0 be appreciated that in other embodiments, the authentication device 14 may transfer the
data derived from the detected radiation signal to the portable computing device 12 in a

digital signal.

{024} The portable computing device 12 also includes a microprocessor 36, The
microprocessor 36 is a programmable integrated circuit that drives, synchronizes, and
controls all electronic components of the portable computing device 12 and, for purposes
herein, the authentication device 14, In this regard, the portable computing device 12 and,
more particularly the microprocessor 36, may have the capacity to initiate transmissions of
radiation from the exciting light source 28 of the authentication device 14, with either
automatic initiation of transmissions upon connection of the authentication device 14 and

~
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the portable coraputing device 12 or controlled initiation of emissions in response {0 action
taken by a user such as by cntering a comumand in a graphical user interface 42 of the
portable computing device 12 as described in further detail below. For example, the
portable computing device 12 may include a trigger transotiter that may be separate from or
part of the data receiver 22, with the trigger transmitter sending the control signal to the
driver trigger receiver to initiate emissions from the exciting light source 2¥ using the
excitation source driver 27. The trigger transmitter/driver trigger receiver configuration
may provide further cost and size reduction to the authentication device 14 by delegating
control signal generation to the portable computing device 12, and the f{rigger
transmitter/driver trigger receiver configuration may be implemented in the embodiments
where the data transmitter 20 inchides the microphone jack 16 and the data recciver 22
includes the microphone port 18, with the confrol signal comnmnicated through the

microphone jack 16/microphone port 18 connection.

{B8025] The portable computing device 12 may be programmed with an authentication
algorithm 40, with the microprocessor 36 having the capacity to apply the suthentication
algorithm 40 to the data derived from the detected radiation signal. For example, in the
embodiment shown in FIG. 2, the authentication algorithm 40 is applied to digital signals
that are converted from the analog signals by the analog to digital converter 38 of the
portable computing device 12, Conventional authentication algorithms may be applied to
the digital signals to authenticate the value article 26 based upon various different
parameters or combinations thercof, In embodiments, detected radiation signal may inclade
mformation such as, but 15 not limited to, decay time constant and signal intensity level
(optionally through the optical filter 32). Based upon results provided by applving the
authentication algorithm 40, a comparison may be made to control vaklues to render a

determination on authenticity,

{8026] The authentication algorithm 40 may be part of a software application that is
progranmumed into the portable computing device 12 (e.g., by downloading frorn a service
provider), with the software application providing for various additional functions beyond
providing the authentication algorithm 40. For example, the software application may have
the capacity to initiate transmissions from the exciting light source 28 as described above.
Additionally, the software apphication may have the capacity to provide control inputs 1o the
photodetector 30, which cause the photodetector 30 to attompt to detect emissions

emanating from the value article 26 in response to the lominescent material having absorbed
10
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(either directly or indirectly) at least sorne excitation energy from the exeiting light source
28, Additionally, the software application may automatically initiate display of information
in a graphical user interface 42 of the portable computing device 12 upon connection of the
authentication device 14 thereto.  Additionally, the software application may have the
capacity to display settings for the anthentication device 14 and authentication feedback on
the graphical user interface 42 of the portable computing device 12, Additionally, the
software application may have the capacity to transmit authentication feedback to a storage
device (not shown) for archiving. In croboduments, the portable coraputing device 12 has
the capacity to provide suthentication feedback in the sbsence of a connection to a data
network, since the software application may be downloaded onto the portable computing

device 12 and then emploved as a stand-alone authentication tool.

{8027] A method for authenticating a valge article will now be described with reference
to FIGS. 1 and 2. In accordance with an exemplary method and referring to FIG. 1, the
value article 26 that inclhndes the luminescent material thereon is provided in anticipation of
conducting authentication of the value article 26. Referring to FIG. 2, the photodetector 30
and the portable computing device 12 are clectronically connected. Iu an embodiment and
referring to FIG. 1, the authentication device 14 is physically and clectronically connected
to the portable computing device 12 by inserting the connector 16 of the authentication
device 14 into the port I8 of the portable computing device 12, therehy connecting the
photodetector and the portable computing device 12. Referring again to FIG. 2, cmission of
fight by the exciting hight source 28 may be initiated after electronically connecting the
photodetector 3¢ and the portable computing device 12, with the microprocessor 36 of the
portable computing device 12 used 1o initiate cnussion of light by the exciting light source
28, Emission of light by the exciting light scurce 28 may occur automatically upon
establishing electronic communication between the photodetector 30 and the portable
computing device 12, Alternatively, a user may prompt initiating of light cmission by the

exciting light source 28 by executing a command on the portable computing device 12.

{0628] The tuminescent material on the value article 26 15 exposed to the light produced
by the exciting light source to commence authentication. Referring to FIG. 1, the
authentication device 14 may include the slot 24 and the vahie article 26 may be placed into
the slot 24 to commence authentication. However, it 1s to be appreciated that different
configurations of the authentication device 14 are possible provided the value article 26 can

be exposed to the light from the exciting Hight source. Referring to FIG. 2, emitted radiation
i
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trom the luminescent material is detected using the photodetector 30 1o produce a detected
radiation signal. In an embodiment, the photodetector 30 produces the detected radiation
signal as an analog signal. The analog signal may be amplified by the gain amplifier 34 to
produce an argplified analog signal including data derived from the detected radiation
signal. The amplified analog signal may then be transferred to the portable computing
device 12 through the connector 16 and port 18, In an embodiment, the amplified analog
signal is converted to a digital signal using the analog to digital converter 33 in the portable
corgputing device 12. The authentication algorithm 40 may then be applied to the digital
signal using the microprocessor 36, Based upon the results produced by applying the
authentication algorithm 40 to the digital signal, a determination of authenticity of the value
article 26 may be made by comparison of the resalts to control values to render a
determination on authenticity. The determination may be displayed on the graphical user
iterface 42 of the portable computing device 12 and/or archived. Additional options and
data analysis may be possible using features of the portable computing device 12, as

described above,

{0029] While at least one exemplary embodirent bas been presented in the foregoing
detatled description of the invention, it should be appreciated that a vast pumber of
variations exist. It should also be appreciated that the exemplary embodiment or exemplary
embodiments are only exaroples, and are ot intended to limit the scope, applicability, or
contfiguration of the invention in any way. Rather, the foregoing detailed description will
provide those skilled in the art with a convenient road map for implementing an exemplary
embodiment of the invention. [t being understood that various changes may be made in the
function and arrangement of clements described in an exemplary erobodiment without

departing frorm the scope of the invention as set forth in the appended claims.
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CLAIMS

What 18 claimed is:

L. A system for anthenticating a value article comprising a luminescent roaterial,
wherein the systerm Conprises:
a portable computing device including a microprocessor, a graphical user interface,
and a data recetver: and
an authentication device physically and electronically separate from the portable
corpputing device, wherein the authentication device has the capacity 1o clectronically
connect with the portable computing device, and wherein the authentication device
COMPIiSes:
an exciting light source for exciting the fuminescent material of the value
article;
a photodetector for detecting emitied radiation from the luminescent material
after excitation; and
a data transmitter having the capsacity to transfer a detected radiation signal or
data derived therefrom from the authentication device to the data receiver of the portable

computing device when electronically connected.

2.The system of ciaim 1, wherein the authentication device has the capacity o

transter the detected radiation signal as an analog signal to the portable computing device.

3. The system of claim 2, wherein the data transmitter comprises an analog

connector.

4. The system of claim 3, wherein the data receiver comprises an analog input port

having the capacity to physically recetve the analog connector.

5. The system of claim 2, wherein the portable computing device further coraprises
an analog to digital converter for converting the analog signal from the authentication

device to a digital signal.

6. The system of claim 1, wherein the portable computing device has the capacity to

mitiate transmissions from the exciting light source of the authentication device.

2
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7. The system of claim 1, wherein the authentication device further comprises:

a gain amplifier in electronic communication with the photodetector for receiving
the detected radiation signal or data derived therefrom.

a power supply in clectrical comumunication with the exciting light source and the
photodetector, wherein the power supply is independent from a separate power supply of the
portable computing device; and

an futerrogation zone having the capacity to receive a portion of the value article that

comprises the luminescent material,

&.The system of claim 1, wherein the authentication device is incapable of applying

an authentication algorithm in the absence of the portable computing device.

9. An anthentication device comprising:

an exciting light source for exciting lurainescent material of a value article;

a photodetector for detecting emitted radiation from the luminescent material after
excitation;

a data transmitter having the capacity to transter a detected radiation signal or data
derived therefrom from the authentication device to a data receiver of a portable computing
device;

wherein the authentication device 1s incapable of applying an authentication

algorithm to authenticate the value article in the absence of the portable computing device.

10.A method for authenticating a value article, wherein the method comprises the
steps of?

providing the value article comprising a lnminescent material thereon;

providing an exciting light source, a photodetector, and a portable computing device
inclading a microprocessor, wherein the portable computing device is physically and
electronically separate from the photodetector and the exciting light source and is
electronically connectable and disconnectable from the photodetector and the exciting light
source;

electronically connecting the photodetector and the portable computing device;

exposing the lumincscent material on the value article to light produced by the
exciting light source;

14



WO 2015/179169 PCT/US2015/030288

detecting emitted radiation trom the luminescent roaterial using the photodetector to
produce a detected radiation signal;

transferring the detected radiation signal or data derived therefrom from the
photodetector to the nucroprocessor after electronically connecting the photodetector and
the portable computing device; and

applying an authentication algorithm to data derived from the detected radiation

signal using the microprocessor.

IS
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