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puter program product for safe usage of potentially malicious 
code and documents or other content to may contain mali 
cious code. System and method for a virus and hacker-resis 
tant computer. Method and system for Supporting a computer 
systems self repair. 
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1400 

COMPUTER DEVICE OR SYSTEM 

MASTER TEMPLATE 

May optionally include any one or combination of: 
- Operating System (OS) elements or complete OS, 
- Applications and/or Application programs or code 
- Document(s) with linked data, 
- Document(s) with executable code, etc. 

CONTROL ENVIRONMENT 
PROCESS DECSION 

V 

ONE OR MORE DOCUMENT CONTAINING 
OR INCLUDING LINKED DATA 

(RECEIVED) 

INTERNET 
(OR OTHER NETWORK) 
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COMPUTER AND METHOD FOR SAFE 
USAGE OF DOCUMENTS, EMAIL 

ATTACHMENTS AND OTHER CONTENT 
THAT MAY CONTAIN VIRUS, SPY-WARD, OR 

MALICIOUS CODE 
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FIELD OF THE INVENTION 

0014. This invention relates to computers and information 
appliances and their architectures and methods for operating 
Such computers and information appliances in an environ 
ment where they may be exposed to content that may include 
virus, spyware or other malicious code or program segments. 
More particularly, the invention relates to a computer, com 
puter architecture, method and Software that enables a com 
puter to maintain an immunity to computer virus, hacker 
code, and other malicious code received from any source so 
that a user may safely access such content and methods and 
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procedures for restoring or repairing itself to a known trusted 
condition when such exposure has or may have occurred. 

BACKGROUND 

00.15 Personal-computer manufacturers and sellers often 
offer via-telephone and on-site repair services. Yet purchas 
ers—particularly home, home-office and Small-office pur 
chasers—readily complain that their service contract offers 
less service than they expected. For example, a computer 
seller may dispatch a technician only after the purchaser calls 
the help center, performs a number of tests under the direction 
of the help center, escalates the problem at the telephone help 
center and performs redundant or additional tests under the 
direction of a putatively more knowledgeable telephone-help 
staff. The purchaser may have to escalate the problem still 
further and perform additional redundant tests before a repair 
technician is dispatched. 
0016 Increasingly, computer problems are caused by 
exposure to a virus or other malicious code or malware to 
which the computer was exposed by receiving an email with 
an attachment containing such malicious code or while 
browsing on the Internet. 
0017 Frequently, the help center directs the customer to 
cycle the power on the computer, to re-boot the computer, to 
detach and reattach peripherals in question and to re-install 
application and operating-system Software. Each call to the 
help center and each level of escalation may require the pur 
chaser to cycle, re-boot, detach and reattach. 
00.18 Exposure to malicious code may require the user, 
owner, or a repair service to complete purge the storage media 
or the computer (possibly even including internal memories 
and BIOS of the computer) of prior operating system, appli 
cation program, and user data elements and rebuild the sys 
tem from Scratch. Often, this is a time consuming process and 
user data that was not backed up may not be recoverable. 
0019 Detaching and reattaching peripherals can be 
extremely inconvenient. USB devices, for example, typically 
attach at the back of a computer in a location difficult to reach. 
In any event, the non-digerati purchaser may fear disassem 
bling his computer, worrying that he may damage the com 
puter further. 
0020 Help centers even direct a customer to reformat the 
boot drive of the computer and re-install operating-system 
and application Software. Re-formatting is an onerous task for 
several reasons. Firstly, the home, home-office and Small 
office user rarely reformats a drive in the normal operation of 
his computer and is unfamiliar with the process itself. Sec 
ondly, reformatting destroys all the data on the drive, and Such 
a user understandably becomes anxious on finding out that he 
will lose all of his data. Thirdly, such a user may not retain the 
application or operating-system installation media, espe 
cially where the seller pre-installs the software. The user may 
have been unsure which media to keep, or intending to keep a 
particular media, is in fact unable to locate that media later 
when needed. 
0021 Fourthly, the user typically does not back up his 
drives as often as an information technologist would recom 
mend. That he will have to rely on his backups (if any) if he 
is to have any hope of restoring his application is then not a 
comforting thought. 
0022. Accordingly, the art evinces a need for a computer 
that reduces or even eliminates the need for a user to call a 
help line, to keep installation media, to attach and reattach 
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peripherals at the port, etc. Indeed, a computer that reduces or 
eliminates the technical savvy its user needs to effect repairs 
is desirable. 
0023. Furthermore there is a need to protect a computer or 
other information appliance from the detrimental effects of 
virus or other malicious code, and to provide a system, 
method, and computer for safe usage of potentially malicious 
code and documents or other content to may contain mali 
cious code. 
0024. These and other goals of the invention will be 
readily apparent to one of ordinary skill in the art on reading 
the background above and the description below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025 FIG. 1 illustrates a computer incorporating an 
embodiment of the invention. 
0026 FIG. 2 is a schematic of a data-store switch accord 
ing to an embodiment of the invention. 
(0027 FIGS. 3A through 3B illustrate the switch-and-re 
pair process according to one embodiment of the invention. 
0028 FIG. 4 illustrates the flow of control in a data-store 
Switch according to one embodiment of the invention. 
0029 FIG. 5 illustrates a computer incorporating an 
embodiment of the invention. 
0030 FIGS. 6A, 6B illustrate a computer incorporating an 
embodiment of the invention. FIG. 6A illustrates the enabling 
of a data store in conjunction with the defeat of access to a 
communications link. FIG. 6B illustrates the enabling of a 
data store in order to support access to the communications 
link. 
0031 FIGS. 7A, 7B illustrate a computer incorporating an 
embodiment of the invention. FIG. 7A illustrates the com 
puter in its Network Disconnected state, while FIG. 7B illus 
trates the computer in its Network Connected state. 
0032 FIG. 8 illustrates a computer incorporating an 
embodiment of the invention. 
0033 FIGS. 9A, 9B illustrate a computer incorporating 
embodiments of the invention. 
0034 FIG. 10 illustrates a computer incorporating an 
embodiment of the invention. 
0035 FIG. 11 is an illustration showing a computer with 
multiple special-purpose Subsystems. 
0036 FIG. 12 is an illustration showing an alternate 
embodiment of a computer with multiple special-purpose 
Subsystems including a first working system and a second 
Storage System. 
0037 FIG. 13 is an illustration showing an embodiment of 
a computer having a plurality of hard disk drive storage 
devices and switches that provide or restrict power to the 
drives and/or modify a disk drive identifier to make available 
or hide selected ones of the hard disk drives. 
0038 FIG. 14 is an illustration showing an embodiment of 
block diagram of a computer configuration and method for 
making a decision as to how to handle a received data item or 
document based on a control environment process and deci 
sion analysis. 

SUMMARY 

0039 Herein are taught apparatus, methods, procedures, 
computer programs and computer program products for a 
computer or other information appliance maintain an immu 
nity to computer viruses, hacker code, and other malware, and 
to maintain an operation state even when the computer or 
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information appliance is exposed to such viruses, hacker 
code, and other malware, and further to repair itself when 
Such exposure has or may have had a contaminating effect on 
the computer or information appliance or data, program code, 
and/or operating system elements of the computer or infor 
mation appliance. 
0040. In one aspect, the invention provides a computer 
comprising: a CPU disposed within a main computer hard 
ware box; a memory disposed within the main computer 
hardware box; first and second controllers for respective first 
and second hard disk drive data storage devices disposed 
within the main computer hardware box; a bus, communica 
tively coupling the CPU, memory and first and second con 
trollers; and a Switch communicatively coupled to the second 
hard disk drive data storage device, for altering the accessi 
bility of the second data storage device to the CPU even when 
power is not provided to the CPU, the switch exposed through 
the main computer hardware box or at a Surface of the main 
computer hardware box for manipulation by a user. 
0041. In another aspect, the invention provides a method 
and system for Supporting a computer systems self repair, 
including the computer executed steps for booting from a first 
boot device, and booting from a second boot device in 
response to a signal indicating a need for repair. While booted 
from the second boot device the computer system is capable 
of repairing software on the first boot device. The signal may 
effect a logical or physical Switch. Repairing Software may be 
performed in part by copying, template, back-up or archive 
software from a device other than the first boot device. 
Repairing Software may be performed automatically without 
direction by a user or according to preset preferences. 
0042. In another aspect, the invention provides a computer 
or information appliance comprising: a processing logic for 
executing a control environment process; a storage for storing 
a template; an input port Supporting at least an input of a data 
item from an external source; and a control environment 
process for comparing at least a portion of the input data item 
with at least a portion of the stored template and determining 
a decision as to whether the compared portions of the data and 
the template match within matching bounds defined by a 
matching policy. 
0043. In another aspect, the invention provides a method 
for providing and maintaining safe usage of potentially mali 
cious code in a computer system, the method comprising: 
retrieving a template stored in a storage of the computer 
system; receiving an input data items from an external Source 
through an input port of the computer system; and executing 
a control environment process for comparing at least a portion 
of the input data item with at least a portion of the retrieved 
template and determining a decision as to whether the com 
pared portions of the data and the template match within 
matching bounds defined by a matching policy. 
0044. In another embodiment, the invention provides a 
computer program product for controlling operation of a 
computer to provide and maintain safe usage of potentially 
malicious code in a computer system, the computer program 
product including a program module that includes executable 
computer program code instructions for: retrieving a template 
stored in a storage of the computer system; receiving an input 
data items from an external source through an input port of the 
computer system; and executing a control environment pro 
cess for comparing at least a portion of the input data item 
with at least a portion of the retrieved template and determin 
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ing a decision as to whether the compared portions of the data 
and the template match within matching bounds defined by a 
matching policy. 

DESCRIPTION OF EMBODIMENTS OF THE 
INVENTION 

Overview 

0045 Various aspects and features of embodiments of the 
invention are described herein. Some aspects, features, and 
embodiments of the invention are described under a header 
and/or subheader but it should be appreciated that the headers 
and subheaders are merely provided for the convenience of 
the reader and that aspects and features of the invention and 
various embodiments of the invention are described through 
out the specification and in the drawings and appendiX and 
that the headers and Subheaders do not limit the invention in 
any way. 
0046 For example, the invention includes but is not lim 
ited to embodiments that provide a self-repairing computer, a 
virus and hacker-resistant computer, a lockable network com 
puter, a multi-data store server, a computer with peripherals 
that can be cycled, a multi-user computer, on-the-fly repair of 
a computer, external repair of a computer, back-up of a com 
puter, a computer with one or multiple special-purpose Sub 
systems, cyber terrorism immunity and repair, and computer 
and method for safe usage of potentially malicious code, 
among other features. 
0047. An example of one aspect of the invention in use 
follows: A user runs or executes an application program that 
may involve opening a document or content from any source 
on a computer incorporating an embodiment of the invention. 
At some point, the user or the access to the document and/or 
content modifies or causes modification of the application or 
underlying operating system to the point that the application, 
the operating system or both become unusable. Indeed, the 
user may no longer be able to even boot the computer or the 
operating system. 
0048 Recognizing that the computer needs to be restored 
or repaired, the user throws a Switch on the computer, or in 
Some other embodiments takes other action as described 
herein. The computer fixes the malfunctioning or damaged 
Software or operating system and so informs the user. 
0049. The user can then re-boot the computer. On re 
booting, the user again has access to a correctly functioning 
operating system, application and data files. 

A Self-Repairing Computer 

0050 FIG. 1 illustrates a computer 1 incorporating an 
embodiment of the invention. The computer 1 may include a 
CPU 10, volatile memory 11, peripheral controllers 17, 18, a 
first non-volatile data store 12 and abus 15, all well known in 
the art. 
0051. The computer 1 may also include switches 13, 19, a 
second non-volatile data store 14, a controller 1A, a power 
supply 1B, an output device 1C and an input device 1D. 
0.052 The bus 15 may communicatively couple the vola 

tile memory 11 and the peripheral controllers 17, 18 to each 
other and to the CPU 10. The peripheral controllers 17, 18 
may communicatively couple with the data stores 12, 14. 
respectively. 
0053. The switches 13, 19, the controller 1A, power sup 
ply 1B, output device 1C and input device 1D may form a 
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data-store Switch 17. A data-store Switch may alter the acces 
sibility of a connected data store according to the setting of 
the switch. 
0054 The controller 1A may communicatively couple 
with the switches 13, 19, the output device 1C and the input 
device 1D. The power supply 1B may supply the controller 
1A (and other switch components) with power. More particu 
larly, the power supply 1B may power the controller 1A 
independently of the power to the rest of the computer 1. 
0055. The power to the switch 17, may come from the 
same source as the powerfor the rest of the computer (the wall 
outlet or laptop battery, for example). The switch 17 may then 
be powered from that supply even when the rest of the com 
puter 1 is not. FIG. 10 illustrates this embodiment of the 
invention. 
0056. The switch 13 may communicate with the data store 
12. The Switch may control (toggle, for example) the identi 
fication settings of the data store 12. 
0057 The switch 19 may couple to the data store 14. The 
switch 19 may control (toggle, for example) the power to the 
data store 14. 
0058. The volatile memory 11 may be random-access 
memory. The data stores 12, 14 may be magnetic disks, for 
example. 
0059. The output device 1C may be the monitor of the 
computer 1, LEDs or an LCD distinct from the monitor, for 
example. 
0060 FIG. 2 is a schematic of the data-store switch 1Z. 
according to an embodiment of the invention. In FIG. 2, the 
opto-isolators U2, U3 implement the switches 13, 19, respec 
tively. The Basic Stamp II microcontroller U1 (from Parallax, 
Inc., Rocklin, Calif.) implements the controller 1A. The bat 
tery V3 implements the power supply 1B. The LCD display 
port J1 represents the output device 1C, and the switches S1, 
S2 implement the input device 1D. (Opto-isolator U4 detects 
whether the computer 1 has power.) 
0061. In a first mode of operation herein termed “normal 
mode, the computer 1 may run a predetermined operating 
system and application. Accordingly, the data store 12 may 
contain a correctly functioning copy of that software. The 
CPU 10 may access the data store 12, boot the operating 
system and then execute that application. 
0062. The data store 12 is termed herein the “boot data 
store.” The data store 12 may contain a bootable, executable 
operating system and executable application. 
0063. The data-store switch 17 may make the data store 12 
accessible to the computer 1 as the boot drive (by means of the 
switch 13, for example). The data-store switch 17, may also 
make the data store 14 inaccessible to the computer 1 (by 
means of the switch 19, for example). Otherwise, the data 
store switch 17 may idle, waiting for user input on the device 
1D. 
0064. In the normal stage, the computer 1 may perform as 
a conventional computer. The user may run his application 
software, inattentive to the invention incorporated into the 
computer 1. 
0065. In a third mode of operation herein termed the 
“repair mode, the CPU 10 may run software on the data store 
14 and the controller 1A may execute a program in parallel. A 
mode intermediate to the normal and repair modes, herein 
termed the “switching mode.” may effect the transition from 
normal to repair mode. 
0.066. In the Switching mode, using an input device Such as 
the device 1D the user may indicate that he wishes to repair 
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software on the data store 12. (FIGS. 3A and 3B illustrate the 
Switch-and-repair process according to one embodiment of 
the invention.) In response to the input, the computer 1 may 
switch from normal operation to repair, step 310, and repair 
the software on the data store 12, step 320. 
0067. The switching of a data store may be logical or 
physical. Logical Switching is Switching enforced purely by 
Software. For example, Software may set one or more prede 
termined bits that it or other software tests to determine 
whether a data store is accessible at any given time. 
0068 A physical switch opens or closes a predetermined 
electrical circuit of a device to be switched. A physical switch 
may, for example, alter the open/close state of identification 
jumpers of a data store. A physical Switch may turn on or off 
the power supply to a device to be switched. 
0069 FIG. 4 illustrates the flow of control in a data-store 
switch 17, according to one embodiment of the invention. On 
startup, the data-store Switch 17 may go into normal mode of 
operation. In this stage, the switch 17 may set the switch 13 to 
make the data store 12 the boot drive, step 4A3. The switch 
also may set the switch 19 to leave the template data store 14 
unpowered. 
0070 The data-store switch 17 may then idle, waiting for 
the user to initiate the switch to repair mode, step 4A5. The 
data-store Switch 17 may display a message indicating that it 
is in normal mode, step 4A1. 
(0071. When the data-store switch 17 receives an indica 
tion to switch to repair mode, the switch 17, may ask the user 
to confirm this indication, step 4B5. Confirmation is prefer 
able where the repair process is destructive before it is con 
structive. Confirmation is preferable also because the activa 
tion of the input device indicating the Switch to repair mode 
may have been accidental or ill considered. 
0072. On confirmation if requested, the data-store switch 
1Z may switch power to the data store 14, step 4B9, making 
the data store 14 accessible to the computer 1. The data store 
14 may be permanently configured to be addressable as the 
boot drive when it is accessible. Accordingly, the address of 
the data store 12 may then change. 
0073. In normal operation, the data store 12 may be 
addressable as the boot drive. However, during the switch, the 
Switch 17 may change the identity (address jumpers, for 
example) of the data store 12 to something other than the 
boot-drive identity. 
0074 The computer 1 is now ready to enter the repair 
Stage. 
0075 Switched physically to repair mode, the computer 1 
may boot from the template boot drive. The booted program 
or some other program executed during the boot sequence 
(autoexec.bat, for example, on machines running WindowsTM 
operating system from Microsoft Corp., Redmond, Wash.) 
may query the user. 
0076. In one embodiment, on rebooting the computer 1 
may automatically repair the data drive 12. It copies Software 
from the template data store 14 to the data store 12 without 
further direction from the user. Previously set user prefer 
ences may, however, direct the course of repair. 
0077. Thus, where the template data store 14 contains only 
application Software, the repair process may copy over or 
re-install that application software from the template data 
store 12. Where the template data store contains operating 
system and application Software, the repair process may copy 
over or re-install the operating system first and then the appli 
cation Software. 
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0078 Uninstallation or deletion of an application may 
precede re-installation or copying over of that Software. Re 
formatting of the data store 12 may precede re-installation or 
copying over of the operating system. Resetting of ROM 
resident parameters may precede re-installation or copying 
over of operating-system or application Software. 
0079. On completion of the repair, the repair software may 
direct the user to switchback to normal mode and re-boot the 
computer 1. 
0080. Alternatively, the repair process may be menu 
driven. The repair process may present the user a sequence of 
options to determine what repair process to execute. For 
example, on re-boot in repair mode, the repair software may 
offer the choices of running the repair process, reviewing 
repair-process settings, updating the template Software (the 
application, operating system or repair-process Software 
itself) and quitting the repair process. 
0081. The template data store 14 may contain application 
Software, operating-system Software and repair-process Soft 
ware. The application software may include the executable 
software itself (..exe, .dll, o, etc.) or the files created by the 
application (.wpd files for Corel WordPerfect word-process 
ing software, for example). 
0082. The software on a template data store 14 typically is 
an operating system and may include one or more applica 
tions, along with the underlying software to run the operating 
system (and any included application) on a computer with a 
predetermined configuration. The underlying software may 
include one or more boot records, one or more partition tables 
or a BIOS. 
0083. The template software is created by installing soft 
ware onto a data store, by copying installed Software onto the 
data store or by copying installation Software onto a data 
store. (Installed software includes data files and other pre 
existing software.) 
0084. The template data store software may be updated. 
Where the template software is installation-ready software, 
that installation software may be updated to a different, usu 
ally later, version. Where the template software is a backup of 
the software on the data store 12, a different, usually more 
recent, backup of the data-store software replaces or Supple 
ments that software. 
0085 Repair-process settings may include whether to 
recover data, run a virus check, reformat the data store, revert 
to a backup, run a human-mediated (i.e., manual) or an auto 
matic repair, run diagnostics (Software or hardware, for 
example). Repair-process settings may also include whether 
to format and at what level (quick versus low-level, for 
example), what Software to re-install (operating system (OS) 
only; OS and executable-application software; OS, execut 
able-application software and application data files; data files 
only, for example), whether to Switch automatically (i.e., 
under program or hardware control), what level of repair to 
run (quick, better or best, in one embodiment), whence to 
setup (backup or template, in one embodiment) and whence 
to recover data files (most recent backup prior to repair, 
backup at the time of repair, other predetermined backup, 
query-and-response-specified backup, as examples). 
I0086. The repair process may entail recovering a usable 
version of the appropriate data file. In some instances of 
computer repair, the problem is not so much with the operat 
ing-system or executable-application Software so much as 
with the files (usually data files) associated with one or more 
of the applications. If the application in question is Microsoft 
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Outlook, then the file to be recovered may be the mail-and 
folder-data pst file. Where the application is Microsoft's 
Internet Explorer, the file to recover may be the favorites file. 
I0087 Running a virus check may entail first checking that 
the virus-check-and-repair Software is up to date. Because 
new software attacks appear daily, and because newer mali 
cious code has a higher chance of delivering a payload, this is 
not a trivial step. The software may then check for malicious 
code and repair software, as directed by the user or by default. 
I0088. The above process presupposes that the data store 14 
contains a copy of (a version of) the operating-system, appli 
cation software or data file on the data store 12. In this sense, 
this second data store 14 is termed herein the “template data 
store.” With the computer 1 switched to boot from the tem 
plate data store 14, the computer 1 may perform the original 
copying of template software onto the data store 14. (Where 
the data store 14 is a read-only medium, it may arrive at the 
computer 1 in a pre-written state.) 
I0089. An example of the operation of the computer 10 
follows: Assume that the data store 12 contains a bootable 
WindowsTM operating system (from Microsoft Corp., Red 
mond, Wash.). Assume also that the data store 12 also con 
tains Naturally Speaking R application software (Lemout & 
Hauspie, Ieper, Belgium and Burlington, Mass.). 
0090 The operating system and the application on the data 
store 12 may have each been run any number of times, and the 
user may have customized the operating system, the applica 
tion or both to his preferences. In contrast, the template data 
store 14 may contain as-installed copies of the operating 
system and the application software. 
0091. In the course of using his computer 1, the user puts 
the computer 1 into an undesirable state. He may, for 
example, foul up the optional settings of the operating system 
or application Such that he cannot reset them to a usable state. 
He may download a virus, Trojan horse or other malicious 
code that changes his operating system, application or both. 
The particulars of the malicious code are unknown but the 
manifest effect is that the computer 1 is partially or com 
pletely inoperable. He may remove files critical to the correct 
operation of the software. As one of skill in the art will 
recognize, the ways in which Software may be intentionally or 
unintentionally altered to the point of unusability are legion. 
0092 Recognizing that his computer 1 is in an undesirable 
state, the user activates the switch 13, step 300. FIG. 3 illus 
trates the Switch-and-repair process according to one embodi 
ment of the invention, and step 310 illustrates the actual 
switching. In response to the switch activation, step 300, the 
computer 1 repairs the software on the data store, step 320. 
0093. The repair process involves copying software from 
the template data store 14 to the data store 12. The software on 
the template data store 14 may be a master copy, a backup 
copy or an archive copy of software on the data store 12. (An 
archive is a copy of software, which copy cannot be overwrit 
ten or deleted.) 
0094. With template software on the template data store 
14, the computer 1 may re-install or copy over Software onto 
the data store 12. The computer 1 may overwrite all or part of 
any software on the data store 12. 
0.095 The computer 1 may offer the user options as to how 
thorough its attempt to repair itself should be. In one embodi 
ment, the computer 1 offers the options of a "Quick Repair.” 
a “Better Repair,” a “Best Repair” and a “Test.” A Quick 
Repair may, for example, re-install or copy template Software 
from the data store 14 onto the data store 12 without first 
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re-formatting the data store 12. The Better Repair may per 
form a high-level re-format of the data store 12 before that 
copy or re-installation. A Best Repair may perform a low 
level re-format of the data store 12 before copying over or 
re-installing software. 
0096 FIG. 4 illustrates the switch-and-repair process in 
more detail, according to one embodiment of the invention. 
The switching copies software from the template data store 
onto the data store, replacing the unusable Software on the 
data store. 
0097. A number of situations occur where the computer 1 
may effect repair without rebooting. For example, if only data 
files or application executables need to be repaired, then 
shutting down the operating system booted from the data 
store 12 is not usually necessary—especially in newer oper 
ating systems such as Windows 2000 (Microsoft) and more 
Sophisticated operating systems such as Linux. 
0098. Further, a large number of operating-system files 
can be repaired (for example, by replacement) without shut 
ting down the operating system. Repairing the operating sys 
tem without rebooting is a preferred embodiment. 
0099 Still further, for backups (automated or otherwise), 
continuing to run from the data store already booted may be 
preferable. Where the computer 1 can become sufficiently 
quiescent that a backup from the data store 12 to the data store 
14 can occur while still booted from the data store 12, then 
Such a backup is quicker than shutting down and backing up 
the data store 12 while booted from the data store 14. 

0100. Where the data store 12 remains the boot drive when 
the data store 14 is simultaneously available, the data store 14 
may be addressable as other than the boot drive. The address 
of the data store 14 may be switched similarly to the address 
switching of the data store 12. 

A Virus and Hacker-Resistant Computer 
0101 FIG. 6A illustrates a computer 6 incorporating an 
embodiment of the invention. The computer 6 may include a 
CPU 60, volatile memory 61, peripheral controllers 67, 68, 
first and second non-volatile data stores 62, 64, data port 69, 
communications link 6A and buses 65, 66, all well known in 
the art. The computer 6 may also include a data-store Switch 
6Z. 
0102 The bus 65 may communicatively couple the vola 

tile memory 61, the peripheral controllers 67, 68 and the data 
port 69 to each other and to the CPU 60. The peripheral 
controllers 67, 68 may communicatively couple with the data 
stores 62, 64, respectively. The data port 69 may mediate 
access to the communications link 6A. 
0103) The bus 66 may communicatively and electrically 
couple the peripheral controller 67 to the data store 62 and to 
the boot-store switch 6Z. More specifically, the boot-store 
switch 6Z may switch the power line 661 of the bus 66, thus 
powering up or down the boot store 62. 
0104. Likewise, the bus 67 may communicatively and 
electrically couple the peripheral controller 68 to the data 
store 64 and to the boot-store switch 6Z. The boot-store 
switch 6Z may switch the power line 671 of the bus 66, 
powering up or down the boot store 64. 
0105. The port 69 may link the computer 6 to other devices 
Such as a modems, networks, etc. as indicated by the commu 
nications link 6A. 
0106 The computer 6 may operate in two states: Con 
nected and Disconnected. In the Disconnected State, the com 
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puter 6 does not use the data port 69 to communicate and the 
data-store switch may enable the data store 62. 
0107. By contrast, in the Connected state, the computer 6 
may use the data port 69 to obtain data over the communica 
tions link 6A. In the Connected state, the switch may enable 
the second data store 64. 
0108. Thus, the computer 6 may enable only one of the 
multiple data stores 62, 64 at any given time, which depend 
ing on whether it is accessing the communications link 6A. 
This isolates data received over the communications link 6A 
to one of the data stores, namely, the data store 64. Where the 
data received was maliciously created (a virus or a hacking 
executable), this data is confined to the data store 64. 
0109 The switching of the data stores 62, 64 may be done 
under manual, hardware or Software control. A mechanical 
throw switched by the user when the user wishes to access (or 
cease accessing) the communications link exemplifies a 
manual switch. A boot-store switch 6Z that responds pro 
grammatically to the CPU 60 illustrates a software-controlled 
switch. 
0110. For example, if the user boots an Internet browser 
and the communications link6A is the Internet, then the CPU 
60 may programmatically recognize the (intended) launch of 
a browser and initiate the switch of the data stores 62, 64. The 
switch may involve re-booting the computer 6 in order to 
make the second data store 64 the only data store available 
during the use of the communications link6A. (Abrowser on 
the data store 64 may launch automatically on the boot from 
the data store 64.) 
0111. In one embodiment, the computer may synchro 
nously switch the port 69 and the second boot store 64. This 
may improve the resistance of the computer 6 to hacking or 
infection. 
0112 FIG. 6A illustrates the enabling of the data store 62 
in conjunction with the defeat of access to the communica 
tions link 6A. The solid line continuing the power line 661 
through the boot-store switch 6Z illustrates the accessibility 
of the data store 62. Conversely, the dashed lined through the 
switch 6Z illustrates the inaccessibility of the data store 64. 
0113 FIG. 6B illustrates the enabling of the data store 64 
in order to Support access to the communications link6A. The 
solid power line through the boot-store switch 6Z illustrates 
the accessibility of the data store 64. Conversely, the dashed 
lined through the switch 6Z illustrates the inaccessibility of 
the data store 62. 
0114. The data store 64 may contain application software 
to process the data received over the link6A. In such a setting 
the need to migrate the data on the data store 64 to the data 
store 62 may be minimal or non-existent. 
0.115. Where, however, the application to process the data 
received over the link6A and stored on the store 64 resides on 
the data store 62, then a process of migration is necessary. A 
predetermined time after receiving data over the link 6A, the 
computer may simultaneously enable the data stores 62, 64 
and copy the data received to the data store 62 for processing 
there. The delay allows, for example, anti-virus software pro 
viders to produce and distribute security Software addressing 
threats that have come to light since the time of receipt of the 
data. 
0116. The migration process may be manual or automatic. 

A Lockable Network Computer 
0117 FIG. 7A illustrates a computer 7 incorporating an 
embodiment of the invention. The computer 7 may include a 
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CPU 70, volatile memory 71, a peripheral controller 77, a 
non-volatile data store 72, a data port 79, a communications 
link 7A and buses 75, 77, all well known in the art. The 
computer 7 may also include a switch 7Z. 
0118. The bus 75 may communicatively couple the vola 

tile memory 71, the peripheral controller 77 and the data port 
79 to each other and to the CPU 70. The peripheral controller 
77 may communicatively couple with the data store 72. The 
data port 79 may mediate access to the communications link 
7A. 
0119 The bus 77 may communicatively or electrically 
couple the data port 79 to the communications device 7B. 
0120. The port 79 may link the computer 7 to other com 
municators through a communication device 7B and over a 
communications link 7A. Examples of the communications 
device 7B and link 7A include an acoustic modem 7B and a 
POTS telephone line 7A: a tap 7B and an Ethernet 7A; and a 
wireless modem 7B and radiation-permeable space 7A. 
0121. The switch 7Z may switch a power line 771 of the 
bus 77, thus powering up or down the communications device 
7B. The switch 7Z may switch (tri-state, for example) a data 
line 771 of the bus 77, thus interrupting or enabling the ability 
of the communications device 7B to transfer data to the data 
port 79. 
0122) The computer 7 may operate in two states: Network 
Connected and Network Disconnected. FIG. 7A illustrates 
the computer 7 in its Network Disconnected state, while FIG. 
7B illustrates the computer 7 in its Network Connected state. 
(The solid line continuing the power line 761 through the 
switch 7Z illustrates the continuity of the power or data line 
771, and dashed lined through the switch 7Z illustrates the 
discontinuity of that line 771. 
(0123. In the Network Disconnected state, the switch 7Z 
may disconnect the communications device 7B from commu 
nicating on the data port 79. Accordingly, none of the soft 
ware running on the computer 7 may access the communica 
tions link 7A. 
0.124. By contrast, in the Network Connected state, the 
switch 7Z may enable the communications device 7B to 
communicate on the data port 79. Accordingly, Software on 
the computer 7 may access the communications link 7A. 
0.125. An exemplary use for the computer 7 is where a 
parent uses the computer 7 to access, say, his employer's 
computer network via a virtual private network (VPN) over 
the Internet 7A. The parent also wants his child to be able to 
use the computer 7 for school or recreation but without 
access to the Internet 7A. The parent thus switches the com 
puter 7 into the Network Enabled state when he (the parent) 
wants to use it, and switches the computer 7 into the Network 
Disconnected state when the child is to use the computer 7. 
0126 The switching of the data stores 72.74 may be done 
under manual, hardware or software control. A mechanical 
switch thrown by the user when the user wishes to access (or 
cease accessing) the communications link 7A exemplifies a 
manual switch. A mechanical switch that may be locked with 
a key, for example, is preferable. 
0127. A switch 7Z that responds programmatically to the 
CPU 70 illustrates a software-controlled switch 7Z. (The 
CPU 70 may respond to any kind of input, including key 
strokes, Voice commands, biometric data and data received 
over a network.) A hardware switch 7Z may be considered as 
an analog computer. 
0128. A computer 7 running an operating system that Sup 
ports hot Swapping offers an advantage. The addition and 
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removal of the communications device 7B from the computer 
7 may confuse OSs that do not permit hot swapping of periph 
erals. 

A Multi-Data Store Server 

I0129 FIG. 8 illustrates a computer 8 incorporating an 
embodiment of the invention. The computer 8 may include a 
CPU 80, volatile memory 81, a peripheral controller 87, mul 
tiple non-volatile data stores 82a, 82b, ... 82O, a data port 89. 
a communications link8A and abus 85, all well known in the 
art. The computer 8 may also include a data-store switch 8Z 
and a bus 86 consisting of the buses 861 or 862. 
0.130. The bus 85 may communicatively couple the vola 

tile memory 81, the peripheral controller 87 and the data port 
89 to each other and to the CPU 80. The data port 89 may 
mediate access to the communications link 8A. 
I0131 The peripheral controller 87 may communicatively 
couple with the data-store switch 8Z. The data-store switch 
8Z in turn may communicatively or electrically couple to the 
data stores 82. The bus 86.1 may communicatively couple the 
data path of the switch 8Z to those of the data stores 82, and 
the bus 862 may electrically couple a power supply in or 
through the switch 8Z to the data stores 82. 
0.132. The data port 89 may mediate access to the commu 
nications link 6A. The port 89 links the computer 8 to other 
communicators over the communications link 7A. 
I0133. The computer 8 may operate in any of N states, 
where N is the number of data stores 82. In a first state, the 
data-store switch 8Z enables the first data store 82a to com 
municate with the peripheral controller 87. In the second 
state, the switch 8Z enables the second data store 82b to 
communicate with the peripheral controller 87, and in the Nth 
state, the switch 8Z enables the Nth data store 82C. to com 
municate with the peripheral controller 87. 
I0134. The corruption or other failure of the data store 82 
currently communicating with the controller 87 prompts the 
Switching from one state to another, and thus from the failed 
data store to another, working data store 82. (The failed data 
store 82 may then be repaired in place, or it may be removed 
and repaired, removed and replaced, or removed perma 
nently.) 
I0135 Where, for example, the computer 9 is a web server 
and the communications link 8A is the Internet, the multiple 
data stores 82 may provide resistance against infection and 
hacking by malicious users of the Internet 8A. If the hackers 
Succeed in corrupting the data store currently attached to the 
peripheral controller, then a Switching may occur from that 
corrupted data store 82 to another correct data store 82. This 
Switching may occur very quickly (preferably as quickly as 
possible) in order to minimize the loss of access to the data on 
the data stores 82. 
0.136 The switching may be manual, hardware or pro 
grammatic. For example, a diagnosis program may execute 
periodically to determine the health of the currently acces 
sible data store 82. 
A Computer with Peripherals that can be Cycled 
0.137 FIG. 9A illustrates a computer 9 incorporating an 
embodiment of the invention. The computer 9 may include a 
CPU90, volatile memory 91, a controllers 97.98, a non 
volatile data store 92, a port 99, a peripheral 9B and buses 95, 
97, all well known in the art. The computer 9 may also include 
a Switch 9Z. 
0.138. The bus 95 may communicatively couple the vola 

tile memory 91, the controllers 97.98 to each other and to the 
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CPU90. The controller 97 may communicate with the data 
store 92. The controller 98 may communicate with the periph 
eral 9B. 
0.139. The bus 97 may communicatively or electrically 
couple the port 99 (and thus the controller 98) to the periph 
eral 9B. 
0140. The peripheral 9B may be any computer peripheral. 
Examples include printers, USB devices, scanners, fax 
machines, data stores and keyboards. 
0141. The switch 9Z may switch a power line 971 of the 
bus 97, thus powering up or down the peripheral 9B. The 
switch 9Z may switch one or more data lines 972 of the bus 
97, thus disabling or enabling the peripheral 9B to transfer 
data to the port 99. 
0142. A user of the computer 9 may be using the peripheral 
9B, transmitting or receiving data on the from the device 9B 
as expected. The switch9Z is supplying power to the periph 
eral 9B. 
0143. At some point, the computer 9 becomes unable to 
communicate with the peripheral 9B. This may be caused by 
an error in the software or hardware of the computer 9, includ 
ing software or logic of the peripheral 9B. 
0144. The user attempts to revive communications with 
the peripheral 9B. The user may, for example, cycle the power 
to the peripheral 9B. Thus, the user changes the state of the 
switch9Z such that the switch9Z goes from powering to the 
peripheral 9B, to not powering that peripheral 9B, to again 
powering that peripheral 9B. This switching may be done 
manually, in hardware, or programmatically. 
0145 The cycling of the peripheral 9B may resolve the 
communication problem that the user was experiencing. For 
example, where the problem was with the software or logic of 
the peripheral 9B, then the power cycling may clear the soft 
ware or logic state of the peripheral 9B. Where the problem 
was with the Software or logic of the computer 1, cycling the 
power may clear the software or logic statefthe controller 97 
or applications running in the memory 91. 
0146 FIG.9B illustrates an alternate embodiment of the 
computer 9. The switch 9Z switches both power and data 
lines. 

A Multi-User Computer 
0147 FIG. 5 illustrates a computer 5 incorporating an 
embodiment of the invention. The computer 5 may include a 
CPU50, volatile memory 51, a peripheral controller 57, mul 
tiple non-volatile data stores 52a, 52b. . . . 52C. and a bus 55. 
all well known in the art. The computer 5 may also include a 
data-store switch 5Z and a bus 56 consisting of the buses 561 
or 562. 
0148. The bus 55 may communicatively couple the vola 

tile memory 51, the peripheral controller 57 and the data port 
59 to each other and to the CPU 50. 
014.9 The peripheral controller 57 may communicative 
with the data-store switch5Z. The data-store switch5Z in turn 
may communicatively or electrically couple with the data 
stores 52. The bus 561 may communicatively couple the data 
path of the switch5Z to those of the data stores 52, and the bus 
562 may electrically couple a power supply in or through the 
switch 5Z to the data stores 52. 
0150. The computer 5 may operate in any of N states, 
where N is the number of data stores 52. In a first state, the 
data-store switch 5Z enables the first data store 52a to com 
municate with the peripheral controller 57. In the second 
state, the switch 5Z enables the second data store 52b to 
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communicate with the peripheral controller 57, and in the Nth 
state, the switch 5Z enables the Nth data store 52C. to com 
municate with the peripheral controller 57. Only one data 
store 52 may access the peripheral controller 57 at any given 
time. 
0151. In one embodiment, the computer 5 has only one 
controller with multiple devices. In another embodiment, the 
computer 5" has multiple controllers, each with respective 
multiple peripherals. The Switching then Switches among the 
multiple peripherals of the first controller, the multiple 
peripherals of the second controller, etc. (The multiple con 
trollers need not have the same number of multiple peripher 
als.) 
0152 Each data store 52 may contain self-contained soft 
ware for a respective user or group of users. Each data store 52 
may contain a bootable operating system, and optionally Such 
application or data files as the user(s) corresponding to the 
data store 52 may require or desire. 
0153. Each user or group of users may use only a prede 
termined one (or more) of the data stores 52. Thus, before 
using the computer 5, a user sets the switch 5Z to the prede 
termined position enabling the data store 52 corresponding to 
that user to communicate via the controller 57. 
0154) In this way, a first user's data is separated from a 
second user's data on the same computer. The computer 5 
more effectively separates users’ data by enforcing security at 
a physical level rather than at the logical (software-enforced) 
level typical of multi-user operating systems. 
0.155. In this scenario, re-booting between switches is 
desirable. Re-booting clears out the memory 51 in the switch 
from one user to another. Also desirable is a multi-key, multi 
position lock. Any one key may turn the lock to any one 
predetermined position, enabling one corresponding data 
Store 52. 
0156 The invention now being fully described, one of 
ordinary skill in the art will readily recognize many changes 
and modifications that can be made thereto without departing 
from the spirit of the appended claims. For example, in addi 
tion to Switching software, data stores or other peripherals as 
described above, a computer may also Switch properly func 
tioning hardware for malfunctioning hardware. Indeed, in a 
computer with multiple mother boards, a switch may switch 
the functioning components of a computer from one board to 
another. 
0157 Also, while the description above usually uses data 
stores as the devices to switch, one of skill in the art will 
readily now realize that other computer components may be 
switched, including logic boards, ROM and controllers. 
0158 Under certain circumstances, danger or damage 
may follow from Switching when power is Supplied. Accord 
ingly, a Switch may be deactivated when Such danger or 
damage may result. Logic Such as the controller 1A may 
prevent dangerous or damaging Switching by tracking power 
states, device identities, etc. and permitting Switching, for 
example, when no electrical current is flowing to the devices 
to be switched. 
0159 Preferably, the switch is located in an easy-to-reach 
location. This contrasts with the typical location of USB, 
keyboard and other ports, for example. 

On-the-Fly Repair of a Computer 

0160 The following invention provides an apparatus and 
method of Supporting the backup and recovery of a comput 
ing device. The computing device will typically include both 
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a user computing environment and a Supporting environment 
which enhances the stability and functionality of the user 
computer environment. 

Processes 

0161 In one embodiment, a plurality of computing pro 
cesses may be utilized to enable the On-the-Fly invention. 
Here, individual computing processes may monitor, track, 
predict the stability, backup, restore, or recover attributes 
within the user computing environment. The attributes may 
be software specific, data specific, operating system specific, 
or any combination. Utilization of the plurality of computing 
processes can facilitate the normal operation of the user com 
puting environment. In one embodiment the user computing 
environment may be stabilized without user intervention such 
as requiring the user to shut-down, restart, logging off, log 
ging on, or terminating applications. In one embodiment the 
Supporting environment may have a capability interacting 
with the user computing environment. In one embodiment the 
Supporting environment may be capable of initiating or caus 
ing the user computing environment to shut-down, restart, 
logging off, logging on, or terminating applications. 

Different Computing Systems 

0162. In one embodiment the user computing environ 
ment and the Supporting environment function in different 
computing systems. The two computing systems may reside 
in a common box. The user computing system may consist of 
data storage devices, RAM, processor, video card, and other 
attributes known in the art to facilitate a computing system. 
The Supporting computing system may consist of a master 
template data storage device, RAM, processor, and other 
attributes known in the art to facilitate a computing system. In 
one embodiment, the data storage devices may be linked as 
needed to perform repairs. Such as, the need to copy data from 
the Support environment to the user environment. 

Snap-Shot of Data 

0163. In one embodiment, the present invention takes a 
Snap-shot of the user computing environment. This Snap-shot 
may Subsequently be utilized to restore, analyze, or enhance 
the stability of the user environment. The snap-shot may 
include a stable image of the operating system, Software 
applications, or user data. The Snap-shot may contain an 
idealized or stable version of a disk drive utilized by the user 
environment, or a Subset of the disk drive such as an indi 
vidual partition. The Snap-shot may also include an idealized 
version or image of the user system RAM, user System disk 
drive, user system partition image, memory of the video card, 
or any other memory stored or utilized in the user computing 
environment. These Snapshots may be stored in the associated 
Support environment data storage device 

Monitoring 

0164. The supporting environment may monitor the user 
environment. The monitoring may include monitoring of pro 
cesses running or enabled within the user environment. The 
monitoring may include monitoring both the utilization of the 
data storage device, data contained on the data storage device, 
and other aspect necessary for the normal operation of the 
user environment. This monitoring may facilitate identifying 
undesired changes, potential problems and also potential 
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Solutions. The Supporting system may detect a freeze or other 
undesirable change within the user environment. 

Recovery 

0.165. When an undesirable change is detected in the user 
environment, the Supporting environment may attempt to 
recover or restore or repair the user environment. The Sup 
porting system may be capable of re-enabling the user envi 
ronment in a number of ways, such as resetting the keyboard 
in the event the keyboard locks the communication of key 
strokes to the user environment. Further recovery of the user 
environment may be supported by reset connections such as 
describe by “Freezebuster', reset and clear devices as needed, 
replace defective software components as needed, and/or 
Switch hardware components and/or devices as needed. The 
Supporting environment and or Supporting system may copy 
all or part of the data from one or more of the idealized 
Snapshots mentioned above. These Snapshots may be copied 
into their respective devices and/or locations. 

Application Configuration 

0166 Another embodiment supports an ability to run two 
or more different programs at the same time on one comput 
ing system where the data and applications may be isolated 
from one another but may share output and/or input devices. 
In one embodiment, the applications may be isolated by 
executing the applications in a separate address space. The 
applications and data may be further isolated by utilizing two 
separated data storage devices. In order to safely send a com 
mand from one isolated data storage device to the other iso 
lated data storage device the following may be utilized. In one 
embodiment, when an icon on the desktop icon is clicked the 
following may occur. The icon may execute a command that 
would launch a specific application on the other isolated data 
storage device. This may be accomplished by a shared ASIC 
that sends the command to the other isolated data storage 
device. 
0.167 Another embodiment involves isolation of data with 
merged display. In this embodiment two user environments 
can be separated for the purposed of isolating data. For the 
AntiHacker System: A hard drive that does not contain “sen 
sitive' data could be isolated and attached to a network. A 
second hard drive, may or may not be attached to the other 
hard drive (in any way), could be utilized for “sensitive' user 
data, but have no exposure to the network because it is “iso 
lated by a means of Switching. The video signals associated 
with the data coming from these two hard drives could then be 
“merged onto the same screen. In other words, all of the 
computing would be happening within isolated “secure 
Zones' within a single computer but would not appear so to 
the user. Another example: the anti-virus system could use 
this method to isolate potentially infectious data. 

Application Output 

0168 Applications may have its output displayed on the 
same screen alongside and/or Superimposed upon the same 
screen with other applications and data that were being "com 
puted separately. Both computing processes may be sepa 
rated but may then be “merged together on the screen, and/or 
overlaid one another on the same screen. In one embodiment, 
this may be achieved by using multiple video cards. This 
concept can be applied for example to the Repair System, 
Multi User, Anti-Hacker, anti-theft and Anti-Virus. 
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0169. In another embodiment both the user computing 
environment and the Supporting environment will reside on a 
single computer system. A Snap-shot of the operational user 
environment will be taken. The snap-shot will be associated 
with the Supporting environment. Processes associated with 
the Supporting environment will monitor the activities and 
status of the user computing environment. The monitoring 
function will become aware of any degraded performance of 
the user computing environment, such as a system freeze up. 
The monitoring function notifies the Supporting environment 
of any degraded performance. The Supporting environment 
will perform any recovery action as necessary to recover or 
restore the user environment. Recovery may include utilizing 
the Snap-shot to recover or restore the user environment. An 
entire user disk may be restored. A specific application or 
Software package may be restored, or particular files. 

External Repair of a Computer 

0170 The invention may back up or recover a computing 
device. The computing device may include a user computing 
environment and a Supporting environment which stabilizes 
the functionality of the user computing environment. The 
invention may include one or more external devices or remov 
able media. 

Master Template 

0171 A master template may be a copy of data that rep 
resents an ideal state of a computer system or component of a 
computer system. The master template may be created by 
copying data from an operational computer system or com 
ponent of a computer system. The computer system may be in 
an ideal state before creating a master template. An ideal state 
of a computer system may be represented by data that is 
accessible to the computer system. Data, within this context, 
may include an operating system (e.g., Linux, Unix, Win 
dows 98), applications (e.g., WordPerfect, Microsoft Office), 
user data (e.g., operating system preferences, background 
images, created documents), and component data (e.g., 
BIOS, PRAM, EPROM). Data may also include any infor 
mation accessible to the computer system, including local and 
remote data storage devices. 
0172. As an example, the master template for one com 
puter system may include all of the information installed on 
that computer system, Such as Windows 98 operating system, 
WordPerfect application, documents created by the user. The 
information may be installed across multiple hard drives 
accessible to the computer system. Additionally, the master 
template may include a copy or an ideal-state version of the 
BIOS settings. 
0173 A master template may represent a snapshot of a 
newly purchased computer system. The system is typically in 
an ideal State with an operating system and various applica 
tions pre-installed, thereby allowing a user to begin utilizing 
the computer system. For a particular user, the master tem 
plate may represent an ideal state of a computer system, 
including, for example, an operating system, applications, 
and user customizations. A user customization may include 
the users prior selection of a picture or “.jpg image for a 
desktop background, such as a picture of the users pet. 
0.174 Optionally, the master template may be created 
from a first computer system and Subsequently may be used as 
a master template for a different computer system. An ideal 
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state of the first computer is thereby transferred to a second 
computer system or any number of computer systems. 

Backups 

0.175. A backup is a copy of data that represents an infor 
mation on a computer system or component of a computer 
system. The backup may be created by copying data from an 
operational computer system or component of a computer 
system. A backup of a computer system may include data that 
is accessible to the computer system. Data, within this con 
text, may include an operating system (e.g., Linux, Unix, 
Windows 98), applications (e.g., WordPerfect, Microsoft 
Office), user data (e.g., operating system preferences, back 
ground images, created documents), and component data 
(e.g., BIOS, PRAM, EPROM). Data may also include any 
information accessible to the computer system, including 
local and remote data storage devices. 
0176). As an example, a backup for one computer system 
may include all of the information installed on that computer 
system, such as Windows 98 operating system, WordPerfect 
application, documents created by the user. The information 
may be installed across multiple hard drives accessible to the 
computer system. Additionally, the backup may include a 
copy or an ideal-state version of the BIOS settings. 
0177. An archive is a backup which typically may not be 
erased. 

Data Storage Device 
0.178 A data storage device includes memory devices, 
which are accessible to a computer system. A computer sys 
tem is capable of accessing or storing data in a variety of 
memory devices. Memory device may include hard drives, 
RAM, ROM, EPROM, or BIOS. Memory devices store data 
(e.g., data or programs). User data is typically stored on disk 
drives, but may potentially be stored on any memory device. 
Typically, a computer system utilizes a variety of memory 
devices. For example, an operating system, applications and 
user data may be stored on a hard drive, a BIOS program may 
bestored in ROM, and BIOS data may be stored in a protected 
memory. 

DSD Data Storage Device 
(0179 A “DSD” refers to a “data storage device.” 

Methods of External Attachment 

0180 Data Storage Device (DSD) may be an external 
device. A variety of protocols currently exist for utilizing 
external devices. Some of the more prevalent protocols 
include TCP/IP, USB, USB 2, Firewire, IEEE 1394, PS/2, 
parallel, serial, PCMCIA, SCSI. Other protocols and method 
of connecting external devices to a computer system will be 
apparent to one skilled in the art. As an example, a SCSI hard 
disk and SCSI CDROM are memory devices that may be 
attached to a computer system. The computer system may 
then read or write to the external device. 

Exemplary Repair Process: 
0181 An automated process may repair a data storage 
device of a computer system. The repair process may include 
multiple programs. The automated process may be triggered 
by a particular event or a set of events. The repair process may 
be specific to a particular data storage device such as the 
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primary boot partition of a hard drive. The repair process may 
encompass a variety of functions which may be modified, 
added, of skipped based on the type of repair or user prefer 
ences. The user may modify user preferences. 
0182. In one embodiment, the repair process represents a 
sequence of functions. Typically a Master Template is either 
provided to the user or created by the user. Backups are 
created intermittently. The computer system becomes 
unstable and repair becomes necessary. The user may activate 
the repair process or the repair process may recognize the 
instability or problems with the system and activate the repair 
process. 
0183 Prior to repair, a Master Template typically exists 
for the computer system. The Master Template may have 
been created in a number of different ways. Several ways of 
creating one or more Master Templates for this computer 
system include: shipped with a new computer, created with 
the installation of Software (e.g., Software to Support this 
process), created by a user-activated program, periodically 
created of a Master Template by a program. 
0184 Backups typically exist for a computer system. A 
backup may include user data and programs which have been 
stored on a data storage device accessible to the computer 
system. For example, documents may have been created or 
modified by a user. These documents may be stored as a 
backup. The user may have installed additional programs that 
may be stored in a backup. 
0185. During a backup process data is copied from a data 
storage device of the computer system to the backup data 
storage device(s). Any data that is accessible to the computer 
system may be backed up. The backup may be compressed. 
Compression may reduce the amount of storage space 
required to hold the backup. Incremental backups may also be 
used. Incremental backups may reduce the time required to 
perform a backup and reduce the storage space required to 
store them. Backups may be stored as archives. 

Repair Process is Activated and (Optionally May be Con 
firmed): 
0186 The repair process may include a number of func 

tions. The repair process may be initiated by a user, adminis 
trator, repair software, or repair hardware. The user may 
specifically initiate the process (e.g., double clicking on an 
icon of a graphical operating system). An administrator may 
initiate the process by communicating with the computer 
system over an interne connection such as TCP/IP. Repair 
Software may initiate the process by utilizing a boot diskette 
or a separate boot partition on the hard drive. Repair hardware 
may initiate the process by sensing a frozen state of the 
operating system or hard disk, and Subsequently initiating the 
repair process. Alternatively, the user may press a hardware 
Switch which initiates a process to shutdown the machine, 
Switch boot disks, and the Subsequent startup may initiate the 
continuation of the repair process. 
0187. The repair process may be configured to allow the 
user to confirm the repair process in a number of Scenarios. 
For example, before a DSD is reformatted the user may be 
requested to confirm the operation. The user may be allowed 
to halt the repair process. 
0188 The repair process may utilize a Master Template, 
Backup, Archive, various commands associated with an oper 
ating system, Switching, and other programs, for repairing a 
computer system. For example, the repair process may format 
and partition a hard disk using an MS-DOS command, then 
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copy a Master Template to the primary boot partition of the 
hard drive, then copy the latest Backup or Archive, then mark 
the primary boot partition as the active partition. 
0189 Any number of backups or archives may be used to 
restore the user DSD(s). 
0.190 Command associated with an operating system may 
be used to reset or update DSD of the computer system. A 
DSD (e.g., PRAM, BIOS, or CMOS) may be updated through 
the use of commands associated with an operating system. 
Typically, MS-DOS commands may be used to download, 
save, reset, reset to the default, or update a BIOS version. For 
example, one step in the repair process may include booting 
into an MS-DOS partition, executing MS-DOS commands to 
update the BIOS of the computer system, then change the 
boot device and reboot the computer system to continue the 
repair process if necessary. Alternatively, the DSD (e.g., 
BIOS) may be set to a previously saved state. The previously 
saved state may be included as part of the Master Template, 
Backup, or an Archive. 
0191 The repair process may also be capable of managing 
DSDS. Managing DSDS may include testing, reformatting, 
analyzing, resetting, or determining bad blocks. Alterna 
tively, the repair process may interact with other programs to 
provide management functionality of all or some DSDs. For 
example, the repair process may rely on operating system 
commands to format a DSD (e.g., a hard drive), but interact 
with a program to interact with another DSD (e.g., BIOS, 
PRAM). 
0.192 The repair process may evaluate the present state of 
the computer system. As part of the analysis the repair process 
may determine or recommend a type of repair. For example, 
if the DSD (e.g., hard disk) is not responding then reformat 
ting may be recommended. If only several files appear to be 
corrupted then the repair process may determine only those 
files need to be copied from a Master Template or a backup. 
Some or all of the data from a master template may be copied 
on to the DSD(s). Alternatively, the repair process may copy 
the entire master template to the DSD(s). 
0193 The repair process may perform a similar evaluation 
regarding how much of a backup needs to be copied. Some or 
all of the data from a backup may be copied on to the DSD(s). 
Alternatively, the repair process may copy the entire master 
template to the DSD(s). 
0194 Rebooting the computer system may be integrated 
into the repair process. Switching between boot devices may 
be integrated into the repair process. The repair process may 
switch the boot disk from hard disk 1 to hard disk 2. Power 
may be cycled such that hard disk 2 boots up as the active 
partition. A default program may be executed as part of the 
boot sequence to perform part of the repair process. Subse 
quently, the repair process may alter the hard disk 1, Switch 
hard disk 1 to the active partition, and then rebootorcycle the 
power to initiate the booting of hard disk 1. 

Some Exemplary Embodiments of External Device Embodi 
ments 

0.195 The repair process may be initiated or managed by 
an externally located device that may be communicative 
coupled to the computing device through, e.g., USB, 
Firewire, parallel, serial, PS/2, PCMCIA, or infrared. The 
external device may be the boot device. 
0196. An external boot device may be connected to the 
computer system with the boot device activating the repair 
process. The repair program may reside on the boot device or 
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a second data storage device. The second data storage device 
may also be communicatively coupled to the computer sys 
tem. The second data storage device may contain master 
templates, backups, or archives. The second data storage 
device may also contain the repair program or other programs 
which facilitate the repair process. 
(0197) For example, an internal SCSI device “id 0” may be 
the default boot device. The repair process may switch the 
power to the SCSI device “id O' OFF. The repair process may 
switch the power to an external SCSI device “id O' ON. The 
repair process reboot the computer system by actuating a 
reset command (e.g., a mechanical device, a logic circuit). 
When the computer system reboots, the external SCSI device 
may be the boot device. The repair process may then continue 
as directed by part of the repair process on the external SCSI 
hard drive. 

0198 The repair process may include switching the device 
id's of a primary and secondary SCSI disk. In this second 
example, the internal SCSI drive may be “id O' and the 
external SCSI drive may be “id 5'. The repair process may 
change the internal SCSI device to “id 5” and the external 
SCSI device to “id O. Switching of the SCSI device id's may 
be performed by the repair process (e.g., a mechanical device 
or a logic circuit, activated by the repair process). 
(0199. In another embodiment, the BIOS may be modified 
to enable booting from an external device. The boot device 
may also be switched by updating the BIOS. Typically the 
BIOS defines the boot sequence. If the first boot device is not 
found, then an alternate boot device may be defined in the 
BIOS (e.g., the boot-device sequence is CDROM. A. C.). 
The BIOS may be downloaded, modified, and restored. The 
BIOS may be updated (e.g., in place, via download-modifi 
cation-upload) to change the boot identifier of a USB device, 
an IDE device, or other devices. The repair process may 
download a copy of the BIOS in a variety of ways. One 
example, includes booting into an MS-DOS mode, executing 
a program to save the current BIOS to a file. The BIOS file 
may be saved into a master template, backup or archive. 
Alternatively, the BIOS file may be modified by the repair 
process to change the boot sequence. If the BIOS file is 
updated then it must be loaded into the computer system to 
take effect. Effectively the boot sequence may be changed to 
another DSD, such as a second hard drive. The external SCSI 
disk with a specific “id may become the “boot device'. 
Another option involves storing multiple copies of the BIOS 
file, each having a different boot sequence, uploading the 
appropriate BIOS file may allow booting from a particular 
boot device (e.g., IDE hard drive partition 1, SCSI device “id 
0', USB disk, Jaz, drive, etc.). An external device may be the 
boot device and start or continue the repair process. 
0200. In another embodiment, a secondary boot device 
may be attached as an external Data Storage Device to a 
computer system (e.g., connect to a parallel port). This sec 
ondary boot device may activate or manage the repair pro 
cess. The secondary boot device may contain programs to 
conduct processes such as reformatting another data storage 
device (e.g., internal or external hard drive), copying data 
from a Master Template, copying data from a backup or 
archive. 

0201 A program on the secondary boot device, or acces 
sible to the secondary boot device, may be activated to create 
a master template, backup, or archive of and data accessible 
by the computer system (e.g., the user's main drive). 
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0202 A program on the secondary boot device, or acces 
sible to the secondary boot device, may be activated to repair 
a data storage device on the computer system (e.g., the user's 
main drive that needs to be repaired). In this scenario, the 
Master Template, Backup, or archive Data Storage Device(s) 
may be attached externally via USB, firewire, etc. The pro 
gram may actively search for Master Templates, Backups, or 
archive DSD(s) and present the user with a list of options for 
restoring the computer system. Alternatively, the repair pro 
cess may determine and select the best restore options and 
continue the repair process. 
0203. In another embodiment the repair process may be 
initiated by insertion of a floppy, cd, dvd, or use any other 
form of removable storage/memory or startup device, and 
rebooting the computer system. The removable storage/ 
memory or startup device may boot if the BIOS boot 
sequence contains a sequence in which the boot order enables 
a removable media to act as the boot device. Booting from the 
removable media may trigger or activate an automated repair 
process (e.g., a program located on the removable media oran 
external device). Booting from the removable media may 
activate a mechanical device or program logic to initiate the 
repair process (e.g., Switch hard disk device id's and initiate a 
reboot sequence to boot from another device to continue the 
repair process). 
0204. In another embodiment, a repair program or part of 
the repair process may be placed in a StorExecute, microcon 
troller, ASIC, etc. The repair program may activate a repair 
process. The repair program may include managing the repair 
process. Functions which may be performed include refor 
matting data storage device(s), Switching between boot 
devices, Switching electrical components within the com 
puter system or external components, copying data to/from 
data storage device(s), (e.g., copying master templates, back 
ups, etc, or any portion to another data storage device), and 
other repair functions. The repair process, may also be 
located, integrated, or embedded in an external device. A 
Switch trigger that activates the repair process may also be 
located, integrated, or embedded in an external device. 
0205. In one embodiment, the startup device may be 
selected by a StoreExecute. Alternatively, a device identity 
may be assigned by a StoreExecute. The necessity to perform 
switching through the use of jumpers is thereby reduced. For 
example if a repair process is triggered, a StoreExecute may 
assign device identities to data storage devices or may decide 
which data storage device shall be used for the repair process, 
and which data storage device shall be used for boot data 
storage device if rebooting is utilized in the repair process. 
0206. In one embodiment during “on-the-fly” repairs, an 
external data storage device may be utilized for Such things as 
the Master Template or backups, or for software used for the 
repair process. 
0207. In this embodiment, an external data storage device 
(“DSD) is attached to a typical personal computer that con 
tains an internal data storage device. The internal DSD may 
be referred to as the “main user data storage device. An 
external DSD may be attached via any available external 
connection. 

Example of External Data Storage Device (“DSD) for 
Repairing a Computer: 

0208. In this example, a user attaches an external data 
storage device (“DSD) to a computer with any available 
external connection (e.g., Firewire, USB, SCSI, etc.). An 
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external connection may include USB, USB 2. Firewire, 
IEEE 1394, PS/2, parallel, serial, PCMCIA, SCSI, and other 
protocols and method of communicating with an external 
device. 
0209. The user installs software on “main user DSD that 
initiates a program to create a master template, and Schedules 
Backups to execute every Friday morning. The master tem 
plate is created by the program and stored on the external data 
storage device. Every Friday morning the repair process runs 
and stores a backup of additional information to the external 
data storage device. 
0210. A micro-controller and EPROM may be attached to 
the computer to perform part of the repair process. Attach 
ment may be via any available external connection. The 
micro-controller and EPROM may be integrated into the 
external data storage device. 
0211. A switch trigger may be attached to the computer. 
Attachment may be via any available external connection. 
The Switch trigger may be integrated into the external data 
storage device. 
0212. As another example, the main user data storage 
device is accidentally erased or damaged and that the com 
puter system will not boot. The user decides to repair com 
puter and initiates the repair process by activating a Switch 
trigger, which initiates the following process: 
0213. The micro-controller may interrogate the BIOS of 
the computer system to determine its current boot up 
sequence. EPROM may store instructions for how to accom 
plish this. 
0214. The micro-controller may determine that it is nec 
essary to alter the boot sequence so that the externally 
attached data storage device will become the boot device. The 
micro-controller and associated EPROM may flash the BIOS 
in order to accomplish this. The micro-controller may then 
send a command to computer to reboot the computer. When 
the computer reboots, it will reboot from the external data 
storage device. 
0215. Following the boot up, programs which are located 
on the external data storage device may execute the repair 
process as defined herein. 

Backup of a Computer 

0216. The invention may backup, maintain backups, or 
recover data associated with a computing system. The com 
puting system may include any number of components 
including hardware and software, and any memory accessible 
to the computing system. The computing system may focus 
on a user computing system and potentially the Supporting 
environment which stabilizes the functionality of the user 
computing system (e.g., operating system, BIOS, etc.). Typi 
cally data associated with the computing system is identified 
by a variety of characteristics, the data is stored as a backup, 
and Subsequently data within the backup may be restored or 
used to evaluate an existing computing system. 

Backups 

0217. Data has a number of characteristics, typically 
including availability for use in a computing system. Data 
may include one of more of any of the following: operating 
systems, application, user data, data residing in the comput 
ing system (e.g., hard disk, hard disk partition, RAM, ROM, 
BIOS, CMOS, EPROM, electronic serial numbers, etc.), 
applications residing in the computing system (e.g., sample 
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listed above), and backups created or accessible. The term 
data may be used to describe a specific aspect of information 
for association with a backup process. A backup process may 
include identifying data and the characteristics of data, for 
backup, management, or restoration. Data may also refer to a 
backup or set of backups. By default the data to backup may 
represent all data on a given disk drive, a given disk partition, 
or a memory. 

0218 Characteristics of the data may include an indication 
of what data is part of the backup, how to access the data, 
where to backup the data, frequency of the backup, and type 
of backup. These characteristics may be used to define or 
identify specific data associated with a backup process. Spe 
cific implementations may vary according to what character 
istics are associated with the backup process. 
0219. What data to include is limited by the accessibility 
of the data to the computing system. Specific data for inclu 
sion in a backup may be predetermined or determined as part 
of the backup process. Predetermined identification of data to 
include in a given backup may be provided by a hardware or 
Software manufacturer, or a user (e.g., system administrator). 
Predetermined set of data may provide an initial indication of 
what data to backup. An operating system may, for example, 
include a list of files and or directories associated with oper 
ating system functionality. Here the operating system may 
provide a predetermined list of files or associated data repre 
senting the operating system or identifying specific data to 
backup (e.g., list of uses, user preferences, passwords, win 
dows registry file). 
0220. A hardware system may, for example, include a 
memory address range (e.g., RAM, ROM, EPROM, BIOS, 
etc.) that represents data that may be useful to backup for that 
system. The hardware system may also identify other data 
within the computing system that may be useful in the backup 
process (e.g., applications to extractor update a BIOS). Typi 
cally, the data identified is useful in the backup process. Such 
as understanding the operation of the computing system or 
restoring data in the event of a failure or corrupted data. Data 
identified for backup may also have a variety of uses includ 
ing cleaning up the computing system which may have lim 
ited disk space (e.g., Verify the necessity of data in a current 
computing system) and restoring identified data. 
0221 Alternatively, what data to include in a given backup 
may be determined Subsequent to the delivery of a computing 
system to a user. Data may be determined with installation of 
hardware or Software, or during the normal course of utilizing 
the computing system. A determination may be made with the 
installation of hardware or software. The installation process 
may be actively engaged in identifying what data would be 
useful to the backup process. The installation process may 
interact with the backup process or tools to identify program 
files and data specific to a given installation. The location of 
user file may also be helpful to the backup process. The 
contents of a user directory may be marked by the backup 
process for inclusion in a periodic backup. Accessing data by 
an application may also be integrated into the backup process. 
One example includes added functionality, Such that saving 
data (e.g., a files) by the application includes an indication to 
the backup process to backup that specific data. The installed 
application may add the saved user file to a list of files that 
should be include in a Subsequent backup. If multiple users 
access the same computing system, the file to be included in 
a backup may include an ownership indication. 
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0222 Data to include may be identified according to direc 
tories or specific files. For example, data to include may be 
identified by file type, file location, directory tree, of memory 
device. A selective backup may backup only data associated 
with a specific system component such as a disk drive or data 
storage device. 
0223 How to access the data may be an important char 
acteristic of the backup. An important consideration may be 
required for accessing, storing, formatting, modifying, restor 
ing, and updating data of the various components associated 
with a computing system. Not all data is readily accessible 
according to a well known process of accessing a hard drive. 
As described above, data may include any data accessible to 
the computing system. Typically, a piece of data is uniquely 
accessible according to a predefined process. The process for 
accessing information from a disk drive is readily appreciated 
by novice users. 
0224 For example, accessing BIOS data for backup may 
involve booting into a particular operating system (e.g., DOS 
5.X), running a hardware-specific program which may verify 
the hardware compatibility, executing a second hardware 
specific program which may copy the data (e.g., BIOS data) 
to a floppy disk. Updating the BIOS in the example may 
involve running another program to flash the BIOS. Both the 
old and new versions of the BIOS, and associated applications 
can be stored as data in a backup. Consequently, a restoration 
of the old BIOS can be incorporated into the backup process. 
Similarly, other data accessible to the computing system may 
be incorporated in to the backup process by analyzing the 
existing processes for managing data for specific components 
within the computing system. 
0225. Where a backup is stored may be predetermined or 
determined as part of the backup process. A manufacturer of 
the hardware or software may provide an initial predeter 
mined backup storage area or an indication of another device 
where the backup is to be stored. An operating system may 
access a second data storage device Such as a disk drive, a 
second partition, or a pre-allocated file (e.g., similar to a Swap 
file). Backup data may be stored to this initial location. A 
Hardware system may, for example, include a second 
memory or an address range of a memory (e.g., RAM, ROM, 
EPROM, BIOS, etc.) that represents the default backup loca 
tion. Optionally, the backup location may be another storage 
device within the computing system or accessible to the com 
puting system (e.g., across an Ethernet, firewire, USB, etc.). 
0226 Frequency of the backup can be based on any of a 
number of factors associated with the data and computing 
system including: Volatility of data, Volatility of the comput 
ing system, importance, upgrade schedule, user projects, per 
Sonal comfort level, past experience with similar environ 
ments, degree of user participation, etc. Backups can be 
scheduled at particular times and intervals based on these 
factors. Backups may be initiated by the hardware, software, 
or a user. Similarly, other activities on the backup process, 
Such as maintenance and restoration, may be performed based 
on a given frequency. 

Type of Backup 
0227. A variety of backup types may be supported. The 
types may include at least one of the following: fullbackup, 
selective backup, partial backup, master template, data modi 
fied since a prior backup, or based in part on a comparison 
with a prior backup (e.g., a prior backup, or a listing of the 
contents of a prior backup). The type of backup may be 
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defined for all data included in the backup, or part of the data 
associated with the backup process. For example, a backup 
may include an operating system wherein only files associ 
ated with the operating system and files modified since a prior 
backup are included in a specific backup. The specific backup 
may further include a user data directory identified for 
backup. 

Data Represented in a Backup 
0228 Data represented in a backup may be identified by 
the various characteristics described above. Typically, data 
represented in a backup supports a backup process, such as a 
possible restoration of the data for use in a computing system. 
The backup or the various data contained in the backup may 
be a compressed or encrypted. Specific data in the backup 
may be an exact duplicate or enough information that the data 
may be recreated, corrected, or verified. For example, file 
differences may be included in a backup, thereby allowing a 
set of backups to be utilized to recreate or correct a file or data. 
How to access the data may also be represented in a backup 
for certain types of data (e.g., BIOS) and not represented in a 
backup for other types of data (e.g., “c:\my docs\*.docs”). 
0229 Data to be included in a given backup may identify 
by hardware, software, user, or other characteristic of the 
computing system. A computer manufacturer may create an 
initial backup of a standard installation, which may include 
various forms of data associated with a computing system. 
The manufacturer sells the computing system to a user and 
may provide a master template as a backup that represents the 
manufacturers initial computing system configuration. This 
saves the manufacturer time and money, and gives the user 
peace of mind. Subsequently the user may install additional 
Software and thereafter create a partial backup of the changes 
to the computing system. A comparison may be performed 
between the master template and data associated with the 
current computing system. Difference between the two can be 
identified as the data for backup. Here, data that has been 
changed, added, or deleted, in comparison to data associated 
with a master template may be identified for backup. Conse 
quently, the master template and a Subsequent backup may be 
used, according to this example, to restore the computing 
system to the level of functionality associated with the sub 
sequent backups. A variety of scenarios will be apparent to 
one skilled in the art. 

Repair Process 
Restoring 
0230 Data represented in a backup is typically restored to 
a computing system. Restoration may include the selection of 
at least one of the following: specific backup, group of back 
ups, specific data contained within a backup, and a master 
template. The restoration may initially determine the differ 
ence between the current computing system and a prior 
backup. Characteristic associated with the identified data 
may be used in the backup process (e.g., restoration process 
associated with BIOS which may have been included in a 
backup.). 
0231. The selection of a master template, for example, 
may return the computing system to an idealized state as 
defined by the master template. A master template and other 
data may be identified to restore the computing system to a 
state associated with the last backup in combination with the 
identified master template (e.g., master template represent the 
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state as purchased, and the identified backup represents the 
state after a user installed several applications). Alternatively, 
a master template may represent an upgrade to the computing 
system. This upgrade may be combined with other user 
backup to enhance the functionality of the computing system 
and maintain existing user data. 

Selecting Data 

0232 Data associated with the backup may be identified 
similarly to the selection of data for inclusion in the backup, 
as described above. This information may also be utilized to 
determine what data or aspects of the data to restore (e.g., 
specific users files). 
0233. Data matching a certain file type, file location, data 
storage device, device, component, description, date, wild 
card matching, etc. may be identified for restoration. The 
selection may be performed by the hardware, software, user, 
or any component in the computing system. In the event of an 
operating system failure it may be more appropriate to allow 
hardware or software select data to restore. 

0234 Restoration location for data may be specified by a 
user, hardware, Software, default, original location of the 
data, temporary location, an alternate location (e.g., for fur 
ther analysis), or by any component of the computing system. 
For example, a user may elect to restore data with wildcards 
such as “*.doc" and “*...txt from all backups. The “*.doc' 
files will be placed in a user-specified or default file location 
(e.g., “c:\documents folder\doc\"), and “*...txt files will be 
placed in a user specified file location (e.g., “c:\documents 
folder\txt\'). Alternatively, the data (e.g., files in this 
example) may be restored to their original location which 
may be identified in the backup. 

Preferences 

0235 Preferences may be associated with the backup pro 
cess, and may include preferences of hardware, software, 
users or other components of a computing system. Preference 
may be defined as a set of default values associated with the 
computing system, hardware, Software, or particular users. 
Configuration information and characteristics may be defined 
as preferences for each component of the computing system. 
A preference associated with a BIOS may include a processor 
program for accessing the BIOS in a specific manner, such as 
booting to DOS 5.X. executing a specific program to extract 
the BIOS. Preference may be changed by hardware, software, 
O USS. 

0236. The preferences can be used to define data charac 
teristics (including backups), restore characteristics, and 
manage data. Preferences may limit the interaction required 
with users during the backup process (e.g., selecting data or 
restoring data). A new user may establish preferences to limit 
interaction with a backup process. A seasoned veteran may 
establish preferences to provide a more robust control of the 
backup process or aspects of the backup process. 
0237 For example, the specific characteristics of how the 
backup process interacts with updating a BIOS may be of a 
greater interest to an experienced user rather than a novice. In 
another example, userpreferences may dictate the interaction 
between the user and the restore. By default, the restoration 
process my provide the user with a push button restore. Such 
that the computing system will control the entire restoration 
process. Alternative, the user may modify the preference Such 
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that a user response is required before specific aspects of the 
backup process are performed (e.g., format hard drive, or 
flash the BIOS). 
0238 Software may also have preferences, which may 
identify data associated with the software, when installed, 
serial number, and possibly an indication of the best way to 
backup, manage, and restore the Software. Preferably, prefer 
ence associated with hardware and Software would minimize 
interaction required a by user in the process. 

Initiating Restoration 

0239. The hardware, software, or user may initiate and 
may manage the repair process. Data matching a restoration 
criteria may be restored. Criteria for restoration may be base 
on the data stored in the backup (e.g., frequency, master 
template, compression, encryption, etc.). Further criteria for 
restoration may be based in part on the type of backup or 
current status of the computing system (e.g., functional, hard 
disk failure, BIOS failure, OS non-responsive, etc.) The cur 
rent status may be determined in part through the utilization 
of hardware and software to monitor the health of the com 
puting system. For example, hardware or Software can moni 
tor the computing system for any indication of a keyboard 
“freeze”, and activate part of the backup process to return the 
computing system to a normal operating state. Utilization of 
hardware and software can be used to maintain the health of 
the computing System. Maintaining the health of a computing 
system may include determining backup process characteris 
tics which may be based on user preferences. The frequency 
of backup may be a way to help ensure the computing sys 
tem's health. 

0240 For example, an alternate boot sequence may be 
initially established in the BIOS such that the computing 
system initially attempts to boot from a primary disk drive 
and Subsequently to a second drive. The second drive may 
contain software designed to boot the machine and evaluate 
the present condition of the computing system. Once the 
necessity of any repairs have been determined, the Software 
may proceed to correct the malfunctions and return the com 
puting system to a normal operating state. The Software may 
then reboot the computing system to the normal operating 
state, thereby minimizing user involvement in the repair pro 
CCSS, 

Removing Data 

0241. During a restoration, process data may be removed 
including: deleted, moved, renamed, or altered. The method 
of removal may be specified as part of the data characteristics. 
The restoration process may require the computing system to 
reflect the data contained in a backup, and therefore necessi 
tate the removal of some data. For example, in restoring data 
representative of an operating system, a preference may pro 
vide that existing inconsistent files may represent the culprits 
behind a malfunction predicating the restore process. Remov 
ing this additional data (files in this example) may be war 
ranted. Removing extraneous data may be performed in a 
number of ways based in part on the type of restoration, 
preferences, characteristics of the backup or data, and the 
goals of the backup process (e.g., minimal user involvement). 
For example, if the goal is to restore the master template, then 
as part of a comparative restoration all data determined to be 
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different from the master template may be removed to a 
specified data storage device or memory Such as a default 
folder. 

Restore Specific Data 
0242. The hardware, software, or user of a computer sys 
tem may request the restoration of data. To facilitate the 
restoration of specific data a user may perform a restore based 
in part on: file type, creation date, user identification, modi 
fication data, backup date, or any characteristics of the data. 
For example, a completed restore may include a default folder 
that contains all data from the last backup which differs from 
data currently available for access to the computing system or 
Some Subset of all of the data (e.g., specified according to 
preferences). Alternatively, the folder may contain all data 
which differs when comparing two backups, such as the last 
backup and a master template. Data conforming to the users 
request may be sorted into different directories to provide the 
user with an indication of the information contained therein, 
such as “This is probably your stuff 2/25/03”. “Is any of this 
your stuff? 2/25/03, and “Probably not your stuff2/25/03”. 

Managing Restored Data 
0243 Preferences may also control what happens to 
restored data. Data restored may be available to the user or the 
computing system for a limited duration, to reduce the 
amount of memory utilized by the computing system. For 
example a user definable preference may indicate that a dia 
log warning that the folders named “Is any of this your 
stuff?.2/25/03 and “Probably not your stuff2/25/03” will be 
automatically deleted in 10 days and if the user desires data 
from those folders the data should be moved prior to the 
expiration date. Optionally, a preference may provide that 
after 10 days the contents specific folders may be moved to a 
temporary “trash” folder with a new expiration date of 30 
days. 

Placement of Restored Data 

0244 Placement of data may be defined in part by the data 
characteristics stored with the backup or data, the character 
istics associated with the backup process, and the prefer 
ences. Data, such as user data, may be returned to an original 
location, and other data may be placed in a different location. 
For example, user data located on the desktop may be 
returned to where it was, whereas user data located in the 
system folder may be returned to its original location depend 
ing in part on preferences. Alternatively, user data may be 
deposited in a default or indicated location Such as a "docu 
ments' folder, a “Your Stuff is In Here' folder, a “proposed 
trash' folder, a “trash' folder, or other custom locations. 

Master Templates 
0245. A master template is a backup of data, representing 
a computing system according to an ideal state. The ideal state 
typically includes an operating system, a collection of appli 
cations or software. The data included in the master template 
may have been specifically chosen for a particular user and 
for a particular hardware configuration. 
0246 A master template may be created or updated 
according to a variety of approaches. One approaches involv 
ing a data storage device may include: 1. Creating several 
backups of data on a data storage device over time; 2. An 
activity associated with the backup process, such as a repair 
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process is triggered; 3. A backup of user data files is per 
formed (e.g., to save the users current work); 4. Existing data 
storage device (e.g., memory) may be reformatted or tested, 
and may be performed according to preferences for that data 
storage device; 5. The master template is copied to the user 
data storage device; 6. Backup of user data files is restored to 
the user data storage device. The computing system is thereby 
restored to a normal operating state with minimal user inter 
vention. 
0247 The master template may also be updated, changed, 
or modified in a variety of ways including: by the user, by 
access to an update (e.g., an incremental release by a com 
puter manufacture), or by access to a replacement master 
template, etc. The preferences associated with a master tem 
plate may provide a method for performing these modifica 
tion. 
0248. The master template may be tested to ensure the 
master template and the repair process functions as expected 
in the backup process, such as restoring the computing system 
This testing helps ensure the functionality of the master tem 
plate, the restore process, and may also be used as a virus 
check and repair. Anon-line service may be provided to detect 
virus, verify the integrity, or to update a master template. 

Restoring 

0249. A backup may be tested to verify its integrity (e.g., 
with a checksum and verifying readability). If the backup is 
tested and fails, the user may change the preferences. The user 
may restart the repair process, select different preferences 
(e.g., applications or Software), upgrade the backup (e.g., 
master template), and retest the backup. If the backup passes 
the Verification tests, the user may accept the backup and 
continue with the restore. When a backup (e.g., master tem 
plate) is accepted it can be copied from its storage location to 
a second backup (e.g., the new master template). The old 
master template(s) can be saved so that it is possible to revert 
back to prior master templates. After the user template is 
“accepted’, the backup user data is returned to the user data 
storage device. 
0250 In one embodiment, a master template can be cre 
ated by the user selecting to “boot into a master template. 
The user may then make changes, install new software, make 
modifications, etc., and then exit. This approach allows the 
master template to be updated independently of user's docu 
ments and other data which may not be a beneficial to a master 
template. 
0251. In a different embodiment, the master template may 
be modified/updated by the user first conducting a repair of 
computing system. The repair process may automate 1. The 
backup of user files according to preferences, potentially 
including particular file types (e.g., documents); 2. the refor 
mat of the user's primary disk drive or the restoring of the 
master template to the user's primary disk drive. The user may 
then install new software to an essential copy of the master 
template as present on the user's primary disk drive. Abackup 
may Subsequently be activated to generate a new master tem 
plate version. A backup of the user's data (e.g., user specific 
documents) may then be restored to the computing system. 
Preferably, restoring the user specific documents is per 
formed automatically. 
0252. The master template may be created by a process of 
selective copying. For example, depending on the particular 
OS in use, a program may interrogate the registry, determine 
what entries are associated with a particular program or appli 
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cation, and then choose to selectively copy only those files 
and entries associated with the particular program or appli 
cation to the master template. 
A Computer with Special-Purpose Subsystems 

Switching Mechanisms 
0253) A variety of events may trigger a repair system to 
perform a repair process on a primary system(s) to be 
repaired. An event, such as Switch triggers, may include 
single step and multiple steps. Each step may include a logical 
or physical action initiated by the repair system itself, user, 
external system, or the primary system to be repaired. A step 
may include a logical or physical confirmation of the repair 
process. Individual steps may be automated by the repair 
system, Switching process, or a primary system. An example 
of multiple steps that trigger the repair system may include 1) 
pressing a button, and then 2) sliding a Switch for confirma 
tion of the repair process. Other steps will be apparent to one 
skilled in the art and are therefore not described herein. 
0254 The repair may include any process that attempts to 
place a primary system into an idealized State or restored 
state. The repair system may include various apparatuses and 
methods previously described, including the Switch process. 
As an example, the repair system may be triggered by Voice 
recognition or voice identification associated with an indi 
vidual step or multiple steps of a triggering event. In one 
embodiment, pressing a physical button triggers the repair 
process. 
0255 In another embodiment, the repair system may 
include a processor and logic that is independent from the 
primary system. Events may trigger the repair system inde 
pendently of the primary system. The repair system may be 
triggered by a variety of events independently of the primary 
system to be repaired. Here, the repair system would be 
capable of receiving or recognizing the triggering event. 
0256 For example, the primary system may be nonopera 
tional while the repair system remains operational with the 
capability of recognizing events that trigger a repair process, 
Such as a user request to repair the primary system. The repair 
system may perform the repair process or may trigger another 
system or application to perform the part or all of the repair 
process. Other applications may include Such programs as: 
Virus Scan, Virex, Arcserve, Assimilator, Deep Freeze. Ever 
Dream, Filewave, Ghost, Goback, HddSheriff, PCRdist, Ret 
rospect, RevRdist, Rewind, Hard disk toolkit, Anubus, 
Drivesetup, and Charts Mac. 
0257. A repair system may include a physical switch used 
as a step of a triggering event for a repair process Supported by 
other applications. Alternatively, the triggering event may 
activate a repair process that is performed by other applica 
tions. For example, steps associated with a button, Voice 
command, personal identification card, retinal Scan, or push 
button with a confirmation by a slide button, key switch, or 
diagnostic process, could be used to activate a repair process 
by other applications. 
0258. In another embodiment, when a primary system, 
Such as a computer, is started an application associated with 
the repair system may be triggered to perform diagnostics on 
the computer. The application may be used to determine if the 
second computer attempts to start, Such that, if the second 
computer does not attempt to start then the repair system may 
modify the boot sequence of second computer to boot to a 
different device. The application may also initiate the reboo 
ting of the primary system. If the second computer does start, 
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the repair system may analyze or record the boot sequence. If 
boot sequence fails, the repair system may automatically 
reboot the primary system using a different data storage 
device to boot and may also initiate the repair of the primary 
system. The repair system may also manage an “on the fly 
repair process, as defined previously. 
0259. In one embodiment the push of a button (or other 
trigger event) triggers the repair system to perform a diagnos 
tic process and based on diagnostic results the repair system 
may perform the appropriate repairs. Physically pressing the 
button may be the only step of the triggering event. As part of 
the repair process, the repair system may perform a diagnostic 
process. The repair process may include interacting with a 
user to determine the repair process. For example the user 
may be prompted to respond to several questions, such as, 
“Your computer will soon need a repair that could take 60 
minutes to perform, alternatively a temporary repair may take 
5 minutes to perform. Which repair should be performed?' 
The user response may be taken into consideration by the 
repair process. 
A Computer with Multiple Special-Purpose Subsystems 
0260 FIG. 11 is an illustration showing a computer with 
multiple special-purpose subsystems 1120-1, 1120-2. This 
section describes apparatuses and methods of protecting 
computers and computing devices from hacking, viruses, 
cyber-terrorism, and from potential damage or intrusion Such 
as spy Software, keystroke recorders and damage from hack 
ing, viruses, worms, Trojan horses, and similar threats and 
vulnerabilities. Cyber-terrorism is an attempt to cripple or 
Subverta computing system. The present invention provides a 
Solution to potential cyber-terrorism. 
0261. A computer system of the prior art typically 
includes: a processor, memory, display, a display controller, 
and input/output controller. The present invention provides a 
plurality of special-purpose subsystems 1120-1, 1120-2,..., 
1120-N housed within a computer system 1110. These spe 
cial-purpose Subsystems typically perform limited functions 
and have limited interaction with other special-purpose Sub 
systems. 
0262 Special-purpose subsystems may be designed for 
many purposes, including to Support storing information, 
performing work, and handing communication. A storage 
special-purpose Subsystem may be designed to store data and 
retrieve data, while allowing limited assess to the stored data. 
A working special-purpose Subsystem may be designed to 
process information, such as a general purpose computer with 
various applications. A communication special-purpose Sub 
system may be designed to facilitate communication between 
other special-purpose Subsystems. 
0263. Each special-purpose subsystem 1120 typically 
includes: processing capability, memory, logic, and an inter 
face. Processing capability may be a computer processing 
unit (CPU) or ASIC. The processing capability may be the 
computer-system CPU, or a CPU shared by multiple special 
purpose Subsystems. Thus, the processing capability associ 
ated with a special-purpose Subsystem may also be used by 
the computer system or other special-purpose Subsystems. 
0264 Memory may include any data storage device acces 
sible to the special-purpose Subsystem. Further, a specific 
memory area may be divided into logically separate areas, 
each of which can be associated with different special-pur 
pose Subsystem. A controller associated with the specific 
memory area may be configured to restrict access of a given 
logical memory area to a specific special-purpose Subsystem. 
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Each specific memory area may thereby be effectively iso 
lated for use by a special-purpose Subsystem. 
0265. The logic of a special-purpose subsystem supports 
the intended function of the system, such as storage, work, or 
control. The logic may include the ability to move a file, 
display a file, provide a directory of information available 
from special-purpose Subsystem and other functions as nec 
essary. Further, the logic may include or be incorporated in an 
operating system associated with the special-purpose Sub 
system. The logic may be read only or inaccessible from other 
special-purpose Subsystems to avoid potential attacks. For 
example, the logic may analyze and record when files are read 
or written, access attempts, and associated timing. This infor 
mation may be used by the logic to determine if protective 
measures are necessary, such as prompting the user for a 
confirmation of an action or denying access to the special 
purpose Subsystem. 
0266 The interface of a special-purpose subsystem sup 
ports the intended function. An interface 1170 of a storage 
system 1120-1 may include logic to read and write files. An 
interface 1170 of a working system may include a copy of a 
master template and applications to process and modify infor 
mation, including storing temporary files. A controller system 
may provide an interface for receiving requests from a work 
ing system, requesting a file from a storage system, receiving 
the file from the storage system, and sending the requested file 
to the working system. 
0267 A interface 1170 may also support interaction with 
common controllers 1130 of the computer system 1110, such 
as for a display 1140, keyboard 1150, or mouse 1160. Alter 
natively, the special-purpose Subsystem 1120 may include a 
separate controller for accessing common peripheral devices. 
Each of the interfaces associated with a special-purpose Sub 
system may be enabled or disabled according to a logical or 
physical Switch, Such that interaction with the special-pur 
pose subsystem is halted or restricted to a subset of function 
ality associated with the interface. 
0268 According to one embodiment illustrated in FIG. 
12, two special-purpose Subsystems are provided within a 
computer system, the first being a working system 1120-3 and 
the second being a storage system 1120-1. The computer 
system may include a display 1140, a display controller, and 
an I/O controller. Both of the special-purpose subsystems are 
capable of interacting with the computer system display con 
troller 1140 and the computer system I/O controller. A sepa 
rate area of the computer-system display may be associated 
with each of special-purpose Subsystems. If a display area is 
selected or otherwise active, then keyboard, mouse or other 
I/O-controller-mediated input would be accessible to the 
associated special-purpose Subsystem. 
0269. Another embodiment, includes a working system 
and a storage system that does not allow execution of data 
stored (with the exception of the storage-system logic). The 
storage system prohibits the execution of user data, Such as 
any information stored by a user in the memory of the storage 
system. The two systems are isolated from one another, and 
therefore events taking place in the working system cannot 
directly affect information stored in the storage system. Com 
munication of data between the two systems may be through 
a communication controller that performs a copying process 
associated with moving data, Such as a file, between the 
storage system and the working system. 
0270 Communications between special-purpose sub 
systems, such as the working system and the storage system 
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may be through a communication controller, according to one 
embodiment. The storage system may communicate specific 
information to the communication controller to transfer the 
specific information to the working system. The communica 
tion controller may also transfer specific information from the 
working system to the storage system. 
0271. A user selection of a file in the storage system can be 
used to prompt a communication controller to copy the file 
from the storage system to the working system. The file can be 
executed or processed in the working system. Then, the file 
may be saved causing the communication controller to copy 
the file from the working system to the storage system. In the 
storage system the file is not executable and thus could not 
corrupt other files or data associated with the storage system 
even though the file itself may be infected with a virus or 
corrupted. The working system does not typically allow user 
data, e.g., document files, to be stored in the working system 
unless they are currently being used, e.g., temporary files. 
0272 Alternatively, the communication controller may 
interact with the common controller to display information 
available from the storage system. User selection of the spe 
cific information may be performed through interaction with 
the communication controller. For example, the communica 
tion controller may request a list of available files from a 
storage system, and arrange them for a display of the list 
through a common display driver. A user could select a file 
from the list for processing in a given working system. Con 
sequently the communication controller may cause the file 
accessible to the storage system to be copied to the given 
working system. After the working system is finished pro 
cessing the file, the file could be saved through the working 
system's interaction with the communication controller. As 
Such the storage system and the working system are not 
required to directly interact with one another. 
0273 Additionally, the communication controller may 
perform an analysis on data accessible or transferred by the 
communication controller to determine the level of threat 
associated with storing or transferring the data, may refuse to 
handle the data based in part on the level of threat, may 
present the user with information which indicates a threat and 
a request to confirm the transfer or storage. Information pre 
sented to users may include the number of requests in a given 
time frame, extent of modifications, or origination location. 
The user response may be received by the communication 
controller and used to determine whether to allow the transfer 
or Storage. 
0274 The working system may include a copy of a master 
template that represents an idealized state of an operating 
system. The working system may be an existing computer 
system capable of running an operating system, and addi 
tional logic for interaction with a special-purpose storage 
system. Typically the working system is incapable of inter 
acting directly with the storage system. According to one 
embodiment, an interaction may be initiated by the storage 
system, or the controller system. 
0275. The working system is a special-purpose sub 
system, and may be used to perform processing, editing or 
modifying data. The working system typically includes logic 
to display information to a user through the display controller 
to the computer display. Users can interact with the working 
system as though it were the primary computer system. The 
display controller and I/O controller may be used by the 
working system to interact with other devices associated with 
the computer system. 
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0276 The storage system is a special-purpose Subsystem, 
and typically includes data files that are stored in a data 
storage device. The data storage device may be volatile or 
non-volatile. The storage system may represent an existing 
computer system capable of running an operation system, and 
additional logic for interacting with a working system. 
0277 According to one embodiment, the storage system 
initiates an interaction with the special-purpose working sys 
tem. Alternatively, the storage system interacts with other 
special-purpose Subsystems through a communication con 
troller. The storage system may include logic to display infor 
mation to a user through the display controller coupled to the 
computer display. 
0278 Each special-purpose subsystem may present infor 
mation to a user by utilizing the same computer display. Thus, 
information presented on the computer display may overlay 
other information being displayed by another special-purpose 
Subsystem. The user may select specific information, e.g., a 
document file, to work on. The user selection of the specific 
information may be communicated to the storage system 
through a common device associated with the computer sys 
tem, Such as a serial I/O controller connected to a mouse or 
keyboard. The serial I/O controller may be utilized when 
storage information is presented to the user. After specific 
information is requested, the storage system may transfer the 
specific information to another special-purpose Subsystem 
Such as a working system. The storage system may initiate the 
transfer of the specific information. In one embodiment the 
storage system initiates the transfer to a working systems 
interface. Alternatively, the storage system initiates the trans 
ferto a common memory area for access by a working system. 
Another embodiment provides the storage system transfers 
the specific information according to a communication con 
troller to the working system. 
0279. The working system may then access the specific 
information provided by the storage system. After process 
ing, modifying or viewing the specific information, an altered 
version may be saved or returned to the storage system. 
Before saving the specific information, the working system 
may perform an analysis to determine the level of threat 
associated with storing the information, and may refuse to 
save the information or may present the user with a confir 
mation request and information which indicates a threat. The 
working system may save the specific information to the 
storage system, the working system may transfer the specific 
information to another special-purpose Subsystem such as a 
storage system. The working system may initiate the transfer 
of the specific information. In one embodiment the working 
system initiates the transfer to a storage systems interface. 
Alternatively, the working system initiates the transfer to a 
common memory area for access by a storage system. In 
another embodiment, the working system transfers the spe 
cific information through a communication controller to the 
Storage System. 
0280. In one embodiment, the storage system may per 
form an analysis to determine the level of threat presented by 
storing the information, and may refuse to store the informa 
tion or present the user with a confirmation request and addi 
tional information which indicates a threat. 
0281 Data may be moved between special-purpose sub 
systems using a separate logic control device, Such as an 
ASIC or logic control device utilizing direct memory access. 
The process of moving data does not allow the data to be 
executed, which could possibly enable hacking, viruses, and 
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the like. Additionally, data may be encrypted, compressed, or 
encoded to prevent its execution. 
0282. A control system may be an additional type of spe 
cial-purpose Subsystem, and could provide overall operation 
of the computer, computing devices, and other special-pur 
pose Subsystems. Additionally the control system may 
orchestrate the process of copying data, Switching network 
communication, and repair functions as needed. The control 
system may be read-only, permit read only access as needed 
when interacting with other special-purpose Subsystems such 
as a storage system or working system. Both the network 
communication and repair process may be controlled by the 
control system. Optionally the control system could have 
limited communication with other special-purpose Sub 
systems while maintaining an ability to initiate or conduct a 
copy process, activate and terminate communication to other 
special-purpose Subsystems. 
0283 Special-purpose subsystems may be combined into 
a single special-purpose system that performs functions asso 
ciated with the individual special-purpose Subsystems. Such 
that the single special-purpose Subsystem functions performs 
the functions as separate threads. In one embodiment, a stor 
age system, communication system, and working system may 
be combined into a computer system as individual processes 
executed by the computer system. The computer system may 
utilize any method of isolating the individual processes using 
techniques known in the art. 
0284. In contrast, a special-purpose Subsystem or a set of 
special-purpose Subsystems may be spread out over a number 
of additional special-purpose Subsystems, such that some of 
the functionality associated with the system or set is per 
formed by the additional special-purpose Subsystems. 

Repair Process 
0285 Optionally, a special-purpose subsystem may be 
repaired or returned to an ideal state using an automated 
repair process. Such repairs may be conducted “on the fly', or 
after each transaction or without rebooting. Master templates 
typically represent an ideal state of a special-purpose Sub 
system, and may be stored on a storage system. A transaction 
may include reading e-mail, wherein the opening of each 
individual e-mail messages represents a separate transaction. 
Optionally, one or more items can be ignored during a repair 
process. For example if an e-mail has been opened, a repair 
process may run ignoring the open e-mail, detect and repairs 
problems, and then a user may respond to the e-mail without 
quitting it. In another embodiment, all downloads and e-mail 
can be saved immediately to the storage system prior to 
opening the download or e-mail in the work Subsystem. 
0286. In one embodiment, the logic of a special-purpose 
Subsystem, such as a working system, may trigger an event 
associated with a repair process. The repair process may 
perform a comparison between a master template of the work 
ing system and state of the current working system. Any 
differences between them could trigger a Subsequent repair 
process in which some or all data that is different is deleted 
from the working system. Further, data may be copied from 
the master template by the repair process as necessary. In one 
embodiment, the repair process may make the working sys 
tem identical to the master template. 
0287. In one embodiment, a repair process can be con 
ducted after one or more e-commerce transactions, or after 
Surfing one or more web pages, and the like. Thus all known 
and unknown viruses and Trojan horses can be made impotent 
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prior to the next transaction. While this process does not 
eliminate viruses, worms and Trojan horses from the com 
puter (they may be stored in the storage system), it keeps them 
in an in operative state. The repair process could repair Vola 
tile and non-volatile memory, or clear Volatile memory, or set 
Volatile memory to an ideal state. 
0288. In one embodiment, if the user selects more than one 
e-mail to open, two or more e-mails could be copied to the 
working system and could be open simultaneously. Option 
ally each e-mail could be copied to its own separate isolated 
working system, opened, viewed, and worked on separately. 
If the user needs to copy data from one isolated e-mail to 
another isolated e-mail, a copying process can be used that 
does not allow code to execute. 
0289. In one embodiment, web commerce software, or 
e-mail software, or any software can be modified so that 
individual records, or only copies of the records that are 
specifically needed for a transaction are copied to the storage 
system, utilized and then copied back to the database in the 
storage system, and after each Such transaction a repair can be 
conducted. Optionally, in a transaction in which data interacts 
with more than one database or CGI for example, the trans 
action can be broken up into discrete segments, data copied to 
and from the isolated storage system(s) or working systems as 
needed, and repairs can be run between each segment of a 
transaction, or between some segments of a transaction. 
Optionally, Software can contain instructions that define what 
type of data can comprise a transaction, limiting the copy 
process to only copying data that meets certain criteria. 

Cyber-Terrorism Examples 

0290 Cyber-terrorism represents a number of threats. One 
such threat occurs whene-mails are downloaded of which one 
e-mail contains a virus that when executed has the ability to 
infect other e-mail, infect the e-mail program So that it sends 
a copy of the virus with each new e-mail sent, and the virus 
places a hidden item in the operating system or applications 
that when executed after a period of two days, destroys the 
format or data structure or device drivers contained on any 
accessible data storage device. Such a virus may have been 
unknown and no protection or method of identification is 
available from virus-detection companies. 
0291. The protection process is described for processing 
e-mail, according to one embodiment. Upon download to the 
working system the unopened e-mails are then copied to the 
storage system (or alternatively they could be directly down 
loaded to the storage system) using a method in which the 
data cannot execute. A list of the e-mail Subjects and who sent 
the e-mail and other pertinent information can be created and 
displayed to the user. For example this list could be generated 
by the storage system or the control system. User selects an 
e-mail to open. A copy of that e-mail is copied to the working 
system and then may be automatically opened. Optionally, a 
virus Scan of the e-mail may be conducted. User reads and 
responds to the e-mail, and the response may be copied to the 
storage system. A repair process may take place and repairs 
Volatile or non-volatile data storage devices as needed. 
0292 Further, according to the example, a user selects 
next e-mail to open. This e-mail contains the virus. It is copied 
to the working system and is opened. No other e-mail is 
available for it to infect, but the e-mail infects the system 
folder used by that working system and several applications 
used in that working system. The user decides to respond to 
the e-mail and selects “respond. Optionally prior to respond 
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ing, a repair process can be run or comparative process may 
be made between a master template and the working system. 
During the repair process or comparative process, the 
changes to the operating system associated with that working 
system or applications could be noted, and based on the 
difference(s) a virus warning could be drawn to the users 
attention, warning user not to respond to the e-mail as it may 
negatively affect the computer receiving the e-mail. Option 
ally a dialog can suggest that the user contact a virus alert 
center (e.g. Such as a national or international virus alert 
center that collects or responds to potential virus alerts.) and 
notify the center of the virus, or to allow the repair process to 
notify a virus alert center concerning the potential virus. 
0293 Optionally, based on certain criteria such as a virus 
threat analysis based on the type of changes made to the 
operating system or applications, the repair process could 
initiate commands to disable the network connection or 
e-mail software, or disable the e-mail process, or give the user 
a dialog indicating that based on the results of the virus threat 
analysis, the user may not be permitted to respond to the 
e-mail, and the ability to respond to that e-mail has been 
disabled. That e-mail could then be destroyed, or quarantined, 
or kept in isolation or kept in a storage system. Optionally 
such virus could be stored and deletion would not be permit 
ted, pending approval from Some entity, Such as a virus alert 
center that could authorize destruction of the virus by provid 
ing (for example) a code that would allow destruction of the 
virus. Optionally upon receiving Such code the repair process 
could automatically destroy the virus laden e-mail. Option 
ally, the file could be encrypted or compressed, or modified in 
Such a way that it could not execute and the repair process 
could send it to the virus alert center (with or without permis 
sion from the user.) 
0294 Optionally, such modification to computers and 
computing devices may be required by law, and the part of the 
repair process that dealt with potential viruses may be modi 
fied as needed to interact with government/commercial virus 
checking companies. For example a method of allowing 
upgrade of the Software that dealt with viruses, permission to 
delete files, etc. may be required. In Such cases specialized 
code could be created to interact with government agencies 
that would allow or require upgrade of the repair or virus 
checking software, allow or deny destruction of infected files, 
etc. 

0295 The repair process may run and make the working 
system identical to the master template, destroying all 
viruses, worms, and other changes in the process. The user 
finishes with the e-mail and selects the next e-mail. A repair 
may be conducted and then the next e-mail may then be 
copied to the working system, without risk of infection. 
Loading a Master Template into Volatile Memory 
0296. In one embodiment, to further speed the repair pro 
cess a master template of the working system and the Software 
in the working system, may each be loaded into their own 
separate isolated Volatile memory areas or shells to increase 
the speed of the repair process. Thus, if data in the working 
system is in Volatile memory and the master template is in 
Volatile memory, repairs can be conducted at higher speeds. 
Alternatively a new working system shell can be utilized, 
eliminating the need for a repair. For example a user could 
open an e-mail, and read the e-mail using one shell, and if they 
want to respond to the e-mail a second shell could be used for 
the response. (Optionally the first shell can be checked for a 
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virus while the user is writing a response to an e-mail using a 
second shell.) Additional shells can be made ready for use. 
0297. In another embodiment, data can be downloaded 
directly to a storage system, using a method of encrypting or 
compressing or other copying which prevents execution of 
the data. A virus checking or repair process can be run as part 
of the repair sequence, or as a separate sequence. Optionally, 
an isolated hidden backup or archive system may be utilized 
with this invention, which may make an array of hidden 
backups or archives of the storage system or working system 
Volatile or non-volatile memory/memories or data as desired, 
and which may be time stamped. Copying of data to Such 
backup or archive system could also use techniques described 
herein to prevent execution of files and damage to the data on 
the backup system. 

Optional Information Regarding Copying or Saving Data 
0298. In one embodiment, the process of copying data 
may be dumb or restricted so that data being copied can't 
execute and thus the data on that data storage device can't be 
damaged by malicious code. For example, to move/copy data 
it can be encoded, or an ASIC can be utilized, or direct 
memory transfer or any other method of moving or copying 
data can be used that does not allow data to execute. 
0299 Optionally, copying could be orchestrated by a 
StoreExecute/control system that could have access to the 
isolated working system(s) and isolated Storage system(s). 
0300 Selecting a file to open in the storage system could 

initiate a process whereby a file is copied from the storage 
system to the working system and opened. Saving a file in the 
working system could initiate a process whereby the file is 
copied to the storage system. Quitting a file in the working 
system could initiate a process whereby the file is copied to 
the storage system and deleted in the storage system. 
0301 The term “copy’ or “copies” or “copying may be 
used in its broadest sense, and may include an algorithm, 
Snapshot, compressed data, bit by bit, encryption, encoding, 
and the like. 
Optional Information Explanation of Data Storage Associ 
ated with the Working System 
0302 Optionally, the data storage associated with a user 
working system could be temporary data storage, used while 
a file or files are needed or actively being worked on or needed 
by the system or the user. For example, when files were not 
being worked on they could be moved to the storage system, 
(i.e., copied to the storage system and deleted from the work 
ing system). Thus, except for a copy of the Master Template 
located in the working system, data not being used is not 
stored on the working system data storage device where it 
would be potentially Subject to being infected, damaged, 
destroyed, hacked, or manipulated in Some way. 
Optional Use with Web Sites 
0303 Optionally, the working system could supporta web 
site, or a computer could contain more than one working 
system or more than one storage system that could support 
various functions. For example one working system could 
contain a web site, while another working system is used by 
a U.S. 

0304 Optionally, one or more NetLock devices (described 
in the Appendices) may be used and may automatically 
switched or enable/disable network connections as desired. 
0305 Optionally, one or more NetLock devices may be 
used to Switch, enable, or disable connections to a working 
system as needed. 
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0306 Optionally, use of web software could indicate to a 
controller that is associated with a Netlock Device and is 
process watching to enable a network connection to or from a 
working system, and quitting all network Software (or lack of 
activity or other trigger) may indicate to a controller associ 
ated with the NetLock device to disable the network connec 
tion. 

Optional Explanation of Automatic Backup or Archiving 

0307 Optionally, an automatic backup or archiving pro 
cess may be associated with the storage system or the working 
system. Volatile or nonvolatile data may be saved, backed up 
or archived. 

0308. In one embodiment, external devices may be iso 
lated and be used as storage systems. Alternatively, one or 
more external device(s) could also be isolated and used as one 
or more working systems. External ports can be connected to 
switches and Switched, enabled, or disabled to connect to one 
or more isolated working systems, and then Switched to con 
nect to one or more isolated storage systems. Such Switching 
may be done manually or automatically, or using a hardware 
Switching process or a Software Switching process. 
0309 Optionally, in one embodiment, each time a save is 
made in a working system, a copy can be made to a storage 
system. Optionally, in order to prevent a virus or Trojan horse 
from causing havoc by performing millions of saves that get 
saved to the storage system, there could optionally be 
imposed a limit on frequency that a file could be saved, or 
other limitations could be placed on the process of saving data 
to the working system. (Optionally this could be part of the 
ROM or StoreExecute program.) 
0310 Optionally a quarantine data storage device can be 
used, or one or more common data storage device(s). Option 
ally, such data storage device can be accessed by the working 
system, or by the storage system, or by another logic control 
device that may also have access to the working system or 
Storage System. 
0311| Optionally, a storage system may utilize one or more 
data storage devices. A working system can utilize one or 
more data storage devices. A working system and storage 
system can share a data storage device if they are isolated 
from each other. For example, a data storage device could be 
partitioned into two or more partitions, for example: Partition 
A and Partition B. 

0312 Optionally, working system “A” could consist of an 
isolated computing process associated with an isolated data 
storage partition located on partition 'A'. Storage system “B” 
could consist of an isolated computing process associated 
with an isolated data storage partition located on partition 
“B”. Partitions can be isolated in a manner similar to how data 
storage devices can be isolated. Control over the partitions 
could optionally rely up an isolated computing process 'C'. 
0313 Optionally, applications and programs stored in the 
isolated working system can be repaired on command or 
automatically as needed. Optionally, a comparison process 
between a master template and the application/software in 
use could be used as a basis for how the application/software 
should look, and if different, components could be replaced as 
needed. 

0314 Optionally, a separate processor that has restricted 
functionality may be used to process data in the isolated 
working system, or the main processor can be given a 
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restricted functionality. This can be done with multiple data 
storage devices, or one data storage device that has isolated 
partitions. 
0315 Optionally, the ability to execute files (located on a 
nonvolatile data storage device associated with a working 
system) may be enabled/disabled as needed. For example, 
logic control software may not contain code needed to 
execute files located on a nonvolatile data storage device 
associated with a storage system, or code needed to execute 
files can be disabled/enabled or switched on/off as needed. 
0316 Optionally, the logic control software associated 
with the storage system may be set to read only, or inacces 
sible from the working system or storage system (so that 
malicious code can not effect the Software nor the processor 
nor gain access to the storage system). Optionally, a third 
isolated logic control and computing processes may be used 
to access that code. A logic control and computing processes 
may be performed via separate logic control and processing 
devices, or be on a single device that has the ability to isolate 
two or more logic control processes. 
0317 Optionally, data that is copied from the volatile or 
nonvolatile data storage device(s) associated with the work 
ing system to the storage system can be deleted from the 
working system and associated data storage devices as 
needed. This may help to prevent hacking, etc. 
0318 Optionally, working system(s) or their associated 
Data Storage Devices, and storage system(s) or their associ 
ated Data Storage Devices, need not be on a computing device 
together. They can be on a network, external, have wireless 
connections, or be anywhere. For example, a computing 
device may have a working system, in which an associated 
nonvolatile data storage device is in a nearby server, and a 
storage system may be located over a network, and associated 
with an external wireless data storage device. 
0319 Optionally, a working system may not have an asso 
ciated non-volatile data storage device. A working system 
could be limited to Volatile storage. Additionally, a working 
system may have a plurality of processing functions or pro 
cessors associated with it. 
0320 In one embodiment a switching process that may be 
controlled by the control system that may be used to switch 
which system(s) have access to network communication. 
Network communication can be dedicated to a particular 
working system/or storage system, or Switched as needed. 

Optional Shells 
0321 Optionally, using a variation of the Shell approach, 
isolated shells may operate as working systems optionally 
with associated data storage, and other isolated shells can 
operate as storage systems optionally with associated data 
storage. Data may be copied to and from to the working 
system and storage system shells associated volatile or non 
Volatile memory using a copy process that prevents the execu 
tion of data. 

Optional Changes to Software 

0322 Optionally, in order to enhance the effectiveness of 
the isolated working system & Storage system embodiments 
described above, the following changes may be made to soft 
ware. Data used by the Software may be kept in a storage 
system until needed. Data can be broken up and only data 
pulled from the working system that is needed. For example, 
instead of treating an e-mail in box as one file, e-mail pro 
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grams can be modified to treat them as separate files, and only 
copy specific file(s) into or out of the working system as 
needed, keeping all of the other data isolated. Alternatively, 
data could be stored in the working system as one or more 
files, but when for example a specific e-mail was needed, only 
that specific e-mail part of a file could be copied to the work 
ing system, and data could be saved from the working system 
into that one file in the storage system. 
0323 E-mail was used here as an example. Optionally, 
Software, and especially Software used for the web, may use 
the approach of storing records as individual files, or keeping 
them in one or more files and only bringing the data into the 
working system that is needed at that time or is likely to be 
needed. 
0324 Optionally, when a Netlock device enables internet 
connection e-mail and other software used on the web that is 
currently in the working system may be limited to only data 
that needs to be sent or used, limiting a hackers ability to 
access any other data. During web commerce sessions, data 
can be frequently moved to and from the storage system as 
needed to ensure that the least possible, preferably only that 
data required and in use or needed for use is in the working 
system. 
0325 Optionally, an index or database containing content 
of some data or files contained in the storage system may be 
moved to or located in the working system. When such data is 
selected to use or open, it could then be copied into the 
working system as needed and copied back to the storage 
system when not needed, and deleted from the working sys 
tem. 
0326 Optionally, switching data storage device identity 
may be done using Software that interacts with the data Stor 
age device or data storage device controller. Such software 
could be isolated from the working system and storage sys 
tem. For example it could be part of an isolated StoreExecute 
that conducts the repair process, or it could be on it's own 
isolated StoreExecute. This may necessitate a change in some 
data storage device controllers to enable them to accept Soft 
ware commands to change identity/boot sequence. 
0327 Optionally, a data storage device may be hot swap 
pable, and turned on only as necessary during the isolated 
backup event. 

Optional Netlock 
0328. Optionally, the netlock device may be controlled by 
any type of logic control device, triggered automatically or 
manually, by a hardware or Software process. Switch trigger 
may include or utilize a timer/scheduler. It may also include 
any method of triggering a Switching process. For example, a 
coin operated mechanism or pin card operated mechanism 
could be used that triggers netlock. A dual or multi-line Ver 
sion of netlock that can deal with more than one network 
connection (two or more network connections), in which case 
the netlock device may optionally be modular in nature to add 
additional network connections as needed. 
0329. Optionally, a dual or multi-line version of netlock 
that can deal with more than one network connection (two or 
more network connections), in which case the netlock device 
may optionally be modular in nature to add additional net 
work connections as needed. If so desired the multi-line ver 
sion could potentially controlled by one logic controller or 
Switching process. 
0330 Optionally, a process hereinafter referred to as an 
Installer Watcher, may run in the background of a computer 



US 2011/019 1851 A1 

that can look for activity that appears to be an installer. If the 
user attempts to install Software, the attempt at installation 
may be halted and a dialog could query the user as to whether 
the user is installing software. If so the Installer Watcher 
could walk the user through a process of installation or testing 
the Software prior to updating a Master Template or during 
actual update of a Master Template. 
Computer Having Disk Drives with Switched Power and/or 
Identifier 
0331 FIG. 13 is an illustration showing an embodiment of 
a computer having a plurality of hard disk drive storage 
devices and switches that provide or restrict power to the 
drives and/or modify a disk drive identifier to make available 
or hide selected ones of the hard disk drives. 

Computer and Method for Safe Usage of Potentially Mali 
cious Code 

0332. In the self repairing computer described above and 
in the related, priority and incorporated by reference applica 
tions, it is explained how to protect code and data against 
viruses, hacking, malicious code, Spyware and/or other mal 
ware, and how to conduct various embodiments of computer 
“self repair processes. It is now described how certain types 
of documents and transactions are protected using variations 
and combinations of the methodologies, architectures, sys 
tems, processes, computer program products, and the like 
innovations described here and in the related and incorpo 
rated by reference documents. As described here, linked data, 
macros, documents containing executables, and the like for 
example, can be opened, executed or operated on, and func 
tion in a safe manner. Among its advantages and features, 
these aspects of the invention provides safe usage of 
executables, macros, and other code that has potentially mali 
cious code or inclusions. 
0333 Recall that FIG. 1 illustrates an exemplary embodi 
ment of a computer 1 incorporating an embodiment of the 
invention. The computer 1 may include a CPU 10, volatile 
memory 11, peripheral controllers 17, 18, a first non-volatile 
data store 12 and a bus 15, all well known in the art. The 
computer 1 may also include switches 13, 19, a second non 
volatile data store 14, a controller 1A, a power supply 1B, an 
output device 1C and an input device 1D. The bus 15 may 
communicatively couple the volatile memory 11 and the 
peripheral controllers 17, 18 to each other and to the CPU 10. 
The peripheral controllers 17, 18 may communicatively 
couple with the data stores 12, 14, respectively. The switches 
13, 19, the controller 1A, power supply 1B, output device 1C 
and input device 1D may form a data-store switch 17. A 
data-store Switch may alter the accessibility of a connected 
data store according to the setting of the Switch. 
0334. The controller 1A may communicatively couple 
with the switches 13, 19, the output device 1C and the input 
device 1D. The power supply 1B may supply the controller 
1A (and other switch components) with power. More particu 
larly, the power supply 1B may power the controller 1A 
independently of the power to the rest of the computer 1. 
0335 The power to the switch 17, may come from the 
same source as the powerfor the rest of the computer (the wall 
outlet or laptop battery, for example). The switch 17 may then 
be powered from that supply even when the rest of the com 
puter 1 is not. FIG.10 illustrates an exemplary embodiment of 
this invention. 
0336. The switch 13 may communicate with the data store 
12. The Switch may control (toggle, for example) the identi 
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fication settings of the data store 12. The switch 19 may 
couple to the data store 14. The switch 19 may control (toggle, 
for example) the power to the data store 14. The volatile 
memory 11 may be random-access memory. The data stores 
12, 14 may be magnetic disks, for example. The output device 
1C may be the monitor of the computer 1, LEDs or an LCD 
distinct from the monitor, for example. 
0337 As described herein and in the incorporated by ref 
erence patent applications, master templates are described, 
and also described are embodiments of the invention wherein 
a master template can be used with a comparative process to 
detect differences between the template and data in a com 
puting environment or data store. A master template may for 
examplebe, but is not limited to, a backup of data and/or state, 
representing a computing system according to an ideal state. 
The ideal state typically includes an operating system, a col 
lection of applications or software. The data included in the 
master template may for example have been specifically cho 
Sen for a particular user and for a particular hardware con 
figuration. 
0338 A master template may be created or updated 
according to a variety of approaches as already described. 
One approach involving a data storage device may include for 
example: (1) creating several backups of data on a data Stor 
age device over time; (2) an activity associated with the 
backup process, such as a repair process is triggered; (3) a 
backup of user data files is performed (e.g., to save the users 
current work); (4) existing data storage device (e.g., memory) 
may be reformatted or tested, and may be performed accord 
ing to preferences for that data storage device; (5) the master 
template is copied to the user data storage device; and (6) 
backup of user data files is restored to the user data storage 
device. The computing system may thereby restored to a 
normal operating state with minimal user intervention. 
0339. The master template may also be updated, changed, 
or modified in a variety of ways including, by way of example 
but not limitation: by the user, by access to an update (e.g., an 
incremental release by a computer manufacture or other 
Source), or by access to a replacement master template, and 
the like. The preferences associated with a master template 
may provide a method for performing these modification. 
0340. The master template may be tested to ensure the 
master template and the repair process functions as expected 
in the backup process, such as restoring the computing system 
This testing helps ensure the functionality of the master tem 
plate, the restore process, and may also be used as a virus 
check and repair. Anon-line service may be provided to detect 
virus, verify the integrity, or to update a master template. 
0341. With reference to FIG. 14, showing an exemplary 
embodiment of a computer device or system 1400, it may be 
understood in light of the description provided herein, that 
this methodology may for example be applied to individual 
(or groups or pluralities of) documents, macros, executables, 
forms, files and Software containing executables. Templates 
Such as master templates 1402 may then be compared to 
documents 1406 received (for example via email 1408 over 
the Internet 1410 or other network or source) to determine and 
come to a decision 1412 whether the document 1406 matches 
a template according to particular matching rules or policies 
or has differences from the template. In some embodiments of 
the invention, a exact match of the entire document to all or a 
defined portion of the template may be required, whereas in 
other embodiments matches of only particular portions may 
be required. If the document matches the template, the control 
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environment process 1420 may make a decision, for example, 
to allow the document 1406 to link to a set of other files or 
documents. Whereas if the document 1406 does not match the 
template 1402 or has differences from the template, the con 
trol environment or control environment process 1420 may 
disallow linking to a set of other files. The manner in which 
the comparison is performed, the degree of match required, 
may for example be defined by a trusted administrator accord 
ing to defined policies and rules. 
0342. The procedures and methods described herein may 
be implemented by one or more computer programs or com 
puter program products that include executable instructions 
and optional data for implementing the steps described in the 
inventive methods. 
0343. In one embodiment, the control environment pro 
cess 1420 may only compare the parts of the document, for 
example, parts of the document that do not contain data that 
may have been added to fields within the document. 
0344. In another embodiment the control environment 
process 1420 may strip the document of data in fields, discard 
the document, and copy the data to the appropriate fields in a 
copy of the template. 
0345. In another embodiment, the control environment 
may allow linked documents that are received as a group may 
be allowed to stay linked, but may not be allowed to link to 
other documents. 
0346. In yet another embodiment, documents with 
infected macros may be opened and used without any risk of 
damage or infection to any other program or document in the 
system because they are opened in isolation. 
0347 In still another embodiment, duplicates of docu 
ments with macros of unauthorized origin may be 'stripped 
of executable code by default if the user wants to create a 
duplicate of the document and does not need the functionality 
of the macro. If the macro is retained, it may be marked as 
unknown and disallowed to link with other documents unless 
and until it has been authorized as “safe'. The administrator 
or other tested agent or user can also select a mode where 
duplication is disabled. 
0348. In another embodiment, documents that contain 
macros or other executable code and attempt to link to other 
documents not previously linked will be denied access with 
out prior authorization. 
0349 The features described in these different embodi 
ments may be used separately or used in any combination 
with each other. 

0350. With reference to authorization of macros and docu 
ments: the business market currently does not want unknown 
documents with macros linking to their sensitive data. These 
same standards of authorization will or may optionally be 
required. Authorization may for example include using or 
requiring: digitally signed trusted certificates and/or other 
security features, an industry standard; trusted vendors, and 
the like. Authorization or denial of authorization may be set 
by administrator or other trusted entity. 
0351. Even an “uninfected document could supply 
"bogus, misleading, or erroneous information to another 
document. Heretofore, there had been no known effective 
solution for this problem, by any product or procedure, for 
this type of problem. In one embodiment of the invention, this 
problem is solved by requiring authorization of the macro 
and/or the document before allowing an unknown document 
to link to another document that, for example, may be located 
on the user data store. 
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0352. In another embodiment, linked data, forms, files, 
databases, and documents containing macros may be saved as 
“authorized secure isolated templates. Optionally, embed 
ded documents and linked data forms/files (that for example 
may arrive via the Internet) are examined to determine if they 
match an authorized form template. If the form is not an 
authorized form, it can be opened, but is kept isolated and thus 
harmless. (It can’t link.) If the form is authorized, the data is 
automatically stripped out of it, put in a pristine copy of the 
form, and the pristine copy is opened and allowed to link only 
to the approved linkage set in isolation. Thus, even if the form 
matches an authorized template, but contains a new unknown 
malicious macro, it could be used, but would be rendered 
harmless. This entire process may be made either visible or 
invisible to the user. 

0353. In another embodiment, macros and executables 
that a user wants to copy into a document must be “autho 
rized by the computer administrator in order for the copy 
function to operate. Optionally, macros need to be obtained 
from a trusted source in order to become “authorized by the 
administrator. 

0354. In one embodiment involving resuming web or 
Internet browsing or downloading sessions, by default or 
according to other options, the changes that occurred to the 
underlying browser and/or operating system (OS) during a 
web session are not saved. 

0355. In another embodiment, an exception is made for the 
data that is defined as distinct from executable code, for 
example, a cookie may be saved and restored exclusively for 
a particular web site or domain. The user may have the ability 
to decide what cookies should be saved and resumed, just as 
they can with today's typical browsers. 
0356. In another embodiment, information from a web 
session may be saved even when potentially malicious 
executable code is present. This is accomplished in the same 
way as with any other saved document from an unknown 
Source: it is safely copied and kept in total isolation, followed 
by a “repair cleaning. 
0357. In the case of a “saved' infection, the resumed ses 
sion is also infected, but its infection is irrelevant. This is 
because the infection can only affect the same domain it came 
from; it is totally isolated from all programs and from all user 
data. When a new URL is input, a new and pristine environ 
ment opens in total isolation. 
0358. In one embodiment, receiving and sending during 
typical Internet, network or web browsing can utilize a 
“receive only” environment, an “intermediary environment.” 
and a “send only” environment. The “receive only” environ 
ment is limited in its ability—it has no operating system and 
no applications that run here—it merely has the ability to 
acknowledge and perform the communications required to 
receive (download) data in a typical manner (for example, 
using a TCP/IP protocol downloading an html page). Option 
ally, that data may then be “shuttled’ (dumb copied) to the 
“intermediary environment' where it may be opened in its 
normal way, for example, in a web browser. The “send envi 
ronment” then may send the data back to the original web site 
(or if in same domain) that it sent the original URL request to. 
Therefore, in at least one embodiment, it has verified that it 
must ONLY send TO the site that it had received the html page 
FROM (or at least in the same domain). Thus, a hacker or the 
hacker's malware or code cannot redirect data to a malicious 
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host because it is a “receive only” environment and the 
address is verified to only uplink to the original domain. 

Additional Description 
0359 The inventions and methods described herein can be 
viewed as a whole, or as a number of separate inventions that 
can be used independently or mixed and matched as desired. 
All inventions, steps, processed, devices, and methods 
described herein can be mixed and matched as desired. All 
previously described features, functions, or inventions 
described herein or by reference may be mixed and matched 
as desired. 
0360. The foregoing descriptions of specific embodiments 
and best mode of the present invention have been presented 
for purposes of illustration and description. They are not 
intended to be exhaustive or to limit the invention to the 
precise forms disclosed, and obviously many modifications 
and variations are possible in light of the above teaching. The 
embodiments were chosen and described in order to best 
explain the principles of the invention and its practical appli 
cation, to thereby enable others skilled in the art to best utilize 
the invention and various embodiments with various modifi 
cations as are Suited to the particular use contemplated. It is 
intended that the scope of the invention be defined by the 
claims appended hereto and their equivalents. 
0361 Attached is an Appendix which is a part of this 
specification. The Appendix includes the following docu 
ments: 

0362 “Description of Self-Repairing System” (Text, 5 
pages; Drawings, 4 Pages; Code, 5 Pages) 

0363 “Backup and/or Repair System Multi-User 
System' (Text, 43 Pages) 

0364 Diagrams (Text, 18 Pages) 
0365 Table of Which Diagrams Go With Which 
Embodiments (Text, 1 Page) 

0366 Figures, S Series (Drawings, 20 Pages) 
0367 Figures, F Series (Drawings, 38 Pages) 
0368 Figures, W Series (Drawings, 32 Pages) 
0369 Figures, M Series (Drawings, 5 Pages) 
0370 Figures, E Series (Drawings, 17 Pages) 
0371 Figures, L Series (Drawings, 21 Pages) 

1.-31. (canceled) 
32. A computer or information appliance comprising: 
a processing logic for executing a control environment 

process; 
a control environment process for comparing at least a 

portion of an input data item with at least a portion of a 
stored template and determining a decision as to whether 
the compared portion of the input data item and the 
stored template match within matching criteria defined 
by a matching policy; 

access control logic for denying access without authoriza 
tion to first data item or document that contain execut 
able code that attempt to link to second data item or 
document; and 

authorization logic for authorizing access via the link 
before allowing the first data item or document to link to 
the second data item or document. 

33. The computer or information appliance as in claim 32, 
further comprising: 

the stored template, wherein the stored template is stored in 
a data structure defined in a memory of the computer or 
information appliance. 
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34. The computer or information appliance as in claim 32, 
further comprising: 

the input port Supporting at least an input of the data item 
from a source external to the computer or information 
appliance. 

35. A computer implemented method for execution in a 
processing logic of a computer or information appliance, the 
method comprising: 

establishing and executing a control environment process 
in a processing logic of the computer or information 
appliance; 

the executing or the control environment process includ 
ing: 
(i) executing a comparison operation for comparing at 

least a portion of an input data item with at least a 
portion of a stored template, and 

(ii) executing a decision process for determining a deci 
sion as to whether the compared portion of the input 
data item and the stored template match within match 
ing criteria defined by a matching policy; 

denying access without authorization to first data item or 
document that contain executable code that attempt to 
link to second data item or document; and 

authorizing access via the link before allowing the first data 
item or document to link to the second data item or 
document. 

36. The method as in claim 35, further comprising: 
Generating and storing the stored template in a data struc 

ture defined in a memory of the computer or information 
appliance. 

37. The method as in claim 35, further comprising: 
receiving at least an input of the data item from a source 

external to the computer or information appliance 
through an input port. 

38. A computer program product stored on a non-transitory 
tangible computer readable media and executable in a pro 
cessor of the computer for controlling operation of a com 
puter, the computer program product including a program 
module that includes executable computer program code 
instructions for: 

establishing and executing a control environment process 
in a processing logic of the computer or information 
appliance; 

the executing or the control environment process includ 
ing: 
(i) executing a comparison operation for comparing at 

least a portion of an input data item with at least a 
portion of a stored template, and 

(ii) executing a decision process for determining a deci 
sion as to whether the compared portion of the input 
data item and the stored template match within match 
ing criteria defined by a matching policy; 

denying access without authorization to first data item or 
document that contain executable code that attempt to 
link to second data item or document; and 

authorizing access via the link before allowing the first data 
item or document to link to the second data item or 
document. 

39. A computer implemented method of using a master 
template to protect a data storage from malicious executable 
computer code in a computer system, the method comprising: 

generating a first template having protection features and 
storing the generated first template in a protected iso 
lated storage in the computer system; 
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operating at least one processing environment to monitor 
execution of computer code in the computer system that 
attempts to link from one stored item to a different stored 
item; 

denying access without authorization from the first data 
item that contain executable code that attempts to link to 
a second data item; and 

Selectively authorizing access via the link only under pre 
determined conditions. 

40. The computer implemented method in claim 39, 
wherein: 

the operating at least one processing environment further 
comprises: 
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(i) executing a comparison operation for comparing at least 
a portion of an input data item with at least a portion of 
a stored template, and 

(ii) executing a decision process for determining a decision 
as to whether the compared portion of the input data item 
and the stored template match within matching criteria 
defined by a matching policy. 

41. The computer implemented method in claim 40, further 
comprising making and storing the template. 

42. The computer implemented method in claim 41, 
wherein the stored the template comprising a stored master 
template. 


