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FIG 3 
Flow Diagram of packet aging process in the queues 
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RANDOM EARLY DETECT AND DIFFERENTIAL 
PACKET AGING FLOW CONTROL IN SWITCH 

QUEUES 

FIELD OF THE INVENTION 

0001. The present invention relates to flow control in 
devices utilizing queuing Systems for packets. 

BACKGROUND OF THE INVENTION 

0002 Devices using queuing systems for packets, for 
example gateways, Switches and routers, are often used in 
networks supporting IP or TCPIP, such as Ethernet. A 
problem is, however, that packets get Stuck in that queues 
when there is congestion in the network, or when a link is 
down or not ready. Under this Stuck condition two things 
happen. 

0003 (1) Packets are stored in buffers and referenced 
through link lists. Complex conditions arise when packets 
are destined for multiple ports, and the packets can exit from 
Some of the ports but not from others. Furthermore, new 
packets enter from other ports. The result can be that the 
packets can get Stuck in the buffers indefinitely. 
0004 (2) Buffer space can be taken up by packets that are 
of lower priority, and higher priority packets get dropped. 
0005 One prior art solution is to wait until the congesting 
condition in the port is removed, and then the packets can 
exit from the port. The disadvantage of this solution is that 
during the time when the packets are locked in the Switching 
device, they take up valuable Space resources. AS Such, a 
condition may arise that low priority packets remain locked 
in the device while high priority packets are dropped when 
they enter the Switching device from other ports. 
0006 Another solution is to remove all the packets when 
they have exceeded a time limit in the Switching device. This 
is done indiscriminately for all packets regardless of priority. 
The disadvantage of this solution is that it does not differ 
entiate between low and high priority packets. It also does 
not differentiate between time critical packets (e.g. for real 
time applications such as voice-over-IP, video-over-IP or 
other types of time critical packets). 
0007. It would be desirable to prevent packets from 
becoming Stagnant within queues. It would also be desirable 
to prevent high-priority packets from being dropped by 
buffers already filled with low priority packets. Finally, it 
would be desirable to control the congestion in the network 
that causes these other problems. 

SUMMARY OF THE INVENTION 

0008. The present invention helps solve the problems of 
Stagnant packets within queues, dropped high-priority pack 
ets and network congestion, using a random early detect and 
differential packet aging flow control method. A differential 
random early detect mechanism is used to prevent conges 
tion in the Internet traffic. An aging mechanism Solves the 
problem of packets being locked in the queue of a Switching 
device for a certain time because it cannot exit the queue. 
0009. In more general terms, flow control is provided for 
a packet Switch. An incoming packet is classified according 
to its priority based on predefined rules to produce a weight 
value based on the priority of the packet. A lifetime value 
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asSociated with the packet is produced based on the weight 
value and the queue occupancy in a queue to which the 
packet is assigned. The packet is discarded if its associated 
lifetime value is less than or equal to a threshold value. 
Otherwise the packet and associated lifetime value are Sent 
to the queue. The lifetime value is periodically changed and 
compared to a threshold value. The packet is removed from 
the queue when its lifetime value reaches the threshold 
value. 

BRIEF DESCRIPTION OF THE FIGURES 

0010 Further preferred features of the invention will now 
be described for the sake of example only with reference to 
the following figures, in which: 

0011 FIG. 1 is a schematic diagram illustrating a Switch 
ing device implementing the differential packet aging and 
random early detect method of he present invention. 

0012 FIG. 2 diagrammatically illustrates the method 
performed by the RED engine of FIG. 1. 

0013 FIG. 3 is a flowchart illustrating the method used 
by the aging engine of FIG. 1. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0014 FIG. 1 is a schematic diagram illustrating a Switch 
ing device 101 implementing the differential packet aging 
and random early detect method of the present invention to 
control one or more queues 11, 13, 15. A packet 103 enters 
a packet classification engine 105 of the Switching device 
101. The classification engine 105 checks the priority of the 
packet based on a set of rules 107 that can be programmed 
by a user or which can be hard-coded. 

0015 Based on the priority determined by the classifica 
tion engine 105, a “weight' value 109 is determined by a 
weight value determination Section 110 and is assigned to 
the packet 103. Packets that should be aged out faster from 
the queue will have a Smaller weight, and thus have a higher 
probability for a shorter lifetime. 

0016. The weight value is then fed into a “random early 
detect (RED) engine 111. Also, the queue occupancy (num 
ber of packets) 113 in the queue to which the packet 103 is 
assigned (in this example the queue 11) is determined by a 
queue occupancy Section 114 and is fed into the RED engine 
111. The RED engine 111 uses the weight value 109 and the 
queue occupancy 113 to determine a lifetime 115 of the 
packet 103 in the queue 11. The lifetime 115 a random aging 
time based on the random early detect Scheme'? 

0017. Once the lifetime 115 is assigned to the packet 103, 
the RED engine 111 checks the lifetime 115 against a 
lifetime threshold 117. FIG. 2 shows the method performed 
by the RED engine 111 in more detail. The weight value 109 
and the queue occupancy 113 are processed using an RED 
algorithm 201 of the RED engine 111. The RED algorithm 
201 calculates a lifetime 115. The RED engine 111 then 
compares the lifetime 115 to the lifetime threshold 117. If 
the lifetime 115 is below the threshold 117, the packet is 
discarded. This helps control congestion in the network. 
Otherwise the lifetime 115 is attached to the packet 103 and 
sent to the queue 11 as shown in FIG. 1. 
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0018 When the packet 103 reaches the queue 11, its 
life-time is decremented periodically by an aging engine 
119. A tick is generated periodically, and the aging engine 
119 acts upon this tick. The aging engine 119 looks through 
all the packets in the queues and decrements their lifetimes 
by the same amount. When the life time 115 of the packet 
103 in the queue 11 reaches the threshold 117, the packet 103 
is removed from the queue 11. The resource occupied can 
then be used by another packet. 
0019 FIG. 3 is a flowchart illustrating the method used 
by the aging engine 119 in greater detail. Wait ticks are 
periodically generated at step 301 causing step 303 to 
determine whether or not the queue is empty. The Subse 
quent Steps are not performed until a determination is made 
that the queue has packets in it. If the queue has packets in 
it then a first packet pointer pointing to a first packet is 
fetched at step 305. An aging step 307 is performed on the 
packets in the queue. At step 309 it is determined whether 
the packet has reached or is below the lifetime threshold 117, 
and if it has then the packet is removed from the queue at 
step 311. It then checks for the next available packet at step 
313. If the next packet is not available then the method goes 
back to periodically generating wait ticks at Step 301. If the 
next packet is found at Step 313, then the next packet pointer 
is fetched at step 315 (the pointer points to the packet next 
to the packet that was previously pointed to) and the method 
returns to the step 307. 
0020 Thus the present invention solves the problems of 
the prior art: 

0021 a) The problem of packets locked within a 
port indefinitely is Solved. A packet is aged out if 
they exceed the time limit assigned to it. 

0022 b) The problem of packets being aged out 
indiscriminately is Solved. Packets are aged out 
based on the differential random early detection 
Scheme. 

0023 c) Network congestion is reduced using the 
random early detection Scheme. 

0024. The described invention is appropriate for complex 
gateways, Switches and routers, where the extra gate-count 
introduced is not much compared to the overall count in the 
chip. However, in a simpler embodiment, more appropriate 
for implementation in Simple Switches, routers, etc., where 
gate-count is an issue, the differential packet aging is per 
formed without performing RED. The lifetime 115 is 
assigned directly to the packet based on the set of rules 107 
without first determining the weight 109 or determining the 
queue occupancy 113 as in FIG. 1. Packets that should be 
aged out faster are assigned a lower lifetime. All the packets 
in the queue are decremented at the same frequency. When 
the lifetime of the packet in the queue reaches a threshold, 
the packet is removed from the queue. Thus, in this embodi 
ment, packets are aged out if they exceed the time limits 
assigned to them or based on the priority assigned to them. 
0.025 Thus, although the invention has been described 
above using particular embodiments, many variations are 
possible within the Scope of the claims, as will be clear to a 
skilled reader. 
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We claim: 
1. A method of flow control in a packet Switch, comprising 

the Steps of: 
classifying an incoming packet according to its priority 

based on predefined rules to produce a lifetime value 
asSociated with the packet; 

Sending the packet and associated lifetime value to a 
Gueue, 

periodically changing the lifetime value and comparing 
the changed value to a threshold value; and 

removing the packet from the queue based on the com 
paring. 

2. The method of claim 1, further comprising the Steps of: 
determining a weight value based on the priority of the 

packet; 

determining a queue occupancy in a queue to which the 
packet is assigned; 

producing the lifetime value based on the weight value 
and the queue occupancy; and 

discarding the packet if its associated lifetime value is 
below the threshold value. 

3. The method of claim 2, wherein the discarding of the 
packet occurs before Sending the packet and associated 
lifetime value to the queue. 

4. The method of claim 1, the lifetime is periodically 
decremented and the packed is removed from the queue 
when reaching the threshold value. 

5. A packet Switch comprising: 

a packet classification engine for classifying an incoming 
packet according to its priority based on predefined 
rules to produce a lifetime value associated with the 
packet; 

a queue for receiving the packet and associated lifetime 
value; 

an aging engine for periodically changing the lifetime 
value of the packet in the queue, 

a comparator for comparing the changed value to a 
threshold value to remove the packet from the queue 
based on the comparing. 

6. The packet switch of claim 5, wherein the packet 
classification engine determines a weight value based on the 
priority of the packet; 

and further comprising a random early detect engine for: 

producing the lifetime value based on the weight value 
and the queue occupancy in a queue to which the packet 
is assigned; and 

discarding the packet if its associated lifetime value is 
below the threshold value. 


