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A THREAT ASSESSMENT SYSTEM AND PROCESS

FIELD OF THE INVENTION

The present invention relates to a threat assessment system and process.

BACKGROUND

As described in Pearl, Judea, Probabilistic Reasoning in Intelligent Systems: Networks of
Plausible Inference, Morgan Kaufmann, San Mateo, CA, 1988 ("Pearl"), Bayesian networks
can be used to predict or infer outcomes in the physical world represented by one or more
variables whose values are unknown (referred to herein as 'unknown variables') based on
observations of other variables having some causal relationship with the unknown variables.
In this context, inference is a process of generating probabilities for the unknown variables
based upon predetermined causal relationships between those variables and other variables

whose values are known or at least estimated with some uncertainty.

Prior art processes for inferring outcomes have used Bayesian belief functions with causal
networks, junction tree algorithms, and Pearl's belief propagation, as described in Pearl.
However, the resulting inferred outcomes are analytically cumbersome and typically require
considerable human interpretation to be used in practical context. For example, in a military
context, Bayesian networks have been used to predict the location and type of intruder
aircraft detected by multiple sensors and other sources of information. However, the resulting
information nevertheless requires substantial interpretation and evaluation by a suitably
experienced human to determine, for example, whether any action is required in response to a

perceived threat of the intruder aircraft to one or more assets such as ground targets.

Furthermore, although Bayesian belief networks can support backward propagation of
evidence, (e.g., where an outcome is known and it is desired to update the causal

relationships in the network), the computational requirements of prior art methods increase
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exponentially with the complexity of the Bayesian network, making backward propagation
infeasible in situations of practical complexity. Consequently, the Bayesian networks that

have been developed are undesirably limited in the number of variables that can be included.

It is desired, therefore, to provide a threat assessment system and process and a causal
network that alleviate one or more of the above difficulties, or at least provide a useful

alternative.

SUMMARY OF THE INVENTION

In accordance with the present invention, there is provided a threat assessment system,
including:

one or more linearisation modules for generating by linear approximation a
conditional probability distribution of a first continuous variable on the basis of a non-linear
causal relationship between said first continuous variable and a continuous state variable
representing a state of a threatening entity, and for generating by linear approximation a
conditional probability distribution of a second continuous variable representing a threat
posed by said threatening entity to an asset on the basis of a non-linear causal relationship
between said second continuous variable, said first continuous variable, and a discrete state
variable representing a state of said threatening entity;

a multiplier module for generating, on the basis of said conditional probability
distributions, a joint belief function for assessing said threat; and

a belief function generator for generating a belief function for said second continuous

variable on the basis of said joint belief function.
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The present invention also provides a threat assessment system, including:

a causal network module representing causal relationships between variables for
assessing a threat posed by a threatening entity to an asset, said causal relationships including
one or more non-linear relationships;

one or more parameterisation modules for generating conditional probability
distributions for said variables, including generating by linear approximation one or more
conditional probability distributions representing said one or more non-linear relationships;
and

a multiplier module for generating a joint belief function for assessing said threat on

the basis of the conditional probability distributions for said variables.

The present invention also provides a threat assessment system for assessing at least one
threat posed at least one threatening entity to at least one asset, the system including a
capability generator for generating one or more capability values representing respective
capabilities of one or more threatening entities to threaten one or more assets;

an intent generator for generating one or more intent values representing intent of said
one or more threatening entities to threaten said one or more assets; and

a threat assessment module for generating one or more threat values representing
respective threats posed by said one or more threatening entities to said one or more assets on

the basis of said capability values and said intent values.

The present invention also provides a threat assessment system for assessing at least one
threat posed at least one threatening entity to at least one asset, the system being adapted to
generate conditional probability distributions representing relationships between nodes of a
causal network representing said at least one threat, said nodes including at least one entity
state node representing a state of a comresponding threatening entity, criteria nodes
representing variables dependent on said state and being child nodes of said at least one entity
node, and at least one threat node being a child node of said criteria nodes, said at least one
threat node representing a threat posed by said at least one threatening entity to a

corresponding asset.
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The present invention also provides a threat assessment system for assessing at least one
threat posed at least one threatening entity to at least one asset, the system being adapted to
generate conditional probability distributions representing relationships between nodes of a
causal network, said causal network including: |

at least one entity node representing a state of a corresponding threatening entity;

a capability node for each entity-asset pair representing the capability of a
corresponding threatening entity to threaten a cotresponding asset, the capability node being
a child node of the entity node of the corresponding threatening entity;

an intent node for each entity-asset pair representing the intent of the corresponding
threatening entity to attack the corresponding asset, the intent node being a child node of the
entity node of the corresponding threatening entity; and

at least one threat node representing a threat posed by a corresponding threatening
entity to a corresponding asset, said at least one threat node being a child node of the

corresponding capability node and the corresponding intent node.

The present invention also provides a threat assessment system, including:

a causal network module representing causal relationships between variables for
assessing a threat posed by a threatening entity to an asset;

one or more parameterisation modules for generating conditional probability
distribufions representing linear relationships of said causal relationships

one or more linearisation modules for generating by linear approximation conditional
probability distributions representing non-linear relationships of said causal relationships; and

a multiplier for generating a joint belief function for assessing said threat by

multiplying the conditional probability distributions representing said relationships.
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The present invention also provides a threat assessment process, including:

generating by linear approximation a conditional probability distribution of a first
continuous variable on the basis of a non-linear causal relationship between said first
continuous variable and a continuous state variable representing a state of a threatening
entity;

generating by linear approximation a conditional probability distribution of a second
continuous variable representing a threat posed by said threatening entity to an asset on the
basis of a non-linear causal relationship between said second continuous variable, said first
continuous variable, and a discrete state variable representing a state of said threatening
entity;

generating, on the basis of said conditional probability distributions, a joint belief
function for assessing said threat; and

generating a belief function for said second continuous variable on the basis of said

joint belief function to assess said threat.

The present invention also provides a threat assessment process, including:

generating one or more capability values representing respective capabilities of one or
more threatening entities to threaten one or more assets;

generating one or more intent values representing intent of said one or more
threatening entities to threaten said one or more assets; and

generating one or more threat values representing respective threats posed by said one
or more threatening entities to said one or more assets on the basis of said capability values

and said intent values.
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The present invention also provides a threat assessment process, including:

determining causal relationships between variables for assessing a threat posed by a
threatening entity to an asset, said causal relationships including one or more non-linear
relationships;

generating conditional probability distributions for said variables, including
generating by linear approximation one or more conditional probability distributions
representing said one or more non-linear relationships; and

generating a joint belief function for assessing said threat on the basis of the'

conditional probability distributions for said variables.

The present invention also provides a threat assessment process, including:

receiving tracking and- identification data including conditional probability
distributions of kinematic data and type data of a threatening entity, said kinematic data
representing a location and velocity of the threatening entity, and said type data representing
a type of said threatening entity selected from a plurality of entity types;

generating, on the basis of the conditional probability distributions of kinematic data
and a location of an asset, conditional probability distributions of entity-asset data
representing separation of the threatening entity and the asset and an angle between the
velocity vector of the threatening entity and a vector joining the threatening entity and the
asset;

generating, on the basis of the conditional probability distributions of entity-asset
data, a conditional probability distribution of threat data with respect to the entity-asset data
and the type data of the threatening entity;

multiplying the conditional probability distributions of enﬁty-asset data, the
conditional probability distribution of threat data, the conditional probability distributions of
kinetic data, and the conditional probability distribution of type data to generate a joint belief
function of said threat data, said entity-asset data, said kinetic data, and said type data; and

generating, from said joint belief function, respective belief functions for one or more

of said threat data, said entity-asset data, said kinetic data, and said type data.
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BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention are hereinafter described, by way of example

only, with reference to the accompanying drawings, wherein:

Figure 1 is a criteria based causal network for assessing threat in accordance with a

preferred embodiment of the present invention;

Figure 2 is a Bayesian belief network for assessing threat in accordance with a
preferred embodiment of the present invention, illustrating the contributions of

continuous and discrete nodes to threat;
Figure 3 is a block diagram of a preferred embodiment of a threat assessment system;
Figure 4 is a flow diagram of a threat assessment process of the system;

Figure 5 is a flow diagram of a threat estimation process of the threat assessment

process;

Figure 6 is a schematic diagram of a threat scenario wherein a threatening entity or

intruder U, approaches an asset 4;;

Figure 7 is a causal model used by the threat assessment system to represent the
relationships between data from sensors, capabilities of one or more intruders with
respect to one or more assets, intents of those intruders with respect to those assets,

and the resulting threats to each asset;

Figure 8 is an image of a surveillance region containing assets, illustrating the actual

paths taken by two intruder aircraft, referred to as targets 1 and 2;

Figure 9 is an image of the surveillance region of Figure 8, illustrating the paths taken
by the two intruder aircraft as generated by a tracking and data fusion system and

provided as input to the threat assessment system;

Figures 10 and 11 are graphs of the height and velocity estimates, respectively, for the
two intruder aircraft as a function of time step, as generated by the tracking and data

fusion system and provided as input to the threat assessment system;
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Figure 12 includes graphs of the variances of the location and velocity components as
a function of time step for target 1, as generated by the tracking and data fusion

system and provided as input to the threat assessment system;

Figure 13 includes graphs of the variances of the location and velocity components as
a function of time step for target 2, as generated by the tracking and data fusion

system and provided as input to the threat assessment system;

Figures 14 and 5 include graphs of the aircraft type estimates for target 1 and target 2
of Figure 9, respectively, as generated by the tracking and data fusion system and

provided as input to the threat assessment system;

Figure 16 includes graphs of the means of the two intermediate variable components

as a function of time step, as generated by the threat assessment system; and

Figure 17 includes graphs of the means and variances of the threats posed by both
intruder aircraft to each of the two assets as a function of time step, as generated by

the threat assessment system.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The threat posed by an entity to one or more assets can be estimated using a causal network,
as shown in Figure 1. The state of the entity, represented by node X, is determined from
independent sources of information or measurement nodes S;, S5, ..., S, that are parents to
node X. At the output end of the network, threat variables z,, z,, ..., z, represent the level of
threat to assets A;, Az, ..., A, respectively. The threat variables are determined using criteria
variables c;, ¢y, ..., ¢, applied to the entity state X. The causal relationships between the entity

state, criteria, and threat variables are in general non-linear.

In general, the entity state X includes continuous and discrete components that can be
represented by one or more continuous variables Xx and one or more discrete variables Xp, as
shown for a single entity and asset pair in Figure 2. A continuous variable is a variable whose

value is real (i.e., Xx € R) and continuous, whereas a discrete variable is a variable whose
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value is restricted to one of a limited number of possible values. The continuous variables
typically include one or more variables representing respective rates of change of one or more
other continuous state variables. Corresponding continuous and discrete criteria nodes Yx and
Yp are generated from Xk and X)p, respectively, and are also referred to as intermediate nodes.
The threat Z posed by the entity to the asset is determined from the intermediate nodes Yx and
Yp. '

As shown in Figure 3, a threat assessment system based on the networks of Figures 1 and 2
includes threat assessment modules 302 to 314, including a causal network module 302, two
linearisation modules 304, 306, a discrete parameterisation module 308, a multiplier 310, a
selective marginalisation module 312, and a belief propagation module 314. A threat
assessment process, as shown in Figure 4, allows the threat assessment system to generate
probability distributions for one or more variables representing respective threats posed by
one or more threatening entities to one or more assets from probability distributions for
variables representing the state of the threatening entities received from information sources

316.

In the described embodiment, the threat assessment system is a standard computer system
such as an Intel IA-32 or IA-64 based computer system executing a Windows operating
system, and the processes executed by the system are implemented by software modules,
being the threat assessment modules 302 to 314, stored on non-volatile (e.g., magnetic disk)
storage associated with the computer system and executed by one or more processors of the
system. Although not shown in Figure 3, the system also includes the Matlab software
application, available from http://www.mathworks.com/products/matlab/, and Murphy’s
Bayes Net Toolbox for Matlab (BNT), as described at

http://www.ai.mit.edu/~murphyk/Software/BNT/bnt.html, and the threat assessment modules

302 to 314 are based on matrix functions provided by Matlab and BNT. However, it will be
apparent that the processes can alternatively be implemented entirely by dedicated software
modules written in a programming language such as Fortran and omitting the BNT and

Matlab components. Moreover, it will be apparent to those skilled in the art that the
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components of the threat assessment system can be distributed over a variety of locations,
and that at least parts of the processes executed by the system can alternatively be
implemented by dedicated hardware components, such as application-specific integrated

circuits (ASICs).

The threat assessment process and system are described below with reference to application
of the system and process to air defence, wherein the threat posed to one or more physical
assets by one or more intruding aircraft is assessed. However, it should be understood that the
threat assessment process and system are not limited to an air defence scenario, but can be
applied equally to threat assessment for land and sea scenarios with minimal adaptation.
Moreover, the threat assessment process and system can also be used in non-defence related
fields. For example, in economics, a network with the structure represented in Figures 1 and 2
can be used to monitor the health of an economy by estimating values for economic variables

such as interest rates, building activities, employment rates, currency exchange rates, cost and

availability of energy and other resources, climatic factors, etc. In a manufacturing or

chemical processing plant, the threat assessment process can be used to monitor specific
variables that can affect the health or output capacity of the plant through the use of sensors
that are deployed within the plant. In envirdnmental monitoring, the threat assessment
process can be applied to assess and control threats to the health of a vital environmental
region by identifying and tracking health indicators through the use of environmental data
from a wide range of sensors and/or other sources of information. Accordingly, the threat

assessment system and process are described below, both in general terms, and also with

reference to application.

In order to use the threat assessment process to assess the threat posed by a threatening entity,
the first step is to identify the variables relevant, at step 402 of the threat assessment process,
as shown in Figure 4. In an air defence scenario, a geographical area contains a distribution
of assets that are to be defended against intruder aircraft of different types equipped to launch
various types of weapons. An air defence commander has at his or her disposal a number of

interceptors of varying capabilities that can be launched to intercept the intruding aircraft on
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the basis of knowledge of the asset locations and an assessment of t};e level of threat posed by
the intruding aircraft. The information sources 316 includes a tracking and data fusion system
that continually generates track and identification data providing a comprehensive description
of each aircraft in the surveillance regioh, based on input from a network of sensors
S, Ss ..., Sw and possibly other sources of information, as described in N. N. Okello and
D. W. McMichael, “Capabilities and limitations of data fusion in AEW&C,” Tech. Rep.
26/98, CSSIP (The Cooperative Research Centre for Sensor Signal and Information
Processing), September 1998 ("Okello1998"), and N. Okello, P. Scoullar, and S. Challa,
“Association and Identity Inference for the Air Picture Compilation Problem,” Tech. Rep. CR
16/00, CSSIP, July 2000 ("Okello2000"). The sensors themselves may be included in the

assets being protected.

The track and identification data generated by the tracking and data fusion system includes
observable kinematic and discrete state estimates and associated uncertainties. Referring to

Figure 2, the kinematic estimates are provided by a continuous matrix variable xx =
[ £(k), k), k), 77(k), £ (k),&(K) | that represents the kinematic component of the
target (aircraft) state, with £(k), n(k), and {(k) being the three orthogonal spatial coordinates
of the intruder aircraft at time step k, and &(k),7(k), ¢ (k) being the corresponding velocity
components. The di;crete variable xp=T, € {T1, ..., Tnp TNTH} represents the discrete

component of target state: T, identifies the type of intruder aircraft from a list of Nt possible

aircraft types, with Tq = T+ representing all unknown aircraft types. These seven variables

are associated with respective probability distributions.

In general, a surveillance region includes Ny unknown entities, referred to as intruders, and
N, assets, where U, i = 1, ..., Ny is the i-th intruder, and Aj, j = I, ..., Ny is the j-th asset.
Figure 5 is a schematic illustration of a surveillance region with an intruder U; approaching a
number of assets, illustrating the geometrical relationship between a stationary asset 4; with a
known location, and the intruder U; travelling at velocity v; and equipped with a weapon

system whose range envelope is semicircular with radius r;. In order to evaluate the threat
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posed by an intruder U; on asset Aj;, the variables that control the threat level given an

intruder-asset pair (U, 4;) are determined.

In the described defence application, the threat assessment system uses a general inference
network, as shown in Figure 7, and the inference networks in Figures 2 and 3 to infer the
threat to assets Aj, j = 1, ..., N4 based on separate evaluations of variables representing an
intruder's capability C; and intent I; with respect to each asset, determined from track and
identification data for the intruder U; generated by the tracking and data fusion system from
sensors and any other available relevant information. Returning to Figufe 5, once the relevant
variables- have been determined, the causal relationships between these variables is

determined at step 404.

The level of threat posed to the asset 4; by the intruder U; depends on the intruder-to-asset

range ry, its rate of change 7, =d|r,|/ dt and the maximum range r; of the intruder's weapon
g y if if P

system. This dependence is non-linear. Intuitively, the threat to an asset posed by a very
distant intruder is essentially non-existent or very low, and should increase as the intruder
approaches the asset. The threat level should then reach a maximum when the asset falls
within the range of the intruder's weapon system, i.e., when the intruder is able to overlay its
weapon range envelope over the asset. Accordingly, the intruder’s capability to threaten the

asset is defined as:

1, if |rij| <TL

(1)

2o ge(rnris) =g

An intruder with a semi-circular frontal weapon envelope of radius 7, is deemed to pose no

threat if it is receding with respect to the stationary asset, i.e., if 7, > 0. However, when
i',j <0, the threat level is considered to be proportional to cosb;;” where 0; is the angle

between the intruder velocity vector and the intruder-to-asset range vector r;. Accordingly,

the intruder's intent to threaten the asset 4; is defined as:

Bal i <0

0, if 7"1"1 >0

(2)

2] OC!]I('},V,-) =
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The threat ; to an asset 4; by an intruder U; is then defined as the product of its intent and

capability components, as follows:

L; = kgo(rL,ri)91(fi, vs)
l[’—”‘;ﬁ', if Irij| <rp and 735 <0
= ﬁ(?\;—:{), if |rij| > 7 and 755 <0 (3)
0, if 7;; > 0 and 0 < |ry;| < 00

or, equivalently,

cos 0ij, if Jri;| <7z and |6;5] < 3
I; = [rky cos Bij, if |rij| > 7 and |6 < § (4)
0, if 6,51 > % and 0 < |r;;| < o0

where —n < 0; < m is the angle between the i-th intruder velocity vector v; and the intruder-to-
asset range vector r; , and k =1 is a constant. Thus the threat level I;; € [0, 1] is a non-linear

discontinuous function of the variables r;; , 8;; , and ry.

Returning to the inference network of Figure 2, the capability and intent components of threat

are represented by an intermediate continuous variable or node

yx = [ Iry(R)| 0;(0) 17 Q)

that represents the total continuous information that is required for threat assessment. In
alternative embodiments, this node may be one of several possible criteria nodes, and in the

general case there will be one or more continuous nodes and one or more discrete nodes.

If XA = [Ea N {a]” is the location of the j-th asset, then the intruder-to-asset range vector is
£a —&(k)
rij(k) = | na—n(k) | - (6)
Ca — (k)
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Furthermore, if vi(k) = [f(k) n(k) ( (k) }"is the velocity vector of the intruder, and B is the

angle between the intruder velocity vector v,(k) and the intruder-to-asset range vector r, then

[Irul} [WEA —&(k))% + (ma — n(k))? + (Ca — C(k))2J
Yk = = (7)

: cos= (e
ij ° I

is the intermediate vector that links the kinematic component of the intruder state vector to
the threat variable. The variable yx is therefore a non-linear function of the kinematic
component of the target state vector X(k) = [x%(k) zp(k)]" and the asset location x, and

therefore can be written as:

Yk =f(xK(k)a XA) (8)
where xp(k) is the intruder type selected from the set 7= {T, ..., Ty, Tn;+1}-

The variable yp is discrete and is another of possibly several criteria nodes. Its node Yp
represents the total discrete information that is required for threat assessment. It is related to
Xp by the mapping Xp —4— Yp where 4 is an appropriately dimensioned matrix that defines
the relationship between components of Xp and those of Yp. In the described embodiment,
this relationship is deterministic in that knowledge of the intruder type gives complete
information about the weapon system, including weapon envelope parameters, and 4 is a
unitary matrix with a one in each row or column and maps the type of intruder aircraft to its

weapon type. For the sake of simplicity, A = I, where / is the identity matrix, so that
P(y, (xp (7)) =86 - 1), ©)

where 8 is the Dirac 8-function. The variable z = J;; is continuous and represents the threat
posed by intruder i to asset j. It is related to the criteria variables through equation (4) above,

and is a non-linear function of the discrete component, xp(k), of the intruder state vector x(k).
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Having determined the variables relevant to threat assessment at step 402, and the
relationships between those variables at step 404, the causal network 302 is configured by
defining the above functions for yk, z, and xp at step 406. For example, in the described
application of the system to air defence, yx = f{xx) is defined as a vector function that depends
on the continuous component of intruder state, of which the function components are the
range of the intruder from the asset, and the angle between the intruder velocity vector and
the bearing of the asset with respect to the intruder; A:Xp — yp is a matrix that maps target
type information to weapons systems; and z = g(yx.yp) is a scalar function of the target type
(the aircraft type xp determines the weapon launch range) and the intermediate variable yk.
The intermediate variable yx is one of two dependent variables of the threat. The second

dependent variable, yp, represents the weapon system type, which is discrete.

At step 408, any non-linear relationships (i.e., the causal network functions defined at step
406) of the casual relationships determined at step 404 are identified. In this particular
military application of the system, the relationships defining the continuous variables yx and z
are both non-linear. For example, the intermediate node Yx is a child of node X based on a
non-linear relationship. Having identified the non-linear relationships, at step 408 the system
is configured to linearise those relationships by applying first-order Taylor series
approximations to them, as described below. Having configured the threat assessment system,
the system is now ready to generate estimates for threat by executing a threat estimation

process 412, as shown in Figure 5.

The threat estimation process 412 begins at step 502 by receiving the probability distributions
for the continuous variables xx and the discrete variables xp from the information sources

316, being in this military application, a level 1 tracking and data fusion system.

The threat assessment system approximates each continuous node by a Gaussian probability
distribution, ensuring that the results will be conservative in the sense that a Gaussian

distribution represents the worst possible case and will produce the least accurate results. If
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more information subsequently becomes known, such as the actual probability distribution of
one or more variables, then the results will be more accurate. Nodes Xk and Xp, representing
the state vector of intruder U;, have no parents and their priors are obtained from the output of
the level 1 data fusion system, as described in D.L. Hall and J. Llinas, "An Introduction to
Multisensor Data Fusion," Proceedings of the IEEE, vol. 85, No. 1, pp. 6-23, Jan. 1997. The

output of the level 1 data fusion system is:

%(klk) = [xx (k)T %pk)=T,]",

(10)
where T, = maxr, {P(Tp|W*),p = 1,..., Nr, N7 + 1},
then the input node priors are:
P (R)[W) = N [xxe (k)s Ric (kl), Pkl )] (11)
and
pxp (k)W) = [P(TWF) ... P(Tnpa|W*)]" (12)

i.e., in this case, the input node prior for Xk is a Gaussian distribution with mean %, (klk) and

covariance matrix P(k]k) , where the notation (k]k) indicates that the value of the
corresponding variable is for time k and taking into account all known information up to time
k, and the notation N(x, x o) represents a Normal or Gaussian distribution of variable x with
mean u and standard deviation o; and W* denotes the set of all sensor measurements up to
time k. The tracking and data fusion system provides the data, represented by equation (10),

(11) and (12) as described in Okello1998 and Okello2000.

At steps 504 and 506, an approximate conditional probability distribution (CPD) for nodes ¥

~ and Z is determined, based on the linear Gaussian approximation. Specifically, at step 504, a

first-order Taylor series approximation of equation (8) about xx(k) = X k(klk) is used to
generate the following conditional Gaussian distribution from plex|WY): with the time index &

omitted for notational convenience, yields
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A 1 af(xK,XA N
Yk =~ f(Xx,xa)+ T Oxx )IxK=>"<K (xx —XK)
. 1 8f(xx,xa) N 1 0f(xk,%a)
= f(Xk,xa) — ﬁW|xK=ﬁKXK + ﬁ—'—ax—K——leinK' (13)

This approximation therefore transforms y from a deterministic to a random variable, and so

. 0
Bypxe [yxlXn =xk] = g [/ xa) Xk = xx| + Bg [ﬁlx,@ikmxx = x«]
0 .
—Ex Xk [?a;.f;IXK=inKIXK = XK]
5 % 0 .
= By [100x0)] + By [ bt | i~ Bty [chesmsnin] (14)
where E denotes expecfation value, or
. 0 ) 7]
Eyy|xx [YIXK = XK] = Ex [f(xnyA)] - Ez, [5Xf;|xk=i,(>¢x] + Ex, [E{f;lx,(:x,(]xf(
= Uy, + Wyxg (15)
where ‘
- E 2 xa)| — B, [ 2L :
py, = Ex |f(Xx,xa)| —Ex, m‘x;(:,zxxx (16)

of

Wy = Ex,| T bt |- (17)

If %, is approximated by a Gaussian distribution, then the covariance matrix of the variable

yk is given by:

Ly, =A"P(k|k)4 (18)
where
9y Odyy 8y Ow du Om
_ Oyk o6 o om 9n 9C B (19)
A= Oxx dys dy2 Oy2 Ody2 B2 Oy
¢ o9 on o & ¢

The conditional probability density function between the continuous nodes Xx and Yk can

therefore be approximated by a conditional Gaussian distribution and takes on the form
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p(yx|xx) =N [YK§ byx + Wy Xk, EYK] (20)

where the mean py,, the regression (weight) matrix Wy,, and the covariance matrix Zy, are

defined in equations (16), (17), and (18), respectively.

The output node Z is a child to a discrete node Yp and a continuous node Yk and so, at step

506, the following conditional probability density function is generated:

p(zlyx,yp) = N[Z; pz +Wzyk, Ez] 1)
where
pz(l) Wz(1)
bziveys = #z+Wzyk = : - ; YK (22)
pz(Nr +1) Wz(Nr +1)
Y; = diag[Zz(1) ... Zz(Nr+1)] (23)

Thus the components of the N7 +1 dimensional node Xp give rise to respective components of

the mean uz and covariance Iz of the one-dimensional node Z.

At step 508, the conditional probability distribution of any discrete intermediate variables is
generated. As described above, in this military application, this distribution is represented by
a delta function. However, other applications of the system will in general use alternative

mappings from input discrete variables to intermediate discrete variables.

In this case, the node variable Z is nonlinear and discontinuous with respect to Yk, and so Z
conditioned on Y has three possible modes as defined in equation (4). Consequently, the
conditional probability distribution of the variable z is evaluated for each of these three

modes.
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For the first mode of equation (4),and forp=1,2, ..., Nr+ 1,

z = cos i =aq1(yk,p)
. 091(yk,p .
= a@x.p)+ ——g"é(s,_;_Zly}(=yK(YK —-¥K)+...
X O (yx,p) .
~ q1(¥x,p)+ ——g;(—lm:sm (yk — k)
_ . 091(yx,p) . On(yx,p)
= 01 (YKap) 8YK I¥K=yx Yk + a}’K IYK=J/KyK

This approximation transforms z from a deterministic to a random variable, and so

. a , . 0 ,
pavie(P) = Ey, [gl(yx,p)—%%i——p-)lypykbvf] +Ey, ['gl—a(i,,z—MIYK=yK]yK
= pz(p) +Wz(p)yx
where
" 091(yk,Pp N
pz(®) = Eg,. [QI(YK,P)—ﬂa(”y_i'_)IYK=S'K}’K]
391(}’}(,]9)
Wz(p) = Ey, [—lex=@x]
0 ;
Yz(p) = ART‘GAT, andA:"'gl%‘:_ID)IYK=S'K'

Similarly, for the second mode of equation (4):

L
z = —=cos 0;; = g2(yk,D)
|r 5]
and so
. 0 , . 0g2(y,
bzive (@) = Ey. [92(YK1P)-£8('%’L)IW<=§KYK] +E,~,[ gzg P) |yK=gK]}’K

= pz(p) +Wz(p)yk

24)

(25)

(26)

27)

(28)

(29)

(30)
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where
X 9 ; .
uz(p) = By [gz(yK,p)—%ﬁ—”—M:@yK} o
_ . agz()’K,P) i
Wz(p) = Ey [lexzyx] (32)
Yz(p) = AR.AT, andA=%M[yK=gK. (33)
K

For the third mode of equation (4) however, z = 0 and so

4Ap) =0, (34)

WAp)=1[0 0], (35)
and

ZAp) = ¢, (36)

forp=1, .., Nr+ 1, where € is a small number.

Given the conditional probability distributions of equations (9), (11), (12), (20), and (21), and
the Bayesian belief network in Figure 2, at step 510 a joint belief function for threat
assessment is generated by the multiplier 310 as the product of all these conditional

probability distributions, as follows:

Bel(z:yK>yD1znyD) = p(z)yK,yDny’mDIWk)

= plax[W*)p(zpWrp(yk ok )p(yplen)p(zlyx,yp) - G7)

At step 512, belief functions for individual variables are generated from the joint belief
function, as described below. The belief functions are generated by either the selective
marginalisation module 312 or the belief propagation module 314, depending upon the

variables in the threat assessment network.
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Selective marginalisation, as described below, is preferred under all conditions. Selective
marginalisation is computationally more direct and more economical than Pearl's belief
propagation. Either process can be used if evidence is inserted at nodes other than the root

(i.e., initial continuous and discrete) nodes.

The selective marginalisation module 312 generates a closed form expression of the belief
function of each node variable by summing out any other discrete variables and integrating
out any other continuous variables from the joint belief function of the network given by
equation (37). This process of selective marginalisation is referred to herein as the direct

integration process.

The direct integration process is performed as follows. From the joint belief function of
equation (37), the distribution of any node variable conditioned on the measurement set W* is

obtained by integrating and/or summing out all the other node variables, as follows:

Bel(z) = p(z|W*) = Z/ p(2,yx, YD, Tk, xp|W*)dz k dyk
x

zp,yp Y TK YK

> [ plaxlW (e ptuxlerp(unlen ety yo)dordu (38)

zp,yp Y FH VK

Following a process of substitution, completion of squares and maximization, the conditional

mean and covariance of z take on the form

pzi = A3'B3=Zg; (ZZiv, Wz (D) A7 My + v ihz (D)) (39)
ZZ” = A; (EEIYK i ZEIYK ,‘Wz(Z)Az IWZ (2)ZZIYK z)_ (40)

The belief function for the intermediate function Y can also be evaluated by integrating out all
the other variables within the joint belief function, as follows:
Bel(yx) = plyx|W*)
= / (2,yx,yD, 2K, 2p|W*)dz k dyx

ID,YD

) / P(@k |W*)p(up|W*)p(ux |25 )p(2lyxc, yp)dz 2

- / Pk |W*)p(uxc |z )dzx @1)
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Hence the mean and covariance of ¥ are

I = Az_lBg = A;l{Z;,](lxkﬂyK + 2;‘1|XKWYKA;1(P_1£ - WITKE}_/;IXK#YK)} (42)

Sy = Ayl= ():;;IXK - 2;;IXKWYKA1‘1W$KE;;IXK)‘1 (43)

As described above, as an alternative to the selective marginalisation or direct integration
process of equations (38) to (40), the belief functions can be generated by the belief
propagation module 314, which applies belief propagation, as described in Pearl, to the

Bayesian belief network of Figure 2, as described below.

Consider the Bayesian belief network of Figure 2. When node Yb receives no evidence, as in
the described embodiments, then Xp and Ybp are equivalent, since 4 = 1. In the derivation that
follows, the variable Xp is used in place of Yp. However, it should be understood that in the
more general case Yp should be used. The nodes Xk and Xb are root nodes with no parents,

and therefore can be written as forward propagation messages 7, as follows:

7T(£I:K) = p(.’IZKIWk)=N(ZK;§I,P) (44)
p(zp|WF) = [P(T1[WF) P(T|W*) ... P(Tn|WH)]. (45)

m(zp)

The output node Z is a childless continuous node that cannot be instantiated but whose value
lies in [0, 1]. Thus the backward propagation message A(z) ~ U[0, 1] i.e., has a uniform
distribution over [0,1], and this appropriately expresses the level of knowledge available on
the variable Z. Alternatively, the interval restriction on the variable Z can be relaxed in order
to take advantage of the Gaussian distribution by assuming that A(z) ~ N(z; pz, Zz), where uy

=0.5 and 27 is a large number. From equation (4.45) in Pearl,

Bel(z) = a)(z) [Z/ P(zlyk,-’BD)Wz(yK)ﬂz(l‘D)dyK] (46)

where nz(y) and nz(xp) are messages from parents ¥ and Xp respectively.



10

15

20

25

30

WO 2005/124580 PCT/AU2005/000857

- -23-

Now consider the message nz(xp) that Xp sends to Z. From equation (4.45) in Pearl,

7TZ($D) = aw(mD) = [P(T]IWk) P(TQIW’C) e P(TN+1IWk)] . (47)

Consider again the message ny(x) that Xi sends to Y. Applying equation (4.45) in Pearl,

Ty (tk) = an(zx)=mn(zk)= N(zk;%, P)
1 1 e R :
= > exp[—i(:l:K—a:)P l(a:K—z)]. (48)

Now consider the message nAyx) that Y sends to Z. Applying equation (4.45) in Pearl

followed by the integi'al version of equation (4.38) in Pearl, the following equation is

obtained:
malux) = onlyx) =) = [ plurler)y(aden ~ 49)
K
1 1 1 S
= —_— - P —_
L. T5 e Va7~ e B )]
1 T ]
: exp[—i(a:;( —a:)TEXL(mK —x)]de
1 - _ e 5
= Kexp [—5{—3?141 "By + (uk = bvie) TS5 1x (UK — i) + mrlex}] (50)
where
A = SR HWELETL L W, (51)
By = Ex&+Wy, Byl (uk — pvy). (52)

The conditional distribution p(zly, xp) can be approximated by a linear Gaussian and written

in the form:
p(2lyk, 1) = N(z; pz (i) + Wz())yk, Zzjvye i) (53)

Substituting equations (47) and (50) into (46) yields

Bel(z) = aexp[—%(z = 10)" T3 (2 = po)]

1 -
{Z/ exp [ - 52 =821, ) 3y, i (2 = By )]
zp YUK

1 - - ATo—1
exp [_5(“BTA1 !By + (yk — vy )sz,i]x,( (yx — byy) + wTZX}(x)]P(I}IWk)dyK}
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or

1 -
Bel(z) = aexp[~3(z— o) Z5"(z — o) .
1 e _ - T
{Eew [~ 5(-0 + WGB3, 2745 (M + WEGIEZ, )+ (2 - n2)TS50 (2 - z)
*p
—(BX'8 = WY, Ty, o ivic) TAT (S50, 8 - W Z7L v, )
b Srapxi b + TR, E) | PTIWH) )
= aZexp [-— %{(z — A7'B3)T A3(z — A7 B3) — B;1A7'B;
xp
5 5 o — MF AT M, + HE(D 3y, 12 (3)
~(BXeE — WY Tt x o i) TAT (SR8 - WE BP0 v
e Sy a v + 8T R Y| P(TIW) (54)
where
- -1 o\ p— N\ - -
Az = [Ezllylf,i - Zzle.iWZ(z)Az IWg(’)EzﬂYK,i +Z 1] (55)
By = Ty, z()+ I35y, Wa(i)A7 My + S o (56)

The belief function in equation (54) is a Gaussian mixture whose summand densities have

means and variances given by

pate = Zz{ Sz 42 00) + Tgly, Wz () A7 Mo + D5 o ) (57)

-1
Szi = Ajl= [25,1},“. — ke Wa) AT WEDTF, , + 251] (58)

and so the mean and covariance of such a mixture is given by
Np+1
2= ) g P(TWE) (59)
i=1

Nr+1
Bz = 3 POIWH{Zgh + (uzs - 2)(uze ~ 27} (60

i=1

If 2} is large, then

bz = Zae{Sgh zl) + Egl, Wali) A7 M) (61)

_ - _ N R - 62
Yz = A3]:[Zzllyx,i_ZZIIYK.iWZ(’)A2IWg(z)EZIIYKJ] 2
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and so the evidence at node Z does not enter the belief function for node Z.
Thus an estimate of the threat Z to one or more assets is obtained from equations (57) and
(58) by substituting values from equations (11) and (12), which themselves rely on equations

(20) and (21), which rely on equations (16), (17), and (18), and (2/2) and (23), respectively.

Repeating the above steps for node Y,

(63)
Bel(yx) = a*z(yx){/ P(Yk|TK) Ty, (fEK)dwK}
Xk
where Ax(y) is the message that Z sends to Y. Applying equation (4.44) in Pearl,
Az(u) = 8 [ N2 Y plela, vImz(zn)ds (64)
z 2D

where nz(xp) is given in equation (47) and A(z) ~ N(z; uz,Zz) where uz= 0.5 and 2 is a large

number to reflect the lack of knowledge on the uninitialized childless node variable Z.

The integrals in equations (63) and (64) are then integrated, after which equation (64) is
substituted into equation (63). Thus:

Be(vx) = adalur){ [ plule)my (o)t}

Xk

1 _
aAz(yk){ [ e[ = 5K — pvie = Wy ) 3« WK = By, — Wy, zk)]
2 |

TK

exp[— —;—(xK - #)T83k (zk — :i:)]dx;(}

1 - AT s—1 4 -
oz (i) {exp [~ 3[BT AT By + E753% + (ux - v "y, (v — vi)] (65)

where

Al = ZXK+WYKZYK|XKWYK (66)

Bi = Zxl&+WE Pl (ux — by )
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Now rearranging the exponent in equation (65) in order to expose the quadratic in y, the
following is obtained:
Bel(yx) = a)\z(yK){/tK exp [ — %[‘(E}li + W Byt x, (K — uYK))TAfl(E}Li + Wy, Syp x, WK — vy )
+ETER'E + (i — ivic)TET) x, (U — iy )]}
= arz(yk) exp{ - %[y%(zfz;,xk - E;;,x,( Wy, A7 WS, E;;lxk)y;(
~2y% (2}_',:|XKI‘YK + E;,hxk WYKAfl(E}LfE - W}q",( E;,im,(l‘)’x))

(B3 = WH, St i) T AT (BX08 — W, S22 i)

+TBxE + ] Tyl v ] }- 68)
But
Ny+1
Yalox) = B[ M6 Y slelu,zo@ma(ent)dz
i=1
.y /Z exp[ -3z ~ w0) 55" (z - )]
Np+1 1 .
3 exp [—E(z - nz = Wa(iyx) S5y, (2 - pz - Wz(i)yx)] P(T|W*)dz
i=1
Nr+1
= 8 exp[—5{~BFAT By + (ua) + Waur) TS5l ((02(6) + Wa (i) + T T o )| P(T: W)
1=1
(69)
where
-1 —
Ay = (Bzyi+ %50 (70)
_ : . _ 71
By = (Sgjy,(nz() + Wz(i)yx) + Zp o). Y

Now rearranging the exponent in equation (69) in order to expose the quadratic in y, provides

Nr+1
1
83 exp[-5{~(Eal, suz®) + Wzlilux) + T3 o) " 45" (CZ1vi i (12 (8) + Wz (i)yx) + 25" o)

=1

Mz(yk)

+uz() + W y) Tajy, (h2() + W k) + W5 T3 o )| P(TIW)
Nr+1
8 Y. exn[~3 {vE(WEOEZY, Wali) - W2 () B3y, A7 21y, W2 () Jux

i=1

~2k (W2G) TS5, A7 (Sghy, h2(6) + 55 o) - W2 ()T S}y, bz (i)
~(BZlyye i#2(D) + B3 o) T A7 (S 21y im2 (5) + 3 o)
+uz () By, #z(E) + uE T o )| P(TIWH), (72)
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Now substituting (72) into (68), and writing the exponent in the form of a quadratic in y,

provides:
— Nt 1 TA 2 TB 2—1 Py WT 2—1 TA—I -1 4 T -1
Bel(yx) = af > exxa{— §[yx 3Vk — 2y B3 — (Zx1 & — Wy, Yelxxhve) AT (20 & — WY e Ty e 15 Hvic)
=1
+ET TR 2+ 1 Bk e v = (T itz () + S5 o) A5 (S g1y, stz (i) + S5 o)
+uz() 5y, w2 (0) +pT 55 o) b P(TIWE)

Nr41
1 - _ -
af Y exp{ - 5[(3/:( — A7'B3)T As(yx — A3'Bs) ~ BT A7'By
=1

~ (T = WY Erh i) AT (B35~ WEE7L o ive)
+&TS3 &+ pf, Ty X By — (CZiye i42 ) + 57 10) T AT (Szve iz () + 5 o)
+12() By, iz (i) + T g o] R(TIWH) (73)

The belief function in equation (73) is a Gaussian mixture with the means and covariances of

the summands given by

pyeli = Az B (74)
Syep = Ayt 75)

where i =1, ..., Nr+ 1, and so the mean and covariance of such a mixture is given by:

Np+1
i k
gk = ) pyP(TWF)
i=1 (76)
Nr+1 77
Bre = 3 P(ZI}IWk){E;,;“ + (byicli = 9) (s — Z?)T}
i=1
where
As = (B7tiee = Do Wae AT WH S5, + WOzl Wali) - Wo() S0, A7 Saive W) )(78)
By = @;wwm+zgmyhAy@gj—wﬂq%“mw (79)

Wz () T2l i A7 (B3, #2() + Zg o) — W (i)TEE,lyK,,-#z(i)).
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Backward Propagation

Any node within a Bayesian network can be instantiated with evidence. Consider the case

where it bgcomes known that the variable Y has a value yx. This piece of information can be

injected as evidence e, , by inserting an auxiliary child node V; that directs this evidence

backwards towards node Yx. Similarly, child nodes ¥, and V; can be inserted to direct

evidence e, and e, , towards nodes Z and Yp, respectively.
zv, Yoy -1y

For example, using selective marginalisation and taking structural information into account,

Bel(yK)

i

Z / Bel(ZK,ZD, YK, YD, 2, V1, V2, U3)dT gk d2dvdvp
TR V1,V2,2

YD, ID,Us

) / ap(e7, v, I00)P(1 ly Pk |21 )p(e v, le2)p(val2)p(2lyie, vp)
T1Z,V1,V2,V3

YD\ TD,V3 "

pley, v lvs)p(vslyp)p(yplzp)p(zklek v, Jp(zDleX v, YdTk dzdvidu,

pley,vlvx) D [ plezy,12pley, v, lup)p(zlyx, yo)p(yk ek )p(yp|zo)p (zxlek v, p(@Dlek v, )dzdox

YD XD L ITK

p(ey, v, lvk) Z / Plezv, 12)p(zlyk, yp)P(yk |21 )P(T K €% v, )P(€T, v lUD)P(UD €} v, Jd2dz 1
p(ey, v lvK) Z / plezy,12)p(zlyx, yp)p(ypley, v, e},,y,, )p(yx|er)p(zklek, v, )dzdry

eyKV,IyK)Zp(yuleypvs,ex,,y,,) / plyklex)p(zklet, v, )dzk / plezvy, |2)p(zlyk, yp)dz
¥D

ap(ey, v, lvr) D p(unley, v, ek v, )P(e7v, lux, uD) / plyklzx)p(zklef, v, Jdzk
Yo

ap(ey, v, lvx) / Plyxlzi)p(zklek v, )dzx Y publey, v, €% v, )P(eZy, luk, yp) (80)
Yo

ap(ezv, lvk. ey, v, ) / plyklzk)p(zklek, v, )dzk (81)

ap(ezv, K, €7, v, Pk [ef o ve) (82)

Hence the Belief function for yx can be written as:

— + + - - ~
Be](xK:xD:yKnyvzvvl’v%v(i) = p(InyD’yK,yD»zavl’v%ineXKYK7eXDYD’eYKVIaeYszerKVS)

+ + - - -
P(ﬁ?KafL'D, YkK,YD, z’vl’vzlUa’eXKYK7eXDYD’eYKV17eYKV2’ eYKV:x)

T o = = =
p(eXKYK’ €XpYp1Cyx Vi) CYiVyr eYKVS)
O‘P(e;,( Vi [v1)p(vr |yK)P(yK|$K)P(eEV, [v2)p(v2|2)p(zlyk, yp)

P(ey, v, v3)p(vslyp)p(yplep)p(zKlex v, Jp(zplek y,)
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Equation (81) follows from (80) because the evidence at node ¥ is known with probability 1
and therefore forces its value onto the node variable. The second term in equation (80) drops
out because evaluation of the belief function for yx implies that no hard evidence is available

10 for yx; otherwise, the node variable takes on the value of the hard evidence.

Similarly, for node Z:
Bel(z) = Z / Bel(zk,2p, Yk, YD, 2,v1, V2, v3)dz k dy g dv1 dug
YD,ZTD,vs Y THYK V1,02

/ aB(€7, v, [01)p (v Ly P (yc )P (e, [o)p(oal 2)p(2lyxc, )
KWWK V1, U2

YD,ZD,v3

P(ey, v, vs)p(vslyp)p(yplep)p(zkef, v, )p(zplek p¥Yp)dTKdyKdv1duy

= Y p(ey,v,lup)p(unlek v, p(ezv,|2) P(eyievs [V )P(yklz i )p(zK ek, v, P(2lyxc, yp)da xc dyx

yD TK YK

= > p(upley, vy kv, P(ezy,)2) Pley,ev; [vk)p(uk ek )p(z K ek v, )P(2lyk, yp ) dz e dyxc

YD TKYK

= Zp(yule;nvs,e}oyp)p(ezv,Iz) / pley, v, lyk)p(2lyk, yp) / Pluklzk)p(zkleX, v, dTkdyx
YD YK TK

= D pObler,vy: kv, )P(ezy, [2)P(2ler, s ¥D) / pley, v, e )p(zxlek, v, )dzx
1773 TK

= > _pupler,vy, kv, P(ezy, [20P(2ley, vy yD) (83)
YD
(84)

- p(zle’_’}(vl’ e;DV:;)

15 As above, equation (84) follows from (83) because the evidence at node Yp is dominant and
therefore forces its value onto the node variable. Furthermore, it is assumed that the evidence

at node Z does not exist; otherwise, it takes on the value of the evidence.
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Similarly, for node ¥p,

Bel(yp) = Z/ Bel(zk,zp, vk, yp, 2,v1, v2, v3)dz x dy  dvydvg
zp,v3 Y TKHIWKZ,V1,02

S [ apler s ptonlur ety plezy, a)p(onl=)ptelure,uo)
TK YK ,V1,v2

TD,vs

- P(ey, v, vs)p(vslyp)p(yplzn)p(z ket v, Jp(2p leX v, )z K dyrdvy dv,

S B ludplezy, P plulen ptelu, up)o(esyuglun)
%, TK VK

D

p(yplep)p(zxleX, v, Jp(zple} v, )dzdzkdyx

= p(yplek,v,)p(ev, v, lvp) / Plezv, lvk)p(ezv, |)p(yx lex)p(zlyx, yp)p(zk ek, v, )dzdzxcdyx
x

K\ UK

= p(ypley, v, €X,y,) / 3ev,ev, — vr)P(yxler)p(zxle, v, ) / p(zlyk, yp)d(ezy, — z)dzdz g dyg
z zZ

KUK

= P(yDley—vas;e}DyD)/ éey, v, — ?/K)P(yKlZK)P(iEKW;(KYK )p(ezy, Ik, yp)dzkdyx
TKHYK

L RAT T (R A e AT S L O P
K

= p(yDle}—’DV:; ' e}DYD )p(eEVQ Iel_fkvl ) yD) / p(xK,e)_’K'Vl 4 e}KYK)de

TK

= plyp ,e;p Va? e}DyD )p(eEV, Ie;x Vi YD)

85)

= P(yDle}DYD )P(GEV, ey, vi» YD) (86)

Again equation (86) follows from (85) because it is assumed that evidence at ¥p does not
exist; otherwise, yp takes on the value of the evidence. Clearly, Bel(yp) does not depend on

evidence at node Xk.

The threat assessment process described above generates inferred values that do not require
further human interpretation to estimate threat, due to the inclusion of the relevant inferential
criteria, including those previously reserved for ‘human judgement,’ in the process via the
criteria based causal networks of Figures 1 and 7. In comparison to prior art processes based
on junction tree methods, the threat assessment process is able to generate inferred values
using both continuous and mixed nodes with greatly reduced computational complexity,
particularly in back-propagation of evidence. The functions representing causal relationships
can be discontinuous, as in the military applications described herein, and the distributions of

input variables do not have to be Gaussian distributions.
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For each potential threat observed in an operational space, the threat relationships are
represented by a full Bayesian belief network that is instantiated in real time with data from a
real—tiine data base (in the above defence scenario, populated by a level 1 tracking and data
fusion system). All relationships within the operational space are represented dynamically in
real-time. The processing load associated with the threat assessment process scales linearly

with the number of threatening entities and assets.

EXAMPLE

A level 1 fusion surveillance picture was generated from data supplied by a network of
sensors, trackers, and data fusion processes, as described in Okello1998 and Okello2000.
This level 1 fusion surveillance picture was then used as input to the threat assessment

system.

Figure 8 shows the actual movements or 'ground-truths' in two dimensions of two intruders
(targets 1 and 2) of known type in the vicinity of two stationary assets 802, 804. The intruder
of type 1 has a constant speed of 600 km/hr and maintains a constant altitude of 10000 m
over a spherical earth while continuously emitting a signal that categorizes it as a type 1
target. The intruder of type 3 has a constant speed of 1000 km/hr and maintains a constant
altitude of 9000 m while continuously emitting a signal that categorizes it as a type 3 target.
This provides a simple multi-intruder multi-asset threat scenario. The numbers on the intruder
ground-truths are target birth and death times in seconds measured from radar and electronic
support measure (ESM) activation time. The target type information is related through a look-

up table to the type of weapon carried by a platform of the identified type.

The scenario of Figure 8 was used to generate radar and ESM measurements at separate
locations within the surveillance area. These were then processed by local trackers and the
resulting sensor-level tracks were then fused to obtain a surveillance picture in which each
tracked entity is comprehensively described in terms of its continuous kinematic and discrete

type estimates. Figure 9 shows the resulting track estimates generated by a Cartesian-based
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multitarget IMM-tracker that processes measurements from Radar 1. The F igure shows a first
track 900 taken by one aircraft referred to as "target 1", and a second path taken by the other

aircraft, referred to as "target 2". Figure 10 is a graph of the corresponding height estimates,

 with a first solid line 1002 representing the height or altitude of target 1 estimated at around

9,000 m, and a second solid line 1004 representing the height of target 2, estimated at around
10,000 m. Figure 11 is a graph of the corresponding speed estimates with the speed 1102 of
target 1 estimated at 1,000 km h!, and the speed 1104 of target 2 estimated at around 600 km
h''. Figures 12 and 13 are graphs of the corresponding location and speed variances for

targets 1 and 2, respectively.

The discrete component of each ESM measurement is a vector of aircraft type probabilities

with components given by P(T,w(k)), p = 1, ..., Nr, where Ny = 3 is the number of aircraft
types in the ESM library. Aircraft of unknown types are lumped under target type probability

P(Tyr1w(k) =1 - Z:; T plw(k)). In this example, target 1 is of type 1 and the ESM type

measurements originating from this target are generated from a Dirichlet distribution with the
parameter vector a = [5 2 2 2]. Similarly, target 2 is of type 3 and the ESM type
measurements originating from this target are generated from a Dirichlet distribution with
parameter vector a = [2 2 5 2]. Furthermore, any clutter measurement is generated based on
the parameter vector a = [2 2 2 5]. Thus while the kinematic component of the ESM are
processed using the modified polar coordinates-based bearings-only tracker, these discrete
type measurements are processed using a Bayesian filter. The output of such a filter is a
vector of type probabilities with components given by P(7})| WY, p=1,..,Nr+1 where W* is
the set of all measurements up to time 4. We assume that track-to-measurement association
and track-to-track association are possible. Figures 10 and 11 show target type probabilities
for tracks 1 and 4, respectively. These plots were generated by a Bayesian filter following the
processing of ESM type measurements, as described in Okello1998 and Okello2000. It was
assumed that the target types differ only in the size of their weapon envelopes, and that the
target types T, T2, T3, and T, have semi-circular weapon envelopes with radii of 50 km,

40 km, 60 km, and 2 km, respectively.
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For comparison purposes, the same set of level 1 data described above was independently
processed by the belief propagation process of the belief propagation module 314 and the
direct integration process of the selective marginalisation module 312. Figures 16 and 17
show numerical results generated by the belief propagation process. However, identical

results (not shown) were generated by the direct integration process.

Figure 16 includes four graphs of the two components of the intermediate node y for each of
the two possible target types, as determined from the level 1 tracking data and fusion input
data of Figures 9 to 15. The top left graph 1602 presents, as a function of time step %, the

mean value of the first component of the intermediate variable y (refer to Equations 5 and 8),

being the length of the intruder-to-asset range vector ,ryl for the first intruder target 1, and the

top right graph 1604 presents the second component of y, being the angle between the
intruder velocity vector and the intruder-to-asset range vector ry. The bottom left graph 1606
and bottom right graph 1608 are equivalent graphs for the second intruder, target 2. F igure 17
includes four graphs showing the mean and covariances of the threat to each of the two
stationary assets 802,804 . The top left graph shows that the threat 1702 to the first asset rises
to a first peak 1700 having a value of around 0.5 near time step 80 as a consequence of target
1 approaching asset 1, the threat 1702 rapidly decreasing as target 1 passes asset 1. A second
peak 1704 at around time step 500 is due to target 2 approaching and then passing asset 1.
Similarly, the bottom left graph shows that the threat 1706 to asset 2 is initially high due to
the close proximity and orientation of target 1, rapidly decreasing as target 1 passes asset 2.
The threat due to the approach of target 2 increases gradually to a peak at around time step
300 due to the approach of target 2, and rapidly decreases to zero as target 2 heads away from

asset 2.

The threat assessment process thus allows the threat posed by one or more threatening entities
to one or more assets to be automatically assessed in real-time without requiring human
judgement or involvement. The threat values thus generated by the threat assessment system

can be used to prepare a suitable response to these threats.
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The observation that the belief propagation process and the direct integration process give
identical results suggests that these processes are sufficiently versatile to handle a wide range
of complex problems. In particular, these processes can be used to solve Bayesian network
problems having a mixture of continuous and discrete nodes; in cases where the continuous
nodes are not Gaussian, conservative results based on a Gaussian approximation are easily
obtainable. Furthermore, it has been demonstrated that non-linearities and discontinuities in
the conditional dependence between connected nodes is not an obstacle when using any of

the processes described herein.

Many modifications will be apparent to those skilled in the art without departing from the

scope of the present invention as herein described with reference to the accompanying

drawings.
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CLAIMS:

1. A threat assessment system, including:

one or more linearisation modules for generating by linear approximation a
conditional probability distribution of a first continuous variable on the basis of a non-linear
causal relationship between said first continuous variable and a continuous state variable
representing a state of a threatening entity, and for generating by linear approximation a
conditional probability distribution of a second continuous variable representing a threat
posed by said threatening entity to an asset on the basis of a non-linear causal relationship
between said second continuous variable, said first continuous variable, and a discrete state
variable representing a state of said threatening entity;

a multiplier module for generating, on the basis of said conditional probability
distributions, a joint belief function for assessing said threat; and

a belief function generator for generating a belief function for said second continuous

variable on the basis of said joint belief function.

2. A system as claimed in claim 1, wherein the multiplier module is adapted to generate the
joint belief function for assessing said threat as the product of said conditional probability
distributions and conditional probability distributions for the continuous and discrete state

variables of said threatening entity.

3. A system as claimed in claim 2, wherein the system further includes a parameterisation
module for generating a conditional probability distribution of a discrete variable with
respect to the discrete state variable of said threatening entity, and the multiplier module
is adapted to generate the joint belief function for assessing said threat as the product of

said conditional probability distributions.
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4. A threat assessment system, including:

a causal network module representing causal relationships between variables for
assessing a threat posed by a threatening entity to an asset, said causal relationships including
one or more non-linear relationships;

one or more parameterisation modules -for generating conditional probability
distributions for said variables, including generating by linear approximation one or more
conditional probability distributions representing said one or more non-linear relationships;
and

a multiplier module for generating a joint belief function for assessing said threat on

the basis of the conditional probability distributions for said variables.

5. A threat assessment system for assessing at least one threat posed at least one threatening
entity to at least one asset, the system including a capability generator for generating one
or more capability values representing respective capabilities of one or more threatening
entities to threaten one or more assets;

an intent generator for generating one or more intent values representing intent of said
one or more threatening entities to threaten said one or more assets; and

a threat assessment module for generating one or more threat values representing
respective threats posed by said one or more threatening entities to said one or more assets on

the basis of said capability values and said intent values.

6. A threat assessment system for assessing at least one threat posed at least one threatening
entity to at least one asset, the system being adapted to generate conditional probability
distributions representing relationships between nodes of a causal network representing
said at least one threat, said nodes including at least one entity state node representing a
state of a corresponding threatening entity, criteria nodes representing variables
dependent on said state and being child nodes of said at least one entity node, and at least
one threat node being a child node of said criteria nodes, said at least one threat node

representing a threat posed by said at least one threatening entity to a corresponding asset.
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7. A system as claimed in claim 6, wherein said causal network includes one or more leaf
nodes as children of respective child nodes of said network for backwards propagation of

evidence to parent nodes of said leaf node.

8. A system as claimed in claim 6, wherein said variables include one or more discrete

variables and one or more continuous variables.

9. A system as claimed in claim 6, wherein said causal network includes one or more
information nodes for use in determining the states of said at least one entity node and

being parent nodes to said at least one entity node.

10. A threat assessment system for assessing at least one threat posed at least one threatening
entity to at least one asset, the system being adapted to generate conditional probability
distributions representing relationships between nodes of a causal network, said causal
network including:

at least one entity node representing a state of a corresponding threatening entity;

a capability node for each entity-asset pair representing the capability of a
corresponding threatening entity to threaten a corresponding asset, the capability node being
a child node of the entity node of the corresponding threatening entity;

an intent node for each entity-asset pair representing the intent of the corresponding
threatening entity to attack the corresponding asset, the intent node being a child node of the
entity node of the corresponding threatening entity; and

at least one threat node representing a threat posed by a corresponding threatening
entity to a corresponding asset, said at least one threat node being a child node of the
corresponding capability node and the éorresponding intent node.

|
11. A system as claimed in claim 10, wherein said at least one threatening entity includes an

aircraft.
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12. A threat assessment system, including:

a causal network module representing causal relationships between variables for
assessing a threat posed by a threatening entity to an asset;

one or more parameterisation modules for generating conditional probability
distributions representing linear relationships of said causal relationships

one or more linearisation modules for generating by linear approximation conditional
probability distributions representing non-linear relationships of said causal relationships; and

a multiplier for generating a joint belief function for assessing said threat by

multiplying the conditional probability distributions representing said relationships.

13. A system as claimed in claim 12, including a belief function generator for generating

from said joint belief function at least one belief function for at least one of said variables.

14. A system as claimed in claim 13, wherein the belief function generator is adapted to

génerate the at least one belief function by selective marginalisation or belief propagation.

15. A threat assessment process, including:

generating by linear approximation a conditional probability distribution of a first
continuous variable on the basis of a non-linear causal relationship between said first
continuous variable and a continuous state variable representing a state of a threatening
entity;

generating by linear approximation a conditional probability distribution of a secor;d
continuous variable representing a threat posed by said threatening entity to an asset on the
basis of a non-linear causal relationship between said second continuous variable, said first
continuous Qariable, and a discrete state variable representing a state of said threatening
entity;

generating, on the basis of said conditional probability distributions, a joint belief
function for assessing said threat; and

generating a belief function for said second continuous variable on the basis of said

joint belief function to assess said threat.
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A process as claimed in claim 15, including generating a conditional probability
distribution of a first discrete variable on the basis of a causal relationship between said
first discrete variable and the discrete state variable representing a state of a threatening

entity.

A process as claimed in claim 16, wherein said joint belief function is generated by
multiplying the conditional probability distributions for the first and second continuous
variables and the first discrete variable, and conditional probability distributions for the

continuous and discrete state variables.

A process as claimed in claim 15, wherein the continuous state variable represents
location and velocity components of a threatening entity, and the discrete state variable

represents a type of said threatening entity.

A process as claimed in claim 18, wherein the type of said threatening entity determines a

weapon type of said threatening entity.

A process as claimed in claim 19, wherein the weapon type of said threatening entity

determines a range of said weapon type.

A process as claimed in claim 15, wherein the first continuous variable includes a
distance from the threatening entity to the asset and an angle between the velocity of the

threatening entity and a straight line joining the asset and the threatening entity.
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A threat assessment process, including:

generating one or more capability values representing respective capabilities of one or

more threatening entities to threaten one or more assets;

generating one or more intent values representing intent of said one or more

threatening entities to threaten said one or more assets; and

generating one or more threat values representing respective threats posed by said one

or more threatening entities to said one or more assets on the basis of said capability values

and said intent values.

23.

24.

25.

26.

27.

A process as claimed in claim 22, including receiving state data representing state
variables of each threatening entity, said capability values and said intent values being

generated on the basis of said state data.

A process as claimed in claim 22, wherein said state variables include location variables

and velocity variables for said one or more threatening entities.

A process as claimed in claim 22, wherein each of said one or more threatening entities
includes a weapon for firing a projectile over a predetermined range from the threatening

entity.

A process as claimed in claim 22, including generating distance data representing
distances between each threatening entity and each asset, said capability values and said

intent values being generated on the basis of said distance data.

A process as claimed in claim 22, wherein each of said capability values is generated on
the basis of a distance between a corresponding threatening entity and a corresponding

asset, and a predetermined range of a weapon of the corresponding threatening entity.
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A process as claimed in claim 22, wherein each of said capability values is proportional to
a ratio of a predetermined range of a weapon of a corresponding threatening entity and a
distance between the corresponding threatening entity and a corresponding asset unless

said distance is less than said range.

A process as claimed in claim 22, wherein each of said intent values is generated on the
basis of a rate of change of a distance between a corresponding threatening entity and a

corresponding asset, and a velocity of the corresponding threatening entity.

A process as claimed in claim 22, wherein each of said intent values is equal to an
absolute value of a ratio of a rate of change of a distance between a corresponding
threatening entity and a corresponding asset, and a velocity of the corresponding
threatening entity, if said rate of change of said distance if less than or equal to zero, and

zero otherwise.

A process as claimed in claim 22, wherein each of said threat values is generated as a
product of one or more corresponding capability values and intent values for respective

threatening entities.

A process as claimed in claim 22, wherein said values and said state data are represented

as probability distributions.

A process as claimed in claim 22, wherein said probability distributions are Gaussian

distributions.

A process as claimed in claim 22, wherein each of said capability values is generated as a
conditional probability distribution on the basis of a causal relationship between the

capability value and a corresponding state variable.
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35. A process as claimed in claim 22, wherein each of said intent values is generated as a
conditional probability distribution on the basis of a causal relationship between the intent

value and a corresponding state variable.

36. A process as claimed in claim 22, including generating, for each asset, a joint belief
function on the basis of said conditional probability distributions; and

generating, for each asset, a probability distribution representing the threat posed by

said one or more threatening entities to the corresponding asset on the basis of the

corresponding joint belief function.

37. A process as claimed in claim 22, including updating one or more of said probability

distributions on the basis of received evidence for one or more of said values.

38. A threat assessment process, including:

determining causal relationships between variables for assessing a threat posed by a
threatening entity to an asset, said causal relationships including one or more non-linear
relationships;

generating conditional probability distributions for said variables, including
generating by linear approximation one or more conditional probability distributions
representing said one or more non-linear relationships; and

generating a joint belief function for assessing said threat on the basis of the

conditional probability distributions for said variables.

39. A process as claimed in claim 38, including generating one or more belief functions for

respective ones of said variables on the basis of said joint belief function.

40. A process as claimed in claim 38, wherein each of said one or more belief functions is

generated using selective marginalisation or belief propagation.
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41. A process as claimed in claim 38, wherein said conditional probability distributions are

Gaussian distributions.

42. A process as claimed in claim 38, wherein said joint belief function is generated as the

product of said conditional probability distributions.

43. A process as claimed in claim 38, wherein said variables include one or more continuous

variables and one or more discrete variables.

44. A threat assessment process, including:

receiving tracking and identification data including conditional probability
distributions of kinematic data and type data of a threatening entity, said kinematic data
representing a location and velocity of the threatening entity, and said type data representing
a type of said threatening entity selected from a plurality of entity types;

generating, on the basis of the conditional probability distributions of kinematic data
and a location of an asset, conditional probability distributions of entity-asset data
representing separation of the threatening entity and the asset and an angle between the
velocity vector of the threatening entity and a vector joining the threatening entity and the
asset;

generating, on the basis of the conditional probability distributions of entity-asset
data, a conditional probability distribution of threat data with respect to the entity-asset data
and the type data of the threatening entity;

multiplying the conditional probability distributions of entity-asset data, the
conditional probability distribution of threat data, the conditional probability distributions of
kinetic data, and the conditional probability distribution of type data to generate a joint belief
function of said threat data, said entity-asset data, said kinetic data, and said type data; and

generating, from said joint belief function, respective belief functions for one or more

of said threat data, said entity-asset data, said kinetic data, and said type data.
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5  45. A process as claim in claim 44, wherein the respective belief functions are generated by

selective marginalisation or belief propagation.

46. A system having components for executing the steps of any one of claims 15 to 45.

10  47. A computer readable storage medium having stored thereon program instructions for

executing the steps of any one of claims 15 to 45.
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