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(57) Abstract: An emergency call-based security algorithm negotiation method and apparatus are disclosed. The method involves
the following steps: after receiving an attachment request from a user terminal, the network side determines that the attachment re-
quest is an emergency attachment request, then sets the security capability of the user terminal to support a null algorithm only; or
the network side determines that the security capability of the user terminal carried in the attachment request supports the null al-
gorithm only, then performs non-access stratum (NAS) and access stratum (AS) security negotiation with the user terminal using
the null algorithm. A mobility management entity (MME) and an evolved Node-B (eNB) can perform a security negotiation di-
rectly on the basis that the user terminal only supports the null algorithm when the NAS and AS security negotiation is performed.
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B 1 ARLARTREE 2B xWE 7k b — e afin,
o 1 T, ATHRATREF 2o EWhE 7k e T 35

101: UE #2531 R F AT RACE =% LA % 2% Kiy, # UE
e IR BN HFZHE,

AERTRA0L F, UE — AT P PR3 4 K &, Brie
ZERAREBEARIIFZ %k, Lk UERTATZRIRSRE,

102: UE & W 40 & % W £3% K (Attach Req) 74 &, Attach Req /4 &
64 IR 09 2L B G £ £ A (EPS Attach Type ) ik B 4 38 3% 69 40 4 7 %
% %M A& (EPS Emergency Attach ), 9 448 P 435 M 44t /1 (UE Network
Capability ) | ¥ &.4& UE #9228 ) (XX FEHik ). WAL 45 eNB A
MME % M 7.

103: MME #R4% UE ¢ &4t /), sFZH %, & UE LA mAEL
AKX 44 (Security Mode Command ), Security Mode Command ¥ 45 4
AR FEAE AR BEAN B2 e R TE 8., MME #1Z UE 692444
EFEF 3, I MME 5 UE X8 6943 N & 09 08 & o H R A AT 4 25 A
TR 4B, T8 3T Security Mode Command 184 UE FF 3N & 69 24
Bk hw k.

104: UE #3443 Security Mode Command 7% & /&, % MME & 5L 242 4E
A% A% (Security Mode Complete ) 74 &, % MME #ik-% 24 X fe B 4 2L,

105: MME A m 44 £ F X # 53 K (INITIAL CONTEXT SETUP
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REQUEST ) # &, 3+ &K i£% eNB, H &P & F A LR D

( UESecurityCapabilities )3 , #& 4% ¥ 102 ¥ 49 Attach 35 5K F 9 UE Network
Capability #4912 &35 AR X FH = Hik, REA T HLEMEIHL (SIP,
Session initiation protocol ) 15 4~49 R 5/ & (QoS, Quality of Service ) & K
W R R ARIBEANARESFEZ L7 K (E-RAB to Be Setup List). INITIAL
CONTEXT SETUP REQUEST /4 & ¥ i£ &.4% MME % eNB FIALA & 49 eNB
P A% R 693\ % 69 4R 2 4 KeNB,

106: eNB #&#% UESecurityCapabilities, #4 % UEAX X #H=H %, & UE
% A2 AS #7 Security Mode Command. Security Mode Command ¥ 35 4 VA =
HFEAE AN B 2L FH48 7158, eNB #2 UE ¢9%4 8 A L#H
ZH ik, N eNB 5 UE X 693N Z 4974 & F 5 R B #4740 8 BT R
422, @id AS 49 Security Mode Command i@ 4= UE 38N & 4974 & PT1E A

107: UE #- eNB © 5 AS #9 Security Mode Complete 74 £ .

108: eNB #%4% E-RAB to Be Setup List &2 & 48 iz 8 = 2 &K #, & UE &
% RRC 4%/ E (RRCConnectionReconfiguration ) ¥ &:.

109: UE #4%& RRCConnectionReconfiguration Z = Z 2 ARK KR, K&
#5-eNB *f1 ;2 RRC £ 4% F fi. & 7 A& RRCConnectionReconfigurationComplete )

110: eNB % MME & & #144 £ F L& 577 % (INITIAL CONTEXT
SETUP RESPONSE ) 74 &,

111: UE @i BAREKE IP Z84AKT A% (IMS, IP Multimedia
Subsystem ) IR 425 & AL SIP JEMiIAL, ARAE#) IMS IR 555 &A% 4rF
e -AAL, RARLE RG 2A0 B AT LR T PR @B i B3 hk, 578 i R
1% ) 84 R R A AE X3 A4
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112: UE AR4E R s 69 4 A0 46 X3 S48, 45404 QoS & K, %1 MME
K ALARE R F A5 ( Bearer Resource Modification Request ) 7 &, tHK#Z %
T AR, B THERR.

113: MME #&4%& Bearer Resource Modification Request 74 & ¥ #J QoS %
2, ARIFHILKIZEANARRELHFR (E-RAB SETUP REQUEST) 74 &,
% ¢5 eNB.

114: eNB & UE % i% RRCConnectionReconfiguration /¥ &, &L.3&% A
AR TRAE.

115: UE % eNB & i RRCConnectionReconfigurationComplete /4 & &,
TR ARRE TR

116: eNB % MME ® ;2 E-RAB SETUP RESPONSE 4 &,

117: A TR R0 & A ABHE L)Y, UE 5 B 46845,

536 t) =

B 2 AARRIIRT R & 0o Bkt & 7 ik 60 =0y A A,
4ol 2 Prw, ATHURAT R A 2ok E 7k G T 3

201: UE %) P - % 1% Attach Req 74 &, Attach Req 7% & *F Eps Attach
Type X E 3 Eps Emergency Attach, 2 ¥ 4 UE Network Capability R 315
% UE 69 A 54e 248 /), BF UE BRI 69 %48 A K UE EZ IR
HATF o0,

202: MME Al UE L3R4 %448 71, H84F UE 2 iR E AL
wEEE.

203: MME #%#% UE %42 % 7, 452 H ik, %) UE KA NAS 49 Security
Mode Command. Security Mode Command ¥ 4% oA = Bk AE A EBEAN B2
B ke TE &

204: UE %~ MME 9 & Security Mode Complete 7% &, B &% ZH 53
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# T UE A MME i& ¥ ¢ UE 248 H ke %,

205: MME 4 s INITIAL CONTEXT SETUP REQUEST 7} &, %%
eNB, 7} & ¥ 49 UESecurityCapabilities 3L 5 A X X 3F = Bk, R4 H T4
SIP 15447 QoS & K35 E-RAB to Be Setup List. INITIAL CONTEXT
SETUP REQUEST 74 & % if .45 MME > eNB FAAUA i, 69 eNB Fr1E A 6942
N B % 47 KeNB.

FI 206 2FH 21T SR T 106 ZF 217 £ INFH XL LHF,
X P RBAA,

A=

B 3 ARKARTREF )2 Bk ik 2ue Z e AEnH,
ol 3 Fra, ATOIE TR EF 692 B ka5 ik A T R,

301: UE LR ZmSE, ®EFEFHFEEZRGEFE D,

302: /& eNB AR H 47/ X ID, AAZKT X2 v ayinik, ) B4 eNB
% % 474+ £ ( HANDOVER REQUEST ), i K ¥ # % UE Security
Capabilities (/XX Fr=H % ).

303: B 4% eNB AR#EAM IR K 3% 69 UE Security Capabilities, #4872 F
HVEA AS 0 seh Hik.

304: B AR eNB WR#FE AL o) =2 HE AL HF AL, £ &
RRCConnectionReconfiguration 7% &, RRCConnectionReconfiguration 7¥ & ¥

BLiE A X9, HEEWHF LA (HANDOVER REQUEST
ACKNOWLEDGE ) 7% & ¥ % #578 eNB. RRCConnectionReconfiguration 7%
&L L35 AS W EPTMEA 6= Bk A 2 Bk ~15 &,

305: & 3EAA HANDOVER REQUEST ACKNOWLEDGE 74 & ¥ $2 5
# RRC H &R %, Ki%% UE.

306 : UE % # 4 J» K # 4 ¥ AN, K #
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RRCConnectionReconfigurationComplete ¥ & %5 Bl 47 eNB

307: B 4% eNB 5] MME % i% 3443 & 435 R ( PATH SWITCH REQUEST )
H &

308: MME ) B 4% eNB & i #1% & 375 K # Ak ( PATH SWITCH
REQUEST ACKNOWLEDGE ) ¥ &;.

309: H 4T eNB /R eNB &R i%x ] F ¢35 LT XH#X (UE CONTEXT
RELEASE) 4 &,

310: & eNB #2L UE £ TF L

5364 v9

B 4 AHARZPRTEE T ey Bkl 7k £ap v ey imen,
w4, ATOIATEEF 2R 7k AL T H R

401: UE L4RmZHRE, REFEFHEEZRGEIF IR ID.

402: & eNB AR#% B xR ID, KA T S1 29404, & MME & i%
HANDOVER REQUIRED.

403: MME _EARAGH AL Z % B %49 UE Security Capabilities, & B 47
eNB % i# HANDOVER REQUEST 5K, %4 UE Security Capabilities (/X
XFEHE),

404: E 4% eNB 4R4EA MME & i% 69 UE Security Capabilities, £4F%
HkAEA AS b2k,

405: B 47 eNB AR 4B FF ik 89 B % Ak F A &K, A &
RRCConnectionReconfiguration 7% &, RRCConnectionReconfiguration ¥ & ¥
Q.3E ¥R X 4913 70, 3% £ HANDOVER REQUEST ACKNOWLEDGE ¥
¥ & > MME. RRCConnectionReconfiguration 7% & ¥ if ¢L.3& AS 7K & P&
AR BB R R L E R ER

406: MME 4 4742474~ (HANDOVER COMMAND ), % B #% eNB

10
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N8 RRC 7 &, RiZZIR eNB.

407: % eNB A HANDOVER COMMAND + 428 RRC 7% & 1 %%,
% %4 UE.

408 : UE % 8 # J» K # £ # N , &K &
RRCConnectionReconfigurationComplete 3% €4 B 47 eNB.

409: B #% eNB %) MME % i%# HANDOVER NOTIFY.

410: MME %7/ eNB % i% UE CONTEXT RELEASE COMMAND, i#
#n AR eNB 9 UE L F X,

411: 7R eNB & A2 UE LT UH.

B 5 AARZIFRTEE T o9 %o B Rt m L E L0 — a4 R4
TEE, wH 5w, AFHARTRE I LM RECESE —HT
BT 50, A REAS], RiEET 52, BEA 53, H AT R 54 Fo
AMHAELETSS, FF, F—AEETS50 A THE LI FRELT
Aol ih R, RINARLAREAL S ARELSI AT AR E L4
M E R, FRR TR AR T AR AT R P LR R
WARA I Tk, RERA 52 ATFREEMEFR;, BIKEL
BT EBT 52 FTREGMAFR, AT BT 54 ATHERE
WAEFERKFTEFT PR P AR TR NBERTARIFZR®, £
B Ak X 2t B LB 55 B AL S5 A TR xS A
PSR ATIR BN BB BN RN oA LE, L, 2oL ELEL
55 QLIEH —KEAE, B TAES R F 54 HEPTE R P AR IFE

Fokn, SRR P ARSERFEEBAEG AR S, TR EEAEY
Z ARG EFHFTUZLEEAEBEAEZL L ENETELE., 220
BAL R TL L 3E: AR, B s e B R AR, SRR T
IR I 55 eNB ATAE A 693 N & 09 AR 54 KeNB; @ 4085k 7 T A4 P it
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B EAEIR BT B %69 PP ik eNB AR 6943 E 6945 % 4 KeNB 5 ATt A P 4
S04 S B8 15 B —AB 4 PR eNB; H =K A A T EFTR eNB # %
PRk ) P 4sniX AR FRN, @PTE R P 4on LB BN B 2B Xe
A 35 AT VA BRAR A AR B2 FE 48T E B
AABRBAAT LB R, KELPE 5 ey TRE %2 H
EWM B R ELAAFZIE | ey A TR 22FE5WR 7 %Rkt
49, B 5P REEFEAIELAY l%%ﬁ%??ﬁiﬂ’é@ 1 Frmbg 7 kP iy
M RIGIE ML, ZRAHSRTHELEFTAER LGRS REI, &
=T 38 AL AR ML 4918 A 3w SR,
B 6 HARK AT EE a9 kB K E Ehb) = a9 4R H
B, Wl 6 B, ATHEATELZFHGRLHENHEECHRIK
#5060, AEEA 61, RELT 62 Ao AALEET 63, L9, ik
¥ 60 A FHEA P ARG AR, AZEL 61 A THAZHAMAF
RKRTAZEWEFR, AMEREET62; RELA 62 A TRENLE
B P& 2R A REFRE,, oM BAEET 63 ATUAEE,
5Pk B P& AT RN B RN B 2 IR,
ZAMHRERLA 63 OFFH — K EH, ATAERERLT 62 REMN
R PRI R F RN, QAR P AR RN RGNS
A, TR FBANEG AT EFTETAZTEEAFBENELLF &
AR TIE &, MR ET 63 R L&A T A, @ 4ot oty — &%
WY, R, ATARRA TR ASE eNB AT 693N B R E 4
KeNB; i £aAf 3 F) T 4% P ik #h AR BT A 7 69 P38 eNB PR 693N & Y
1R 4 KeNB 5 Frid i} P 4438 09 2268 /113 & —ALil 40 FTiE eNB; % =&
BARR A FAEPTIE eNB B2 PTid ) P 4Sn X 3 F 2 ik ns, @prd Al P&
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